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1. SCOPE
1.1 Purpose

This SAE Aerospace Standard standardizes practices to:

a. maximize availability of authentic parts,

b. procure parts from reliable sources,

c. assure authenticity and conformance of procured parts,

d. control suspect or confirmed fraudulent/counterfeit EEE parts,

e. and report suspect or confirmed fraudulent/counterfeit EEE parts to other potential users and Authority Having

Jurisdiction.

and assess, mitigat
new product.

P, control, and report parts which have been used, refurbished, or, feclain

1.2 Application

This standard is for use

items. The requirementg

all organizations that p

mitigation of fraudulent

performance or reliabilit

NOTE: The following d
example of the
intended to repl

by organizations that procure and/or integrate electronic \parts and/or ass
of this standard are generic and intended to be applied/flowed down thrd

focure electronic parts and/or assemblies, regatdless of type, size and
counterfeit EEE parts in this standard is risk<based and will vary de
of the equipment/hardware.

agram illustrates to whom AS5553 applies to in an Aerospace supply ¢
types of organizations who may bengefit from the adoption of AS5553 ¢
cate other industries.

End User

(government or commercial using platforms,
systems, and/or equipments e.g. UK MoD, US

ned, but represented as

emblies containing such
ugh the supply chain to
product provided. The
bending on the desired

hain landscape. It is an
nd is not exhaustive or

o DoD, NASA etc.)
Others (any prganisation T
contracted by a cust¢mer to comply.
or who chooses to ule to enhal cé"\ / Platform Integrator
its procesges) y o
7’ AS5553 Applies to:
(either as flow down by contract or
Material Produrement - process guidance)

Organisations (e.g.
BPO organizations etc)

Product Maintenance /
Repair Organisation
(e.g. MRO, Test lab etc.)

/

/

OEM

CEM Supply)

(board level)

FIGURE 1

S
5 Systems Integrator

(System level e.g. Radar,
Lower level e.g. Power
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2. APPLICABLE DOCUMENTS

The following publications form a part of this document to the extent specified herein. The latest issue of SAE publications
shall apply. The applicable issue of other publications shall be the issue in effect on the date of the purchase order. In the
event of conflict between the text of this document and references cited herein, the text of this document takes precedence.
Nothing in this document, however, supersedes applicable laws and regulations unless a specific exemption has been
obtained.

The requirements of this document are intended to supplement the requirements of a higher level quality standard (e.g.,
AS9100) and other quality management system documents. They are not intended to stand alone, supersede, or cancel
requirements found in other quality management system documents, requirements imposed by contracting authorities, or
applicable laws and regulations unless an authorized exemption/variance has been obtained.

Counterfeiting is not a static process. As new methods are devised by industry to discriminate fraudulent/counterfeit EEE
parts, new methods are introduced by counterfeiters to disguise their parts. In an effort to keep ahead of the evolution of

counterfeiting, the SAE,

mn-—addition ta othar inductrn araanizatione cantintia ta davalan naw and
H—aaeHHo—+ tHHerRaUSHY-B+gaii£Aatohss HHHde—+t0-aeveop-hHevw—-aha

or revised standards to

mitigate the risk of use ¢

NOTE: Additional infor
http://counterfei

f fraudulent/counterfeit EEE parts.

mation and works in progress can be viewed on the SAE Anti=Coun
parts.sae.org/

2.1 SAE Publications

Available from SAE Inte
and Canada) or 724-77¢

ARP9009

AS9100 Quality
AS9120 Quality
2.2 ISO Publications

Available from ISO Cenfral Secretariat, 1, ch. de 1a Voie-Creuse, CP 56 CH-1211, Geneva 20, Swi

from 1ISO members. ISO
ISO 9001 Quallity
2.3  ANSI Publications

Available from Americar
WWW.ansi.org.

Aerospace Contract Clauses

Fnational, 400 Commonwealth Drive, Warrendale, PA)15096-0001, Tel: 87|
-4970 (outside USA), www.sae.org.

Management Systems - Requirements fer*Aviation, Space and Defense O

Management Systems - Requirements for Aviation, Space and Defense D

9000 Quality Management Systems - Fundamentals and Vocabulary

Management Systems - Requirements

Natiohal Standards Institute, 25 West 43rd Street, New York, NY 10036-8

terfeiting web portal at

7-606-7323 (inside USA

rganizations

stributors

tzerland, www.iSo.org or

002, Tel: 212-642-4900,

EIA-4899

Standard for Preparing an Electronic Components Management Plan


http://counterfeitparts.sae.org/
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http://www.ansi.org/
https://saenorm.com/api/?name=1ca074f54b4015d9759dac741a8815fd

SAE INTERNATIONAL AS5553®A Page 5 of 43

2.4 U.S. Government Publications

Available from the Document Automation and Production Service (DAPS), Building 4/D, 700 Robbins Avenue, Philadelphia,
PA 19111-5094, Tel: 215-697-6257, https://assist.daps.dla.mil/quicksearch/.

MIL-PRF-19500 Semiconductor Devices, General Specification For
MIL-PRF-38535 Integrated Circuits (Microcircuits) Manufacturing, General Specification For

OMB Policy Letter 91-3 Reporting Nonconforming Products (not available through the ASSIST database; it may be
obtained using the following link: http://whitehouse.gov/omb/procurement policy letter 91-3/)

SD-22 Diminishing Manufacturing Sources and Material Shortages (DMSMS) Guidebook

MIL-STD-3018 Parts Management

2.5 Commercial Publifations

GEIA GEB1 Diminishing Manufacturing Sources and Material Shortages (DMSMS) Management Practices

IDEA-STD-1010 Acceptability of Electronic Components Distributed in the ©pen Market

JEDEC JESD31 General Requirements for Distributors of Commerciahand Military Semiconductor Devices

IEC TS 62239 Process Management for Avionics - Preparation-of an Electronic Compohents Management Plan
IEC 62402:2007 Obsolescence Management - Application Guide

TechAmerica STD-001§ Standard for Preparing a DMSMS Management Plan
2.6 Related Publicatigns

The following publicatiops are provided for informatien’purposes only and are not a required par{ of this SAE Aerospace
Technical Report.

2.6.1 ANSI Publicatiops

Available from Americar) National Standards Institute, 25 West 43rd Street, New York, NY 10036-8002, Tel: 212-642-4900,
Wwww.ansi.org.

ANSI/ESD S20.20 Profection efElectrical and Electronic Parts, Assemblies and Equipment (Excluding Electrically Initiated
ExglosiveDevices)

2.6.2 U.S. GovernmemtPubfications

Available from the Document Automation and Production Service (DAPS), Building 4/D, 700 Robbins Avenue, Philadelphia,
PA 19111-5094, Tel: 215-697-6257, https://assist.daps.dla.mil/quicksearch/.

MIL-PRF-38534 Hybrid Microcircuits, General Specification For
MIL-STD-202 Electronic and Electrical Component Parts

MIL-STD-750 Test Methods for Semiconductor Devices


https://assist.daps.dla.mil/quicksearch/
http://whitehouse.gov/omb/procurement_policy_letter_91-3/
http://www.ansi.org/
https://assist.daps.dla.mil/quicksearch/
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t Method Standard - Microcircuits

MIL-STD-883 Tes
MIL-STD-1580
2.6.3 Commercial Publications

JEDEC JESD22-B107

DO-254

IEC TS 62668-1

Marking Permanency

Destructive Physical Analysis for Electronic, Electromagnetic, and Electromechanical Parts

Design Assurance Guidance for Airborne Electronic Hardware (RTCA, Inc. www.rtca.oq)

Process Management for avionics - Counterfeit Prevention - Part 1. Avoiding the use of

counterfeit, fraudulent and recycled electronic components (IEC www.ie

3. TERMS AND DEFINITIONS

c.ch)

For the purposes of this

Throughout the text of this document, wherever the term “product” occurs, it can also mean. Servics

3.1 Suspect Part

A part in which there is
the definition of fraudule

3.2 Fraudulent Part
Any suspect part misref

3.3 Counterfeit Part

A fraudulent part that h
marked as genuine, and

NOTE: The following diagram (Figure 2) depicts the)above interrelationship between Suspect, Frg

Parts. A Susped
counterfeit parts

Examples of Suspect, F

| ) & ol el ofioik P Lo O-0A00 Ll o £oll H
UUCTUITITTIL, UTT TS AU UTTITTIUUTIS TISTEUTTIT ToU JUUU AT TU UTITE TUTTUWITTY

hn indication that it may have been misrepresented by the supplier or man
nt part or counterfeit part provided below.

resented to the Customer as meeting the Customer’s requirements.

s been confirmed to be a copy,, iMitation, or substitute that has been re
/or altered by a source withoutJegal right with intent to mislead, deceive, @

t Part may be determined-to be, fraudulent or counterfeit through further e
are fraudulent, but-ngt*all fraudulent parts are counterfeit.

audulent, and €ounterfeit Parts are provided in Appendix A.

pply:

ufacturer and may meet

presented, identified, or
r defraud.

ludulent and Counterfeit
aluation and testing. All
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SUSPECT PARTS

FRAUDULENT PARTS

COUNTERFEIT PARTS

N

FIGURE 2 - INTERRELATIONSHIP BETWEEN SUSPECT, FRAUDULENT, Al COUNTEERFEIT PARTS
3.4 Related Definitions
ACCREDITATION: The means by which an authoritative body gives formal recognition that an audit organization is
competent to carry out $pecific tasks and provides assurance to end users'in the public and privdte sectors that the audit
organization continues tp operate according to internationally-accepted, criteria.

AFTERMARKET MANUFACTURER: A manufacturer that meets.one or more of the following critgria:

1. The manufacturer is fauthorized by the OCM to produce and sell replacement parts, usually dug to an OCM decision to
discontinue production of a part. Parts supplied are produced from materials that have been

a. transferred from the OCM to the Aftermarket\Manufacturer, or
b. produced by thg Aftermarket Manufacturer using OCM tooling and intellectual property (IP).
2. The manufacturer pfoduces parts using semiconductor dice or wafers, manufactured by and traceable to an OCM, that
have been properly [stored until use\and are subsequently assembled, tested, and qualified usjng processes that meet

technical specificatipns without\iiolating the OCM'’s intellectual property rights (IPR).

3. The manufacturer |proddces parts through emulation, reverse-engineering, or redesign, [that match the OCM's
specifications and shtisfyretstomer needs without violating the OCM's IPR.

In any case, the Aftermarket Manufacturer must label or otherwise identify its parts to ensure that the “as shipped”
aftermarket manufactured part should not be mistaken for the part made by the OCM.

APPROVED SUPPLIER: Suppliers that are assessed and determined to provide acceptable fraudulent/counterfeit parts
risk mitigation process.

AUTHORITY HAVING JURISDICTION: A statutory authority can differ between countries. The term is used to refer to the
governmental organization at the federal, national, state, or local entity having statutory authority to respond to, enforce, or
prosecute laws. Examples are Customs, Judicial and Enforcement bodies.
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AUTHORIZED DISTRIBUTION: Transactions conducted by an OCM-Authorized Distributor distributing product within the
terms of an OCM contractual agreement. Contractual Agreement terms include, but are not limited to, distribution region,
distribution products or lines, and warranty flow down from the OCM. Under this distribution, the distributor would be known
as an Authorized Distributor. For the purposes in this Standard, Franchised Distribution is considered synonymous with
Authorized Distribution.

AUTHORIZED (FRANCHISED) DISTRIBUTOR: Distributor when they perform Authorized Distribution.

AUTHORIZED SUPPLIER: Aftermarket Manufacturers, as defined above, and OCM-authorized sources of supply for a
part (i.e., Franchised Distributors, Authorized Distributors). NOTE: Some Authorized Suppliers will provide other services
which are not authorized by an OCM (e.g., independent distribution).

BROKER: In the independent distribution market, Brokers are professionally referred to as Independent Distributors. See

definitions for “Broker Distributor” and “Independent Distributor.”

BROKER DISTRIBUT

<

A-type-of-trdependent-Bistributorthat-werksra—JustinTHme—~3HH-environment. Customers

contact the Broker Distr
Broker Distributor seard
Broker distributors do ndg

BUSINESS PROCESS
operations and respons
to, procurement, logistic|

CERTIFICATE OF CON
purchase order requirer
guantity, lot and/or date

CERTIFICATE OF CO
required by certain mili
List/Qualified Manufacty
procured directly from th

CERTIFICATION: The
specific management sy

CONTRACT ELECTRO
label or brand of anothe
designs, formulas, and/q

DESTRUCTIVE PHYSI
of physical disassembly
variety of design, workmn

butor with requirements identifying the part number, quantity, target price
hes the industry and locates parts that meet the target price and ather
t have contractual agreements or obligations with OCMs. (For reference @

DUTSOURCING ORGANIZATION (BPO): An organization contracted by 3
bilities of the customer’s specific business functions (or processes), e.g.,
5, etc.

FORMANCE (C of C, CoC): A document provided, by a Supplier formally
code, inspection date, etc., and is signed by aitesponsible party for the S
NFORMANCE AND SUPPLY CHAIN TRACEABILITY (CoCT): A Cer

rers List (QPL/QML) manufacturefr-through delivery to a government age
e approved manufacturer.

Certification Body action of testifying, guaranteeing or endorsing organiz
stems standards.

NICS MANUFACTURERS (CEM): An organization that produces goods us
I organization. CEMSs provide such services to organizations based on the
r specificatiofs:

CAL ANALYSIS (DPA): A systematic, logical, detailed examination of par
conducted on a sample of completed parts from a given lot, wherein parts
anship, and/or processing problems. Information derived from DPA may b

and date required. The
Customer requirements.

nly.)

customer to provide the
ncluding, but not limited

declaring that all buyer

nents have been met. The document may include information such as manufacturer, distributor,

pplier.

ificate of Conformance

ary specifications which requires documented supply chain traceability from the Qualified Parts

hcy if the material is not

htions that conform with

ng EEE parts, under the
ir own or the customers'

[s during various stages
are examined for a wide
e used to:

a. preclude installation of inauthentic parts or parts having patent or latent defects
b. aid in disposition of parts that exhibit anomalies

c. aid in defining improvements or changes in design, materials, or processes

d. evaluate Supplier production trends

DISPOSITION: Decisions made by authorized representatives within an Organization concerning future treatment of
nonconforming material. Examples of dispositions are to scrap, use-as-is (normally accompanied by an approved
variance/waiver), retest, rework, repair, or return-to-supplier.
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ELECTRICAL, ELECTRONIC, AND ELECTROMECHANICAL (EEE) PART: Electrical, electronic, and electromechanical
parts are components designed and built to perform specific functions, and are not subject to disassembly without
destruction or impairment of design use. Examples of electrical parts include resistors, capacitors, inductors, transformers,
and connectors. Electronic parts include active devices, such as monolithic microcircuits, hybrid microcircuits, diodes, and
transistors. Electromechanical parts are devices that have electrical inputs with mechanical outputs, or mechanical inputs
with electrical outputs, or combinations of each. Examples of electromechanical parts are motors, synchros, servos, and
some relays

END USER: An organization that uses a product. For example, including but not limited to NASA, UK MoD, US DoD, etc.

FALSELY IDENTIFIED: Identified in an inaccurate manner with no implication as to whether the identification is intentional
or inadvertent.

FIRMWARE: In electronic systems computing, firmware is the combination of read-only memory and program code and the
data stored in it. Firmware is a software program or set of instructions programmed on a hardware device to provide
instructions for how the gevice-cemmunicates-with-the-othercomputerhardware-

FRANCHISED DISTRIBUTION: For the purposes in this Standard, Franchised Distribution is,cehsjdered synonymous with
Authorized Distribution (see “Authorized Distribution” definition above).

FRANCHISED DISTRIBUTOR: Also known as Authorized Distributor (see “Authorized(Franchisgd) Distributor” definition
above).

HOMOGENEOUS LOT{ A group of parts that:
a. are received in a sirgle shipment (whether in single or multiple packages),

b. are marked or othefwise identified with identical lot, batch, run,and identification informatiop (e.g., dates codes, lot
codes),

c. are identical in appgarance to the unaided eye (parts and packaging),

d. appear to have been subjected to the same handling, packaging, and/or storage conditions, and

e. have maintained their physical placement relative to each other (i.e., have never been separated based on evidence
such as source, padkaging, labeling).

INDEPENDENT DISTRIBUTOR: A distributor that purchases parts with the intention to sell and reglistribute them back into
the market. Purchased parts may be,obtained from Original Equipment Manufacturers (OEMs) or|Contract Manufacturers
(typically from excess ihventories); ‘or from other Distributors (Franchised, Authorized, or Independent). Resale of the
purchased parts (redistfibution)-may be to OEMs, Contract Manufacturers, or other Distributors. Independent Distributors
do not normally have fontractual agreements or obligations with OCMs. See definition of “Authorized (Franchised)
Distributor.”

KNOWN AUTHENTIC PART: A part which has either been purchased directly from the manufacturer, their authorized
distributors, or authenticated by the manufacturer with supporting documentation.

MAINTENANCE, REPAIR AND OVERHAUL (MRO): An organization that will retain or restore an item in or to a state in
which it can perform its required function. The actions include the combination of all technical and corresponding
administrative, managerial, and supervision actions. MRO often refers to civil aviation maintenance and Depot Level
Maintenance often refers to military vehicle maintenance.

NONDESTRUCTIVE TESTING (NDT): Can also be described as Nondestructive Inspection (NDI) or Nondestructive
Evaluation (NDE). NDT encompasses a wide variety of analytical techniques used in science and industry to evaluate the
properties of materials, components, subcomponents, or systems without damaging or permanently altering them.
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OPEN MARKET: The trading market that buys or consigns excess inventories of electronic parts and subsequently utilizes
these inventories to ultimately fulfill the supply needs of an end user.

NOTE: The Open Market may include the purchase and sale of parts where the full supply chain traceability of such parts

is unknown.

ORIGINAL COMPONENT MANUFACTURER (OCM): An entity that designs and/or engineers a part and is pursuing or has

obtained the intellectual

NOTES:

property rights to that part.

1. The part and/or its packaging are typically identified with the OCM'’s trademark.

2. OCMs may contract

3. Different OCMs may

out manufacturing and/or distribution of their product.

ORIGINAL EQUIPMEN
purchased components

PACKAGING (COMPO
preparation for use by €
such as moisture, physi

use of automated equipment) to be used to place parts on the printed circuit koard. There are four

bulk, trays, tubes, and t3

PART(S): One or morg
impairment of intended

PART, ACTIVE. An el
monolithic microcircuits
and transistors.

PART, PASSIVE. An ¢
Examples of passive elg
Examples of passive elg

PLATFORM INTEGRAT
not limited to, Plane, Sh

POPULATION: A colled

REFINISHED: Using pg

1 ol £ o L i % M i
oupply 'JIUUU\JI. TUT U1 oAaltmie G'J'JII\JGI.IUII Ul U A CUITITmmurtT Q'JU\JIII\JGLIUII.

I MANUFACTURER (OEM): A company that manufactures produets’th
and sells those products under the company’s brand name.

NENT): Component packaging refers to the manner in which" electronig
lectronic assemblers. The determination of packaging types’is determineg
cal (lead pitch, co-planarity), electrostatic discharge (ESD), as well as the

pe and reel.

pieces joined together, which are not normally subject to disassembl
lesign use. For the purposes in this document, “part” is synonymous with |

bctronic component that contains sémiconductor junctions. Examples

ICs), hybrid microcircuits, and semiconductor devices such as diodes, sil

lectrical and/or electroméchanical component that does not contain s
ctrical parts include resistors, capacitors, inductors, transformers, wire and
ctromechanical partsiinclude motors, synchros, servos, and some relays.

OR: An organization authorized to manufacture a complex product. For
p, Train or Power Station, etc. These complex products are often referred

tion of Hamogenous Lots from which to draw statistical inferences.

st=manufacture plating methods (such as solder dipping) to alter the plating

leads.

at it has designed from

parts are packaged in
by product sensitivities
method (manually, or by
nain types of packaging:

without destruction or
component”.
of active parts include
con controlled rectifiers,

emiconductor junctions.
cables, and connectors.

example, including, but
to as Platforms.

composition on a part’s

REFURBISHED: Parts that have been renovated in an effort to restore them to a “like new” condition, e.g. leaded parts may
have their leads realigned and re-tinned and subjected to cleaning agents and chemical processing.

REGISTRATION: The Certification Body action of entering a record or causing a record to be entered, as a result of

certification.

STOCKING DISTRIBUTOR: A Distributor that stocks inventory.

SUPPLIER: Within the context of this document, a blanket description of all sources of supply for a part. Types of Suppliers
include OCM, OEM, Authorized (Franchised) Distributor, Independent Distributor, Broker Distributor, Stocking Distributor,
Aftermarket Manufacturer, Government Supply Depot, and 3PL Provider.
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SUPPLY CHAIN TRACEABILITY: Documented evidence of a part’'s supply chain history. This refers to documentation of
all supply chain intermediaries and significant handling transactions, such as from OCM to distributor, or from excess
inventory to broker to distributor.

SUPPLY CHANNEL: The general category of Supplier, such as Open Market, OCM, Aftermarket Manufacturers, Authorized
(Franchised) Distributor, 3PL Provider, Independent Distributor, Broker Distributor, OEM Surplus, etc.

SYSTEMS INTEGRATOR: An organization that specializes in bringing together component subsystems into a whole and
ensuring that those subsystems function together.

THIRD-PARTY LOGISTICS (3PL) PROVIDERS: Firms which provide outsourced or "third party" logistics services to
companies for supply chain management functions. 3PL Providers typically specialize in integrated operation, warehousing,
and transportation services that can be scaled and customized to Customer’s needs based on market conditions and the
demands and delivery service requirements for their products and materials.

UNUSED (NEW SURPL

since leaving the supply
origin, and should be re
physical defects as a r¢
material should be gua
received without having

UNBROKEN CHAIN OH
control, transfer, and tra|

NOTE: Co-mingling of |

UPRATED: Assessme
application in which the

UPSCREENED: Additid
operating parameters. |
Hardness Assurance te

USED (REFURBISHED
from a socket or other €
non-standard packaging
physical defects such a
but the leads should be
partial or complete prog
declared as such.

4. REQUIREMENTS

chain). A shipment of unused material can contain mixed date codes{ld
ceived in original factory or third party packaging. The material may have
bsult of handling, but the leads should be in good condition and should

been previously programmed.

CUSTODY: Verifiable evidence of chronological documentation without g4
ceability to the OCM or OEM.

arts is typically prevented by physically segregating segregation of parts

t which results in the extension of a part’s_ratings to meet the performs
part is used outside the manufacturer’s specification range.

nal part testing performed to produee parts verified to specifications beyong
Fxamples are Particle Impact Noise Detection (PIND) testing, temperatu
ting, etc.

OR PULLED): Product that has been electrically charged and subsequ
lectronic application excluding electrical testing for acceptance. Used pro
(i.e., bulk), and may_contain mixed lots, date codes, be from different facili

ntact. Used groduct may be sold with a limited warranty, and programmab
ramming which could impact the part’s functionality. Used parts marketed

YUSy—Eleetronicparts-that-have-net-beenrprevieushrdused-{-e—attachedtq a board or powered up

t codes, or countries of
minor scratches or other
not be refurbished. The

ranteed to meet the manufacturer’'s full specifications. Unused,progranmpmable parts should be

ps, showing the custody

nce requirements of an

| the part manufacturer's
re screening, Radiation

ently pulled or removed
duct may be received in
ies, etc. Parts may have

5 scratches, slightly bent leads, test dots, faded markings, chemical residyie or other signs of use,

le parts may still contain
as refurbished shall be

41

Fraudulent/Counterfeit EEE Parts Control Plan

The organization shall develop and implement a fraudulent/counterfeit EEE parts control plan that documents its processes
used for risk mitigation, disposition, and reporting of suspect or confirmed fraudulent/counterfeit EEE parts and or
assemblies containing such parts. The control plan shall include the processes described in 4.1.1 through 4.1.10.

4.1.1 Personnel Training

Relevant personnel, including management of programs, projects, procurement, quality assurance, inspection, receiving,

manufacturing and engineering activities shall be trained as appropriate to their function, in the awareness, avoidance,
detection, mitigation and disposition of suspect/fraudulent/counterfeit EEE parts.
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4.1.2

Parts Availability

The processes shall maximize availability of authentic, originally designed and/or qualified parts throughout the product’s
life cycle, including management of parts obsolescence. Information and guidance for ensuring parts availability is provided

in Appendix A.
4.1.3

The processes shall:

Purchasing Process

Document the assessments criteria and assess potential sources of supply (including electronic parts, assembly, and

equipment suppliers) to determine the risk of receiving fraudulent/counterfeit EEE parts. Maintain records for those
suppliers which have met the criteria. Guidance: Appendix B.

dithattha cotiran ~Ff crin 1o At St Ao A oK k'3

Specify a preference to procure directly from OCMs or authorized suppliers who are identified by requirements [a]

a.
b.
above. Ifitis disclos
be subject to the sa
NOTE: Some Auth
distribution|).
c. Assure that approve
fraudulent/counterfe
d. Require a docume
procurement other t
4.1.4  Purchasing Info

The documented procd
fraudulent/counterfeit EH
a. Supply chain traceg
supply chain interm
chain traceability is
required.

Specify flow down ¢
the event that one o
to this document, a

Specify that disclosy

acokrea-aof oo o ot ot H dfortha nartlc bainao coaoiad
Tt e~ SOTTCC O SO PPy o ot auatntonZzC OOttt Pt S oy g oote oy

me requirements as those procured from a nonauthorized supplier.

orized Suppliers will provide other services which are not authorized.by an
d/ongoing sources of supply are maintaining effective processes for mitigat

it EEE parts. Guidance: Appendix B.

nted risk assessment and risk mitigation plan, sspecific to the intende
han from an OCM or authorized supplier.

rmation

ss shall specify contract/purchase @rder requirements to minimize the
FE parts and at a minimum require;

bility to the OCM or aftermarket manufacturer that identifies the name 3
bdiaries from the part manufacturer to the direct source of the product for,

f applicable requirements of this document to applicable contractors and
isk analysis‘shall be required for every application of the part. Guidance:

re is reéquired, in writing, at the time of each individual quotation whether or|

is authorized (franc
the quoted part(s).

ised) for the part(s) being quoted and whether or not is providing full ma

hese procurements shall

OCM (e.g., independent

ng the risks of supplying

d application, for each

risk of being provided

nd location of all of the
the seller. If this supply

Linavailable or the documentation is suspected of being falsified, a documeénted risk assessment is

their sub-contractors. In

I more supplychain intermediaries do not have a fraudulent/counterfeit part control plan compliant

Appendix D.

not the source of supply
hufacturer’s warranty on

idance:-Annendix-D
—APPeRah-

4.1.5 Verification of P

urchased/Returned Part(s)

The documented processes shall ensure:

a.
verification process

shall be commensurate with product risk. Guidance: Appendix E.

Detection of suspect or confirmed fraudulent/counterfeit EEE parts prior to formal part acceptance. The rigor of the

b. The returns process specifies inspection to validate the authenticity of returned part(s). Guidance: Appendix E/F.
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4.1.6 In-Process Investigation

The documented processes shall address the detection, verification, and control of in-process (post acceptance) and
in-service suspect or confirmed fraudulent/counterfeit EEE parts.

4.1.7 Failure Analysis

When a failure analysis is conducted and the failure is isolated to a single part, the process shall determine and document
whether or not a failure is due to a suspect fraudulent/counterfeit EEE part.

4.1.8 Material Control
The documented processes shall specify methods to:

a. Control excess and nonconforming parts to prevent them from entering the supply chain under fraudulent
circumstances.

b. Control suspect or dqonfirmed fraudulent/counterfeit EEE parts to preclude their use or reentry(into the supply chain by
physically identifying and segregating the parts from acceptable non-suspect patts and| placing in quarantine.
Quarantine shall cosist of controlled access areas. Guidance: Appendix F.

4.1.9 Reporting
The documented procegses shall assure that all occurrences of suspect or €onfirmed fraudulent/cpunterfeit EEE parts are
reported, as appropriatg, to internal organizations, customers, government reporting organizatipns, industry supported
reporting programs, and authorities having jurisdiction. Guidance: Appendix G.
4.1.10 Post Delivery Stipport
The control plan shall dgscribe the processes used to resolve Ronconformance’s related to suspect|counterfeit or fraudulent
EEE parts that may or have been used in product deliveredto a customer. This shall include the inyestigation and reporting
process.
5. NOTES
5.1 Achange bar (I) located in the left marginis for the convenience of the user in locating areas where technical revisions,
not editorial changes, have been made to the previous issue of this document. An (R) gymbol to the left of the

document title ind|cates a complete revision of the document, including technical revisions. Change bars and (R) are
not used in original publications,nor in documents that contain editorial changes only.

PRERARED BY SAE COMMITTEE G-19, COUNTERFEIT ELECTRONIC PARTS
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The content of this Appendix is provided as guidance and can be invoked in whole or in part, by the policies, requirements
or procedures of the Organization.
Al DESIGN, PROPOSAL, AND PROGRAM PLANNING

During design, proposal and program planning efforts, organizations should assess the long term availability of authentic
parts and part sources for production and support of systems. When assessments indicate availability risks, organizations

should take the steps necessary to reduce exposure to fraudulent/counterfeit EEE parts, including, for example:

a.

b. System redesign

Lifetime or bridge buy

c. Alternate/multiple sq

d. Substitutions
e. Planning for adequg
A.2 OBSOLESCEN
Obsolescence can incrg

fraudulent/counterfeit E
products through the u

Shortages (DMSMS) management plan.

The following Governmg

urvco

te procurement lead times

CE MANAGEMENT

ase the risk of acquiring fraudulent/counterfeit EEE(parts. To reduce the

FE parts, electronic equipment manufacturers should proactively manag

5e of an Obsolescence Management Plan or *Riminishing Manufacturin

nt and Industry documents provide guidarce with regard to managing DM
of Defense (DOD) Diminishing~Manufacturing Sources and Materig

hishing Manufacturing Sources and Material Shortages (DMSMS) |

nics and Information Technology Association

for Preparing an Electronic Components Management Plan

ess Management for Avionics - Preparation of an Electronic Components

016, Stahdard for Preparing a DMSMS Management Plan

likelihood of purchasing
e the life cycle of their
J Sources and Material

SMS:

| Shortages (DMSMS)

Mlanagement Practices,

Management Plan

bsolescence Management - Application Guide

a. SD-22: Departmen
Guidebook

b. GEIA GEB1: Dimi
Government Electrg

c. EIA-4899: Standard

d. IEC TS 62239: Prog

e. TechAmerica STD-(

f. 1IEC 62402:2007: O]

g.

h.

MIL-STD-3018: Parts Management

Obsolescence Management

MoD JSP886 The Defence Logistics Supply Chain Manual Volume 7 Integrated Logistics Support Part 8.13
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APPENDIX B - PURCHASING PROCESS

The content of this Appendix is provided as guidance and can be invoked in whole or in part, by the policies, requirements
or procedures of the Organization.

B.1 PROCUREMENT APPROACH

B.1.1 General

B.1.1.1 Electronic parts should be purchased, whenever possible, directly from OCMs or from authorized suppliers.
Independent distributors should be used only after consideration of alternate parts, redesign, schedule
adjustments and a reasonable search for material from authorized (franchised) sources has been conducted
and approval has been obtained from a designated authority.

B.1.1.2 OCM franchise agreements typically include provisions that protect the user by ensuring product integrity and
supply chaip-traceability-sueh-as:

a. original manufacturgr warranty.

b. proper handling, stofage and shipping procedures.

c. failure analysis and [corrective action support.

d. certificates of confofmance and acquisition supply chain traceability.

Independent distributors
means to ensure produg
agencies for hard-to-fing

Authorized (Franchised) distributors should provide.product acquired through franchise

do not have warranty or product support agreements with the OCM and
t integrity and supply chain traceability. Brokétdistributors, in particular, n
parts and may not maintain quality assured.inventories.

tributor does not provide productsyin this manner, then for the purpos
considered an independent distributor for those products.

a contract for the preduct. The extent of these processes should be ¢
e source of supply.and product criticality. Figure B1 depicts overall risk
d product criticality~Figure B2 identifies factors for assessing and mitigatin
pval and Source Selection

proval and Source selection considerations should include:

B.1.1.3
When a disg
distributor ig
B.1.1.4 Procuremer
tendering o
related to th
reliability an
B.1.2 Supplier Appr
B.1.2.1 Supplier ap
a.

the buyer’s historica1| experience with the source.

. therefore, have limited
hay only act as scouting

agreements with OCMs.
of this document, the

a)

t assurance processes fop avoiding fraudulent/counterfeit product should begin prior to the

bmmensurate with risks
hs a function of supplier
g supplier risk.

previously documented problems noted by external sources. Guidance: Appendix G.

how long the source has been in business.

- assembly/equipment/system providers: AS9100

- OCMs, aftermarket manufacturers: AS9100, 1ISO 9001, AS9003

- distributors: AS9120, AS6081

- test facilities: 1ISO 9001

the source’s demonstrated adherence and/or certification to higher-level quality standards such as the following:
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e. the source’s demonstrated adherence to applicable provisions of SAE International Counterfeit Avoidance Standards.

f. the results of audits performed per B.1.3.

g. acceptable documented purchasing and product acceptance processes and practices for verifying the authenticity of
parts supplied.

h. the use of outsourced and/or in-house laboratory testing.

i. use of quality inspectors that have been trained and qualified concerning types and means of electronic parts
counterfeiting and how to conduct effective product authentication.

j.  terms of the supplier warranty, return policy and product liability.

B.1.2.2

B.1.2.3

B.1.2.4

B.1.2.5

B.1.2.6

B.1.3

B.1.3.1

B.1.3.2

B.1.3.3

Buyers should ensure that mdependent distributors have establlshed documented processes and the financial

means to $Hpp
certification$

ARP6178.

Buyers sho

and contractual remedies such as financial penaltles |f inaccuracies aré’f

Id investigate independent distributors through reporting sources in a

should include product
bund. For guidance see

dvance of procurement

activity to empsure suspect fraudulent/counterfeiting incidents have not oceutred. Guidance: Appendix G.

An industry

Standard J§

JESD31 ing
traceability.

The cost of
into a deter
offerer prop

Figure B3 p

Audits

Audits dem
processes
be performe
to specific 1
sufficient to
this Aerosp
requiremen
independen

standard that can be used to help evaluate the suitability of an independ
SD31, General Requirements for Distributors of Commmercial and Military
ludes a number of provisions that protect the user:by ensuring product in

product inspections, tests, and supplier asstrance actions (e.g., audits/sur
Mination of total procurement costs in order to fully evaluate and compare
Dsals.

rovides a procurement risk mitigation flow diagram.

onstrating that the Supplier's quality management system incorporates
D prevent the purehase, acceptance, use, and delivery of fraudulent/coun
d before purchasing product, and periodically thereafter. (NOTE: Typical
acilities, somultiple sites may require multiple audits.) These audits s
determine-that the supplier's quality management system incorporates a
pce Standard (for equipment/system providers, where invoked), and/or
s related to fraudulent/counterfeit parts risk mitigation. Audits may be p
[ third party.

bnt distributor is JEDEC
Semiconductor Devices.
tegrity and supply chain

eys) should be factored
costs to be incurred by

adequate documented
terfeit EEE parts should
audit certifications apply
hould occur at intervals
program compliant with
other invoked contract
erformed by a qualified

Using the results of audits performed by other private sector or Government organizations is an acceptable
alternative to second or third party auditing provided the auditing process, attributes, and auditor qualifications
are evaluated and deemed adequate to assure compliance with this document and/or other invoked
requirements.

Audit scope and frequency should be commensurate with the assessed risk of the source. Audit requirements
may range from completion of a survey assessment of the source’s processes and controls (procurement,
quality, handling, test, etc.), or a full facility audit of these processes.

B.2 When authorized suppliers provide services which are not authorized by an OCM (e.g., independent distribution),
it is recommended the Organization clearly identifies the role in the transaction (by line item exception when they

are not authorized) that the supplier provides (i.e., Authorized Supplier, Independent Distributor).
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Lowest Risk

Confidence In
Authenticity
Original Component A Non-Critical Applications
Manufacturer or Cerfified  tt—m
Manufacturer
Short Product Life
Expectancy / Mon-Critical
Applications
Authaorized Suppliar A
Froducl Accessible b Field
Hepﬂirb(b
LN
bJ
Original Equipment % o
Man%chr&r { Contract  —w = Ap[{l&hnn Critigal
anufacturer o2 i=] </ O
> 5 § [0
% = ﬁ\~\Q?Eh.|rbished or Reclpimed
3 o 3\ Parts
E"'_;‘ Indepenfent Distributor with w
o | good gujlity, reputation, and  fe—a{ i1 \(\Gé
@ procedures & @ )
& = N\ = Reporting Sourge
g 1y Q’u‘@ 5 | Alert on ltems {Appefidix &)
=
L. e QO o
Indepenfent Distributor with %~ = Field Work or Repair
unknow gquality reputation, q—k\\ Impossible
Hfd pracedumes . d (i.e. Satellites, efc.)
OO Mission Critica)
Unfnown Sw@’ S
(/é Safely Critical
?y
Repork
issued on Vendor (Appendix  —pw
G) Life Dependent Applications
Highest Risk

FIGURE B1 - RISK STACK CHART
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Sustained
leveld of
usiness maturty

Established track
record and quality
recognition

Recognized quality
management system established

/ ANSI ESD $20.20 Certification \

%

IS0C 8001 Certification

/ AS9100 / AS9120 Certification: \\

Recently audited and approved by thifd party accreditation

Progesses declared and independently confirmed as being compliant tq the
apprppriate SAE International Fraudulent/Counterfeit Standard e.g. AS5553,
AS6081

Customeraudited and approved with site visit

Attempt4o fill in more area within the pyramid for less risk

FIGURE B2 - SUPPLIER ASSESSMENT PYRAMID
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Material
Procurement
Requirement J

NO

Available from
Authorized

YES

Supplier?

:

Investigate the use of
other components and
their availability from
Authorized Suppliers

Execute engineering
change activity as
needed

Alternatives found

and available? YES

Authorized Supplier

Purchase from

NO Consider
I further due
- ) | diligence for
Risk Redesign o Execute redesign critical
A t »<_ Procurement Risk Redesign activity applications
ssessmen Mitigation?
A
Material
Procurgment Use
Risk Mitigation =
Decision
Check external Independent Parts Handling
resources for history of Distributor Traceable io. YES Packaging
suspect suppliers & par}s Evaluation and oCM? Storage Hisftory
(e.g. GIDEP, ERAI, efc.) Selection \ Acceptablg? YES
NO
- Consider
Compliance further due
Verification UNKNOWN d"'gcﬁﬂ(f; or
(See Figure E1) applications
Counterfeit —YES Quarantine / Reci?'t?n
Discovered? Disposition P 9

NO

Critical

Application?

YES

NO.

Life or other
performance

YES

r
/ Material
> Use

Decision

test

| » Pass?
o

Material
Dispaosition

FIGURE B3 - PROCUREMENT RISK MITIGATION
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APPENDIX C - SUPPLY CHAIN TRACEABILITY

The content of this Appendix is provided as guidance and can be invoked in whole or in part, by the policies, requirements
or procedures of the Organization.

Cl1

c.2

c21

Cc.22

C3

C4

OCMs and distributors (authorized (franchised) and independent) should be required to provide certificates of
conformance and acquisition supply chain traceability; otherwise the purchaser assumes unknown risks.
(NOTE: such documentation has the potential to be forged or falsified.) Acquisition supply chain traceability consists
of the name and location of all supply chain intermediaries from the part manufacturer to the direct source of the
product. The organization should ensure that these requirements are clearly stated as deliverable data within the
procurement documents, regardless of which level of the supply chain provides the parts. If supply chain traceability
is unknown or documentation is suspect, appropriate risk mitigation should be used as described in this document.

In order to assure supply chain traceability when parts are purchased through authorized (franchised) distribution,

the documentation in the following paragraphs should be required.

For procurement of product for commercial or industrial use, product delivered by, tlhe manufacturer to the

authorized (franchised) distributor is not normally required to contain a formal certificate
cases, the adcompanying documentation is a commercially acceptable packin@list. T
identifies the manufacturer, distributor to whom the parts were supplied, distributor purc
number, and guantity. Additional information, such as date code or statement of comp
but is not normally required. This document is maintained on file by the @istributor and
customer. Shjpments of commercial and industrial parts are typically.;accompanied by
and/or certifi
(franchised) djstribution be acquired directly from OCMs or authorized suppliers.

For procurement of product for military (e.g., QPL/QML parts) use, a manufacturer ce
military or aerpspace specification or standard is required,~This documentation should ¢
manufacturer| distributor, distributor purchase order.number, part number, quantity,

guantity supplied. Additional information, as required®y governing specifications, may 4
of this document must accompany shipment of parts to the end customer and, for
authorized (franchised) distributors, must be accompanied by a certificate of conformdg
chain traceability. Certification of conformance requirements are often contained

specifications|(e.g., MIL-PRF-38535, MIL-PRF-19500, etc.).

While it is prudgnt to request independent distributors to provide these certificates of conf
supply chain traceability, independent distributors often do not have this documentation.

to the OCM may not have been maintained, is lost, or is unavailable. An independent distrib
certificates of gonformance_and acquisition supply chain traceability does not indicate
products offered are noncempliant, however, in these circumstances the procuring organiz
levels of risk regarding_product authenticity and must take appropriate risk mitigation actio

Examples of prgcurement clauses requiring certificates of conformance and supply chain

of conformance. In such
[his document normally
hase order number, part
iance, may be provided
not supplied to the end
A distributor packing list

te of conformance. Purchase orders should requireythat material purchased through authorized

rtification to a specified
pntain at a minimum the
and date code of each
Iso be provided. A copy
parts procured through
nce showing full supply
within general military

brmance and acquisition
Supply chain traceability
utor’s inability to provide
wrongdoing or that the
ation assumes unknown
ns.

traceability are provided

in Appendix D of this Aerospace Standard.
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The content of this Appendix is provided as guidance and can be invoked in whole or in part, by the policies, requirements
or procedures of the Organization. Legal counsel should be consulted prior to invoking in whole or in part any of the proposed
contract requirements set forth in this Appendix.

D.1 CONTRACT REQUIREMENTS - GENERAL

The clauses provided in D.1.1, or substantially equivalent language, should be included in all contracts/purchase orders for
electronic parts entered into by the Organization. They are intended to supplement, not duplicate or replace, requirements

contained in other qualit

D.1.1

y standards (e.g., ISO 9001, AS9100).

In order to minimize the risk of procuring fraudulent/counterfeit product, the buyer’s procurement contract

language should include requirements which will help ensure that conforming, authentic material is provided. The
seller’s responsibilities should be plainly stated and agreed upon, including:

Product supply chai
full supply chain tral
Both buyer and sell
the purchase order

Tests and inspectio
required to perform
test/inspection pers

Quality managemery
level quality standar

Acceptance of finan
with provision of frau
to return suspect or|
such as a product
professional liability
seller.

Length of obligation
Terms and conditio
guarantine, and con
or test sufficient to d

) traceability - Per Appendix C of this Aerospace Standard, the seller shodlg
ceability for the parts being purchased, including names and addreSses
br should maintain records containing date and/or lot codes, and.any seri
hnd invoice.

ns - The seller should be naotified by the customer of all tests and insp
to assure product authenticity, including development-af.accept/reject cri
bnnel. The test facility should be approved by the customer and agreed to

t system - The seller should be required to comply-with, and/or be certified
d (e.g., AS9100, AS9120, ISO 9001, and AS9003).

Cial responsibility - The seller should be natified that they may be liable for re
dulent/counterfeit product. Procurementcontracts should state that the buy
confirmed fraudulent/counterfeit product. The buyer may request proof o
iability/completed operations certificate of insurance. The buyer may al
and/or product recall insurancg,with limits from the seller if the cost is com

- The seller should he'informed of the specific time period for which the
hs between buyer'and seller should allow for a reasonable time period
firm fraudulent/counterfeit or substandard product. The buyer should perf
etect gross erieommon indications of counterfeiting before the time expire

Required documen

documentation. Doqumentation requirements, including certificates of conformance and test/in
included in the contfaet terms and conditions.

tion - The’seller should be provided with clear and specific instructions

be capable of providing
Df prior sources (if any).
hlization associated with

pctions that they will be
eria and qualification of
py the seller.

0, an appropriate higher

medial costs associated
er is not under obligation
f financial responsibility,
SO request evidence of
mercially feasible for the

ir responsibility applies.
for the buyer to detect,
brm a level of inspection

D.

concerning deliverable
5pection data, should be

falsification.

D.1.2

Penalties associated with fraud - The seller should be notified of potential penalties associated with fraud and

The sample contract clauses provided in this appendix are intended to supplement, not duplicate or replace,

quality clauses/requirements contained in other Aerospace Quality Standards such as AS9100, AS9120, and
ARP9009. These documents should be referred to during the selection and development of comprehensive
procurement contract requirements related to assuring product quality.
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SAMPLE CONTRACT CLAUSES - CONTRACTS ISSUED TO ASSEMBLY/EQUIPMENT/SYSTEM PROVIDERS

D.2

D.2.1 Guarantee of Product Source(s)

“The seller shall ensure that only new and authentic materials are used in products delivered to <BUYER>. The Seller may
only purchase parts directly from Original Component Manufacturers (OCMs), OCM authorized (franchised) distributors, or
authorized aftermarket manufacturers. Use of product that was not provided by these sources is not authorized unless first
approved in writing by <BUYER>. The seller must present compelling support for its request (e.g., OCM documentation that
authenticates supply chain traceability of the parts to the OCM), and include in its request all actions to ensure the parts
thus procured are authentic/conforming parts.”

“The Organization shall disclose in writing at the time of each individual quotation, the source of supply (by company name
and location), whether or not the Organization is authorized (franchised) for the part(s) being quoted and whether or not
providing full manufacturer's warranty on the quoted material. If the Organization considers that the name of the source of
supply is proprietary to the Organization, the Organization and Customer shall negotiate an appropriate non-disclosure
agreement”.

D.2.2 Supply Chain|Traceability

“The seller shall maintal
manufacturer of all Eled
being delivered per this
the supply chain intermg
manufacturer's batch idg

D.3 SAMPLE CON
(E.G., OPERA
DISTRIBUTOR

D.3.1 Test and Insp

“The seller shall establis

product, in accordance fo the requirements established by the customer, including:

- Supply chain traceabili
- Visual examination

- [see Appendix E of thig
Tests and inspections

conformance of the proq

Tests and inspections s

n a method of item supply chain traceability that ensures trackingof the 4
trical, Electronic, and Electromechanical (EEE) parts included“in assemi
contract. This supply chain traceability method shall clearlylidentify the na
diaries from the manufacturer to the direct source of the product for the se
ntification for the item(s) such as date codes, lot codes) ‘serializations, or oth
TRACT CLAUSES - CONTRACTS ISSUED<QUTSIDE OF AUTHO
TING IN THE OPEN MARKET, BROKER, BROKER DISTRIBU
5, STOCKING DISTRIBUTORS)

pction Requirements

h and implement test and inspection activities necessary to assure the aj

ty and documentation yerification,

Aerospace Standard for examples and descriptions of test and inspectior

uct to specified acceptance criteria.

supply chain back to the
lies and subassemblies
me and location of all of
ler and shall include the
er batch identifications.”

RIZED DISTRIBUTION
TOR, INDEPENDENT

uthenticity of purchased

activities]

shall be perfermed in accordance with defined accept/reject criteria pfovided or approved by
<BUYER>. The seller shall prepare.and provide to the <BUYER> records evidencing tests and ing

pections performed and

EEE parts fraud and sus

nall be performed by persons that have been trained and qualified concerT

ing types and means of

D.3.2 Supply Chain Traceability

“The seller shall maintain a method of item supply chain traceability that ensures tracking of the supply chain back to the
manufacturer of all Electrical, Electronic, and Electromechanical (EEE) parts included in assemblies and subassemblies
being delivered per this order. This supply chain traceability method shall clearly identify the name and location of all of the
supply chain intermediaries from the manufacturer to the direct source of the product for the seller, and shall include the
manufacturer's batch identification for the item(s) such as date codes, lot codes, serializations, or other batch identifications.”
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D.3.3

Certificate of Conformance

“The seller shall supply full supply chain traceability including copies of Electrical, Electronic, and Electromechanical (EEE)
part Manufacturer Certificates of Conformance (CoC).”

“The Manufacturer and the seller of its products shall complete a Certificate of Conformance (CoC) and full supply chain

traceability for all parts.

a.

The CofC supplied by the Manufacturer shall be copied and passed through to the end customer. The seller's certificate

shall also accompany each shipment of product to the end customer. In no case shall the manufacturer’s certificate be
altered or show signs of alteration.

C.

The seller shall retain copies of certificates with the lot records until the lot is completely shipped.

The seller shall retain the product and shipment traceability for a period consistent with the contract requirements.

A Manufacturer’'s CoC s

a. Manufacturer name
b. Manufacturer and/o
c. Batch identification
d. Signature or stamp
D.3.4

“The seller shall have
Requirements, and whe
for Aviation, Space and
and Defense Organizati

Organizations that obta
change certification/regi
notify the buyer's procurn
D.3.5 Product Impo
“If suspect or confirmed
impounded. The seller

liable for all costs relatin
having jurisdiction (e.g.,

hould include the following:

and address

buyer's full part number and part description.

or the item(s) such as date codes, lot codes, serializations, or other batch

ith title of seller's authorized personnel signing the certificate.”

Quality Managgement System

a quality management system that camplies with [ISO 9001 Quality N
h required, SAE International, AS9120 Quality Management Systems - Ae
Defense Distributors or AS9100 Quality Management Systems — Requiren
bns]. Independent certification/registration is not required unless specified

n certification/registration (t0)ISO 9001 and when required AS9120 or AS
stration bodies (CRB), lose registration status, or are put on notice of losing
ng organization(s) within three days of receiving such notice from its CRB

indment and Finarcial Responsibility

identifications.

anagement Systems -
rospace - Requirements
ents for Aviation, Space
by the buyer.

9100 and subsequently
registration status, shall

fraudulent/counterfeit EEE parts are furnished under this purchase agree

etc.) for investigation an

inistry of

bhall premptly replace such items with items acceptable to the <BUYER?
p to.impoundment, removal, and replacement. <BUYER> may turn such itg

ent, such items shall be
and the seller may be
ms over to the authority
Defence Police, HMRC,

of the investigation.”
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APPENDIX E - PRODUCT ASSURANCE

The content of this Appendix is provided as guidance and can be invoked in whole or in part, by the policies, requirements
or procedures of the Organization. For further guidance see AS6081.

E.l FRAUDULENT/COUNTERFEIT EEE PART DETECTION

For cases where procurements must be made from other than authorized suppliers, or there is reason to doubt a
component’s/part’s authenticity, additional tests and inspections should be performed, as necessary, to detect EEE parts.
The following mitigation methods can be applied to reduce the risk of receiving fraudulent/counterfeit EEE parts. These
methods may not definitively distinguish authentic parts from fraudulent/counterfeit EEE parts, but when properly used will
minimize the risk of fraudulent/counterfeit EEE parts entering the production system. For high risk applications, it may be
necessary to perform life testing and other static, dynamic and functional testing as additional tests in order to attain the
requisite confidence level. Questionable test results may require performance of comprehensive failure analysis.

This suite of tests and inspeetiens-is-tended-to-supplement-hetto-replaceproductaceeptaneepiocedures applied by the
organization. It assumes that there is capability for a full set of tests. The risk stack chart proyvided in Figure E1 illustrates
the concept of performing tests and inspections commensurate with product risk. Product ¢isk’ is| determined by supplier
reliability and product ciiticality. The higher the product risk, the greater the sample size-and the|more definitive/invasive
the testing techniques should be. Part risk may be re-evaluated after each test to determine if addifional testing is required.

E.1.1 Documentatign and Packaging Inspection
The supplier should prpvide an unbroken chain of contractual documentation (certifications, qupply chain traceability
information, manufacturer’s datasheet, internal part specification, packing slips, etc.) tracing the mojement of the parts back
to the OCM, and certifigation that the parts have not been salvaged, retlaimed, otherwise used, qr previously rejected for
any reason.

Any Certificates of Confgprmance or other documentation should be‘examined for originality and appglicability to the delivered
material, including, but not limited to:

a. Lot and/or date codgs on the packaging do not match the lot and/or date codes on the parts or is inconsistent with OCM
Product Discontinugdtion Notices (PDNs).

b. Manufacturer’s logo|or label is absent, or does not match that shown on their website or on prévious shipments.
c. Poor use of English] misspelled words, alterations, or changes to the documentation.
d. Barcode symbols dg not match the-human-readable printed part data.

e. Package materials @re incansistent with the description on the datasheet or otherwise indicatge that the parts may not
be new and authentjc.

If there is an elevated concernforproduct-integrity it may be-possible-to-verify with the OCM-or-Authorized (Franchised)
Supplier that date, lot codes, reel sizes, and quantities listed on the documentation are valid.

E.1.2 Visual Inspection

External Visual Inspection is considered non-destructive. External Visual inspection, if properly performed, can lead to a
high capture rate of suspect or fraudulent/counterfeit EEE parts. A good deal of fraudulent/counterfeits are parts that have
been recycled, i.e., taken off boards or assemblies and reworked in the form of straightening and retinning the leads,
remarking by sanding off the original marking, and blacktopping to hide the sanding marks and then remarking.

External Visual Inspection consists of the following two examinations, the first is to ensure that all parts in the lot meet the
General Criteria below and appear in good condition to the unaided eye. The second examination is when samples are
selected from the lot to undergo the Detailed Criteria below.
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The General Visual examinations should be performed on 100% of incoming parts at a magnification appropriate to the
attribute under examination. (NOTE: The Detailed examinations may be performed at an agreed to sample size. Some
indicators of counterfeiting may not be detectable below 40X magnification.) IDEA-STD-1010, Acceptability of Electronic
Components Distributed in the Open Market is one document that provides detailed guidelines for conducting visual
inspection to detect fraudulent/counterfeit characteristics. Whenever possible, compare the sample being inspected to a
part received from the OCM or OCM approved Authorized (Franchised) Distributor.

General Criteria
Verify the following:
1. Parts are received in a single shipment.

2. Parts are marked or otherwise identified with identical lot, batch, run, and identification information (e.g., date codes, lot
codes, and serial numbers).

3. All parts are identicdl in appearance to the unaided eye (parts and packaging).
4. Parts appear to havge been subjected to the same handling, packaging, and/or storage-conditigns.

5. Parts have maintaifed their physical placement relative to each other (i.e., havé never begn separated based on
evidence such as squrce, packaging, labeling.

Detailed Criteria
The samples should b¢ optically examined at a suitable magnification~(3X minimum) and with suitable lighting. The
maghnification used will depend on the feature size that is being inspected. Anomalies may be an indication of suspect
counterfeit parts.
A. Verify the following ggainst the device specification or manufacturer’s datasheet:
1. Number of pins [per part
2. Package type
3. Part Dimension$
4. Verify pin 1 plagement in tape and-reel (if applicable)

B. Lead Condition:

1. Non-uniform color

2. No Tooling marks
3. No exposed copper on the ends of the leads
4. Bent or nonplanar leads

5. Excessive or uneven plating

6. Missing Pins

7. Discoloration, dirt, or residues on the leads
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8. Scratches (or insertion marks) on the inside and outside faces of the leads

9. Gross Oxidation

10. Excessive solder on the leads

11. Non-uniform thickness

CGA Columns and BGA Ball Interconnects:

1. Discoloration, dirt, or residues on solder spheres or columns
2. Crushed or flattened BGA solder spheres

3. Misaligned columns

4. Discolored soldé¢r spheres or columns

5. Non-Uniform sige and shape of solder spheres

Discrepant Marking$ can be signs of counterfeiting. Look for:

1. Different marking styles for parts with the same date/lot code

2. Different country of origin for parts with the same date/lot code

3. Different body npolds for parts with the same date/lot code

4. Different backsifle markings for parts with the same dateflot code

5. Previous markinjg partially visible on the surface

6. If available, compare part logo(s) to a part.received from the OCM or OCM approved

Distributor.
Device Package Irrggularities:
1. Uneven thicknegs of the packages
2. Dimples with uneven depth

3. Visible scratch marks or unidirectional abrasions

Authorized (Franchised)

4. Significant package vartation for parts with the same date/tot code

5. Differences in the corner radius between the top and bottom surfaces
6. Cracks or visible damage such as burn marks

7. Color discrepancy between the top and bottom of the part

8. Glue, adhesives, or other residues on the surface of the package

9. Evidence of color fade on the body of the part

10. Signs of corrosion on body of part or exposed areas of the lead-frame
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F. BGA Packages Con

dition:

Solder on exposed plating away from the solder spheres

Scratches in the mask that run underneath a solder sphere

e between the solder spheres

Excessive Intermetallic Compound (IMC) Thickness

Constituents present in the IMC that are not possible due to the plating method used

the solder mask

chup or repair

1. Solder Mask damage

2.

3.

4. Debris or residu

5.

6.

7. Solder dross on

8. Solder Mask toy
E.1.3 Inspection for

Inspection for Remarkin

NOTE: Rework perform
the manufacturg
be a manufacty
maintained and
permitted to the

E.1l4

External visual may rey
means and the marking
removal of the original s
This first test focuses on
of three parts mineral sg
63-0). Dip a cotton swa

Solvent Test for Remarking

Evidence of Remarking or Resurfacing
j and Resurfacing is considered to be destructive.

ed by the device manufacturer or by one of its authorized distributors with

r (e.g., Category B and C distributor per MIL-STD-790)"for the purpose of]
rer-authorized process. When such services are-performed, records of
such devices should be supplied with manufacttiter warranty. Authorized r
extent allowed by applicable governing specifications.

eal evidence of remarking wherecthe original marking was removed by
area was resurfaced or maskedwith a material that may or may not match
prface finish, laser markings:erink markings is an indication the part may

irits (CAS Registry Number 9072-35-9) with one part isopropyl alcohol (CA
D into the solution, and*wipe the swab across the markings on the part. T

smear or be removed by
indications that the origi
at revealing this, but thig
E.1.5 Solvent Test

CAUTION: For all solvg
Protective

flor Resurfacing:

the solution. However, more aggressive test methods that will also test for
al device marking-has been removed. Mechanical scraping of the surface
technique js)operator-dependent and often inconsistent.

bxpressed permission of
remarking a device can
such rework should be
ework on devices will be

chemical or mechanical
the original surface. Any
e fraudulent/counterfeit.

ink part markings and is a modified resistance-to-solvents test. To perfornp this test, mix a solution

S Registry Number: 67-
he markings should not
resurfacing reveal other
s sometimes successful

cluding proper Personal

nts specmed in these tests, ensure proper safety precautlons are used in

This test focuses on the parts surfaces and is a sequence of three separate tests: (1) an Acetone (CAS Registry Number

67-64-1) Test, (2) a 1-Methyl 2-Pyrrolidinone (CAS Registry Number:

872-50-4) Test, and

(3) a Dynasolve 750

(www.dynaloy.com), or equivalent) Test. Mechanical scraping of the surface is sometimes successful at revealing this, but
this technique is operator-dependent and often inconsistent.

1.

Acetone (CAS Registry Number 67-64-1) Test - The first test in the series is the Acetone test. To perform this test, dip

a cotton swab into Acetone. The wipe the swab across the surface of the part (avoid markings if possible). If the swab
turns black or if the section you wiped has a permanent color change, the part may be coated, and therefore considered

suspect counterfeit.
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2.

Methyl 2-Pyrrolidinone test (CAS Registry Number: 872-50-4) - If the part passes the Acetone test, move on to the

1-Methyl 2-Pyrrolidinone test. When using 1-Methyl 2-Pyrrolidinone, completely immerse the part in the solution and
heat it to 115 to 120 °C for 2 to 5 min (the time and temperature may be adjusted to compensate for your sample). Once
the part is removed from the solution, use a cotton swab to wipe the coating off (avoid markings if possible). The
removed coating will show on the cotton swab as black in color, and indicative of a suspect counterfeit part.

Dynasolve 750 (or equivalent) Test - If the part passes the Acetone and the 1-Methyl 2-Pyrrolidinone test (both are non-

destruct tests), move on to the Dynasolve 750 test. Using a preheated solution of Dynasolve 750 at 105 °C, completely
immerse the part in the solution for 45 min. Once the part is removed from the solution, use a cotton swab to wipe the
coating off. The removed coating will show on the cotton swab as black in color. Also look for scratch marks on the
surface of the removed coating. Either condition is indicative of a suspect counterfeit part.

E.1.6

Scanning Electron Microscope (SEM)

A SEM can produce very high-resolution images of a sample surface, revealing details less than 1 nm in size or about 250

times the magnification

imit-of-the-bestlight+nicroscopes—The-testis-a-forn-obvisuaktestthat-cox

hpares the surfaces of a

part within the lot being
proximate date and lot ¢

inspected and from the test lot against the virgin surface of a known authg
ode, as available. The purpose is to reveal evidence of package resurfad

performed by microblasting. Microblasting is a micro abrasive jet machining technology thatuses \

100 microns) abrasive p
conducted at minimum
same or proximate date
and invariably embeds

articles to remove part marking and/or to resurface the package@xterior. T
000X to (1) compare surface characteristics to the virgin surface of a kng
and lot code, as available and (2) to detect the presence, of abrasive parti
tself into the softer surfaces of plastic encapsulated microcircuits (PEM

surface of ceramic and netallic packages is always changed with a microblasting process, but the

particles in ceramic or
inspection for the prese
EDS/EDX testing is curn
E.1.7 Scanning Acd

SAM inspection should
accept/reject criteria, sh

metallic package surfaces may be less definitive\for these harder surfs
nce of embedded abrasive particle media can.be augmented with EDS
ently an alternate test for Lead Finish Evaluation herein.

ustic Microscopy (SAM) Inspection

be performed on a representative. sample from each homogeneous lot
buld include the following as a minimum:

th the top and bottom component package surfaces to detect evidence of r
Ling or remarking should-require total lot rejection.

the die, paddle, bond wires and lead frames to detect evidence of delan

ence of lot sampling defects should require either total lot rejection or 10

showing.percentage of any die-voiding present. Presence of die-voidin
lated{en each sampled component and reported to Customer for acceptan

a. Surface scans of bo
Evidence of resurfa

b. Interior top scans of
contamination. Pres
lot.

c. Overall calculations]
percentage be calcu

E.1.8 Radiological (

entic part of the same or
ing or marking removal,
arious types of fine (3 to
he inspection should be
wn authentic part of the
tle media that ramdomly
5). Please note that the
inspection of embedded
ces. Also note that the
EDX element analysis.

SAM testing, including

bsurfacing or remarking.

ination, lead stress and
D% testing of all parts in

y should require overall
celrejection.

-ray Inspection)

X-ray inspection is considered to be non-destructive if the radiation exposure to the parts does not exceed the
manufacturer’s specification. Parts that are exposed to radiation levels that exceed the manufacturer’'s specification should
not be returned to the lot after testing but may be used for subsequent destructive tests. Acceptable radiation levels may be
validated prior to performing X-ray inspection.

Radiological inspection of electronics includes film radiography, digital radiography, and real time radiography. The
penetrating radiation used for electronic inspection would be X-rays. Radiographic analysis by use of X-rays should be
performed to verify that the internal package or die construction is consistent within the lot being inspected and versus
OCM-supplied data and/or with a known authentic part of the same or proximate date and lot code as available. Analysis
should compare die size, general shape, leadframe construction, wire bond gauge and routing.
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Parts should be inspected for homogeneity, consistency, and uniformity. It is normal for there to be some variation across
different date and lot codes, but not normally in parts with the same date and lot code. Radiographic films (or digital images)
should be retained. If any anomalies are noted in the sample of the lot, 100% of the lot should be inspected with X-ray.
Whenever possible, compare the sample being inspected to a part received from the OCM or OCM approved Authorized
(Franchised) Distributor.

E.1.9 Lead Finish Evaluation (X-ray Spectroscopy - XRF or Energy Dispersive Spectroscopy - EDS/EDX)

The Lead Finish Evaluation with XRF is considered to be non-destructive. The Lead Finish Evaluation with EDS/EDX is
considered to be destructive.

Lead finish evaluation should be performed by XRF or EDS/EDX to determine lot consistency compared to the
manufacturer’s data sheet and/or to confirm the presence or absence of lead (Pb) or other constituent elements Individual
scan data should be retained. The initial method of detecting replated leads is the external visual inspection, not the lead
finish evaluation. Lead Finish Evaluat|on is not conS|dered a standalone test. It augments the findings of external visual
inspection. During the brormalities per the Detailed
External Visual Examindtion crltena This could mclude color varlatlons exposed copper on the ends of the leads, damaged
leads, plating thickness|variations, scratches and/or insertion marks, oxidation, corrosion, ptesenice of solder and/or flux,
etc. This evaluation shouild be performed prior to XRF/EDS/EDX lead finish evaluation. The/Subset| of parts selected for the
lead finish evaluation shHould not be randomly selected. They should be specifically chosen based|on the visual inspection
results and the sublots ¢reated based on that inspection and should include a representative sample from each variation
observed during detailed external visual inspection. The sample size should be determined by the observed lead finish
variations in the lot. The lead finish evaluation sample size should be three or;200% of a sublot| if less than three parts
constitute a sub-lot for €ach finish variation observed during detailed externalyvisual inspection.

E.1.10  Electrical Tesfing
Comprehensive electricpl testing should be performed on all parts; across the full temperature range as per the parts’
specification, in facilities|with test equipment and test engineeringiexpertise suitable for the specific| part type. The acquiring
activity should approve all test facilities and test methodologies<This test may be life limiting.

E.1.11 Burn-In

Pre Burn-In and Post Bufn-In electrical testing should,be performed on all parts using the criteria as defined in the applicable
part specification. The sfeps involved in performing burn-in test are described below. This test may be life limiting.

a. Pre Burn-In Electricpl Performance Testing - Parts should undergo comprehensive electrical testing to the applicable
performance data slpeet.

b. Burn-In - Parts (100p6) should-undergo a powered burn-in at the component’s/part's maximumf rated temperature.

c. Post Burn-In Electrigal Performance Testing - Parts should undergo comprehensive electrical jtesting to the applicable
performance data slreet.

E.1.12  Thermal Cycle Testing
Thermal cycling should be performed on 100% of the parts using the criteria as defined in the applicable part specification.

Upon completion of the required thermal cycles and a basic visual examination of the parts for evidence of marking
deterioration or other physical damage, the parts should be electrically tested. This test may be life limiting.
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E.1.13 Hermeticity Verification (Fine and Gross Leak)

Parts that are intended to be hermetic such as metal cans and ceramic packaged parts should undergo 100% fine and
gross leak testing, as applicable.

E.1.14  Delid/Decapsulation Physical Analysis is Destructive

A representative sample of three parts minimum from each homogeneous lot should be delidded/decapsulated and
examined for those parts for which a delidding/decapsulation is relevant for such a part type to verify that the die markings
and internal package or die construction is consistent with a known authentic part, as available. Any discrepancies in die
markings may be indicative of a fraudulent/counterfeit EEE part and should be resolved through communication with the
OCM if possible. All die photos should be stored to the data retention requirements of the applicable quality management
system and be easily accessible for future reference.

Each die should be 0pt|cally examlned at a suitable magnification (30X to 200X typlcal) The required magnification will
depend on die feature gdie markings should be
documented (date, ma ufacturer Iogos mask set ID). When present the d|e marklng should| be consistent with the
manufacturer’s data in tihe form of (1) data obtained directly from a known authentic part, (2) the-Mask ID data found on the
inspected chip uniquely|matching the intended part (e.g., the examined Mask ID = the manufacturer’s part number), or (3)
OCM-supplied data. When die markings are not present, die layout and features should-be conjpared between multiple
samples, and in such capes should include comparison to a known authentic part. The presence of contamination, damage,
defects, double (security) wire bonds are possible indicators of a fraudulent/counterfeit device and|should be documented.
This test may be destrugtive.

E.1.15  Destructive Physical Analysis (DPA)

DPA should be performed on a representative sample from each homageneous lot. Representativg sample sizes should be
determined based on dgtermination of product risk or contract requitements. This test may be desfructive.

E.1.16 Other Tests

Other tests may be helpful in detecting fraudulent/counterfeit EEE parts.
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Highest Level of Testing

Level of Testing

Burn-in

Electrical Testing

100% of ALL
Material Tested

Hermeticity Testing

Thermal Cycle Testing

Destructive Physical Analysis

X-ray Fluorescence

X-ray

Marking Permanency

External Visual Inspection

Population of Material Tested

% of Parts Tested
from each
Date/Lot Code

Small % of
Population Tested

Lowest Level of Testing

FIGURE E1 - TEST EVALUATION RISK STACK CHART
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APPENDIX F - MATERIAL CONTROL

The content of this Appendix is provided as guidance and can be invoked in whole or in part, by the policies, requirements
or procedures of the Organization.

F.1 CONTROL OF SCRAP OR SURPLUS PARTS OR ASSEMBLIES

The Organization’s documented procedure should define the responsibility and authority for the review and disposition of
nonconforming product, and the process for approving personnel making these decisions.

NOTE: The term “nonconforming product” includes nonconforming product returned by a Customer, and suspect,
fraudulent and/or counterfeit parts

F.1.1 Scrap Product

Electronic parts that haye-beer glomis RORCORTOHHAG et Astitable-fortse-she be physically identified
(e.g., tag, label, mark), segregated from conforming material, and ren usable by physical‘destruction (e.g., grinding,
breaking, or crushing) pfior to disposal. Suspect fraudulent/counterfeit EEE parts should notdbe-handled as scrap material.
F.1.4 discusses the confrol of suspect or confirmed fraudulent/counterfeit EEE parts.
F.1.2 Surplus Prodyct

Excess inventory or surplus parts originally procured for use in deliverable product should only befre-sold or dispositioned
to external organization$ with demonstrated adherence to higher level quality standards, this Aergspace Standard, and/or
rigorous business, ethicgl, and quality standards intended to avoid acquiring.and reselling fraudulgnt/counterfeit goods.
F.1.3 Return Produgt

In order to mitigate the r|sk of fraudulent/counterfeit EEE parts returning to the supply chain through supplier acceptance of
returns, steps should be| taken to permit supplier validation of @uthenticity. The request to return parts should include:

a. Part number to be r¢turned

b. Name of manufactufer

c. Purchase order number under which partsS:were supplied
d. Quantity to be returmped

e. Date/lot code of paris to be returned

f. Reason for return

Returns should not be 'matde—to—stpptiers—withott-proper—return—materiatatthorizattorr—After—receipt of return material
authorization, the returned parts should include copies of the original paperwork.

F.1.4 Control of Suspect or Confirmed Fraudulent/Counterfeit EEE Parts

In the event that product assurance actions, in-process inspections/tests, or product failure experiences indicate that parts
are suspect or confirmed fraudulent/counterfeit, the organization should deal with these types of honconforming product by
one or more of the following ways:

a. Physically identify the parts as suspect/fraudulent/counterfeit product (e.g., tag, label, mark).

b. Physically segregate the parts from acceptable non-suspect parts and place in quarantine. Quarantine should consist
of physical barriers and controlled access.
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C.

Do not return the parts to the supplier for refund, replacement, etc., except under controlled conditions which would
preclude resale of the suspect fraudulent/counterfeit EEE parts into the supply chain, and to allow the supplier to conduct
internal investigation.

Confirm the authenticity of the parts. This may include further part-level testing, communications with the
component’s/part’s supposed OCM, third-party analysis, etc.

Upon confirmation that a part is fraudulent/counterfeit, identify and place on “Hold” all potential additional
fraudulent/counterfeit EEE parts in storage and installed in product pending disposition by appropriate authorities.

Report fraudulent/counterfeit EEE parts in accordance with guidelines provided in Appendix G.
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APPENDIX G - REPORTING

The content of this Appendix is provided as guidance and can be invoked in whole or in part, by the policies, requirements
or procedures of the Organization.

Upon identification of suspect or confirmed fraudulent/counterfeit parts, the Organization shall provide timely (within 60
days) notification to the reporting service organizations (as applicable) listed herein and to Authority Having Jurisdiction (as
applicable).

Authority Having Jurisdiction, such as the agency Office of Inspector General (OIG), conducts independent criminal, civil
and administrative investigations or audits that affect the servicing Governmental entity. Depending on the matter, Authority
Having Jurisdiction coordinates with law enforcement agencies such as the U.S. Federal Bureau of Investigation (FBI) and
U.S. Immigration and Customs Enforcement (ICE). Reports can be provided directly to Authority Having Jurisdiction points
of contact, or via independent hotline reporting systems of the servicing Governmental entity. Table D1 provides reporting
contact sources.
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