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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
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'nmental, in liaison with ISO, also take part in the work. ISO collaborates closely with \t
hal Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

hal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

task of technical committees is to prepare International Standards. Draft International Standar

by the technical committees are circulated to the member bodies for voting~Publication as @n

hal Standard requires approval by at least 75 % of the member bodies casting '@ vote.

Circumstances, particularly when there is an urgent market requirement for such documents,
committee may decide to publish other types of normative document;

O Publicly Available Specification (ISO/PAS) represents an agreément between technical experts
O working group and is accepted for publication if it is approved by more than 50 % of the membsg
b parent committee casting a vote;

O Technical Specification (ISO/TS) represents an agfeement between the members of a technid
hittee and is accepted for publication if it is approved\by 2/3 of the members of the committee casti

a)

c.

AS or ISO/TS is reviewed after three years in order to decide whether it will be confirmed for
ee years, revised to become an International Standard, or withdrawn. If the ISO/PAS or ISO/TS

, it is reviewed again after a further three years, at which time it must either be transformed into an

hal Standard or be withdrawn.

is drawn to the possibility that.some of the elements of this document may be the subject of pate
D shall not be held responsible for identifying any or all such patent rights.

22399 was prepared‘by Technical Committee ISO/TC 223, Societal security. It includes parts
D0:2004, BS 25999-1:2006, HB 221:2004, INS 24001:2007 and the compiled work of the Japane
Standards Commiittee.
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This incident preparedness and operational continuity guideline establishes the process, principles and
terminology of incident preparedness and operational (business) continuity management (IPOCM) within the
context of societal security. The purpose of this guideline is to provide a basis for understanding, developing
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nfidence in organization-to-community, business-to-business and organization-to-customer/client
he guideline is a tool to allow public or private organizations to consider the factors and steps neq
epare for an unintentionally, intentionally, or naturally caused incident (disruption, emergency
saster) so that it can manage and survive the incident and take the appropriate actions: 1o help €
ganization’s continued viability. It also enables the organization to measure its JPOCM capa
nsistent and recognized manner. This guideline provides a generic framework applicable to all

ves of organizations enabling consideration of diverse geographical, cultural, &@eonomic, nationg
d social conditions.

terested parties and stakeholders require that organizations proactively‘prepare for potential inci
Sruptions in order to avoid suspension of critical operations and serviees, or if operations and se
srupted, that they resume operations and services as rapidly as required by those who depend on
own in Figure 1. IPOCM is a holistic management process thatlidentifies potential impacts that th
ganization and provides a framework for minimizing their effect.
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Figure 1 — Concept of incident preparedness and IPOCM

This Publicly Available Specification provides a comprehensive set of controls based on IPOCM best practice
and covers the whole IPOCM lifecycle. It is intended for use by anyone with responsibility for public or private
sector organization operations, from directors and executives through all levels of the organization; from those
with a single site to those with a global presence; from small and medium enterprises (SMEs) to organizations
employing thousands of people. It is therefore applicable to anybody who holds responsibility for any

©

1ISO 2007 — All rights reserved


https://standardsiso.com/api/?name=0ea59ba29863869895397c228c0e68c3

ISO 22399:2007(E)

operation, and thus the continuity of that operation. For purposes of this guide, operational continuity is the
more general term for business continuity and is used to emphasize relevance to all types of organizations in
the public and private sectors.

This guideline details integrated planning and management processes that proactively help organizations to

— understand the environment within which the organization operates, the existence of constraints, and
threats to the organization that could result in a significant disruption;

— quantify the impact of a disruption on critical operational (business) functions and processes;

— deteqmine the parts of the operations and business that are critical to its short- and long-term success;

— identlfy the infrastructure and resources required to enable the organization to continue to_operate at| a
minimum acceptable level;

— document the key resources, infrastructure, tasks and responsibilities, required to support these critigal
operational functions in the event of a disruption;

— establish processes that ensure the information remains current and relevaht)to the changing risk and
operational environments;

— ensufe that relevant employees, customers, suppliers and othet stakeholders are aware of the
preparedness and continuity arrangements and, where appropriatei.have confidence in their application

— implgment solutions accordingly and provide for their continual improvement.

It is impprtant to recognize that effective IPOCM requités a fundamental cultural change within the
organizatfon including an acceptance of uncertainty and imperfection. All levels of an organization need [to
appreciate that risk is inherent in every decision and activity, and that a proportion of this risk has the potent|al
to create disruption. People at all levels of an organization, therefore, need to consider how they will manage
such disriiptions to their activities.

This IPOCM guideline enables a public or private sector organization to assess and manage risk with the gqal
of assuring organizational resilience and long<term performance. It does not prescribe any particular model for
application. There are various recognized.models and methodologies which weave incident preparedness and
operationpl continuity decision-makingyinto the fabric of an organization's overall operational and businegs
practices| making the organization ymore efficient, more competitive, and better able to meet importgnt
challenges. This guideline proyides a set of problem identification and problem-solving tools that can be
implemented by any organization in many different ways, depending on its activities and needs. By
incorporating a dynamict-systematic risk-based process into incident and continuity management,
organizatfons can make“informed decisions tailored to their resources. The model chosen should instill an
organizatfonal culture-that drives continual improvement.

Typically,| management models include several common elements: policy, planning, implementation and
operation| pérformance assessment, improvement and management review. This Publicly Available

Specificafionprovides guidance on addressing these common elements when developing and implementing a
manageWmmmmmmw.

Whichever management model or methodology is chosen, the full set of IPOCM actions should be adopted.
IPOCM is directly linked to organizational governance and establishes good management practice. IPOCM
establishes a strategic and operational framework to implement, proactively, an organization's resilience to
disruption, interruption, or loss in supplying its products and services. It should not be a purely reactive
measure taken after an incident has occurred. IPOCM requires planning across many facets of an
organization; therefore its resilience depends equally on its management and operational staff, as well as
technology, and requires a holistic approach to be taken in establishing the IPOCM model or methodology.
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The adoption and implementation of a range of IPOCM techniques in a systematic manner can contribute to
optimal outcomes for all interested and affected parties. However, adoption of this guideline will not itself
guarantee optimal preparedness and continuity outcomes. In order to achieve preparedness and continuity
objectives, the incident preparedness and operational continuity program should encourage organizations to
consider implementation of the best available practices, techniques, and technologies, where appropriate and
where economically viable. The cost-effectiveness of such practices, techniques, and technologies should be

ta

ken fully into account.

IPOCM requires the coordination and collaboration of many different entities in the public and private sectors
(such as government and public authorities at various levels, business and industry, non-governmental
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sponsibilities, varied resources and capabilities, and operating principles and procedures.~lt\
cognized that the key IPOCM program elements relate to and interact with the functions-and  in
fferent entities that may be involved in an incident. Therefore, the key program areas should be ¢
thin the context of all the entities impacted and their relationship to the IPOCM program.

N organization’s response to risks, which aims at minimizing their impacts and reducing social o3

ould understand that cooperation with other organizations in allocating human and physical reg
sential for its own operational continuity because resources required\ for emergency resp
storation may be scarce or not optimally distributed. An organization should make an active cont
mmunity through a cooperative effort with citizens, local governments; etc. by participating in
tivities to rescue human lives and to offer supplies. It is also necéssary for an organization to c

pects.

N organization may chose to limit the scope of their implementation of the guideline elements by
application to specific products, services or one or more geographic locations. Any such limitation
ould be documented.

should be noted that this guideline does not establish absolute requirements for incident prepareq

pal requirements and with other requiremients to which the organization subscribes, proactive
cident/disruption prevention, and to (continual improvement. This guideline has adopted a s

ntinual improvement, but it is not intended to be used as third-party certification/registration criterial
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Societal security — Guideline for incident preparedness and
operational continuity management
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Scope

his guideline provides general guidance for an organization — private, governmental, and“hon-gov
ganizations — to develop its own specific performance criteria for incident preparednéss and o
ntinuity, and design an appropriate management system. It provides a basis for undérstanding, d
d implementing continuity of operations and services within an organization and to provide con
siness, community, customer, first responder and organizational interactions. It also enables the
ganization to measure its resilience in a consistent and recognized manner.

nis guideline is applicable to all sizes of public or private organizations engaged in providing
ocesses, or services that wishes to:

understand the overall context within which the organization‘operates;
identify critical objectives;

understand barriers, risks, and disruptions that miay impede critical objectives;

ernmental
perational
eveloping
fidence in

products,

evaluate residual risk and risk tolerance to understand outcomes of controls and mitigation stratggies;

plan how an organization can continue to achieve its objectives should a disruptive incident occu
develop incident and emergency_response, continuity response and recovery response procedu
define roles and responsibilities, and resources to respond to an incident;

meet compliance wijth,applicable legal, regulatory, and other requirements;

provide mutualland community assistance;

interfacewith first responders and the media;

promote a cultural change within the organization that recognizes that risk is inherent in every
ahd'activity, and must be effectively managed.

r

eS;

decision

This guideline presenis the general principles and elemenis for incident preparedness and operational
continuity of an organization. The extent of the application will depend on factors such as the policy of the
organization, the nature of its activities, products and services, and the location where and the conditions
under which it functions.

The scope of this guideline, however, excludes specific emergency response activities following an incident,
such as disaster relief and social infrastructure recovery that are primarily to be performed by the public sector
in accordance with relevant legislation. It is important, however, that coordination with these activities be
maintained and documented.

© 1SO 2007 — All rights reserved
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2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC Guide 73:2002, Risk management — Vocabulary — Guidelines for use in standards

3 Terms_and definitions

9

ts

For the purposes of this document, the terms and definitions given in ISO/IEC Guide 73 and the followi
definitiong apply.

3.1

critical agtivity

any function or process that is essential for the organization to deliver its products and/or gervices

3.2

consequence

outcome of an event

NOTE 1 There can be more than one consequence from one event.

NOTE 2 | Consequences can range from positive to negative.

NOTE 3 | Consequences can be expressed qualitatively or quantitatively.

[ISO/IEC [Guide 73]

3.3

crisis

any incident(s), human-caused or natural, that require(s) urgent attention and action to protect life, property,
environment

3.4

disaster

event that causes great damage or’loss

3.5

disruption

incident, whether anticipated (e.g. hurricane) or unanticipated (e.g. a blackout or earthquake) which disrupg
the normal course of gperations at an organization location

NOTE A disruption can be caused by either positive or negative factors that will disrupt normal operations.

3.6

emergenky

sudden, urgent, usually unexpected occurrence or event requiring immediate action

NOTE

3.7

An emergency is usually a disruptive event or condition that can often be anticipated or prepared for but
seldom exactly foreseen.

exercising
evaluating IPOCM programs, rehearsing the roles of team members and staff and testing the recovery or
continuity of an organization's systems (e.g. technology, telephony, administration) to demonstrate IPOCM
competence and capability

© 1SO 2007 — All rights reserved
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NOTE 1 Exercises include activities performed for the purpose of training and conditioning team members and
personnel in appropriate responses with the goal of achieving maximum performance.

NOTE 2  An exercise can involve invoking operational continuity procedures, but is more likely to involve the simulation
of an operational continuity incident, announced or unannounced, in which participants role-play in order to assess what
issues might arise, prior to a real invocation.

3.8
event
occurrence of a particular set of circumstances

NOTE 1 The event can be certain or uncertain.
NOTE 2  The event can be a single occurrence or a series of occurrences.

NOTE 3  The probability associated with the event can be estimated for a given period of time.

[

30
hazard
pgssible source of danger, or conditions physical or operational, that have a capacity to produce a|particular
type of adverse effects

$O/IEC Guide 73]

3./10
impact
eValuated consequence of a particular outcome

311

impact analysis
process of analyzing all operational functions and the effect that an operational interruption might Have upon
them

3./2
incident
event that might be, or could lead toyan operational interruption, disruption, loss, emergency or crisis

313

incident management plan
clearly defined and documented plan of action for use at the time of an incident or disruption} typically
cqvering the key personnel, resources, services and actions needed to implement the incident maphagement
priocess

314

incident preparedness
agtivitiesg—programs, and systems developed and implemented prior to an incident that may bg used to
suppart\and enhance mitigation of, response to, and recovery from disruptions, disasters, or emergencies

345
incident preparedness and operational continuity management

IPOCM

systematic and coordinated activities and practices through which an organization optimally manages its risks,
and the associated potential threats and impacts there from

3.16

IPOCM policy

overall intentions and direction of an organization, related to its incident preparedness and operational
continuity, as formally expressed by top management

© 1SO 2007 — All rights reserved 3
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3.17
mitigation
limitation of any negative consequence of a particular incident

3.18

mutual aid agreement

pre-arranged agreement developed between two or more entities to render assistance to the parties of the
agreement

3.19

operatioal continuity
ocC
strategic and tactical capability, pre-approved by management, of an organization to plan for and respond [to
conditiong, situations and events in order to continue operations at an acceptable predefined level

NOTE Operational continuity is the more general term for business continuity. It applies not~only to for-prgfit

companieq, but organizations of all natures, such as non-governmental, public interest, and governmehntal‘organizations.

3.20
operational continuity management
OCM
holistic management process that identifies potential impacts that threaten an.organization and provides|a
framework for building resilience with the capability for an effective responseithat safeguards the interests [of
its key stakeholders, reputation, brand and value-creating activities

NOTE Operational continuity management also involves the management of recovery or continuity in the event of pn
incident, g§s well as management of the overall program through training, rehearsals, and reviews, to ensure the
operational continuity plan stays current and up-to-date.

3.21
operational continuity management program
ongoing management and governance process supported by top management and resourced to ensure that
the necegsary steps are taken to identify the impagct of potential losses, maintain viable recovery strategi¢s
and plang, and ensure continuity of functions/products/services through exercising, rehearsal, testing, training,
maintenapce and assurance

3.22
operational continuity managementteam
group of jndividuals functionally responsible for directing the development and execution of the operational
continuity] plan, declaring an emergency/crisis situation and providing direction during the recovery process,
both pre-and post-disruptive incident

NOTE The operatiopal, ¢ontinuity management team may include individuals from the organizations as well ps
immediate|and first respondérs, stakeholders, and other interested parties.

3.23
operational continuity plan
OCP
documented-eellection-of-proceduresand-information-thatis-developedcompited-and-maintained-rreadiness

for use in an incident

3.24

operational continuity strategy

approach by an organization that will ensure its recovery and continuity in the face of a disruptive event, crisis
or other major outage

3.25

operational continuity team

group of individuals responsible for developing, executing, rehearsing, and maintaining the operational
continuity plan, including the processes and procedures

4 © 1SO 2007 — All rights reserved
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3.26
organization
group of people and facilities with an arrangement of responsibilities, authorities and relationships

NOTE An organization can be a government or public entity, company, corporation, firm, enterprise, institution,
charity, sole trade or association, or parts or combinations thereof.

3.27
prevention
measures that enable an organization to avoid, preclude, or limit the impact of a disruption

3.8
probability
extent to which an event is likely to occur

NOTE 1 ISO 3534-1:1993, definition 1.1 gives the mathematical definition of probability as a réal number ip the scale
of| 0 to 1 attached to a random event. It can be related to a long-run relative frequency of occutrence or to g degree of
belief that an event will occur. For a high degree of belief, the probability is near 1.”

NOTE 2  Frequency rather than probability may be used to describe risk.

NOTE 3  Degrees of belief about probability can be chosen as classes or ranks,.such as

—1 rare/unlikely/moderate/likely/almost certain, or

—t incredible/improbable/remote/occasional/probable/frequent.

[

329
rgcovery time objective
RrO
time goal for the restoration and recovery«of functions or resources based on the acceptable down time in
case of a disruption of operations

$O/IEC Guide 73]

3.80
rgsidual risk
rigk remaining after risk treatment

31
rgsilience
ability of an organiZation to resist being affected by an event

3.32

rgsponse program
plan, processes, and resources to perform the activities and services necessary to preserve and pfotect life,
priopetty; operations, and critical assets

N ) ; ; ; execution,
communications, and resources management.

3.33

risk

combination of the probability of an event and its consequences

NOTE 1 The term “risk” is generally used only when there is at least the possibility of negative consequences.

NOTE 2  In some situations, risk arises from the possibility of deviation from the expected outcome or event.

[ISO/IEC Guide 73]

© 1SO 2007 — All rights reserved 5
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3.34
risk acc
decision
NOTE 1

NOTE 2

eptance
to accept risk

The verb “to accept” is chosen to convey the idea that acceptance has its basic dictionary meaning.

Risk acceptance depends on the risk criteria.

[ISO/IEC Guide 73]

3.35
risk ass

elssment

overall process of risk identification, analysis and evaluation

NOTE

Risk assessment involves the process of identifying internal and external threats and vulnerabilities; identifyi

the likelihdod of an event arising from such threats or vulnerabilities, defining critical functions necessaryto continue t
organizatign's operations, defining the controls in place necessary to reduce exposure, and evaluatingithe cost of su

controls.

3.36

risk communication
exchangqg or sharing of information about risk between the decision-maker and ether stakeholders

NOTE

The information can relate to the existence, nature, form, probability, severity, acceptability, treatment or oth

aspects offrisk.

[ISO/IEC Guide 73]

3.37

risk criter

terms of

NOTE
environm

a
reference by which the significance of risk is assessed

Risk criteria can include associated cost and(benefits, legal and statutory requirements, socio-economic a
ental aspects, the concerns of stakeholders, priorities and other inputs to the assessment.

[ISO/IEC Guide 73]

3.38

risk management
coordinated activities to direct and control an organization with regard to risk

NOTE

[ISO/IEC [Guide 73]

3.39

actions taken to lessen the probability, negative consequences, or both, associated with a risk

Risk managementgenerally includes risk assessment, risk treatment, risk acceptance and risk communicatign.

ng
he
ch

er

risk redq:tion

[ISO/IEC Guide 73]

3.40

risk transfer
sharing with another party the burden of loss or benefit or gain, for a risk

NOTE 1

NOTE 2

NOTE 3

Legal or statutory requirements can limit, prohibit or mandate the transfer of certain risk.
Risk transfer can be carried out through insurance or other agreements.

Risk transfer can create new risks or modify existing risks.
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NOTE 4 Relocation of the source is not risk transfer.

[ISO/IEC Guide 73]

3.41
risk tolerance
total amount of risk that an organization is prepared to accept, tolerate, or be exposed to at any point in time

3.42
risk treatment
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simulation exercise

urce

?él:;,ing

OCESS Of Setectionm and imptementation of measures to modify Tisk
DTE 1 The term “risk treatment” is sometimes used for the measures themselves.
DTE 2 Risk treatment measures can include avoiding, optimizing, transferring or retaining risk(

BO/IEC Guide 73]

5t performed under conditions as close as practicable to real world conditiens

m or activity having a potential for a consequence
DTE In the context of safety, source is a hazard.
5O/IEC Guide 73]

5
keholder (interested party)
brson or group having an interest in the performance or success of an organization

DTE The term includes persons and.groups with an interest in an organization, its activities and its ach
j. customers, partners, employees, shareholders, owners, the local community, first responders, gover
gulators.

6
bletop exercise
st method that presents a limited simulation of a disruption, emergency or crisis scenario in a
rmat in which pafticipants review and discuss, not perform, the policy, methods, procedures, coq
d resource assighments associated with plan activation

evements,
hment and

narrative
rdination,

Cd

ntain(s) the appropriate information and produces the desired result

tivity in which some part(s) of the operational continuity plan(s) is/are followed to ensure that tTe plan(s)

3.

48

threat
potential cause of an unwanted incident, which may result in harm to individuals, a system or organization, the
environment or the community

3.

49

top management
directors and officers of an organization that can ensure effective management systems, including financial
monitoring and control systems, have been put in place to protect assets, earning capacity and the reputation
of the organization
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4 General

The incident preparedness and operational continuity management approach and the ongoing process of
continual improvement are shown in Figure 2. IPOCM is an organizing framework that should be continually
monitored and periodically reviewed to provide effective direction for an organization's incident preparedness
and operational continuity management in response to changing internal and external factors. All levels in the
organization should accept responsibility for working to achieve incident preparedness and operational
continuity improvements, as applicable. IPOCM considerations can be integrated into all the organization's
operational and business decisions.

Start: know your organization
- define scope and boundaries for IPOCM program
- identify critical objectives, operation, funetions,
products and services

- preliminary determination of likely risk scenarios
and consequences

—

5. Policy

5.3 Management/leadership
and commitrhent

5.4 Policy‘development

9. Management review

8. Perfdrmance assessment Continual
8.1 System evaluation improvement
8.2 Perfprmance measurement

and motitoring

8.3 Tesiing and exercises

8.4 Corrective and preventative action
8.5 Maintenance

8.6 Intefnal audits and self assessments

6. Planning

6.2 Legal and other requirements

6.3 Risk assessment and impact analysis
6.4 IPOCM programs

6.4.1 Prevention and mitigation programs
6.4.2 Response management programs

7. Implementation and operation

7.1 Resources, roles, responsibility

and authority

7.2 Building and embedding IPOCM

in the organization's culture

7.3 Competence, training and awareness
7.4 Communications and warning

7.5 Operational control

7.6 Finance and administration

Figure 2 — Incident preparedness and operational continuity flow diagram
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5 Policy

5.1 Establishing the program

The purpose of establishing an incident preparedness/operational continuity program is to ensure that all risk
management and continuity activities are conducted and implemented in an agreed and controlled manner
within the organization, thereby achieving a capability that meets the changing operational needs and is
appropriate to the size, complexity and nature of the organization. It establishes a clearly defined framework
for the ongoing management of the operational continuity capability.

The set-up activities, which usually take the form of a project, incorporate the end-to-end designing} building,
implementing, and initial testing and exercising of the operational continuity capability. Early<integration of
IHOCM techniques and procedures in the organizational or business process design, plarining, operations,
training, and financial and economic policies and procedures should be considered. The ofagoing majntenance
and management activities include ensuring that operational continuity is embedded within‘the organjization, is
regularly tested and updated, and is considered whenever there is a significant change (e.g. environment,
pgrsonnel, process or technology). IPOCM should also ensure the protection of~stakeholders from possible
adlverse impact due to the disruption of the organization’s operations and functiops:

Inl summary, the management program represents the set-up, organization and ongoing managemgnt of the
operational continuity capability.

5]2 Defining program scope

The organization should establish, document, implement,.maintain, evaluate and continually impprove its
incident preparedness and operational continuity programs:

The organization should determine its critical operational objectives and activities as identified in gtrategies,
bysiness plans, policy and mission statements,.risk management plans, and management toold such as
SWOT analysis (Strengths, Weakness, Opportanities and Threats) and balanced scorecard. Operational
crftical processes should be identified and documented. This will allow the organization to focus the fesources
rejquired to operate the organization’s critical activities and functions within the context of the economic
cgnstraints of the organization.

The organization should establish a”justification for the IPOCM program to determine the advaptages of
adlopting an organization-wide approach. This may be based on:

—t historical risk events within the organization;

—t current and emerging risk exposures;

—t operationaldisruption trends and prior incidents;

—t cost.increases and revenue losses arising from potential disruptions;

—t crisk financing costs;

— liabilities;

— social responsibilities;

— success and failure of other IPOCM projects and programs.

The organization should define and document the scope of its IPOCM system. An organization has the
freedom and flexibility to define its boundaries, and may choose to implement this guideline with respect to the
entire organization or to specific operating units or activities of the organization. It should consider, however,

relationships with other organizations (partner entities) and stakeholders that contribute to or influence the
organization's operations, including influences due to the outsourcing of processes/activities and the supply
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chain. The scope should be directly related to the critical activities, functions, products, and services of the
organization, defining the parameters for risk assessment and program development based on their criticality
and the potential likelihood and consequences of an incident.

5.3 Management leadership and commitment

To be effective, an IPOCM program should be an integrated management process driven from the top of the
organization, endorsed and promoted by the principal managers and executives. It should be managed at
both the operational and organizational levels.

A numbef of professional incident preparedness and OCM practitioners and staff from other manageme
disciplines and departments may be required to support and manage the IPOCM program. The quantity

resources

54 Po

The orga
and enha
with oper

The 1PO(
against w

The polic

— top mpanagement should decide to develop an IPOCM program>and communicate the decision throughg

the o

— top mpanagement should establish a basic IPOCM polity;

— topn
exten

— top mpanagement should ensure the availability of resources, such as budget and personnel necessary

perfg

— top mpanagement should participate in a process of IPOCM program development.

5.5 Po

An organ

not limitedl to:

— resul

— chan

required will be dependent upon the size and diversity of the organization.

icy development
nization should develop an IPOCM policy. Initially, this may be at a high level with, further refinemg
cement as the capability is developed. The policy should be regularly reviewed and updated in li
tional needs.

CM policy should provide the organization with documented principles’to which it will aspire a
hich its IPOCM capability should be measured.

process of an organization should be composed of the following elements:

Fganization;

hanagement should communicate IPOCM-~activities of the organization to appropriate internal a
hal stakeholders;

rm activities in line with the basic IPOCM policy;

icy review

zation should-establish regular review of the IPOCM policy, considering the following, including b

s of IPOCM system review;

jesin physical environment;

nt
of

ne

nd

hd

to

— changes in risk profile;

— changes in key personnel, operations, services, processes, products, suppliers, distributors, sourcing and
outsourcing arrangements, and market forces;

— mergers and acquisitions;

— significant changes in the legislative and regulatory environment.
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The IPOCM policy review should be integrated as part of the organization-wide business and operational
planning process approved by top management. An organization-wide IPOCM policy should be cascaded
down to each functional IPOCM policy.

5.6 Organizational structure for implementation

Policy and strategy for the program is developed and implemented by the project team. Determine the need
for formal or informal project management structures based on:

— requirements for continuing top management visibility and involvement;

— skills requirements;

—t resource, budget, and financing requirements for the project;
—t specialist knowledge of the organization;

—t areas of organization involved in the project.

An organization may appoint an IPOCM program coordinator who should‘have responsibility for egtablishing
the IPOCM program. The IPOCM program coordinator should be responsible for coordinating incident
prleparedness and operational continuity projects, managing incident(preparedness and operational [continuity
organizational structure, obtaining support from top managementy/developing and implementing the IPOCM
program, providing training, and regularly reviewing the incident preparedness and operational [continuity
prlogram among others. Responsibility and authority of top management should be defined in order fo make it
clear where ultimate responsibility lies in the organization:

Alcross-functional IPOCM program committee may-<be formed. Its members should be composed of those
injolved in the major functions relating to the IROCM program in order to enable it to addregs various
organization-wide issues.

6| Planning

6{1 General

The organization should @stablish, implement, and maintain procedures to perform threat and hazard
identification; risk, vulnerability, and criticality assessments; and impact analysis. This phase| sets the
parameters for the strategy and planning stages that will enable the organization to minimize the likglihood of
a|disruption and continue to meet its objectives during a disruption by performing at an acceptable level of
operation. An understanding of the organization comes from identifying and evaluating potential |risks and
threats of disruptions to the organization as well as determining the duration of a disruption that is tqlerable to
it4 stakeholders. It is an essential pre-requisite for the following steps in this stage that the organizatipn should
understane~its products and services, and how these are delivered by activities within the organization.
Processimapping and other management tools may assist an organization to document this understanding of
theiteritical operations.

6.2 Legal and other requirements

The organization should establish and maintain procedures to identify and evaluate the applicable legal,
regulatory, and other requirements to which the organization subscribes that are related to the threats and
risks that are applicable to its facilities, activities, products, services, contractors, and supply chain. The
organization should keep this information up-to-date, and communicate relevant information on legal and
other requirements to its employees and other relevant third parties including contractors.

The IPOCM system should commit to comply with applicable legislation and regulations, conform to directives
and policies, and consider industry good practices concerning IPOCM activities, products, or services.
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6.3 Risk assessment and impact analysis

There are various methodologies for risk assessment and impact analysis which will determine the order of
the analysis steps adopted.

6.4 Hazard, risk, and threat identification

Hazard, ri

— natur,

sk, and threat identification should include, but not be limited to:

IIy nr*mlrring hazards that can occur without the influence of lm:r\lhlt:\ and have lhﬁfnhﬁﬂ' for direct

r
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— busin

Risk iden
cause da
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The orga
likelihood
organizat
probabilit
realized. ]

An organ
all potent
as humar
informatid
whose co

The orga
confident
context o
functions,

6.6 Imj

An orgar
operation
see Anne

human and technology caused events (accidental and intentional);

ct impact on the organization's operations, people, property and/or environment (geologdic
prological and biological hazards);

ess-related events (positive and negative).

tification should be an ongoing activity. The organization should find out seurces and potentials
mage and identify risks. The organization should consult with appropriate authorities and other pub
p identify potential risks to the organization and the stakeholders.

nization may use a formal and documented evaluation process’ to identify its risks and threats, t
of their occurrence, and the vulnerability and criticality of people, property, the environment, and t
on itself to those threats. An organization should quantitatively or qualitatively estimate likelihood
of the identified potential risks and significance oftimpacts of the potential risks when they a
'hese estimation results should be used as input to‘risk evaluation to prioritize the potential risks.

zation should assess potential risks on the basis’of reasonable criteria by giving due consideration
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lives, assets, compensation, profit, credit-and natural environment. An organization should analy.
n on risks, and select those risks .which may cause significant consequences and/or those ris
hsequence is hard to be determinéd jin terms of significance.

hization should keep information' related to its threat, risk and criticality assessments up-to-date a
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and services.
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h and safety of persons in the affected area at the time of the incident (injury and death);

h and safety of personnel responding to the incident;

— continuity of operations;

— property, facilities, and infrastructure;

— delivery of services;
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— the environment;

— welfare of stakeholders;

— economic and financial impacts (including cost—benefit analysis);
— regulatory and contractual obligations;

— reputation of or confidence in the organization.

Among products and services provided by the supply chain, an organization should identify, which are
egsential for support of the critical operations and take necessary precautions.

Organizations are dependent on an increasingly complex and interdependent service infrastructure
comprising electricity, water, gas, transport and communications. Almost every organization is dep¢ndent on
an effective working infrastructure, and hence, on the continuity of utility services. Thie corollary to this is that
organizations are particularly vulnerable to disruption, from a continuity perspective,swhen a utility|or critical
infrastructure fails, therefore the organization should evaluate the impact on service disruptions on |its critical
operations.

The organization should consider the amount of time, cost, and reseurces required to restofe critical
functionality and clear backlogs resulting from the disruption including workarounds and [continuity
afrangements with other organizations.

6.7 Incident preparedness and operational continuity management programs

6.7.1 General

The IPOCM program should be measurable where practicable and consistent with the IPOCM policy and
emphasize a commitment to incident and disruption prevention, compliance with applicable legal requirements
and with other requirements to which the organization subscribes and continual improvement.

The organization should establish, implement, and maintain programs for achieving its objectives and targets
at all relevant functions and levels of the-oerganization, including:

—t a means and timeframe by which they will be achieved;
—1 designation of responsibility for achieving the objectives and targets.

IHOCM programs, whether deterrent or responsive in nature, should be aligned and integrated with gach other
such that there are no_ conflicts of functionality, response, resource requirements or timings. Review plans as
an integrated suite-ensuring information flows and actions are logical, consistent and collaborgtive and
resource allocations and usage are efficient, effective, and achievable. An organization may gppoint a
mEember of top’management as the overall IPOCM program manager or coordinator.

6.7.2 , Prevention and mitigation programs

T 3 ntification
and risk assessment. In case of an incident, the program should minimize the effects, plan to respond and
achieve prompt recovery.

The program should consider removing, eliminating, or mitigating the threats and hazards through
methodological and technological options, and the experience of other entities while taking into account
financial, operational and business requirements as well as the views of partner organizations, and
stakeholders.

The prevention and mitigation program should consider benefits and costs. These should include, but not be
limited to, technological solutions, estimates of the effects of IPOCM efforts, the nature and costs of ongoing
efforts, costs in relationship to the strategy's impact on non-IPOCM efforts, and the return on investment for
organizations.
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The prevention and mitigation program should consider removal of people and property at risk; relocation,
retrofitting and provision of protective systems or equipment; information, data, document, and cyber security;
establishment of threat or hazard warning and communication procedures; and redundancy or duplication of
essential personnel, critical systems, equipment, information, operations, or materials, including those from
partner agencies.

The mitigation plan should establish interim and long-term actions to eliminate hazards that impact the entity
or to reduce the impact of those hazards, risks, and threats that cannot be eliminated. The organization should
evaluate these actions to determine if these prevention and mitigation measures have themselves introduced
new risks. Therefore, it is necessary to examine and assess risks associated with the prevention and

sponse management programs

The orggnization should plan for incident response and recovery, taking into account! |core activitigs,
contractual obligations, employee and neighboring community necessities, operational”continuity, and
environmental remediation. Organizations have different approaches to managing crises.”/Regardless of the
approach| there are three generic and interrelated management response steps.that require pre-emptiye
planning and implementation in case of a disruptive incident:

— Emergency response: The initial response to a disruptive incident usually involves the protection |of
people and property from immediate harm. An initial reaction by management may form part of the
organization's first response;

— Cont|nuity response: Processes, controls and resources are made available to ensure that the
orgamization continues to meet its critical operational objectives;

— Recaqgvery response: Processes, resources and capabilities of the organization are re-established to mget
ongojng operational requirements. This will often include the introduction of significant organizatiorjal
improvements even to the extent of refocusing strategic or operational objectives.

All response plans have common elements, including:

— the fynctional roles and responsibilities of internal and external agencies, organizations, departments, and
individuals should be identified;

— lines|of authority for those agengies, organizations, departments, and individuals should be established jor
ident|fied;

— the cpmpetencies required should be specified;
— minirum resourge-requirements should be identified and locations secured.

The organizatienshould also consider the range and nature of external interdependencies. The organizatipn
should idéntify contact details (business and after hours); stakeholder expectations (agreed minimum servige
levels, mandatory requirements, etc.); alternate functional relationships (e.g. locations for deliveries, changed
frequency of interactions, etc.); and alternate sources for contract requirements. Consideration needs to be
given to relationships with customers, suppliers, strategic partners, contractors, regulators, and competitors.

It should be recognized that depending on the severity and impact of the incident an organization, at the top
management level, may make the decision to do nothing. In this case, top management may determine the
risk to be acceptable and within the organization's risk tolerance. However, this should be done explicitly and
documented. In some circumstances, the impact of a risk might be outside the organization's normal risk
tolerance, but, due to the low likelihood of the risk occurring and/or the uneconomic cost of control, top
management may accept the risk.
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6.7.4 Emergency response management program

The principal purpose of the emergency response management program is the preservation of life and
property, see Annex B. It should identify the criteria or triggers for managing the incident and implementing the
emergency response. Incident management should be a process that can be rapidly triggered and should be
activated whenever a likely incident starts to become apparent so that:

— notime is lost;

— decisions are made on what needs to be done;

—t early steps are taken to contain and control events.

Organizations have a direct responsibility to safeguard the welfare of emplayees, cqgntractors,
visitors/customers where any incident poses a direct risk to life, livelihood and welfare. Special| attention
should be paid to any of the above groups with disabilities or other specific needs (e.g! pregnancy, femporary
disability due to injury). Planning to meet these requirements in advance can reduce-risk, enhance|response
times and reassure those affected. Due to the time sensitive nature of emergengy response, scenarios should
be¢ considered based on the risk assessment. Furthermore, organizations should establish a system for risk
communication with stakeholders as well as a socially responsible system\for mutual assistance with other
onganizations and stakeholders.

In| order to ensure top management is immediately notified that-an-incident has occurred, an organization
should define multiple levels of severity and specify who should\be notified and contacted for eagh level of
severity. The organization should define and communicate what*should be reported including what|happens,
where it happens, how serious it is, why it happens, how: quickly it may be restored, and whether external
agsistance needs to be called in.

Plans should be tailored for the intended level of response and include:
—t the role of the team within the organization's‘response structure (strategic/tactical/operational);

—t a clearly defined process for providing team leaders with the information needed to inform theifr decision
as to whether to invoke or mobilize.a@’response team;

—t a location/room/space for the team to meet should be pre-identified. This area will be the focal point for
the organization's response.”An alternate meeting point should also be nominated in case accgss to the
primary location is denijed:

The emergency respense management program should outline human welfare strategies that include
emergency responsSe,‘procedures and defined teams with clear roles and responsibilities for coprdinating
hdyman welfare .nieeds within the organization. Plans should be prepared including provisions for [oles and
relsponsibilities ‘of teams with appropriate training to undertake such activities and functions.

To be effective, emergency response and management plans need to be pre-prepared and champioped at the
highest'levels of the organization. They should have top management buy-in, job descriptions for all|roles and
pgrsonnel involved, and a budget. In larger organizations, they may also have an identified program| manager

N n ol ! P 4 " H ! Il n
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Resources for the emergency response and management plans should be specifically identified. A resource
should be available in a timely manner and should have the capability to do its intended function. Restriction
on the use of the resource should be taken into account, and application of the resource should not incur more
liability than would failure to use the resource. The cost of the resource should not outweigh the benefit.
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6.7.5 Continuity management program

Continuity plans are developed and documented in a comprehensive and simple manner that allows the
organization to respond flexibly to a wide variety of potentially disruptive incident scenarios, see Annex C.

An organization may determine that each operational unit has specialized OCM plans that will be enacted,
and that the organization will have an overarching OCM plan to manage the activities of each operational unit
and to coordinate assets required for restoration and recovery activities.

The OCM plan is the toolbox that the incident management team can call upon and invoke/activate, based on
the need13 of the response to the incident. It helps to provide, through a set of logical sections, the informatitn

that would be required to maintain the organization at a time of a disruptive incident. The main objectivé of an
OCM plan is to enable an organization to maintain what is critical in the event of a major interruption-affecting
its normal operations as usual. The OCM plan is developed in response to the anticipated conseguénces |of
incidents jand is based on the risk assessment (highlighting the main areas of risk that requirg;management)
and the impact analysis (which would have identified the specific activities that are critical tofthe organizatipn
and the urgency in which they have to be recovered). The OCM plan describes and details the critiqal
objectives, procedures, activities and contact information to be followed in the event of a’disruptive incidgnt
affecting the ability of an organization, in whole or in part, to function at the agreed acceptable level in order|to
stabilize the critical operational functions and activities prior to medium- to long-termrecovery.

The components and contents of OCM plans vary from organization to organization and have a different level
of detail based on the scale, environment, culture and technical complexity’of the industry and associat¢d
solutions,| risk profile and environment in which it operates. Large .organizations might require separate
documents for each of their critical operation areas/functions, whereas’/smaller organizations might be able fto
cover what is critical to them within a single document.

The orgahization should identify equipment, supplies, and supply chain interactions that support its critiqgal
activities jand develop strategies to secure operations and the supply chain. OCM plan strategies seek [to
improve the organization's resilience to a disruptive incident by ensuring that critical activities continue at an
acceptable minimum level and to agreed timeframes™stipulated within the risk and impact analysis. The
ultimate aim is to re-establish operations within agreed timeframes, whilst maintaining the functions requir¢d
to mainta|n operations and services, and to fulfilk.the“key deliverables and obligations.

6.7.6 Recovery management program

The princjple purpose of the recovery-management plan is the staged return to a level of normal pre-incidgnt
activity While considering improved capabiliies and performance. The organization should plan
incident/disruption recovery taking into account contractual obligations, core activities, employee and
neighboring community necessities, operational continuity, risk reduction, environmental remediation, and
process inprovement.

The recoyery management plan should set specific recovery targets and procedures for implementing relevgnt
activities.| After reviewing information on the extent of the damage and its operational impact collected by
emergengy respense and continuity teams, top management should select measures to be taken and specify
recovery |milestones, time and level of resource allocation. Based on the prioritization of operations
predetermined*in impact analysis, an organization should prioritize the actual measures, comprehensivgly

such as personnel and supplies.

The recovery plan should identify top management, decision makers, and other appropriate parties that will
consider:

— progress and time table for restoration of operations;
— to what extent operations can be restored;

— total or partial suspension of some operations;
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— when to resume all operations;

— additional resource investment required;

— improvement of processes, physical infrastructures, and operations;
— competitor and partner threats and opportunities;

— pre-emptive planning based on lessons learned.

7| Implementation and operation

71 Resources, roles, responsibility and authority

The organization should determine and provide resources and any necessary. partnership arrangements
egsential to the implementation and control of the IPOCM system and to continually improve its effegtiveness.
Resources include human resources performing work affecting the IPOCM )system and specialized skills,
infrastructure, technology and financial resources, and information and sintelligence. Personnel ghould be
competent on the basis of appropriate education, training, skills, and expériehce.

Roples, responsibilities, and authorities should be defined, documented, and communicated in order tp facilitate
effective IPOCM.

The organization's top management should appoint leadership and a specific management represgntative(s)
who, irrespective of other responsibilities, should have defined roles, responsibilities and authority for:

—t ensuring that IPOCM system elements and processes are established, implemented and maintajned;

— assessing, reviewing and reporting to the“top management about achieving the performangce of the
IPOCM system as a basis for its improyément;

—t ensuring the promotion of awareness of the IPOCM system elements throughout the organization.
The organization should establish logistical capabilities and procedures to locate, acquire, store, fistribute,
miintain, test, and account for<sérvices, personnel, resources, materials and facilities produced or donated to
support the IPOCM system(

The resource management objectives established should consider, but not be limited to, the following:

—t personnel, eguipment, training, facilities, funding, expert knowledge, materials, and the timeframes within
which theyWwill be needed from organization's resources and from any partner entities;

—t quantity, response time, capability, limitations, cost, and liability connected with using the involved
resources.

7.2 Building and embedding IPOCM in the organization's culture

Building, promoting and embedding an IPOCM culture within an organization ensures that it becomes part of
the organization's core values and corporate governance, see Annex D. Effectively established, it instills
confidence with stakeholders in the ability of the organization to cope with major disruptions.

To be successful IPOCM should be “owned” by everyone within an organization. All management levels, top
and middle, play an essential role in the initial charting of critical activities and processes, so gaining their
support at an early stage is vital. All staff should be convinced that IPOCM is a serious issue for the
organization and that they have an important role to play in maintaining the delivery of products and services
to their clients and customers. It is essential that awareness and training programs be established as part of
the overall introduction of IPOCM.
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Raising awareness with all the organization's staff is important to ensure that they are aware that IPOCM is
being introduced and why. They will need to be convinced that this is a lasting initiative that has the support of
the leadership of the organization. They need to have confidence that their jobs will be protected whilst any
disruptive incident is being contained. It is also critical that individuals named in the IPOCM plans know what
actions they are required to take when plans are invoked.

New recruits to an organization should be made aware of the IPOCM policy and their part in any plans. This

can be do

ne by incorporating IPOCM material into staff induction programs.

Awareness of the overall IPOCM program should be maintained. Methods may include internal newspapers,

emails, t

highlight €xamples where the organization successfully managed an incident or near-miss and praising-tho
involved. [The organization may also draw upon lessons identified from external failures.

7.3 Competence, training and awareness

The organization should ensure that any persons performing tasks for it or on its behalf that have the potent
to prevent, cause, respond, mitigate or be affected by significant hazards, risks;”threats and thg

correspor
training, @

The organization should assess training needs and should develop and implement a training and education
curriculum to support the IPOCM program. The training and education curriculum should comply with
applicable regulatory requirements. The objective of the training shouldbe*to create awareness and enhan

the skills
scope of {

The organization should establish, implement and maintain pre¢edures to ensure persons working for it or
its behalf jare aware of:

— the importance of conformity with the IPOCM poliey ‘and procedures, and with the elements of the IPOG
systgm;
— the s|gnificant threats and risks and related actual or potential impacts, associated with their work and t

benefits of improved personal performance;
— their foles and responsibilities incachieving objectives and goals of the IPOCM program;

— the procedures for incident/disruption deterrence, mitigation, response and recovery;

— thep

74 Co

With rega
maintain
post-inci

e organization's Intranet, team meetngs and communications mmrom top management. 1hese mi

ding impacts identified by the organization are competent on the basis 6f appropriate educatig
r experience and retain associated records.

required to develop, implement, maintain and execute the/IPOCM program. The frequency a
raining should be identified.

ptential consequernces of departure from specified procedures.

mmunications and warning

rd tolits threats and risks and IPOCM system, the organization should establish, implement a
procedures to disseminate and respond to requests for pre-incident, incident/disruption, a

ht
be

: \V
- s

al
Al
Ce
nd

pn

M

ne

nd
nd

nt’ infarmation This should include pmr‘pdurpe to pm\/idp information to internal and extern

al

audiences, including the media, and deal with their inquiries considering the requirements for routine and
emergency states, for:

— internal communication between the various levels and functions of the organization and with partner
entities;

— receiving, documenting and responding to relevant communication from external interested parties;

— adapting and integrating any national or regional risk or threat advisory system or equivalent into planning
and actual operational use;
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— alerting people potentially impacted by an actual or impending IPOCM incident;

— facilitating structured communication with emergency responders;

— assuring availability of the communication means with emphasis on a crisis situation and disruption;
— assuring the interoperability of multiple responding organizations and personnel;

— recording of vital information about the incident, actions taken and decisions made;

—t the need for a central contact facility or communications hub.
The organization should decide, based on life safety as the first priority and in consultation with”stakeholders,
whether to communicate externally about its significant risks and threats, both before andjafter ar incident,
and should document its decision. If the decision is to communicate, the organizatiom-should estgblish and
implement methods for this external communication, alerts, and warnings. The data/communicat¢d should
preserve the integrity of sensitive information and make only non-sensitive information publicly available as is
appropriate to coordinate IPOCM.

Prior to an incident the organization should develop communications strategy based on:
—t who needs information;

—t what and when information is needed or required;

—t what organizational constraints or restrictions exist;

—t who has the authority to approve and disseminaté.communications;

— how to interface with the media and how to.cénduct rumor control.

The organization may develop communications for release before an incident including proactive action
guidelines and awareness of the IPOCM program. The strategy should also define the means |by which

different types of communications will be promulgated to each of the stakeholders.

The IPOCM communications sysiem should be regularly tested.

7|5 Operational controt

The organization should establish and implement a system of documented operational procedqures and
controls consistént “with IPOCM policy, threats, risk and criticality assessment, impact analysis and
onganizational ebjectives. The organization should plan these operations, including maintenance, in order to
ensure thatthey are carried out under specified conditions by:

—t establishing, implementing and maintaining documented internal procedures;

—stipufatingoperatingcriteria i the-mtermat-procedures;

— establishing implementing and maintaining procedures related to the identified significant risks, threats
and hazards to the organization and communicating applicable procedures and requirements to the
supply chain, including contractors.

To minimize the likelihood of a disruptive incident, these procedures should include controls for the design,
installation, operation, refurbishment, and modification of risk related items of equipment, instrumentation, etc.,
as appropriate. Where existing arrangements are revised or new arrangements introduced, that could impact
on operations and activities, the organization should consider the associated minimization of threats and risks
before their implementation.
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The operational procedures and controls should address reliability and resiliency, the safety and health of
people, and the protection of property and the environment impacted by a disruptive incident.

The organization should establish procedures to create and maintain an IPOCM documentation system
necessary to ensure the effective planning, operation and control of processes that relate to its IPOCM system.

7.6 Fin

ance and administration

The organization should develop financial and administrative procedures to support the IPOCM program
iring, and after an incident. Procedures should be established to ensure that fiscal decisions can be

before, di

expedited
procedurg

— estal
— finan
—  progf
—  payrd

— acco

8 Perl

8.1 System evaluation

The organization should evaluate IPOCM plans, procedures, and capabilities through periodic reviews, testi

post-incid
factors ol

Consister]
procedurd
and confd

The organization should keep records of the results of the periodic evaluations.

8.2 Pe

Proactive
reactive n
including

The organization-should establish and maintain procedures to monitor and measure performance on a regul

basis. Th

and should be in accordance with established authority levels and accounting principles. AT
s should include, but not be limited to, the following:

lishing and defining responsibilities for the program;

e authority, including its reporting relationships to the program coordinator(s);
am procurement procedures;

II;

Linting systems to track and document costs.

ormance assessment

ent reports, lessons learned, performance evaluations, and exercises. Significant changes in the
ght to be reflected immediately in the procedures.

t with its commitment to compliance;the organization should establish, implement and maints

s for periodically evaluating compliance with applicable legal requirements, industry best practicq
rmance with its own policy and objectives.

formance measurement and monitoring
monitoring sheotld’be used to check conformity and effectiveness of the IPOCM program, wh

honitoring should’be used to investigate, analyze, and record system failures, events and disruptio
hear-misses;

bse procedures should provide for:

ne

ng,
be

in

»

—  both

qualitative and quantitative measures, appropriate to the needs of the organization;

— monitoring of the extent to which the organization's IPOCM objectives are being met;

— proactive measure of performance that monitor conformity with IPOCM program, operational criteria and
applicable legislations and regulatory requirements;

— reactive measures for performance to monitor events and disruptions, including near-misses, and other
evidence of deficient IPOCM performance;

— recording of data and results of monitoring and measurement sufficient to facilitate subsequent corrective
and preventative action analysis.
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8.3 Testing and exercises

An exercise program should be consistent with the objectives of the organization and the regulatory regimes
to which it is subject. Exercises may include tests which anticipate a predetermined outcome, tabletops,
simulations, and full operational exercises. Exercises should be based on realistic scenarios that are carefully
planned and agreed with stakeholders, so that there is minimum risk of disruption to operational processes.
Every exercise should have clearly defined aims and objectives and a post-exercise report that contains
recommendations. This report should be formalized and used to improve IPOCM arrangements in a timely
manner.

Ekercises enable:

—t verification that the IPOCM program incorporates the organizational critical activities Bnd their
dependencies and priorities;

— orientation and testing of those charged with the responsibility for the IPOCM program with their|roles and
responsibilities;

—t continuous improvement of the IPOCM program;

—t testing of the technical, logistical, administrative, procedural and othep operational systems of the IPOCM
plans;

—t testing of IPOCM organization and infrastructure (including. command centers and work areas);
—t technology and telecommunications resource recovery;\availability and relocation of staff;

—t recording of data and results of testing and exetcises sufficient to facilitate subsequent corrgctive and
preventative action analysis.

Testing requirements should include, but not be'limited to:

—t staff plans;

—t incident management plans;

—t communication plans;

—t recovery of critical-activities;

— site plans;

—t data baeksup and recovery, and physical and computer security;

—t requirements imposed by law.

8.4—Corrective and preventive action

The organization should establish, implement and maintain corrective procedures for dealing with actual and
potential program shortfalls and for taking corrective action and preventive action. The procedures should
define criteria for:

— identifying and correcting program shortfalls and taking actions to mitigate their impacts;

— investigating program shortfalls, determining their causes and taking actions in order to avoid their
recurrence;
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— evaluating the need for actions to prevent program shortfalls and implementing appropriate actions
designed to avoid their occurrence;

— recording the results of corrective actions and preventive actions taken;
— reviewing the effectiveness of corrective actions and preventive actions taken.

Actions taken should be appropriate to the magnitude of the problems and the risk and their potential impacts
encountered. The organization should ensure that any necessary changes are made to IPOCM system
documentation.

8.5 Majntenance
A clearly gefined and documented IPOCM maintenance program should be established. This pregram shoyld
ensure thpt any changes (internal or external) that impact the organization are reviewed in relation to IPOCM.
It should also identify any new critical activities that need to be included in the IPOCM maintenance program
The IPOGM maintenance program should periodically:

— review and challenge any assumptions made in the impact analysis;

— distripute updated, amended or changed IPOCM policy, strategies, solutions, processes and plans to key
personnel under a formal change (version) control process.

The outcgmes from the IPOCM maintenance process should include:

— documented evidence of the proactive management amd governance of the organization's IPOCM
progfam;

— verification that effective change (version) control processes or procedures are in place;
— verification that key people who are to implement the IPOCM strategy and plans remain in place;
— identfication and documentation of the [POCM maintenance schedule;

— verification of the monitoring and.centrol of the IPOCM risks faced by the organization.

8.6 Internal audits and self'assessment

The organization should ensure that internal audits and self-assessment of the IPOCM system are conductéd
at plannef intervals to_ determine whether the IPOCM system conforms to planned arrangements for IPOQM
and that the IPOCM program has been properly implemented and is maintained. The self-assessment shodld
take into [consideration the importance of the resilience of operations concerned and the results of previolis
audits.

Audit and self-assessment procedures should be established, implemented and maintained that addregs
responsibilities and requirements for _pranning and conducting audits, reportng results and retaining
associated records, determination of audit criteria, scope, frequency and methods, and provide information on
the results of audits to management.

U7

Selection of auditors and conduct of audits should ensure objectivity and the impartiality of the audit process.
Self-assessment of the organization's IPOCM program should incorporate verification that:

— the critical activities and their dependencies have been identified and included in the organization's
IPOCM strategy;
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the organization's IPOCM policy, strategies, framework and plans continue to accurately
priorities and requirements;
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reflect its

the organization's IPOCM competence and its IPOCM capability are effective and fit-for-purpose and will

permit management, command, control and coordination of a IPOCM incident;

the organization's IPOCM solutions are effective, up-to-date and fit-for-purpose, and appropriate to the

level of risk faced by the organization;

the organization's IPOCM maintenance and exercising program have been effectively implemented;

T
cq
in
ol

bIf assessment should be conducted against the organization's objectives. It should also take int
levant industry standards and good practice.

bp management should review the organization's IPOCM system, at planned intervals, to §
ntinuing suitability, adequacy and effectiveness. Reviews)‘should include assessing opportu
provement and the need for changes to the IPOCM system, including the IPOCM policy an
jectives. Records of the management reviews should be-retained.

put to management reviews should include, but notbe limited to:

IPOCM strategies and plans incorporate lessons learned from exercises, as contained in a\pos
report, and amendments arising from the maintenance program;

change control processes are in place and operate effectively.

Management review

results of internal audits and evaluations”of compliance with legal requirements and v
requirements to which the organization subscribes;

communication(s) from external interested parties, including complaints;

incident preparedness and gpérational continuity performance of the organization;
extent to which organizational objectives have been met;

status of corrective-and preventive actions;

follow-up actiohns from previous management reviews;

changing ‘threats and hazards, circumstances, including developments in legal and other req
relatedito its risks, threats and hazards;

recommendations for improvement.

l-exercise

D account

nsure its
nities for
d IPOCM

ith other

Lirements

The outputs from management reviews should include any decisions and actions related to possible changes
to IPOCM policy, objectives, targets and other elements of the IPOCM system, consistent with the
commitment to continual improvement.
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A.1 Geperal

When performing an impact analysis for the disruption of operations, an organization should categori
disruptions by extent in the following way:

Annex A
(informative)

Impact analysis procedure

Impalct due to an incident limited to the organization's premises;
Impalct due to an incident is spread into neighboring areas of the organization;

Impacts due to an incident in wide areas and where damage is spread through local citizens, oth

Estimation of acceptable downtime and treatment>for a disruptive incident: Estimation of maximu

operations can be suspended;

izations in the community, community infrastructure, and supply chain:

pact analysis procedure

g on the urgency and nature of critical operations affecteéd by an incident, an organization shoy
pverall decision about operational impacts and restoration measures, including but not limited to t
nteractive steps:

ble period of disruption by considering the possible reaction of all stakeholders especially those
h the delivery of products and services would be disrupted. Quantifiable costs and intangible impaq
d both be assessed. The organizationnshould evaluate impacts of the high-priority risks determin
e risk evaluation and assessmentoon its organizational management, and estimate how lo

mination of critical operations~The organization should identify critical operations that are given hi
ty for continuation when risks' are realized. An organization should quantitatively evaluate impacts

pation of damagée-on the critical operations: The organization should anticipate degree of dama
e critical operations by considering impacts on various elements such as facilities, equipme
nnel, raw materials, transport, packaging and customers. The organization should primarily consid
igh-priorityvrisks when anticipating damage. The organization, however, should note suspension
nctions;-when anticipating damage, so that it can apply the damage anticipation results to oth
tialaisks and unexpected risks;

ension of the critical operations on its organizational management as these may increase over timej,
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stakeholders and social mission, an organization should set up RTOs to restore the critical operations
while considering maximum tolerable period of disruption of the critical operations. If the RTO is stipulated
in contracts, special laws or ordinances, an organization should abide by such requirements when setting
up its own RTO. In the event of wide-area disaster such as natural disaster, an organization should
understand that cooperation with other organizations in allocating locally-available human and physical
resources is essential for its own operational restoration because resources required for response or
restoration may be scarce or not optimally distributed. Estimating progress of community recovery
activities, the organization should set up its RTO in a way not to hinder rescue of human lives and local
emergency operations, but to enable an organization to perform assistance activities in collaboration and
cooperation with community's recovery activities;
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