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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

Transitioning the existing Power Grid to Smart Grid is a challenging task over a lengthy period, and all
power needs should be satisfied during the period that this transition takes place. This transition will

likely affect a broad set of stakeholders, e.g., individuals and businesses, and the stakeholde

rs should

properly be informed of the changes taking place and to come. Smart Grid is a large, complex system

which operates at various operation modes ranging from fully automated to handle time cr

itical and

instantaneous responses (sensing and actuation) to human-in-the-loop for response and interaction

(command and control). The transition to Smart Grid will be a gradual migration with the co

existence

of[diverse technologies, systems, and equipment from the past, today, and the future. 10 e
inferoperability of the diverse technologies, systems, and equipment without comprom
pdrformance (e.g., reliability, safety, cyber security, etc.), Smart Grid will require effective s
These standards should not be static, but evolve over the transitional time period. These s
shpuld maintain their integrity to support all technologies, systems, and equipmentthat are a
inyolved during the transition.

This International Standard does not address standards for Smart Grid (e:g.,electrical powe
This International Standard addresses sensor network and its interfaces\to Smart Grid, e.g
applications of the sensor network to Smart Grid. The sensor netwofkJand its processing a
prpvide intelligent services to the user, e.g., operators in various domains of Smart Grid includ
utflities and consumers.

hsure the
ising the
tandards.
tandards
hd will be

" system).
., various
gorithms
ng power

Thesensornetworkplays many criticalrolesinallareas of SmartGrid because: (1) sensorswith pfocessing

capability are smart devices and sensor nodes can includedactuators, (2) sensor data/inforn
transmitted via wired/wireless communication systems'and data links, and sensor nodes
influde communication devices that formulate protocols for the data/information streams
sepsors monitor and measure their designated efivironments, collect data from the envir
arfalyse the data if they have processing capability, formats the data, and stores them at t
memory devices; thus, within sensor network{Some level of data management is necessary.

sor data from Smart Grid in many casés should be secured and cyber security should be i
prievent from unauthorized access of sensors and related devices on the sensor network. Cert

ation are
typically
, and (3)
onments,
heir local

h place to
ain types

of[sensor data, e.g., customer dataandinformation, should be protected from the information security

arld privacy point of view.

The sensor network can provide various applications and services during the transitional roac
G1fid. The sensor network(is expected to become one of the essential and critical players in
the legacy power grid §ystem to Smart Grid. This includes adding and integrating sensor-re

to Smart
migrating
lated and

ndtwork-related technologies with power systems and devices from the past, today, and the future.

Friom the sensor network point of view, the information technology (IT) network is considef
information highway or IT backbone providing the pathways for Smart Grid data and inf|
Therefore, atstudy of existing sensor network and power system related standards is nec
leyerage these standards for the sensor network standard development unique for Smart Gi
griid services and applications during the transitional period and afterward.

ed as the
brmation.
essary to
id, smart
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Information technology — Sensor networks: Sensor
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etwork and its interfaces for smart grid system

Scope

wer generation, distribution, networks, energy storage, load efficiency, control and commt
d associated environmental challenges. This International Standard characterizes the req
" sensor networks to support the aforementioned applications and challenges. Data ffom

the various systems and subsystems. The intelligence derived through the sensor networks
nchronization, monitoring and responding, command and control, data/information pi
curity, information routing, and human-grid display/graphical interfaces,

is International standard specifies
interfaces between the sensor networks and other networks for smart grid system applid
sensor network architecture to support smart grid systems,
interface between sensor networks with smart grid-$ystems, and

sensor network based emerging applications andservices to support smart grid systems.
Normative References

lispensable for its application. For dated references, only the edition cited applies. For
ferences, the latest edition of the1eferenced document (including any amendments) applies

D/IEC 29182-1, Information technology — Sensor networks: Sensor Network Reference Ar
NRA) — Part 1: General overview and requirements

D/IEC 29182-2, Information technology — Sensor networks: Sensor Network Reference Ar
NRA) — Part 2: Vocabulary and terminology

D/IEC 29182-3; niformation technology — Sensor networks: Sensor Network Reference Ar
VRA) — Part3:-Reference architecture views

D/IEC 29182-4, Information technology — Sensor networks: Sensor Network Reference Ar
VRA)5="Part 4: Entity models

IS

ications,
irements
ensors in
snpart grid systems is collected, transmitted, published, and acted upon to ensure gfficient codrdination

supports
ocessing,

tions,

e following documents, in whole or in\part, are normatively referenced in this documenit and are

undated

Chitecture

Chitecture

Chitecture

Chitecture

JIEC 29182-5, Information technology — Sensor networks: Sensor Network Reference Ar

Chitecture

(SNRA) — Part 5: Interface definitions

IEEE 2030, Guide for Smart Grid Interoperability of Energy Technology and Information Technology
Operation with the Electric Power System (EPS), and End-Use Applications and Loads

3

Terms and Definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 29182-2 apply.
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4 Symbols (and abbreviated terms)

AMI
BAN
CB
CMOS
CNT
CPN
CT-IAP
DSM
DER
EPS
ESI
FAN
GIS
GPS
HAN
HV
[AN
[AP
[ED
IEEE
IS

ISP
IT-IAP
LAN
LTC
LV
MV
OHTL
PD
PEV

Advanced Metering Infrastructure
Business area Network
Circuit Breaker

Complementary Metal-Oxide-Semiconductor

Carbhan Nanatuha

oo oo TrorrroTtro e

Customer premises network

Communication Technology Interoperability Architecture Perspective
Demand-Side Management

Distributed Energy Resource

Electric Power System

Energy Services Interfaces

Field area networks

Gas Insulated Switchgear

Global Positioning System

Home Area Network

High Voltage

Industrial Area Network

Interoperability Architecture Perspective

Intelligent Electric Device

Institute of Electrical and Electronics Engineers

International Standards

Internet Segpvice Providers

Information Technology Interoperability Architecture Perspective

Lfecal Area Network

On-Load Tap-Changer

Low Voltage

Medium Voltage

Overhead Transmission Line
Partial Discharge

Plug-in Electric Vehicle
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PMU Phase Measurement Unit

PS# Power System # (Interface Designation in PS-IAP)

PS-IAP  Power System Interoperability Architecture Perspective

RH Relative Humidity

RF Radio Frequency

RTO Regiomat-Framsmisstonr Orgamnization

RTU Remote Terminal Unit

SJQADA Supervisory Control And Data Acquisition

SD0Os Standard Developing Organizations

N¢ Smart Grid

SQRM  Smart Grid Reference Model

SGRA Smart Grid Reference Architecture

SN&I Sensor Network and its Interface

SNRA  Sensor Network Reference Architecture

UGC Underground Cables

UKF Ultra High Frequency

UTP Unshielded Twisted Pair

Uy Ultraviolet

WAN Wide Area Network

5 Smart Grid Reference Models and Architectures

5.1 General

Smart Grid (SG)reference models and architectures are being developed by various standard developing
organizations(SDOs) and industrial consortia/organizations. Sensor network and its interfacegstandard
for SG need to be consistent with the reference model and architecture to be useful and realizable. The
sepsof. network and its interfaces for smart grid system standards should be applicable, ddoptable,
arld“adaptable to varying architectural differences among smart grid architectures to be|effective.

For This reason, a number of available SG Reference Models and Architectures (SGRMs and SGRAs) are
referenced, and these SG reference models and architectures are included in Annex A of this standard
document. Understanding and leveraging the existing SGRMs and SGRAs is crucial for developing the
sensor network and its interfaces for smart grid system for compatibility and acceptance.

5.2 Smart Grid Architectures Adopted for Developing Sensor Network & its Interfaces
for Smart Grid System

For developing the sensor network and its interfaces for smart grid system, IEEE 2030 Power System
Interoperability Architecture Perspective (PS-IAP) is adopted because this architecture perspective
provides the entities/devices thatare physical orlogical in the power system for a typical implementation.
Additionally, from the sensor network point of view, the sensors in sensor networks interface with the

© ISO/IEC 2014 - All rights reserved
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power systems in the seven SG domains, namely, Operations, Service Providers, Customer, Distribution,
Transmission, Bulk Generation, and Market domains (See Annex A.2, NIST Smart Grid Conceptual Model).

Networki

ng and communication allowing sensors and sensor networks within in each domain and

also between the domains is described in IEEE 2030 Communication Technology Interoperability
Architecture Perspective (CT-IAP), and this architecture perspective is adopted for any discussion of

Sensor ne

From the

tworks and data/information communication routing.

data/information contents perspective, IEEE 2030 Information Technology Interoperability

Architecture Perspective (IT-IAP) is adopted for this standard work to describe the data/information

that will |

IEEE 203
power syj§
in a dom3d

perspectipeis described in the CT-IAP. From data/information stand point, the IT-IAP is utilized to descri

the data/

5.3 IEH

IEEE 203
interoper
Informat
called Int

nformation contents and context mapping to the physical interfaces in the PS<PAP.

E 2030 Smart Grid Interoperability Guideline Standard

D developed Smart Grid Interoperability Guideline Standards. In.this standard, smart grifl’s
ability is categorized by Power System Technology, Communications Technology, ahd
on Technology. In each technology, top-level reference architecture is developed, which|is
eroperability Architecture Perspective (IAP).

IEEE 2030 Power System IAP (PS-IAP) represents a view of<the Electric Power System (EPS) that

not only
electrical
applicatic
flow in th

The doma

represents Smart Grid but also emphasizes the proeduction, delivery, and consumption |of
energy. The CT-IAP emphasizes the communication connectivity among systems, devices, ahd
ns in the smart grid. The IT-IAP emphasizes the control of processes and data managemgnt
e smart grid.

ins in IEEE 2030 are the same as those in the NIST Conceptual Model. The description of each

domain iy IEEE 2030 is comprehensive. TableXl-shows the description of each domain in the IEEE 20B0

Interoper

ability Guideline standard document.

© ISO/IEC 2014 - All rights reserved


https://standardsiso.com/api/?name=6666119fd2b12f9e636e9f4d63afa902

ISO/IEC 30101:2014(E)

Table 1 — IEEE 2030 descriptions of the SG domains

Domain

Descriptions

Bulk Generation

The bulk generation domain contains any generation and storage that is connected
directly to the transmission system (with no distribution system interface). The genera-
tion and storage can be any size such as large power generation stations, small peaking
generation, and small storage connected to the electrical transmission system. These
facilities may be owned by electric utilities or by independent entities.

The bulk generation domain‘s primary interfaces are with transmission domain entities,
generation and transmission operations control entity, and markets domain. The inter-

face to the markets domain is focused on the operation of the generation andistorage
in order to provide economic operation. The rest of the interfaces displayedin Figure 1
(PS-IAP) are focused on efficient and reliable operation.

Trransmission

The transmission domain includes entities that represent equipment.associated with
the electrical transmission system. This equipment is representedby three entjties.

The transmission substation entity represents many pieces of gquipment in sulntstations
that cannot be classified as transmission protection and controldevices nor sepsors and
measurement devices.

operations/control domain. The interfaces with the(bulk generation domain ar¢ focused
on reliable operation. The interconnection with the transmission operation/control
entity in the operations/control domain is the focal point of the centralized conltrol of the
transmission system. This is often under the.¢ontrol of an independent system pperator,
Regional Transmission Organization (RT0),er local utility. In addition, there mpy be
interfaces with the customer domain where the customer may have a transmispion-level
connection to the power system, as may be the case with IPP‘s, large industrial|facilities,
or large commercial facilities.

The transmission domain‘s primary interfaces are withthe bulk generation dO}:-ain and

Distribution

The distribution system domainincludes entities located throughout the electrjical dis-
tribution system. The distribution substation entity represents many componepts that
cannot be assigned to the distribution protection and control devices entity not the sen-
sors and measurementdevices entity. In addition, the distributed energy resoufce (DER)
entity represents generation and storage of all kinds that are connected to the ¢lectric
distribution systemyexcept those at customers’ facilities.

The distribution’domain‘s primary interface is with the distribution operation pnd con-
trol entityin the control and operations domain. This interface reflects the centralized
controlefithe distribution system from the distribution control centre. The disfribution
domaintmay also have an interface to the transmission substation entity in the [trans-
mission domain. This interface usually reflects only protection and control systems.
The-distribution domain may also have an interface with the generation operatjon and
control entity in the control domain in order to provide direct dispatch of distr]bution
connected DER.

© ISO/IEC 2014 - All rights reserved 5
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Table 1 (continued)

Domain

Descriptions

Customer

The customer domain includes many types of customers that are connected to the
electrical distribution system or electrical transmission system. These customers could
be residential, commercial, or industrial. The customer domain may include customers
with only loads and customers with any combination of loads, generation, and storage.
The customer domain includes all loads whether they are connected at the transmission
or distribution level, but it does not consider generation and storage connected at the
transmission level. If generation and storage is connected at the transmission level, that

43 s H | 2| rofiloo Lo 1] 3 < H
SeTICTatroTT 0T STOTagC TS CoOTSTaCT et par ¢ oo our gtTrcTr atromT GOTTaT

Each type of customer may have several different entities employed in its application’
These entities are dependent on the size and type of customer as well as its connectionp
to the EPS. The DER entity includes all distribution system-connected generationfand
storage and may require an interface with the market domain. A plug-in eléctric vehicle¢
may have the characteristics of a load or customer DER.

The customer domain can have interfaces to the distribution domain, markets domain,
and the distribution operations/control entity of the operations/eontrol domain. These
interfaces handle the customer requirements with the exception effacilities that have &
substation connected to the electrical transmission system, In this case, the substation
has interfaces to the transmission domain and to the transmission operations/control

entity of the operations/control domain. Transmission gperations will often have control
over customer substations since customer substation’s may have direct influence on
operations of the transmission system. In some instances, customer DER will be directly
dispatched by the generation or transmission gperation and control entities.

Control apd Opera-
tions

The control and operations domain includes:three distinctive operation and control enti-
ties. These entities are control generation,transmission, and distribution. They are the
controlling mechanisms that, from an ERSwiewpoint, keep the grid up and running.

The primary interface of each entity:inr‘'the control and operations domain is to its
appropriate domain in the electricalpower system. These primary interfaces include the
distribution operation and control entity to the distribution domain, the transmission
operation and control entity to-the transmission domain, and the generation operation
and control entity to the.bulk generation domain. In addition, the distribution operatiop/
control entity has some€ interface to the customer domain for applications where the
customer has controllable loads, generation, and/or storage. The transmission operatidn
and control entity has an interface with the customer substation entity in the customer
domain for tho§e\circumstances where a customer connects directly to the transmissiqn
system insteadjof through the distribution system. In some instances, customer DER wijill
be directly dispatched by the generation or transmission operation and control entitieq.

© ISO/IEC 2014 - All rights reserved
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Table 1 (continued)

Domain

Descriptions

Market

The markets domain reflects market operations associated with electric utilities and
regional entities.

The markets domain is logically connected with any of the generation, load control, and
storage entities. Control by markets can be done directly at generation, load control, and
storage, but it can also be done via the operations/control domain. Additionally, as new
markets emerge, the customer may seek to interact directly with the marketplace.

Sq ; D id
QI viLLU 1 TUVIUCLT

The-serviceproviderdomaineontainsthird-partesandutiHties thatprevide-electrical
power-related services. The service provider domain is the connection between the
electric energy markets and the end users. There are many models for potential electric
service providers, but the most common model in use today is that of the|electrjc utility
as service provider. Some locations have third-party service providerswho aggregate
electric power for consumption by end users.

Electric service providers may also provide additional electric'power-related s¢rvices.
These services may include additional power supply option§, such as discountsf|for less
consumption during peak hours. They may also include defnand-side managemient and
services such as protection against lightning and voltage\excursions.

Some electric service providers may also provide services such as monitoring dlectrical
equipment for maintenance and troubleshooting-purposes. The equipment morjitored

could include generation, storage, substationequipment, and equipment locategl on elec-
tric distribution or transmission lines.

5.8.1 Power System Interoperability Architecture:Rerspective (PS-IAP)

The Power System Interoperability Architecture.Perspective (PS-IAP) shown in Figure 1 id a logical
representation of the major entities that describe the functions of the EPS. Figure 1 displays|domains,
entities, and interfaces from the power system perspective. The PS-IAP domains (comnjon to all

pdrspectives) provide a division of efforts close to those of existing electric utilities.
These PS-IAP domains are:

—|{ Bulk generation

— Transmission

—{ Distribution

— Customer

—|{ Service proyviders

— Contrgl and operations

— Markets

T} C PS IAP Cutitico (uui\.iuc tU Cl]l} lJCl DPCLt;VCD) le}CLt C\.iuil.llllcllt Ul fuut,tiuuo Uf thC EPS- nterfaces
between entities in the power system perspective may represent multiple data flows over multiple data
links. For example, communication between a distribution substation and an operation centre may have
SCADA, voice, and video signals on the same interface. Only the interfaces are displayed in this diagram.
Because many alternatives of power flow options exist, the power flows are ignored in order to keep the
diagram less complicated. This standard document does not address the power flow.

Smart Grid implementation covers a geographical area implementation, a utility system implementation,
a control area implementation, or a nationwide implementation. For a given implementation, each entity
may represent any number of physical or logical devices. The entities and interfaces in Figure 1 (PS-IAP)
are described in Table B.2 and in Table B.3, respectively, and these tables are found in Annex B.

© ISO/IEC 2014 - All rights reserved 7
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Figyre 1 — Power system interoperability architecgfg perspectives (from IEEE 2030)
O
5.3.2 Copmmunication Technology Interoperabil'{gﬁrchitecture Perspective (CT-IAP)

The Cominunication Technology Interoperabilit
displays domains, entities, and interfaces fro

domains [common to all architecture per, ]9(& ives) provide a view of the EPS close to that of existi

electric

The sevenp CT-IAP domains are the s as those domains in the PS-IAP:

— Bulk
— Tran
— Distr
— Custg
— Servi

— Contl

g@rchitecture Perspective (CT-IAP) shown in Figure
e communications technology perspective. The CT-1

ilities’ view that emphasizes t roduction, delivery, and consumption of electrical ener

generation C)O

mission

2
QS)

X

ers

ibution
mer
ce pr.

dland operations

\P
ng
LY.

— Markets

Within each domain (intra-domain) or between domains (inter-domain), the entities are connected to
each other through one or more interfaces. The number of interfaces connecting one or more entities
represents the available (and future) and most relevant interconnection alternatives. If new entities or
interfaces are required in the near future, they can be added later following this approach.

The communicationsentitiesare eitherwireline or wirelessnetwork systemsorrelevantcommunications
system elements that stand out as important in the context of the whole system architecture. The
interfaces are further defined as generic interconnections that establish the minimum level of
interoperability requirements between two or more entities. The interfaces are then further specified
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in terms of performance requirement, security level, protocol layer, and other more specific needs that
will be identified in the future.

The entities are connected with communication links represented by lines between two entities; thus,
this line represents interface or connectivity between the two entities. It should be noted that the
single line between the two entities does not mean that there is only one or a single interface. The line
represents an aggregation of interfaces between the two entities. This approach is used to simplify the
diagram and improve readability. The entities in Figure 2 (CT-IAP) are described in Table B.4, and the
interfaces are described in Table B.5, and both tables are found in Annex B.
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Figure 2 — Communication system interoperability architecture perspectives (from IEEE 2030)

5.8.3 Information Technology Interoperability Architecture Perspective (IT-IAP)

The Information Technology Interoperability Architecture Perspective (IT-IAP) views the Smart Grid
from the perspective of the IT applications and the data flows associated with those applications. The
IT|application and/the data flows are used to operate and manage the power system with the main goal
offallowing interoperability of independently developed systems. The IT-IAP shown in Figure B (IT-IAP)
is [defined.in)terms of the functionality and the interoperability of the seven domains as mentioned in
edrlier in'this document.

The-abjective of the IT technology represented by IT-IAP is not to define new information [exchange
architecture, but rather to work with the current best practices and technologies and to identify and fill
the gaps for information exchange between the seven domains as necessary. Some of the gaps may be
non-functional rather than functional. Functional requirements describe the functions that the software
is to execute; for example, formatting some text or modulating a signal. They are sometimes known as
capabilities. Nonfunctional requirements are the ones that act to constrain the solution. Nonfunctional
requirements are sometimes known as constraints or quality requirements.

Explicit efforts have been made to adopt the terminology used in IEEE 2030 in order to ensure a
consistent architectural framework for the Smart Grid among the organizations seeking to further their
understanding, cohesive adoption, and future-proofing.

Some entities represented in the IT-IAP are aggregations of protocols or databases, other entities may
be distributed potentially over multiple domains, but are located where most appropriately discussed.
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The labelled lines that connect the entities represent data flows. In this guide, data flow is defined as
application-level communications from a producer of data to a consumer of the data.

Table B.5 and Table B.6 describe the entities of the IT-IAP and the data flows that exist from one entity
to another, respectively, and these tables are found in Annex B.
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Figure 3 [— Information technology interoperability architecture perspectives (from IEEE 203/0)

6 Sensor Network Interfacewith SG Entities

From the|IEEE 2030 PS-IAP’s interface descriptions in Table B.2 in Annex B, all the possible locations
of sensorg in Electric Power. Systems (EPS) can be identified. Sensors are physical entities that gre
attached fo the physical ERS«ofSmart Grid. Thus, reviewing the PS-IAP’s interface descriptions will allgw
identifyinng power system -entities having with sensors. Therefore, Table B.2 is reproduced in Tablg 2
below with an additiofial'column called “Type.”. Whether sensor is involved or not involved per interfgce
is indicatged in the “Type” column of Table 2. The notations in “Type” column “SI” and “DO” represent:

— SI —[Senser(s) Involved either in Entity 1 or Entity 2; and

— DO — Bata Only, typically processed data, no sensor involved.
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Table 2 — Identification of PS-IAP interfaces for sensor locations

Type | IF No. |Entity 1 Entity 2 Comments
DO PS1 |Distribution Transmission Substations may be co-located or located some distance
Substation Substation from each other. Provides for coordination between
electrically connected substations. Interfaces include
those for control, protection, monitoring, SCADA, and
telephony.
DO PS2 |Distribution Distribution Provides substation data and for direct control of distri-
Substation Operation and bution substations. Interfaces include those for control,
Control monitoring, SCADA, reporting, and telephony.
SI PS3 |Distribution Distribution Provides distribution system data. Interfaces ipclude
Sensors and Operationand |those for monitoring, reporting, and SCADA.
Measurement Control
Devices
SI PS4 |Distribution Distribution Provides for monitoring of deviges, controlling devices,
Protection and |Operation and and updating settings to devices. Interfaces in¢lude
Control Devices |Control those for control, monitering, SCADA, and repgrting.
SI PS5 |Distribution Distribution Provides for monitoring of devices, controlling devices,
Substation Protection and |and updating settings to devices as well as coodination
Control Devices |between substation and field devices. Interfac¢s include
those for pratection, control, monitoring, repofting, and
SCADA.
DO PS6 |Distribution Customer Provides for protection coordination and cust¢mer
Substation Point(s) infarmation that is desired at the substation. Itterfaces
of Interface inelude those for protection, control, and moniforing.
SI PS7 |Distribution Distribution Provides for distribution system information tpo be
Substation Sensors and provided at distribution substations. Interfacef include
Measurement those for monitoring, reporting, and SCADA.
Devices
DO PS8 |Distribution Distribution Interfaces between two or more distribution sjhibsta-
Substation Substation tions. Interfaces include those for protection, gontrol,
monitoring, reporting, SCADA, and telephony.
SI PS9 |Distribution Customer Provides customer information to protection gnd con-
Protection@nd |Point(s) trol devices and certain protection and contro] infor-
Control Devices |of Interface mation to customer devices. Interfaces include those for
protection, control, and monitoring.
SI PS10 |Distribution Distribution Provides sensor information to protection and|control
Protection and |Sensors and devices. Interfaces include those for monitorinjg and
Control Devices |Measurement SCADA.
Devices
DO PS§11 |Distribution Markets Provide DER information to markets and capabilities
Distributed for market control of DER. Interfaces include those for
Energy control and monitoring.
Resources
DO PS12 |[Distribution Customer Provides for aggregated customer information and dis-
Distributed Point(s) tribution system DER control directly to customer. Pro-
Energy of Interface vides a means to locally balance generation and loads.
Resources Interfaces include those for control and monitoring.
DO PS13 |Distribution Customer Provides information exchange and control of customer
Operation and | Point(s) equipment by distribution operations and control.
Control of Interface Interfaces include those for control and monitoring.
DO PS14 |Distribution Distribution Provides information exchange and control of distribu-
Distributed Operation and tion DER by distribution operations and control. Inter-
Energy Control faces include those for control and monitoring.
Resources
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Table 2 (continued)

Type | IF No. |Entity 1 Entity 2 Comments
DO PS15 |Distribution Distribution Provides for distribution system DER information and
Substation Distributed distribution system DER control directly from the sub-
Energy station. Provides a means to locally balance generation
Resources and loads. Interfaces include those for protection, con-
trol, and monitoring.
SI PS16 |Distribution Distribution Provides distribution system information for use by
Distributed Sensors and distribution system DER. Interfaces include those for
Energy Measurement monitoring, reporting, and SCADA.
Resources Devices
SI PS17 |Distribution Distribution Provides for coordination between distributioh system
Protection and |Distributed protection and control devices and DER. Interfaces
Control Devices include those for protection and control.
DO PS18 |Distribution Customer Provides for monitoring and control df’customer owngd
Operation and Substation stations by distribution operations(and control. Inter-
Control faces include those for control, niehitoring, and SCADA.
DO PS19 |Distribution Customer Provides for coordination between distribution system
Distributed Distributed DER and customer DER. Intérfaces include those for
Energy Energy monitoring and control,
Resources Resources
DO PS20 |Distribution Customer Sub- |Provides for coordination between distribution substg-
Substation station tions and custemer substations. Interfaces include thoge
for protection\and monitoring.
SI PS21 |Distribution Customer Provides for distribution line information to be pro-
Sensors and Substation vided at.eustomer substations. Interfaces include thosg¢
Measurement for mionitoring, reporting, and SCADA.
Devices
DO PS22 |Transmission Transmission Provides for transmission operations monitoring and
Substation Operation and_ ~ | control of substations. This would include typical
Control SCADA data, phasor data, special protection systems,
telephone, and wide area monitoring, protection and
control (WAMPAC). Interfaces include those for contra|,
monitoring, SCADA, reporting, and telephony.
DO PS23 |Transmission Transmission Provides for coordination between two or more
Substation Substation transmission substations, Interfaces include those for
protection, control, monitoring, reporting, SCADA, ang
telephony.
SI PS24 |Transmiission Transmission Provides for coordination, control, and monitoring
Substation Protectionand |between remote protection and control devices with
Control Devices |transmission substations. This would include protec-
tion, switching commands (open/close switches), and
control device monitoring. Interfaces include those for
protection, control, monitoring, reporting, and SCADA
SI PS25 |Transmission Transmission Provides for capability to monitor information not in
Substation Sensors and transmission substation. This would include informa-
Measurement tion for dynamic line rating, transmission line main-
Devices tenance information, etc. Interfaces include those for
monitoring, reporting, and SCADA.
DO PS26 |[Transmission Generation Provides coordination between transmission and
Substation generation substations. This would include protection
systems, special protection systems, telephone, etc.
Interfaces include those for protection, control, moni-
toring, SCADA, and telephony.
12 © ISO/IEC 2014 - All rights reserved
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Table 2 (continued)

Control Devices

Type | IF No. |Entity 1 Entity 2 Comments
DO PS27 |Transmission Bulk Storage Provides for coordination between the transmission
Substation substation and bulk storage as well as monitoring of
information at both entities. This would include pro-
tection systems, special protection systems, telephone,
etc. Interfaces include those for protection, control,
monitoring, and SCADA.
DO PS28 |Transmission Bulk Generation |Provides for coordination between the transmission
Substation substation and generation as well as monitorirg of
information at both locations. This would in¢lyde
special protection systems. Interfaces include fhose for
protection, control, monitoring, and SCADA.
DO PS29 |[Transmission Customer Sub- |Provides for coordination between transmissipn and
Substation station customer substations. This weuld include protection
systems, special protections systems, telephorle. Inter-
faces include those for prdteetion, control, monitoring,
and SCADA.
SI PS30 |[Transmission Transmission Provides information,ffom the transmission lipe to the
Sensors and Operationand |transmission operators. This would include information
Measurement Control for dynamic liné rating, transmission line maintenance
Devices information)€tc. Interfaces include those for njonitor-
ing, reporting, and SCADA.
DO PS31 |[Distribution Distribution Interfaces between two or more distribution JERs.
Distributed Distributed Intexfaces include those for protection, control, moni-
Energy Energy toring, reporting, and SCADA.
Resources Resources
SI PS32 |Transmission Transmission Provides information to protection and controf devices.
Sensors and Protection-and | This could include information for dynamic link rating
Measurement ControlDevices |and control of line impedance. Interfaces inclufle those
Devices for monitoring.
SI PS33 |[Transmission Geéneration Provides information to generation substation{ This
Sensors and Substation would include information for dynamic line raging,
Measurement transmission line maintenance information, etjc. Inter-
Devices faces include those for monitoring.
SI PS34 |Transmission Customer Provides information to customer substation. [This
Sensorsand Substation would include information for dynamic line raging,
Measurement transmission line maintenance information, etic. Inter-
Devices faces include those for monitoring.
SI PS35/<Transmission Bulk Storage Provides information to bulk storage. This wofild
Sensors and include information for dynamic line rating, trans-
Measurement mission line maintenance information, etc. Int¢rfaces
Devices include those for monitoring.
SI PS36 |Transmission Bulk Generation |Provides information to bulk generation. This yould
Serrsorsand trehrdeifornrationfor d_y Tramre e atius. Hrterfaces
Measurement include those for monitoring.
Devices
DO PS37 |Transmission Customer Provides for transmission operators to monitor and
Operation and Substation control customer substations. Interfaces include those
Control for control, monitoring, SCADA, reporting, and teleph-
ony
SI PS38 |Transmission Generation Provides coordination between remote protection
Protection and |Substation and control devices with the generation substation.

This would include protection and special protection
systems. Interfaces include those for protection, control,
monitoring, and SCADA.
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Table 2 (continued)

Type | IF No. |Entity 1 Entity 2 Comments
SI PS39 |Transmission Transmission Provides control of transmission system and ability to
Protectionand |Operation and change settings on protective and control equipment.
Control Devices |Control This would include typical SCADA data, phasor data,
special protection systems, telephone, and wide area
monitoring, protection and control. Interfaces include
those for control, monitoring, SCADA, and reporting.

DO PS40 |Bulk Generation |Transmission Provides for information exchange between generation
Operationand |and transmission operations. Interfaces include those
Control for control, monitoring, SCADA, reporting, and teléph-

ony.

DO PS41 |Bulk Generation |Generation Provides for information exchange and coordination
Substation between generation and generation substation. Inter-

faces include those for protection, contral, monitoring
SCADA, and telephony.

DO PS42 |Bulk Generation |Bulk Storage Provides for information exchangé and coordination
between generation and storage, Interfaces include
those for protection, contrdl-fmonitoring, SCADA, and
telephony.

DO PS43 |Bulk Storage Transmission Provides for information’exchange. Interfaces include

Operation and those for control, monitoring, SCADA, reporting, and
Control telephony.
DO PS44 |Bulk Storage Generation Provides forihformation exchange and coordination
Substation between storage and generation substation. Inter-
faces include those for protection, control, monitoring
SCADA, and telephony.
DO PS45 |Generation Transmission Provides for information exchange and control of gen-
Substation Operation and eration substation. Interfaces include those for control
Control monitoring, SCADA, reporting, and telephony.
DO PS46 |Transmission Distribution Provides for coordination between distribution oper-
Operation and |Operationyand  |ations and transmission operations. Interfaces include
Control Control those for monitoring, reporting, SCADA, and telephony.

DO PS47 |Markets Transmission Wholesale market operations control to optimize port
Qperation and folio of sources. Interfaces include those for monitoring,
Control reporting, and telephony

DO PS48 |Markets Distribution Demand-side management (DSM) signals to reduce
Operationand |demand. Interfaces include those for monitoring,
Control reporting, and telephony.

DO PS49 |MarKets Generation Wholesale market operations control to optimize port
Operation and folio of sources. Interfaces include those for monitoring,
Control reporting, and telephony.

DO PS50 |Markets Bulk Generation |Wholesale market operations control to optimize

}JUI thllU Ulc SUUITTS. Illtcl fClLCO ;ubludc thUDC fUl LUlltl Ul,
monitoring, reporting, and telephony.

DO PS51 |Markets Bulk Storage Wholesale market operations control to optimize
portfolio of sources. Interfaces include those for control,
monitoring, reporting, and telephony.

DO PS52 |Markets Customer Provides for optimization of distributed generation,
Point(s) storage, and load control (i.e. demand response) on the
of Interface customer domain. Interfaces include those for control,

monitoring, and reporting.

DO PS53 |Generation Generation Provides substation information and control of substa-

Operation and Substation tion equipment. Interfaces include those for control,
Control monitoring, SCADA, reporting, and telephony.
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Table 2 (continued)

Type | IF No. |[Entity 1 Entity 2 Comments
DO PS54 |Generation Bulk Generation |Provides generation information and control of bulk
Operation and generation. Interfaces include those for control, moni-
Control toring, SCADA, reporting, and telephony.
DO PS55 |Generation Bulk Storage Provides storage data and control of bulk storage.
Operation and Interfaces include those for control, monitoring, SCADA,
Control reporting, and telephony.
bo PSE6—Generation Freatrottssion Providestorcoordirationrbetweensgeneratiomopera-
Operation and Operation and tions and transmission operations. Interfaces<nclude
Control Control those for monitoring, reporting, SCADA,@and tdlephony.
DO PS57 |Customer AC Loads Provides for intra-facility monitoring and contfrol of AC
Substation loads. Interfaces include those for protection, dontrol,
and monitoring,.
DO PS58 |[Customer DC Loads Provides for intra-facility menitoring and control of DC
Substation loads. Interfaces include those for protection, dontrol,
and monitoring.
DO PS59 |Customer AC Loads Provides for infornration exchange and contro] of
Point(s) AC loads by entities-€xternal to customer. Integfaces
of Interface include those for)protection, control, and moniforing.
DO PS60 |[Customer DC Loads Provides forynformation exchange and contro] of
Point(s) DC loads.by’entities external to customer. Inteffaces
of Interface include'those for protection, control, and moniforing.
DO PS61 |Customer Customer Provides for information exchange and contro] of DERs
Substation Distributed by Substation control. Interfaces include thoseffor pro-
Energy tection, control, and monitoring.
Resources
DO PS62 |Customer Customer. Provides for information exchange and contro] of DERs
Point(s) Distribtted by entities external to customer. Interfaces indude
of Interface Energy those for protection, control, and monitoring.
Reésources
DO PS63 |Customer AC Loads Provides for information exchange and contro] of DERs
Distributed and AC loads internally at the customer. Interfaces
Energy include those for protection, control, and moniforing.
Resources
DO PS64 |Customer DC Loads Provides for information exchange and contro] of DERs
Distributed and DC loads internally at the customer. Interfaces
Energy include those for protection, control, and moniforing.
Resources
DO PS65 |Electric Service |Markets Provides for information exchange of market ipforma-
Providers tion and expected loading. Interfaces include those for
monitoring and control.
DO PS66 |Electric Service |Distribution Provides for information exchange of expected loading
Providers Operationand |and aggregate control mechanisms. Interfaces include
Control those for monitoring.
DO PS67 |Electric Service |Customer Provides for monitoring information and control of cus-
Providers Substation tomer generation, storage, and loads. Interfaces include
those for monitoring and control.
DO PS68 |Electric Service |Customer Provides for monitoring information and control of cus-
Provider Point(s) tomer generation, storage, and loads. Interfaces include
of Interface those for monitoring and control.
DO PS69 |[Customer Customer Interfaces between two or more customer DERs. Inter-
Distributed Distributed faces include those for protection, control, monitoring,
Energy Energy reporting, and SCADA.
Resources Resources
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Table 2 (continued)

Type | IF No. |Entity 1 Entity 2 Comments
DO PS70 |Transmission Distribution Provides for monitoring information and control of cus-
Operation and Distributed tomer generation, storage, and loads for direct dispatch
Control Energy of distribution connected DER. Interfaces include those
Resources for monitoring and control.
DO PS71 |Generation Distribution Provides for monitoring information and control of cus-
Operation and  |Distributed tomer generation, storage, and loads for direct dispatch
Control Energy of distribution connected DER. Interfaces include those
Resources for monitoring and control.
DO PS72 |Electric Service |Generation Provides for monitoring information of generation
Providers Substation substation equipment. Interfaces include thosé¢ for
monitoring.
DO PS73 |Electric Service |Bulk Storage Provides for monitoring information ofbulk storage
Providers equipment. Interfaces include those fér4monitoring.
DO PS74 |Electric Service |Bulk Generation |Provides for monitoring information-of bulk generatioh
Providers equipment. Interfaces include thesé for monitoring.
SI PS75 |Electric Service |Transmission Provides for monitoring information of sensors and
Providers Sensors and measurements associated with transmission line equip-
Measurement ment. Interfaces includé those for monitoring.
Devices
DO PS76 |Electric Service |Transmission Provides for mohitoring information of transmission
Provider Substation substation equipment. Interfaces include those for
monitoring:
SI PS77 |Electric Service |Distribution Providesfor monitoring information of sensors and
Providers Sensors and measurément devices associated with distribution ling
Measurement equipment. Interfaces include those for monitoring.
Devices
DO PS78 |Electric Service |Distribution Provides for monitoring information of distribution
Provider Substation substation equipment. Interfaces include those for
monitoring
DO PS79 |Electric Service |Distribution Provides for monitoring information of distribution dif-
Provider Distributed tributed energy resource equipment. Interfaces include
Energy those for monitoring.
Resources
DO PS80 |Electric Sergice” |Generation Provides for monitoring information provided to asset
Provider Operation and management provides from the generation operation
Control and control centre. Interfaces include those for monitofr-
ing.
DO PS81 |Electric Service |Transmission Provides for monitoring information provided to assef
Provider Operationand |management provides from the transmission operatioh
Control

and control centre. Interfaces include those for monitojr-
ing.

7 Sensors in Smart Grid System

7.1

Introduction

The dataand information from sensors and their associated processing capability, either internal to sensors
(e.g., smart or intelligent sensors) or external to sensors (e.g., gateway or operation centres), provides
intended smart/intelligent to smart grid system. Ability to pass sensor data/information via wired and/or
wireless network is another key element of sensor networks interfaced with the smart grid system. The
following are some of the application/service areas that the Smart Grid Sensor Networks can support:

— Safety

16
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— Workforce deployment

— Condition based maintenance

— Asset management

— Increased asset utilization

— Forensics and diagnostic analysis

— Probabilistic risk assessment for operations

—{ Automated command and control
The basic and typical measurements that are needed for smart grid sensing fall into theleategpries of:
—| Voltage sensing,

— Current sensing,

— Temperature sensing,
— Moisture sensing,

—{ Continuity sensing, and
— Phase measurements.

Many sensors implemented in the past are not econonfical when they are integrated into the smart grid
bdcause the electromechanical sensors from the pasthiave to be combined with discrete commynications
el¢ments to communicate sensor data to gateways.or command centres. Cost reductions, technological
imlprovements in computing power, fabricatien and miniaturization (e.g., CMOS technolpgy), and
reductions in power requirements in sensing\and communications technologies allow system-on-a-chip
leyels of integration. Such chip level integration provides integrated sensors with wired o1 wireless
connections to communicate data to decision makers at a cost that allows for economical pervasive
sepsor network deployment in the stmart grid system.

me of the smart sensor and sehsor network applications and services that will emerge dug to smart
griid implementation are concisely described below. Additional sensor network applications andl services

reless sensor networks for AMI: The AMI represents the first two-way communication between
delivery infrastruecture and the end consumer. The AMI will allow the central distribution pystem to
monitor in real time’the use of each individual node on the grid and allow information about dutages to

emergenceofwireless smart sensor networks within the home or small business space as welllas sensor

hponents.

2 alQ d ne D d ON _and on main _d D aln e are na 0
electromechanical net, voltage sensors along spurs and near the end of the line that report back on
current conditions are currently rare but will become pervasive as part of the emerging smart-grid
sensor network. Currently, without end-of-line sensors, long distribution lines use inefficient high
voltages at the feeder distribution point to ensure that the voltage at the end of the line is never below
quoted specification. The addition of smart sensors at the end of the line can reportreal-time voltage data
back to the feeder line so it can distribute the current at a lower voltage than it otherwise could without
the sensor information, thus allowing more efficient use of the available electricity in the distribution
network. This will be especially useful in rural areas with long radial lines.

Smart capacitor control: Currently, large capacitors are used on the grid to maintain voltage and power
factor. While the capacitors are able to react to changing voltage, current or power factor, they are not
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monitored or controlled remotely. The addition of smart sensors that can monitor and control capacitor
banks remotely will increase the overall efficiency of the distribution network.

Smart sensors for outage detection: In addition to smart meters, smart continuity grid sensors that
can communicate with the central distribution points will improve outage detection.

Smart sensors for transformer monitoring: Transformers represent one of the more expensive
assets of local utility companies, but monitoring in general is limited to once a year manual dissolved
gas analysis and periodic temperature observation with IR cameras. On-line sensors for dissolved gas
analysis and temperature monitoring with two-way communications back to the substation represent
a Slgnlflc Tt OpPPpot tuuit_y.

High-voltage line temperature and weather condition sensors: Sensors will provide real-time
temperatjire and weather conditions for to improve the efficiency of high voltage distribution'lines ahd
allow mote accurate dispatch of current in times of significant demand with reduced chance ‘of outages
due to ling sag.

Distributed generation: For distributed generation to be viable in the emerging smartgrid, sensors for
load balahcing between the greater grid and the distributed generating sourceswill be crucial. Power
factor is p measure of the real power delivered to a circuit divided by apparent power; lower power
factor requires more generating capacity to deliver a specific amount of powerto a circuit.

Smartgrjd storage: Sensor opportunities are twofold for smart grid storage. There will be opportunities
both in mpnitoring the status of all battery cells in storage banks and-in load monitoring and dispatch|of
energy frpm the battery bank to the greater grid.

In the following sections, sensors in each Smart Grid domainabe introduced. The additional details|of
each sendor and its description can be found in Annex C.

Each sendor identified in the following sections is eitherconnected via wireline or wirelessly to transmit
its measyred data either to a gateway or a central ;jprocessing unit as power system health conditipn
status m@nitoring and diagnostics become automated and on-line monitoring rather than manual dqta
collectior] by maintenance crews. Furthermore,xsome of these sensors may also be connected to pn
actuator pr actuators for controlling power. systems and/or subsystems. Thus, each sensor introduced
in the following sections is or will be a selsor node.

7.2 Semnsors in Bulk Generatien‘Domain

7.2.1 Sensors in Bulk Generation

Sensors 4re installed on“equipment in the bulk generation entities, and they are listed below ger
equipmeit, e.g., hydro-generation, thermal generation, wind turbines, solar cells etc. Where possiblg, a
brief desqription of €ach sensor is provided.

7.2.1.1 [Sensors on Hydro Generation

Hydro genération is produced by the force of falling water. The capacity to produce this energy|is
dependent on both the available flow and the height from which it falls. Building up behind a high dam,
water accumulates potential energy. This is transformed into mechanical energy when the water rushes
down the sluice and strikes the rotary blades of turbine. The turbine’s rotation spins electromagnets
which generate current in stationary coils of wire. Finally, the current is put through a transformer
where the voltage is increased for long distance transmission over power lines. Figure 4 describe this
paragraph pictorially.
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Figure 4 — Configuration of hydro gg}\ﬂ@ation
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Monitoring of thermal power plants is primarily intended event fire of turbine and ove

Sensors for monitoring of the external environment are a\g ied, as shown in

Dam \)
&
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Table 3.

O
Table 3 — Sensors requ\i(r\glxor hydro generation

rflowing.

Sé¢nsor Types | Roles Description N

Sé¢nsors for monitoring external environme@\(o

Tg¢mperature Sensor Measure thes@ernal temperature.

Hyimidity Sensor Measur@\@external humidity

IH Camera Proyi@;al-time video

Water gauge @ashre the water level

S¢nsors for monitoring oper. i\on property

Current Sensor AOY Measure the operating current.

Vo¢ltage Sensor C‘\(Ov Measure the operating voltage

A celerometersAOJ Measure the rotational speed (RPM) of turbine

X
7.2.1.2 @Y;rs on Thermal Generation

Ther heneration system uses the energy of heat to make electricity, as shown in Figure 5
heated in a boiler until it becomes high-temperature steam. This steam is then channeled through

Water is
aturbine,

which has many fan-blades attached to a shaft. As the steam moves over the blades, it causes the shaft to
spin. This spinning shaft is connected to the rotor of a generator, and the generator produces electricity.
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Figure 5 — Configuration of thermal genQ‘ on

QO

Monitoriig of thermal power plants is primarily intended t event fire of turbine. Sensors for
monitoring of the external environment are applied, as showﬁr\}'ﬁ able 4.

Z
Table 4 — Sensors required f&r\germal generation

Sensor Types Roles Description 4’\‘0
Sensors fpor monitoring external environment \O
Temperature Sensor Measure the ex@qf}gl temperature.
Humidity|Sensor Measure the &fgi‘nal humidity
IP Camerg Providi@l-iime video
Sensors for monitoring operatioq‘p&e}[;erty
Current Sgnsor Ql\(e)s\u,re the operating current.
Voltage S¢nsor G}‘,ﬂeasure the operating voltage

~

Acceleronpeters A Measure the rotational speed (RPM) of turbine

ol

Wind Turbine in Wind Generation

7.2.1.3 |[Sensor

Wind tur )ih&?l’e separated into two major types depending on the type of generator.

a) PMSG{Permmanent Magnet SyNchronous Generator): Geartess type
b) DFIG(Doubly Fed Induction Generator): Gear type

The PMSG system is directly connected to the rotor and the generator (direct-drive type) without
overdrive gear. The PMSG system is based on a major facility is divided into 19, as shown in Figure 6.
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The Dﬂk‘system uses a wound rotor induction machine so that the magnetizing current of the generator

cap@

Figure 6 — Configuration of a PMSG system

ed from both the stator and the rotor. The DFIG system is based on a major facility is diyided into

11 asshown 1n Figure 7.
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Figure 7§ Configuration of a DFIG system
Wind power systems are stan g;l’lzed by using a common model referring IEC 61400-25-2, as shoy
in Figurel8. Various Sensor onitor main part (generators, gears, shafts etc.) are installed in wi
power sy$tem. %\

22
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Figure 8 — Wind power systems cog&gbn model referring IEC 61400-25-2

The information models for wind power pla&ft@i”e defined as follows:

o
Information Description \{‘\V
Mlodels ‘&\Q
WTUR Wind turbine gener‘a-l)l‘nformation
WALM Wind power’@ a;larm information
WMET Wind pom@r}p‘l’ant meteorological information
MJAPC Wind,,[@rér plant active power control information
WROT W@}k\arbine rotor information
WTRM [@ﬁ’d turbine transmission information
WGEN /\?5 Wind turbine generator information
WCNV Ké\/ Wind turbine converter information
W T,B&Y\ Wind turbine Transformer information
WNAC Wind turbine nacelle information
WYAW Wind turbine yawing information
WTOW Wind turbine tower information
WSLG Wind turbine state log information
WALG Wind turbine analogue log information
WREP Wind turbine report information

In order to perform the wind turbine condition monitoring, appropriate sensors are required as shown
in Table 5. The sensors required to monitor the health of the wind power generation system.
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Table 5 — Sensors required for wind turbine condition monitoring

Sensor Types Sensor Loca- Roles Description
tion
WROT In the rotor hub
Measured temperature of shaft bearing
Measured temperature of shaft bearing?2
WRTM
Measured temperature of Gearbox oil
ML s 4. £folaofe H
vicadoulrttu \-Cllll.lcl dlturc vl osliiart ldar llls
Temperature measurements for generator stator
WGEN Temperature measurements for generator rotor
Temperature measurements for inlet air/water tenperature gt
T generator
emperatlre
sensor Temperature inside the converter
WCNV Converter — Generator side temperature
Converter — Grid side temperature
Transformer temperature on turbiite side
WTRF
Transformer temperature on grid side
Temperature outside naeelle
WNAC
Temperature inside nacelle
WYAW Yawing motor/gear temperature
WMET Meteorologicalaltitude 1 — Temperature
WNAC Humidityinside nacelle
Humidity|Sensor WTOW Humidity inside tower
WMET Meteorological altitude 1 — Humidity
Rressure of hydraulic pitch system for blade 1(reference)
WROT Pressure of hydraulic pitch system for blade 2
Pressure of hydraulic pitch system for blade 3
Pressure sensor Gear oil pressure
WTRM
Hydraulic pressure for shaft brake
WYAW Yaw brake pressure
WMET Meteorological altitude 1 — Pressure
Measured gearbox vibration of gearbox 1
Vibration|sensor WTRM
Measured gearbox vibration of gearbox 2
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Table 5 (continued)
Sensor Types Sensor Loca- Roles Description
tion
Generator stator 3 phase phase-to-phase voltage
Generator stator 3 phase phase-to-ground voltage
WGEN
Generator rotor 3 phase phase-to-phase voltage
Generator rotor 3 phase-to-ground voltage
Canaratorcida 2 nhaca nhaca ta nhaca unltaag
Generatorside3-phasephase to-phase-voltage
Generator side 3 phase-to-ground voltage
V¢ltage sensor WCNV —
Grid side 3 phase phase-to-phase voltage
Grid side 3 phase-to-ground voltage
Transformer turbine side 3 phase phase“to-phase voltfage
WTRF Transformer turbine side 3 phase+to;ground voltage
Transformer grid side 3 phasepliase-to-phase voltagd
Transformer grid side 3 phase<to-ground voltage
Generator stator 3 phase current
WGEN
Generator rotor 3 phase current
Generator side 3 phase current
Current sensor WCNV —
Grid side 3,phase current
Transformer turbine side 3 phase current
WTRF —
Transformer grid side 3 phase current
Wind direction sensor External Ma@nitor external environment
Wind speed sensor External Monitor external environment
7.2.1.4 Sensors on Solar Cells forSolar Generation
nsors are

Sdlar generation system consists-of PV array, inverter, and meter, as shown in Figure 9. Se
gplied to the solar generation'system for using measurement operating current/voltage ang

efficiency as shown in Tahle6.

increase
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Figure 9 — Configuration of solar generation system

Table 6 — Sensors required for solar cell operation

Sensor Types Roles Description

Sensors fpr monitoring operation property

Current Sensor Measure'the operating current
Voltage S¢nsor Measure the operating voltage

Sensors fpr increase the energy efficiency

Azimuth Tracking Sensor Tracking the azimuth of solar cell

Elevation|Tracking Senser Tracking the elevation of a solar cell

7.3 Sensors in‘Transmission Domain

7.3.1 Sensors in Transmission

Sensors are installed on equipment in the transmission entities, and they are listed below per
equipment, e.g., underground line, overhead line, steel tower, etc. Where possible, a brief description
of each sensor is provided.

7.3.1.1 Sensors on Underground Lines

There are two major types of under-ground lines (or cables). Cross-linked polyethylene insulated (XLPE)
Cable has two major parts, core and jacket. Core is usually made of metal to carry electricity. On the other
hand, jacket is made of XLPE to insulate the core from surroundings electrically. Several methodologies
have been applied to construct a cable terminal. A prefabrication method is one of the most popular
ways to construct a cable terminal. It provides easy construction as well as superior insulation. Oil
immersion method is another one that used to be applied for high voltage cables. It is superior in terms of
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insulation. Other methods include taping method, plugging-in method and semi-prefabrication method.
Cables are connected using the same methods as for terminal. Oil Filled (OF) Cable have oil that is filled
between core wire and jacket in this type of cables. This means that supervision of OF cable is same as
or similar to that for oil in power transformer.

Sensors to monitor for underground cables (UGCs) are shown in Figure 10 along with the oil filled cable,
providing the sensor data to a monitoring system in substations.

tower

%— Partial discharge sensor substation
E/O converter HoERg

man man
hole hole

Optical sensor for gas in oil ! colnduﬂ J Lcolr;dultj U Lcolr_idultj

! orl | ine ine
Optical sensor for waterinoil | | |,

TN T I D

_---F”—“'-{-
Optical fiber for Optical sensor of || Core displacement || Optical fibenfor temperature sensing
data transmission || cable extension sensor IC_)Iptlcal fibey for strain sensing
eat flow)sensor

Figure 10 — An online system monitoring OilFilled (OF) cable conditions.

The following monitoring are required for the undergfgund cable health monitoring:
—{ Thermal aging monitoring;

—|{ Cable parts cracking monitoring;

— Insulation aging monitoring;

— Water-tree monitoring;

— Earth fault without circuitdbreaker trip monitoring;

— 0Oil aging monitoring;and

— Oil leak monitoring.

In| order to perform the underground cable health condition monitoring, appropriate sehsors are
required as shewn'in Table 7.

Table 7 — Sensors required to monitor the health of the underground cable.

S¢nsor. Types Roles Description

£ = = 3 3 -
SbllbUl S 10T INUIIIOT TG UICT Al dg Iy

Measure temperature on cable surface. It could measure temperature at one point, or

Temperature sensor multiple points.

Sensor for monitoring cable parts cracking

Position sensor Measure how long a cable is displaced from a reference point.

Sensor for monitoring insulation aging

Partial discharge sensor |Measure partial discharge from a cable.

Voltage sensor Measure voltage applied to a conductor.

Current sensor Measure current applied to a conductor.

Sensor for monitoring water-tree
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Table 7 (continued)

Sensor Types Roles Description

Current sensor Measure harmonic current on cable surface.

Sensor for monitoring earth fault without circuit breaker trip

Current sensor Measure zero-phase-sequence current

Voltage sensor Measure zero-phase-sequence voltage

Sensor for monitoring oil aging

Gas sensofr iMeasure density of a particular gas.

Sensor for monitoring oil leak

Oil pressyre sensor Measure pressure of oil injected into a cable.
Oil level spnsor Measure oil level in a tank.

7.3.1.2 |[Sensors on Overhead Lines

Transmission line (TL) condition monitoring leading to preventive diagnosties\requires sensors. The
sensors chn be clustered as shown in Figure 11. This figure depicts the general TL Condition Monitoripg
& Diagndsis (CMD) functionalities in hierarchy. The overhead transmission line (OHTL) conditipn
informatjon can be grouped as line condition information, tower eohdition information, insulator
condition/information, meteorological information, and other materiakinformation for line and towe

The line|condition information is line current and directign, ‘line temperature, line slope, ahd
location jnformation.

The towe} condition information includes the tension, the'amount of earth rod corrosion, the inclinati:rn,
the vibration, meteorological condition at the time, and tower material information. The insulafor
condition[information is the corona, the insulator leakdge current and acoustic properties.
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Figure 11 — Example configuration of.6verhead transmission line (OHTL) tower clv

The TL sensor unit collects the line current and direction, line temperature, inner ambient tem

ster.

perature,

direction and velocity of the wind, line’slope, and GPS information. Figure 12 shows the comlponent of

thp line sensor unit.

Line Sensor
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C N O o0
Wind Speed
Inclinate s GPS
| ( Current | Temp] e Dlrel:tlou [ e
. .

)

\

+Transrrliss1on Line

Thethealth condition monitoring of the overhead transmission line requires sensors. These se

Figure 12 — Line sensor unit.

hsors and

theirTole in condition monitoring are listed in 1able o.

Table 8 — Sensors required for the overhead transmission line health condition monitoring.

Sensor Types Roles Description

Sensors for monitoring line condition

Line Sensor

Measure line current, current direction, temperature, and slope and send them to the
line condition server.

Meteorological Sensor

lation.

Measure wind velocity/direction, humidity, ambient temperature, snowfall, and inso-
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Table 8 (continued)

Sensor Types

Roles Description

Sensors (PMUs)

Phasor Measurement

PMUs measure voltage, current and frequency and time stamp these readings using
GPS before sending them to control centres.

Sensors for monitoring

tower conditions

Meteorological Sensor

Provide wind velocity/direction, rainfall, and snowfall.

Tension Sensor

Provide tension from load cell between transmission line and tower.

inclinatiop-Sense

r

T O T e e e r O T o e o O

GPS sensd

—

Provide the predefined setting value for tower.

The predefined data are length between tower, tower type, tower metal quality;
tower weight, etc.

Sensors for monitoring

insulator condition

Meteorolggical Sensor

Provide wind velocity/direction, humidity, ambient temperature,rainfall, snowfall,
and salt.

sor

Partial Digcharge Sen-

Provide PD data (acoustic, UHF)

Temperatjre sensor

Provide insulator temperature

Current ldakage sensor

Provide current leakage data

Sensors fpr monitoring

surround areas of the tower

Fire Sens¢r

Detect fire around tower.

Image Serjsor

Capture surrounding area image

7.3.1.3

Sensors on Steel Tower

The towef condition information includes tension;-amount of earth rod corrosion, inclination, vibrati¢n,
meteorolpgical conditions, and tower materiakinformation. The insulator condition information includes
corona, ifjsulator leakage current and acoustie properties. To provide this condition information, mapy

types of gensors on the steel tower as showhn below, but not limited to:
— Wind direction and speed sensof

— Solarfirradiance sensor

— Extefnal temperature atid humidity sensor

— Still image sensor

— Rain(detector{sensor

— UV s¢nsor

J— Line Llen$ion sensar

— Current/temperature/gradient sensor

— Tower slope measurement sensor

— Current transformer for leakage current

— CDS (optic) sensor

30
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Sensors are installed on equipment in the substation entity, and they are listed below per equipment, e.g.,
gas insulated switchgear, main transformer, power transformer, on-load tap changer. Where possible,

the brief description of the sensors is provided.

7.3.2.1 Sensors on Gas Insulated Switchgear

A Gas Insulated Switchgear (GIS) is power equipment for disconnecting the power lines from the power
grid when occurs the fault or maintenance of power lines. The GIS consists of several components such as

cifcuit breakers (CB), disconnector switches (DS), earthing switches (ES) and instrument tran|
All high voltage parts are encapsulated in separate compartments that contain an insulating
Tylpically this insulating medium is SF¢ or gas mixture.

sformers.
medium.

A fondition monitoring system for GIS acquires condition data from sensors that\are instaljed at the
different GIS components. Figure 13 shows the typical GIS. Table 9 lists the sénsors associated with
monitoring the insulating medium, e.g.,SF6 or other gas mixture, in GIS.
Figure. 13 — Typical gas insulated switchgear.
Table'9 — Sensors attached to gas insulated switchgear.
S¢nsor Type Role Description
Sé¢nsors for monitering insulating gas, e.g., SF6 or other gas mixture
Measure the pressure and temperature inside a gas compartment of the GIS] Density

Ggs Sensor calculation is performed by the sensor itself or by the I[ED’s.

Include UHF Sensor and Ultrasound Sensor, and the PD Sensor measures thel

phi-g-N

P4rtial Discharge (PD) |for partial discharge inside a gas compartment of the GIS.

S, H Lo da 11l
CIrSOTTIICTaUTITS o Icr o

Ultrasound Sensor is for the Partial Discharge localization

UHF Sensor measures the PD activity using the UHF signal treatment. As the UHF

High Frequency (UHF) Sensor is fitted on a compartment, the UHF signal localization is not directly associ-
Sensor and Ultrasound . ) .
Sensor ated with compartment. UHF Sensor is used for noise background measurement.

Depending on the technology additional sensors can be used
Other sensors )
Measures the moisture / SO2, etc.

Sensors for monitoring circuit breakers for abrasion

Primary current sensor |Measure the primary current flow through main contacts of the circuit breaker
Travel sensor Measure the movement of the main contact of the circuit breaker
Other sensors Depending on the technology additional sensors can be used.
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Table 9 (continued)

Sensor Type

Role Description

Sensors for monitoring switches

Switch

Signalize the switch position to the monitoring system

Travel sensor

Measure the movement of the switch

Other sensors

Depending on the technology additional sensors can be used.

Sensors monitoring the

operating mechanism of GIS

Energy sensor

Measure the remaining energy in the operating mechanism. Typical operating mechp-
nisms today use spring- or hydraulics- (gas-) based energy storage.

HydrauliqLevel sensor

Measure the hydraulic level inside the operating mechanism. Hydraulics canfbeused
either to transfer energy from energy storage to the main contact or to realize the
energy storage itself

Hydraulid Temperature
Sensor

Measure the temperature of the hydraulic

Motor Cujfrent Sensor

Measure the current of: (a) the charging motor for the energy sterage or (b) the driv
motor

[¢’]

Humidity|Sensor

Measure the humidity

Switch Possition

Indicate the position of the connected switch

Sensors for monitoring

POW switching controller

Coil Voltage Sensor

Measure the voltage of the CB coil

HydrauliqPressure
Sensor

Measure the hydraulic pressure inside the operating mechanism

Drive Tenjperature
Sensor

Measure the temperature of the drive

Switch Pofsition Sensor

Indicate the time of the lastposition of the connected switch

7.3.2.2 [Sensors on Power Transformepr

A power fransformer is in fact a complex system, and a typical power transformer is shown in Figure 14.
Special cqnductors isolated with special paper are used for the windings; the core is laminated to reduce
losses: a ¢ooling system is necessany to maintain operation on high loads and high temperature; and pil
is normally used as insulation/means as well as a cooling means. Fans and pumps are also used to cgol

and circufate the oil. Bushingsare used to provide external connections to the various voltage levels

Many different types ofisensors are installed for protection and monitoring of the transformer. These
sensors monitor the power transformer’s condition states. The types of monitoring of the power

transformer include;

— Moniforingof dissolved gas and moisture in oil;

— Partibl r‘lcrhavgn (Dh) mr\nIfanhg;

— Temperature monitoring;

— Solid insulation monitoring;

— Bubbling temperature monitoring;

— Busing monitoring;

— Cooling monitoring; and

— Ancillary sensor monitoring.

32
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Figure 14 — Typical power transformer:

Dissolved Gas Analysis (DGA) is considered by most transformer experts as the single most iimportant
tefhnique for condition monitoring and diagnostics in transformers. It detects problems maipnly in the
core and coil components of the transformer. Online DGA is now«ery popular and adopted worldwide for
transformers ranging from large generator step-up (GSU) to'smaller distribution. Several manufacturers
offer products that measure from a single key gas to all eembustible gases. A good percentagg of online
DGA analysers available also measure relative humidit§zChange rate of gas concentrations is cpnsidered
a Yery important indicator for the health of power transformer. Table 10 shows the sensors associated
with the power transformers health condition mohitoring and diagnostics.

Table 10 — Sensors\attached to power transformer.

Sensor Types | Roles Description

Dipsolved gas sensor Measure dissolved gas concentration (ranges from one to multiple gases)
Relative humidity (RH) Measure'relative humidity in oil

sepisor

0i| Temp Sensor Measure temp of the oil at the location of the humidity sensor

Seinsor for monitoring partialdischarge

Include UHF Sensor and Ultrasound Sensor, and the PD Sensor, and measure partial discharge|in the

transformer
Partial discharge senisor (PD)

Sepsor including@Ultra High | UHF Sensor measures the PD activity using the UHF signal treatment. As the UHF Sensor is fitfed on a
Frequency (UHF) Sensor and |compartment, the UHF signal localization is not directly associated with compartment. UHF Sgnsor is
Ulfrasound Sensor used for noise background measurement.

Ultrasound Sensor is for the Partial Discharge localization

Sensots for monitoring power transformer temperatures

Direct winding temp sensor |Measure winding temperature directly (Fibre Optic temp sensors)

Load current sensor Measure the transformer load current
Top oil temp sensor Measure the transformer oil temperature at the top of the tank
Bottom oil temp sensor Measure the transformer oil temperature at the bottom of the tank

Sensors for monitoring solid insulation aging

Bottom oil temp Measure the oil temperature at the bottom of the tank
Relative humidity (RH) Measure relative humidity in oil

sensor

0il temp sensor Measure temp of the oil at the location of the humidity sensor

Measured or calculated, it is the temperature of the hottest point of the transformer winding (see Tem-

Winding hot spot temp perature supervision use case)
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Table 10 (continued)

Sensor Types Roles Description

Sensors for monitoring bubbling temperature

Relative humidity (RH)
sensor

Measure relative humidity in oil

0il temp sensor Measure temp of the oil at the location of the humidity sensor

Winding hot spot temp

Measured or calculated, it is the temperature of the hottest point of the transformer winding (see Tem-
perature supervision use case)

Sensors for monitoring bushing

Current senpor Measure bushing leakage current
Voltage sengor Measure bushing voltage from capacitive coupler
DDF and PD|sensor Measure insulation degradation

Sensors forj

monitoring cooling

Load currernt sensor Measure the transformer load current

Ambient temhp sensor Measure ambient temperature

Top oil temy sensor Measure the transformer oil temperature at the top of the tank

Cooling bank status sensor Digital sensor that detects if a cooling bank is in operation

Pump/fan cfirrent sensor Measure the pump/fan current

Other sensgrs for monitoring power transformers

Buchholz re|ay Relay that detects sudden pressure and gas accumulatiomltis not a predictive sensor
Oil level senpor Measure the level of the oil to monitor oil leaks

Pressure sepisor Measure pressure to detect leaks or expansion of gases

Conservato
ture detectd

membrane rup-

. Detect a rupture in the membrane of the conServator

7.3.2.3

A tap-chg
turns fro
changers
for chang
The strug

34

Diver
currd

Tap s
a div

Sensors on On-Load Tap Changer (LTC)

nger is frequently used in generation and transmission transformers to vary the ratio
m primary to secondary with the'aim of voltage regulation. There are different types of tJ

ing the tap of a winding, suitable for operation while the transformer is energized or on lod
ture of load tap changer i§ shown in Figure 15 and described below:

ter switch: Switching device used in conjunction with a tap selector to carry, make or bre
nts in circuits whielbhave already been selected.

elector: Device.designed to carry, but not to make or break, current, used in conjunction w
brter switch.to select tap connections.

Chan

with [thectapselector or selector switch to enable its contacts and the connection taps to be us
more| than once when moving from one extreme position to the other.

e-overselector: Device designed to carry, but notto make or break, current, used in conjuncti

of
p_

some internal to the transformer’'and some external. Thus, the tap-changer (LTC) is a device

1d.

hk

th

bn
ed

Motor drive mechanism: Driving mechanism which incorporates an electric motor and a control circuit.

Oil filter unit: Device purifying insulated oil.

© ISO/IEC 2014 - All rights reserved


https://standardsiso.com/api/?name=6666119fd2b12f9e636e9f4d63afa902

ISO/IEC 30101:2014(E)

Load Tap Changer

/

relay

” Transformer

———

«|— Diverter

I ; witch
.
AT Mataor drive mechanism
rd

S_ﬁ}ge-wer

8 8 Tap selector  Selector

Qil filter unit

Figure 15 — Structure of load tap changer.

The following types of monitoring are needed for Load Tap Changer (LTC) health conditipn status
arld monitoring:

— Operation property monitoring;

—|{ Operational count monitoring;

—{ Contact abrasion monitoring;

—{ LTC oil temperature monitoring; and
— Operation of oil filter unit monitoring.

Table 11 shows the sensors associated with'the LTC health status and condition monitoring.

Table 11 — Sensors attached to Load Tap Changer.

S¢nsor Types Roles Description

S¢nsors for monitoring operation property

Mptor-driving current sénsor |Measure the motor driving current.
Tqrque sensor Measure the drive torque.

Dial switch Indicate tap position of LTC.

LTC operation signal Sensor Detect start/end time of LTC operation.

Sé¢nsors for monitoring operational count

LTC opefation signal Sensor | Detect start/end time of LTC operation.
Sensors for monitoring contact abrasion

Load Current Sensor CT embed-
. . Measure load current.
ded in bushing)

LTC operation signal sensor Detect start/end time of LTC operation.

Sensors for monitoring LTC oil temperature

LTC oil temperature sensor Measure temperature of LTC oil.

Transformer oil temperature

Measure temperature of Transformer oil.
sensor

Sensors for monitoring operation of oil filter unit

0il Filter Unit OFU) operation
signal sensor

Detect start/end time of OFU operation.
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7.4 Sensors in Distribution Domain

Sensors are installed on equipment in the distribution entities, and they are listed below per equipment,
e.g., Power Transformer, Insulated Load Break Switch, distribution line, etc. Where possible, a brief
description of each sensor is provided.

7.4.1 Sensors on Distribution Transformer

Distribution Transformer is two types of single-phase and three-phase. The primary voltage (High
Voltage 22.9kv) of transformer supplied from the substation is converted into the secondary voltage
(Middle Voltage 110v ~ 380v) used by the customer. Capacity is divided into 2 ~ 133kVA. Structure is
the box that is made of steel sheet and put the equipment which is consist of the core and windings'iti the
box. The ¢ore and windings is in the oil tank to withstand a high voltage.

Materiald and structures are as follows:

— Iron ore : Silicon steel sheets(Silicon content : 3~4%, Thick : 0.35mm)

— Condpuctor : Cotton yarn and using paper tape and glass fibre is composed of.cboper
— Insulptors: Insulation between the core and windings, Insulation betweenthe'windings and windings,
Insulation between the windings and the layer

The strudture of Distribution Transformer is shown in Figure 16 and described below:

(D Distribution Transformer

- Normal Pole mounts Type Transformer

- Low-loss Pdle mounts Type Transformer

- Amorphous Pole mounts Type Transformer

- Self -Diagnosis Pole mounts Type Transformer

- Built-in protection Pole mounts Type Transformer
¢ High Voltage Pole mounts Type Transformer

(2)Pole Transformer Hanger Band

(3)Chain branching + Online Clamp/Cover
(4)High Voltage Cut -out Switch(25kV COS)

(5)Bracket

ool @ Insulators

(7)Busing Terminal Cover

(8)Earth Line Service Connector
s (9)High Voltage Insulated Wire

Cut-Out Fuse Link

Figure 16 — Structure of pole mounts type distribution transformer & pole.
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The following types of monitoring are needed for Distribution Transformer health condition status
and monitoring:

Operation Voltage monitoring
Operation Current monitoring
Operation oil Temperature monitoring

0il Status monitoring(Carbon Nanotube)

Operation property monitoring: Voltage Range (AC 0 ~ 500V ), Current Range (AC Ub:
Accuracy(+1%) N

Transformer oil temperature monitoring: Temp Range(0° ~ 150°), Accuracy(13°§2(,1/

Operation of oil Degradation monitoring: Insulation oil deterioration ree mea
no Tube)

an electrochemical method(The adsorption properties of CNT(Carbo
conductance is measured)

Tap Changer

Low Voltage Lead

y
S 4
Tap Lead
N\
Iron CorQ)$
Windinng\ i
\O Equipment
O

N
Figure 17 — Strucgﬂ'e of pole mounts type distribution transformer.
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(@O Dual-element fuse
@ Thermometer

@ Inlet valve

@ Qil gauge

(5) Pressure Valve

® Nameplate

@ Fuse Nameplate
Parking Stand

o Transformer tihow
@ Tap Changer ,\b‘
@ Low voltage Busing Q

@ Outlet valve ,\q/

@ Earth Terminal Q
\m @ Door Lock N
‘bQ

Figure 18 — Structure of ground mounts type distribution traﬁgtormer.

O
S
\

Os\

(

)

t

&
55

to DAS Backbone
*

re 19 — Sensor Qnonitoring system of distribution transformer — Distribution
Automation System (DAS) and Data Processing Equipment (DPE)

Q~

shows tlbknsors associated with the distribution Transformer health status and conditi

R

Table 12 — Sensors attached to distribution Transformer.

)

Sensor Types |Roles Description

Sensors for monitoring operation property

Current Sensor Measure the distribution Transformer current.

Voltage Sensor Measure the distribution Transformer Voltage

Sensors for monitoring Transformer oil temperature

Sensor

Transformer oil temperature

Measure temperature of Transformer oil.

Sensors for monitoring operation of oil Degradation

0il Degradation sensor Detect Oil Degradation of Transformer
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7.4.2 Sensors on Insulated Load Break Switch

Load break switch is installed on distribution lines. Load break switch is two types of load switch that
be operated (on-off) remotely though the communication network in case of the fault recovery, the
suspension of power, load shedding etc and reclosing switch that remove the fault on the distribution
lines. Load break switch is divided into SF6 gas type and polymer type for isolation strength and is
divided into overhead type and underground type by installation location.

Main part of the device is as follows:

Manual Operatinamechanism - Opnerating of Hich Voltaoge COS Oneratinog rad
i =] o =] =] =] g =]

™
N
P

—|{ Operation Status Indicator : Indication of Pole/Underground Switch status N\

Q

—|{ Pressure Low Indicator : Switch to prevent accidents caused by GAS press%%l w

—{ Switch Lock : Protection erroneous operation

—{ GAS discharge device : Prevent explosion caused by gas pressure rise<</C)

— Bushing : The lead wire connection structure of a manner prevent@ moisture penetratipn

The structure of Distribution Transformer is shown in Figure 20 agﬁescribed below:
®)

Polymer Insulated Load Break Syvgbh (2way) SF6 Gas Insulated Load Break Switch|(2way)

o

-

. Control Box(RTU Include)

Figure 20 — Structure of insulated load break 2-way switch (overhead type).
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The folloy
and moni

40

Operption Voltage & Current monitor@

o~

Operption Temperature monitori&g .

Operption Ultra Sound moni g

Operption Thermal Ima%@ﬁlonitoring

Operption Gas Pres Pressure Wave monitoring

GAS $tatus mon’?ngg.(Carbon Nano Tube)

7o)

R

D

r\ .
N

0P

B
| " Fussd PT

%
Figure 22 — SF6 gas insulated load break 4%y switch (underground type).

A

Figure 21 — Epoxy insulated load break 4-way switch (Underground type). (19

ving types of monitoring are needed for Iﬂs\ulated Load Break Switch health condition sta]
foring: B\

us
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Region Control Center

—/ !I
"
—'/‘ -
Coc
Fit

| |
30 22.9kV [l el
o H Load P
Break
% Switch

iz . p——
Communication N/W
~ (Wire/Wireless)
—. Distributed . N,
Power

Pad Switc|

3@ 22.9kV

Customer

Figure 23 — Monitoring and control system of distribution management systen).

T4dble 13 shows the sensors associated with the Insulatéd) Lord Break Switch health status and
idition monitoring.

(@)

Table 13 — Sensors attached to,distribution Transformer.

Se¢nsor Types Roles Description

Sé¢nsors for monitoring bushing

Cyrrent sensor Measure btishing leakage current

Vo¢ltage sensor Measur€ bushing voltage from capacitive coupler

Sénsors for monitoring Insulated Lord Break Switch temperature

Tgmperature sensor |Measure temperature of Switch Surface

Sé¢nsors for monitoring Insulated Lord Break Switch Health

GAS Pressure/Pressure Wave |Measure Insulation Strength of Switch and Internal Arc

Thermal Imaging Sensor(IR) Measure Distribution Temperature of Switch (Breakdown)

S¢nsors for monitoring operation of SF6 GAS Degradation
SH6 GAS Degradation sensor |Detect SF6 GAS Degradation of Switch

7.4.3 . ‘Sensors on Distribution Power Line

strik Supy A : static , grid 2 stributed
to the low-voltage grid. Distribution line is divided into overhead type and underground type by
installation location. Structure of distribution lined is developed such as the step 1: CNCV-W (watertight
conductor), step 2: FR-CNCO-W (flame retardant), step 3: TR CNCV-W (suppressed water tree type), step
4 TR CNCE-W/AL (aluminium).

ala DOEC nlichlssubplied omthe a antog D ongridandd

The main configuration and the materials are as follows:
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The structure of Distribution Transformer is shown in Figure 15 and described below:

\b‘
CNCV-W TR CNCE-W \(I/Q
NO
Figure 24 — Structure of distribution cable. (bQ
O
Table 14 — Structure and material distribution calﬂg\\@
Vad
NO Item CNCV-W ¢\~ TR CNCE-W

1 Conductor Filled circles watertight compres- ‘lflég @r‘cular compressed mixture

sion type cooper wire compound W tight cooper wire
2 pternal semi conduc-  |Semiconducting compound \\<§1;ck semi-conductive thermoplastic

tive layer ¢+)*|compound

3 nsulating layer Cross-linked polyethylene c\(&@ N Suppressed Water tree Cross-linked

pound Q0 polyethylene compound
4 xternal semi conduc- |Semiconducting comp Black semi-conductive thermoplastic

five layer A\ compound

5 Neutral watertight layer Semi-conductivp’&@elling tape Semi-conductive swelling tape
6 Neutral Cooper wirQ\C\)b Cooper wire
7 Neutral watertight layer swellingt&p’g swelling tape
8 Covering Bla’(_:\@nill Black polyethylene

C)U

o
O
Q~
v
RS
R
o
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pad-Tr

PSG

PSG

Figure 25 — Structure of distribution cable system (Pole).

Monitoring and diagnosis methods for distribution line are as follows:

a) Insulator thatis support the distribution cables occurs coating eliminated, breakdown cause by the
potential difference between the bind and the air gap, leakage currentincrease and partial discharge
by micro-cracks. Crack of LP insulator and wire erosion are detected by the ultrasound diagnosis
and poor insulation and heat of suspension Insulator are detected by ultrasonic equipment (Sensor)
and utilizes thermal imaging diagnosis.

b) Leakage current increase in surface of the body on lightning arrester by water penetration and
damage can be detected by the thermal imaging diagnosis.
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The following types of monitoring are needed for Distribution Cable System health condition status and
preventive inspection

— Operation Voltage & Current monitoring;
— Operation Temperature monitoring;
— Operation Ultra Sound monitoring

— Operation Thermal Imaging monitoring

— Operhtion Gas Pressure/Pressure Wave monitoring b‘
— GAS $tatus monitoring.(Carbon Nanotube) \
— Partipl discharge (PD) monitoring;

— Busig monitoring;

|
— |
i
ﬁ £ /
Therr_nal Ultraviolet
nEging Camera
Ultrasonic Color
Sensor Camera
Range- Angle  IN-
finder Mete,r_&\<-)
)
lemp .
&Humidity PS
meter a

C)\J‘

Figure 26 — Sta@ﬁonitoring system of pole type distribution power line.
N\

&

m GPS Satellite
e/ Thom——

Figure 27 — Partial discharge monitoring system of underground distribution power line.
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Table 15 shows the sensors associated with the Distribution Power Line health status and condition
monitoring.

Table 15 — Sensors attached to distribution power line.

Sensor Types Roles Description

Sensors for monitoring operation property

Ultrasound sensor COS and insulators for damage such as cracks and is measured

COS, switchgear, such as bushings, and the connection point of the connection failure,
and deterioration caused by overheating of the corona is measured

1 .
ThUl IIidl Illldglllg SCIISUI

Bushings and connection point, and cracks due to poor connection with\corgna are

Ultraviolet rays sensor
measured

Sé¢nsor for monitoring partial discharge

Include PD Sensor, Ultrasound Sensor and measure partial discharge in the power
P4rtial discharge sensor |line joint part.
(HD) Sensor including
Ultra High Frequency
(YHF) Sensor and Ultra-
sqund Sensor

UHF Sensor measures the PD activity using the UHF sigfal treatment. As thg UHF
Sensor is fitted on a compartment, the UHF signal localization is not directly associ-
ated with compartment. UHF Sensor is used for eise background measurement.

Ultrasound Sensor is for the Partial Discharge-localization

S¢nsors for monitoring distribution line temperatures& humidity

Distribution temp
s¢nsor

R¢lative humidity (RH)
s¢nsor

Measure cable conductor temperature directly (Fibre Optic temp sensors)

Measure relative humidity in environment

S¢nsors for monitoring distribution line

Current sensor Measure bushing leakage current

Vo¢ltage sensor Measure bushing veltage from capacitive coupler

7.5 Sensors in Customer Domain

Sensors in the customer domains are the sensors attached to Advanced Metering Infrastructyire (AMI)
influding smart meters. Additionally, sensor node may be installed on electricity appliancep, outlets,
arld switches. Users camrétrieve data and control appliances through sensor network. Smajt meters
myy act as sensor network gateways.

8| Networks-in Smart Grid Domains

In[[EEE 2030’s communications technology perspective, the Communication Technology Interoperability
Architecture Perspective (CT-IAP) shows a broad set of networks. At a top level view, as in Figure 28
(End-to-end SG Communications Model), a graphical view of the relationship of various netwojrks to the

SI‘ oY sehReratiohs o A Sssyme oA e eHereaoeiia d proviateas

In some cases, multiple names may be used for the same functional subnetwork. For example customer
premises networks vary in size and number of connected devices but are typically classified as home-
area network (HAN), business-area network (BAN) or Industrial-area network (IAN), and there is a
demarcation of these networks from networks used in the distribution domain. Some communication
paths are between end-points within the same domain and other communication paths are between
domains, and may include a series of subnetworks.

The public internet provides communication capabilities that spans all four of the illustrated domains.
However, the implementer (e.g., utility or RTO) may not want to use the public internet or regulators may
choose to notallow its use. The use of the public internet remains an architectural alternative. Even though
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the public internet may not be commonly used, the IEEE 2030 architecture model allows use of the public
internet. Use or non-use of the public internet in certain communication paths is left to the implementer.

Figure 28 (End-to-end SG Communications Model) also shows the end-to-end communications
security and management layers, cutting across each Smart Grid communication domain. Although
the communications security and management architectures are not within the scope of this standard,
these architectures shall be developed to support the sensor network for Smart Grid.

End-to-End Smart Grid Communications Model

[

[ Communications Network Security Layer ]

( Communications Network Management Layer ]

Utility Local
Area Network
(LAN)

Public Internet
——

Backpone/Core Paglant Cust
Metropolitan 5 ustomer
Networks Area Networks Backhadl Last Mils Premises
(MAN)

Distribution
Substation Network
“hot spots”

HAN: Home Area

Substation
Network

1
: '
1 ¥ 1
l | ) 1
: ! 1 Network ) :
1 Wide Area Networks (WAN) : , NAN/AMI: Neighborhtod : BAN: Business/Building i
; | 1 Area Network/Advanhced 1 Area Network 1
. ! I Metering InfraStiucture 1+ IAN: Industrial Area :
] | Backhaul ! EAN/AMI: Extended Area . Network 4
! I 1 Network/Advanced 1 1
L 1 1 Metering, Infrastructure 1 :
1 1 I FAN: Rield Area Network ! |
' ; Smart
Transmission ' Distribution Meter Customer :
o Bl e ) _ HAN -
i ! Q& ores / QA .
\ O} s VLS & “F = BAN ;
Substation o : . N ¢ :‘5"%# *1
' | | Renewable/
(S Distributed Generation/Microgrids ) k — Microgrids

Smart'Grid Power & Electric System Layer
Figure 28 — End<to-end Smart Grid communication model. [from IEEE 2030].

In the CTHIAP depictedjitvFigure 2 (CT-IAP), numerous networks are identified. The networks found|in
Figure 2 (CT-IAP) and-their descriptions are provided in Table 16.

Table 16 — The description of the networks in Smart Grid.

Backhaul hettaark Backhaul network connects the utility r‘nnfrnl/nppr:\finn S, inr‘lnding the AMI

enterprise, with the WAN, distribution substation networks, DERs, FAN, NAN
distribution access points, etc.

Bulk generation network A network used within a bulk generation facility that connects to various net-
works.

Distributed energy resource |Customer generation and storage systems are connected to customer premises
network network (HAN, BAN, IAN) through ESIs and/or electric sub-meters, using either
wireline and/or wireless networks.
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Table 16 (continued)
Distribution substation Distribution substation network interconnects devices within a distribution
network substation (e.g., comprised of local area networks that contain SCADA, IEDs,

remote terminal units (RTUs), PMUs, and other field devices that needs to be
controlled and monitored via the backhaul network). IEC 61850 and /IEEE 1815
(DNP3) [B13] are the protocols of choice for this network.

Energy services interfaces/ |Energy services interfaces (ESI) are a special class of device. It is network-cen-
Customer premises network |tric and can also be thought of as logical gateways. Customer premises network
(CPN) represents HAN, BAN, or [AN.

Fdeder Distributed Energy  |[Feeder distributed energy resources (DER) network is comprised of alllrenew-
Ré¢sources/Microgrid net- able and non-renewable sources (e.g., wind, solar, diesel, etc.), not part pf the
wprk centralized energy generation. These energy resources could besintercpnnected
through a LAN. Access communications gateways can then connect these DERs
and storage LAN networks to the main grid, creating grid-connected efpergy
sources. Utility scale storage energy systems connectedcat the distribufion sub-
station are also considered.

Fdeder network Feeder or distribution network is the communications network overlaifl on the
electrical grid. It comprises wireless or wireliné,ecommunications techijologies.

Field area network Field area networks (FAN) connect the distribution substations, the di§tributed/
feeder (field devices), and distributed energy resources/microgrids, in¢luding
the utility scale electric storage, to the utility control and operation certre.

Puiblic Internet/Intranet Internet service providers (ISPs) proyvide Internet access to the customler prem-
ises network. Public internet maybethe primary communication path petween
utility enterprise data centres;market, and third-party energy providefrs.

Ng¢ighbourhood area network |Field area networks (FAN)-connect the distribution substations, the digtributed/
feeder (field devices), and\distributed energy resources/microgrids, in¢luding
the utility scale electric Storage, to the utility control and operation cerjtre.

Other networks Optical or electroni¢wireline or wireless networks will play a role in AMI/ NAN
networks, DA, substation automation, backhaul, workforce automation| and also
on PEV mobile/roaming schemes. Wireless networks can use a variety pf radio
technologiespaging, point-to-point and point-to-multipoint networks, multi-
ple-address radio networks, or satellite links.

9( Sensor Network Architecture Supporting Smart Grid System

9.1 Architecture of Sensor Network and its Interfaces for Smart Grid System

Figure 29 shows-the architecture of sensor network and its interfaces supporting Smart Grid, and it
illpstrates a set offunctional entities that realizes various sensor network services for Smart Gfid. In the
sepsor networkfunctional architecture shownin Figure 29, Sensing Domain transports data/information
to[Service'Demain through Local Area Networks, Wide Area Network, and/or other types of networks.

Aq shown in the figure, there are two main groups responsible for data and information g¢neration:
Ddtadnformation, & Communications Group and Control & Management Group within Sensing Domain.
Data, Information & Communication Group provides functions such as data acquisition, data storage,
data processing (e.g., collaborative processing, data aggregation, feature extraction, data fusion,
etc.), data communication (e.g., communication protocol, communication support function, etc.).
Control & Management provides functions such as sensing device management, service management,
network management, security management. Once data/information is passed to Service Domain, the
data/information is processed by the functions such as data mining, information extraction, data fusion
and other relevant functions not shown in the figure. Additionally, the data/information can be stored,
communicated, and provisioned in Service Domain.

In Annex E, a different representation or view of the architecture in Figure 29 is depicted. The purpose
of the architecture representation in Annex E is to map the sensor networks and its interfaces for
smart grid system to the Sensor Network Reference Architecture developed in ISO/IEC 29182-5 (Part 5
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Interface) showing the interfaces defined in ISO/IEC 29182-5. Although the architecture representation
in Annex E does not fully describe the entirety of the sensor network and its interfaces for smart grid
systems, it is a useful depiction of the architecture because ISO/IEC 29182-5 provides the reference
architectural descriptions and understanding of the interfaces. ISO/IEC 29192-3 (Architecture Views)
and ISO/IEC 29182-4 (Entity Models} along with ISO/IEC 29182-5 will provide the complete picture
of the sensor network reference architecture developed in the ISO/IEC 29182 International Standard
series. Additionally, ISO/IEC 29182-1 (General Overview and Requirements) will provide the general
requirement for the sensor networks.

Data, Information, & Communications Management
A & Control
SG : (M&C)
User Layer Markets  [<>| Control' s <> Ser\.nce <> Customers )
Domait Operations Providers SG Démain
Y, M&C
Services &
Application S&A for S&A for Control S&A for S&A for _
Service ppications Markets and Operations Providers Customers Service
(S&A) Layer 7 7 i 7 Domain
Domaiy 3 il 7 U C M&C
| Processing Layer P
- =/ T
( (92
icati . ] - Network
Network Communications | Local Area Wide Area Public  |...40. Private Domain
Domainl Layer Network Network Network Network J M&C
\_ X\
/ ") \
| Processing Layer |
N
Sensing T /\[ ) /\E /\E Sensing
D X Sensor Domain
omaif] i i i i
Network (SN) SN in B}llk s SN.m. s SN m. s SN in M&C
Generation Transmission Distribution Customers
Layer
o < L/
e . a
SG Power Systems Bulk § SG Domain
. Transmission [€>] Distribution [<>| Customers
Domain| Layer Gener?n M&C
\
(S ra J
Figure|29 — Architecture showing sensor network and its interfaces supporting Smart Grid
System.
9.2 SG[Domain
SG Domaln-sis-shown on the fnp and haottom of the architectural diacram in Ficure 29 The phyci al

o
power systems are categorized and reside in Power Systems Layer — Bulk Generation, Transmission, and
Distribution. Systems (e.g., machines and human) are not associated with the physical power systems
in the SG Domain are shown as User Layer - Markets, Operations, and Service Providers. However,
Customers appears both User Layer and Power Systems Layer because customers are not only the user
of the electricity but also have sensors and sensor networks in and premise of their properties, e.g.,
houses, buildings, factory, etc.

9.3 Sensing Domain

Sensing Domain consists of Sensor Network (SN) Layer and Processing Layer, and this figure shows
the three sensor networks in Sensing Domain - Sensor networks for Bulk Generation, Transmission
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and Distribution. In each sensor network, various functions are maintained, and Table 17 describes the
typical functional entities within each sensor networks.

Table 17 — Function model and descriptions for Sensing Domain.

Functional Entities

Descriptions

Data acquisition

Sense and capture data from the environment for applications.

Data storage

Store sensor data, control instructions, and management data.

Data processing

Use data/signal processing algorithms to extract requested or useful information

from sensor data and metadata. The information extraction algorithms include
collaborative information processing (e.g., data fusion, feature extraction, data
aggregation and data presentation).

Data communication

Transmit and receive data among sensor nodes and sensor network gatewaly through
a communication protocol stack and communication support functions. Exgmples of
data transmitted and received are temperature, humidity,time synchronizption and
location data.

De¢vice management

Manage devices in Sensing Domain, including power;system parameter, idgntifica-
tion, and embedded software/firmware programs’in‘the device.

Sqrvice management

Manage the service(s) provided by sensor nodés and sensor network gatewpys,
including service registration, service discoyery, service description, servige analy-
sis, and service processing queue.

Sqcurity and Privacy
mpnagement

Manage the security of communicatign‘and data, including authentication, juthori-
zation, encryption, and key management.

Manage the protection of personalinformation, including data minimizatiop,
anonymization, pseudonymization and so on. Privacy management typicallly begins
with a privacy risk/impact assessment, including the identification of safegﬁrlards

required to mitigate the;identified risks.

Network management

Manage the network-+tepology, routing table, configuration information, peyfor-
mance and reconfigire network information.

Application Management

Manages the.parameter changes or application updates in sensor nodes or in a sen-
sor network or sensor networks

Fd¢edback & control

Trigger control instruction on actuators according to user’s feedback deperjding on
the application requirement. Whether feedback control is needed or not depends on
the\application requirement.

Fgature extraction

There are different levels of featurea extraction. Feature extraction methods can
vary depending on sensor type and the data the sensor generates. In generdl, fea-
tures can be extracted from raw data from a sensor or from processed datd. The

feature extraction is performed typically by an algorithm or algorithms.

Data Aggregatien

Data aggregation assembles the similar data from multiple sources (e.g., sepsors,
processors, databases). It also may assemble the data chronologically when needed.

Data Eusion

Data fusion is the use of techniques that combine data from multiple, disparate data/
information sources and translates that information into discrete, actionablle items
through inferencing. Data fusion processes are often categorized as low, infermedi-

ate or high, depending on the processing stage at which fusion takes place. For exam-
ple, low level fusion, data fusion algorithm/software combines several sources of
raw data to produce new raw data. The fused data is likely provides more complete
pictures of the physical world, especially for objects of interest in the physical world
compared to individual data from the multiple sources that have not been fused.

Collaborative Informa-
tion Processing (CIP)

Collaborative information processing is similar to Data Fusion in many respects. The
emphasis is given to network level data fusion where there are multiple networks
involved. The fundamental ideas of combining data from multiple sources to produce
actionable items are the same as Data Fusion.

a  In OpenGiS® Implementation Standard for Geographic Information - Simple feature access - Part 1: Common
Architecture (Open Geospatial Consortium OGC 06-103r4, 28 May 2011), “feature” is defined as “abstraction of real world
phenomena”; however, in this standard, feature is used in a general sense including such definition in the OGC document.
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Table 17 (continued)

Functional Entities Descriptions

Information Extraction |A type of information retrieval whose goal is to automatically extract structured

information from unstructured and/or semi-structured data.

Data Mining

Data mining is a process of discovering new patterns from large data sets involving
methods from statistics and artificial intelligence but also database management. In
contrast to for example machine learning, the emphasis lies on the discovery of pre

viously unknown patterns as opposed to generalizing known patterns to new data.

9.4 Network Domain

In the Network Domain, only functions concerning sensor network are shown in thé-seénsor netwqg
functiondl architecture. Many types of communication networks can be used to (Support Smart Gi
communifcation (e.g., data, information, command & control, etc.). The typical nétworks are local ar

network
network
can resi

by Wide

are withip the same network while Wide Area Network can be used when Sensing Domain and Serv
Domain 1feside in different networks. There will also be casesswhere (1) one Sensing Domain sery
multiple $ervice Domains; (2) multiple Sensing Domains serving one Service Domain; or (3) more th

LAN), wide area networks (WAN), public networks, and private networks, etc. Under t

rk
id
ea
he

omain, dada communication, device management, security management, and other functi

S

to support Smart Grid communications. Table 18 describes the functional entities in the
network fctivities domain in Figure 29. Network Domain can be realized by Local Area Network and jor
rea Network. A Local Area Network can be used when Sénsing Domain and Service Domdin

ce
€S
A1l

one Sensing Domain serve more than one Service Domain:

Table 18 — Function model and desé¢riptions for Network Domain.

Functionpl Entities Descriptions

Data communication Transmit and receive data among devices using existing or emerging data trans
mission technologies.

Device m3dnagement Manage infdrmation about the devices in a Wide Area Network, including power
system parameter, identification, and embedded software/firmware programs in
the device.

Security thanagement Manage the security of transporting data, including access control, authentica-
tion, authorization, encryption, and key management.

9.5 Service Domdin

In Servick Domainy’additional data/information processing is performed. And various services apd

applicatigns that'support SG Domain’s User Layer are shown in Figure 29. These are typically busingss

managenjent and user management related entities that support Smart Grid. The use of these tyvo
managenteptentitiesis-dependentupenthe reguirementsofthe servicesandappleationsefthesensor

network being designed and developed. Table 19 describes the functional entities in Service Domain.
Service Domain has functions such as data storage, data process, information communication and
provision, device management, service management, and so on.
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Table 19 — Function model and descriptions for Service Domain.

Functional Entities Descriptions
Data storage Store data, including sensor data from Sensing Domain, and control instructions
from user.

Data process

aggregation, for example.

Use data/signal processing algorithms to extract requested or useful information
from sensor data and metadata. The information extraction algorithms include
collaborative information processing or data fusion, feature extraction, and data

Cq

IM der - Lan) e | - s a) | - - Q - D H - L.
Ul IIIdUIUIT CUITIIITUIIT ITalroInm diifiua 1ceivo udlad alllUlls LIIT UTVICTS TIT OCT VILT DUIIIAIIT uouls udid]

tion mission technology of legacy network.

trans-

In|

formation provision Provide useful information to users through user interface.

Dg¢vice management Manage information about application end devices, including the power, sy

parameter, identification, and programs of the device.

Etem

S4

rvice management Manage the service provided by application service to the users, including
registration, service discovery, service description, service analysis, and sd
processing queue.

ervice
rvice

S4

control, authentication, authorization, encryption, and key management.

curity management Manage the security of data and communication.ih service domain, includifg access

Byisiness management Manage the business procedure, business,rules, business operations and st|

analysis of business data. Whether busjness management is necessary dep
application requirement. Dynamic pricing activities may be included in thi
tion.

htistical
bnds on
func-

U

er management Manage information about usersjincluding user identification, application
ment, and authorization of usérs. Whether user management is necessary d
on application requirement:

Fequire-
epends

T O

gr
te
in
de
ac
Fi;

.p Tasks and Activities in Sensor Networks Enabled by the Domain Functions

igure 30 describes the representative. tasks and activities, operational elements, and inf

iven task is illustrated. Each operational activity shown in Figure 30 is described below:

changes required to accomplish-the processes associated with sensor network supporti
id systems. This physical operatienal activity diagram depicted in Figure 30 contains grap
ktual products that identify the operational nodes and elements, assigned tasks and actiy
formation flows required(between operational nodes. This activity diagram in Figure 30 c4
fine and detail the types of information exchanged, the frequency of exchange, which f{

bure 30, a generalized sequence of a sensor network’s operational activities required to achig

Monitor «the inputs to this activity is typically a sensor operational planning and program
any feedback data/information from any other activities in the activity sequence, and t

Detect - the input to this activity is the observation information, and the output from th

ormation
ng smart
hical and
ities, and
n further
asks and

tivities are supported by the information exchanges, and the nature of the information exchanges. In

ve its any

ming and
he output

frontthis activity is typically an observation information of the physical world under monitoring;

s activity

IS Typically the data/information about a detected object Or Objects 1N the monitoring
data/information can include the object(s)’ features;

area. The

Assess - the inputs to this activity is the data/information about the detected object(s) and also
location data which is the data about the location or area where the object(s) is/are detected, and

the output from this activity tells about what this or these objects potentially is/are (
identification, etc.);

e.g., type,

Decide - the inputs to this activity is the data/information about the object(s) and any other data
available from other sources (e.g., data level) if available, and the output of this activity is accurate

parameters about the detected object(s);
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— Response - the inputs to this activity is the parameters about the detected object(s) and any other
data/information from other sources (through data fusion or collaborative processing - decision
level), and the output from this activity is an action or reaction plan which is assigned to actuators

linked to a sensor network or to a human operator; and

— Confirm - the inputs to this activity is the observation data from Monitor activity to determine
the action or reaction execution has been performed and its effectiveness and the output is the
confirmation of the execution and effectiveness. If the execution is ineffective or the action/reaction

cannot be confirmed, this activity may reissue the execution plan.

E h f 1,. 4+ 1 | H) +] R [ | 1 daalidss 1 N R | i rlood Lo A d
acno t ST LASRS UTSLTIUTS LHIU TNTUIVIUUAT TTS PDUTISTUTIIUIT S dIUITE WILITUTIIT S y STUILIS LIId U dT'C UTTIT S ULIILZ .

Sensdr Operational Planning
and Pfogramming

Observation

Mpnitor Information

Potential Detected
Object Identi [cdtion

Detect

Detected Object
Determination

e edO ..
Location Data

Assess

Additional Data on Detected
Object if Available (Data Level)

Collaborative Infefmation on Detected
Object (Decision Level) from Other
Source if Available

Observational Data:on Detected Object
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Figure(30— Sensor network physical operational activity model.
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Annex A
(informative)

Other Smart Grid Reference Models and Architectures

A{l 1EC SMB Smart Grid Strategic Group 3 (SG3)

In| the IEC SMB’s Smart Grid Standardization Roadmap document (see [1] in Bibliegraphly of this
ddcument), it introduced the IEC 62357 Reference Architecture shown in Figure A.1 (-TC57 Reference
Architecture). This architecture addresses the communication requirements of the applicatjon in the
pdwer utility domain. Its scope is the convergence of data models, services and protocols fof efficient
arld future-proof system integration for all applications. This architectural“framework dqomprises
communication standards including semantic data models, services and protocols for intersystem and
subsystem communications.
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*Notes: 1) Solid colors correlate different parts of protocols within the architecture.
2) Non-solid patterns represent areas that are future work, or work in progress, or related work provided by another IEC TC.

Figure A.1 — TC 57 Reference architecture.

The IEC roadmap also provides the following top level requirements:

— From the viewpoint of Smart Grid, highly interoperable communication between all components
is the major goal of smart grid communication. This means that the communication shall be based
on a common semantic (data model), common syntax (protocol) and a common network concept.
Therefore a convergence and a harmonization of subsystem communication shall be pursued.
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— General requirements are that the communication concept shall be future-proof. That means
that it shall be open for future extensions regarding application fields as well as communication
technologies.

— The concept shall be open regarding an efficient integration of state-of-the-art components, but also

open

for integration of legacy communication components.

— As an essential part of a critical infrastructure, the communication concept shall be deterministic,

trans

servi
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parent and fully comprehensible at any time.

tant and critical applications, the communication concept shall provide a high quality
ce. Therefore enhanced redundancy concepts are essential.

tional Institute of Standards and Technology (NIST)

tional Institute of Standards and Technology (NIST)’s Framework and Roadmap for Smg
operability Standards document (see [2] in Bibliography of this documeént), the NIST’s Sm4
eptual model is introduced as shown in Figure A.2. This conceptual model supports planni
hization of the diverse, expanding collection of interconnected networks that compose t
id. This NIST’s Smart Grid conceptual model was also introduced in the IEC’s Smart G
zation Roadmap. As shown in Figure A.2, NIST identified the Sfnart Grid into seven domain
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Figure A.2 — NIST Smart Grid conceptual model [from the NIST Smart Grid Roadmap Document].

NIST’s description of each smart grid domain is provided in Table A.1.

Table A.1'=="NIST description of the SG domains.

Dpmain Description

Cystomers The end users of electricity. May also generate, store, and manage the use of engrgy.
Traditionally, three customer types are discussed, each with its own domain: re¢sidential,
commercial, and industrial.

Mprkets The operators and participants in electricity markets.

Sqrvice Providers The organizations providing services to electrical customers and utilities.

Operations The managers of the movement of electricity.

Builk Generation The generators of electricity in bulk quantities. May also store energy for later flistribu-
tion.

TanSmission The carriers of bulk electricity over long distances. May also store and generatg electric-
ity.

Distribution The distributors of electricity to and from customers. May also store and generate elec-
tricity.

Each domain and its sub-domains encompass smart grid actors and applications. Actors (or entities)
include devices, systems, or programs that make decisions and exchange information necessary for
performing applications: smart meters, solar generators, and control systems represent examples of
devices and systems. Applications, on the other hand, are tasks performed by one or more actors within
a domain. For example, corresponding applications may be home automation, solar energy generation
and energy storage, and energy management. Figure A.3 is a composite “box” diagram that combines
attributes of the seven domain-specific diagrams.
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Figure[A.3 — NIST Conceptual reference diagramfor Smart Grid information network [from
NIST Smart Grid'Roadmap].

A.3 CEN/CENELEC/ETSI Smart Grid Reference Architecture

The Smarft Grid Reference Architecture\(Version 3.0) document published by CEN-CENELEC-ETSI Smart
Grid Coorfdination Group (SG-CG), addresses the technical reference architecture part of mandate M/4p0
and has dlefined the context for'thie development of the Smart Grids Reference Architecture (SGRIA)
including|main categories as below.

— European ConceptuabhModel: An evolution of the NIST model in order to take into account some
speciffic requirements of the EU context that the NIST model did not address.

— Archiitecture/Viewpoints: A limited set of ways to represent abstractions of different stakeholdefs’
views of a Smart Grid system.

— Smart/Grids Architecture Model (SGAM) Framework: The architecture framework takes irfto
Council (GWAC) Stack), multi-viewpoints (SGAM Layers).

A.3.1 EU Smart Grid Conceptual Model

The EU Conceptual Model for Smart Grid was introduced as shown in Figure A.4.
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Figure A.4 — EU extension ofthe'NIST model.

is EU Conceptual Model is an overall high-level model'that describes the main actors of the S
d their main interactions, and also acts as a bridge between the underlying models in the
bwpoints of the Reference Architecture. It corresponds for the most partwith the NIST Model an

mart Grid
different
d extends

vith a new DER (Distributed Energy Resouréés) Domain to fulfill the specific European requirements.

s a future-oriented model for European Smart Grid System and describes a totally centraliZ
Fally decentralized grid and a mixture between both extreme points on a defined level.

3.2 Reference Architecture Viewpoints

chitecture viewpoints represent a limited set of ways to represent abstractions of
hkeholders’ views of a Smart Grid system. The report of the CEN/CENELEC/ETSI Joint Work
VG) for Standards for the’Smart Grids had outlined some of the potential viewpoints that th
490 might have to,deal with Conceptual/Communication/Information Architecture. Consic
(G recommendations and the Reference Architecture requirements, the following viewpqg
en selected as/the’most appropriate to represent the different aspects of Smart Grids syst
wpoints havebeen selected by the SG-CG/RA: Business, Functional, Information and Comm
th assocjated architectures:

The-Business Architecture is addressed from a methodology point of view, in order to ef
whatever market or business models are selected, the correct business services and u

ed grid, a

different
ng Group
e work of
ering the
ints have
bms: Four
Inication,

sure that
hderlying

architectures are developed in a consistent and coherent way

The Functional Architecture provides a meta-model to describe functional architectures and

gives an architectural overview of typical functional groups of Smart Grids.

The Information Architecture addresses the notions of data modeling and interfaces

and how

they are applicable in the SGAM model. Furthermore, it introduces the concept of “logical interfaces”

which is aimed at simplifying the development of interface specifications especially i
multiple actors with relationships across domains.

The Communication Architecture dealswith communication aspects ofthe SmartGrid, co

n case of

nsidering

generic Smart Grid use cases to derive requirements and to consider their adequacy to existing
communications standards in order to identify communication standards gaps. It provides a set of
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recommendations for standardization work as well as a view of how profiling and interoperability
specifications could be done.

A.3.3 Smart Grids Architecture Model (SGAM) Framework

The SGAM Framework aims at offering a support for the design of smart grids use cases with an
architectural approach allowing for a representation of interoperability viewpoints in a technology
neutral manner, both for current implementation of the electrical grid and future implementations of
the smart grid.

Itis estabj eTging the conceptof the imteroperabiiity ayers withrthe smmartgrid piamne (domains
and zone§). So it has a three dimensional model that is merging the dimension of five interoperabiljty
layers (B{isiness, Function, Information, Communication and Component) with the two dimensions|of
the Smar}t Grid Plane, i.e. zones (representing the hierarchical levels of power system management:
Process, Field, Station, Operation, Enterprise and Market) and domains (covering the complete electrigal
energy cqnversion chain: Bulk Generation, Transmission, Distribution, DER and Cust ‘S‘s Premisegs).
The SGAN Framework is shown in Figure A.5.

usness Objectives
olit. | Regulat.. Framework

Business Layer

=~

Function Layer

Interoperability| Information Layer
Layers

O smmn el
% Transmission

\ Distribution o Process
DER
Q Db Customer
2 Premises

&
&?\ Figure A.5 — SGAM framework.

7o)

A.3.3.1 SGAM Interoperability Layers

In order to allow a clear presentation and simple handling of the architecture model, the interoperability
categories described in the GridWise Architecture model are aggregated in SGAM into five abstract
interoperability layers: Business, Function, Information, Communication and Component, as illustrated
in Figure A.6.
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Figure A.6 — Grouping into interoperability layers.

The Business Layer represents the business view on thednformation exchange related
grids; regulatory and economic (market) structure$ and policies, business models,
portfolios (products & services).

The Function Layer describes functions andzservices including their relationships
architectural viewpoint. The functions are ‘represented independent from actors and
implementations in applications, systems aiid components.

The Information Layer describes the information thatis beingused and exchanged between
services and components. It contains information objects and the underlying canonical dat4

The Communication Layer describes protocols and mechanisms for the interoperable ex
information between components in the context of the underlying use case, function or se
related information objects'or data models.

The Component Layen describes the physical distribution of system actors, applicatio
system equipment((typically located at process and field level), protection and tele-contrd
network infrastrdeture (wired/wireless communication connections, routers, switches
and any kind-of computers.

.B.3.2 SGAM — Smart Grid Plane

general power system management distinguishes between electrical process and inf
hnagement viewpoints. The Smart Grid Plane, as shown in Figure A.7 is defined from the aj

to

to smart
business

from an
physical

Ffunctions,
models.

change of
rvice and

1S, power
| devices,
servers)

ormation
pplication

the Smart Grid Conceptual Model of the principle of separating the Electrical Process

yiewpoint

(partitioning into the physical domains of the electrical energy conversion chain) and the Information
Management viewpoint (partitioning into the hierarchical zones (or levels) for the management of the
electrical process.
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A.3.3.3 |SGAM Domains

The Smait Grid Plane includes the domains listed in Table A.2..One dimension of the Smart Grid Plare
covers the complete electrical energy conversion chain, partitioned into five domains: Bulk Generati
Transmisksion, Distribution, DER and Customers Premises.

Customer
Premises

Domains

Figure A.7 — Smart Grid plane - Domains and hierarchjcalzones.

n,

Table A.2 — SGAM Domains.

Domain

Description

Bulk Gengration

Representing generatiof-of electrical energy in bulk quantities, such as by fossil,
nuclear and hydro power plants, off-shore wind farms, large scale solar power planjt
(i.e. PV, CSP) — typically connected to the transmission system

—

Representing.the infrastructure and organization which transports electricity ove

Transmisgion long distances
o Representing the infrastructure and organization which distributes electricity to
Distribution
custemers
Representing distributed electrical resources directly connected to the public dis-
DER tribution grid, applying small-scale power generation technologies (typically in the

range of 3 kW to 10 000 kW). These distributed electrical resources may be directly
controlled by DSO

Customer|Premises

Hosting both end-users of electricity, also producers of electricity. The premises
include industrial, commercial and home facilities (e.g. chemical plants, airports,
harbours, shopping centres, homes). Also generation in form of e.g. photovoltaic gen-

eration, electric venicles storage, batteries, miCro turoines... dre nosted

A.3.3.4 SGAM Zones

The SGAM zones represent the hierarchical levels of power system management [IEC 62357]. These
zones reflect a hierarchical model which considers the concept of aggregation and functional separation
in power system management. The SGAM zones are described in Table A.3.
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Table A.3 — SGAM Zones.

Zone Description

Including the physical, chemical or spatial transformations of energy (electricity,
solar, heat, water, wind ...) and the physical equipment directly involved. (e.g. gener-
ators, transformers, circuit breakers, overhead lines, cables, electrical loads any kind
of sensors and actuators which are part or directly connected to the process,...).

Process

Including equipment to protect, control and monitor the process of the power sys-
Field tem, e.g. protection relays, bay controller, any kind of intelligent electronic devices
which acquire and use process data from the power system.

Representing the areal aggregation level for field level, e.g. for data concent'ration,
Stjation functional aggregation, substation automation, local SCADA systemsplant|supervi-
sion...

Hosting power system control operation in the respective domain, e.g. distribution
management systems (DMS), energy management systems (EMS) in generdtion
Operation and transmission systems, microgrid management systenis,virtual power plant
management systems (aggregating several DER), electric yehicle (EV) fleet|charging
management systems.

Includes commercial and organizational processes, services and infrastrucfures for
enterprises (utilities, service providers, energy.traders ...), e.g. asset management,

Enterprise logistics, work force management, staff training, customer relation managg¢ment,
billing and procurement...
Mhrket Reflecting the market operations possible along the energy conversion chajn, e.g.

energy trading, mass market, retaikmarket...
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Annex B

(normative)

IEEE 2030 Descriptions of Entities and Interfaces

B.1 Po
of Entit

Table B.1
Interoper

wer System Interoperability Architecture Perspective (PS-1AP) Descriptig
jes and Interfaces

provides the description and associated comment of each entity found in the Power Systg
ability Architecture Perspective (PS-IAP) shown in Figure 1.

Table B.1 — PS-IAP entities and descriptions.

n

m

Sensors and

devices located on the distribution system

Entity Description Comments

AC Loads Loads on customer site using AC electric —
power.

Bulk Gendration | Conventional or renewable generation source | Typical gefieration types include nuclear, fos{il
thatis connected to the electrical transmis- |fuels, hydre, and various renewable resources.
sion system.

Bulk Storage Electric storage that is connected to the elec- |Bulk‘Storage technologies include pumped
trical transmission system. hydro, compressed air, geothermal, super-

conducting magnetic energy storage, and
batteries.

Customer|Dis- |Customer DER includes demand response, Customer generation or storage that is con-

tributed Hnergy |generation, and energy storage located on nected to the transmission system is consid-

Resource and connected to the customer electrical ered in the Bulk Generation domain.
system. .

y Customer DER may include PEVs.

Customer] The customer point(s) of interface is a com- |Can be a physical interface box, meter, EMS,

Point(s) of Inter- | mon point for the on-premises devices that |generator controller, controllable load devices,

face may communicate-with the entities outside of | or directly connected. A single customer may
the customer domain. have more than one point of interface.

Customer|Sub- |Electrical transmission or distribution Customer substations can be at transmission|

station substationrlocated at customer facility that |or distribution voltage levels, depending on
convertS power to distribution voltage levels, |the size of the facility.
whichare then distributed within the cus-
tomersite. Contains infrastructure necessary
te‘eontrol, monitor, and protect the electrical
distribution system. Facility may include
transformers, bus work, circuit breakers,
capacitor banks, etc.

DC Loads Loads on customer site using DC electric —
power.

Distribution Distribution sensors and measurement Distribution sensors and measurement devices

are typically a device associated with conver-

Measurement |but not within a distribution substation. sion equipment such as current transducers or

Devices voltage transducers. Examples of these items
include meters, oscillographs, temperature
sensors, etc.

Distribution Distribution DERs include demand response, |Generation or storage connected to the

Distrib- generation, and energy storage located on transmission system is considered in the bulk

uted Energy and connected to the distribution system. generation domain.

Resources
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Table B.1 (continued)

Protection and
Control Devices

a distribution substation that control and
protect the electrical distribution system.

Entity Description Comments

Distribution Facility/function that may include real-time |May include oscillography, event records,
Operation and |control and monitoring. equipment diagnostics, etc.

Control

Distribution Devices on a distribution circuit external to |Examples include capacitors, sectionalizers,

circuit interrupters, voltage regulators, surge
protective devices, etc.

Distribution Centralizedfacility-thatcontainsinfrastrue—FacHity-mayineclade-transformersveltage reg-
Sybstation ture necessary to control, monitor, and pro- |ulating transformers, circuit breakerg, capaci-
tect the electrical distribution system. tor banks, etc. Distribution substatiohs may be
located at the same facility as'd fransmission
substation. May include distribution $witching
stations.
Electric Service |An organization that contracts to provide Service providers canbe electric utiljties or
Providers electric power-related services. other parties. Théy may provide market-ori-
ented services;, equipment managemént, or
troubleshooting'services, etc.
Géneration Provides for dispatch of generation based —
Operation and |on reliability usually incorporated with eco-
Control nomic dispatch.
G¢neration Sub- |Centralized facility that converts voltage The generator substation is usually lgcated
stption to transmission levels and contains infra- adjacent to the generation facility. Thle genera-
structure necessary to control, monitor, tor substation provides the interface petween
and protect the generation interconnection |the generator and the electrical trangmission
equipment system.
Mprkets Markets are entities that signal changes in Markets discussed are wholesale magket,
the operation of the system based on market |retail market, and ancillary services.[Whole-
economic variables. sale electricity markets can have extfemely
high price volatility at times of peak demand
and supply shortages. The particular|charac-
teristics of this price risk are highly depend-
ent on the generation supply portfoli¢ to the
market such as the mix of types of geheration
plants and relationship between demjand and
weather patterns. Retail electricity pficing
varies based on time of day but follows fairly
regular daily and seasonal cycles. Retail
prices are generally segmented by customer
type: residential, commercial, and indlus-
trial. Ancillary services are used to pfovide
spinning reserve, frequency control, ind other
functions not directly related to the gmount of
energy consumed by the customer. This could
include the aggregation of DER into larger
blocks for marketing purposes. Inclugles capac-
ity markets.
Transmission |Sensors and monitoring equipment installed |This equipment may include transmission line
Sensors and on the transmission lines external to the sag monitor, tower monitoring equipment,
Measurement |transmission substations. insulation detection monitoring, etc.
Devices
Transmission Facility/function that may include real-time |May include oscillography, event records,
Operation and |control and monitoring. equipment diagnostics, etc.
Control
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Table B.1 (continued)

Entity

Description

Comments

Transmission
Protection and
Control Devices

Devices on a transmission line external to
a transmission substation that control and
protect the electrical transmission system.

Examples can include flexible AC transmis-
sions (FACTSs) devices, remote transmission
switches, series capacitors, surge protective
devices, etc.

Transmission |Centralized facility that allows the exchange |Transmission substations include facilities
Substation of power between the bulk generation and that convert voltages from transmission
the distribution system. Contains infra- voltages to another transmission voltage or
structure necessary to control, monitor, and |distribution voltages as well as transmissign
protect the electrical transmission system, |voltage- level switching stations. Facilitiés may
stations, etc. include transformers, bus, circuit breakers,
capacitor banks, static or synchronous‘teac-
tors, FACTs devices, AC to DC conveérters, and
DC to AC converters.
Table B.2 provides all the interfaces (the lines with the numbers, e.g., PS1) found in,the PS-IAP (Figure|1)
including|the two entities (e.g., Entity 1 and Entity 2) connected by the interface\libe.
Table B.2 — PS-IAP interfaces.
IF No. Entity 1 Entity 2 Comments
PS1 Distribution Sub- |Transmission Substations may be co<loeated or located some distance fromn
station Substation each other. Provides\for coordination between electrically
connected substations. Interfaces include those for control,
protection, monitoring, SCADA, and telephony.
PS2 Distribution Sub- |Distribution Provides substation data and for direct control of distributi¢n
station Operation and substations: Interfaces include those for control, monitoring,
Control SCADAreporting, and telephony.
PS3 Distribution Sen- |Distribution Prevides distribution system data. Interfaces include those
sors and Measure- |Operation and for monitoring, reporting, and SCADA.
ment Devices Control
PS4 Distribution Distribution Provides for monitoring of devices, controlling devices, and
Protection and Operation‘and updating settings to devices. Interfaces include those for con-
Control Devices |Contra]l trol, monitoring, SCADA, and reporting.
PS5 Distribution Sub- |Distribution Provides for monitoring of devices, controlling devices, and
station Protectionand |updating settings to devices as well as coordination betweep
Gontrol Devices |[substation and field devices. Interfaces include those for prg-
tection, control, monitoring, reporting, and SCADA.
PS6 DistributiondSub- |Customer Provides for protection coordination and customer informa
station Point(s) of Inter- |tion that is desired at the substation. Interfaces include those
face for protection, control, and monitoring.
PS7 Di§tibution Sub- |Distribution Provides for distribution system information to be provided
station Sensors and at distribution substations. Interfaces include those for monli-
Measurement tOTITg, TEpOTtNg, and SCADA:
Devices
PS8 Distribution Sub- |Distribution Interfaces between two or more distribution substations.
station Substation Interfaces include those for protection, control, monitoring,
reporting, SCADA, and telephony.
PS9 Distribution Customer Provides customer information to protection and control
Protection and Point(s) of Inter- |devices and certain protection and control information to
Control Devices |face customer devices. Interfaces include those for protection,
control, and monitoring.
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IF No. Entity 1 Entity 2 Comments

PS10 Distribution Distribution Provides sensor information to protection and control
Protection and Sensors and devices. Interfaces include those for monitoring and SCADA.
Control Devices Measurement

Devices

PS11 Distribution Dis- |Markets Provide DER information to markets and capabilities for
tributed Energy market control of DER. Interfaces include those for control
Resources and monitoring.

P$12 Distribution Dis- |Customer Provides for aggregated customer information anddistri-
tributed Energy |Point(s) of Inter- |bution system DER control directly to customer, Provides
Resources face ameans to locally balance generation and loads: Intgrfaces

include those for control and monitoring.

P$13 Distribution Customer Provides information exchange and control of customer
Operation and Point(s) of Inter- |equipment by distribution operation'sjand control. Ifterfaces
Control face include those for control and mofitoring.

P$14 Distribution Dis- |Distribution Provides information exchange'and control of distripu-
tributed Energy |Operation and tion DER by distribution operations and control. Int¢rfaces
Resources Control include those for control and monitoring.

P$15 Distribution Sub- |Distribution Dis- |Provides for distribufion system DER information and dis-
station tributed Energy |tribution system.DER control directly from the subsfation.

Resources Provides a meafisto locally balance generation and Joads.
Interfaces include those for protection, control, and monitor-
ing.

P$16 Distribution Dis- |Distribution Providésidistribution system information for use by|distri-
tributed Energy |Sensors and butionsystem DER. Interfaces include those for morfitoring,
Resources Measurement reporting, and SCADA.

Devices

P$17 Distribution Distribution Provides for coordination between distribution system pro-
Protection and Distributed tection and control devices and DER. Interfaces incljide those
Control Devices for protection and control.

P$18 Distribution Customer Sub- Provides for monitoring and control of customer owpned
Operation and station stations by distribution operations and control. Inteffaces
Control include those for control, monitoring, and SCADA.

P$19 Distribution Dis*./| Customer Dis- Provides for coordination between distribution system DER
tributed Energy  |tributed Energy |and customer DER. Interfaces include those for monjtoring
Resources Resources and control.

P$20 Distribution Sub- |Customer Sub- Provides for coordination between distribution subgtations
station station and customer substations. Interfaces include those fpr pro-

tection and monitoring.

P$21 Distribution Sen- |Customer Sub- |Provides for distribution line information to be proyided at
sors and Measure- [station customer substations. Interfaces include those for njonitor-
ment Devices ing, reporting, and SCADA.

PS22 Transmission Transmission Provides for transmission operations monitoring and control
Substation Operation and of substations. This would include typical SCADA data, phasor

Control data, special protection systems, telephone, and wide area
monitoring, protection and control (WAMPAC). Interfaces
include those for control, monitoring, SCADA, reporting, and
telephony.

PS23 Transmission Transmission Provides for coordination between two or more transmission
Substation Substation substations, Interfaces include those for protection, control,

monitoring, reporting, SCADA, and telephony.
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IF No. Entity 1 Entity 2 Comments

PS24 Transmission Transmission Provides for coordination, control, and monitoring between
Substation Protectionand |remote protection and control devices with transmission

Control Devices |substations. This would include protection, switching com-
mands (open/close switches), and control device monitoring.
Interfaces include those for protection, control, monitoring,
reporting, and SCADA

PS25 Transmission Transmission Provides for capability to monitor information not in trans-
Substation Sensors and mission substation. This would include information for

Measurement dynamic line rating, transmission line maintenance informg-
Devices tion, etc. Interfaces include those for monitoring, reperting,
and SCADA.

PS26 Transmission Generation Sub- |Provides coordination between transmission and-generatiof

station substations. This would include protection systems, special
protection systems, telephone, etc. Interfaces’include those
for protection, control, monitoring, SCADA; and telephony.

PS27 Transmission Bulk Storage Provides for coordination betweenrthe transmission substa
Substation tion and bulk storage as well as menitoring of information af

both entities. This would include\protection systems, special
protection systems, telephone) etc. Interfaces include those
for protection, control, moditoring, and SCADA.

PS28 Transmission Bulk Generation |Provides for coordination between the transmission sub-
Substation station and generatign as well as monitoring of information

at both locations.*This would include special protection
systems. Interfaces include those for protection, control,
monitoring, ‘ahd SCADA.

PS29 Transmission Customer Sub- ProvidesAor coordination between transmission and cus-
Substation station tomer-substations. This would include protection systems,

special protections systems, telephone. Interfaces include
those for protection, control, monitoring, and SCADA.

PS30 Transmission Sen- | Transmission Provides information from the transmission line to the
sors and Measure- |Operation and transmission operators. This would include information for
ment Devices Control dynamic line rating, transmission line maintenance informd-

tion, etc. Interfaces include those for monitoring, reporting,
and SCADA.

PS31 Distribution Dis- |Distribution Dis- |Interfaces between two or more distribution DERs. Interfacgs
tributed Energy__\[tributed Energy |include those for protection, control, monitoring, reporting,
Resources Resources and SCADA.

PS32 Transmissién-Sen- | Transmission Provides information to protection and control devices. Thi
sors and-Measure- |Protection and |could include information for dynamic line rating and contr¢l
ment Devices Control Devices |ofline impedance. Interfaces include those for monitoring.

PS33 Transmission Sen- | Generation Sub- |Provides information to generation substation. This would
Sers and Measure- |station include information for dynamlc line ratlng, transmission 1111e
ITITIIU DJTVILCS llldlllLClldll\.C llllUl llldLlUll, CLL lllLCl ldLCb lllLluuC LllUDC 1U1

monitoring.

PS34 Transmission Sen- | Customer Sub- Provides information to customer substation. This would
sors and Measure- station include information for dynamic line rating, transmission line
ment Devices maintenance information, etc. Interfaces include those for

monitoring.

PS35 Transmission Sen- | Bulk Storage Provides information to bulk storage. This would include
sors and Measure- information for dynamic line rating, transmission line
ment Devices maintenance information, etc. Interfaces include those for

monitoring.
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IF No. Entity 1 Entity 2 Comments

PS36 Transmission Sen- |Bulk Generation |Provides information to bulk generation. This would include
sors and Measure- information for dynamic line rating. Interfaces include those
ment Devices for monitoring.

PS37 Transmission Customer Sub-  |Provides for transmission operators to monitor and control

Operation and station customer substations. Interfaces include those for control,
Control monitoring, SCADA, reporting, and telephony
P38 Transmission CereratonSth—Provideseoordinntonbebweenremete protectorand
Protection and station control devices with the generation substation. This|would
Control Devices include protection and special protection systems. Ihterfaces
include those for protection, control, monitoring, anf SCADA.
P$39 Transmission Transmission Provides control of transmission system(and ability[to change
Protection and Operation and settings on protective and control equipment. This Wwould
Control Devices |Control include typical SCADA data, phasorfdata, special protection
systems, telephone, and wide aréa monitoring, prot¢ction
and control. Interfaces include‘those for control, monitoring,
SCADA, and reporting.
P$40 Bulk Generation |Transmission Provides for information €xchange between generatjon and
Operation and transmission operatipohs. Interfaces include those fol control,
Control monitoring, SCADA, reporting, and telephony.
P$41 Bulk Generation |Generation Sub- |Provides for information exchange and coordinatior] between
station generation and\generation substation. Interfaces indlude
those forpretection, control, monitoring, SCADA, and teleph-
ony.

P$42 Bulk Generation |Bulk Storage Provides for information exchange and coordinatior] between
geheration and storage. Interfaces include those for protec-
tién, control, monitoring, SCADA, and telephony.

P$43 Bulk Storage Transmission Provides for information exchange. Interfaces include those

Operation<and for control, monitoring, SCADA, reporting, and telephony.
Control
P$44 Bulk Storage Generation Sub- |Provides for information exchange and coordinatior] between
station storage and generation substation. Interfaces include those
for protection, control, monitoring, SCADA, and telephony.
P$45 Generation Sub-“./| Transmission Provides for information exchange and control of geheration
station Operation and substation. Interfaces include those for control, monfitoring,
Control SCADA, reporting, and telephony.
P$46 Transtission Distribution Provides for coordination between distribution operations
Opetation and Operation and and transmission operations. Interfaces include thoge for
Gontrol Control monitoring, reporting, SCADA, and telephony.
P$47 Markets Transmission Wholesale market operations control to optimize pdrtfolio of
Operation and sources. Interfaces include those for monitoring, regorting,
Control and telephony
PS48 Markets Distribution Demand-side management (DSM) signals to reduce demand.
Operation and Interfaces include those for monitoring, reporting, and
Control telephony.
PS49 Markets Generation Oper- | Wholesale market operations control to optimize portfolio of
ation and Control |sources. Interfaces include those for monitoring, reporting,
and telephony.

PS50 Markets Bulk Generation |Wholesale market operations control to optimize portfolio
of sources. . Interfaces include those for control, monitoring,
reporting, and telephony.

PS51 Markets Bulk Storage Wholesale market operations control to optimize portfolio

of sources. Interfaces include those for control, monitoring,
reporting, and telephony.
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IF No. Entity 1 Entity 2 Comments
PS52 Markets Customer Provides for optimization of distributed generation, storage,
Point(s) of Inter- |and load control (i.e. demand response) on the customer
face domain. Interfaces include those for control, monitoring, and
reporting.
PS53 Generation Opera-|Generation Sub- |Provides substation information and control of substation
tion and Control |station equipment. Interfaces include those for control, monitoring,
SCADA, reporting, and telephony.
PS54 Generation Opera-|Bulk Generation |Provides generation information and control of bulk genera
tion and Control tion. Interfaces include those for control, monitoring, SEADA4,
reporting, and telephony.
PS55 Generation Opera- |Bulk Storage Provides storage data and control of bulk storageNterfaces
tion and Control include those for control, monitoring, SCADAs¥eporting, and
telephony.
PS56 Generation Opera-|Transmission Provides for coordination between generation operations and
tion and Control |Operation and transmission operations. Interfaces iticlide those for moni-
Control toring, reporting, SCADA, and telephony.
PS57 Customer Substa- |AC Loads Provides for intra-facility monitoring and control of AC loadk.
tion Interfaces include those for protection, control, and monitorft
ing.
PS58 Customer Substa- |DC Loads Provides for intra-facility'monitoring and control of DC loadk.
tion Interfaces include those for protection, control, and monitor
ing.
PS59 Customer Point(s) |AC Loads Provides forififormation exchange and control of AC loads
of Interface by entities external to customer. Interfaces include those for
protection, control, and monitoring.
PS60 Customer Point(s) |DC Loads Proyides for information exchange and control of DC loads
of Interface by‘entities external to customer. Interfaces include those for
protection, control, and monitoring.
pPSe61 Customer Substa- |Customer Dis4 Provides for information exchange and control of DERs by
tion tributed Energy |substation control. Interfaces include those for protection,
Resources control, and monitoring.
PS62 Customer Point(s) | Custonier Dis- Provides for information exchange and control of DERs by
of Interface tributed Energy |entities external to customer. Interfaces include those for prp-
Resources tection, control, and monitoring.
PS63 Customer Dis- AC Loads Provides for information exchange and control of DERs and
tributed Energy AC loads internally at the customer. Interfaces include those|
Resources for protection, control, and monitoring.
PS64 Customer/Dis- DC Loads Provides for information exchange and control of DERs and
tributed Energy DC loads internally at the customer. Interfaces include those
Résources for protection, control, and monitoring.
PS65 Eleetrie-Serviece Matkets Providesforinformationexchange-of-marketinformationand
Providers expected loading. Interfaces include those for monitoring and
control.
PS66 Electric Service Distribution Provides for information exchange of expected loading and
Providers Operation and aggregate control mechanisms. Interfaces include those for
Control monitoring.
PS67 Electric Service |Customer Sub- |Provides for monitoring information and control of customer
Providers station generation, storage, and loads. Interfaces include those for
monitoring and control.
PS68 Electric Service Customer Provides for monitoring information and control of customer
Provider Point(s) of Inter- |generation, storage, and loads. Interfaces include those for
face monitoring and control.
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IF No. Entity 1 Entity 2 Comments
PS69 Customer Dis- Customer Dis- Interfaces between two or more customer DERs. Interfaces
tributed Energy |tributed Energy |include those for protection, control, monitoring, reporting,
Resources Resources and SCADA.
PS70 Transmission Distribution Dis- |Provides for monitoring information and control of customer
Operation and tributed Energy |generation, storage, and loads for direct dispatch of distribu-
Control Resources tion connected DER. Interfaces include those for monitoring
and control.
P$71 Generation Opera-|Distribution Dis- |Provides for monitoring information and control of:¢ustomer
tion and Control |tributed Energy |generation, storage, and loads for direct dispatchof Histribu-
Resources tion connected DER. Interfaces include thosé for monitoring
and control.
P$§72 Electric Service |Generation Sub- |Provides for monitoring information of generation spbstation
Providers station equipment. Interfaces include thosé for' monitoring.
P$73 Electric Service |Bulk Storage Provides for monitoring informatien of bulk storagelequip-
Providers ment. Interfaces include thoseotr monitoring.
P§74 Electric Service |Bulk Generation |Provides for monitoring itformation of bulk generatfion
Providers equipment. Interfacesdnelude those for monitoring,.
P$75 Electric Service |Transmission Provides for monitoring information of sensors and neasure-
Providers Sensors and ments associated with transmission line equipment/ Inter-
Measurement faces include those for monitoring.
Devices
P$76 Electric Service |Transmission Provides for monitoring information of transmission substa-
Provider Substation tion.equipment. Interfaces include those for monitoifing.
P$77 Electric Service |Distribution Provides for monitoring information of sensors and neas-
Providers Sensors and Urement devices associated with distribution line equipment.
Measurement Interfaces include those for monitoring.
Devices
P$78 Electric Service |Distribution Provides for monitoring information of distribution [substa-
Provider Substation tion equipment. Interfaces include those for monitoifing
P$79 Electric Service |Distribution Dis- |Provides for monitoring information of distribution [distrib-
Provider tributed Energy |uted energy resource equipment. Interfaces include those for
Resources monitoring.
P$80 Electric Service ~ |Generation Oper- |Provides for monitoring information provided to as§et man-
Provider ation and Control |agement provides from the generation operation angl control
centre. Interfaces include those for monitoring.
P$81 Electri¢' Service |Transmission Provides for monitoring information provided to asget
Provider Operation and management provides from the transmission operation and
Control control centre. Interfaces include those for monitorihg.
B{Z2Communication Technology Interoperability Architecture Perspectivel (CT-

IAP) Description of Entities and Interfaces

Table B.3 provides the description and associated comment of each entity found in the Communication
System Interoperability Architecture Perspective (CT-IAP) shown in Figure 2.
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Table B.3 — CT-IAP entities and descriptions.

Entity Description Comments
Backhaul The backhaul network connects the utility | The backhaul network can be owned by the
control/operations, including the AMI utility and/or managed by a public telecommuni-
enterprise, with the wide area network cations/cable service provider. It can be wireline
(WAN), distribution substation networks, |(dial-up, T1, twisted pair, cable, fibre optic, etc.)
DERs, field area network (FAN), NAN dis- |or wireless (3G, WiMAX™, point-to-point, pagers,
tribution access points, etc. radios, etc.). A typical NAN/FAN usually has more
than one backhaul/access point connected to
LllC 'v‘v'AN. Ill SUIIIC LdSEC)5, LllC ‘UdLl\‘lldul ib 110U UDCJ
when centralized utility operation manages,the
networks directly from their back office.
Bulk Gengration |A network used within a bulk generation |These networks facilitate large-scale power
Network facility that connects to various networks. |generation connected at the grid geheration
transmission side.
Distrib- Customer generation and storage systems |Customer energy resources gan be used to
uted Energy are connected to CPN (HAN, BAN, IAN) balance the utility’s electricity load. Energy can|
Resources Net- |through energy services interfaces (ESIs) |be supplied by customers back to the grid. Itis
work and/or electric submeters, using either expected that customers'will have a balanced
wireline and/or wireless networks. portfolio of energy ‘gererated locally (in their
premises) and supplied by the utility, with an
energy supply ratio that can be dynamically
changed dutihg outages or peak energy periods
Distribution Distribution access point (DAP) is the DAPs can be considered part of the NAN. These
Access Pojnt device that collects and aggregates devices)have routing and traffic handling capabjl-
data coming from/to end devices/users ities to prioritize multiple data flows. More thar
through the NANs. It also interfaces with |[@he DAP might be used to collect data (e.g., smaft
the backhaul. meter reading). They interface with the backhatl
transport network.
Distribution Distribution substation network intercon- | The distribution substation is controlled and
Substatioh Net- |nects devices within a distributionsubsta- |supervised remotely via the utility’s backhaul
work tion (e.g., comprised of LANs that contain |and interconnects to DERs/microgrids, NAN/FAN
SCADA, IEDs, remote termjnalunits networks, and connects to the feeder/distribu-
[RTUs], PMUs, and other field devices that |tion electricity grid.
needs to be controlled.and monitored via
the backhaul netwarKk): IEC 61850 and
IEEE Std 1815™ (DNP3) are the protocols
of choice for thisynetwork.
Energy Sdrvices |ESIs are a.special class of device. It is It permits applications such as remote load
Interfaceqd/ Cus- |network-Centric and can also be thought of | control, monitoring and control of DER, in home
tomer Prdmises |aslogicalgateways. CPN represents HAN, |display of customer usage, reading of non-energy
Network BANjyor IAN. meters, and integration with building manage-

ment systems. It also provides auditing/logging
functions that record transactions to and from
HAN devices.

and does not constltute an endorsement by the IEEE of these products Equlvalent products may be used if they can be
shown to lead to the same results.
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Table B.3 (continued)

through a LAN. Access communications
gateways can then connect these DERs

Entity Description Comments

Feeder Distrib- |Feeder DER network is comprised of all Feeder DERs/microgrid networks are used for
uted Energy renewable and non-renewable sources low-medium (kilowatt) distributed energy gener-
Resources/ (e.g., wind, solar, diesel), not part of the ation and storage energy resources that are con-
Microgrid Net- |centralized energy generation. These nected to substations and/or feeder networks. In
work energy resources could be interconnected |most cases, the generation sources are located in

campuses, industrial parks, etc. (e.g., microgrids).

and-storagetANetworksto-the-main
grid, creating grid connected energy
sources. Utility scale storage energy
systems connected at the distribution
substation are also considered.

Fdeder Network

Feeder or distribution network is the
communications network overlaid on the
electrical grid. It comprises wireline or
wireless communications technologies.

In some cases, the feedereommunications
network consists of wireless or cabled donnec-
tions to exchange infopmation with field devices
(reclosers, switches,cap banks, etc.). It 4lso con-
trols volt/var gptimization, power quality, and
other advanced DA applications.

Area Network

feeder (field devices), DERs/microgrids,
including the utility scale electric storage,
to the utility control and operation centre.

Field Area Net- |FANs connect the distribution substations,| The FAN connects critical utility assets pnd

wprk the distributed/ feeder (field devices), and |transportoperations control data.
DERs/microgrids, including the utility
scale electric storage, to the utility control
and operation centre.

Grid Scale These are large-scale energy resources Utility-scale renewables are remotely Idcated

Emergy (wind solar, storage, etc.) that are con- from the energy consumption centres ahd

Ré¢sources nected to the transmission/generation require new transmission lines and conjmunica-
side of the grid and can handle sgyeral tions links to be built (if not available) t¢ control
hundreds of megawatts. these remote assets.

L¢ads Loads can communicate through local Loads can be appliances, pump controls} HVAC,
networks using a variety-of technologies. |PEVs, etc. Loads can be located in industrial facil-
These networks provide functionality to |ities, commercial facilities, or homes.
exchange information for load manage-
ment.

Mprkets Markets will provide energy information |Markets will communicate to third-parfy provid-
services with variable energy/electricity |ers and utilities through secure public Ihternet
pricing.information to allow dynamic connections.
exchange of energy services to/from con-
sumers and utilities, establishing a buyer’s
or seller’s energy market.

Neighbourheod™ |NANs connect smart meters, distributed/ |The NAN supports several applications aind can

either use wireless or cabled (power ling, fibre,
twisted pair, etc.) networks.

1 Ad- 1
O LIICTT INCLWOUI'RKS

GpLiLdl Ul CICLLI UlliL Wil cliuc‘ Ul Wil Clcbb
networks will play a role in AMI/NAN
networks, DA, substation automation,
backhaul, workforce automation, and also
on PEV mobile/roaming schemes. Wireless
networks can use a variety of radio tech-
nologies such as paging, point-to-point
and point-to-multipoint networks, multi-
ple-address radio networks, or satellite
links.

hrsommecircumTs CdTICE, TITteT BT Tdcommmunica-
tions shall be provided through the wireless net-
works so drivers can access information (such as
location of the nearest charging station, pricing
schemes, etc.) on the road through their mobile
phones or on-board EMSs.

NOTE—WiMAX is a trademark of the WiMAX Forum. This information is given for the convenience of users of this standard
and does not constitute an endorsement by the IEEE of these products. Equivalent products may be used if they can be
shown to lead to the same results.
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Table B.3 (continued)

Entity

Description

Comments

Plug-in Electric
Vehicle

PEVs or plug-in hybrid electric vehicles
are considered both “load” and “source/
storage” to provide power back to the grid
to balance energy supply.

PEVs are considered a load when the vehicle is
stationary and energy is drawn from the grid
to charge their batteries. Proper dimensioning
of the utilities distribution networks with PEV
adoption forecast is important to avoid unex-
pected peaks of energy consumption when

charging PEVs. The mobile/roaming case is also

il 2 | L REYL P2 'S L H
COTISTUCTC O WITCIT T L v o NC U tU—atTe S S CITatr g1its);

billing, and positioning information.

Public Intprnet/

Public Internet may be the primary com-

Energy management services may be offered to

Intranet munication path between utility enter- customers by third-parties, utilities, or Internet
prise data centres, market, and third- service providers (ISPs) via the Intethet. A cer-
party energy providers. tain level of protocol security shall be provided fto

all levels of energy managemertservices through
the Internet. ISPs provide Internet access to the
CPN.

Regional Regional interconnects connect the util- |These are core network interconnections using

Interconnects  |ities communications networks to other  |synchronous optical hetwork/synchronous dig-

Networks utilities networks. This could be done ital hierarchy andj/or dense wavelength divisior
through their own proprietary networks |multiplexing andinternet protocol fibre rings. Ip
or through public carrier backbones. some new eonstructed utility owned networks,

fibre optical power ground wire cables is the
technolegy medium of choice.

Smart Meter/ The smart meter/ESIs entity performs The,NAN, CPN, HBES, and DER networks may

Energy Sqrvices |a variety of intelligent metering tasks. gach be associated with different physical trang-

Interfaces The smart meter is typically part of the mission mediums, and consequently, in order to
AMI. The ESI function (optionally located,” | maximize interoperability, standards involving
within the smart meter) acts as the com- |communication with the smart meter should
munication gateway between the NAN and |not be restrictive to a particular transmission
CPN, which includes the HBES, lgads, PEVs, |medium (e.g., only RF or only power line). Stand+
and customer DER network. ards allow a variety of physical transmission

mediums (e.g., twisted pair, power line, and RF)
and, in general, any standardized protocol and
interface.

Third-Party Third-party valué-added energy services |Third-party energy management services

Services can offer managed energy services (home |require data access from devices connected to
and building);deémand response, and the CPN. Communications paths may be via a
other emérging services to end consumers |utility network infrastructure or the public Intdr-
and utidities. net. Third-party services may include monitoring

of specific customer devices, support for contro,
scheduling, or shaving of loads to accommodate]
customer energy usage policies.

Transmis$ion Transmission substation network inter- The transmission substation is controlled and

Substation Net- |connects devices within a transmission supervised remotely via the utility’s WAN/backt

work SUbStation (e-g, the substatiom may trautretwork:

contain Ethernet networks that connect
SCADA, IEDs, RTUs, PMUs, and other field
devices that need to be controlled and
monitored via the backhaul network).

NOTE—WiMAX is a trademark of the WiMAX Forum. This information is given for the convenience of users of this standard
and does not constitute an endorsement by the IEEE of these products. Equivalent products may be used if they can be
shown to lead to the same results.
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Table B.3 (continued)

Mpbile Network

Entity Description Comments
Utility Operation | Utility control and/or SCADA operation The utility control/operation network, also
and Control/ (substation automation, distribution sub- |called back-office, and AMI enterprise control,
Enterprise station, etc.) and AMI enterprise centre monitor, supervise, and manage processes, data
control, supervise, manage, and monitor |flows from meters, SCADA, substations, and
all utilities’ assets, processes, and custom- |all critical and non-critical information flow.
ers. The control/operations centre can be a single
integrated entity that manages transmission and
d;‘)tl ;but;uu ound LthUlllbl o Ul UIIC \,Ullt .Ol entity
(DMS/EMS and others) for each transm;{ssion and
distribution grid segment, depending on the type
of utility or energy service provided mogdel.
Wide Area Net- |A communication network entity that A WAN covers a large geographic area cpmmu-
wprk connects other networks including bulk  |nications requirements and'may utilize wireless
generation, substation, backhaul, and last |or cabled (e.g., fibre optic) communicatipns
mile networks to/from utility control/ technologies.
operations/enterprise centre.
Workforce Workforce mobile network (WAN) is used |It can use either AMI-NAN/FAN utility-qwned

by the utility’s workforce to provide dis-
patch, maintenance, and normal day-to-
day operations.

networks ox public 3G/WiMAX services|provided
by wireless.service providers (WSPs). The sub-

station hot spots can be used in conjundtion with
thignetwork to download/access broadpand data
to/from the utility control centre.

NOTE—WiMAX is a trademark of the WiMAX Forum. This informatien is given for the convenience of users of th
arld does not constitute an endorsement by the IEEE of these products. Equivalent products may be used if they can be
shown to lead to the same results.

s standard

Table B.4 provides all the interfaces (the lines with the numbers, e.g., CT1) found in the CT-IAP (Figure

2)

including the two entities (e.g., Entity 1 and-Entity 2) connected by the interface line.

Table B.4 — CT-IAP interfaces.

Interface |Entity 1 Entity 2 Comments

CT1 Utility Operation «Backhaul Either owned by the utility or managed by a telpcommu-
and Control/ nications service provider through a secure cornection.
Enterprise

CT2 Utility Operation |Feeder Network |This is a centrally based network where the cofnmu-
and Centrol/ nications to/from the utility centre does not require
Enterprise backhaul. It is usually owned by the utilities.

CT3 Utility Operation |Neighbourhood This is a communications network that connecjs directly
and Control/ Area Network to the utility centre. It is usually owned by the utility.
Enterprise

CT4 Backhaul Distribution The access point is the demarcation point betwgen the

Access Point

NAN/FAN-AMI and the backhaul. It can also be

called

collector, aggregation point, cell relay, or gateway. It
usually contains dual-radio communications inter-
faces—one facing the backhaul (e.g., 3G or WiMAX) and
one facing the last mile network (e.g., RF mesh radio).

It can be a mesh RF collector, a point-to-multipoint RF
radio (e.g., 3G or WiMAX), or a wireline access node (e.g.,
BPL/PLC).

NOTE—LTE and UMTS are trademarks of the European Telecommunications Standards Institute (ETSI). This information
is given for the convenience of users of this standard and does not constitute an endorsement by the IEEE of these products.
Equivalent products may be used if they can be shown to lead to the same results.

© ISO/IEC 2014 - All rights reserved

73


https://standardsiso.com/api/?name=6666119fd2b12f9e636e9f4d63afa902

ISO/IEC 30101:2014(E)

Premises Network

Table B.4 (continued)
Interface |Entity 1 Entity 2 Comments
CT5 Backhaul Distribution Sub- |This is the connectivity between the distribution substa-
station Network |tion networks and the utility control/operation/SCADA
network via the backhaul WAN network. Typical connec-
tions are usually a secure wireline (e.g., T1 line, dial-up)
or wireless point-to-point microwave radio links. In
some cases, the substation networks are connected
together.
CTé6 Backhaul Feeder Distributed |It provides the DER communication integration to the
Energy Resources/ |grid (connecting utility scale solar/wind and other
Microgrid Network|nonrenewable DERs)/microgrids to/from the backhaul
WAN network to/from the utility control operations
and/or enterprise centre. It also interconnects utility
scale energy storage networks and systems:
CT7 Distribution Neighbourhood The access point can also be considered-as an element gf
Access Point Area Network the NAN, or just an interface betwéenthe NAN and the
backhaul.
CT8 Feeder Network  |Neighbourhood It interconnects the NAN todhgdistribution network,
Area Network also called the feeder network, which contains intelli-
gent field devices that g6_oh poles, such as cap banks,
reclosers, switches,.smart transformers, field sensors,
etc. Some elements‘of the distribution network are alsg
found within the distribution substations.
CT9 Feeder Distributed | Neighbourhood This is an alternative to CT6 where the connectivity to
Energy Resources/ |Area Network the utilityscale DERs, located within the utility’s distri}
Microgrid Network bution nietwork, is done through the NAN/AMI networl.
CT10 Distribution Sub- |Feeder Network It.provides the connectivity between the distribution
station Network substation networks and the distribution network field
devices. It can use radio or wireline (BPL/PLC) hubs
(e.g., towers) within the distribution substation to con-
nect to distribution network field devices.
CT11 Distribution Sub- |Feeder Distributed |It interconnects the utility scale DERs/microgrids to/
station Network |Energy'Resources/ |from the utility control/operations/enterprise centre
Microgrid Network|through the distribution substations.
CT12 Smart Meter/ Neighbourhood Connects the smart meters through wireline or wirelegs
Energy Services . \|Area Network NAN. Smart meters could be residential (including builg-
Interfaces ing/business) or industrial-grade.
CT13 Workforce Mobile |Neighbourhood The NAN can be used as a conduit between a workforcg
Network Area Network mobile network and the utility control centre. The
NAN can provide redundancy in cases where a primary
workforce mobile network is out of range or unavailabl.
Access to the NAN by workforce mobile worker devices|
will be used to diagnose and repair problems in the NAN
and with NAN devices.
CT14 Smart Meter/ Energy Services In general, the ESI is the gateway between the smart
Energy Services Interfaces/ meter and the end-use devices and loads. By definition,
Interfaces Customer the physical communication links between the ESI and

the loads are part of the CPN (see CT68, CT15, CT16).
In many cases, the ESI is physically located within

the smart meter (i.e., the meter and ESI are one in the
same). However, this may not always be the case. CT14
describes the properties of the link in this latter case.

NOTE—LTE and UMTS are trademarks of the European Telecommunications Standards Institute (ETSI). This information
is given for the convenience of users of this standard and does not constitute an endorsement by the IEEE of these products.
Equivalent products may be used if they can be shown to lead to the same results.
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Table B.4 (continued)

Interface

Entity 1

Entity 2

Comments

CT15

Energy Services
Interfaces/ Cus-
tomer Premises
Network

Plug-in Electric
Vehicle

This provides connectivity between the ESI (which
may be a stand-alone device or could be integrated into
the smart meter itself) and the electric vehicle service
equipment (EVSE) and/or electric vehicle (EV) in order
to support functions such as charging, billing, load
shedding and storage, and positioning information. It
is assumed that the EVSE (also known as the charging

station)is-apartofthe-CRNandlikeleonneeted to the
EMS or similar system on the customer premis¢s. Here
(CT15), we only consider the case where the EVlis physi-
cally located at a premise with an EVSE‘and is dapable of
communication with the ESI. Note thatthe ESI/CPN may
communicate with the vehicle notlenly when it |s located
on the customer premises (e.gsparked or plugged into
an on-site charging station) but-also when the vehicle

is mobile (e.g., to supportgervices like mobile charging,
billing, diagnostics, and pesitioning informatiop). There
are other links/paths inthe reference architectjure that
deal with the case af .communicating with the vghicle
while it is mobile<e.g., CT53-CT18).

Energy Services
Interfaces/ Cus-
tomer Premises
Network

Distributed Energy
Resources Net-
work

This providesconnectivity between the ESI (wlich may
be a standsalone device or could be integrated into the
smart meter itself) and the DER network via the CPN to
the DER'in order to support functions such as charging,
billing, load shedding, generation, and storage. Here
(CT16), we only consider the case where the DER is capa-
ble of communication with the ESI.

CT17

Workforce Mobile
Network

Public Internety.
Intranet

The public Internet may provide access for workforce
mobile networks to third-party information su¢h as
maps, news, or weather.

CT18

Other Networks

Plug-in-Electric
Vehicle

This connectivity is used as a direct communicftions
path to the EV and can be used when the vehiclg is sta-
tionary, mobile, and/or roaming. This can replace and/
or supplant CT15 as another means to reach th¢ head-
end software. This connectivity can provide copplete
communications to the EV to support functions{such as
charging, billing, uploading rate/tariffs, load shedding
and storage, and positioning using on-board enprgy
information systems. For those EVs employing pn-board
smart chargers, complete EV charging control gnd
vehicle information can be accessed. This conngctivity is
typically described as telematics and is widely fitilized
by several vehicle equipment manufacturers OEMs. The
connection is established typically by wireless fon-
nectivity to the telematics provider head-end system

WieTetm sSpecificappiications cam provide conmectivity
to utilities and/or supplier head-end system. The WSP
could use 3G/GSM, 4G/LTE™/WiMAX, or satellite tran-
sponder technology inside the vehicle as the means to
communicate.

CT19

Workforce Mobile
Network

Energy Services
Interfaces/ Cus-
tomer Premises
Network

Workforce mobile networks can access the ESI via the
HAN, IAN, or BAN to retrieve ESI logging data to be able
to perform maintenance and repair work.

NOTE—LTE and UMTS are trademarks of the European Telecommunications Standards Institute (ETSI). This information
is given for the convenience of users of this standard and does not constitute an endorsement by the IEEE of these products.
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Table B.4 (continued)
Interface |Entity 1 Entity 2 Comments
CT20 Bulk Generation Transmission Sub- |—
station Network
CT21 Public Internet/ Other Networks It connects the ISPs to the other networks (e.g., WSPs).
Intranet
CT22 Other Networks Third-Party Ser-  |It connects other networks (e.g., WSPs) to the third-
vices party network (value-added service provider).
CT23 Public Internet/ Third-Party Ser-  |It connects the third-party network (value-added servife
Intranet vices provider) to the public Internet.
CT24 Markets Third-Party Ser-  |It connects the third-party network (value-addéd servife
vices provider) to the markets for energy/electricity.price
signalling information.
CT25 Utility Operation |Third-Party Ser- |It connects the third-party network (valie-added servife
and Control/ vices provider) to the utility control/operation/enterprise
Enterprise centre. It is usually part of an opew’ADE data exchange
arrangement where the third party network accesses
customer metering/billing ahd-energy consumption
information through the utility’s data repositories. Other
schemes involve third-pasty demand response and oth¢r
services.
CT26 Markets Public Internet/ It connects the mtarKet with utilities and other third-
Intranet party providetsithrough the public Internet.
CT27 Utility Operation |Public Internet/ It connects-the utility control/operation/enterprise
and Control/ Intranet centre tothe third-party service provider, ISP, WSP, andl
Enterprise other providers through the public Internet.
CT28 Backhaul Feeder Distributed |It.eAnects the backhaul to/from field devices (reclosers,
Energy Resources/ |cap banks, switches, etc.).
Microgrid Network
CT29 Workforce Mobile |[Smart Meter/ Workforce mobile networks can access smart meters
Network Energy Serfvices and the ESI to retrieve ESI logging data to be able to
Interfaces perform maintenance and repair work.
CT30 Transmission Sub- |Utility'Operation |This provides direct connectivity between devices on
station Network and,Control/ the transmission substation network and the utility
Enterprise control/operations/enterprise LAN. This interface con-
sists of legacy services, (PSTN, serial, satellite) (i.e., not
WAN-based).
CT31 Wide Area-Net- Utility Operation |This provides data flow between the utility’s control/
work and Control/ operations centre and the WAN. This interface maintains
Enterprise isolation between the WAN services (e.g., regional inter-
connections, WAN last mile (backhaul/ WAN), and the
transmission substation networks).
CT32 Wide Area Net- Backhaul This is the connection between the WAN and the WAN
work last mile (backhaul/WAN). The WAN last mile serves as
the extension of the WAN to connect primarily the distri-
bution networks.
CT33 Wide Area Net- Distribution Sub- |This securely interconnects devices within a utility’s dis-
work station Network tribution substation network and the WAN of the utility.

This connection is common to utilities with combined
transmission and distribution substations.

NOTE—LTE and UMTS are trademarks of the European Telecommunications Standards Institute (ETSI). This information
is given for the convenience of users of this standard and does not constitute an endorsement by the IEEE of these products.
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Table B.4 (continued)
Interface |Entity 1 Entity 2 Comments
CT34 Transmission Sub- |Wide Area Net- This provides data flow between the transmission sub-
station Network work station network of the utility and the WAN. This inter-
face normally carries all IT and OT traffic including EMS
and RAS traffic from the substation to the control centre.
CT35 Regional Intercon- |Wide Area Net- This provides data flow between other utilities and a
nects Networks work utility’s WAN to facilitate regional interconnections.
The interface is primarily used for monitoring RTUs of
another utility to enable RAS applications, as,wgll as
PMU data for inter-utility wide-area situational aware-
ness.
CT36 Transmission Sub- |Backhaul This provides data flow between the transmissjon
station Network substation network of the utility andthe WAN last mile.
This interface maybe used as an‘alternative for|direct
WAN (CT34) connectivity or-where there is inaflequate
capacity on legacy services,(€T30).
CT37 Not Used Not Used Not Used
CT38 Not Used Not Used Not Used
CT39 Grid Scale Energy |Wide Area Net- This connects grid'scale energy resources in thg gener-
Resources work ation domajiof a utility including hydro, geothgrmal,
wind, andphotovoltaic plants with the WAN of the util-
ity. The.connectivity can be provided via wirelipe (fibre,
dialupyxDSL, T1) or wireless (WiMAX, UMTS™} GPRS,
3Ggetc.).
CT40 Regional Intercon- |Grid Scale Energy _[This provides data flow between the grid scale fenergy
nects Networks Resources resources in the generation domain of a utility §nd other
utilities’ communication networks. The connectivity
can be provided via wireline (fibre, dial-up, xDYL, T1) or
wireless (WiMAX, UMTS, GPRS, 3G, etc.).
CT41 Workforce Mobile |Feedet\Distributed |This provides data flow between DERs and the work-
Network Energy Resources/ |force mobile network. It may be wireless to supjport
MicroGrid Net- mobility of the workforce.
work
CT42 Transmission(Sub- |Distribution Sub- |This interconnects directly devices within a utility’s
station Network station Network transmission substation network to the deviceg within
the utility’s distribution substation including SCADA,
IEDs, RTUs, PMUs, and other field devices. Data|flow
between these two entities is latency critical.
CT43 Grid Scale Energy |Transmission Sub- |This connects grid scale energy resources in the gener-
Resources station Network |ation domain of a utility including hydro, geothgrmal,
wind, and photovoltaic plants with devices in tlpe trans-
mission substation network of the utility.
CT4% Not Used Not Used Not Used
CT45 Field Area Net- Distribution Sub- |This provides data flow between a FAN of a utility and
work station Network the distribution substation network of the utility. Thus,

information can be carried between SCADA, PMUs, RTUs,
and IEDs in the distribution substation network and the
utility’s control/operations centre over the FAN.

NOTE—LTE and UMTS are trademarks of the European Telecommunications Standards Institute (ETSI). This information
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Table B.4 (continued)
Interface |Entity 1 Entity 2 Comments
CT46 Field Area Net- Feeder Distributed | This provides data flow between a FAN of a utility and
work Energy Resources/ |the DERs/microgrid network. Thus, information can be
Microgrid Network|carried between SCADA, RTUs, and IEDs in the distribu-
tion substation network and the utility’s control /opera-
tions centre over the FAN.
CT47 Field Area Net- Feeder Network —
work
CT48 Workforce Mobile |Distribution Sub- |Wireless hotspots or wired connections into the dis-
Network station Network tribution substation network will be used to provide
additional information to the workforce mobile'network
devices for diagnosis and repair work.

CT49 Backhaul Field Area Net- —
work

CT50 Workforce Mobile |Feeder Network An interface between feeder networks to workforce

Network mobile network devices will allow for faster and more
accurate diagnosis, isolation, and repair of feeder net-
work problems.

CT51 Workforce Mobile |Backhaul In addition to AMI communications, a backhaul/WAN

Network can provide commudications links to mobile workers.

CT52 Energy Services Neighbourhood The ESI is the interfdce between NAN and HAN. Through

Interfaces/ Cus- Area Network ESI, NAN and HAN can communicate to each other even
tomer Premises though they might use different communication technoll-
Network ogy.

CT53 Other Networks Energy Services This provides connectivity between the ESI (which may
Interfaces/ Cus- be astand-alone device or could be integrated into the
tomer Premises smart meter itself) and WANs (e.g., GSM, EDGE, UMTS,
Network GPRS, LTE, WiMAX, WCDMA, CDMA, microwave, satel-

lite, etc.) in order to enable wide-area connectivity into|
the CPN (typically the ESI/EMS is the entry point) from

a variety of other end-points (e.g., the utility distribu-
tion control/operations centre, mobile PEV, and many
others). This link could be associated with the follow-
ing applications: AMI/NAN, DA, workforce automation,
outage management, PEV (mobile charging, billing,
localization, etc.), DER management/control, and variofis
other applications.

CT54 Utility Operation |Other Networks —

and Contfely
Enterprise

CT55 Notused Not used Not used

CT56 Not used Not used Not used

CT58 Not used Not used Not used

CT59 Not used Not used Not used

CT60 Bulk Generation Wide Area Net- —
work

CTe61 Markets Wide Area Net- —
work

NOTE—LTE and UMTS are trademarks of the European Telecommunications Standards Institute (ETSI). This information
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Table B.4 (continued)

Interface |Entity 1 Entity 2 Comments

CT62 Regional Intercon- |Other Networks —
nects Networks

CT63 Workforce Mobile |Other Networks Other networks not called out specifically can also be
Network used for workforce mobile networks. These other net-

works can be either the primary network or a redundant
backup network for mobile networks.

CTFe4 WideAreaNet Eield-AreaNet
work work

CT65 Backhaul Neighbourhood The meter information goes through NAN.and is col-

Area Network lected by DAP and then publishes to backhaul through
WAN. The information from backhaulgoes thrqugh WAN
to DAP and then distributes to meters through NAN.

CT66 Workforce Mobile |Wide Area Net- A WAN is one of the alternative networks that dan carry
Network work data to/from workforce mobile network access|points

and base stations. The WAN'itself can be used as a net-
work for dispatch communications.

CTe67 Bulk Generation Other Networks —

CT68 Energy Services Loads This provideg’connectivity between the ESI (wlich could
Interfaces/ Cus- be physicalljzlocated on the smart meter itself)|and the
tomer Premises various leads (possibly thousands) within the qustomer
Network premises in order to support functions such as gnergy

management, lighting control, solar protection,|HVAC
cofibrol, security/access control, control of audip/video
services. The physical links associated with CT$8 are
generally considered a part of the HAN/BAN/IAN. Also,
note that some of the key customer premises systems
and controls such as HBES, BACS (building autgmation
and control system), and EMS could physically feside in
the ESI, or in a separate device connected direcfly to the
ESI via CT68.

CT69 Regional Intercon- |Utility Operation |—
nects Networks and Control/

Enterprise
CT70 WorkforceMobile |Utility Operation |Dispatch, maintenance, and restoration work will be
Network and Control/ managed over the workforce mobile network between
Enterprise the utility control centre and the mobile worke¥s. A
variety of communications solutions ranging frpm public
carrier networks to dedicated private voice and data
networks are used.

CT71 Workforce Mobile |Transmission Sub- |Wireless hotspots or wired connections into thg trans-
Network station Network |mission substation network will be used to proyide

additional information to the workforce mobile network

1 . £ 1. . 1 . 1
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B.3 Information Technology Interoperability Architecture Perspective (IT-IAP)
Description of Entities and Interfaces

Table B.5 provides the description and associated comment of each entity found in the Information
System Interoperability Architecture Perspective (IT-IAP) shown in Figure 3.
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Table B.5 — IT-IAP entities and descriptions.

Entity

Description

Comments

Billing

Customer billing

Utilizes meter data and applicable tariff for cus-
tomer billing and back-office financial functions.

Customer Energy
Portal

Supports customer interaction
with the service provider

May be accessed via the Internet, telephone sup-
port, or other means. Includes energy usage, billing
data, and customer authorizations.

Customer Energy Man-

Typically called home EMS (HEMS), business EMS

LIDNAC
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management function may be distributed (e.g.,
between smart meter and HEMS) or may be pro-

vided by a service provider.

Customer|Information

Utility customer database

Includes history, location, contact, crédit and othg¢r
usage, and PII of the customer.

Demand Nlanagement

Provides load control based on
the state of the power system.

Utilizes usage data and pricing-to‘€ncourage load
control by the customer. Load eontrol may be
achieved via customer action; controlled outages
etc.

Distribut¢d Energy DERs at the customer site Includes generation.and storage. May or may not
Resources (Local Gen- be dispatchable,

eration)

Dispatch Plans generation needs Utilizes mdrket data to schedule generation and tp

provide availability data to the markets.

Distribution Asset
Managempnt

Identify and manage equipment
and future investments in the
distribution domain

A bread'set of functions that integrate for the dis
tribution domain: planning, preventative mainte-
nance, spare inventory control, financial reporting,
etc.

Distribution Field
Device

The aggregator of distributipn
system data

Provides monitoring, information exchange, and
control data for operations/control. Typically pro
vided via SCADA.

Distributjon Manage-
ment

Integrates all distribution system
operations

Manages distribution system operations includin
load management, reliability, and assets. Utilizes
data from the distribution system, customer, and
control/operations.

[8)°]

Distribution Mobile
Workforcg Manage-
ment

Automation of field service
resourees

Optimizes matching of personnel and equipment fo

maintenance, construction, and repair.

Distribution Operation

SCADA, asset management, and
similar operations related to the
distribution system

Maintains reliability and safe operation of the
distribution system.

Distribution Substation

The aggregator of distribution
system data

Provides monitoring, information exchange, and
control data for operations/control. Typically pro
vided via SCADA.

Energy Management

Integrates all transmission sys-
tem operations

Manages transmission operations including power
flows, reliability, and assets. Utilizes data from

the transmission system and data provided from
control/operations.

Energy Market Clearing

Financial processes related to
energy trading

Geographic Informa-
tion Management

Provides spatial data and analysis

ISO/RTO Operation System stability across utilities  |Integrates markets with transmission system
including load balancing and operation for bulk power.
switching.
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