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Foreword

021(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

A |
VOTI\T

[he procedures used to develop this document and those intended for its further maintenajnce are
lescribed in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for
the different types of document should be noted. This document was drafted in aceordance With the

experts/refdocs).

Attention is drawn to the possibility that some of the elements of this document may be the

ights. Details of any patent rights identified during the development\0f'the document will b

ist of patent declarations received (see patents.iec.ch).

constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific ter

so/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

['his document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information tec
bubcommittee SC 7, Software and system$engineering.

A list of all parts in the ISO/IEC 19770"series can be found on the ISO and IEC websites.

Any feedback or questions on this document should be directed to the user’s national standards

editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives or www.iec.ch/mlembers

subject

bf patent rights. ISO and IEC shall not be held responsible for identifying any or all such| patent

b in the

ntroduction and/or on the ISO list of patent declarations received (sée www.iso.org/patents) orjthe IEC

Any trade name used in this document is information given/for-the convenience of users and does not

ms and

expressions related to conformity assessment, as well as information about ISO's adherencg to the
World Trade Organization (WTO) principles in theTechnical Barriers to Trade (TBT) see www.|so.org/

nology,

body. A

romplete listing of these bodies can be found at www.iso.org/members.html and www.iec.ch/national

tcommittees.
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Introduction

This document is for use by certification bodies for auditing and certifying a management system for
IT asset management (ITAM), referred to as an “IT asset management system” (ITAMS) in accordance
with ISO/IEC 19770-1. It can also be used by accreditation bodies when assessing certification bodies.
It is intended to be used in conjunction with ISO/IEC 17021-1, which sets out criteria for certification
bodies providing audit and certification of management systems. This document provides requirements
additional to those in ISO/IEC 17021-1.

Correc| application of this document enables certification bodies to harmonize their applicatier]
of ISO/[EC 17021-1 for audits against ISO/IEC 19770-1. It will also enable accreditation bodies ta
harmorjize their application of the standards they use to audit certification bodies.

This dofument follows the structure of ISO/IEC 17021-1, as far as possible. The requirements additiona
to thos¢ in ISO/IEC 17021-1 are identified by subclauses titles that include “SMxxx”.

ISO/IE( 17021-1 and this document use the term “client” for the organization seeking certification.

vi © ISO/IEC 2021 - All rights reserved
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Information technology — IT asset management —

Part 11:

Requirements for bodies providing audit and certification

pffT-assetmahagement systems
. Scope

hind certification of an ITAMS in accordance with ISO/IEC 19770-1. It does not change the requiy
tpecified in ISO/IEC 19770-1.

[his document can also be used by accreditation bodies for the accreditation of certification
However, this document does not specify requirements or provides guidance for accreditation b
hudit certification bodies.

A certification body providing ITAMS certification is expected(o be able to demonstrate fulfil
'he requirements specified in this document, in addition to-the requirements in ISO/IEC 17021-

P Normative references

[he following documents are referred to in the(text in such a way that some or all of their

indated references, the latest edition of the referenced document (including any amendments)

SO/IEC 17021-1:2015, Conformity assessment — Requirements for bodies providing audit and cert}
bf management systems — Part 1: Requiirements

SO/IEC 19770-1, Information technology — IT asset management — Part 1: IT asset mang
bystems — Requirements

SO/IEC 19770-5, Information technology — IT asset management — Part 5: Overview and vocaby

SO/IEC 20000-1, Information technology — Service management — Part 1: Service management
requirements
B Terms’and definitions

For ,the purposes of this document, the terms and definitions given in ISO/IEC 1702]
SO/1EC 19770-5 apply.

['his document specifies requirements and provides guidance for certification bodies providing audit

ements

bodies.
bdies to

ment of
.

content

Constitutes requirements of this document. Eor dated references, only the edition cited applies. For

hpplies.

fication

gement

lary

system

-1 and

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

4 Principles
The principles in ISO/IEC 17021-1:2015, Clause 4 apply.

© ISO/IEC 2021 - All rights reserved
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neral requirements

5.1 Legal and contractual matters

The requirements in ISO/IEC 17021-1:2015, 5.1 apply.

5.2 Management of impartiality

5.2.1

The requirements in ISO/IEC 17021-1:2015, 5.2 apply. In addition, the following requirementsyand

guidan

5.2.2

Certific
or havil

a) arr
rel
prd
cor

b) ma
int
c) act
act

suh

requirements and that they are not used to justify a reduction in the eventual certification audi

dur

d) per
rel

e) addg
bed

Certific
certific
which g

53 L
The reg

General

e apply.
SM5.2.2 Conflicts of interest

ation bodies may carry out the following duties without them being considered as consultancy
1g a potential conflict of interest:

anging and participating as a lecturer in training courses; where these‘\courses relate to ITAM
ited management systems or auditing, certification bodies shall eenfine themselves to thd
vision of generic information and advice which is publicly availablg, i.e. they shall not provids
hpany-specific advice;

king available or publishing on request informationydescribing the certification body’y
prpretation of the requirements of the certification audit standards;

vities prior to audit, solely aimed at determining readiness for certification audit; thesg
vities shall not result in the provision of recommniendations or advice that would contravene this
clause; certification bodies shall be able to confirm that such activities do not contravene thesg

ation;

forming second and third-party audits according to other standards or regulations not directly
ited to the ITAMS;

ing value during certificatioh.audits, e.g. by identifying opportunities for improvement, as they
ome evident during the audit, without recommending specific solutions.

ation bodies shall met provide internal ITAM reviews of the client’'s ITAMS subject td
htion. Certification®odies shall be independent of the body or bodies (including any individuals]
rovide the interhal'ITAMS audit.

jability and financing

uirements in ISO/IEC 17021-1:2015, 5.3 apply.

6 Str

uctural requirements

The requirements in ISO/IEC 17021-1:2015, Clause 6 apply.

© ISO/IEC 2021 - All rights reserved
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7 Resource requirements
7.1 Competence of personnel

7.1.1 General considerations

7.1.1.1 General

021(E)

buidance apply.

7.1.1.2 SM7.1.1.2 Generic competence requirements

levelopments relevant to the ITAMS of the client which it assesses.

hreas as determined by the certification body.

NOTE Annex A provides a summary of the competence requiréments for personnel involved in
Certification functions.

7.1.2 Determination of competence criteria

7.1.2.1 General

buidance apply.
7.1.2.2 SM7.1.2.2 Competence requirements for ITAMS auditing

7.1.2.2.1 The term “technical area”

software (e.g. application programs, operating systems), non-executable software (e.g

bf ISO/IEC 19770<1 can be applied to all technological environments and computing platfor

TAM:

[he Tequitements i 1SO/TEC17021-172015, 7. 1.1 apply- In addition, the following Tequirements and

[he certification body shall ensure that it has knowledge of the technologicalylegal and regulatory

[he certification body shall define the competence requirements for each certification fungtion as
referenced in ISO/IEC 17021-1:2015, Table A.1. The certification body<shall take into account all the
requirements specified in ISO/IEC 17021-1, 7.1.2 and 7.2.2 that are-relevant for the ITAMS tgchnical

specific

[he requirements in ISO/IEC 17021-1:2015;71.2 apply. In addition, the following requiremepts and

SO/IEC 19770-1 states that all requirements are generic and intended to be applicable to IT agsets of
brganizations regardless-of their types and sizes. IT assets encompass asset types such as exgcutable

fonts,

configuration information), and IT hardware (e.g. PC, server, printer). In addition, the requifements

ms (e.g.

Virtualized Seftware applications, cloud-based software-as-a-service). For ISO/IEC 19770-1 audlits, the
ferm “techniical area” relates to the ITAMS, including all ITAM-related processes and governancg within
the scope'of the ITAMS. “Technical area” does not relate to any underlying technology used tq enable

1.2.2.2 General requirements
The audit team members shall at least have knowledge of:
a) management systems in general;

b) ITAMS maturity assessments;

c) service management system (SMS) or information security management systems (ISMS) as ITAMS

related management systems;

d) principles of auditing.

© ISO/IEC 2021 - All rights reserved
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NOTE Further information on the principles of auditing can be found in ISO 19011.

Criteria a), b) and d) apply to all auditors being part of the audit team. Criteria c) is only relevant for
audit team members involved in a combined management system audit as addressed in 9.1.6.

7.1.2.2.3 ITAMS standards and normative documents

Collectively, all members of the audit team shall have knowledge of all requirements specified in
ISO/IEC 19770-1 as well as the terminology specified in ISO/IEC 19770-5.

7.1.2.24 ITAM principles, practices and techniques

All members of the audit team shall have knowledge of:

a) ITAM roles and responsibilities;

b) prdcesses applicable to ITAM;

c) organizational interfaces of ITAMS;

d) ITAM related tools, methods, techniques and their application;

The audlit team shall also have team members with knowledge of IT compliance and software licenssg
complignce in particular. This competency can be shared among the auditors in the audit team.

7.1.2.2]5 Business management practices

Auditorjs involved in ITAMS auditing shall have knowledge of:
a) budiness requirements for ITAM;

b) ITAM stakeholders;

c) gereral business management conceptsj-practices and the inter-relationship between ITAM
poljcies, objectives and results;

d) mapagement processes and relatedterminology.

NOTE These processes also in¢lude human resources management, internal and external communicatior
and oth¢r relevant support processes:

7.1.2.2{6 Client businesssector
Auditors involved indTAMS auditing shall have knowledge of:

a) legal and regulatory requirements relating to ITAM, depending on geography and jurisdiction(s)
e.g]country=specific laws on internal control systems for IT assets, intellectual property, copyright
datia privacy and environmental regulations;

NO = Ko lad £1 1l o d o 1ot 3 o Batinanl ot a-d-l 1l lecie ad
g IO WICOECUTICE AT alra T CEUTatoT y T CquaT CTHCTICS GO TS TIOTTIITPTY o PproTounaICgdr oUat g T OUUTTIar

b) ITAM risks related to business sector, e.g. software license compliance as part of the overall IT
compliance following regulatory requirements for financial institutions;

c) generic terminology, processes and technologies related to the client business sector;
d) relevant business sector practices.

The criteria a) and b) may be shared amongst the audit team.

4 © ISO/IEC 2021 - All rights reserved
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7.1.2.2.7 Client products, processes and organization

Collectively, auditors involved in ITAMS auditing shall have knowledge of the impact of organization
type, size, governance, structure, functions and relationships on development and implementation of
the ITAMS and certification activities, including outsourcing.

7.1.2.3 SM7.1.2.3 Competence requirements for leading the ITAMS audit team

In addition to the requirements in 7.1.2.2, audit team leaders shall fulfil the following requirements,
riticirsiratt bedemonstrated imaudits unmder guidance and Supervision:

h)  knowledge and skills to manage the certification audit process and the audit team;
h) demonstration of the capability to communicate effectively, both orally and in writing.

['he certification body shall ensure auditors keep knowledge and skills in ITAM ahd-auditing up|to date
rhrough continual professional development.

7.1.2.4 SM7.1.2.4 Competence requirements for reviewing audit reports and making
certification decisions

7.1.2.4.1 General requirements

[he personnel reviewing audit reports and making certification decisions shall have knowledge that
bnables them to verify the appropriateness of the scope of eertification as well as changes to the scope
hnd their impact on the effectiveness of the audit. Additionally, the personnel reviewing audit freports
hnd making the certification decisions shall have knewledge of:

h) management systems in general;
b) audit processes and procedures;

") audit principles, practices and techaiques.

7.1.2.4.2 ITAMS standards and normative documents

[he personnel reviewing audit reports and making certification decisions shall have knowledge of
relevant ITAMS standard$ and other normative documents used in the certification process.

7.1.2.4.3 ITAM prineiples, practices and techniques

[he personnelreviewing audit reports and making the certification decisions shall have knowledge of
the items listed'in 7.1.2.2.4 a), b) and c).

7.1.2.4:4~" Client business sector

['he personnel reviewing audit reports and making certification decisions shall have knowledge of the

SNV W D CAER LN P2 T 2= IEPL P PIETPN PV 202 I DANP S SNETPN PO TSR 2F S FE DT Rt o o atd
SCTICTTICTCTTINTIOTO R y a O TISKS T CTatC U to Tt C T eI v art D u ST S S StCToT prattrcess

7.1.3 Evaluation processes

7.1.3.1 General

The requirements in ISO/IEC 17021-1:2015, 7.1.3 apply. In addition, the following requirements and
guidance apply.

© ISO/IEC 2021 - All rights reserved 5


https://standardsiso.com/api/?name=24c049fb0d63d55d151771590fd3eb61

ISO/IEC 19770-11:2021(E)

7.1.3.2 SM7.1.3.2 Demonstration of knowledge and experience

Knowledge and experience of personnel involved in the management and performance of audits
and other certification activities shall be evaluated, for example, by using recognized personnel
qualifications. Registration records under a personnel certification scheme can also be used to evaluate
the required knowledge and experience.

7.1.3.3 SM7.1.3.3 Evaluation of audit team members

The certificatiom body sthatttrave aprocessforevatuation the backgroundexperience, specific traimmig
or briefiing of audit team members.

7.1.4 |Other considerations

The requirements in ISO/IEC 17021-1:2015, 7.1.4 apply.

7.2 Personnel involved in certification activities

The redquirements in ISO/IEC 17021-1:2015, 7.2 apply.

7.3 Use of individual external auditors and external technical‘experts

The requirements in ISO/IEC 17021-1:2015, 7.3 apply.

7.4 Personnel records

The redquirements in ISO/IEC 17021-1:2015, 7.4 apply.
7.5 (utsourcing

The redquirements in ISO/IEC 17021-1:2015, 7.5@pply.
8 Information requirements

8.1 Public information

The redquirements in ISO/IE€17021-1:2015, 8.1 apply.
8.2 (Certification decuments

8.2.1 |General

The requireirents in ISO/IEC 17021-1:2015, 8.2 apply. In addition, the following requirements ang
guidan¢eapply.

8.2.2 SM8.2.2 Scope definition
The guidance in ISO/IEC 19770-1:2017, Clause 1 should be used when defining the scope.

8.3 Reference to certification and use of marks

The requirements in ISO/IEC 17021-1:2015, 8.3 apply.

6 © ISO/IEC 2021 - All rights reserved
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8.4 Confidentiality

8.4.1 General

The requirements in ISO/IEC 17021-1:2015, 8.4 apply. In addition, the following requirements and

guidance apply.

8.4.2 SM8.4.2 Access to the client’s documents, including records

Before agreeing on the certification audit, the certification body shall ask the client to repo
TAMS documents or records cannot be made available for review by the audit team béc¢aul
contain confidential or sensitive information. The certification body shall determiné)whet
TAMS can be adequately audited in the absence of these documents or records. If any docun
records that are essential for the audit are not available, the certification body shall advise th
fhat an audit cannot take place until appropriate access arrangements are granted.

B.5 Information exchange between a certification body and its clients

[he requirements in ISO/IEC 17021-1:2015, 8.5 apply.

D Process requirements
D.1 Pre-certification activities

D.1.1  Application
['he requirements in ISO/IEC 17021-1:2015, 9.1, I apply.

D.1.2 Application review

D.1.2.1 General

[he requirements in ISO/IEC 17021-1:2015, 9.1.2 apply. In addition, the following requireme
buidance apply.

D.1.2.2 SM9.1.2.2 Application review

['he certification-bedy shall review the application from the client to ensure a clear understar
the areas of actiyity of the client and the likely risks to the ITAMS.

D.1.3 Audit programme
[hesequirements in ISO/IEC 17021-1:2015, 9.1.3 apply.

t if any
se they
her the
ents or
e client

nts and

1ding of

.1.4 Determining audit time

9.1.4.1 General

The requirements in ISO/IEC 17021-1:2015, 9.1.4 apply. In addition, the following requirements and

guidance apply.

9.1.4.2 SM9.1.4.2 Determining audit time for initial audit

The certification body shall use the number of effective personnel supporting the ITAMS, as the basis

for determining the audit time for an initial certification audit. The certification body shall use

© ISO/IEC 2021 - All rights reserved
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when determining the audit time. Table 1 is based on 8-hour days. The numbers may be adjusted if the
hours per day are more or less than 8.

The number of effective personnel shall be calculated as full-time equivalents (FTE). The calculation of
effective personnel shall be based on those in the scope of the ITAMS, i.e. personnel with responsibilities
and authorities in the ITAMS including ITAM operation processes or personnel supporting ITAM
process objectives in accordance with ISO/IEC 19770-1:2017, Annex A.

The certification body shall be able to justify the rationale used for the relationship between the number
of effective pprcnnnp] cnppnrfing the ITAMS and the audit time

If the }:umber of effective personnel supporting the ITAMS exceeds 150, the certification body’s
procediires shall provide for the calculation of the audit time, following the progression in Table 1in g
consistgnt manner and define the days by extrapolation beyond the last band in Table 1.

The certtification body shall base their plans for an initial audit on a minimum audit time©f.2 days, aftet
adjustnpents, irrespective of the number of personnel.

The audit duration shall not be less than 80 % of the audit time. If additional time {5 needed for planning
or repoft writing, this shall not reduce the audit duration.

Table 1 — Relationship between effective number of personnel suppoepting the ITAMS and audit
time before adjustments (initial audit)

Elective umber of eraannel A ime 4oy
5to 10 2
11to 20 4
21to 35 6
36to 50 8
51to 70 10
71 to 100 12
101 to 150 14
NOTE Audit time is defined as the time needed to plan and accomplish a complete and effective audit of thg

and time spent off-site carrying out\planning, document review, interacting with personnel and report writing
Duratiof of management system certification audits is defined as that part of the audit time spent conducting
audit activities from the opening/meeting to the closing meeting, inclusive.

client’s Eanagement system. Audit timeiincludes the total time on-site at a client’s location (physical or virtual]

The effective number,efpersonnel consists of all personnel involved within the scope of certification
When ihcluded withinvthe scope of certification, it shall also include non-permanent (e.g. contractors
for ITAM managed’services) and part-time personnel. Dependent upon the hours worked, the numbe;
of part{time personnel and employees partially involved in the scope may be reduced or increased
and convertedito an equivalent number of full-time personnel. When a high percentage of personne
perform activities or roles which are considered repetitive, a reduction to the number of personnel
which ik ceherent and applied consistently on a client to client basis within the scope of certification, is
permitted.

9.1.4.3 SM9.1.4.3 Adjustments to audit time

All attributes of the client’s ITAMS shall be considered and adjustments made to the initial audit time for
those factors that could justify more or less time. Regardless of the adjustment factors, the certification
body shall ensure that sufficient audit time is allocated to accomplish a complete and effective audit of
the client’s ITAMS. The certification body shall document and be able to justify a decrease or increase
in the audit time.

Tables 2 and 3 show how relevant factors can affect the audit times in Table 1. The maximum reduction
shall be 30 % of the audit time given in Table 1.

8 © ISO/IEC 2021 - All rights reserved
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Table 2 — Factors which can decrease audit time

Potential decrease factors

Single site with low number of personnel and standardized IT assets

2 Centralized and standardized contracts related to the management of IT assets.
A low rate of change to the ITAMS.

4 Alow level of reliance on other parties, such as external service provider providing ITAM related services,
e.g. collection and analysis of financial and/or technical data.

5 PTior Knowledge of the organization, €.g. already certilied to another standard by the same certification
body.

6 Previously demonstrated effective performance of the ITAMS, e.g. previously certified with gnother
accredited certification body.

7 Combined audit of the ITAMS with one or more other relevant management systems, e.g. servife man-
agement systems (ISO/IEC 20000-1) or information security management systénis (ISO/IEC 27001).

Table 3 — Factors which can increase audit time
Potential increase factors

1 Large size or complexity of the ITAMS scope, e.g. high number ofpersonnel or locations.

2 Complex IT landscape, e.g. decentral and heterogenous hardware and software in use.

3 Decentralized or individual contracts related to the managemnient of IT assets.

4 Complicated logistics involving multi-site working, inthe'same, or across several time zone(s).

5 Complexity of language differences across differentlocations, e.g. personnel speaking in more than one
language (requiring interpreter(s) or preventingdndividual auditors from working independentlly).

6 A high level of reliance on other parties, sueh‘as external service providers providing ITAM|related
services, e.g. collection and analysis of finaneial and/or technical data.

7 High degree of legal and/or regulatoxy,tequirements affecting the client’s ITAMS, e.g. inte|lectual
property rights, data privacy.

D.1.4.4 SM9.1.4.4 Adjustments forrother management system standard certifications

fthe client is certified under other relevant management system standard(s), i.e. ISO/IEC 20000
br ISO/IEC 27001, the certification body may decrease the initial audit time.

A decrease in the audit time, due to certification against the aforementioned management
btandards, shall only(be permitted under the following conditions:

h) any existingleertificate is current and has been audited by an accredited certification body
once in th@last 12 months;

b) the scope of the other certification(s), is the same as, or greater than, that defined
IS@AEC 19770-1 certification.

[he amount of reduction of the audit time shall be dependent on the extent to which the client’y

-1 and/

system

at least

for the

ITAMS

ciAtaagratad with tha athor manacamant cuctam(c)
oIt STttty ettt

ot T O s STt T O y ot e T (o~

Regardless of other relevant management systems standards, the certification body shall ensure that

sufficient time is allocated to accomplish a complete and effective audit of the client’s ITAMS.

NOTE When two or more management systems of different disciplines are audited together, this is termed
a “combined audit”. Where these systems are integrated into a single management system, the principles and

procedures for auditing are the same as for a combined audit.
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9.1.4.5 SM9.1.4.5 Determining audit time for surveillance and recertification audits

The time needed to conduct surveillance and recertification audits shall be calculated using the
following factors:

a) the audit duration shall not be less than 80 % of the total audit time;

b) surveillance audits shall be a minimum of one third of the audit time for the initial audit annually,
whether performed in a single audit or more;

c) recprtification audits shall be a minimum of two thirds of the audit time for the initial audit;
d) the/minimum audit time for surveillance audits, after adjustment, shall be 1 day;

e) thelminimum audit time for recertification audits, after adjustment, shall be 2 days.

9.1.4.6| SM9.1.4.6 Remote audit activities

Activities which are performed by members of the audit team at any place other than the location of the
auditee} regardless of the distance are considered remote audit activities. The@udit plan shall identify
remotefaudit activities that will be performed during the audit.

Acceptgble and unacceptable remote audit activities are specified in [Jabte 4. The certification body
shall n¢t perform unacceptable remote audit activities in Table 4 and may perform the acceptable
remoteaudit activities.

The perfformance of remote audit activities shall not reduce theatidit time below that which is calculated
from Tdble 1, with appropriate adjustments.

If the cprtification body develops an audit plan for whichthe remote audit activities represent mors
than 3( % of the planned audit time, the certificationbody shall document the justification.

Table 4 — Acceptable and unacceptable remote audit activities

Acceptable

Teleconferencing: video and audio{web meeting, interactive web-based communications.

Remote access to tools used to support the ITAMS.

Remote access to the library of ITAMS documents and records.

Unacceptable

Reliance on documentation only.

5 JAssumption that atblocations function identically without supporting evidence for the assumption.

Audits conducted without interviewing personnel.

9.1.5 ([Multi-site sampling

9.1.5.1| “General

The requirements in ISO/IEC 17021-1:2015, 9.1.5 apply. In addition, the following requirements and
guidance apply.

9.1.5.2 SM9.1.5.2 Criteria for multi-site sampling

If a client has several locations, certification bodies may use a sample-based approach to multi-site
certification audits if all locations are:

a) operating under the same ITAMS, which is centrally administered;

b) included within the client’s internal audit programme;
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c) included within the client’s management review programme.
9.1.6 Multiple management systems standards

9.1.6.1 General

The requirements in ISO/IEC 17021-1:2015, 9.1.6 apply. In addition, the following requirements and

guidance apply.

D.1.6.2 SM9.1.6.2 Combining management system audits

hudit shall ensure that the audit evidence fulfils the requirements specified in ISO/IEC\19770-1
the scope of the audit. All findings relating to ISO/IEC 19770-1 shall be easily ddentifiable
"eports.

[he integrity of the ISO/IEC 19770-1 audit shall not be adversely affected by the combination off

D.1.6.3 SM9.1.6.3 Combining management system audits for ISO/IEC 19770-1 and ISO/IR
20000-1 or ISO/IEC 27001

Where an audit is combined for ISO/IEC 20000-1 and ISO/IEC 19770-1, the service management
[SMS) requirements in ISO/IEC 20000-1 shall be audited to €nsure that the services are relevar
TAMS.

For a combined audit of ISO/IEC 27001 and ISO/IEC19770-1, the requirements towards I
risk assessment and security management in ISO/IEC 19770-1 shall be audited to ensure t
nformation security policy is relevant to the ITAMS and that relevant information security r
dentified, and information security controls are implemented to support the ITAMS. The audi
find some supporting evidence from the information security management system (ISMS).

D.2  Planning audits
D.2.1 Determining audit objectives, scope and criteria

D.2.1.1 General

[he requirements in [SO/IEC 17021-1:2015, 9.2.1 apply. In addition, the following requireme
buidance apply.

D.2.1.2 SM9:2.1.2 Determining audit objectives

[he audit.ebjectives shall include checking that interfaces at the boundaries of the ITAMS wif]
barties-participating in the activities of the ITAMS, are identified and controlled. The certi
bodyshall also ensure that the client is aware of and managing any risks to the ITAMS and the {

An ITAMS audit can be combined with audits of other management systems. A combined |or intpgrated

within
n audit

audits.

C
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t to the
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hat the
sks are
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ervices

aricing from the interfaces

9.2.2 Audit team selection and assignments

The requirements in ISO/IEC 17021-1:2015, 9.2.2 apply.
9.2.3 Audit plan

9.2.3.1 General

The requirements in ISO/IEC 17021-1:2015, 9.2.3 apply. In addition, the following requireme
guidance apply.
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9.2.3.2

SM9.2.3.2 Sampling accuracy

The certification body shall have procedures in place to ensure the following:

a) an adequate level of sampling shall be determined at the initial meeting, and subsequent audit
activities, identifying differences between the following:

1y
2)

locations, e.g. number of managed IT assets per site;

country specific variations of the ITAMS, e.g. following legal and regulatory requirements;

3)

4)

b) are
bag

ardndom element;

c) the
sha

betiween certification audits.

9.3

[ anl

9.3.1

The requirements in ISO/IEC 17021-1:2015, 9.3 apply. lw addition, the following requirements ang

guidan

9.3.2
The cerf

nitial certification

asset related variations of the ITAMS, e.g. individual data management processes for different
software publishers or specialized tools for recording data about IT assets in scope;

external service provider involved in the ITAMS;

presentative sample shall be selected from the scope of the client’s ITAMS; the s€lection shall bg
ed upon the judgement of the certification body, reflecting the factors presented'in a), as well a5

design of the audit plan shall take into consideration the requirements/in a) and b); the plany
Il cover representative samples of the full scope of the ITAMS within the three-year period

General

e apply.
SM9.3.2 Identification of other parties

tification body shall have access to the evidence of the identification of other parties involved

in the provision of services for the client.and how they are controlled as specified in ISO/IEC 19770-1.
9.3.3 |SM9.3.3 Integration of ITAMS documentation with that for other management systems
The centification body shall take into account that the client can integrate the documentation for the
ITAMS [with that for other imanagement systems, e.g. a quality management system or informatior
security management system.

If the dpcumentation,for multiple management systems is combined, the client’s ITAMS shall be clearly
identifipd.

9.4 C(Cpndugcting audits

9.4.1 “Gemeral

The requirements in ISO/IEC 17021-1:2015, 9.4.1 apply.

9.4.2

Conducting the opening meeting

The requirements in ISO/IEC 17021-1:2015, 9.4.2 apply.

9.4.3

Communication during the audit

The requirements in ISO/IEC 17021-1:2015, 9.4.3 apply.

12
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9.4.4 Obtaining and verifying information

The requirements in ISO/IEC 17021-1:2015, 9.4.4 apply.

9.4.5 Identifying and recording audit findings
The requirements in ISO/IEC 17021-1:2015, 9.4.5 apply.

9.4.6 Preparing audit conclusions

[he requirements in ISO/IEC 17021-1:2015, 9.4.6 apply.

D.4.7 Conducting the closing meeting

[he requirements in ISO/IEC 17021-1:2015, 9.4.7 apply.
D.4.8 Audit report

D.4.8.1 General

[he requirements in ISO/IEC 17021-1:2015, 9.4.8 apply. In addition, the following requireme
buidance apply.

D.4.8.2 SM9.4.8.2 Audit report

[he audit report shall be of sufficient detail to suppert the certification decision. It shall cont
certification scope definition with a reference to any,changes in the scope and descriptions of sig
hudit trails followed and audit methodologies used.

['he report shall include the audit team’s reécommendation on certification of the client’s ITAM
nformation to substantiate this recommendation. The substantiation shall include a summary
conformities and opportunities for improvement regarding the implementation and effectivene;
TAMS.

D.4.9 Cause analysis of nonconformities

[he requirements in ISQ/FEC 17021-1:2015, 9.4.9 apply.

D.4.10 Effectiveneéss of corrections and corrective actions

[he requiremeénts in ISO/IEC 17021-1:2015, 9.4.10 apply.

D.5 Certification decision

[he‘réquirements in ISO/IEC 17021-1:2015, 9.5 apply.

nts and

ain the
nificant

S, with
of non-
s of the

9.6 Maintaining certification

The requirements in ISO/IEC 17021-1:2015, 9.6 apply.

9.7 Appeals
The requirements in ISO/IEC 17021-1:2015, 9.7 apply.

9.8 Complaints
The requirements in ISO/IEC 17021-1:2015, 9.8 apply.
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