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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnica
Commission) form the specialized system for worldwide standardization. National bodies that are membeérs-g
ISO or IEC participate in the development of International Standards through technical committee
established by the respective organization to deal with particular fields of technical activity. 1SQ_‘and IE(
technical committees collaborate in fields of mutual interest. Other international organizations, governmentg
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the fieldwof informatio
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

o ==

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint technical committee is to prepare International Standards. Draft Internationa
Standards adopted by the joint technical committee are circulated to national biodies for voting. Publication a
an International Standard requires approval by at least 75 % of the national bodies casting a vote.

U7

—

Attention is drawn to the possibility that some of the elements of this,document may be the subject of pater]
rights. ISO and IEC shall not be held responsible for identifying any orall such patent rights.

Amendment 1 to ISO/IEC 18033-4:2005 was prepared by« Joint Technical Committee ISO/IEC JTC 1,
Information technology, Subcommittee SC 27, IT Security techniques.

This Arznendment introduces two additional keystream generators for use as stream ciphers: Rabbit ang
Decim™.

Rabbit is specified in 7.3, and test vectors are given in A.4.
Decim"? is specified in 7.4, and test vectors.are given in A.5.

For all keystream generators, security: statements are given in Annex B, and object identifiers are given in
Annex C.
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Information technology — Security techniques — Encryption

algorithms —

Part 4:
Stream ciphers

AMENDMENT 1: Rabbit and Decim

Page 4, Clause 4, immediately before b;

Add the following:

AND Bitwise logical AND operation.

Page 4, Clause 4, line 21
Replace with the following:

OR Bitwise logical OR operation.

Page 5, immediately before 4.1

Add the following note:

NOTE Additional variables and,notation specific to a given keystream generator are introduced with the algorithm.
Page 23, after 7.2.7

Add the following neWw'subclauses:

7.3 Rabbit-keystream generator

Rabbit is~a keystream generator which uses a 128-bit secret key K, a 64-bit initialization vector /V, and a 513
bit internal state variable S; (i > 0). It outputs a 128-bit keystream block Z; at every iteration of the function Strm.

—

ThHe 513 bits of the internal state S; are divided between eight 32-bit state variables X", ..., X;", eight 32-b
counter variables C,", ...,C;“, and one counter carry bit b".

The description uses the notation defined in Section 4 of the standard. In addition, a special notation for bt
arrays is used to enhance readability: when labeling the bits of a variable A, the least significant bit is denoted
by A”. The notation A" represents bits h through g of variable A, where bit position h is more significant
than bit position g.

NOTE 1 For Rabbit, the maximum recommended amount of keystream produced from a given key K is 2% keystream
blocks. This provides a large security margin against cryptanalysis, while at the same time implying no practical limitations
on the applicability of the algorithm.

NOTE 2  We refer to [1] for the original proposal of the cipher and to [2] for an overview of its cryptographic security.

© ISO/IEC 2009 — All rights reserved 1
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7.3.1 Additional variables and notation

In the specification of the Rabbit keystream generator, the following specific notation is used:

A Constant for Rabbit
b Carry bit for Rabbit
C Counter variable for Rabbit

(

Subfunction used for Rabbit

< Inner state variable for Rabbit

escribed in the function declaration.

.3.2 Initialization function Init

NPUT: 128-bit key K, 64-bit initialization vector /V.

DUTPUT:  Initial value of the state variable S, = (b, X2, ...

n addition, a number of other symbols are used for auxiliary local variables in algorithm descriptions. These
ymbols occur only within a given function specification and do not have a global meaning. They are thus

n the following, the initialization function Init of Rabbit is specified.

0 0 0
aX7( )1 CO( )1 "'aC7( ))

lLocal variables: counters j, j
1. Let KO - K[15"0], K1 = K[31"16], - and K7 - K{127"112].
2. Set S as follows:
2.1. Set b™ =0.
22. Forj=0,1,..,7:
2.2.1.1f jis even:
2.2.1.1. Set X = Kt mas g I K-
2.2.1.2. Set G = Kjua'moa 8) | K5 mod 8)
2.2.2.Else:
2.2.2.1. SetX ¥ = Kjus moas) || Kijsa mod s
2.2.2.2:°Set C = K || K1 mod 8-
3. lterate the{next-state function Next four times:
3.1. \Fori=-8,-7, -6, -5:
3.1.1.S;= Next (Si1)
4—SetS;as foltows:
4.1. Modify the counters as follows:
CoV= Y @ X, @ VI CiY= Y @ X" @ (V4 || VR1-19))
V=" @ X @ IV C Y = G0 @ X0 @ (I || i)
V=Y e X e VI Cs ¥ = G50 @ X, @ (149 || VR1-10))
Co™¥ = " @ X, @ IV CY =P @ X @ (VA || V1)
2 © ISO/IEC 2009 — All rights reserved
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4.2. Set Xo™ = X, ..., X, = X, ptA) = pt3),
5. Iterate the next-state function Next four times:
51. Fori=-3,-2,-1,0:

5.1.1.S = Next (S.1)

)

6. Output S, = (b, X2, ... %/, €9, ....c;).
NOTE The IV is mixed into the internal state in steps 4 and 5 of the algorithm. If the application. require

frequent re-initialization under the same key, it makes sense to store the internal state after step 3’as masteg
state and to perform only steps 4 through 6 for re-initialization.

7.3.3 Next-state function Next
The next-state function Next of Rabbit is specified as follows:
INPUT: State variable S; = (b, X,”, ... X;", C,%, ...,C;").
OUTPUT:  State variable Sy = (6", Xo"", . 0", C!™", ...,c;"");
Local variables: counter j, 33-bit positive integer temp
1. Set constants Ay, ..., A; as follows:
Ay = 0x4D34D34D A; = 0xD34D34D3
A, = 0x34D34D34 Az = 0x4D34D34D
A, = 0xD34D34D3 As = 0x34D34D34
Ag = 0x4D34D34D A; = 0xD34D34D3
2. Lethy"" =p"
3. Forj=0,1,..,7:
3.1. Let temp = C" + A; + b Vrthis results in a 33-bit value.
3.2. Let by "*" = temp™®?,
3.3. Let C/"" = telp®".
4. Letb"™" =pg!™
5. Forj=0M, .., 7:
54 Let G; = g(X-(’), C,-(’+1)). The detailed description of the function g is given in 7.3.5.

6-"Modify internal state as follows:

U7

=

)\(o:::i = 90 Tsz $97 <<<z 106\) 'f'32 (96 <<<3; 16)
i) =0T —32(50 Oy 307
Xz(.+1 = Gy +33(Gy <<<35 16) +3; (G <<<3, 16)
X32:+1; = Gz *32(Gy<<<3 8) +3 G
X4(/+1) = Gy +32(G3<<<3; 16) +3 (G, <<<3 16)
Xs(m) = Gs +32(Gs<<<3 8) +3 Gs
Xs = Gg +32 (G5 <<<3; 16) +3 (G4 <<<3 16)
X7(I+1) = Gy +3(Gg<<<3 8) +3 Gs

7. Output Sy = (6™, X", "0 c ™D M),

© ISO/IEC 2009 — All rights reserved 3
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7.3.4 Keystream function Strm

The keystream function Strm of Rabbit is specified as follows:

INPUT: State variable S;= (b, X,?, ... ;" C,?, ...,C;").

UTPUT: Keystream block Z..

1. Set Z; as follows:

Z,-[15"0] = X (i) [15..0] ® X (i) [31..16]
Z [31..16] = X (i) [31..16] ® X (1) [15..0]
Z [47..32] = X (i) [15..0] ® X (i) [31..16]
Z [63..48] - Xz(/) [31..16] ® X5(I) [15..0]
Z [79..64] = X (i) [15..0] ® X (i) [31..16]
Z [95..80] = X (i) [31..16] ® X (1) [15..0]
Zi[111..96] = X (i) [15..0] ® X (i) [31..16]
Z [127..112] - XG(/) [31..16] ® X, (1) [15..0]

4. Output Z;.

1.3.5 Functiong

The function g is specified as follows:

INPUT: Two 32-bit parameters u and v.

OUTPUT:  32-bit result g(u,v).

lLocal variables: 64-bit positive integer temp

1. Lettemp = (u+3, v)2; this results in a 64-bit value.
4. Letg(u,v)= temp®' % ® temp!®*-*4.

3. Output g(u,v).

7.4 Decim'? keystream generator

eystream outputrate.

Decim* is a keystream generator which uses an 80-bit secret key K and a 64-bit initialization vector /V.
Decim* is composed of a-192-bit maximum length linear feedback shift register A, filtered by a 14-variable
Boolean function F. In keystream generation mode, the output of F is used to feed a compression block which
is a function called\ABSG, whose output finally passes through a 32-bit long buffer B to regulate the
K

NOTE 1 See Reference [3] for the theoretical background on the design rationale of Decim*2.

The state variable S; of Decim*? consists of the 192-bit value a” = (a," , a,“,..., a101") of register A, a 3-bit

variable T which corresponds to the state of the compression function ABSG, the 32 bits b = (bo(’) , b1(’),...,
bBsr-in-buffer-B-and-the-rumber+-of bits-in-buffer-B-that-are-ready-to-be-output
4 © ISO/IEC 2009 — All rights reserved
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Figure 10 — Schematic drawing of Décim*2.

The Init function, defined in detail in 7.4.2, takes as |nput the 80- b|t keg K and the 64-bit initialization vector I\
and produces the initial value of the state variable Sy = U 7O p

The Next function, defined in detail in 7.4.4, takes @s, an input the value of the state variable S;= (a , T b
7Y and produces as output the next value of the‘state variable S = (a”", 7", p™ [*1) The Next functio
can operate in any of three different modes,@epending on whether the |terat|on performed is part of th
initialization of the register, the initialization of:the buffer, or the subsequent keystream generation.

The Strm function, defined in detail in %4.5, takes as an input the value of the state variable S;= (a", 79, p!/
I, and produces as output a keystream bit Z..

NOTE 2 The standard output-rate of Decim*? is 1/4. Therefore, in order to synchronlze the state variable and th
keystream output, the,Next function performs four standard iterations of Decim* as specified in [3].

NOTE 3 The compressionh function of Decim*? has a variable output rate, equal to 1/3 on average. Therefore, a buffg
mechanism is) used to ensure a constant output rate. The differences between the buffer output rate and th
compression function output rate, as well as the buffer length, have been chosen to ensure that the buffe
always functions as expected with overwhelming probability, as described in Section 7.4.2.

7.4.1 Additional variables and notation

In th&specification of the Decim"? keystream generator, the following specific notation is used:

W J <

w

= U =

a Inner state variable for Decim*?

ABSG Compression function used for Decim"?

b, b' Inner state variables for Decim*?

B Buffering function used for Decim*?

F Linear feedback function used for Decim*?

© ISO/IEC 2009 — All rights reserved 5
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L Inner state variables for Decim"?
L Filtering function used for Decim*?
T, T Inner state variables for Decim"?

Boolean function used for Decim"?

(

|

n addition, a number of other symbols are used for auxiliary local variables in algorithm descriptions. These
ymbols occur only within a given function specification and do not have a global meaning. They are thus
escribed in the function declaration.

.4.2 Initialization function Init

[he Initialization function /nit is defined as follows.
NPUT: 80-bit key K, 64-bit initialization vector V.
DUTPUT: Initial value of the state variable Sp= (@, T, b, ().

Llocal variables: counters /, j
) Initialize the register with the key K and the initialization vector /V.
1) Seta,® = K; forj=0,1,...,79.
2) Seta, " = Kig ® IVig forj=80,81,...,143.
3) Seta ™ = Kigy ® IViraq @ IVirzs ® IViq1p @ IVjgeofor j =144,145,...,159.
4) Seta,"® = Vg0 @ V108 ® 1 for j =160,164,-.,191.
) Initialize the buffer and the compression fungtion:
1) Set T 9 = 000.
2) Set b, =0forj=0,1,...,3%
3) Set /¥ =0,
) Set S.g4 = InitNext'® (S_sz6, LFSR).
) Seti=-64.
) While [ <32)and i<0:
1) Set 'S = InitNext(S;, BUFF).

2){"Set i=i+1.

f

Sel op = ;.

g) Output S,.

NOTE Steps d), e) and f) of the Decim*? initialization involve filling the buffer before starting the keystream output. As

the output rate of the compression function varies, the number of steps required to fill the buffer may vary. In
step e), the InitNext(BUFF; function is iterated 64 times at most, which guarantees that the buffer is full with
probability more than 1-2%". On average, the buffer is full after 24 iterations. If a fixed, constant number of
steps in the Init function is needed for implementation, the test 7 < 32in step e) can be removed.

6 © ISO/IEC 2009 — All rights reserved
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Figure 11 — Initialization mechanism.

7.4.3 |Initialization Next-state function InitNext

Decim*? has two modes for the InitNext function: one mode is used during the jnitialization of the register A
and the second during the initial filling of the buffer.

INPUT: State variable S;= (a”, T, b, [7), mode e {LFSR, BUFF}.
OUTPUT:  Next value of the state variable Si.q = (@™, 7", p®*" J&0),

Local variables: counters j, k, buffers f, r, c,
state buffers o2, ..., &V, 29, ., &Y, fO L g, @, L)

LFSR mode (execute if mode = LFSR):
a) Update the state of the register A with the following steps:
1) Set o =2,
2) Fork=0,1,2,3:
i) Setf=F(*)and r=l{d) @ f,.
iy Forj=0,1,...,190'set """ = g,,¥.

ke,

i) Set ooy
3) Seta™! =
BUFF mode\(execute if mode = BUFF):
a) Update the state of the register A with the following steps:
1) Set o =2,

2) Fork=0,1,2,3:

i) Setfi= o™ ® F(d*)and r = L(dY).
iy Forj=0,1,...,190 set /""" = g4
|||) Set 0{191(k+1) =r.

3) Seta™" = o,

© ISO/IEC 2009 — All rights reserved 7


https://standardsiso.com/api/?name=7a7ccd210322e9d476e8e6fc7cf93ee5

ISO/IEC 18033-4:2005/Amd.1:2009(E)

b) Set £2=T0, f9=p0 0= 0,
c) Fork=0,1,2,3:
1) Update the state of the compression block with the following steps:

) Setc=f£® 7"

i) Set &V =ABSG(, f,).

i) If %Um) =0, set output = TRUE , otherwise set output = FALSE.
2) Update the state of the buffer by (8", ") =B(A" , ¥, output, c).
d) Set7"V =4
d) Setb™=gYand [V =

1.4.4 Next-state function Next
INPUT: State variable S;= (a®, T, b?, (7).
OUTPUT:  Next value of the state variable S;.q = (a™", 7", p™1, [*1),

Local variables: counters j, k, buffers f,, r, c,
state buffers &%, ..., &, 29, ., &9, g°, ., g1, .

3) Update the state of the register A with the following steps:
1) Set od”=a".
2) Fork=0,1,2, 3:
) Setfi= oy ® F(*)and r = LY.
iy Forj=0,1,..,190 set o =05,
i) Set g™V =1
3) Seta™" ="
B) Set 2¥=T1" f0=p@ ;0= 01
d) Forj=0,1,.. 491, set 59 = b,"
d) Fork=0,14,2, 3:

1) =0, set &V =49 output = TRUE and ¢ = f,, otherwise update the state of the compression
block with the following steps:

i) Setc=£f® 7,

i) Set &V =ABSG(, f,).
i) If %Um) =0, set output = TRUE , otherwise set output = FALSE.
2) Update the state of the buffer by (8", ) =B(A* , ¥, output, c).

e) Set 7"V =7 p" =g and [V =/

8 © ISO/IEC 2009 — All rights reserved
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NOTE 1 The condition % = 0 in step 1) should never be satisfied; if it is, this means that the buffer has become empty
during the keystream generation. This happens with probability less than 2% at every state update, see [3] for
details. Also, this probability is higher if the buffer is not full after the /nit function, but, as mentioned in 7.4.2
(NOTE), this also happens with negligible probability.

NOTE 2 The InitNext function and the Next function share many computations steps. Indeed, the LFSR mode of the
In/tNext functlon mainly conS|sts of the LFSR update of the BUFF mode and of the Next function, the only

function and the Next function dn‘fer only in that the buffer B is shifted only in the latter.

7.4.5 Keystream function Strm

INPUT: State variable S;= (a”, T, p?, (7).

OUTPUT: Keystream bit Z,.

a) SetZ=h".

b) Output Z.

7.4.6 Linear feedback function L

INPUT: 192-bit tuple w = (wo,wsy,...,Wqg1).

OUTPUT:  Bit g=L(w).

Set q=wo ® w3 ® W, @ Waz ® W3s @ Way © Weo ® We1 @ Wog® W15 © Wige @ Wizs @ Wize @ Wigr.
7.4.7 Filtering function F

INPUT: 192-bit tuple w = (W, ws,...,W4g4)-

OUTPUT: Bit g=F(w).

Set q = Y((W13 ,Wag ,Was5 ,Wsa ,Wes ,W{0s ,W111 ,W14a ,Wie2 ;W72 ,W178 ,W1g6 ,W191))-

7.4.8 Boolean function Y.

INPUT: 13-bit tuple.w = (wo,ws, ..., wyq2).

OUTPUT: Bit g=Y(w).

Set q = (®ogerzW; ) @ (Pogjeks12 WiWi ).

NOTE Equivalently, q is given by g =0 if X =0 or X = 3, and q = 1 otherwise, with X = wo+ wy +...+ wi2 mod 4.
7.4.9 Compression function ABSG

INPUT: 3-bit state T, input bit c.

OUTPUT:  3-bit state T'=ABSG(T,c).
a) If Ty=1, set T',=T, otherwise set T";= c.
b) SetT,=T, AND (T; @ c).

c) SetTy=(To® 1) OR Tb.

© ISO/IEC 2009 — All rights reserved 9
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7.4.10 Buffering function B

INPUT: 32-bit tuple b = (bg ,b4,..., b31) , index I, Boolean output, input bit c.
OUTPUT:  32-bittuple b = (bl , b4,..., b's1) , index /"
a) Setl'=1b'=b.

1)

2)

= 00
V= 00
= ED
66

[N ]

= 00
V= 00
= 98
9B

DN

= 00
00
= A8
oC

NI 1= =
<
1

= 00
Q0
="F2

NN 1= =
<
1

00
00
B7
8F

00
01
71
7C

01
00
F7
29

0T
01
89

Set b =c.

Set/I'=1'"+1.

00
00
05
BF

00
02
c7
6F

02
00
E6
40Q

02
02
19

00
00
67
47

00
03
BA
TF

03
00
9B
56

03
03
DD

00
00
37
8A

00
04
4E
Cc8

04
00
69
6B

04
04
Al

fPage 38, after A.3.2.2

00
00
5D
DB

00
05
A3
2C

05
00
40
09

05
05
28

00
00
CD
2B

00
06
08
67

06
00
A7
EC

06
06
F8

00
00
7C
ES5

00
07
Q7
D2

07
00
8D
D7

07
07
F9

A.4 Examples for Rabbit

00

D8
1E

00

CD
73

08

13
FE

08

0A

q¢) Output B(b, I, output, c) = (b, I').

Ipsert the following new subclauses:

00

95
6C

00

22

09

6A
A2

09

30

00

54
DE

00

49
CB

0A

5C
BO

0A

34

B) If output = TRUE and I' < 32, do the following:

00 00:0@s00 00

F8
29

00

64
DE

0B

15
AC

0B

6E

SE
2B

00

66
9D

0c

4A
83

oc

97

27
82

00

39
BO

0D

15
07

0D

94

A7
DE

00

2D
16

0E

79
Fl

OE

D2

Cc6
2A

00

2F
45

OF

52
69

OF

B7

8D
B4

4A
8C

A6
62

4c

A.4.1 Key, initialization vector and keystream triplets

4A
8D

FF
38

E4
65

69

DC
2A

43
2C

23
A3

A2

70
Cc6

55
9C

58
D6

D9

32
56

EF
7D

59
44

91

29
59

90
30

E3
28

37

8F
79

69
44

02
1c

27

7B
22

56
E6

20
39

BC

D4
OE

10
52

EA
c9

5A

EF
c9

9B
0B

68
CD

30

F5
09

96
B9

64
5E

18

04
A7

65
2A

36
1E

E6

AC
E7

97
13

BB
2F

33

A6
57

8D
53

38
9B

2A

29
60

AC
(e{0]

EF
E4

F7

All test vectors for Rabbit are given in little-endian notationid.e. for multi-byte numbers, the most significant
Bytes are stored at the highest memory addresses.

5F
98

ED
FF

53
DO

F3

BE

A.4.2 Sample internal states

K 00
Iv= 00
Z F2

BE

10

3A

01
01
89
3A

C3

02
02
19
C3

EF

B3

638

03 04 05
03 04 05
DD Al 28
EF B3 68

Fa

3A

4C

B3

06 07 08 09

06

07

F8 F9 0A 30
F4 3A 4C B8

538

0A

34
58

6’/

0B

6E
67

B3

oc

97
B8

1C

0D

94
1c

91

OE

D2
91

F9

OF

B7
F9

24

4C
24

29

69
29

0C

A2
oc

31

D9
81

6B

91
6B

3B

37
8B

57

217
57

338

BC
88
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98

5A
98

C>

30
C5

TF

18
TF

B4

E6
B4

CO

33
co

BA

2A
BA

05

F7
05

BD

F3
BD
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After key expansion (Internal state S(-9))
x0:03020100 x1:0D0COBOA x2:07060504 x3:01000F0E x4:
c0:09080B0A ¢1:03020504 c2:0DOCOFOE ¢3:07060908 c4:
carry:0

0BOAO908
01000302

x5:
c5:

05040302
0BOAODOC

X6
c6:

OFOEODOC
05040706

x7
c’7

: 09080706
:0FO0E0100

After key setup iteration 1 (Internal state S(-8))

x0:05783933 x1:162113C0 x2:B38F168E x3:F08A919E x4:7F2CDA94 x5:ACBEB878 x6:0D5257A9 x7:4FF46B46

c0:563CDE57 ¢1:D64F39D7 c2:41DF5C42 c3:543ADC55 c4:

carry:0

D44D37D5 c¢5:3FDD5A40 c6:5238DA53 c7:E25B35D3

After key setup iteration 2 (Internal state S(-7))
x0:798C2CEC x1:CCO5FFD4 x2:50D68324 x3:2C306745 x4:
c0:A371B1A4 cl:A99C6EAA c2:76B2A977 c3:AL6FAFA2 c4:
carry:1

AD519559
A79A6CAS8

x5:
ch:

81595E7A
74BOA775

xX6:
c6:

29A589E2
9F6DADAQ

x7
c

:15212B97
: BSA86AA6

After key setup iteration 3 (Internal state S(-6))
x0:CD328957 x1:66D5ABLF x2:0D115824 x3:FCCEB784 x4:
c0:FO0A684F2 cl:7CE9A37D c2:AB85F6AC c3:EEA482EF c4:

carry:1

12E900D7
7TAETAL17B

x5:36A46997
c5:A983F4AA

x6: 9F40C5BC
c6 ¢ECA280ED

x7
c’7

:AB1C8A08
:88F59F79

After key setup iteration 4 (Internal state S(-5))
x0:A31515F8 x1:5DFD3AC6 x2:33CD6AD2 x3:4BD778E5 x4:
c0:3DDB5840 ¢1:5036D851 c2:E05943E1 c¢3:3BD9563C c4:

carry:1l

89708269
4E34D64F

x5:
ch:

D93095C1
DES741DF

X6
cé6:

5E495F60
39D7543A

x7
c7

:C197863A
:5C42D44D

After counter modification
x0:A31515F8 x1:5DFD3AC6 x2
c0:B7A9DB29 cl:8E004E92 c2
carry:1

/ IV setup (Internal
:33CD6AD2 x3:4BD778E5
:B9161985 ¢3:FF4AD106

state S(=4))
x4:89708269
c4d <EER3C2B7

x5:
c5:

D93095C1
84AC781B

X6
c6:

5E495F60
OD1C3BEC

x7
c’7

:C197863A
:1291ADAS8

After IV setup

x0:054A3F2F x1:
c0:04DEAE77 cl:

carry:0

After IV setup

x0:0FDBY9A3A x1:
c0:521381C4 cl:

carry:1

After IV setup

x0:1A2EF77E x1:
+07E7EDOC c2

c0:9F485512 cl

carry:1l

After IV, setup

x0:987651C2 x1:
c0+BEC/D2860 cl:

caxry:1

After keystream iteration 1

Q.221090D0/ ]

iteration 1
BE444CDE x2
614D8366 c2

iteration 2
334807E8 x2
349AB839 c2

iteration 3
FDEEE287 x2

iteration 4
FF5F0007 x2
DB3521DF c2

DO3ILCC A

2.

(Internal state S(-3))

:573425A4 x3:9347FAD]1 x4:
:EDE966BA c3:4C7FA453 c4:

(Internal state S(-2))

:E66BCC98 x3:0FDA371C x4:
#22BCB3EF ¢3:99B477A1 c4:

(Internal state S(-1))

:A918F5A1 x3:D6414F76 x4:
:57900124 c3:E6E94AEE cé:

(Internal state S(0))

:5C48C79E x3:661B3E75 x4:
:8C634E58 c3:341E1E3B c4:

(Internal state S(1))

200701 D 2. 014700 A

29036A2F
C170F78B

9C3E3036
94BE2C5E

4848D473
680B6131

49247B9A
3B589605

<241 0023/4

x5:
ch:

x5:
c5:

x5:
ch:

x5:
ch:

DD3C6B50
B97FC550

7774E657
EE531285

BCE9BD30
23265FBA

3C7AAT744
57F9ACEF

021 D073

X6
cé6:

X6
c6:

X6
céb:

X6
cé6:

12CC3803
5A510F39

C6FCBB4C
A785E286

3E524094
F4BAB5D4

4AEF3F40
41EF8921

2700002

x7:
:E5DEE27B

c7

x7
c’7

x7
c7

x7
c7

6F7847CO0O

:ABD1ACA4F
:B92C174E

:16242C51
:8C794C21

:D117584E
:5FC680F5

S ARAQCTD

c0:39B1FBAE cl:AE8256B3 c2:C1369B8D c3:8152F188 c4:

carry:1

OEA5CADS8

output F2 89 19 DD Al 28 F8 F9 OA 30 34 6E 97 94 D2 B7

After keystream iteration 2

(Internal state S(2))

x0:46EC0492 x1:A4B5D46E x2:7B374C9E x3:93249F4E x4:E93894EF
c0:86E6CEFC cl:81CF8B86 c2:F609E8C2 c3:CE87C4D5 c4:E1F2FFAB

carry:1
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c5:

x5:
ch:

8CCCFA24

6DDEC710
C1A04758

c6:

x6:
cé6:

8F245C6E

2799B917
DC592FBB

c7

x7
c7

:3313B5C8

:7BOFOF20
:0660EA9B
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output 4C 69 A2 D9 91 37 27 BC 5A 30 18 E6 33 2A F7 F3

After keystream iteration 3 (Internal state S(3))

x0:98C27422 x1:0D5B5EC2 x2:FEECI9F8D x3:423F7701 x4:E22AB517 x5:4E9CC418 x6:A7535E87 x7:F73E8572
c0:D41BA24A ¢1:551CC059 c2:2ADD35F7 ¢3:1BBC9823 c4:B540347F c¢5:F673948D c6:298E0308 c7:D9AELF6F
carry:0

output BE 3A C3 EF B3 68 F4 3A 4C B8 58 67 B8 1C 91 F9

After keystream iteration 4 (Internal state S(4))

®0:3B844C36 x1:AFS5CD78B x2:2619A0AC x3:774FBA88 x4:D16C6AC4A x5:6512AE4E x6:6A8ECD8F x7:2BC76513
d0:21507597 c1:2869F52D c2:5FB0832C c3:68F16B70 c4:888D6952 c5:2B46E1C2 c6:76C2D656 c7:ACFB5442
darry:1

dqutput 24 29 0C 81 6B 8B 57 88 98 C5 7F B4 CO BA 05 BD

A.5 Examples for Decim"?

The byte-values and binary decomposition of bytes follow the big-endian notation, i.e. for multi-byte numbers,
the most significant bytes are stored at the lowest memory addresses. In particular, this' holds for the key, 1V,
Keystream, register and buffer byte- and binary values given below.

Thus, we write

K = Ky .. Ko
IV= IVe .. IV,
4 = Zp o Zo

ad = ajg; .. Qg
B = by .. by

T = T,T,T,

and, for instance, given the key

K = de aa 00 40 00 30 00 Of 08 80,
we have

H79..K75]1=de, [Ky1..Kgil=aa .. [K7..Ky]=80,
with bit-decomposition as follows:

K79 o Ko = 11011110 1010210610 00000000 01000000 00000000
00110000 00000000 00001111 00001000 10000000

A.5.1 Key, initialization vector and keystream triplets

H = 00 00 00 0070000 00 00 00 80

Jv= 00 00 00 000 00 00 00

4 = 76 e3 89ybe 1b fb ad d5 3c ce a0 fe 43 b8 c8 fb d3 92 b8 0b 52 94 60 £8
H = 00 00,00 00 00 00 00 00 00 00

Jv= 0000 00 00 00 00 00 80

4 =74c’lec bd b3 Oe cd c9 cO 8b 41 8f 7f 28 £f 83 48 75 40 ff c5 cb Oa 33 da
Iv= 00 00 00 00 00 00 00 00

Z = 43 9b ba £f8 a7 84 dc f9 e6 d2 90 1d 12 4d 43 09 22 33 f2 47 60 19 70 53

K =09 08 07 06 05 04 03 02 01 0O
00 00 00 00 00 00 00 00
52 bl 73 10 01 2a cd 3a d2 20 4f e2 b2 2a 5d 21 64 41 f6 3d d3 b4 43 6a

[
<
o

eb 98 45 f2 9f 4c £9 a6 53 00
de 77 10 a9 42 db 74 0d
62 ff c9 cc 21 Oe 07 ea 6e 50 £f0 fb 1b 60 36 7f 88 a6 a5 27 9b 18 cb b8

H =
<
o
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K = fa a7 54 01 ae 5b 08 b5 62 0f
IV= £f9 92 2b c4 5d f6 8f 28

Z = f0 af 66 52 2a 23 8b 29 63 37 8b 18 ec 1f 4c a8 27 91 3d 2c f0 ad 94 49

A.5.2 Sample internal states

We provide the binary equivalents of the internal states for key stages, namely at time -256, time -64, time 0

and time 193.

K = 00 00 00 00 00O 00 0O 00 0O 80
Iv= 00 00 00 0O 00 0O 00 0O
Z = 76 e3 89 be 1b fb ad d5 3c ce a0 fe 43 b8 c8 fb d3 92 b8 0b 52 94 60 f8

For time -256 until -64 (executions of InitNext (S,LFSR)), internal state variables T, b and / have the following
values:

T: 000
b: 00 00 00 00
I: 0

Decim v2 Internal State at time -256
a: ff £ff £ff ££ 00 00 00 00 00 00 00 0O 0O 80 0O OO 00 00 00 00 00,60/ 00 80

Decim v2 Binary Internal State at time -256 (Binary notation)

a: 11111111 1121211111 21211111211 111112111 00000000 00000000 0000LOHO00 00000000
00000000 00000000 00000000 00000000 00000000 10000000 ,00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000~60000000 10000000

Executions of InitNext(S,LFSR)

Decim v2 Internal State at time -255
a: 2f £ff £ff ££f £0 00 00 00 00 00 00 0O 0O 08 LO0N\00 00 00 00 00 00 00 0O 08

Decim v2 Internal State at time -254
a: 42 ff ff £f ££f 00 00 00 00 00 00 OO 00¢9@0 80 00 00O 00 OO 00 OO 00 0O OO

Decim v2 Internal State at time -253
a: 84 2f ff f£f ££f £0 00 00 00 00 00N\OO 00 OO 08 00 00 00 OO 00 OO 00 0O OO

Decim v2 Internal State at time =252
a: 98 42 ff ff ff ££f 00 00 00-0® 00 00 00 0O OO 80 00 00 00 00 00 00 00 00

Decim v2 Internal State at time -251
a: 99 84 2f f£ff ff f£f £0 *00 00 00 00 00O 00 OO 00 08 00 00 OO 00 OO 00 0O OO

Decim v2 Internal State at time -250
a: 89 98 42 ff ff&ff ff 00 00 00 00 00O 00 OO 00 OO 80 00 OO 00 OO 00 0O OO

Decim v2 Intermal State at time -249
a: e8 99 84.2f)ff £ff ££f £0 00 00 00 00 00 00 0O OO 08 00 00 00 00 00 00 00

Decim v2 Iyiternal State at time -248
a: 4e{89.98 42 ff ff f£ff ££f 00 00 00 00 00 00 OO 0O 00 80 00 00 00 00 00 00

DeCim' v2 Internal State at time -247
a«204 e8 99 84 2f ff f£ff f£f £0 00 00 00 00 00 OO 00 OO 08 00 00 00 OO 00 0O

Decim v2 Internal State at time -246
a: 00 4e 89 98 42 ff ff ff £f 00 00 00 00 00O 00 00O OO 00 80 00 OO 00 0O OO

Decim v2 Internal State at time -245
a: d0 04 e8 99 84 2f ff f£ff £f £0 00 00 00 00 00 00 00 00 08 00 00 00 00 00

Decim v2 Internal State at time -244
a: 6d 00 4e 89 98 42 ff ff ff ££f 00 00 00 00 00 00 OO 00 OO 80 OO 00 0O OO

Decim v2 Internal State at time -243
a: 16 d0 04 e8 99 84 2f ff ff £f £0 00 00 00 00 00 00 00 OO 08 00 00 00 OO

© ISO/IEC 2009 — All rights reserved 13


https://standardsiso.com/api/?name=7a7ccd210322e9d476e8e6fc7cf93ee5

ISO/IEC 18033-4:2005/Amd.1:2009(E)

Decim
a: di

Decim
a: fd

Decim
a: df

v2

6d

16

v2
dil

Internal
00 4e 89

Internal
do 04 e8

Internal
6d 00 4e

State
98 42

State
99 84

State
89 98

at
ff

at
2f

at
42

time -242
ff ££ ££f 00

time -241
ff £ff f££f fO

time -240
ff ff f£ff ff

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

80

08

00

00

00

80

00

00

00

00

00

00

Qecim
ed

Q)

Qecim
g: fe

Qecim
g: ef

—

ecim
: ee

Q

—

ecim
ce

Q

Qecim
g: Oc

Qecim
d: 60

ecim

Q
o
o

ecim

b0

|

Q)

Qecim
d: 5b

Qecim
gd: c5

ecim

(=]
o
Q

ecim

6b

|

Q)

ecim

|

ecim

Q-

ecim

Qi
s}
o

ecim
38

|

Q

ecim

—

—

ecim
£

Q)

v2
fd

v2
daf

v2
ed

v2
fe

v2
ef

v2
ee

v2
ce

v2
Oc

v2
60

v2
06

v2
b0

v2
5b

v2
c5

v2
bc

v2
6b

v2
bd

v2
8b

Internal
16 d0 04

Internal
dl 64 00

Internal
fd 16 do

Internal
df dil 6d

Internal
ed fd 16

Internal
fe df dil

Internal
ef ed fd

Internal
ee fe df

Internal
ce ef ed

Internal
Oc ee fe

Internal
60 ce ef

Internal
06 Oc ee

Internal
b0 60 ce

Internal
5b 06 Oc

Internal
c5 b0 60

Internal
bc 5b 06

Internal
6b ¢b) bo

Internal
Jdée’ bc 5b

Internal
bd 6b c5

State
e8 99

State
4e 89

State
04 e8

State
00 4e

State
do 04

State
6d 00

State
16 do

State
dl ed

State
fd 16

State
df di

State
ed fd

State
fe df

State
ef ed

State
ee fe

State
ce ef

State
0Oc-ee

State
60 ce

State
06 Oc

State
b0 60

at
84

at
98

at
99

at
89

at
e8

at
de

at
04

at

at

dao

at
6d

at
16

at
di

at
fd

at
df

at
ed

at
fe

at
ef

at
ee

at
ce

time -239
2f £f ff £f

time -238
42 ff ff ff

time -237
84 2f ff ff

time -236
98 42 ff ff

time -235
99 84 2f ff

time -234
89 98 42 ff

time -233
e8 99 84 2f

time -232
4e 89 98 42

time -231
04 e8 99 84

time -230
00 4e 89 98

time -229
do 04 e8 99

time -228
6d 00 4e 89

time -227
16 40 04 &8

time £226
dl ed 00 4e

£ime -225
fd 16 40 04

time -224
df d1 64 00

time -223
ed fd 16 do

time -222
fe df 41 64

time -221
ef ed fd 16

f0

ff

ff

ff

ff

ff

ff

ff

2f

42

84

98

99

89

e8

de

04

00

dao

00

00

f0

ff

ff

ff

ff

ff

ff

ff

2f

42

84

98

99

89

e8

de

04

00

00

00

00

f0

ff

ff

ff

ff

ff

ff

ff

2f

42

84

98

99

89

e8

00

00

00

00

00

00

fo0

ff

ff

ff

fif

ff

ff

ff

2f

42

84

98

99

00

00

00

00

00

00

00

00

f0

£ff

ff

ff

ff

ff

ff

ff

2f

42

84

00

00

00

00

00

00

00

00

00

00

f0

ff

ff

ff

ff

ff

ff

ff

2f

00

00

00

00

00

00

00

00

00

00

00

00

f0

ff

ff

ff

ff

ff

ff

00

00

00

00

00

00

00

00

00

00

00

00

00

00

f0

ff

ff

ff

ff

00

00

00

00

00

00

00

Q0

00

00

00

00

00

00

00

00

f0

ff

ff

08

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

f0

00

80

08

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

80

08

00

Q0

00

00

00

00

00

00

00

00

00

00

00

00

Decim
a: 4f

Decim
a: 84

Decim
a: 18

14

v2
fb

v2
4f

Internal
8b d6 bc

Internal
38 bd 6b

Internal
b3 8b dé6

State
5b 06

State
c5 b0

State
bc 5b

at
Oc

at
60

at
06

time -220
ee fe df dl

time -219
ce ef ed fd

time -218
Oc ee fe df

6d

16

di

00

do

6d

de

04

00

89

e8

de

98

99

89

42

84

98

ff

2f

42

ff

ff

ff

ff

ff

ff

ff

ff

ff

00

f0

ff

00

00

00
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Decim v2 Internal State at time -217
a: 21 84 fb 38 bd 6b c5 b0 60 ce ef ed fd 16 A0 04 e8 99 84 2f ff ff ff f0

Decim v2 Internal State at time -216
a: £f2 18 4f b3 8b d6 bc 5b 06 0c ee fe df dl 64 00 4e 89 98 42 ff ff ff ff

Decim v2 Internal State at time -215
a: 9f 21 84 fb 38 bd 6b c5 b0 60 ce ef ed fd 16 d0 04 e8 99 84 2f ff ff ff

Decim v2 Internal State at time -214
a: e9 f2 18 4f b3 8b d6 bc 5b 06 0c ee fe df dl 64 00 4e 89 98 42 ff ff ff

Decim v2 Internal State at time -213
a: 6e 9f 21 84 fb 38 bd 6b c5 b0 60 ce ef ed £fd 16 d0 04 e8 99 84 2f ff ff

Decim v2 Internal State at time -212
a: f6 e9 f2 18 4f b3 8b d6 bc 5b 06 Oc ee fe df dl 6d 00 4e 89 98 42 ff ff

Decim v2 Internal State at time -211
a: 5f 6e 9f 21 84 fb 38 bd 6b c5 b0 60 ce ef ed fd 16 d0 04 e8 99 84 2f ff

Decim v2 Internal State at time -210
a: 45 f6 e9 f2 18 4f b3 8b d6 bc 5b 06 0c ee fe df dl 64 00 4e 89 98 42 ff

Decim v2 Internal State at time -209
a: 04 5f 6e 9f 21 84 fb 38 bd 6b c5 b0 60 ce ef ed £d 16 d0 04 e8 99 184.2f

Decim v2 Internal State at time -208
a: 10 45 f6 e9 f2 18 4f b3 8b d6 bc 5b 06 0c ee fe df dl 6d 00 4&e.89 98 42

Decim v2 Internal State at time -207
a: dl 04 5f 6e 9f 21 84 fb 38 bd 6b c5 b0 60 ce ef ed £4,16,<d0 04 e8 99 84

Decim v2 Internal State at time -206
a: 1d 10 45 f6 e9 f2 18 4f b3 8b d6 bc 5b 06 Oc ee fFe'df dl 64 00 4e 89 98

Decim v2 Internal State at time -205
a: 31 dl 04 5f 6e 9f 21 84 fb 38 bd 6b c5 b0 60, ce ef ed f£fd 16 d0 04 e8 99

Decim v2 Internal State at time -204
a: 13 1d 10 45 f6 e9 f2 18 4f b3 8b d6 be'Sb 06 0c ee fe df dl 6d 00 4e 89

Decim v2 Internal State at time -203
a: 81 31 dl 04 5f 6e 9f 21 84 fb 38bd 6b c5 b0 60 ce ef ed £4d 16 d0 04 e8

Decim v2 Internal State at time 202
a: 88 13 1d 10 45 f6 e9 f2 18NAf b3 8b d6 bc 5b 06 0c ee fe df dl 64 00 4e

Decim v2 Internal State at time -201
a: c8 81 31 dl 04 5f 6e 9f"21 84 fb 38 bd 6b c5 b0 60 ce ef ed f£d 16 d0 04

Decim v2 Internal State at time -200
a: 7c 88 13 1d 1045.f6 €9 f2 18 4f b3 8b d6 bc 5b 06 0c ee fe df dl 6d 00

Decim v2 Interhal®State at time -199
a: 77 c8 81 _Bdydl 04 5f 6e 9f 21 84 fb 38 bd 6b c5 b0 60 ce ef ed £d 16 40

Decim v2~Internal State at time -198
a: 17 /7¢\88 13 1d 10 45 f6 e9 f2 18 4f b3 8b d6 bc 5b 06 O0c ee fe df dl 6d

Decim, v2 Internal State at time -197
an'vl 77 c8 81 31 dl 04 5f 6e 9f 21 84 fb 38 bd 6b c5 b0 60 ce ef ed fd 16

Decim v2 Internal State at time -196
a: 49 17 7c 88 13 1d 10 45 f6 €9 f2 18 4f b3 8b d6 bc 5b 06 0c ee fe df dl

Decim v2 Internal State at time -195
a: 44 91 77 c8 81 31 dl 04 5f 6e 9f 21 84 fb 38 bd 6b c5 b0 60 ce ef ed fd

Decim v2 Internal State at time -194
a: c4 49 17 7c 88 13 1d 10 45 f6 e9 f2 18 4f b3 8b d6 bc 5b 06 Oc ee fe df

Decim v2 Internal State at time -193
a: bc 44 91 77 c8 81 31 dl 04 5f 6e 9f 21 84 fb 38 bd 6b c5 b0 60 ce ef ed
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Decim v2 Internal State at time -167
a: dc d6 £8 d2 e7 6b 46 af 89 fc a9 25 c¢5 bc 44 91 77 c¢8 81 31 dl 04 5f 6e

Decim v2 Internal State at time -166
a: ed cd 6f 84 2e 76 bd 6a £8 9f ca 92 5¢c 5b c4 49 17 7c 88 13 1d 10 45 f6

Decim v2 Internal State at time -165
a: fe dc dé6 £8 d2 e7 6b 46 af 89 fc a9 25 c5 bc 44 91 77 c8 81 31 dl 04 5f

Decim v2 Internal State at time -164
a: 1f ed cd 6f 84 2e 76 bd 6a £8 9f ca 92 5c¢c 5b c4 49 17 7c 88 13 1d 10 45

Decim v2 Internal State at time -163
a: 21 fe dc d6 £f8 d2 e7 6b 46 af 89 fc a9 25 c¢5 bc 44 91 77 c¢8 81 31 dl 04

Decim v2 Internal State at time -162
a: 22 1f ed cd 6f 8d 2e 76 b4 6a £f8 9f ca 92 5c 5b c4 49 17 7c 88 13 1d 10

Decim v2 Internal State at time -161
a: d2 21 fe dc dé6 £8 d2 e7 6b 46 af 89 fc a9 25 c5 bc 44 91 77 c8 81 31 dl

Decim v2 Internal State at time -160
a: 3d 22 1f ed cd 6f 8d 2e 76 b4 6a £8 9f ca 92 5c 5b c4 49 17 7c 88 13 1d

Decim v2 Internal State at time -159
a: 53 d2 21 fe dc d6 £8 d2 e7 6b 46 af 89 fc a9 25 c¢5 bc 44 91 77 c8 18131

Decim v2 Internal State at time -158
a: 45 3d 22 1f ed cd 6f 8d 2e 76 b4 6a £8 9f ca 92 5c¢c 5b c4 49 1 A7c 88 13

Decim v2 Internal State at time -157
a: d4 53 d2 21 fe dc d6 £8 d2 e7 6b 46 af 89 fc a9 25 c5, by 44 91 77 c8 81

Decim v2 Internal State at time -156
a: ed 45 3d 22 1f ed cd 6f 8d 2e 76 bd 6a £8 9f ca 92%5c 5b c4d 49 17 7c 88

Decim v2 Internal State at time -155
a: 3e d4 53 d2 21 fe dc dé6 £8 d2 e7 6b 46 af 89Mc a9 25 c¢5 bc 44 91 77 c8

Decim v2 Internal State at time -154
a: 23 ed 45 3d 22 1f ed cd 6f 8d 2e 76 b4 6a £f8 9f ca 92 5c 5b c4d 49 17 Tc

Decim v2 Internal State at time -153
a: b2 3e d4 53 d2 21 fe dc d6 £8 d2+e7 6b 46 af 89 fc a9 25 c¢5 bc 44 91 77

Decim v2 Internal State at time152
a: 1b 23 ed 45 3d 22 1f ed cd\6f 8d 2e 76 b4 6a £8 9f ca 92 5c 5b c4d 49 17

Decim v2 Internal State at time -151
a: 91 b2 3e d4 53 d2 21 fe~“dc d6 £f8 d2 e7 6b 46 af 89 fc a9 25 c5 bc 44 91

Decim v2 Internal State at time -150
a: e9 1b 23 ed 45-3d.22 1f ed cd 6f 8d 2e 76 bd 6a £8 9f ca 92 5c¢ 5b c4d 49

Decim v2 Interhal®State at time -149
a: fe 91 b2 Beyd4d 53 d2 21 fe dc dé6 £8 d2 e7 6b 46 af 89 fc a9 25 c5 bc 44

Decim v2~Internal State at time -148
a: cf £9\Ib 23 ed 45 3d 22 1f ed cd 6f 8d 2e 76 bd 6a £8 9f ca 92 5¢c 5b c4

Decim v2 Internal State at time -147
andc fe 91 b2 3e d4 53 d2 21 fe dc dé6 £8 d2 e7 6b 46 af 89 fc a9 25 c5 bc

Decim v2 Internal State at time -146
a: 64 cf e9 1b 23 ed 45 3d 22 1f ed cd 6f 8d 2e 76 bd 6a £8 9f ca 92 5c¢ 5b

Decim v2 Internal State at time -145
a: 46 4c fe 91 b2 3e d4 53 d2 21 fe dc d6 £8 d2 e7 6b 46 af 89 fc a9 25 cb5

Decim v2 Internal State at time -144
a: 94 64 cf e9 1b 23 ed 45 3d 22 1f ed cd 6f 8d 2e 76 bd 6a £8 9f ca 92 5¢

Decim v2 Internal State at time -143
a: d9 46 4c fe 91 b2 3e d4 53 d2 21 fe dc dé6 £8 d2 e7 6b 46 af 89 fc a9 25
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Decim v2 Internal State at time -117
a: 9d 8f 10 77 55 38 c3 9f 6e 18 51 £f9 b6 d9 46 4c fe 91 b2 3e d4 53 d2 21

Decim v2 Internal State at time -116
a: 69 d8 f1 07 75 53 8c 39 f6 el 85 1f 9b 6d 94 64 cf e9 1b 23 ed 45 34 22

Decim v2 Internal State at time -115
a: 86 9d 8f 10 77 55 38 c3 9f 6e 18 51 f9 b6 d9 46 4c fe 91 b2 3e d4 53 d2

Decim v2 Internal State at time -114
a: 48 69 d8 f1 07 75 53 8c 39 f6 el 85 1f 9b 64 94 64 cf e9 1b 23 ed 45 34

Decim v2 Internal State at time -113
a: 64 86 9d 8f 10 77 55 38 c3 9f 6e 18 51 f9 b6 d9 46 4c fe 91 b2 3e d4 53

Decim v2 Internal State at time -112
a: 06 48 69 d8 f1 07 75 53 8c 39 f6 el 85 1f 9b 6d 94 64 cf e9 1b 23 ed 45

Decim v2 Internal State at time -111
a: 60 64 86 9d 8f 10 77 55 38 c3 9f 6e 18 51 f9 b6 d9 46 4c fe 91 b2 3e d4d

Decim v2 Internal State at time -110
a: b6 06 48 69 d8 f£f1 07 75 53 8c 39 f6 el 85 1f 9b 64 94 64 cf e9 1b 23 ed

Decim v2 Internal State at time -109
a: 1b 60 64 86 9d 8f 10 77 55 38 c3 9f 6e 18 51 f9 b6 d9 46 4c fe 91 W2.3e

Decim v2 Internal State at time -108
a: 71 b6 06 48 69 d8 f1 07 75 53 8c 39 f6 el 85 1f 9b 6d 94 64 &fi€9 1b 23

Decim v2 Internal State at time -107
a: 47 1b 60 64 86 9d 8f 10 77 55 38 c3 9f 6e 18 51 f9 b6 ,d9 46 4c fe 91 b2

Decim v2 Internal State at time -106
a: a4 71 b6 06 48 69 d8 f£1 07 75 53 8c 39 f6 el 85 2£¥9b 64 94 64 cf e9 1b

Decim v2 Internal State at time -105
a: ba 47 1b 60 64 86 9d 8f 10 77 55 38 c3 9f 6eN8 51 f9 b6 d9 46 4c fe 91

Decim v2 Internal State at time -104
a: bb a4 71 b6 06 48 69 d8 f1 07 75 53 8«39 f6 el 85 1f 9b 6d 94 64 cf e9

Decim v2 Internal State at time -103
a: 5b ba 47 1b 60 64 86 9d 8f 10 7745538 c3 9f 6e 18 51 f9 b6 d9 46 4c fe

Decim v2 Internal State at time %02
a: 55 bb a4 71 b6 06 48 69 d8\ELl 07 75 53 8c 39 f6 el 85 1f 9b 64 94 64 cf

Decim v2 Internal State at time -101
a: 35 5b ba 47 1b 60 64 .8679d 8f 10 77 55 38 c3 9f 6e 18 51 f9 b6 d9 46 4c

Decim v2 Internal State at time -100
a: a3 55 bb a4 71606 48 69 d8 f1 07 75 53 8c 39 f6 el 85 1f 9b 6d 94 64

Decim v2 Interhal®State at time -99
a: 8a 35 5b _bay47 1b 60 64 86 9d 8f 10 77 55 38 c3 9f 6e 18 51 f9 b6 d9 46

Decim v2~Internal State at time -98
a: 58 48355 bb a4 71 b6 06 48 69 d8 f1 07 75 53 8c 39 f6 el 85 1f 9b 6d 94

Decim, v2 Internal State at time -97
an'ls 8a 35 5b ba 47 1b 60 64 86 9d 8f 10 77 55 38 c3 9f 6e 18 51 f9 b6 d9

Decim v2 Internal State at time -96
a: dl 58 a3 55 bb a4 71 b6 06 48 69 d8 f1 07 75 53 8c 39 f6 el 85 1f 9b 64

Decim v2 Internal State at time -95
a: 9d 15 8a 35 5b ba 47 1b 60 64 86 9d 8f 10 77 55 38 c¢3 9f 6e 18 51 f9 b6

Decim v2 Internal State at time -94
a: 69 dl 58 a3 55 bb a4 71 b6 06 48 69 d8 f1 07 75 53 8c 39 f6 el 85 1f 9b

Decim v2 Internal State at time -93
a: 96 9d 15 8a 35 5b ba 47 1b 60 64 86 9d 8f 10 77 55 38 c3 9f 6e 18 51 f9
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Decim v2 Internal State at time -67
a: 3f 95 49 46 34 c8 7a 75 7a d8 da 5a 14 96 9d 15 8a 35 5b ba 47 1b 60 64

Decim v2 Internal State at time -66
a: 23 £f9 54 94 63 4c 87 a7 57 ad 8d a5 al 49 69 dl 58 a3 55 bb a4 71 b6 06

Decim v2 Internal State at time -65
a: 82 3f 95 49 46 34 c8 7a 75 7a d8 da 5a 14 96 9d 15 8a 35 5b ba 47 1b 60

Decim v2 Internal State at time -64
a: 38 23 £9 54 94 63 4c 87 a7 57 ad 8d a5 al 49 69 dl 58 a3 55 bb a4 71 b6

Decim v2 Internal State at time -64 (Binary notation)

a: 00111000 00100011 11111001 01010100 10010100 01100011 01011000 11010001
01101001 01010111 10101101 10001101 10100101 10100001 01001001 101001112
10000111 01001100 10100011 01010101 10111011 10100100 01110001 101101120

T: 000 b: 00000000 00000000 00000000 00000000 I: 0

Executions of InitNext(S,BUFF)

Decim v2 Internal State at time -63
a: 23 82 3f 95 49 46 34 c8 7a 75 7a d8 da 5a 14 96 9d 15 8a 35 5b ba 47 1b
T: 111 b: 00 00 00 00 I: 1

Decim v2 Internal State at time -62
a: a2 38 23 f9 54 94 63 4c 87 a7 57 ad 8d a5 al 49 69 dl 58 a3 55 bb ad 71
T: 111 b: 00 00 00 0O I: 2

Decim v2 Internal State at time -61
a: 7a 23 82 3f 95 49 46 34 c8 7a 75 7a d8 da 5a 14 96 94 15 8a“35 5b ba 47
T: 101 b: 00 00 00 00 I: 3

Decim v2 Internal State at time -60
a: 07 a2 38 23 f9 54 94 63 4c 87 a7 57 ad 8d a5 al 4969 dl 58 a3 55 bb a4
T: 101 b: 00 00 00 08 I: 4

Decim v2 Internal State at time -59
a: b0 7a 23 82 3f 95 49 46 34 c8 7a 75 7a d8 da“ba 14 96 94 15 8a 35 5b ba
T: 101 b: 00 00 00 18 I: 5

Decim v2 Internal State at time -58
a: 3b 07 a2 38 23 f9 54 94 63 4c 87 a#%h57 ad 8d a5 al 49 69 dl 58 a3 55 bb
T: 001 b: 00 00 00 38 I 6

Decim v2 Internal State at time 57
a: 33 b0 7a 23 82 3f 95 49 4634 c8 7a 75 7a d8 da 5a 14 96 94 15 8a 35 5b
T: 101 b: 00 00 00 78 I: 7

Decim v2 Internal State .at~time -56
a: 53 3b 07 a2 38 23 f9 54 94 63 4c 87 a7 57 ad 8d a5 al 49 69 dl 58 a3 55
T: 001 b: 00~Q6°00 £8 I: 9

Decim v2 Internal\State at time -55
a: 05 33 b0 7al 28°82 3f 95 49 46 34 c8 7a 75 7a d8 da 5a 14 96 9d 15 8a 35
T: 001 P: 00 00 00 £8 I: 11

Decim v2~Internal State at time -54
a: 20 58"3b 07 a2 38 23 f9 54 94 63 4c 87 a7 57 ad 8d a5 al 49 69 dl 58 a3
T: 0%0 b: 00 00 00 £8 I: 13

Décim v2 Internal State at time -53
aw a2 05 33 b0 7a 23 82 3f 95 49 46 34 c8 7a 75 7a d8 da 5a 14 96 94 15 8a

T: 010 b: 00 00 60 £8 I: 15

EESET oML £2 PSS M TS et i 52
a: 3a 20 53 3b 07 a2 38 23 £9 54 94 63 4c 87 a7 57 ad 8d a5 al 49 69 dl 58
T: 011 b: 00 00 60 £8 I: 16

Decim v2 Internal State at time -51
a: 93 a2 05 33 b0 7a 23 82 3f 95 49 46 34 c8 7a 75 7a d8 da 5a 14 96 9d 15
T: 011 b: 00 00 60 £8 I: 17

Decim v2 Internal State at time -50

a: d9 3a 20 53 3b 07 a2 38 23 £9 54 94 63 4c 87 a7 57 ad 8d a5 al 49 69 dl
T: 010 b: 00 00 60 £8 I: 18
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Decim v2 Internal State at time -49

a: 2d 93 a2 05 33 b0 7a 23 82 3f 95 49 46 34 c8 7a 75 7a d8 da 5a 14 96 94

T: 001 b: 00 04 60 f8 I: 19

Decim v2 Internal State at time -48

a: 42 d9 3a 20 53 3b 07 a2 38 23 f9 54 94 63 4c 87 a7 57 ad 8d a5 al 49 69

T: 001 b: 00 14 60 f£8 I: 21

Decim v2 Internal State at time -47

d: 64 2d 93 a2 05 33 b0 7a 23 82 3f 95 49 46 34 c8 7a 75 7a d8 da 5a 14 96

1: 001 b: 00 14 60 f£8 I: 23

Qecim v2 Internal State at time -46

d: 56 42 d9 3a 20 53 3b 07 a2 38 23 f9 54 94 63 4c 87 a7 57 ad 8d a5 al 49

1: 000 b: 00 94 60 f£8 I: 25

Qecim v2 Internal State at time -45

d: 45 64 2d 93 a2 05 33 b0 7a 23 82 3f 95 49 46 34 c8 7a 75 7a d8 da 5a 14

1: 000 b: 02 94 60 f£8 I: 27

Qecim v2 Internal State at time -44

d: ed 56 42 d9 3a 20 53 3b 07 a2 38 23 f9 54 94 63 4c 87 a7 57 ad 8d a5 al

1: 010 b: 12 94 60 f£8 I: 29

Qecim v2 Internal State at time -43

d: 7e 45 64 2d 93 a2 05 33 b0 7a 23 82 3f 95 49 46 34 c8 7a 75 7a d8 da 5a

Tq: 010 b: 12 94 60 f£8 I: 30

Qecim v2 Internal State at time -42

d: 07 ed 56 42 d9 3a 20 53 3b 07 a2 38 23 f9 54 94 63 4c 87 a7 57 ad”8d ab

1: 000 b: 52 94 60 f£8 I: 32

Qecim v2 Internal State at time 0

d: 07 ed 56 42 d9 3a 20 53 3b 07 a2 38 23 f9 54 94 63 4c 87 a7 57 ad 8d ab

1: 000 b: 52 94 60 f£8 I: 32

Oecim v2 Internal State at time 0 (Binary notation)

d: 00000111 11100100 01010110 01000010 11011001 00111020~ 01001100 01100011
10010100 00000111 10100010 00111000 00100011 11114001 01010100 00111011
01010011 00100000 10000111 10100111 01010111 10LH1101 10001101 10100101

T: 000 b: 01010010 10010100 01100000 11121000 I: 32

Bxecutions of Next(S)

Qecim v2 Internal State at time 1

d: a0 7e 45 64 2d 93 a2 05 33 b0 7a 23%82/3f 95 49 46 34 c8 7a 75 7a d8 da

T: 101 Db: a9 4a 30 7c I: 32

Qecim v2 Internal State at time 2

d: Oa 07 e4 56 42 d9 3a 20 53 3b 07 a2 38 23 £9 54 94 63 4c 87 a7 57 ad 8d

T: 111 Db: d4 a5 18 3e I: 32

Qecim v2 Internal State at\time 3

d: b0 a0 7e 45 64 2d 93 a2 05 33 b0 7a 23 82 3f 95 49 46 34 c8 7a 75 7a ds8

T: 010 Db: 6a 52 8c If I: 32

Qecim v2 Internal~State at time 4

d: bb 0a 07 ed /5642 d9 3a 20 53 3b 07 a2 38 23 f9 54 94 63 4c 87 a7 57 ad

T: 111 Db: b5R9Y 46 0f I: 32

Qecim v2 Ihternal State at time 5

d: eb b0 a0 7e 45 64 2d 93 a2 05 33 b0 7a 23 82 3f 95 49 46 34 c8 7a 75 Ta

T: 11k b: 5a 94 a3 07 I: 32

QeCim v2 Internal State at time 6

= Ll 0 Q7 A oa A2 49 2 20 . 652 21 N7 2.2 22 £0 -/ Q4 a3 A Q I~

T: 111 b: 2d 4a 51 83 I: 31

Decim v2 Internal State at time 7

a: fc eb b0 a0 7e 45 64 2d 93 a2 05 33 b0 7a 23 82 3f 95 49 46 34 c8 7a 75

T: 110 Db: 16 a5 28 cl I: 32

Decim v2 Internal State at time 8

a: 3f ce bb 0a 07 e4 56 42 d9 3a 20 53 3b 07 a2 38 23 f9 54 94 63 4c 87 a7

T: 111 Db: 0b 52 94 60 I: 32

22
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Decim v2 Internal State at time 9
a: £f3 fc eb b0 a0 7e 45 64 2d 93 a2 05 33 b0 7a 23 82 3f 95 49 46 34 c8 7a
T: 010 Db: 05 a9 4a 30 I: 32

Decim v2 Internal State at time 10
a: 3f 3f ce bb 0a 07 e4 56 42 d9 3a 20 53 3b 07 a2 38 23 £f9 54 94 63 4c 87
T: 010 b: 02 d4 a5 18 I: 32

Decim v2 Internal State at time 11

a: £3 £3 fc eb b0 a0 7e 45 64 2d 93 a2 05 33 b0 7a 23 82 3f 95 49 46 34 c8
T: 101 b: 01 6a 52 8c I: 32

Decim v2 Internal State at time 12
a: 6f 3f 3f ce bb 0a 07 e4 56 42 d9 3a 20 53 3b 07 a2 38 23 £f9 54 94 63 4c
T: 100 b: 80 b5 29 46 I: 32

Decim v2 Internal State at time 13
a: 76 £3 £f3 fc eb b0 a0 7e 45 64 2d 93 a2 05 33 b0 7a 23 82 3f 95 49 46 34
T: 101 b: c0 5a 94 a3 I: 31

Decim v2 Internal State at time 14
a: 37 6f 3f 3f ce bb 0a 07 e4 56 42 d9 3a 20 53 3b 07 a2 38 23 f9 54 94 63
T: 110 Db: e0 2d 4a 51 I: 31

Decim v2 Internal State at time 15
a: 53 76 £3 f3 fc eb b0 a0 7e 45 64 2d 93 a2 05 33 b0 7a 23 82 3f 95 K946
T: 110 b: 70 16 a5 28 I: 32

Decim v2 Internal State at time 16
a: £f5 37 6f 3f 3f ce bb 0a 07 e4d 56 42 d9 3a 20 53 3b 07 a2 3833 f9 54 94
T: 000 b: b8 0b 52 94 I: 32

Decim v2 Internal State at time 17
a: 8f 53 76 £3 f3 fc eb b0 a0 7e 45 64 2d 93 a2 05 337b0~7a 23 82 3f 95 49
T: 111 b: dc 05 a9 4a I: 31

Decim v2 Internal State at time 18
a: 48 f5 37 6f 3f 3f ce bb 0a 07 e4d 56 42 d9 3a20 53 3b 07 a2 38 23 f9 54
T: 100 b: ae 02 d4 a5 I: 32

Decim v2 Internal State at time 19
a: 74 8f 53 76 f3 f3 fc eb b0 a0 7e 45 64 2d 93 a2 05 33 b0 7a 23 82 3f 95
T: 010 b: 57 01 6a 52 I: 32

Decim v2 Internal State at time 20
a: b7 48 £f5 37 6f 3f 3f ce bb 0a.07 e4 56 42 d9 3a 20 53 3b 07 a2 38 23 f9
T: 101 b: 2b 80 b5 29 I: 32

Decim v2 Internal State at time 21
a: eb 74 8f 53 76 f£3 f3 fc“eb b0 a0 7e 45 64 2d 93 a2 05 33 b0 7a 23 82 3f
T: 101 b: 15 c0 5a 94\ T: 31

Decim v2 Internal~State at time 22
a: be b7 48 £f5 37N6f 3f 3f ce bb 0a 07 e4d 56 42 d9 3a 20 53 3b 07 a2 38 23
T: 110 Db: 4a(e0 24 4a I: 31

Decim v2 Ifiternal State at time 23
a: 9b eb™74-8f 53 76 f3 f3 fc eb b0 a0 7e 45 64 2d 93 a2 05 33 b0 7a 23 82
T: 0007 bt 25 70 16 ab I: 32

Dectm, v2 Internal State at time 24
an'39 be b7 48 f5 37 6f 3f 3f ce bb 0a 07 e4 56 42 d9 3a 20 53 3b 07 a2 38
™ 100 Db: 92 b8 0b 52 I: 32

Decim v2 Internal State at time 25
43 Q1 74 Qf 02 7o £2 f£2 £ L0 O A5 64 .24 Q92 2.0 22 10 7 22

T: 101 b: c9 5c 05 a9 I: 32

Decim v2 Internal State at time 26
a: 24 39 be b7 48 f5 37 6f 3f 3f ce bb 0a 07 e4 56 42 d9 3a 20 53 3b 07 a2
T: 010 Db: ed ae 02 d4 I: 32

Decim v2 Internal State at time 27

a: 52 43 9b eb 74 8f 53 76 £3 £3 fc eb b0 a0 7e 45 64 2d 93 a2 05 33 b0 7a
T: 111 b: 72 57 01 6a I: 32
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Decim v2 Internal State at time 28

a: b5 24 39 be b7 48 £5 37 6f 3f 3f ce bb 0a 07 e4 56 42 d9 3a 20 53 3b 07
T: 100 Db: 39 2b 80 b5 I: 32

Decim v2 Internal State at time 29

a: 6b 52 43 9b eb 74 8f 53 76 £3 £f3 fc eb b0 a0 7e 45 64 2d 93 a2 05 33 b0
T: 101 Db: 1c 95 c0 5a I: 31

Decim v2 Internal State at time 30

d: d6 b5 24 39 be b7 48 f5 37 6f 3f 3f ce bb 0a 07 e4 56 42 d9 3a 20 53 3b
1: 000 Db: 4e 4a e0 2d I: 32

Qecim v2 Internal State at time 31

d: bd 6b 52 43 9b eb 74 8f 53 76 £3 £f3 fc eb b0 a0 7e 45 64 2d 93 a2 05 33
T: 010 Db: a7 25 70 16 I: 32

Qecim v2 Internal State at time 32

d: 4b d6 b5 24 39 be b7 48 £f5 37 6f 3f 3f ce bb 0a 07 e4d 56 42 49 3a 20 53
7: 110 b: d3 92 b8 0b I: 32

Qecim v2 Internal State at time 33

d: c4 bd 6b 52 43 9b eb 74 8f 53 76 £3 £3 fc eb b0 a0 7e 45 64 2d 93 a2 05
7: 110 b: €9 c9 5¢ 05 I: 32

Qecim v2 Internal State at time 34

d: 3c 4b d6 b5 24 39 be b7 48 £5 37 6f 3f 3f ce bb 0a 07 e4d 56 42 49 3a 20
T: 111 Db: f4 ed ae 02 I: 32

Qecim v2 Internal State at time 35

gd: c3 c4 bd 6b 52 43 9b eb 74 8f 53 76 f£3 f3 fc eb b0 a0 7e 45 64 23793 a2
T: 101 Db: 7a 72 57 01 I: 32

Qecim v2 Internal State at time 36

d: dc 3c 4b d6 b5 24 39 be b7 48 f5 37 6f 3f 3f ce bb 0a 07 e4 56 42 d9 3a
7: 110 b: bd 39 2b 80 I: 32

Qecim v2 Internal State at time 37

d: fd c3 c4 bd 6b 52 43 9b eb 74 8f 53 76 £3 f3 fc eb O a0 7e 45 64 2d 93
T1: 110 b: de 9c¢ 95 c0 I: 32

Qecim v2 Internal State at time 38

d: af dc 3c 4b d6 b5 24 39 be b7 48 f5 37 6f 3fi 3f ce bb 0a 07 e4 56 42 d9
T: 110 Db: ef 4de 4a e0 I: 32

Qecim v2 Internal State at time 39

d: 2a fd c3 c4 bd 6b 52 43 9b eb 74 8f£%3/76 £3 f3 fc eb b0 a0 7e 45 64 24
T: 010 Db: £7 a7 25 70 I: 32

Qecim v2 Internal State at time 40

d: e2 af dc 3c 4b d6 b5 24 39 be b7 48 f5 37 6f 3f 3f ce bb 0a 07 ed 56 42
1: 000 b: fb d3 92 b8 I: 32

Qecim v2 Internal State at\time 41

gd: fe 2a fd c3 c4 bd 6b 62 43 9b eb 74 8f 53 76 £3 £3 fc eb b0 a0 7e 45 64
T: 111 Db: 7d €9 c9 5c¢ I: 32

Qecim v2 Internal~State at time 42

gd: 9f e2 af dc Be«4b d6 b5 24 39 be b7 48 £5 37 6f 3f 3f ce bb 0a 07 e4 56
T: 000 Db: 34/ ed ae I: 32

Qecim v2 Inhternal State at time 43

gd: 59 fele fd c3 c4 bd 6b 52 43 9b eb 74 8f 53 76 £3 £3 fc eb b0 a0 7e 45
T: 010~"b: 1f 7a 72 57 I: 32

QeCim v2 Internal State at time 44

= C_Of 2 £.4 2 A de Lo 24 20 1 b7 49 fc 27 o £ 2£ 2L Ll 0 al A
T: 000 b: 8f bd 39 2b I: 32

Decim v2 Internal State at time 45

a: d3 59 fe 2a fd c3 c4 bd 6b 52 43 9b eb 74 8f 53 76 £3 £3 fc eb b0 al0 7e
T: 111 Db: 47 de 9c 95 I: 32

Decim v2 Internal State at time 46

a: 1d 35 9f e2 af dc 3c 4b d6 b5 24 39 be b7 48 f5 37 6f 3f 3f ce bb 0a 07
T: 000 Db: 23 ef 4e 4a I: 32

24
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Decim v2 Internal State at time 47
a: 81 d3 59 fe 2a fd c¢3 c4 bd 6b 52 43 9b eb 74 8f 53 76 £3 £3 fc eb b0 al
T: 101 b: 11 £7 a7 25 I: 31

Decim v2 Internal State at time 48
a: £8 1d 35 9f e2 af dc 3c 4b d6 b5 24 39 be b7 48 £5 37 6f 3f 3f ce bb 0Oa
T: 101 b: 48 fb d3 92 I: 31

Decim v2 Internal State at time 49

a: 6f 81 d3 59 fe 2a fd c3 c4 bd 6b 52 43 9b eb 74 8f 53 76 £3 f3 fc eb b0
T: 110 b: 64 7d e9 c9 I: 32

Decim v2 Internal State at time 50
a: 86 £8 1d 35 9f e2 af dc 3c 4b d6 b5 24 39 be b7 48 f5 37 6f 3f 3f ce bb
T: 111 Db: 32 3e f4 e4 I: 32

Decim v2 Internal State at time 51
a: e8 6f 81 d3 59 fe 2a fd c¢3 c4 bd 6b 52 43 9b eb 74 8f 53 76 £f3 £f3 fc eb
T: 111 Db: 19 1f 7a 72 I: 31

Decim v2 Internal State at time 52
a: fe 86 £8 1d 35 9f e2 af dc 3c 4b dé6 b5 24 39 be b7 48 £f5 37 6f 3f 3f ce
T: 101 b: Oc 8f bd 39 I: 31

Decim v2 Internal State at time 53
a: Of e8 6f 81 d3 59 fe 2a fd c3 c4 bd 6b 52 43 9b eb 74 8f 53 76 £3 {3 fc
T: 000 b: 46 47 de 9¢ I: 31

Decim v2 Internal State at time 54
a: 70 fe 86 £8 1d 35 9f e2 af dc 3c 4b d6 b5 24 39 be b7 48 537 6f 3f 3f
T: 100 b: 63 23 ef 4e I: 31

Decim v2 Internal State at time 55
a: 27 0f e8 6f 81 d3 59 fe 2a fd c3 c4 bd 6b 52 43 9breb-74 8f 53 76 f3 £3
T: 111 b: 71 91 £7 a7 I: 31

Decim v2 Internal State at time 56
a: 32 70 fe 86 f8 1d 35 9f e2 af dc 3c 4b d6 b524 39 be b7 48 f5 37 6f 3f
T: 100 b: b8 c8 fb d3 I: 32

Decim v2 Internal State at time 57
a: 73 27 0f e8 6f 81 d3 59 fe 2a fd c3 ¢4 bd 6b 52 43 9b eb 74 8f 53 76 £3
T: 100 b: dc 64 7d e9 I: 32

Decim v2 Internal State at time 58
a: 47 32 70 fe 86 f£8 1d 35 9f e2('af dc 3c 4b d6 b5 24 39 be b7 48 f5 37 6f
T: 111 Db: ee 32 3e f4 I: 32

Decim v2 Internal State at time 59
a: bd 73 27 0f e8 6f 81 d3"59 fe 2a fd c3 c4 bd 6b 52 43 9b eb 74 8f 53 76
T: 000 Db: 77 19 1f 7a I: 32

Decim v2 Internal~State at time 60
a: 0b 47 32 70 fen86 f8 1d 35 9f e2 af dc 3c 4b d6 b5 24 39 be b7 48 f5 37
T: 010 Db: 3b(8c 8f bd I: 32

Decim v2 Ifiternal State at time 61
a: 50 b493-27 0f e8 6f 81 d3 59 fe 2a fd c3 c4 bd 6b 52 43 9b eb 74 8f 53
T: 1007 b4 1d c6 47 de I: 32

Decim, v2 Internal State at time 62
an'ts5 0b 47 32 70 fe 86 £8 1d 35 9f e2 af dc 3c 4b d6 b5 24 39 be b7 48 f5
™ 101 Db: Oe e3 23 ef I: 32

Decim v2 Internal State at time 63
£ o0 B4 72 29 Of Q _&f 91 a3 .00 2 £4 2 A bad b o2 42 Ol 74 QFf

T: 111 b: 87 71 91 £7 I: 32

Decim v2 Internal State at time 64
a: ba f5 0b 47 32 70 fe 86 £f8 1d 35 9f e2 af dc 3c 4b d6 b5 24 39 be b7 48
T: 111 Db: 43 b8 c8 fb I: 32

Decim v2 Internal State at time 65

a: bb af 50 b4 73 27 0f e8 6f 81 d3 59 fe 2a fd c3 c4 bd 6b 52 43 9b eb 74
T: 010 b: 21 dc 64 7d I: 32
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Decim v2 Internal State at time 66

a: eb ba f5 0b 47 32 70 fe 86 £8 1d 35 9f e2 af dc 3c 4b d6 b5 24 39 be b7
T: 000 Db: 90 ee 32 3e I: 32

Decim v2 Internal State at time 67

a: 2e bb af 50 b4 73 27 0f e8 6f 81 d3 59 fe 2a fd c3 c4 bd 6b 52 43 9b eb
T: 110 Db: c8 77 19 1f I: 32

Decim v2 Internal State at time 68

g: f2 eb ba f5 0b 47 32 70 fe 86 £8 1d 35 9f e2 af dc 3c 4b dé b5 24 39 be
T: 100 Db: ed4d 3b 8c 8f I: 32

Qecim v2 Internal State at time 69

g: cf 2e bb af 50 b4 73 27 0f e8 6f 81 d3 59 fe 2a fd c3 c4 bd 6b 52 43 9b
T: 101 Db: £2 1d c6 47 I: 32

Qecim v2 Internal State at time 70

g: bc f2 eb ba f5 0b 47 32 70 fe 86 £8 1d 35 9f e2 af dc 3c 4b d6 b5 24 39
T: 000 b: f9 O0e e3 23 I: 32

Qecim v2 Internal State at time 71

g: ab cf 2e bb af 50 b4 73 27 0f e8 6f 81 d3 59 fe 2a fd c3 c4 bd 6b 52 43
T: 000 Db: fc 87 71 91 I: 32

Qecim v2 Internal State at time 72

g: ea bc f2 eb ba f5 0b 47 32 70 fe 86 £8 1d 35 9f e2 af dc 3c 4b d6 b5 24
T1: 101 Db: fe 43 b8 c8 I: 31

Qecim v2 Internal State at time 73

gd: ce ab cf 2e bb af 50 b4 73 27 0f e8 6f 81 d3 59 fe 2a fd c3 c4 bd 6b 52
T: 010 Db: 7f 21 dc 64 I: 32

Qecim v2 Internal State at time 74

gd: 6c ea bc f2 eb ba £f5 0b 47 32 70 fe 86 £8 1d 35 9f e2 af dc 3c 4b dé6 bs
T: 010 b: 3f 90 ee 32 I: 32

Qecim v2 Internal State at time 75

gd: 36 ce ab cf 2e bb af 50 b4 73 27 0f e8 6f 81 d3 59 «fe 2a fd c3 c4 bd 6b
T: 110 b: 1f 8 77 19 I: 32

Qecim v2 Internal State at time 76

gd: 63 6Cc ea bc f2 eb ba f5 0b 47 32 70 fe 86 £8 1d 35 9f e2 af dc 3c 4b dé6
1: 110 b: 0f e4 3b 8c I: 32

Qecim v2 Internal State at time 77

gd: b6 36 ce ab cf 2e bb af 50 b4 73 27%f e8 6f 81 d3 59 fe 2a fd c3 c4 bd
T: 000 b: 07 £2 1d c6 I: 32

Qecim v2 Internal State at time 78

gd: 3b 63 6c ea bc f2 eb ba £5 0b 27 32 70 fe 86 £8 1d 35 9f e2 af dc 3c 4b
T: 100 b: 83 f9 0Oe e3 I: 32

Qecim v2 Internal State at\time 79

gd: a3 b6 36 ce ab cf 2e kb af 50 b4 73 27 0f e8 6f 81 d3 59 fe 2a fd c3 c4
T: 101 Db: 41 fc 87 71 I: 32

Qecim v2 Internal~State at time 80

gd: aa 3b 63 6c ea<bc £2 eb ba £5 0b 47 32 70 fe 86 £8 1d 35 9f e2 af dc 3c
T: 010 Db: a0fe’43 b8 I: 32

Qecim v2 Inhternal State at time 81

gd: 8a a3 '\be 36 ce ab cf 2e bb af 50 b4 73 27 0f e8 6f 81 d3 59 fe 2a fd c3
T: 11k b: d0 7f 21 dc I: 31

QeCim v2 Internal State at time 82

= 59 L. 2 C . £2 o £ 0L 47 29 —T0 £ Qe F£9 14 230 0OFf 2 £ 4
T: 010 b: a8 3f 90 ee TI: 31

Decim v2 Internal State at time 83

a: f6 8a a3 b6 36 ce ab cf 2e bb af 50 b4 73 27 0f e8 6f 81 d3 59 fe 2a fd
T: 110 Db: d4 1f c8 77 I: 31

Decim v2 Internal State at time 84

a: df 68 aa 3b 63 6c ea bc f2 eb ba £5 0b 47 32 70 fe 86 £8 1d 35 9f e2 af
T: 110 Db: ea 0f e4d 3b I: 32
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