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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commis

sion) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. |

the field of information technology, ISO and [EC have established a joint technical committe
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Introduction

The mechanisms specified in this document are designed to achieve one of the following three goals.

a)

Balanced password-authenticated key agreement: Establish one or more shared sec

ret keys

between two entities that share a common weak secret. In a balanced password-authenticated key

agreement mechanism, the shared secret keys are the result of a data exchange between

the two

entities; the shared secret keys are established if, and only if, the two entities have used the same
weak secret; and neither of the two entities can predetermine the values of the shared secret keys.

e

e e e

he International Organization for Standardization (ISO) and International Electro
ommission (IEC) draw attention to the fact that it is claimed that compliance with this docunj
hvolve the use of patents:

National\nstitute of Advanced Industrial Science and Technology

1}-1=1 Umezono

Augmented password-authenticated key agreement: Establish one or more shared-sec
between two entities A and B, where A4 has a weak secret and B has verification data\deriy
a one-way function of A’s weak secret. In an augmented password-authenticated key ag
mechanism, the shared secret keys are the result of a data exchange between the two ent
shared secret keys are established if, and only if, the two entities have used theweak secref

ret keys
ed from
reement
ties; the
and the

corresponding verification data; and neither of the two entities can predetermine the valugs of the

shared secret keys.

NOTE1 This type of key agreement mechanism is unable to protect A'S\weak secret being discd
B, but only increases the cost for an adversary to get A's weak secret from B. A typical application
would involve use between a client (A) and a server (B).

Password-authenticated key retrieval: Establish one, or more secret keys for an ¢
associated with another entity, B, where A has a weak¢ecret and B has a strong secret as
with A's weak secret. In an authenticated key retrieval mechanism, the secret keys, retrie]
A (not necessarily derivable by B), are the result of'a data exchange between the two enti
the secret keys are established if, and only if, the-two entities have used the weak secret
associated strong secret. However, although8's strong secret is associated with A's wea
the strong secret does not (in itself) contain stfficient information to permit either the weg
or the secret keys established in the meclranhism to be determined.

NOTE 2  This type of key retrieval m€chanism is used in those applications where A does not ha

vered by
scenario

ntity, 4,
sociated
vable by
ties, and
and the
k secret,
k secret

ye secure

storage for a strong secret, and requires B’s assistance to retrieve the strong secret. Such a mechanism is

appropriate for use between a cliént{(4) and a server (B).

echnical
ent may

50 and IEC take no-position concerning the evidence, validity and scope of these patent rights. The
olders of these patent rights have assured ISO and [EC that they are willing to negotiate licenc
easonable and¢non-discriminatory terms and conditions with applicants throughout the worl
espect, the statements of the holders of these patent rights are registered with ISO and IEC. Infd
hay be obtained from:

bs under
1. In this
rmation

Tsukuba, Ibaraki

305-8560 Japan

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights other than those identified above. ISO and [EC shall not be held responsible for identifying
any or all such patent rights.

ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain online databases of patents
relevant to their documents. Users are encouraged to consult the databases for the most up to date
information concerning patents.
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Information technology — Security techniques — Key
management —

Part 4:

Scope

his document defines key establishment mechanisms based on weak secrets, i, secrets thgt can be
adily memorized by a human, and hence, secrets that will be chosen froma relatively small set of
ossibilities. It specifies cryptographic techniques specifically designed to establish one or more secret
eys based on a weak secret derived from a memorized password, while preventing offline bryte-force
tacks associated with the weak secret. This document is not applicablé.te’the following aspedts of key
management:

+ life-cycle management of weak secrets, strong secrets, and established secret keys;

-+ mechanisms to store, archive, delete, destroy, etc. weak'secrets, strong secrets, and estpblished
secret keys.

[ NS]

Normative reference

There are no normative references in this document.

Terms and definitions

L)

Hor the purposes of this document;, the following terms and definitions apply.

[FO and IEC maintain terminolegical databases for use in standardization at the following addresses:

— [EC Electropedia: available at http://www.electropedia.org/

— ISO Online browsing platform: available at http://www.iso.org/obp

31

ugmented password-authenticated key agreement
assword-aluthenticated key agreement where entity A uses a password-based weak secret and| entity B
ses verification data derived from a one-way function of A's weak secret to negotiate and authenticate
ne or\more shared secret keys

3.2

balanced password-authenticated key agreement
password-authenticated key agreement where two entities A and B use a shared common password-
based weak secret to negotiate and authenticate one or more shared secret keys

3.3
brute-force attack
attack on a cryptosystem that employs an exhaustive search of a set of keys, passwords or other data

© ISO/IEC 2017 - All rights reserved 1
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3.4

collision-resistant hash-function

hash-function satisfying the following property: it is computationally infeasible to find any two distinct
inputs which map to the same output

Note 1 to entry: Computational feasibility depends on the specific security requirements and environment. Refer
to ISO/IEC 10118-1:2016, Annex C.

[SOURCE: ISO/IEC 10118-1:2016, 3.1]

3.5
dictionary attack

(on a password-based system) attack on a cryptosystem that employs a search of a given\list ¢
passwords

=)

[72)

Note 1 tolentry: A dictionary attack on a password-based system can use a stored list of specific password valug
or a storg¢d list of words from a natural language dictionary.

3.6
domain|{parameter
data itefn which is common to and known by or accessible to all entities within'the domain

=Y

Note 1 td entry: The set of domain parameters may contain data items such asdash-function identifier, length
the hashitoken, length of the recoverable part of the message, finite field parameters, elliptic curve parameters,
or other parameters specifying the security policy in the domain.

[SOURCE: ISO/IEC 9796-3:2006, 3.2]

3.7
elliptic furve
cubic cufve E without a singular point

—_—

Note 1 td entry: The set of points E together with an appropriately defined operation for a field that includes a
Coefficie{ts of the equation describing E is called tHe)definition field of E. In ISO/IEC 15946-1, only finite field

[72)

F are dedlt with as the definition field. When it is.necessary to describe the definition field F of E explicitly, th
curve is dlenoted as E/F.

[¢)

Note 2 tolentry: The form of a cubic curve equation used to define an elliptic curve varies depending on the field. The
general form of an appropriate cubic equation for all possible finite fields is defined in ISO/IEC 15946-1:2016, 6.1.

[SOURCE: ISO/IEC 15946-1:2016,3.3, modified]

3.8
explicitlkey authentication
<from entity A to entity B> assurance for entity B that entity A is the only other entity that is i
possessjon of the carrect key

-

Note 1 to entry: Tmplicit key authentication from entity A to entity B and key confirmation from entity A to entitly
B togethér indply explicit key authentication from entity A to entity B.

AR aFaWa b Vi I K 1o 7aWis Wia Va ¥l ollis W la) ATk |
[SOURC L. 10U/1LEG 1177U0.2U19, o. 14, IITUUITITU]

3.9

hash-function

function which maps strings of bits of variable (but usually upper bounded) length to fixed-length
strings of bits, satisfying the following two properties:

— for a given output, it is computationally infeasible to find an input which maps to this output;
— foragiven input, itis computationally infeasible to find a second input which maps to the same output.

Note 1 to entry: Computational feasibility depends on the specific security requirements and environment. Refer
to ISO/IEC 10118-1:2016, Annex C.

2 © ISO/IEC 2017 - All rights reserved
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[SOURCE: ISO/IEC 10118-1:2016, 3.4]

3.10
hashed password
result of applying a hash-function to a password

3.11

implicit key authentication

<from entity A to entity B> assurance for entity B that entity A is the only other entity that can possibly
be in possession of the correct key

SOURCE: ISO/IEC 11770-3:2015, 3.16, modified]

[

3.12
Key
sequence of symbols that controls the operation of a cryptographic transformdtion (e.g. enqryption,
decryption, cryptographic check function computation, signature calculation, ox signature verification)

SOURCE: ISO/IEC 11770-3:2015, 3.17]

[

3.13

Key agreement

drocess of establishing a shared secret key between entities insuch a way that neither of them can
dredetermine the value of that key

N

A%

ote 1 to entry: By predetermine, it is meant that neither entit§A\or entity B can, in a computationally efficient
Fay, choose a smaller key space and force the computed keyin the protocol to fall into that key space.

BOURCE: ISO/IEC 11770-3:2015, 3.18]

ey confirmation

[
3.14
K
q4from entity A to entity B> assurance for entity B that entity 4 is in possession of the correct k¢y

[BOURCE: ISO/IEC 11770-3:2015, 3.20;imodified]

(F%]

A5
ey control
ability to choose the key orthe parameters used in the key computation

> vl

[FOURCE: ISO/IEC 11770-3:2015, 3.21]

16

ey derivation function
flinction whichtakes as input a number of parameters, at least one of which shall be secret, arjd which
gives as output keys appropriate for the intended algorithm(s) and applications

Note 1 to entry: Key establishment includes key agreement, key transport and key retrieval.

3.18

key management

administration and wuse of generation, registration, certification, deregistration, distribution,
installation, storage, archiving, revocation, derivation and destruction of keying material in accordance
with a security policy

[SOURCE: ISO/IEC 11770-1:2010, 2.28]

© ISO/IEC 2017 - All rights reserved 3
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3.19

key retrieval

process

of establishing a key for one or more entities known as the retrieving entities with the

involvement of one or more other entities who are not necessarily able to access the key after the

process, and which normally requires authentication of the retrieving entity/entities by the other

entity/entities

3.20

key token

key estahlishment message sent from one entity to another entity during the execution of a key

establishment mechanism

3.21

key token check function

function] that utilizes a key token and other publicly known parameters as input and outpiits a Booleap

value dyring the execution of a key establishment mechanism

3.22

key token factor

value that is kept secret and that is used, possibly in conjunction with a weak secret, to create a key tokep

3.23

key token generation function

function that utilizes a key token factor and other parameters as input and outputs a key token during

the exeqution of a key establishment mechanism

3.24

message authentication code algorithm

algorithm for computing a function which maps strings:6fbits and a secret key to fixed-length strings

of bits, sptisfying the following two properties:

— for gny key and any input string, the functioncan be computed efficiently;

— for pny fixed key, and given no prior khowledge of the key, it is computationally infeasible tp
confpute the function value on any newcinput string, even given knowledge of a set of input strings
and|corresponding function values,'where the value of the ith input string may have been chosep
aftefr observing the value of the fixst i-1 function values (for integers i > 1)

[SOURCE: ISO/IEC 9797-1:2011,(3.10, modified]

3.25

mutual key authentication

assurante for two entitiesthat only the other entity is in possession of the correct key

3.26

one-way function

function with\the property thatitis easy to compute the output for a given input but it is computationally

infeasibleto find an input which maps to a given output

[SOURCE: ISO/IEC 11770-3:2015, 3.30]

3.27

password
secretword, phrase, number, or character sequence used for entity authentication, which is a memorized
weak secret

© ISO/IEC 2017 - All rights reserved
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3.28

password-authenticated key agreement

process of establishing one or more shared secret keys between two entities using prior shared
password-based information (which means that either both of them have the same shared password
or one has the password and the other has password verification data) and neither of them can
predetermine the values of the shared secret keys

3.29
password -authenticated key retrleval

he other
tity B has a strong secret associated with A’s weak secret these two entities, using their own| secrets,
egotiate a secret key which is retrievable by 4, but not (necessarily) derivable by B

.30
nassword-entangled key token
ey token which is derived from both a weak secret and a key token factor

31
password verification data
data that is used to verify an entity’s knowledge of a specific password

.32
andom element derivation function
flinction that utilizes a password and other parameters as input and outputs a random element

andom variable incorporated as secondary input te a one-way or encryption function that i used to
derive password verification data

.34
Secret
alue known only to authorized entities

.35
secret key
ey used with symmetric cryptographic techniques by a specified set of entities

[FOURCE: ISO/IEC 1177073;2015, 3.36]

3.36

secret value derivation function
inction that utiliZzes a key token factor, a key token, and other parameters as input and outputga secret
vlalue which.istused to compute one or more secret keys

-

3.37

strong'secret

speret w1th a suff1c1ent degree of entropy that conductlng an exhaustlve search for the gecret is
; : Hguished

from an 1ncorrect guess

Note 1 to entry: This may, for example, be achieved by randomly choosing the secret from a sufficiently large set
of possible values under uniform distribution.

3.38
weak secret
secret that can be conveniently memorized by a human being

Note 1 to entry: Typically, this means that the entropy of the secret is limited, so that an exhaustive search for the

secret (or, a dictionary attack) may be feasible, given knowledge that would enable a correct guess for the secret
to be distinguished from an incorrect guess.

© ISO/IEC 2017 - All rights reserved 5
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4 Symbols and abbreviated terms

A B
ay, az
BS2I
b, b;

distinguishing identities of entities represented as octet strings
elliptic curve coefficients
a function that converts a bit string into an integer (described in Annex A)

bits (i.e. either 0 or 1)

C, CpL, CEc

D, Dpy, Dgc

FE2I
FE20S
F(q)
G;Ga;Gb

GE20Sy

g: gl; ga; gb
9q-1
H

h(x, Lg)

[2FE

120S

12P

functions for generating a key token based on a password and a key token factor
an integer satisfying1 <c<q-1
functions for generating a key token based on only a key token factox

an elliptic curve defined by two elliptic curve coefficients, a; and a+For the purpos
of this document, an elliptic curve is not only the set of points on the curve, by
also a group operation defined on these points as specifiedin¥50/1EC 15946-1[13].

—+

a function that converts a field element into an integer (described in Annex A)
a function that converts a field element into an octet string (described in Annex 4)
the finite field with q elements

points of order r on E over F(q)

a function that converts a group elemént into an octet string; when the group e
ement is a point on E, this functign*converts the x-coordinate of the point into a
octet string and ignores the y-cgordinate (described in Annex A)

-

elements of multiplicative©rder r in F(q)

an element of multiplicative order q - 1 in F(q)

—+

a collision-resistant hash-function taking an octet string as input and giving a b
string as output, e.g. based on one of the dedicated hash-functions specified i
ISO/IEC 10118-3[11]

-

a collisien-resistant hash-function taking an octet string x and an integer Lg as
input\and giving a bit string of length Lk (in bits) as output, e.g. based on one of the
dedicated hash-functions specified in ISO/IEC 10118-3[11]

a function that converts an integer into a field element (described in Annex A)

a function that converts an integer into an octet string (described in Annex A)

a function that converts an integer into a point on the curve E (described in Annex A

Nt

J, JoL JEC
K

KC 1.U

K1, Ko, ...

functions for generating a password verification element from a password
a function for deriving a key from a secret value and a key derivation parameter

an octet string of the constant value “KC_1_U" that literally means unilateral key
confirmation

secret keys established using a key establishment mechanism

the cofactor that is either the value (g - 1)/r in DL domain parameters or the value
of #E/r in EC domain parameters

© ISO/IEC 2017 - All rights reserved


https://standardsiso.com/api/?name=121c97b97d8d3173b2780350cdbadaf1

ISO/IEC 11770-4:2017(E)

Ly the length (in bits) of an established secret key

MAX a function that takes two integers as input and outputs the integer with a larger
value; if the two integers are identical, it outputs an error message

MIN a function that takes two integers as input and outputs the integer with a smaller
value; if the two integers are identical, it outputs an error message

M; an octet that is represented by values from 00 hex to FF hex

m an integer

mac(k, m) amessage authentication code (MAC) function taking a key k and a®¥ariable-length
message m as input and giving a fixed-length output, e.g., by using one of the MAC
algorithms specified in ISO/IEC 9797-2[10]

mod binary operation, where y = a mod b is defined to be the unique integer y satisfying
0 <y <band (a -y) is an integer multiple of b

n an integer

rull an empty octet string with the byte length zére

QszI a function that converts an octet stringdnto an integer (described in Ann¢x A)

da, 04’, 0, 0B’

bit strings, which are used to specify.a key confirmation process

R1, Py, ... key derivation parameter octet strings

4 bi odd prime integers

q the number of elementsin the finite field F(g). In the EC setting, q is eithef p or 2m
for some integer m&1. In the DL setting, q is p.
NOTE 1 This.document treats only a prime field or a binary field in the EC setting
and only a prime field in the DL setting, because these cases are widely ysed and
their security properties have been well-explored.

R, R1ip1, R1Ec, functions for deriving a random element from a password

RapL, R2kc

n the order of the desired group, which is a prime dividing either g - 1 ip the DL
setting or #E in the EC setting

sk, S key token factors of entities A and B, respectively, corresponding to ke} tokens
wy and wp. The key token factors should be generated at random from a [selected
range since this maximizes the difficulty of recovering the key token factor by
collision-search methods. Methods of random number generation are spdcified in
ISO/IEC 18031[14],

T a function for checking validity of a key token

V, V4, VB, VapL,
Vaec, VepL, VBEC

W4, WB

functions for generating secret values

key tokens or password-entangled key tokens of entities A and B respectively, cor-
responding to key token factors s4 and sp; they are integers in the DL setting and
points in the EC setting

a secret value used to derive the keys; it is an integer in the DL setting and a point
in the EC setting

© ISO/IEC 2017 - All rights reserved 7
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T a password-based octet string which is generally derived from the following data
items: a) a password or a hashed password, b) identities for one or more entities,
¢) an identity of a communication session if more than one session may execute
concurrently, and d) a salt value and/or other data. All items except the first are
optional.

NOTE 2 Asaddressed in Reference [26], including entity and session identities in the
computation of w can prevent an unknown key-share attack. As further addressed
in Reference [6], putting these identities into the session key computation function
rather than in the computation of r can also avoid a number of attacks includin

the unknown key-share attack.

#E the number of points on the elliptic curve, E

[x] xY multiplication operation in the EC setting that takes an integer x and a,p0int Y on thee
curve E asinput and produces a point Zon the curve E,where Z=[x] XY= Y+ Y+ .. +[/
adding x - 1 times if x is positive. The operation satisfies [0] x ¥ =0 (the point g4t
infinity), and [-x] x Y = [x] x (-Y).

=

{Bm-1, Bh-2, - Bo} an element of F(s™) where sis either p or 2, and f;is an integer satisfying 0 < ;< s -

[l X ||Y denotes the result of the concatenation of octet.strings X and Y in the ordg
specified. In cases where the result of concatenating two or more octet strings i
input to a cryptographic function as part of one of the mechanisms specified i
this document, this result shall be composed-so that it can be uniquely resolve
into its constituent octet strings, i.e. so that there is no possibility of ambiguity i
interpretation. This latter property could-be achieved in a variety of different ways,
depending on the application. For example, it could be guaranteed by a) fixing t
length of each of the octet strings throughout the domain of use of the mechanisnj,
or b) encoding the sequence of-concatenated octet strings using a method thdt
guarantees unique decoding,e:g. using the distinguished encoding rules defined
in ISO/IEC 8825-12].

- e n =

Of the point at infinity ond.the elliptic curve, E

5 Requirements

It is assymed that the entities are/aware of each other’s claimed identities. This may be achieved by thie
inclusion of identities in information exchanged between the two entities, or it may be apparent from
the context of use of the niechanism.

=

It is assiimed that if-the’entities are engaged in several sessions in parallel, the entities are aware ¢
a uniqué¢ session identity for each session. This may be achieved by the inclusion of session identitig
in infornation exchanged between the entities, or it may be apparent from the context of use of t
mechan]sm.

[72)

It is asshmed that the entities are aware of a common set of domain parameters, which are used t|
compute a variety of functions in the key establishment mechanism. Each mechanism can be used with
one of two different sets of domain parameters, depending on whether the mechanism operates over
the multiplicative group of values in F(q) or over the additive group of elements in an elliptic curve
defined over F(q). In the first case, the mechanism is said to operate in the DL (for “discrete logarithm”)
setting, and in the second case, the mechanism is said to operate in the EC (for “elliptic curve”) setting.
The selection of parameters for both cases is discussed in Annex C.

NOTE1 It is fundamentally important to the correct operation of the mechanisms that any domain
parameters are held correctly by each participant. Use by any party of accidentally or deliberately corrupted
domain parameters can result in compromise of the mechanisms, which could allow an unauthorized third party
to discover an established secret key.

The two sets of domain parameters are as follows.
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A set of DL. domain parameters consists of:

F(q) aspecific representation of the finite field with q elements;

q the number of elements in F(q), which is an odd prime integer;

r the order of the desired group of elements from the finite field, which is a prime divisor of q - 1;

g an element of multiplicative order rin F(q) [g is called the generator of a subgroup of r elements

in F(q)];

-, S

N
f

gg-1 an element of multiplicative order q - 1 in F(g);

k  the value (q - 1)/r, also called the cofactor, satisfying k = 2 or k = 2p1p2.(ps for
pi>ri=12,.,¢t

method of generating g4-1 can be found in Chapter 4 of References [18] and [22].

set of EC domain parameters consists of:

F(q) aspecific representation of the finite field with q elements;

q the number of elements in F(q), which is

— p,an odd prime integer, or

— 2mfor some positive integer m = 1;

ai, az two elliptic curve coefficients, elements of £(q), that define an elliptic curve E;

E an elliptic curve defined by two elliptic.eirve coefficients, a; and aj. For the purpos
document, an elliptic curve is not only the\set of points on the curve, but also a group o
defined on these points as specified in ISQ/IEC 15946-1[13]. It is defined by one of the folloy
formulae:

— Y2=X3+a1X + az over the figld-F(p),

— Y2+ XY =X3+ a1X?2 + ap over the field F(2m), together with an extra point Of referred
point of infinity;

#FE the number of poihts on E;
r the order of the.desired group, which is a prime integer dividing #E;
G acurve peint of order r (G is called the generator of a subgroup of r points on E);

k the value #E/r, also called the cofactor, satisfying k = 27 or k = 27p1p3...p, for n = {0, 1
primésp;>ri=1,2, ..t

OTE 2  If the cofactor k is 27p1p;...ps, for n = {0, 1, 2} and primes p;<r, i =1, 2, ..., t, and the key tok
hnetion Tgc in 6.2.3.3 is used, small subgroup attacks (e.g. see Reference [21]) are possible.

primes

e of this
peration
ing two

Fo as the

|, 2} and

en check

When entities make use of a specified mechanism in the EC setting, it is assumed that the entities
are aware of the form of the point representation, i.e. a point is represented in either compressed,
uncompressed or hybrid form. For further information on point representations, see ISO/IEC 15946-1[13].

In many of the mechanisms specified in this document, one of the participants is required to select
a value at random from a given set of values, e.g. an integer from a specified range. This shall be
implemented using a random number generation method based on a random bit generation (e.g. one
of the methods in ISO/IEC 18031[14]) in such a way that the selected value is chosen uniformly (or near
uniformly) at random from the complete set of possible values. Furthermore, when prime numbers are
generated, it is assumed that the generation follows a secure method, e.g., using one of the methods in
ISO/IEC 18032[15].
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It is also assumed that the entities are aware of a common hash-function H, e.g. one of the dedicated
hash-functions specified in ISO/IEC 10118-3[11].

6 Password-authenticated key agreement

6.1 General

Clause 6 specifies five password-authenticated key agreement mechanisms. The first and second

mechan a e cnaci ifiad in £ and £ D £1 ] hal d donutha atad lbay agran At
SIS SPpeeea Hh-o—=aher u T ESpeetTrvery,arCoamanteapassworta atheRtcatea e MBL eefet

mechan|sms, which require the two entities to share a weak secret. The third, fourth, and fifth
mechan|sms, specified in 6.4, 6.5, and 6.6, respectively, are augmented password-authenticated kely
agreemént mechanisms, which require one of the two entities to possess verification data for a weak
secret khown to the other entity.

All five password-authenticated key agreement mechanisms have the following initiglisation proceg
and key|establishment process.

[72)

Initialigation process: The two entities involved agree to use a set of valid dom@in parameters, a set of
key derivation parameters and a set of functions, all of which may be publicly\khown. The two entitigs
also agrge to use either a shared password-based weak secret which is known only to them, or shared
passwoild-based information that means one entity has a password-based weak secret and the othdr
entity has the corresponding password verification data.

Key establishment process:

a) Gengrate and exchange key tokens. The two entities involyed each randomly choose one or more ke
tok¢n factors associated with the domain parameters ereate the corresponding key tokens, whic
mayf be associated with the password or password«verification data (a key token associated wit
the password or password verification data is called a “password-entangled key token”), and the
maKe the key tokens available to the other entity:

===

b) Cheg¢k validity of key tokens. Depending on“the operations for producing key tokens in step a), thie
two|entities involved each choose an appropriate method to validate the received key tokens basefd
on the domain parameters. If any validation fails, output “invalid” and stop.

c) Derjve shared secret keys. Thetwo entities involved each apply certain secret value derivatio
fun¢tions to their own key tiokeén factor, the other entity's key tokens and/or shared passwor
or password verification datd to produce a shared secret value. Each entity further applies a ke
derivation function to the shared secret value and the key derivation parameters, to derive one g
morle shared secret keys:

EIERSRE

d) Chetk key confirmation. The two entities involved use the shared secret keys established using th|
aboye steps to'cenfirm their awareness of the keys to each other. This step is optional in Balance
Medhanisms*land 2 but mandatory in Augmented Mechanisms 1, 2, and 3.

[®FIre

6.2 B:Illanced Key Agreement Mechanism 1 (BKAM1)

6.2.1 General

This key agreement mechanism is designed to achieve balanced password-authenticated key
agreement, which establishes one or more shared secret keys between entities A and B with joint key
control and prior sharing of a password-based octet string, 7. This mechanism provides mutual implicit
key authentication and, optionally, mutual explicit key authentication.

This mechanism works in both the DL and EC settings.

NOTE This mechanism is based on References [6] and [17] and the mechanism called {DL,EC}BPKAS-SPEKE
in Reference [8].
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6.2.2 Prior shared parameters

The key agreement between two entities A and B takes place in an environment where the two entities
share the following parameters:

a shared password-based octet string, m;

a set of valid domain parameters (either DL domain parameters or EC domain parameters) as
specified in Clause 5;

oL =

(a6 (o N

.2.3 Functions

.2.3.1 Random element derivation function, R

aTranmdonTetenmentderivatiomr functiom &
a key token generation function, D;

a key token check function, T;

a session identity generation function, S;
a secret value derivation function, V;

a key derivation function, K;

a Boolean value, b, which indicates whether cofactor multiplieation is desired. If b = 1, [cofactor
multiplication is desired; otherwise it is not;

one or more key derivation parameter octet strings {PyR?, ...}, where A and B shall agree t¢ use the
same P; values;

the length of a shared secret key, Lg.

OTE Cofactor multiplication is used to map a reeeived key token into a valid group element, i.e. an eJement in
selected subgroup of order, r. b = 0 is only used in those mechanisms in which it is guaranteed that a recpived key
pken is a valid group element. A more detailed discussion of cofactor multiplication can be found in Refergnce [12].

he random element derivation function, R, takes an octet string, x, as input and produces a [selected
roup element written R(x)-as output. Balanced Key Agreement Mechanism 1 can be used with any of
he following four R functions, R1pr, R1Ec, R2pL, and Rzgc:

R1pL is suitable for use when the mechanism is used with the DL domain parameters, i.e. it pperates
over the multiplicative group of elements defined over F(q). Given the DL domain parameters
(includingk and q) and an octet string input x, R1py, is defined as Formula (1):

Ripp)y= (BS2I(H(x)))k mod q (M

Rigc is suitable for use when the mechanism is used with the EC domain parameters, i.e. it pperates

over the additive group of elements in an elliptic curve defined over F(g). Given the EC domain
parameters (including k) and an octet string input, x, R1gc is defined as Formula (2):

Rikc(x) = 12P(BS2I(H(x))) (2)

RypL, is suitable for use when the mechanism is used with the DL domain parameters, i.e. it operates
over the multiplicative group of elements defined over F(q). Given the DL domain parameters
(including g), two random elements in a subgroup of order r in F(q), g¢ and gp, and an octet string
input, x, Rzpy, is defined as Formula (3):

R2pL(x) = ga * gpBS21(HM) mod q (3)
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— Rpgcis suitable for use when the mechanism is used with the EC domain parameters, i.e. it operates
over the additive group of elements in an elliptic curve defined over F(q). Given the EC domain
parameters, two random elements of a subgroup of order r on E, G4, and Gp, and an octet string input,

X, Rogc is defined as Formula (4):
R2gc(X) = Gq + [BS2I(H(x))] x Gp. (4)

It is recommended that, if the result of R1py,(x) or RapL(x) is 1, or if the result of R1gc(x) or Raec(x) is O,
output "invalid" and stop. Based on the randomness property of the hash-function H, this case happens
with a fegligt V. )

no known security weakness, because if the function R outputs the value 1 in the DL settmg OF, t
point Ogin the EC setting without stopping, the protocol will abort when running the key tokenchec
function, T.

=

Functio
Annex Al

=}

s BS2I (Bit String to Integer conversion) and I2P (Integer to Point conversion) are described i

ot

NOTE The four choices for the function R allow for different performance characteristics and differer
security pssumptions. Regarding performance, Rz permits use where k >> r, but whenusing a small cofactor k, R
is faster than R».

=

6.2.3.2 | Key token generation function, D

The key|token generation function, D, takes an integer x and a group element y as input and producse
another|group element written D(x, y) as output. Balanced Key*Agreement Mechanism 1 can be use
with either of the following D functions, Dpy, and Dgc:

= wn

— DpLlis suitable for use when the mechanism is used with the DL domain parameters, i.e. it operatg
ovel the multiplicative group of elements defined“over F(q). Given the DL domain parameter

wv wn

(incuding q), and two inputs x from {1, ..., r —. 1};and an integer y, the output of function R, Dpy, is
defined as Formula (5):
DpL(x, ) =y¥mod g 3

— Dgclis suitable for use when the mechanism is used with the EC domain parameters, i.e. it operatg
over the additive group of elements in an elliptic curve defined over F(g). Given the EC domai
parameters, and two inputsx'‘from {1, ..., r = 1} and a point Y the output of function R, Dgc is define

as Fprmula (6):
Declx, Y)=[x] x Y G)

- »n

o0

6.2.3.3 | Key tokencheck function, T

The key|token-check function, T, takes a group element x as input and produces a Boolean value writte
T(x) as putput. Balanced Key Agreement Mechanism 1 can be used with either of the following [I
functions,n; and Tgc:

-

— TpL is suitable for use when the mechanism is used with the DL domain parameters, i.e. it operates
over the multiplicative group of elements defined over F(q). Given the DL domain parameters
(including q), and a data string x, Tpy, is defined as follows:

— if x does not represent an integer, Tpy(x) = 0;
— ifx<1, TpL(x) =0;
— ifx=2q-1, TpL(x) = 0;
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— else, TpL(x) = 1.

over the additive group of elements in an elliptic curve defined over F(g). Given the EC

017(E)

Tk is suitable for use when the mechanism is used with the EC domain parameters, i.e. it operates

domain

parameters (including Og), a value n € {0, 1, 2}, such that k = 27p1p>...pr and a data string X, Tgc is

defined as follows:
— if Xdoes not represent a point on E, Tgc(X) = 0;

— if[21] x X = O, Tgc(X) = 0;

(@1

e e T

6

T
b

Nechanism 1 can choose one of théfollowing V functions, Vp, and Vgc:

— else, Tec(X) = 1.

OTE By checking [27] x X # O, one can avoid a data string X whose order is smaller than r.

.2.3.4 Session identity generation function, S

he session identity generation function, S, takes as input two distinguishing identities of
epresented as octet strings 4 and B, two group elements x and y, and optionally two texts repi
s octet strings textI and text2, and produces an integer written S(4, Byx{y, textl, text2) as out

inction S is defined as Formulae (7), (8), and (9):
s4 = BS2I(H(A||GE20Sx(x)||text1))

sp = BS2I(H(B||GE205x())||text2))

S(4, B, x,y, textl, text2) = MAX(sa, sB)||MIN(s4, SB)

.2.3.5 Secret value derivation function, ¥,

he secret value derivation function, V, takes an integer x, a selected group element y and a Boole
as input and produces another group element written V(x, y, b) as output. Balanced Key Ag

- VpL is suitable for use when the mechanism is used with the DL domain parameters, i.e. it
over the multiplicativengroup of elements defined over F(g). Given the DL domain par
(including k and q), dndthree inputs, x from {1, ..., r = 1}, y from {2, ..., ¢ - 2}, and b from {0,
defined as Formutay(10):

*kb

VpL(x,y, b) 5-y2" mod q

- VEc igsuitable for use when the mechanism is used with the EC domain parameters, i.e. it
over-the additive group of elements in an elliptic curve defined over F(q). Given the EC
parameters (including k), and three inputs, x from {1, ..., r = 1}, a point Y (# 0g) on the curvg

entities,
resented
put. The

(7)

(8)

(9)

an value
reement

bperates
ameters
[}, VpL is

(10)

bperates
domain
Eand b

from {0, 1}, Vg is defined as Formula (11):

Vic(x, Y, b) = [kb*x] x Y

6.2.3.6 Key derivation function, K

(11)

The key derivation function K takes an octet string x, a length (in bits) Lk of the output of function
K, and a key derivation parameter octet string P from {P1, Py, ...} as input, and produces a bit string
written K(x, P, Lx) as output. Balanced Key Agreement Mechanism 1 makes use of a one-way function as
Function K, i.e., given x, P and Lk as input, K is defined as Formula (12):

K(x, P, L) = h(x||P, L)
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NOTE The value of Lk is dependent on applications using the derived key. If the output of the key derivation
function, K, is used as a key for a symmetric cipher, the value of Lk is the key length of a specific symmetric cipher
mechanism.

6.2.4 Key agreement operation

This mechanism involves both A and B performing a sequence of up to four steps, numbered A1-A4 and
B1-B4 (for the steps to be followed by A and B, respectively). Steps A3, A4, B3, and B4 are optional.

Key token construction (A1)

A perforjms the following steps:

— conlpute g1 = R(m) as the base of its key token;

— chogse an integer s4 randomly from {1, ..., r - 1} as its key token factor;
— compute wy = D(s4, g1) as the key token;

— malje wy available to B.

Key token construction (B1)

B perforims the following steps:

— conlpute g1 = R(m) as the base of its key token;

— chogse an integer sp randomly from {1, ..., r - 1} as its key token factor;
— confpute wg = D(sp, g1) as the key token;

— mal{e wg available to A.

Shared secret key derivation method (A2)

A perforjms the following steps:

— recdive wg from B;

— che¢k validity of wp using T(wg):if T(wp) = 0, output "invalid" and stop; otherwise, carry on;
— conlpute z = V(s4, wp, b) as ashared secret value;

— conlpute sID = S(4, B,.wa,/wp, null, null) as the session identity;

— compute K; = K(20S(sID)||GE20Sx(z), P;, Lk) for each key derivation parameter, P; as a sharefd
sectet key.

Shared secretkey derivation method (B2)

B perforpis-the following steps:

— receive wy from 4;

— checkvalidity of wy using T(wy): if T(wy) = 0, output "invalid" and stop; otherwise, carry on;
— compute z = V(sp, wy, b) as a shared secret value;

— compute sID = S(B, A, wp, wa, null, null) as the session identity;

— compute K; = K(120S(sID)||GE20Sx(z), P;, Lx) for each key derivation parameter, P; as a shared

secret key.
NOTE1 No special ordering of steps A1 and B1 or A2 and B2 is specified, other than that logically required by
the need to compute a value before using it, i.e., A2 and B2 happen after A1 and B1.
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NOTE 2  The session identity added into the key derivation function input is used to avoid the impersonation
and the key-malleability attacks addressed in Reference [6].

Key confirmation method (A3 and B3) (optional)
A performs the following steps (A3):
— compute o4 = H(A||B||GE20Sx(w4)||GE20Sx(wp)||GE20Sx(2)||GE20Sx(g1));

— make oy available to B.

B performs the following steps (B3):

—  receive o4 from 4;

L compute 04’ = H(A||B||GE20S x(w4)||GE20Sx(wp)||GE20Sx(2)| | GE20Sx(g1));

— checkifog # 04', output "invalid" and stop.
Key confirmation method (B4 and A4) (optional)

B performs the following steps (B4):

— compute op = H(B||A||GE20Sx(wg)||GE20Sx(w4)||GE20Sx(2)||GE20Sx(g1));

— make op available to A.

X

performs the following steps (A4):

- receive og from B;

+ compute op'= H(B||A||GE20Sx(wg)||GE20S x(wa)||GE20Sx(2)||GE20Sx(g1));

- checkif op # op’, output "invalid" and stop:
Hunction GE20Sy (Group Element to Octet’String conversion) is described in Annex A.

NOTE 3  Entities A and B are free to'choose A3 and B3, or B4 and A4.
6.3 Balanced Key Agreement Mechanism 2 (BKAM2)

4.3.1 General

This mechanismCis+ designed to achieve balanced password-authenticated key agreement, which
gstablishes ongé or more shared secret keys between entities A and B with joint key confrol and
drior sharing<of a password-based octet string, 7. This mechanism provides mutual implicit key
duthentication and, optionally, mutual explicit key authentication. In this mechanism, it is assuined that
the octetstring, 7, is derived from a password, e.g. a password in its plaintext form or a hagh of the
assword. Additional data (e.g. an entity identity, a session identity and/or a salt) may be oTtionally

et

néluded in the definition of the octet string, 7.

This mechanism works in both the DL and EC settings.
NOTE This mechanism is based on the ]J-PAKE scheme of Reference [5]. An independent analysis of

J-PAKE with security proofs in a formal model with algebraic adversaries and random oracles can be found in
Reference [1].

6.3.2 Prior shared parameters

Key agreement between two entities A and B takes place in an environment in which the two entities
share the following parameters:

— ashared password-based octet string, m;
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— asetofvalid domain parameters (either DL domain parameters or EC domain parameters) specified
in Clause 5;

— arandom key token factor generation function, R;

— arandom non-identity key token factor generation function, N;

— anon-identity key token check function, U;

— ake

y token generation function, D;

— aze
— aze
— ake
— ase
— ake

— one

samle values;

— the
6.3.3

6.3.3.1

The ran
the DL s
from {1,

6.3.3.2

The ran
token fa
returns

6.3.3.3
The non

value w
setting,

6.3.3.4

ro-knowledge proof generation function, Z;
o-knowledge proof check function, M;

y token combination function, C;

cret value derivation function, V;

y derivation function, K;

or more key derivation parameter octet strings {P1, P2, ...}, where A and B shall agree to use thie

ength of a shared secret key, Lg.

Functions

A random Kkey token factor generation function, R

Hom key token factor generation function, R, ptoduces a random key token factor as output. Ip
etting, it returns a random value from {0, ;. — 1}. In the EC setting, it returns a random valule
oy =1}

A random non-identity key tokenfactor generation function, N

Hom non-identity key token factor generation function N produces a random non-identity ke
Ctor as output. In the DL setting, it returns a random value from {1, ..., r — 1}. In the EC setting,
p random value from {1,507 - 1}

- <

A non-identity key token check function, U

—

Lidentity key tokeén check function, U, takes a group element y as input and produces a Boolea
ritten U(y).as output. In the DL setting, Upp(y) returns 1 if y # 1 and 0 otherwise. In the E
Uec(y) returns 1 if y # O and 0 otherwise.

(@]

Keytoken generation function, D

The key
another

ToKen generation function, U, takes an INteger x and a group elementy as input and produces
group element written D(x, y) as output. Balanced Key Agreement Mechanism 2 can be used

with either of the following D functions, Dpy, and Dgc:

— DpL

is suitable for use when the mechanism is used with the DL. domain parameters, i.e. it operates

over the multiplicative group of elements defined over F(q). Given the DL domain parameters
(including q), and two inputs x from {0, ..., r — 1} and an integer y, the generator of the group, Dpy, is

defined as Formula (13):
DpL(x,y) =yXmod q (13)

16
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— Dgc is suitable for use when the mechanism is used with the EC domain parameters, i.e. it operates

over the additive group of elements in an elliptic curve defined over F(q). Given the EC

domain

parameters, and two inputs x from {1, ..., r = 1} and a point Y the generator of the group, Dgc is

defined as Formula (14):
Dec(x, Y)=[x]xY

6.3.3.5 A zero-knowledge proof generation function, Z

(14)

=

alanced Key Agreement Mechanism 2 can be used with either of the following Z functions;Zpy,

—+ ZpL is suitable for use when the mechanism is used with the DL domain parameétérs, i.e. it

(including q), and five inputs, namely, an integer x from {0, ..., r— 1},agroupelement yas the g
of the group, a group element u from the output of the function D(x, y)the identity of the u

v from {0, ..., r - 1}, computes W = yv mod q and returns Formula (5]
ZpL(x,y, u, ID, text) = (W, t)

where t =v-x* cmod r and ¢ = H({GE20Sx(y)||GE20Sx(W)||GE20Sx(u)||ID]|text).

—+ Zgc is suitable for use when the mechanism is used\with the EC domain parameters, i.e. it
over the additive group of elements in an elliptic“curve defined over F(q). Given the EC
parameters, and five inputs, namely an integer“x from {1, ..., r — 1}, a point Y as the geng
the group, a group element U from the output of the function D(x, Y), the identity of the u

v from {1, ..., r — 1}, computes W = [v] x¥iand returns Formula (16):
Zec(x, Y, U, ID, text) = (W, t)

<

rhere t =v - x* cmod rand ¢ = H(GE20Sx(Y)||GE20Sx(W)||GE20Sx(U)||ID||text).

NOTE The optional text {s'included in the definition above for flexibility, as the same function can
inh other security applications, e.g. to prove the possession of a long-term private key during the p
registration procedure where more contextual information such as the issuer name, timestamps and so
tp be included in the hash function.

(@

.3.3.6 A zero-knowledge proof check function, M

function, a generator of the group, and an entity identity as input and produces a Boolean
utput! Balanced Key Agreement Mechanism 2 can be used with either of the following two fu

o Ny =3

The zero-knowledge proof generation function, Z, takes an integer, two group elements and gn entity
lentity as input and produces a tuple that consists of a group element and an integersag output.

and Zgc:

bperates

over the multiplicative group of elements defined over F(g). Given the DL '‘domain parfameters

bnerator
ser who

generates the zero-knowledge proof and an optional octet string text_Zpi, chooses a randon integer

(15)

bperates
domain
brator of
ser who

generates the zero-knowledge proof and ah*optional octet string text, Dgc chooses a randonp integer

(16)

be useful
ublic key
on needs

he zerofknowledge proof check function, M, takes a group element, a tuple from the outpyit of the

value as
nctions,

=

pL-and Mgc:

— Mpy, is suitable for use when the mechanism is used with the DL domain parameters, i.e. it operates
over the multiplicative group of elements defined over F(g). Given the DL domain parameters

(including g), and six inputs, namely, a group element x, a tuple (I, t) from the output

of the Z

function, a generator g, the identity ID of the entity who generated the zero-knowledge proof and an

optional octet string text, Mpy, is defined as follows:

— if x does not represent an integer, Mpy(x, W, t, g, ID, text) = 0;
— ifx< 0, MpL(x, W, t, g, ID, text) = 0;

— ifx=q-1, MpL(x, W, t, g, ID, text) = O;
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— Mgc

if xr # 1 mod g, MpL(x, W, t, g, ID, text) = 0;

if gt * xc # W mod q where c = H({GE20Sx(g)||GE20Sx(W)||GE20Sx(x)||ID||text), MpL(x, W, t, g, ID,
text) = 0;

else, MpL(x, W, t, g, ID, text) = 1.

is suitable for use when the mechanism is used with the EC domain parameters, i.e. it operates

over the additive group of elements in an elliptic curve defined over F(q). Given the EC domain
parameters (including Og), the cofactor k, and six inputs, namely a group element X, a tuple (I, t)

fron
kno

NOTE
applicati
ensure x

6.3.3.7

The key
output.
Cpr, and

— (CpL
ovel
(inc
CpL(]
— Ckc
ovel

don

Crc(

6.3.3.8

The sec

N the output of the Z function, a generator G, the identity /D of the entity who generated the zerq
ivledge proof and an optional octet string text, Mg is defined as follows:

if X does not represent a point on E, Mgc(X, W, t, G, ID, text) = 0;
if [k] x X=0g, Mgc(X, W, t, G, ID, text) = 0;

if [t] x G + [c] x X # W where ¢ = H(GE20Sx(G)||GE20Sx(W)||GE20Sx(X)||ID||text), Mec(X, W, ¢, G,
ID, text) = 0;

else, Mec(X, W, ¢, G, ID, text) = 1.
The zero-knowledge proof check function defined in the DL setting’ does not exclude x = 1. In

bns where the input x is not allowed to be the group identity, there~should be an additional check t
7 1.

[]

A key token combination function, C

token combination function, C, takes three key tokensas input and produces a new key token a
Balanced Key Agreement Mechanism 2 can be used with either of the following two functions,
Crc:

v

is suitable for use when the mechanism istused with the DL domain parameters, i.e. it operaté
the multiplicative group of elements:defined over F(q). Given the DL domain parameter
uding q), three inputs, namely, group-elements x, y and z, Cpy, is defined as Formula (17):

" n

X, Y, z) =x*y*zmod q an

[72)

is suitable for use whenthe'mechanism is used with the EC domain parameters, i.e. it operate
the additive group of elements in an elliptic curve defined over F(g). Given as input the E
ain parameters and-three group elements X, Y and Z, Cgc is defined as Formula (18):

(@]

K, Y, Z)=X+Y&Z (19g)

Secretwvalue derivation function, V

‘et value derivation function, V, takes a group element x, a group element y, an integer ¢ anfd

rAacinnut and nradiicac anathaor gronin alomant wrrittan U0y g~ d) nc antnd Balanecad Kaoks
= Tor 0 v Tt 14

an integ

T oo TIrpoc ot ProtaactoToTIcr TP CTCTIICTT VT Cir o) © v oo oarpatr Do c ety T

Agreement Mechanism 2 can choose one of the following V functions, Vpr, and Vgc:

— VbL

is suitable for use when the mechanism is used with the DL domain parameters, i.e. it operates

over the multiplicative group of elements defined over F(q). Given the DL domain parameters
(including kand q), and four inputs, a group element x, a group elementy, an integer cfrom {1, ...,r- 1}

and an integer d from {1, ..., r — 1}, Vpy, is defined as Formula (19):
VpL(x,y, ¢, d) = (x / y)d mod q (19)
— VEgc is suitable for use when the mechanism is used with the EC domain parameters, i.e. it operates

over the additive group of elements in an elliptic curve defined over F(q). Given the EC domain

18
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parameters (including k), and four inputs, a point X on the curve, a point Y on the curve, an integer ¢

from {1, ..., r - 1} and an integer d from {1, ..., r - 1}, Vgc is defined as Formula (20):
Vec(X, Y ¢, d) = [d] x (X~ [c] x Y)

6.3.3.9 Key derivation function, K

(20)

The key derivation function, K, takes an octet string x, a length (in bits) Lk of output of function K, and

a key derivation parameter octet string P from {Pq, P>, ...} as input, and produces a bit string

written

Hunction K, i.e. given x, P and Lk as input, K is defined as Formula (21):
K(x, P, Lx) = h(x || P, Lg)

NOTE The value of Lk is dependent on applications using the derived key. If the output of the key d
flinction, K, is used as key for a symmetric cipher, the value of L is the key length of'a specific symmet
mechanism.

4.3.4 Key agreement operation

—

his mechanism involves both A and B performing a sequence of:up to four steps, numbered A
1-B4 (for the steps to be followed by A and B, respectively). Steps A4 and B4 are optional.

wel

Round-1 key token construction (A1)

X

performs the following steps:

- choose a random integer x4 as its first key teken factor by calling the R function;
-+ choose arandom integer x4 its second key token factor by calling the N function;
—+ compute X471 = D(x41, g) as the firstkey token with g being the generator;

-+ compute X2 = D(x42, g) as the'seeond key token with g being the generator;

—+ compute (Wyy, ta1) = Z(xaq, g, Xa1, A, null) as the zero-knowledge proof for the knowledge d
the key token X471;

—+ compute (Wap, taz)=Z(x42, g, Xa2, A, null) as the zero-knowledge proof for the knowledge d
the key token Xg2;

—  make Xa1, X225 Wa1, taz) and (Way, ta2) available to B.

Round-1 Kéy-token construction (B1)

(wal

perforins the following steps:

-C-choose a random integer xp; as its first key token factor by calling the R function;

K(x, P, Lg) as output. Balanced Key Agreement Mechanism 2 makes use of a one-way function as

(21)

erivation
"ic cipher

|-A4 and

fx47 for

fx4o for

— choose a random integer xp; as its second key token factor by calling the N function;
— compute Xp; = D(xp1, g) as the first key token with g being the generator;

— compute Xpz = D(xp2, g) as the second key token with g being the generator;

— compute (Wpy, tp1) = Z(xB1, g, XB1, B, null) as the zero-knowledge proof for the knowledge of xp; for

the key token Xps;

— compute (Wgyp, tg2) = Z(xB2, g, Xp2, B, null) as the zero-knowledge proof for the knowledge of xp, for

the key token Xpp;

— make Xp1, Xp2, (W1, tp1) and (Wpp, tpz) available to B.

© ISO/IEC 2017 - All rights reserved
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Round-2 key token construction (A2)

A performs the following steps:

Round-]

B perfor]

receive Xpi, X2, (Wpj, tp1), and (Wpp, tp2) from B;

check that Xp is not an identity element using U(Xpy): if U(Xp2) returns 0, output "invalid" and stop;
otherwise, carry on;

check validity of Xp; and (Wpy, tp1) using M(Xpz, W1, tp1, g, B, null): if M(Xpz, Wp1, t1, g, B, null)

rety

che
rety

com

che
othd

com
com

com
the

malk

rece

che
othd

che
rety

che
rety

com

che
othg

com

FaY ' g T 1: .31 d 41 H
1115 'Y, Uul,l)bll, IIIvdailiiua  diiu DLUlJ, ULIITT VWIOSL, Ldl ly UII,

k validity of Xpz and (Wp, tg2) using M(Xp2, Wpy, tpz, g, B, null): if M(Xp2, Wy, tgz, g, Bynull
rns 0, output "invalid" and stop; otherwise, carry on;

pute ga = C(Xa1, XB1, Xp2) as a new generator;

k that g4 is not an identity element using U(ga): if U(ga) returns 0, output !invalid" and stoj
rwise, carry on;

pute x43 = BS2I(m) * x42 mod r as a new key token factor;
pute X43 = D(x43, g4) as a new key token with g4 being the generatar;

pute (Wys, ta3) = Z(x43, g4, Xa3, A, null) as the zero-knowledge proof for the knowledge of x43 fo
key token X43 with g4 being the generator;

e X43 and (Wy3, t43) available to B.

P Key token construction (B2)

ms the following steps:

ive Xa1, Xa2, (Way, taz) and (Waz, ta2) from4;

k that X4 is not an identity elementusing U(X42): if U(X42) returns 0, output "invalid" and stoj
rwise, carry on;

k validity of Xa7 and (Way, tus) using M(Xa1, Way, tas, g, A, null): if M(Xa1, Way, taz, g, A, null
rns 0, output "invalid" and-stop; otherwise, carry on;

k validity of X42 and-(Waz, taz) using M(Xaz, Waz, taz, g, A, null): if M(Xa2, Waz, taz, g, A, null
rns 0, output "invalid*’and stop; otherwise, carry on;

pute gp = C(Xp3, %41, X42) as a new generator;

k that gp-is’not an identity element using U(gp): if U(gp) returns 0, output "invalid" and stoj
rwise, carry on;

pute xp3 = BS2I(m) * xp2 mod r as a new key token factor;

compute Xp3 = D(xp3, gp) as a new key token with gg being the generator;

N

—

compute (Wpg3, tg3) = Z(xB3, gB, XB3, B, null) as the zero-knowledge proof for the knowledge of xp3 for
the key token Xp3 with gp being the generator;

make Xp3 and (Wpg3, tg3) available to B.

Shared secret key derivation (A3)

A performs the following steps:

— receive Xp3 and (Wp3, tp3) from B;

20
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— compute gp = C(Xp1, Xa1, X42) as a new generator;

— check that gp is not an identity element using U(gp): if U(gp) returns 0, output "invalid" and stop;
otherwise, carry on;

— checkvalidity of Xpz and (Wp3, tp3) using M(Xp3, Wp3, tp3, 9B, B, null): if M(Xp3, Wg3, tg3,9B, B, null) =0,
output "invalid" and stop; otherwise, carry on;

— compute z = V(Xp3, Xp2, X43, X42) as a shared secret value,

cey.

Shared secret key derivation (B3)

B performs the following steps:
+ receive Xg3 and (Wy3, ta3) from A4;
-+ compute g4 = C(X41, X1, XB2) as a new generator;

-+ check that g4 is not an identity element using U(g4): if U(g4) returns.0, output "invalid" and stop;
otherwise, carry on;

+ check validity of Xs3 and (Wy3, ta3) using M(Xa3, Wa3, tas, gazd; null): if M(Xa3, Was, tas, g4 A, null)
= 0, output "invalid" and stop; otherwise, carry on;

—+ compute z = V(Xa3, Xa2, XB3, Xp2) as a shared secret value;
4 compute K; = K(GE20Sx(2), P;, Lk) for each key dekjvation parameter, P;; as a shared secret key.

h the key confirmation method defined below, itis'assumed that a set of secret keys has been| derived
following the steps in A3 and B3) by varying the key derivation parameter, P;. Among the keyq derived
y A, one key is for explicit key confirmation<nd is denoted as K4¢; similarly, the key derived|by B for
xplicit key confirmation is denoted as Kp¢. Both keys are used in the key confirmation method below.

D o =

=

(ey confirmation (A4 and B4) (optional)

X

performs the following steps (A49):

- compute 0g4 = mac(KagKE_1_U||A||B||GE20Sx(X41)||GE20Sx(X42)||GE20Sx(Xp1)||GE20Sx(X%2));

—  make o4 availableto B.

B performs the folowing steps (B4):

— receive ogfrom 4;

- compute o4’ = mac(Kpc, KC_1_U||A||B||GE20Sx(X41)||GE20Sx(X42)||GE20Sx(Xp1)||GE20Sx(Xjp2));

- checkif og # 04, output "invalid" and stop.
Keyconfirmmatiom (B5andAS)(optiomal)
B performs the following steps (B5):

— compute op = mac(Kpc, KC_1_U||B||A||GE20Sx(Xp1)||GE20Sx(XB2)||GE20Sx(X41)||GE20Sx(X42)), and
— make op available to A.

A performs the following steps (A5):

— receive og from B;

— compute og'= mac(Kac, KC_1_U||B||A||GE20Sx(Xp1)||GE20Sx(Xp2)||GE20Sx(Xa1)||GE20Sx(X42));
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— checkifop # op’, output "invalid" and stop.

Function GE20Sy (Group Element to Octet String conversion) is described in Annex A.

NOTE

Entities A and B are free to choose A4 and B4, or B5 and A5.

6.4 Augmented Key Agreement Mechanism 1 (AKAM1)

6.4.1 General

This me
establis]
the med
corresp
mutual |

This me

NOTE 1

client angl B could play the role of a server.

NOTE 2

6.4.2
The key

followinig parameters:

— ase
— apa

— a pd
deri

— ake
— apa
— two
— ake

— one
Sam

— ani

chanism is designed to achieve augmented password-authenticated key agreement, whic
nes one or more shared secret keys between entities A and B with joint key conttel: I
hanism, A has a password-based octet string, m, and B has password verificatipn |data |v
nding to m. This mechanism provides unilateral explicit key authentication, and .eptionall
xey authentication.

Chanism works in the DL setting.

<)

In applications using augmented password-authenticated key agreement, A-could play the role of

This mechanism is based on Reference [27] and the mechanism called DEAPKAS-SRP6 in Reference [8].

Prior shared parameters

agreement between two entities A and B takes place in an environment consisting of the

E of DL domain parameters, including g4-1 and g;$Specified in Clause 5;
ssword-based octet string m used by 4;

ssword verification element, v = J(m)«ised by B, where J is a password verification elemer]t
vation function;

y token generation function, D, uséd by 4;

ssword-entangled key token:generation function, C, used by B;
secret value derivation‘functions, V4 and Vp, one for each entity;
y derivation function, K;

or more key,derivation parameter octet strings {P1, Py, ...}, where A and B shall agree to use thie
e P;value;

nteger,c,'defined as ¢ = (BS2I(H(120S(g4-1)[1120S(q))) mod g;

— the

efigth of a shared secret key, Lg.

Functions BS2I (Bit String to Integer conversion) and 120S (Integer to Octet String conversion) are
specified in Annex A.

22
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6.4.3 Functions

6.4.3.1 Password verification element derivation function, J

The password verification element derivation function, J/, takes a password-based octet string, m, as
input and produces an integer written /() as output. Augmented Key Agreement Mechanism 1 can be
used with the following J function:

— Given DL domain parameters (including g4-1 and q) and a password-based octet string input 7, ] is
defined as Formula (221

J () = g¢1BS21(H(M) mod q (22)

1

unction BS2I (Bit String to Integer conversion) is described in Annex A.

4.4.3.2 Key token generation function D

—

he key token generation function D takes an integer x from {1, ..., ¢ “2}-as input, and produces an
hteger written D(x) as output. Augmented Key Agreement Mechanism.1'c¢an be used with the fpllowing
function:

b~ -

— Given DL domain parameters (including g4-1 and g) and an input x from {1, ..., ¢ - 2}, D is d¢fined as

Formula (23):
D(x) = gg1¥mod q (23)

(@

4.3.3 Password-entangled key token generation function C

he password-entangled key token generation function C takes three inputs, the integer ¢, an Integer x
Fom {1, ..., ¢ — 2} and an output of the password verification element derivation function v = f(rr), and
roduces an integer written C(x, v, ¢) as.eutput. Augmented Key Agreement Mechanism 1 can|be used
Uith the following C function:

< S h o

Given the DL domain parameters (including g4-1 and ¢q), and three inputs, the integer d, x from
{1, ..., ¢ - 2} and the output of J function v, C is defined as Formula (24):

Cx,v,c)=v*c+gg1¥mod q (24)

4.4.3.4 Secret value derivation functions, V4 and Vg

d) The secrefvalue derivation function, Vy, takes six inputs, the integer c, a password-basged octet
stringmfan integer x4 from {1, ..., ¢ =2}, an integer v that is the output of the password verijification
element derivation J, an integer y4 that is the output of the key token generation functiop D, and
anyinteger yp that is the output of the password-entangled key token generation function C, and
produces an integer written Vy(c, , x4, v, y4, ¥B) as output.

b) The secret value derivation function, Vp, takes four inputs, an integer xg from {1, ..., ¢ - 2}, an integer
v that is the output of the password verification element derivation J, an integer y4 that is the output
of the key token generation function D, and an integer yp that is the output of the password-entangled
key token generation function C, and produces an integer written Vg(xp, v, ¥4, ¥B) as output.

c) Vyand Vpsatisfy the condition Vy(c, 7, x4, v, ya, ¥B) = Ve(XB, v, ¥4, ¥B)-
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Augmented Key Agreement Mechanism 1 can be used with the following V4 and Vp functions:

a) Given the DL domain parameters (including gq4-1 and q), the integer ¢, a password-based octet string
7, an integer x4 from {1, ..., ¢ - 2}, an output of J function v, an output of D function y4, and an output
of C function yp, V4 is defined in the following steps:

— compute uq = BS2I(H(m));
— compute up = BS2I(H(120S(y4)||120S(yB)));

o 17 [ h e F P VAR TR R THR| o
— [ompucte VA, XA V, VA4 VB - OB V. ST a T 27 moat:

b) Givgn the DL domain parameters (including gq-1 and g), an integer xp from {1, ..., ¢ - 2}, an outpyt
of J|function v, an output of D function y4, and an output of C function yp, Vp is defined,in the
follgwing steps:

— |compute u = BS2I(H(120S(y4)||120S(y5)));
— |compute Vp(xp, v, ya,¥B) = (y4 * v¥)Xp mod q.

Functiops 120S (Integer to Octet String conversion) and BS2I (Bit String to\Ilnteger conversion) ar
describgd in Annex A.

[}

6.4.3.5 | Key derivation function, K

The key|derivation function K is the same as defined in 6.2.3.6.

6.4.4 Keyagreement operation

This mefhanism involves both A and B performing a sequence of up to four steps, numbered A1-A4 and
B1-B4 (fpr the steps to be followed by A and B, respectively). Steps A4 and B4 are optional.

Key token construction (A1)

A performs the following steps:

— chogse an integer s4 randomly from {1, ..., g - 2} as its key token factor;
— confpute wy = D(s4) as its keytoken;

— mal{e wy available to B.

Passwofrd-entangled key token construction (B1)

B performs the following steps:

— recdive wy flom 4;

— che¢k ifl%< wy < g — 1 holds, if not, output “invalid” and stop, otherwise carry on;

— chooseamrintegersg randomiy from {1, —, g = 27 a5 its Key tokem factor;
— compute wp = C(sp, v, ¢) as its password-entangled key token;

— make wpg available to A.

Shared secret key derivation (A2)

A performs the following steps:

— receive wg from B;

— checkif1 <wp < g -1 holds, if not, output “invalid” and stop; otherwise, carry on;
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— compute z = V4(c, , S4, v, wa, wp) as an agreed secret value;

— compute K; = K(120S(z), P;, Lx) as a shared secret key for each key derivation parameter, P;.
Shared secret key derivation (B2)

B performs the following steps:

— compute z = Vp(sp, v, wa, wp) as an agreed secret value;

— compute K; = K(I20S(7), P;, Lg) as a shared secret key for each key derivation parameter, P;

Key confirmation (A3 and B3) (mandatory)

A performs the following steps:

- compute 04 = H(120S(4)||120S(w4)||120S(wp)||120S(2)|[120S(v));

— make oy available to B.

B performs the following steps:

- receive o4 from 4;

+ compute 04" = H(120S(4)||120S(w4)||120S(wg)||120S(2)|[120S(W));

— checkif o4 # 04’, output "invalid" and stop.

Key confirmation (B4 and A4) (optional)

(wal

performs the following steps:

— compute op = H(120S(3)[|120S(w4)||120S (wg)|[120S(2)||120S(v));

—  make op available to A.

A performs the following steps:

— receive og from B;

L compute og’ = H(120S@)[J120S(w,4)||120S(wp)||120S(2)|[120S(v));

— check if op # 0p’, output "invalid" and stop.

lwul

ntity B shall verifythe entity A's proof of knowledge of the agreed key before revealing any infqrmation
erived from the'ggreed key. Therefore, A3/B3 shall be done before B4/A4, if the latter is perfofmed.

(@N

Hunction [20S (Integer to Octet String conversion) is described in Annex A.

6.5 < Augmented Key Agreement Mechanism 2 (AKAM2)

6.5.1 General

This mechanism is designed to achieve augmented password-authenticated key agreement, which
establishes one or more shared secret keys between entities A and B with joint key control. In the
mechanism, A has a password-based octet string m and B has password verification data v corresponding
to m. This mechanism provides unilateral explicit key authentication, and optionally mutual key
authentication.

This mechanism works in both the DL setting and the EC setting.

NOTE1 In applications using augmented password-authenticated key agreement, A could play the role of a
client and B could play the role of a server.
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NOTE 2  This mechanism is based on References [19] and [20] and the mechanism called {DL, EC}APKAS-AMP
in Reference [8].

6.5.2 Prior shared parameters

The key agreement between two entities A and B takes place in an environment consisting of the
following parameters:

6.5.3 Functions

6.5.3.1 | Password verification element derivation function, J

The password verification element derivation function J takes a password-based octet string, 7, 4
input and produces a selected group.element defined over F(q) written J(r) as output. Augmented Ke|
Agreement Mechanism 2 can be usédwith either of the following two J functions, Jpr, and Jgc:

— JpL Is suitable for use when'the mechanism is used with the DL domain parameters, i.e. it operatg

— Jec iIs suitablefor use when the mechanism is used with the EC domain parameters, i.e. it operatg

JoL() = gBS2IH@)mod g (29)

asetof valid domain parameters (either DL domain parameters or EC domain parameters) specified
in Clause 5;

a password-based octet string, , used by 4;

[

a pgssword verification element, v = J() used by B, where J is a password verification’ elemer
derivation function;

a kely token generation function, D, used by 4;

a password-entangled key token generation function, C, used by B;

a kely token check function, T

two|secret value derivation functions, V4 and Vp, one for each entity;
a kely derivation function, K;

onefor more key derivation parameter octet strings {P1, P2,..}, where A and B shall agree to use thie
same P; value;

the |ength of a shared secret key, Lg.

< 0

wn n

over the multiplicative. group of elements defined over F(g). Given the DL domain parameter
(incJuding g and q), arid-a password-based octet string, 7, Jp|, is defined as Formula (25):

[72)

over the @dditive group of elements in an elliptic curve defined over F(g). Given the EC domai
parameters (including G), and a password-based octet string, m, Jrc is defined as Formula (26):

o=}

Jec(m) = [BS2I(H(m))] x G (26)

Function BS2I (Bit String to Integer conversion) is described in Annex A.

26
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6.5.3.2 Key token generation function, D

The key token generation function, D, takes an integer x from {1, .., r — 1} as input, and produces a
selected group element written D(x) as output. Augmented Key Agreement Mechanism 2 can be used
with either of the following two D functions, Dpy, and Dgc:

— Dpy is suitable for use when the mechanism is used with the DL domain parameters, i.e. it operates
over the multiplicative group of elements defined over F(q). Given the DL domain parameters
(including g and q), and an input x from {1, ..., r - 1}, Dpy, is defined as Formula (27):

DpL[xJ = g¥mod q (27)

—+ Dgcis suitable for use when the mechanism is used with the EC domain parameters, iize. it pperates
over the additive group of elements in an elliptic curve defined over F(q). Given‘the EC| domain
parameters (including G), and an input x from {1, ..., r — 1}, Dgc is defined as Fermula (28):

Dec) =[x] x G (28)

4.5.3.3 Password-entangled key token generation function, C

The password-entangled key token generation function, C, takes three inputs, an integer x from
{IL, ..., r = 1}, an output of J function v (or V), and an output of Dfunction y (or Y), and produces alselected
group element written C(x, v, y) as output. Augmented KeyAgreement Mechanism 2 can be uged with
gither of the following C functions, Cp, and Cgc:

-+ Cpy is suitable for use when the mechanism is used’with the DL domain parameters, i.e. it pperates
over the multiplicative group of elements defined over F(q). Given the DL domain parameters
(including q), and three inputs, x from {1, ..., 7= 1}, and v, the output of function J, and y, the qutput of
function D, Cpy, is defined as follows:

— compute e = BS2I(H(120S(1)||GE20Sx())));
— compute CpL(x, v, y) = (v * y€)¥mod g;
— checkif CpL(x,v,») is 1 or'g - 1, output "invalid" and stop; otherwise, output Cpy(x, v, y)

4+ Cgc is suitable for use when the mechanism is used with the EC domain parameters, i.e. it pperates
over the additive grioup of elements in an elliptic curve defined over F(q). Given the EC| domain
parameters, and thyee inputs, x from {1, ..., r — 1} and V the output of function J and Y the qutput of
function D, Cgc s defined as follows:

— computele = BS2I(H(120S(1)||GE20Sx(Y)));
— comipute Crc(x, V, Y) = [x] x (V+ [¢] x Y);

—~check if [4] x Cgc(x, V, Y) = Of, output "invalid" and stop; otherwise output Cgc(x, V, Y).

Hunetions BS2I (Bit String to Integer conversion), [20S (Integer to Octet String conversion) and GE20Sx
(Group Element to Octet String conversion) are described in Annex A.

6.5.3.4 Key token check function, T

The key token check function, T, is the same as defined in 6.2.3.3.

6.5.3.5 Secret value derivation functions, V4 and Vg

a) The secret value derivation function V4 takes four inputs, a password-based octet string m, an
integer x4 from {1, ..., r - 1}, an output of D function y4 (or Y4), and an output of C function yp (or Yp),
and produces a selected group element written Vy(m, x4, y4, VB) as output.
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b) The
of D

secret value derivation function Vp takes three inputs, an integer xg from {1, ..., r — 1}, an output
function y4 (or Y4) and an output of C function yp (or Yp), and produces a selected group element

written Vg(xp, y4,yB) as output.

c) Vya

Augmen

nd Vp satisfy the condition V4(m, x4, y4,¥B) = VB(XB, Y4, VB)-

ted Key Agreement Mechanism 2 can be used with either of the following two V4 functions,

V4pL and V4gc, and either of the following two Vp functions, Vppy, and Vpgc:

a) VapLis suitable for use when the mechanism is used with the DL domain parameters, i.e. it operates

ovel
pas
ani

b) Vpp
ovel
inte
is dg

c) VaE
ovel
par{

Ya (

the multiplicative group ol F(q). Given the DL domaln parameters (including r and gj, g
word-based octet string m, an integer x4 from {1, ..., r — 1}, an integer y4 from {2, ..., ¢ - 2}.anfd
hteger yp from {2, ..., q - 2}, VapL is defined in the following steps:

compute e = BS2I(H(120S(1)||GE20Sx(y4)));

compute d = BS2I(H(120S(2)||GE20Sx(v4)||GE20Sx(y5))) ;
compute u = (x4 + d)/(x4 * e + BS2I(H(m))) mod r;
compute VapL(m, x4, Y4, yB) =ypY mod g;

output VapL(m, x4, Y4, ¥B).

. is suitable for use when the mechanism is used with the DLddomain parameters, i.e. it operate
the multiplicative group of F(q). Given the DL domainfparameters (including g and q), a
ver xp from {1, ..., r — 1}, an integer y4 from {2, ..., g — 2},-arid an integer yp from {2, ..., g - 2}, Vpp
efined in the following steps:

- n

=

compute d = BS2I(H(120S(2)||GE20Sx(y4)||GE208x(yB)));
compute VppL(xB, ya,yB) = (¥4 * g9)*p mod g;

output VppL(xB, y4,VB)-

is suitable for use when the mechafiism is used with the EC domain parameters, i.e. it operatg
the additive group of element§ in an elliptic curve defined over F(g). Given the EC domai
nmeters (including r), a password-based octet string 7, an integer x4 from {1, ..., r — 1}, a poiq
- 0p) on E, and a point Yp (#0g) on E, Vagc is defined in the following steps:

-+ = 0

compute e = BS2I(H(120S(1)||GE20Sx(Y4)));

compute d = BS2I(H120S(2)||GE20Sx(Y4)||GE20Sx(YB)));
compute u =Axy+ d)/(x4 * e + BS2I(H(m))) mod r;
compute Vuec(m, x4, Y4, YB) = [u] x YB;

outptVagc(m, xa, Ya, YB).

d) Ve

Fissuitable for use when the mechanism is used with the EC domain parameters, ie itoperates

over the additive group of elements in an elliptic curve defined over F(q). Given the EC domain
parameters (including ), an integer xg from {1, ..., r — 1}, a point Y4 (# Og) on E, and a point Yp (# Og)
on E, Vpgc is defined in the following steps:

compute d = BS2I(H(120S(2)||GE20Sx(Y4)||GE20Sx(Y5)));
compute Vpgc(xp, Y4, YB) = [xB] x (Ya + [d] x G);

output Vpec(xs, Ya, YB).

Functions BS2I (Bit String to Integer conversion), [20S (Integer to Octet String conversion) and GE20Syx
(Group Element to Octet String conversion) are described in Annex A.
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6.5.3.6 Key derivation function, K
The key derivation function K is the same as defined in 6.2.3.6.
6.5.4 Key agreement operation

This mechanism involves both A and B performing a sequence of up to four steps, numbered Al to A4

and B1 to B4 (for the steps to be followed by A and B, respectively). Steps A4 and B4 are optional.

Key token construction (A1)

A performs the following steps:

-+ choose an integer s4 randomly from {1, ..., r - 1} as its key token factor;

- compute wy = D(sy4) as its key token;

— make wy available to B.

Hassword-entangled key token construction (B1)

(wal

performs the following steps:

—  receive wy from A;
1 check validity of wy using T(wy): if T(w4) = 0, output “invalid” and stop; otherwise, carry ox;
-+ choose an integer sg randomly from {1, ..., r - 1} as its key token factor;
+ compute wg = C(sp, v, w4) as its password-entangled key token (if the output of function Cis "finvalid”,
go back to the above item to choose a different sp value at random and try again);
-+ make wp available to A.

Shared secret key derivation (A2)

A performs the following steps:

—+ receive wg from B;

+ check validity of wg using T(wp): if T(wp) = 0, output “invalid” and stop; otherwise, carry om;
—+ compute z = V4(7t/sa, wa, wp) as an agreed secret value;
—+ compute ;' =’K(GE20Sx(2), P;, L) as a shared secret key for each key derivation parameter) P;.
Shared secret key derivation (B2)

B perfarms the following steps:

— compute K; = K(GE20Sx(2), P;, L) as a shared secret key for each key derivation parameter, P;.
Key confirmation (A3 and B3) (mandatory)

A performs the following steps (A3):

— compute o4 = H(120S(4)||GE20Sx(w4)||GE20Sx(wp)||GE20Sx(2));

— make oy4 available to B.

B performs the following steps (B3):

— receive o4 from A4;
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— compute 04’ = H(I20S(4)||GE20S x(w4)||GE20Sx(wg)||GE20Sx(2));

— checkif o4 # 04’, output "invalid" and stop.

Key confirmation (B4 and A4) (optional)

B performs the following steps (B4):

— compute og = H(120S(3)||GE20S x(w.)||GE20Sx(wg)||GE20Sx(2));

— mak

‘e op availableto 4

A perfor]
— recq
— com

— che

Entity B
derived

s the following steps (A4):

ive og from B;

pute og’ = H(120S(3)||GE20Sx(w4)||GE20Sx(wg)||GE20Sx(2));
kif op # op’, output "invalid" and stop.

shall verify entity A's proof of knowledge of the agreed key before revealing any informatio
from the agreed key. Therefore, A3/B3 shall be done before B4/A4, ifthe latter is performed.

Functiop GE20Sy (Group Element to Octet String conversion) is described in Annex A.

NOTE 1
range {1,

NOTE 2
be discer

A group element in this mechanism is a point on the curve E.id the EC setting, or an integer in th
.., ¢ — 1} in the DL setting.

Using the Pohlig-Hellman decomposition attack, the lowest'one or two bits of B's secret value sp coul
nable by an attacker, if k is divisible by 2 or 4.

6.6 Ayugmented Key Agreement Mechanism 3 {AKAM3)

6.6.1

This me
establis]
passwot
mechan

This me

NOTE 1

General

chanism is designed to achieve<augmented password-authenticated key agreement, whig
ies one or more shared secret\keys between entities A and B. In the mechanism, A has
d-based octet string, m, and B has password verification data, v, corresponding to 7. Thi
sm provides unilateral explicit key authentication and optionally mutual key authentication.

Chanism works in both the DL setting and the EC setting.

In applications using augmented password-authenticated key agreement, A could play the role of

client angl B could play thewrele of a server.

=}

¢

wn O

NOTE 2 | This mechanism is based on References [23] and [24].

6.6.2 Prior;shared parameters

Key agreéemen ween two entities A and B takes place in an environment consisting of the followi
parameters:

— a set of valid domain parameters (either DL domain parameters or EC domain parameters) as
specified in Clause 5;

— apassword-based octet string 7 used by 4;

— a password verification element, v = J(mr) used by B, where J is a password verification element
derivation function;

— akey token generation function, D, used by 4;

— apassword-entangled key token generation function, C, used by B;

30
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— akey token check function, T;
— two secret value derivation functions, V4 and Vp, one for each entity;
— akey derivation function, K;

— one or more key derivation parameter octet strings {P1, P2, ...}, where A and B shall agree to use the
same P;jvalue;

— thelength of a shared secret key, Lg.

4.6.3 Functions

4.6.3.1 Password verification element derivation function, J

—

he password verification element derivation function, J, takes a password-based octet strihg, m, as
hput and produces a selected group element defined over F(q) written J(rr) as output. Augmemted Key
greement Mechanism 3 can be used with either of the following two J funetions, Jp1, and Jgc:

N

-+ JpL is suitable for use when the mechanism is used with the DL doniain parameters, i.e. it pperates
over the multiplicative group of elements defined over F(q).~Given the DL domain parameters
(including g and q), and a password-based octet string, 7, /Jpi.iS\déefined as Formula (29):

JpL(m) = gBS21(H(m) mod q (29)

-+ JEec is suitable for use when the mechanism is used:with the EC domain parameters, i.e. it pperates
over the additive group of elements in an elliptic"curve defined over F(g). Given the EC| domain
parameters (including G), and a password-based octet string m, Jgc is defined as Formula (30):

Jec(m) = [BS2I(H(m))] x G (30)
Hunction BS2I (Bit String to Integer con¥ersion) is described in Annex A.

4.6.3.2 Key token generation function, D

|

he key token generation function, D, takes an integer x from {1, ..., r - 1} as input, and pr¢duces a
elected group element written D(x) as output. Augmented Key Agreement Mechanism 3 can|be used
Fith either of the following two D functions, Dpy, and Dgc:

< W0

-+ Dpy is suitable'for use when the mechanism is used with the DL domain parameters, i.e. it pperates
over the multiplicative group of elements defined over F(g). Given the DL domain parfameters
(including’g"and q), and an input x from {1, ..., r - 1}, Dpy, is defined as Formula (31):

DpL(X¥)7 g¥ mod q (31)

+C-Dxc is su1table for use when the mechamsm is used w1th the EC domaln parameters i.e. 1t )perates
' S BTIIe C eT I C domain

parameters (1nclud1ng (), and an input x from {1, .. 1} Dgc is defined as F ormula 1321
Dgc(x) = [x] x G (32)

6.6.3.3 Password-entangled key token generation function, C

The password-entangled key token generation function, C, takes three inputs, an integer x from
{1, ..., r = 1}, an output of J function v (or V), and an output of D function y (or Y), and produces a selected
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group el

ement written C(x, v, y) as output. Augmented Key Agreement Mechanism 3 can be used with

either of the following C functions, Cpy, and Cgc:

— CpL

is suitable for use when the mechanism is used with the DL domain parameters, i.e. it operates

over the multiplicative group of elements defined over F(q). Given the DL domain parameters
(including q), and three inputs, x from {1, ..., r —= 1}, and v the output of function J, and y the output of
function D, Cp, is defined as follows:

compute e = BS2I(H(120S(1)||A||B||GE20Sx(»)));

— Cgc
ovel
par
fun

Functiops BS2I (Bit String to Integer conversion), I20S (Integer to{Ogdtet String conversion) and GE20Yy

(Group |

6.6.3.4
The key

6.6.3.5

a) The
inte]
and

b) The
da Sse

c W Id Vp satisfy the condition Vy(m, x4, ¥4, yB) = VB(xB).

Augme
VapL and

a) Vap
ovel

compute CpL(X, v, V) = 1y~ vejxmod g,
checkif Cpp(x, v,y) is 1 or g - 1, output "invalid" and stop; otherwise, output Cpy(x, v, y),

is suitable for use when the mechanism is used with the EC domain parameters, i.e. itoperaté
the additive group of elements in an elliptic curve defined over F(q). Given the-EC domai
imeters, and three inputs, x from {1, ..., r — 1} and V the output of function J and Y the output ¢
tion D, Cgc is defined as follows:

[72)

[N

compute e = BS2I(H(120S(1)||A||B||GE20Sx(Y)));
compute Cgc(x, V, Y) =[x] x (Y + [e] x V);

check if [21] x Cgc(x, V, Y) = Of, output "invalid" and stop; otherwise output Cgc(x, V, Y).

lement to Octet String conversion) are specified in Annex A.

Key token check function, T

token check function, T, is the same as definedsin 6.2.3.3.

Secret value derivation functions, Vsand Vp

secret value derivation function,. /3, takes four inputs, a password-based octet string m, ap
oer x4 from {1, ..., r — 1}, an output of D function y4 (or Y4), and an output of C function yp (or Yp
produces a selected group element written Vy(m, x4, 4, VB) as output.

<

secret value derivation function Vp takes one input, an integer xg from {1, ..., r - 1}, and produce
ected group element written Vp(xp) as output.

[72)

ed Key Agreement Mechanism 3 can be used with either of the following two V4 functions,
| V4Ec, and either of the following two Vg functions, Vppy, and Vpgc:

| is suitable for use when the mechanism is used with the DL domain parameters, i.e. it operate
the ‘multiplicative group of F(q). Given the DL domain parameters (including r and q),

[72)

pas

[@ PRy

word-based octet string m, an integer x4 from {1, ..., r — 1}, an integer y4 from {2, ..., g - 2}, an

an integer yg from {2, ..., q — 2}, VapL 1s defined in the following steps:

32

compute e = BS2I(H(120S(1)||A]||B||GE20Sx(y4)));
compute u = 1/(x4 + (BS2I(H(m)) * e)) mod r;
compute VapL(m, X4, Y4, yB) =yg" mod g;

output VapL(m, X4, V4, VB)-
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VppL is suitable for use when the mechanism is used with the DL domain parameters, i.e. it operates
over the multiplicative group of F(q). Given the DL domain parameters (including g and g), and an

integer xp from {1, ..., r — 1}, VppL is defined in the following steps:
— compute V,, (x,)=g"* modg;

— output Vy, (x;).

c) Vygcissuitable for use when the mechanism is used with the EC domain parameters, i.e. it operates

over the additive group of elements in an elliptic curve defined over F(g). Given the EC

domain

parameters (including r), a password-based octet string m, an integer x4 from {1, ..., r =/1}}, a point
Y4 (# Og) on E, and a point Yp (# Og) on E, V4gc is defined in the following steps:

— compute e = BS2I(H(120S(1)||A||B||GE20Sx(Y4)));

— compute u =1/(x4 + (BS2I(H(m)) * e)) mod r;

— compute Vygc(m, x4, Ya, YB) = [u] x YB;

— output Vagc(m, x4, Y4, YB).

d) Vpgcis suitable for use when the mechanism is used with the E€domain parameters, i.e. it pperates
over the additive group of elements in an elliptic curve defined over F(q). Given the EC| domain
parameters (including G), and an integer xp from {1, ..., r > 1},)Vpg( is defined in the followifg steps:
— compute Vpgc(xp) = [xB] x G;

— output Vpgc(xp).

Hunctions BS2I (Bit String to Integer conversion),[20S (Integer to Octet String conversion) and GE20Sx

(Group Element to Octet String conversion) are.described in Annex A.

4.6.3.6 Key derivation function, K

The key derivation function K is the same as defined in 6.2.3.6.

4.6.4 Key agreement operation

This mechanism involves-both A and B performing a sequence of up to four steps, numbered Al to A4

and B1 to B4 (for the steps’to be followed by A and B, respectively). Steps A4 and B4 are optional.

Key token construction (A1)

A performs the fellowing steps:

-+ choaose an integer s4 randomly from {1, ..., r - 1} as its key token factor;

1 .compute wy = D(s4) as its key token;
ake wravaitableteoB-

Password-entangled key token construction (B1)

B performs the following steps:

— receive wy from 4;

— check validity of wg using T(wjy): if T(w4) = 0, output “invalid” and stop; otherwise, carry on;

— choose an integer sp randomly from {1, ..., r - 1} as its key token factor;

— compute wp = C(sp, v, wy) as its password-entangled key token (if the output of function Cis "invalid",
go back to the above item to choose a different sp value at random and try again);
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— make wpg available to A.

Shared secret key derivation (A2)

A performs the following steps:

— receive wg from B;

— checkvalidity of wp using T(wp): if T(wp) = 0, output “invalid” and stop; otherwise, carry on;

— computez=Valm s4 wa wplas an asreed secret value:
™ T 717 y= (o] 7

j=ni

— compute K; = K(A||B||GE20Sx(w4)||GE20Sx(wg)||GE20Sx(z), Pi, Lk) as a shared secret key for'eac
key|derivation parameter, P;.

Shared secret key derivation (B2)
B performs the following steps:

— compute z = Vp(sp) as an agreed secret value;

-

— confpute K; = K(A||B||GE20Sx(w4)||GE20Sx(wg)||GE20Sx(z), P;, Lk) as a shared secret key for eac
key|derivation parameter, P;.

Key corffirmation (A3 and B3) (mandatory)

A perforjms the following steps (A3):

— compute o4 = H(120S(2)||A||B||GE20Sx(w4)||GE20Sx(wp}|{GE20Sx(2));
— mal{e o4 available to B.

B performs the following steps (B3):

— recdive oy from 4;

— comfpute 04’ = H(120S(2)||A||B||GE20Sx(wa)||GE20Sx(wg) || GE20Sx(2));
— chegkif o4 # 04’, output "invalid" and Stop.

Key conffirmation (B4 and A4) (optional)

B perforims the following steps)(B4):

— confpute op = H(1208(3)[|A||B||GE20Sx(w4)||GE20Sx(wp)||GE20Sx(2));
— mal{e op availableto A.

A perforjms the following steps (A4):

— recdive og from B;

— compute o’ = H(I20S(3)[|A||BI|GE20Sx(wa)||GE20Sx(wp)||GE20Sx(2));
— checkif op # op’, output "invalid" and stop.

Entity B shall verify the entity A's proof of knowledge of the agreed key before revealing any information
derived from the agreed key. Therefore, A3/B3 shall be done before B4/A4, if the latter is performed.

Function GE20Sy (Group Element to Octet String conversion) is described in Annex A.

NOTE1 A group element in this mechanism is a point on the curve E in the EC setting, or an integer in the
range {1, ..., q - 1} in the DL setting.
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NOTE 2  Using the Pohlig-Hellman decomposition attack, the lowest one or two bits of B's secret value sp could
be discernable by an attacker, if k is divisible by 2 or 4.

NOTE 3  In this mechanism, wy and Vp(sp) can be computed before the key agreement operation.

7 Password-authenticated key retrieval

7.1 General

(lause 7 specifies a password-authenticated key retrieval mechanism. In the mechanism,one entity
A has a weak secret derived from a password, and the other entity B has a strong secret\associated
with A’s weak secret. Using their respective secrets, the two entities negotiate a secrét Key, which is
retrievable by A but not necessarily derivable by B.

The result of the process is that A retrieves the value of a secret key that is derived from both its own
weak secret and B’s strong secret. B does not need to know either A’s secret or'the resulting sefret key.
B’s secret is associated with the A's secret, but does not (in itself) contain sufficient infornjation to
fdermit either A's secret or the established secret key to be determined, even‘with a brute-force|attack.
\
P
A
1

OTE In applications using password-authenticated key retrieval, A may play the role of a client ahd B may
lay the role of a server.

password-authenticated key retrieval operation has the/following initialization process fand key
etrieval process.

P

hitialization process: Entities A and B agree to usela-set of valid domain parameters and|a set of
flinctions, both of which may be publicly known. A establishes a password-based weak secrgt and B
gstablishes a strong secret associated with A's weak-secret.

Key establishment process:

d) Generate and exchange key tokens. Entity A selects a key token factor, constructs its pgssword-
entangled key token, and makes.the“key token available to entity B. After receiving A's pgssword-
entangled key token, B constructsits key token, and makes the key token available to A.

) Check validity of key tokens. (Optional) Depending on the operations for producing key| tokens,
entities A and B each cheg@se an appropriate method to validate the received key contributjons and
the domain parameters.If any validation fails, output “invalid” and stop.

d Derive a static secret key. A applies cryptographic operations to its own key token factor and entity
B's key token-teproduce a secret value and further applies a key derivation function to the secret
value and one-or more key derivation parameters to produce one or more secret keys.

1.2 KeyRetrieval Mechanism 1 (KRM1)

.24 ¢ General

I'his mechanism is designed to achieve password-authenticated key retrieval. It uses a password to
derive the generator for a modified form of Diffie-Hellman key agreement. Entity B determines the key
to be distributed to entity A.

This mechanism works in both the DL setting and the EC setting.

NOTE This mechanism is based on Reference [4] and the mechanism called {DL,EC}PKRS-1 in Reference [8].
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7.2.2 Prior shared parameters

The key retrieval operation involving two entities A and B takes place in an environment consisting of
the following parameters:

— asetofvalid domain parameters (either DL domain parameters or EC domain parameters) specified
in Clause 5;

— apassword-based octet string, , known only to 4;

— asefretintegersp from {1, e 1} usedforB's }\c_y tokemrfactorammdkmowm Uu}_y tob;
— arahdom element derivation function, R, used by 4;

— akely token generation function, D, used by both 4 and B;

— a kely token check function, T;

— asefret value derivation function, V, used by 4;

— akely derivation function, K, used by 4;

— onefor more key derivation parameter octet strings {P1, Py, ...};

— the |ength of a result secret key, Lg.
7.2.3 Functions

7.2.3.1 | Random element derivation function, R

This funfction is R1py, or R1gc as defined in 6.2.3.1.

7.2.3.2 | Key token generation function, D

The key|token generation function, D, is the same as specified in 6.2.3.2.

7.2.3.3 | Key token check function;.T'

This funlction is the same as defined'in 6.2.3.3.

7.2.3.4 | Secret value derivation function, V

The sectet value derivation function, V, takes an integer x and a selected group element y as input an
producess another group element written V(x, y) as output. Key Retrieval Mechanism 1 can be used wit
either of the follaWwing two V functions, Vpy, and Vgc:

="

[72)

— VpLlis suitable for use when the mechanism is used with the DL domain parameters, i.e. it operatg

overl the' multiplicative group of elements defined over F(q). Given the DL domain parameters
(inc udius +—atre q), atrdtwo iuputa, xfrom {1, o 1 1} aud_y front {2, o q 2}, V]_)L tsdefined—=a's
Formula (33):

-1
VpL(xy) = ¥ ™ mod q (33)

— Vgc is suitable for use when the mechanism is used with the EC domain parameters, i.e. it operates
over the additive group of elements in an elliptic curve defined over F(q). Given the EC domain
parameters (including r), and two inputs, x from {1, ..., r = 1} and a point Y (# Og) on E, Vg is defined
as Formula (34):

Vec(x, Y) =[x1modr] x Y (34)
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7.2.3.5 Key derivation function, K

This function is the same as defined in 6.2.3.6.

7.2.4 Key retrieval operation

This mechanism involves A performing a sequence of up to two steps, numbered Al and A2, and B
performing one step, numbered B1.

Key token construction (A1)

A

A

N
Iy

Secret key derivation (A2)

performs the following steps:

(ey token construction (B1)

performs the following steps:

performs the following steps:

unction GE20Sy (Group Element to Octet String conversion) is described in Annex A.

PaNz s mial

compute g1 = R(m) as the base element of its key token;
choose an integer s4 randomly from {1, ..., r - 1} as its key token factor;
compute wy = D(s4, g1) as its key token;

make wy available to B.

receive wy from 4;
check validity of wy using T(wy): if T(wy) = 0, output&invalid” and stop; otherwise, carry or);
compute wg = D(sp, wy) as its key token;

make wp available to A.

receive wg from B,
check validity of wp using T (wp): if T(wp) = 0, output “invalid” and stop; otherwise, carry om;

compute z = V(s4, wp)-as its hardened secret;

compute K; = K(GE20Sx(z), P;, Lx) for each key derivation parameter octet string P;in {P1, Pp, ..} as a

secret key.

N
1

could be discernable by an attacker, when k is divisible by 2 or 4.

© ISO/IEC 2017 - All rights reserved

OTE 1 5A group element in this mechanism is a point on the curve E in the EC setting, or an integer in the
hnge {1, ..., ¢ - 1} in the DL setting.

OTE2—Based o the Potttig-Hellmmam decompositiomrattack; the towest omre ortwo bitsof B'ssecret value sp
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Al G

This an
mechan

Annex A
(normative)

Functions for data type conversion

bneral

nex specifies data type conversion functions which are used as part of key establishmer
sms in this document.

A.2 T20S and 0S21

This cla
Integer

Functio [20S takes as input a non-negative integer x, and produces’ the unique octet strinjg

use specifies functions [20S (Integer to Octet String conversion) and OS2I (Octet String t
fonversion).

M 1M 4 ... Mg of length I as output, where [ = [logzs6(x + 1)1 is the length in octets of x. 120S is define
as follows.

a) Write x in its unique /-digit base 256 representation, as showh in Formula (A.1):
X=Xj_1 2561 + x;_2 2561-2 + ... + x1 256 + X (A1
where 0[< xj < 256.
b) Letthe octet M; have the value x; for 0 <i<[~T.
c) Output the octet string M; .1 M; -5 ... My,

For exarhple, [20S(10 945) = 2A C1.

Functiop OS2I takes an octet stringW; .1 Mj -2 ... Mg as input and produces a non-negative integer y a

output.

a) Let

t is defined as follows.

nteger y; have the value of the octet M;for O <i</l-1.

b) Conjpute the integéhy'=yj-1 256 -1 + y;_2 256 -2 + ... + y1 256 + yy.

c) Out

but y.

For exarhple, ©S21(2A C1) = 10 945.

Note th
vice ver

(s

=}

d

ht-the octet string of length zero (the empty octet string) is converted to the integer 0 an

Sa.

A.3 BS2I

This clause specifies function BS2I (Bit String to Integer conversion).

Function BS2I takes a bit string b; -1 b; -2 ... bg as input and produces a non-negative integer as output. It
is defined as follows.

a) Letinteger y;have the value of the bitbjfor0<i<I-1.

b) Compute the integery =yj1 2I-1 + y;2 2I-2 + ..+ y1 2 + y.

38
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