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Foreword

990 (E)

ISO (the International Organization for Standardization) and IEC (the International
Electrotechnical Commission) form the specialized system for worldwide standardiz-
ation. National bodies that are members of ISO or IEC participate in the development

of International Standards through technical committees established by the r
organization to deal with particular fields of technical activity. ISO and IEC

espective
technical

committees collabarate in fields of mutual interest Qther international organjzations,

governmental and non-governmental, in liaison with ISO and IEC, also take'p
work.

In the field of information technology, ISO and IEC have established a joint

art in the

echnical

committee, ISO/IEC JTC 1. Draft International Standards.adopted by the joint

technical committee are circulated to national bodies for voting. Publicati

n as an

International Standard requires approval by at least 75 % of the national bodies casting

a vote.

International Standard ISO/IEC 10021-2 was prepared by Joint Technical Cagmmittee

ISO/IEC JTC 1, Information technology.

ISO/IEC 10021-2 consists of the following parts, under the general title: Infarmation

technology — Text Communication/~ Message-Oriented Text Interchange
(MOTIS) —

— Part 1: System and Service Overview

— Part 2: Overall Architecture

— Part 3: Abstract Service Definition Conventions

— Part 4: Message Transfer System: Abstract Service Definition and Pr
— Part™§: Message Store: Abstract Service Definition

— ~Part 6: Protocol! Specifications

—" Part 7: Interpersonal Messaging System

Annexes A, B, C and E form an integral part of this part of ISO/IEC 10021.
D, F and G are for information only.

Systems

bcedures

lAnnexes

ix
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Introduction

This part of ISO/IEC 10021 is one of a number of parts of ISO/IEC 1002} (the International Standards
for Message-Oriented Text Interchange Systems (MOTIS)). ISO/IEC 10021 provides a comprehensive
blueprint for a Message Handling System (MHS) realized by any number of cooperating open systems.

The purpose of an MHS is to enable users to exchange messages on a store-and-forward basis. A
message submitted on behalf of one user, the originator, is conveyed by the Message Transfer System
(MTS) a ] 141 USErs, the recipients. cess
units (AJs) link the MTS to communication systems of other kinds (e.g., postal systems). A-user is
assisted In the preparation, storage, and display of messages by a user agent (UA). Optionally, he is
assisted In the storage of messages by a message store (MS). The MTS comprises a number of megsage
transfer agents (MTAs) which collectively perform the store-and-forward message transfer' function

This part of ISO/IEC 10021 specifies the overall architecture of the MHS and serves as a techhnical
introduction to it.

The text|of this part of ISO/IEC 10021 is the subject of joint CCITT-ISO agreement. The corresponding
CCITT specification is Recommendation X.402.
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Information technology - Text Communication -
Message-Oriented Text Interchange Systems (MOTIS) -
Part 2 : Overall Architecture

Section one - Introduction

1 Scope

This part of ISO/IEC 10021 defines the overall architecture of the MHS and\ sérves as a technical
introdpction to it.

Other |aspects of Message Handling are specified in other parts of ISOAEC 10021. A non-technical
overvipw of Message Handling is provided by ISO/IEC 10021-1. The conventions used in the definition
of the| abstract services provided by MHS components are defined JnDISO/IEC 10021-3. The abstract
servic¢ the MTS provides and the procedures that govern its distributed operation are defined in
ISO/IKC 10021-4. The abstract service the MS provides is defined ‘in ISO/IEC 10021-5. The appllication
protocpls that govern the interactions of MHS components_are specified in ISO/IEC 1002146. The
Interpersonal Messaging System, an application of Message Handling, is defined in ISO/IEC 1002]-7.

The ISO International Standards and CCITT Recommendations on Message Handling are summarpized in
Table |1.

Table 1
Specifications for-Message Handling Systems
Fomeeeraen domeenan R R R LR LR R R +
| 1SO/IEC | CCITT.|_SUBJECT MATTER |
+- Introduction - w------crroccero ittt +

10021-1 | X.400 | Service and system overview
10021-2 |WX.402 | Overall architecture
- VariQuSTASPECES ------rcerrecrre et +
. | X.403 | Conformance testing

1002173 | X.407 | Abstract service definition conventions

( X.408 | Encoded information type conversion rules
s Abstract Services --------cmciaiiimiii i +
10021-4 | X.411 | MTS Abstract Service definition and

procedures for distributed operation

10021-5 | X.413 | MS Abstract Service definition

—

(%

+- Protocols ----- AR AR LA LR +
| 10021-6 | X.419 | Protocol specifications |
+- Interpersonal Messaging System ----------r--cc--ccecocnnnn- +
| 10021-7 | X.420 | Interpersonal Messaging System |
| - | 7.330 | Telematic access to IPMS |
e R R Y L LR R R TR PR +

The Directory, the principal means for disseminating communication-related information among MHS
components, is defined in ISO/IEC 9594, as summarized in Table 2.
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Table 2
Specifications for Directories

deeceananan oamanan L R TR +
| 1S0/1EC I CCITT | SUBJECT MATTER |

9594 -1

X.501

I

| Models

| 9594-3 l X.511 l Abstract service definition
1

9594-4 X.518 | Procedures for distributed operation '
OR0L. AR i
9594-6 | X.520 | Selected attribute types |
9594-7 X.521 | Selected object classes
9594-8 X 509 | Authentication framework

L Y L R +

The architectural foundation for Message Handling is provided by other International Standards.| The
OSI Refgrence Model is defined in ISO 7498. The notation for specifying the data structures of abgtract
services and application protocols, ASN.1, and the associated encoding rules are defined in ISO 8824 and
8825. Thﬁ means for establishing and releasing associations, the ACSE, is defined in*ISO 8649 and 8650.
The meaps for reliably conveying APDUs over associations, the RTSE, is defined/in ISO/IEC 9066/ The
means fdr making requests of other open systems, the ROSE, is defined in ISO/TEC 9072,

The ISO|International Standards and CCITT Recommendations which form the foundation for Mejsage
Handling are summarized in Table 3.

Table 3
Specifications for MHS Foundations
$rececnnedprccscaadrscncaannncnssnenddnacrenacancacantnuna +
| 1s0 ] CCITY | SUBJECT MATTER |
+c Model -ccrrrendeccrccriiiednitecciieiiiiieeneen +
| 7498 | X.200 | 0S1 Reference Model |
D X I B O e R R R +
| 8824 | x.208 | Abstract syntax notation |
| 8825 | X.209 | Basic’encoding rules |
+- Association ContRol ----------c-rrmmireniorrionn +

8649 | X.217 | (Service definition

8650 X.227 |\'Protocol specification
+- Reliable Transfer -----------ceemmmnnammnnananannnn.. +
| 9066-1 | X.218 | Service definition |
| 9066-2_§:%.228 | Protocol specification |
+- Remote Operations ------c--ceemuvmecccnnmnannnuannnnn +
9072-1 | X.219 | Service definition
9072-2 | X.229 | Protocol specification
A PP e LR R R PP +

This parf of ISO/IEC 40021 is structured as follows. Section one gives a general overview. Sectior] two
presents |abstract models” of Message Handling. Section three specifies how one can configure the MHS
to satisfly any of \a- variety of functional, physical, and organizational requirements. Section |four
described the naming and addressing of users and distribution lists and the routing of information
objects fo them." Section five describes the uses the MHS may make of the Directory. Sectigf six
describey how the MHS is realized by means of OSI. Annexes provide important supplemental
informatjion:

No requirements for conformance to this part of ISO/IEC 10021 are imposed.

2 Normative references

The following standards contain provisions which, through reference in this text, constitute provisions
of this part of ISO/IEC 10021. At the time of publication, the editions indicated were valid. All
standards are subject to revision, and parties to agreements based on this part of ISO/IEC 10021 are
encouraged to investigate the possibility of applying the most recent editions of the standards listed
below. Members of ISO and IEC maintain registers of currently valid International Standards.
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2.1

ISO/IEC 10021-2 :

Open Systems Interconnection

This part of ISO/IEC 10021 and others in the set cite the following OSI specifications:

ISO 7498:1984,

ISO 7498-2:1989,

ISO

ISO

ISO

ISO

ISO

1SO/

ISO/

2.2
This

ISO

1990 (E)

Information processing systems - Open Systems Interconnection - Basic Reference

Model.

Information processing systems - Open Systems Interconnection - Basic Reference

Model - Part 2: Security Architecture.

649:1988,

650:1988,

$822:1988,

8824:1990,

8825:1990,

[EC 9066:1989,

[EC 6072:1989,

IEC 9594:1990,

Directory Systems

part of ISO/IEC 10021 and others in the set cite the following Directory System specificat

Information processing systems - Open Systems Interconnection - Servi¢e
definition for the Association Control Service Element.

Information processing systems - Open Systems Interconnection - Protocol

specification for the Association Control Service Element.

Information processing systems - Open Systems Interconnecbion - Connection

oriented presentation service definition.

Information processing systems - Open Systems Intereonnection - Specification of

Abstract Syntax Notation One (ASN.1).

Information processing systems - Open Systems Interconnection - Specifidation of

Basic Encoding Rules for Abstract Syntax Notation One (ASN.1).

Information processing systems - Text)communication - Reliable Transfer

Part 1: Model and service definition,

Part 2: Protocol specification.

Information processing systems - Text communication -~ Remote operation

Part 1: Model, notation .and service definition.

Part 2: Protocol speeification.

Information technology - Open Systems Interconnection - The Directory
Part 1: Overview of concepts, models, and services.

Part 2: Models.

Part 3: Abstract service definition.

Part 4: Procedures for distributed operation.

ons:

Part 5: Protocol specifications.
Part 6.: Selected attribute types.
Part 7: Selected object classes.

Part 8: Authentication framework.
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2.3 Message Handling Systems

This part of ISO/IEC 10021 and others in the set cite the following Message Handling System
specifications:

ISO/IEC 10021:1990, Information technology - Text communication - Message-Oriented Text

CCITT
CCITT

CCITT

2.4

Interchange Systems (MOTIS) -

Part 1: Service and system overview.

Part 3: Abstract service definition conventions.

Part 4: Message transfer system : Abstract service definition and procedures.
Part 5: Message store . Abstract service definition.

Part 6: Protocol specifications.

Part 7: Interpersonal messaging system.

T.330:1988, Telematic access to IPMS.

K.403:1988, Message handling systems: Conformance testing.

K.408:1988, Message handling systems: Encoded information type conversion rules.

Country Codes

This paft of ISO/IEC 10021 cites the following Country-Code specification:

ISO 3166:1988, Codes for the representation of names of countries.

3

For the

3.1

Definitions

purposes of this part of ISO/JEC 10021 and others in the set, the following definitions app

Dpen Systems Interconnection

This patt of ISO/IEC 10021 and others in the set make use of the following terms defined in ISO

as well
a)
b)
c)
d)
e)
f)
g)
h)
i)

hs the names _of )the seven layers of the Reference Model:
bstract syntax;

ippliation entity (AE);

Application process;

y.

7498,

application protocol data unit (APDU);
application service element (ASE);
distributed information processing task;
layer;

open system;

Open Systems Interconnection (OSI);

Vi
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k), peer;
k) presentation context;
1) protocol;

m) Reference Model;

n) transfer syntax; and

ISO/IEC 10021-2 : 1990 (E)

0) user element (UE).

This part of ISO/IEC 10021 and others in the set make use of the following terms defined in IO 8824

and 8825, as well as the names of ASN.1 data types and values:
a) Abstract Syntax Notation One (ASN.1);

b) Basic Encoding Rules;

¢) explicit;

d) export;

e) implicit;
f) import;
g) macro;

h) module;
i) tag;

J) type; and
k) value.

This part of ISO/IEC 10021 and others in the set make use of the following terms defined in ISQ 8649:

a) application association; association;

b) application context (AC);

¢) Association~Control Service Element (ACSE);
d) initiatory and
e) responder.

This part of ISO/IEC 10021 and others in the set make use of the following terms defined in

ISO/IEC 9066-1:
a) Reliable Transfer (RT); and

b) Reliable Transfer Service Element (RTSE).

This part of ISO/IEC 10021 and others in the set make use of the following terms defined in

ISO/IEC 9072-1:

a) argument;
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b)
c)
d)
e)
f)
g)
h)
i)
i)

k)

3.2

asynchronous;
bind;
parameter,
remote error,

remote operation;

Remote Operations (RO);

Remote Operations Service Element (ROSE);

repult;
schhronous; and

unbind.

Djrectory Systems

This part of ISO/IEC 10021 and others in the
ISO/IEC P594:

a)
b)
c)
d)
e)
f)
g)
h)

3.3

attribute;

cdrtificate;
cgrtification authority;
cgrtification path;

directory entry; entry;

[a )

rectory system agent (DSA);

irectory;

hash function;

set make use.-of the following terms defined

|

strong authentication.

Message Handling Systems

For the purposes of this part of ISO/IEC 10021 the terms indexed in annex G apply.

in
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4 Abbreviations

For the purposes of this part of ISO/IEC 10021 the abbreviations indexed in annex G apply.

5 Conventions

This

5.1 ASN.1

This part of ISO/IEC 10021 uses several ASN.1-based descriptive conventions in annéxes A apd C to
defind the Message Handling-specific information the Directory may hold. In parnticular, it yses the
OBJECT-CLASS, ATTRIBUTE, and ATTRIBUTE-SYNTAX macros of ISO/IEC 9594-2 to| define
Message Handling-specific object classes, attributes, and attribute syntaxes.

ASN.1 appears both in annex A to aid the exposition, and again, largely.rfedundantly, in annek C for
referepce. If differences are found between the two, a specification errof s indicated.

ASN.1 tags are implicit throughout the ASN.l1 module that annex C:defines; the module is defipitive in
that respect.
5.2 Grade

Whene¢ver this part of ISO/IEC 10021 describes a class of data structure (e.g., O/R addresses) having
compgnents (e.g., attributes), each component is assighed one of the following grades:

a) mandatory (M): A mandatory component @hall be present in every instance of the class.

b) optional (O): An optional component'shall be present in an instance of the class at the discretion
of the object (e.g., user) supplying/that instance. There is no default value.

c) defaultable (D). A defaultable /component shall be present in an instance of the clas§ at the
discretion of the object {e.g., user) supplying that instance. In its absence a default value,
specified by this part of ISO/IEC 10021, applies.

d) conditional (C): A conditional component shall be present in an instance of the class as |dictated
by this part of ISO/IEC 10021.

5.3 Terms

Throyghout the /remainder of this part of ISO/IEC 10021, terms are rendered in bold when deflined, in
italic when.referenced prior to their definitions, without emphasis upon other occasions.

Termg that are proper nouns are capitalized, generic terms are not.
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Section two - Abstract Models

Overview

This section presents abstract models of Message Handling which provide the architectural basis for the
more detailed specifications that appear in other parts of ISO/IEC 10021.

Message

related

a)

b)

This section covers the following topics:

sub-tasks:

Message Transfer: The non-real-time carriage of information objects between (parties
computers as intermediaries.

Message Storage: The automatic storage for later retrieval of information objects conveye
means of Message Transfer.

Handling is a distributed information processing task that integrates the following intrinsically

hsing

d by

a) Hunctional model;

b) Ipformation model;

) (perational model;

d) Security model.

NOTE - Message Handling has a variety of applications, one of which,ié Interpersonal Messaging, described in ISO/IEC 10021-7.

7 Functional Model

This clapse provides a functional model of Message Handling. The concrete realization of the model is

the subject of other parts of ISO/IEC 10021.

The Megsage Handling Environment \(MHE) comprises "primary" functional objects of several typej
Messageq Handling System (MHS), users, and distribution lists. The MHS in turn can be decom]
into leslj:‘r, "secondary” functional objects of several types, the Message Transfer System (MTS),

agents,
functio

The primary, secondary, and tertiary functional object types and selected access unit type

individ

As detajled below, functional objects are sometimes tailored to one or more applications of Mg
Handling, e,g;>Interpersonal Messaging (see ISO/IEC 10021-7 and CCITT Recommendation T.33

functio

contents| of 'messages exchanged in that application.

essage stores, and access units, The MTS in turn can be decomposed into still lesser, "ter
al objects of a single-type, message transfer agents.

ually defined<and described below.

nal ‘object that has been tailored to an application understands the syntax and semantics 0

, the
posed
user
tiary"

are

ssage
D). A
f the

As a local matter, functional objects may have capabilities beyond those specified in ISO/IEC 10021. In
particular, a typical user agent has message preparation, rendition, and storage capabilities that are not

standar

7.1

dized.

Primary Functional Objects

The MHE comprises the Message Handling System, users, and distribution lists. These primary
functional objects interact with one another. Their types are defined and described below.

The situation is depicted in Figure 1.

S
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| MHS |

Figure 1
The Message Handling ‘Environment
7.1.1 The Message Handling System

The principal purpose of Message Handling is.fo’convey information objects from one party to|another.
The | functional object by means _of which this is accomplished is called the
Message Handling System (MHS).

The MHE comprises a single MHS.

7.1.2 Users

The principal purpose of thé” MHS is to convey information objects between users. A functionfl object
(e.g.,|] a person) that engages in (rather than provides) Message Handling is called a user.

The following kind$“of user are distinguished:

a) direct user: A user that engages in Message Handling by direct use of the MHS.

b) indirect user: A user that engages in Message Handling by indirect use of the MHS, i.e.| through
another communication system (e.g., a postal system or the telex network) to which thg MHS is
linked.

The MHE comprises any number of users.

7.1.3 Distribution Lists

By means of the MHS a user can convey information objects to pre-specified groups of users as well as

to individual users. The functional object that represents a pre-specified group of users and other DLs
is called a distribution list (DL).
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A DL identifies zero or more users and DLs called its members. The latter DLs (if any) are said to be
nested. Asking the MHS to convey an information object (e.g., a message) to a DL is tantamount to
asking that it convey the object to its members. Note that this is recursive.

The right, or permission, to convey messages to a particular DL may be controlled. This right is called
submit permission. As a local matter the use of a DL can be further restricted.

The MHE comprises any number of DLs.

NOTE - A-DL-migh

7.2 $econdary Functional Objects

The MHS comprises the Message Transfer System, user agents, message stores, and agccess units. These
secondary functional objects interact with one another. Their types are defined and described below.

The situation is depicted in Figure 2.

To User To User

y UA UA UA N

\ AU

Figure 2
The Message Handling System

7.2.1 The Message Transfer System

The MHS conveys information objects to individual users and to the members of DLs. The functional
object that actually does this is called the Message Transfer System (MTS). The MTS is a store-and-
forward communication system and can be considered the backbone of the MHS.

The MTS is general-purpose, supporting all applications of Message Handling. Additionally, the MTS
may be tailored to one or more particular applications so it can carry out conversion.

The MHS comprises a single MTS.

10
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User Agents

The functional object by means of which a single direct user engages in Message Handling is called a
user agent (UA).

A typ

ical UA is tailored to one or more particular applications of Message Handling,.

The MHS comprises any number of UAs.

NoTE

scanner| printer, or combination of these).

7.2.3

Message Stores

d, display,

A typical user must store the information objects it receives. The functional objeet that proyvides a

(singld

associ

Every
be tai

ated with one UA, but not every UA has an associated MS.

retrieval of messages associated with that application.

The MHS comprises any number of MSs.

NoTE

7.2.4

The f{

Access Units

) direct user with capabilities for Message Storage is called a message store (MS). Eachl MS is

MS is general-purpose, supporting all applications of Message Handling. Additionally, an MS may
ored to one or more particular applications so that it can more (capably submit and support the

- As a local matter a UA may provide for information objects storage that.either supplements or replaces that of an NS,

unctional object that links another communication system (e.g., a postal system or tHe telex

network) to the MTS and via which its patrons:-engage in Message Handling as indirect users is cplled an

Aty

acces1 unit (AU).

applichtions of Message Handling.

The MHS comprises any number of AUs.

7.3

Tertiary Functional~-Objects

The MTS comprises message transfer agents. These tertiary functional objects interact. Their
defingd and describéd, below.

The s

tuation is-dépicted in Figure 3.

ical AU is tailored to a particular communication system and to one or more p4qrticular

type is

11


https://standardsiso.com/api/?name=4b53dff7c49adc907295fa585feee911

ISO/IEC 10021-2 : 1990 (E)

To UA
To MS L To M3
\\// WS ~~.
7 MTA \\
/7 \ N\
/ MTA \
/ \ \
| )
\
7/
N 7
\\
-~
\\\ ///
\\\~__________,' To AU
Figure 3

The Message Transfer System

7.3.1 Message Transfer Agents

The MTS conveys information objects to users-and DLs in a store-and-forward manner. A fungtional
object | that provides one link in . the MTS  store-and-forward chain is callgd a
messag¢ transfer agent (MTA).

Every MTA is general-purpose, suppofting all applications of Message Handling. Additionally, an|MTA
may be|tailored to one or more particular applications so it can carry out conversion.

The MTS comprises any number.of MTAs.
7.4 Selected AU Typeés
As desdribed above{)the MHS interworks with communication systems of other types via AUs. Several

selected AU typess~physical delivery, telematic, and telex--are introduced in the subclauses below

7.4.1 Physical Delivery

A physical delivery access unit (PDAU) is an AU that subjects messages (but neither probes nor reporis)
to physical rendition and that conveys the resulting physical messages to a physical delivery system.

The transformation of a message into a physical message is called physical rendition. A
physical message is a physical object (e.g., a letter and its paper envelope) that embodies a message.

A physical delivery system (PDS) is a system that performs physical delivery. One important kind of
PDS is postal systems. Physical delivery is the conveyance of a physical message to a patron of a PDS,
one of the indirect users to which the PDAU provides Message Handling capabilities.

Among the applications of Message Handling supported by every PDAU is Interpersonal Messaging (see
ISO/IEC 10021-7).

12
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7.4.2 Telematic

Telematic access units, which support Interpersonal Messaging exclusively, are introduced in
ISO/IEC 10021-7.

7.4.3 Telex

Telex access units, which support Interpersonal Messaging exclusively, are introduced in
ISO/IECT002T-7.

8 Information Model

This cllause provides an information model of Message Handling. The concrete realization of thq model
is the subject of other parts of ISO/IEC 10021.

The MHS and MTS can convey information objects of three classes: messages, probes, and Feports.
These [classes are listed in the first column of Table 4. For each listed class;. ‘the second column indicates
the kipds of functional objects--users, UAs, MSs, MTAs, and AUs--that'are the ultimate sourges and
destinations for such objects.

Table 4
Conveyable Information Objects
D R Y e S AL +
| Infor- | Functional® Object |

mation 4----refreeececen- +
Object | userUA MS MTA AU |
Heseeneaan e +
| message ‘}sp - - -
probe S -.- D
repont D - - 8
L R L LR T T +
#- Legend ----ccce-soo-- +

| S ultimate source
| D ultimate destination |

The ;Eformation objects, sumimarized in the table, are individually defined and described|in the
subclauses below.

8.1 Messages

The primary purpose of Message Transfer is to convey information objects called messages from one
user to others—>A message has the following parts, as depicted in Figure 4:

a) envelope An mformatmn obJect whose composmon varies from one transmitial step to another

prevxous conveyance and directs its subsequent conveyance by the MTS and characterlzes its
content,

b) content: An information object that the MTS neither examines nor modifies, except for
conversion, during its conveyance of the message.

13
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One pieq

Anothe
represe

individ

to partidular users, and to identify opportunities fort to make the message deliverable by convert

portion

8.2

A seconfi purpose of Message Transfer ‘is’to convey information objects called probes from one us

to but

message|and is used to determine the' deliverability of such messages.
A message described by a probe-is called a described message.

A probd comprises an envelope alone. This envelope contains much the same information as that
message| Besides bearing-the content type and encoded information types of a described message

probe’s

The submission-0f)a probe elicits from the MTS largely the same behaviour as would submission o

describ

particular, 4nd apart from the consequences of the suppression of DL expansion, the probe provoks
same reports as would any described message. This fact gives probes their utility.

8.3

ENVELOPE

CONTENT

MESSAGE

Figure 4
A Message’s Envelope and Content

upl portions of the content. It further enables the 'MTS to determine the message’s delivera

bf the content from one EIT to another.
Probes

just short of other users (i.e., to the MTAs serving those users). A probe describes a clg

nvelope bears the length of its content.

ed message, except that DL expansion and delivery are forgone in the case of the prob

e of information borne by the envelope identifies the type of ‘the content. The content type is
an identifier (an ASN.1 Object Identifier or Integer) that denotes -the syntax and semantics o
content

the

pverall. This identifier enables the MTS to determine the/message’s deliverability to particular
users, and enables UAs and MSs to interpret and process the contént.

r| piece of information borne by the envelope identifies the types of encoded information
nted in the content. An encoded information type (EIT) is an identifier (an ASN.l1 Opject
Identifigr or Integer) that denotes the medium and format (e.g., IA5 text or Group 3 facsimil

) of
bility
ing a

BT up
ss of

for a
, the

[ any
e. In
s the

Reports

A third purpose of Message Transfer is to convey information objects called reports to users. Generated

by the MTS, a report relates the outcome or progress of a message’s or probe’s transmittal to one or
more potential recipients.

The message or probe that is the subject of a report is called its subject message or subject probe.

A report concerning a particular potential recipient is conveyed to the originator of the subject message
or probe unless the potential recipient is a member recipient. In the latter case, the report is conveyed to
the DL of which the member recipient is a member. As a local matter (i.e., by policy established for that

14


https://standardsiso.com/api/?name=4b53dff7c49adc907295fa585feee911

ISO/IEC 10021-2 : 1990 (E)

particular DL), the report may be further conveyed to the DL’s owner; either to another, containing DL
(in the case of nesting) or to the originator of the subject message (otherwise); or both.

The outcomes that a single report may relate are of the following kinds:

a) delivery report: Delivery, export, or affirmation of the subject message or probe, or DL
expansion.

b) non-delivery report: Non-delivery or non-affirmation of the subject message or probe.

A report may comprise one or more delivery and/or non-delivery reports. A message or pchbe may

provoke several delivery and/or non-delivery reports concerning a particular potential récipient. Each

marks| the passage of a different transmittal step or event.

9 Operational Model

This dlause provides an operational model of Message Handling. The concrete-realization of the model is

the subject of other parts of ISO/IEC 10021.

The )

conve
parts,

9.1

The d

and the roles that users and DLs play in it are defined and described below.

Transmittal

enconjpasses a message’s conveyance from its originator to its potential recipients, and a

conve
probe
origin

A tra
conve
transr
may i

The i
objec
transr
them,

The f]
first d

ator of any reports the message or probe may provoke.

yance of a message, probe, or.report from one functional object to another "adjacent"

nfluence the functional object’s selection of the next transmittal step or event.

nittal, the information objects--messages, probes, and reports--that may be conveyed

igure highlights the facts that a message or report may be retrieved repeatedly and that
onveyancerof a retrieved object from UA to user constitutes receipt.

AHS can convey an information object to individual users, \DLs, or a mix of the twp. Such
yance is accomplished by a process called transmittal comprising steps and events. The progess, its

onveyance or attempted conveyance of a mesSage or probe is called transmittal. Trapsmittal

probe’s

yance from its originator to MTAs able tovaffirm the described messages’ deliverabilit)} to the
s potential recipients. Transmittal also en¢ompasses the conveyance or attempted conveyance to the

hsmittal comprises a sequence of fransmittal steps and events. A transmittal step (or step) is the

to it. A

hittal event (or event) is processing of a message, probe, or report within a functional object that

hformation flow of transmittal is depicted in Figure 5. The figure shows the kinds of functional
s--direct wusers, indirect users, UAs, MSs, MTAs, and AUs--that may be involvdd in a

between

and the names of\ the transmittal steps by means of which those conveyances are accomplighed.

bnly the

15
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................................................... _
! Standardised Indirect User |
| ________ Non- {one of many) i
i Standardised — :
' —ORG,” REC™ Other Communications |
| C  we . \ MR )Network \
i ~ —_ ,' / I
_______ —— B U U ROV P — '
; co T EU | |
! ] II ] | !
| | : ! \
; EXP , IMP | |
| | 'M/PR 1 {MPR ! | |
i ' ! ' : '
! | : | TRN[To another MTA) l I
| | : \‘ M{P/R | |
| Direct | : : : | Direct [
! User IORG REC | User i
! -tM/P MR | |
| | (First) l
| | MHS , |
IMHE - -~ —"—— -~~~ -~~~ - oS- - - i

+- Legend ----cieimeeeeeeee Bkt +
M message ORG originatiorny, EXP export
P probe SBM submission.” DLV delivery

R report IMP import RTR retrieval
TRN transfer REC receipt
R R R R L LR +
Figure 5

The Information Flow of Transmittal

One event plays a distinguished role in-transmittal. Splitting replicates a message or probe and divides
respondibility for its immediate recipients among the resulting information objects. The pofential
recipielts associated with a -~ particular instance of a message or probe are called the
immedi

a mess3ge or probe to some.-immediate recipients differs from that required in its conveyance to pthers.
Each of the step and event.descriptions which follow assumes that the step or event is appropridte for
all imnjediate recipients,"a-situation that can be created, if necessary, by splitting.

9.2 Transmittal-Roles

Users gnd DLs play a variety of roles in a message’s or probe’s transmittal. These roles are informally
categorfized. as "source" roles, "destination” roles, or statuses to which users or DLs can be elevated.

A user may play the following “source" rote in the transmittal 01 @ message or probe.
a) originator: The user (but not DL) that is the ultimate source of a message or probe.
A user or DL may play any of the following "destination" roles in the transmittal of a message or probe:

a) intended recipient: One of the users and DLs the originator specifies as a message’s or probe’s
intended destinations.

b) originator-specified alternate recipient: The user or DL (if any) to which the originator requests
that a message or probe be conveyed if it cannot be conveyed to a particular intended recipient.

16
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c) member recipient:
DL expansion.

ISO/IEC 10021-2 : 1990 (E)

A user or DL to which a message (but not a probe) is conveyed as a result of

d) recipient-assigned alternate recipient: The user or DL (if any) to which an intended, originator-
specified alternate, or member recipient may have elected to redirect messages.

A user or DL may attain any of the following statuses in the course of a message’s or probe’s

transmittal:

a) i ipi

veyed at

. ey
any point during the course of transmittal. Necessarily an intended, originatorsspecified
alternate, member, or recipient-assigned alternate recipient.

b) actual recipient (or recipient): A potential recipient for which delivery or affirmatipn takes

place.

9.3 Transmittal Steps

The kinds of steps that may occur in a transmittal are listed in the first\¢olumn of Table 5. For each
listed kind, the second column indicates whether ISO/IEC 10021 standardizes such steps, the third
column the kinds of information objects--messages, probes, and reports--that may be conveyed in such
a step, the fourth column the kinds of functional objects--users, UAs, MSs, MTAs, and AUs--that may

parti¢ipate in such a step

as the object’s source or destination.

The tfable is divided into three sections. The steps in the first section apply to the "creation" of messages
and probes, those in the last to the "disposal" of messages:and reports, and those in the middle section to

the "relaying" of messages, probes, and reports.

The kinds of transmittal
subclauses below.

9.3.1 Origination

Table 5
Transmittal Steps
L LR R pleeaan- decercracaaaan L AL L R R R +
Information Functional
Stand- Objects Objects
ard- L LR LR +
Transmittal Step | ized? | M P R | user UA MS MTA AU |
R SRR PR $omeaeaan L L deceecraciienaaaann +
| origination | No | x x Is D - -
| submission | Yes | x x ] S SbD ]
Ry L D drrereeaaeanns L LR T R +
import No X X X D s
transfer Yes X X X s -
| export | No | x x x |- s D |
L LR RN L R R D LR +
| detivery | Yes 3 X - D D S
| retrieval | Yes X X . D S
| receipt | No | x x | D s - |
R LR TR e docenaaaiccnas D LR LR +
+- legend <--rciinceeciiieiiiiiiiil +
M message $ source X permitted !
] =] prnhn D _destination }
| R report |
L R R L +

steps, summarized in the table, are individually defined and described in the

In an origination step, either a direct user conveys a message or probe to its UA, or an indirect user
conveys a message or probe to the communication system that serves it. This step gives birth to the
message or probe and is the first step in its transmittal.
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The user above constitutes the message’s or probe’s originator. In this step, the originator identifies the
message’s or probe’s intended recipients. Additionally, for each intended recipient, the originator may

(but need not) identify an originator-specified alternate recipient.

9.3.2 Submission

In a submission step, a message or probe is conveyed to an MTA and thus entrusted to the MTS. Two
kinds of submission are distinguished:
a) indirect submission: A transmittal step in which the originator’s UA conveys a message ot \probe
tp its MS and in which the MS effects direct submission. Such a step follows origination;
his step may be taken only if the user is equipped with an MS.
b) jrect submission: A transmittal step in which. the originator’s UA or MS conveys a message or
robe to an MTA. Such a step follows origination or occurs as part of indirecty Submission.
his step may be taken whether or not the user is equipped with an MS,
Indirect|and direct submission are functionally equivalent except that_additional capabilities may be
availablg with the former. Indirect submission may differ from direct submission in other respects [(e.g.,
the number of open systems with which that embodying a UA mustiinteract) and for that reasgn be
preferable to direct submission.
The UA| or MS involved in direct submission is called the submission agent. A submission agent is made
known tp the MTS by a process of registration, as a result of \which the submission agent and MTS|keep
one another informed of their names, their locations, and>any other characteristics required for |their
interactipon.
9.3.3 Import
In an import step, an AU conveys a messagé, probe, or report to an MTA. This step injects intp the
MTS an| information object born in anothericommunication system, and follows its conveyance by that
system,
NOTE - The concept of importing is a generic¢ioné. How this step is effected varies, of course, from one type of AU to another.
9.3.4 Transfer
In a transfer step, one MMTA conveys a message, probe, or report to another. This step transports an
information object ovér)physical and sometimes organizational distances and follows direct submission,
import, pr (a prior) transfer.
This step may be taken, of course, only if the MTS comprises several MTAs.
The following' kinds of transfer are distinguished, on the basis of the number of MDs involved:
a) internal transfer: A transfer involving MTAs within a single MD.
b) external transfer: A transfer involving MTAs in different MDs.

9.3.5 Export

In an export step, an MTA conveys a message, probe, or report to an AU. This step ejects from the
MTS an information object bound for another communication system. It follows direct submission,

import, or transfer.

As part of this step, the MTA may generate a delivery report.
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NOTE - The concept of exporting is a generic one. How this step is effected varies, of course, from one type of AU to another.

9.3.6

Delivery

In a delivery step, an MTA conveys a message or report to an MS or UA. The MS and UA are those of
a potential recipient of the message, or the originator of the report’s subject message or probe. This step
entrusts the information object to a representative of the user and follows direct submission, import, or
transfer. It also elevates the user in question to the status of an actual recipient.

As pdart of this step, in the case of a message, the MTA may generate a delivery report.

The MS or UA involved is called the delivery agent. A delivery agent is made known to"the M

proce
their

9.3.7

Ina
recip

ss of registration, as a result of which the delivery agent and MTS keep one andtheér infg
names, their locations, and any other characteristics required for their interaction,
Retrieval

retrieval step, a user’s MS conveys a message or report to its UA. The“user in question is g
ent of the message or the originator of the subject message or probe. This step non-dest

retrieives the information object from storage. This step follows delivery or (a prior) retrieval.

This

9.3.8

In a

step may be taken only if the user is equipped with an M¥

Receipt

system that serves an indirect user conveys such an\information object to that user. In either ¢
step ¢onveys the object to its ultimate destination.

In th

e case of a direct user, this step follows.the object’s delivery or first retrieval (only). In thg

an indirect user, it follows the information-object’s conveyance by the communication system
the user. In either case, the user is a potential recipient (and, in the case of a direct user, 3

recip

9.4

ent) of the message in questions;-or the originator of the subject message or probe.

Transmittal Events

The kinds of events that(may occur in a transmittal are listed in the first column of Table 6.

listed

kind, the second~column indicates the kinds of information objects--messages, pro

reports--for which such events may be staged, the third column the kinds of functional object

UAs,

MSs, MTAs, @nd AUs--that may stage such events.

All the events-e¢cur within the MTS.

TS by a
rmed of

n actual
Fuctively

receipt step, either a UA conveys a message.or“report to its direct user, or the communication

ase, this

e case of
serving
n actual

For each
bes, and
5~ -users,
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The kinds of transmittal events, summarized in the table, are individually defined and described i
subclauges below.

9.4.1

In a sp

recipienfts among the resulting information objects. This event effectively allows an MT]
independently convey an object to various potentialjrecipients.

An MTJA stages a splitting when the next step or event required in the conveyance of a mess3
probe t¢ some immediate recipients differs’from that required in its conveyance to others.

9.4.2

In a joilning event, an MTA combines several instances of the same message or probe, or two or
delivery and/or non-delivery-réports for the same subject message or probe.

An MTKA may, but need not stage a joining when it determines that the same events and next st
required to convey several highly related information objects to their destinations.

9.4.3

!n a ngmé resolution event, an MTA adds the corresponding O/R address to the O/R nam
1dentifits one of a message’s or probe’s immediate recipients.

9.4.4

Table 6
Transmittal Events
dremrseccnaccacaaaan eeccencanonon L LR LR T TP +
Information Functional
Objects Objects
deoceamcnncncnaa drccrnccacncrrasanca +
Transmittal Event | M P R | user UA MS MTA AU |
L LR E R LR R R deemeamaacaane R LR LR +
splitting X x - X
joining X X X X
name resolution X X - X
DL expansion X - - X
redirection X x - X
conversion X x - X
non-del ivery X - X X
non-affirmation - X - X
affirmation - X X
routing X X X X
D R decreenecanans R L] +
+- Legend ---creceieeee +
M message x permitted
P probe
| R report |
L L R +

Splitting

litting event, an MTA replicates a message or.\probe, dividing responsibility for its imm

Joining

Name ‘Resolution

n the

pdiate
A to

ge or

more

p are

that

DL Expansion

In a DL expansion event, an MTA resolves a DL among a message’s (but not a probe’s) immediate
recipients to its members which are thereby made member recipients. This event removes indirection
from the immediate recipients’ specification.

A particular DL is always subjected to DL expansion at a pre-established location within the MTS. This
location is called the DL’s expansion point and is identified by an O/R address.

As part
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DL expansion is subject to submit permission. In the case of a nested DL, that permission must have
been granted to the DL of which the nested DL is a member. Otherwise, it must have been granted to
the originator.

9.4.5 Redirection

In a redirection event, an MTA replaces a user or DL among a message’s or probe’s immediate
recipients with an originator-specified or recipient-assigned alternate recipient.

9.4.6 Conversion
In a ¢onversion event, an MTA transforms parts of a message’s content from one EIT to ano her, or
alters [a probe so it appears that the described messages were so modified. Thiscevent incregses the

likelilood that an information object can be delivered or affirmed by tailoring)if to its immediate
recipients.

The fopllowing kinds of conversion are distinguished, on the basis of how the EIT of the information to
be comverted and the EIT to result from the conversion are selected:

a) explicit conversion: A conversion in which the originator selects-both the initial and final |[EITs.

b) implicit conversion: A conversion in which the MTA selects the final EITs based upon thg initial
EITs and the capabilities of the UA.

9.4.7 Non-delivery

In a mon-delivery event, an MTA determines that, the MTS cannot deliver a message to its immediate
recipients, or cannot deliver a report to the originator of its subject message or probe. This evgnt halts
the cqnveyance of an object the MTS deems unconveyable.

As pdrt of this event, in the case of a message, the MTA generates a non-delivery report.

An MTA stages a non-delivery, e.g(, when it determines that the immediate recipients are improperly
specifiied, that they do not accept .delivery of messages like that at hand, or that the message|has not
been delivered to them within pré=specified time limits.

9.4.8 Non-affirmation

In a gon-affirmation‘event, an MTA determines that the MTS could not deliver a described mgssage to
a prope’s immediateé recipients. This event partially or fully determines the answer to the question posed
by a probe.

As pdrt of thisvevent, the MTA generates a non-delivery report.

An MTA" stages a non-affirmation, e.g., when it dete(mines that the immediate recipients are
imprd

9.4.9 Affirmation

In an affirmation event, an MTA determines that the MTS could deliver any described message to a
probe’s immediate recipients. This event partially or fully determines the answer to the question posed
by a probe, and elevates the immediate recipients to the status of actual recipients.

As part of this event, the MTA may generate a delivery report.

An MTA stages an .affirmation once it determines that the immediate recipients are properly specified
and, if the immediate recipients are users (but not DLs), would accept delivery of any described
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message. If the immediate recipients are DLs, an MTA stages an affirmation if the DL exists and the
originator has the relevant submit permission.

9.4.10 Routing

In a routing event, an MTA selects the "adjacent" MTA to which it will transfer a message, probe, or
report, This event incrementally determines an information object’s route through the MTS and
(obviously) may be taken only if the MTS comprises several MTAs.

The follgwing kinds of routing are distinguished, on the basis of the kind of transfer for which|they
prepare:

a) internal routing: A routing preparatory to an internal transfer (i.e., a transfer within/an MD)
b) ekternal routing: A routing preparatory to an external transfer (i.e., a transfer between MDs).

An MTA stages a routing when it determines that it can stage no other eyent, and take no [step,
regarding an object.

10

This clagse provides an abstract security model for Message Transfer. The concrete realization of the
model is| the subject of other parts of ISO/IEC 10021. The security model provides a framework for

describing the security services that counter potential threats(see annex D) to the MTS and the security
elements|that support those services.

wn

jecurity Model

The secyrity features are an optional extension to the<MHS that can be used to minimise the rigk of
exposure| of assets and resources to violations of a.Security policy (threats). Their aim is to provide
features [independently of the communications services provided by other lower or higher enfities.
Threats may be countered by the use of physicalsecurity, computer security (COMPUSEC), or security
services provided by the MHS. Depending on \the perceived threats, certain of the MHS security serjvices
will be |selected in combination with appropriate physical security and COMPUSEC measures.| The

security services supported by the MHS are_described below. The naming and structuring of the senvices
are based on ISO 7498-2.

NOTE - Despite these security features, certain attacks may be mounted against communication between a user and the MHS or

against user-to-user communication (e.g./in ‘the case of users accessing the MHS through an access unit, or in the case of users
remotely atcessing their UAs).

In many|cases, the broad classes of threats are covered by several of the services listed.

The seclrity services «are”supported through use of service elements of the Message Transfer Sdrvice
message [envelope. The-envelope contains security relevant arguments as described in ISO/IEC 100R1-4.
The des¢ription of \the security services takes the following general form. In clause 10.2 the servicds are
listed, with, in each case, a definition of the service and an indication of how it may be provided using
the sec'}rity elements in ISO/IEC 10021-4, In clause 10.3 the security elements are individqually

describefl, avith, in each case, a definition of the service element and references to its constftuent
arguments—in ISO/IEC 10021-4.

Many of the techniques employed rely on encryption mechanisms. The security services in the MHS
allow for flexibility in the choice of algorithms. However, in some cases only the use of asymmetric
encryption has been fully defined in this part of ISO/IEC 10021. A future addenda to this part of
ISO/IEC 10021 may allow use of alternative mechanisms based on symmetric encipherment.

NOTE - The use of the terms "security service” and "security element” in this clause are not to be confused with the terms "service"

and "element of service" as used in ISO/IEC 10021-1. The former terms are used in the present clause to maintain consistency with
ISO 7498-2.
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10.1  Security Policies

Security services in the MHS must be capable of supportmg a wide range of security policies which
extend beyond the confines of the MHS itself. The services selected and the threats addressed will

depend on the individual application and levels of trust in parts of the system.

A security policy defines how the risk to and exposure of assets can be reduced to an acceptable level.

In addmon operatlon between dnfferent domams each thh thelr own securlty policy, w111 be required.

As eachr—domarmwittbe auu_wu. to—its—owmoverath ac»uut_y puu\.y, covermg—more than— Tust the—?
bilaterpl agreement on interworking between two domains will be required. This must be define
not to|conflict with the security policies for either domain and effectively becomes part ofythe

securitly policy for each domain.

10.2 | Security Services

This subclause defines the Message Transfer security services. The naming and structuring

servicds are based on ISO 7498-2.

Message Transfer security services fall into several broad classes. These \classes and the services
are lisfed in Table 7. An asterisk (*) under the heading of the form &X'/¥ indicates that the serv

be projvided from a functional object of type X to one of type Y.

AHS, a
d so as
overall

of the

n each
ice can

Table 7
Message Transfer Security Services
R R R ] B R R R +
UA/UA MS/MTA MTA/MS MTA/UA

SERVICE UA/MS UA/MTA MTA/MTA MS/UA

+- ORIGIN AUTHENTICATION --:-=* S R R R R R R R R R R +

| Message Origin Authentication * ok .ox - - - |

| Probe Origin Authentication L A R R
Report Origin Authentication S R
Proof of Submission R - - *
Proof of Delivery * - - - - - - Note

+- SECURE ACCESS| MANAGEMENT --c-#ccccceccrcncrccnmacnnnmnnnecann- +

| Peer Entity Authentication L L AL A A L

| Security Context A A A

+- DATA CONFIDENTIALITY -------- LR R R R +
Connection Confidentiality L A A T
Content’ Confidentiality * - - - - - - -
Méssage Flow Confidentiality L - - - -

+¢_DATA INTEGRITY SERVICES ----- R R LR R +
Connection Integrity L L A S
Content Integrity * - . - - - - -
Message Sequence Integrity * - - - - - -

+- NON-REPUDIATION ------<--c--- AR R R LR R +
Non-repudiation of Origin * . - % - - - -
Non-repudiation of Submission L .
Non-repudiation of Delivery o

+- MESSAGE SECURITY LABELLING =-#--cccccvcrvcrcrcccccarecncncees +

| Message Security Labelling | * % * * * x x %

+- SECURITY MANAGEMENT SERVICES +---------c-----c-roocemnveoon--- +
Change Credentials L A A
Register - * - % -
MS-Register - * - - - - -

L R R R LR L LR R R R PR +

Note - This service is provided
by the recipient's MS to the originator's UA.

Throughout the security service definitions that follow, reference is made to Figure 6, which reiterates

the MHS functional model in simplified form. The numeric labels are referenced in the text.
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1 5
MTS- MTS-
user user

2 3 4
MTA MTA MTA
Figure 6

Simplified MHS Functional Model

10.2.1 | Origin Authentication Security Services

These security services provide for the authentication of the identity of communicating peer entitips and
sources|of data.

10.2.1.] Data Origin Authentication Security Services

These pecurity services provide Corroboration of the origin of a message, probe, or report [to all
concerfled entities (i.e., MTAS§ or recipient MTS-users). These security services cannot protect 4gainst
duplication of messages, probes, or reports.

essage
any of
ide the
security service to MTS-users (1 or 5 in Figure 6). The security element chosen depends on the
prevailing security policy.

10.2.1.1.2 Probe Origin Authentication Security Service
The Probe Origin Authentication security service enables the corroboration of the source of a probe.

This security service can be provided by using the Probe Origin Authentication security element. This
security element can be used to provide the security service to any of the MTAs through which the
probe is transferred (2-4 inclusive in Figure 6).
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10.2.1.1.3 Report Origin Authentication Security Service

The Report Origin Authentication security service enables the corroboration of the source of a report.

This security service can be provided by using the Report Origin Authentication security element. This
security element can be used to provide the security service to the originator of the subject message or
probe, as well as to any MTA through which the report is transferred (1-5 inclusive in Figure 6).

10.2.]

This
receiy

This

10.2.

This
delivg

This

10.2.

The §
again
Auth

10.2.

This
the ¢
confi
repla

-2 Proof of Submission Security Service

ed by the MTS for delivery to the originally specified recipient(s).

ecurity service can be provided by using the Proof of Submission security element.

[.3 Proof of Delivery Security Service

red by the MTS to its intended recipient(s).

fecurity service can be provided by using the Proof of Delivery security element.

P Secure Access Management Security Service

becure Access Management security service is concerned with providing protection for 1
5t their unauthorised use. It can be divided\into two components, namely the Pee
entication and the Security Context security services.

P.1 Peer Entity Authentication Securify Service

security service is provided for use-at the establishment of a connection to confirm the id
onnecting entity. It may be used on the links 1-2, 2-3, 3-4, or 4-5 in Figure 6 and

dence, at the time of usage only, that an entity is not attempting a masquerade or an unau
of a previous connection:

This
this

be used to support a Comnnection Confidentiality and/or a Connection Integrity security service.

10.2.2.2 Security Context Security Service

This pecurity service is used to limit the scope of passage of messages between entities by refe
the Spcurity Labels associated with messages. This security service is therefore closely relate
Messgge-Security Labelling security service, which provides for the association of messages and

Labe

security service enables the originator of a message to obtain corroboration thatOit’ hlas been

security service enables the originator of a message to obtain-corroboration that it has been

esources
Entity

entity of
provides
thorised

ecurity service is supported by the Authentication Exchange security element. Note that use of

curity element may yield other data as a result of its operation that in certain circumsta

nces can

rence to
1 to the
Security

Tlhe Security Context security service is supported by the Security Context and the Register security
elements.

10.2,.3 Data Confidentiality Security Services

These security services provide for the protection of data against unauthorised disclosure.
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10.2.3.1 Connection Confidentiality Security Service

The MHS does not provide a Connection Confidentiality security service. However, data for the
invocation of such a security service in underlying layers may be provided as a result of using the
Authentication Exchange security element to provide the Peer Entity Authentication security service.
The security service may be required on any of links 1-2, 2-3, 3-4, or 4-5 in Figure 6.

10.2.3.2 Content Confidentiality Security Service

The Coﬁ:tent Confidentiality security service provides assurance that the content of a message\is{ only
known to the sender and recipient of a message.

It may [be provided using a combination of the Content Confidentiality and the Message Argument
Confidentiality security elements. The Message Argument Confidentiality security element can be| used
to transfer a secret key which is used with the Content Confidentiality security element to enciphgr the
message| content., Using these security elements the service is provided from MTS-user 1 to MTS-yser 5
in Figune 6, with the message content being unintelligible to MTAs.

10.2.3.3 Message Flew Confidentiality Security Service

This security service provides for the protection of information.~which might be derived [from
observation of message flow. Only a limited form of this security service is provided by the MHS.

The Dguble Enveloping Technique enables a complete message to become the content of another
messagel, This could be used to hide addressing information:from certain parts of the MTS. Used in
conjungtion with traffic padding (which is beyond the currént scope of ISO/IEC 10021) this could be
used to|provide message flow confidentiality. Other elements of this service, such as routing contyol or
pseudorlyms, are also beyond the scope of ISO/IEC 10021.

10.2.4 | Data Integrity Security Services

These security services are provided to counter active threats to the MHS.

10.2.4.1 Connection Integrity Security Service

The MHS does not provide a Connection Integrity security service. However, data for the invocatjon of
such a [security service in underlying layers may be provided by using the Authentication Exchange
security| element to provide)the Peer Entity Authentication security service. The security service nmjay be
required on any of link§-I-2, 2-3, 3-4, or 4-5 in Figure 6.

10.2.4.2 Content‘Integrity Security Service

This segurity service provides for the integrity of the contents of a single message. This takes thel form
of enablling “the determinat_ion of whether the message content })as been modified. This security sprvice

security service.

This security service can be provided in two different ways using two different combinations of
security elements.

The Content Integrity security element together with the Message Argument Integrity security element
and, in some cases, the Message Argument Confidentiality security element can be used to provide the
security service to a message recipient, i.e., for communication from MTS-user 1 to MTS-user 5 in
Figure 6. The Content Integrity security element is used to compute a Content Integrity Check as a
function of the entire message content. Depending on the method used to compute the Content Integrity
Check, a secret key may be required, which may be confidentially sent to the message recipient using
the Message Argument Confidentiality security element. The Content Integrity Check is protected
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against change usmg the Message Argument Integrity security element. The mtegnty of any confidential
message arguments is provided using the Message Argument Confidentiality security element.

The Message Origin Authentication security element can also be used to provide this security service.

10.2.4.3 Message Sequence Integrity Security Service

This security service protects the originator and recipient of a sequence of messages against re-ordering
of the[sequence. In doing so it protects against replay of messages.

This security service may be provided using a combination of the Message Sequence Integrity pnd the
Message Argument Integrity security elements. The former provides a sequence number to €ach message,
which| may be protected against change by use of the latter. Simultaneous confidentiality and iptegrity
of the Message Sequence Number may be provided by use of the Message Argument Confidgntiality
securify element,

These| security elements provide the service for communication from MTS~user ! to MTS-user 5 in
Figurg 6, and not to the intermediate MTAs.

10.2.§ Non-Repudiation Security Services

These|security services provide irrevocable proof to a third party after the message has been subpmitted,
sent, or delivered, that the submission, sending, or receipt did)occur as claimed. Note that for| this to
function correctly, the security policy must explicitly cover the management of asymmetric keys|for the
purpope of non-repudiation services if asymmetric algorithms are being used.

10.2.4.1 Non-repudiation of Origin Security Service

This decurity service provides the recipient(s)_of“a message with irrevocable proof of the origin of the
message, its content, and its associated Message Security Label.

This pecurity service can be prov1ded in two different ways using two different combinations of
security elements. Note that its provision is very similar to the provision of the (weaker) |Content
Integnity security service.

The (ontent Integrity security element together with the Message Argument Integrity security [element
and, In some cases, the MesSage Argument Confidentiality security element can be used to proyide the
servige to a message recipient, i.e., for communication from MTS-user 1 to MTS-user 5 in Fligure 6.
The Content Integrity s€curity element is used to compute a Content Integrity Check as a funftion of
the entire message content. Depending on the method used to compute the Content Integrity Check, a
secretl key may be required, which may be confidentially sent to the message recipient uging the
Messdge Argument-Confidentiality security element. The Content Integrity Check and, if required, the
Messqge Security~Label are protected against change and/or repudiation using the Message Argument
Integnity security element. Any confidential message arguments are protected against change|l and/or
repudliation_using the Message Argument Confidentiality security element.

If the¢ “Content Confldentlahty security serv:ce is not requxred
y SIS
may be provided to all elements of the MHS, 1e for all of 1- 5 in Fxgure 6.

the Message Origin Authentication
€ security service

10.2.5.2 Non-Repudiation of Submission Security Service

This security service provides the originator of the message with irrevocable proof that the message was
submitted to the MTS for delivery to the originally specified recipient(s).

This security service is provided using the Proof of Submission security element in much the same way
as that security element is used to support the (weaker) Proof of Submission security service.
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10.2.5.3 Non-Repudiation of Delivery Security Service

This security service provides the originator of the message with irrevocable proof that the message was
delivered to its originally specified recipient(s).

This security service is provided using the Proof of Delivery security element in much the same way as
that security element is used to support the (weaker) Proof of Delivery security service.

10.2.6

This sec]
MTS-us
security

rMessage Security EabeHingSecurity Service

Security| Labels.

This seq

urity service allows Security Labels to be associated with all entities in the MHS, i.e., MTA}s and
ers. In conjunction with the Security Context security service it enables the implementatipn of
policies defining which parts of the MHS may handle messages with specified asso¢iated

urity service is provided by the Message Security Label security element. The integrity and

confidentiality of the label are provided by the Message Argument Integrity and the Message Argyment
Confideptiality security elements.

10.2.7

Security Management Services

A number of security management services are needed by the MHS. The only management se

provide

security| labels.

10.2.7.1 Change Credentials Security Service

This se
another

entity in the MHS. It may be provided using the Change Credentials security element.

10.2.7.2 Register Security Service

This se
for one

10.2.7.]

This se
user.

10.3

The fo

ISO/IE(

furity service enables the establishment at an MTA of the Security Labels which are perm
particular MTS-user. It may be provided using the Register security element.

b MS-Register Security Service

Security>Elements

lowing subclauses describe the securxty elements available in the protocols described

ol FaVate W | +h. 3 tha ANMIIC Tlaca on it alamaante calotn Ao

burity service enables the establishment of the security label which are permissible for th¢

rvices

i within ISO/IEC 10021-4 are concerned with changing \¢redentials and registering MT§-user

curity service enables one entity in the MHS to change the credentials concerning it held by

ssible

p MS-

within

TUUZT Y l\.l ouypult tne—Secur .ll.] SeEvIC eSSt —viTto— 1T REsSe avvunxt_y STremMeRtS—Tretate—arre

Ctly to

arguments in various services described in ISO/IEC 10021-4, The objective of this subclause is to
separate out each element of the ISO/IEC 10021-4 service definitions that relate to security, and to
define the function of each of these identified security elements.

10.3.1

Authentication Security Elements

These security elements are defined in order to support authentication and integrity security services.
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10.3.1.1 Authentication Exchange Security Element

The Authentication Exchange security element is designed to authenticate, possibly mutually, the
identity of an MTS-user to an MTA, an MTA to an MTA, an MTA to an MTS-user, an MS to a UA,
or a UA to an MS. It is based on the exchange or use of secret data, either passwords, asymmetrically
encrypted tokens, or symmetrically encrypted tokens, The result of the exchange is corroboration of the
identity of the other party, and, optionally, the transfer of confidential data which may be used in
providing the Connection Confidentiality and/or the Connection Integrity security service in underlying
layers. Such an authentication is only valid for the instant that it is made and the continuing validity of

authenticated identi ethe - Ange o onfidential data,—or—some other
mechlanism, is used to establish a secure communication path. The establishment and use of\ |a secure
unication path is outside the scope of this part of ISO/IEC 10021.

This [security element uses the Initiator Credentials argument and the Responder Crédentials fesult of
the MTS-bind, MS-bind, and MTA-bind services. The transferred credentials are ®either passwords or
tokers.

10.3.1.2 Data Origin Authentication Security Elements
These security elements are specifically designed to support data origin  authentication services, [although
they may also be used to support certain data integrity services.

10.3.1.2.1 Message Origin Authentication Security Element

The Message Origin Authentication security element enables anyone who receives or transfers| message
to authenticate the identity of the MTS-user that originated the message. This may mean the provision
of thp Message Origin Authentication or the Non-repudiation of Origin security service.

The pecurity element involves transmitting, as part of the message, a Message Origin Authentication
Check, computed as a function of the message.content, the message Content Identifier, and the|Message
Secupity Label. If the Content Confidentiality security service is also required, the Message Origin
Authentication Check is computed as a fungtion of the enciphered rather than the unenciphered| message
contgnt. By operating on the message cortent as conveyed in the overall message (i.e., after the|optional
Content Confidentiality security element), any MHS entity can check the overall message |integrity
withqut the need to see the plaintext message content. However, if the Content Confidentiality| security
servige is used, the Message Origin .Authentication security element cannot be used to provide the Non-
repudiation of Origin security service.

The pecurity element uses the Message Origin Authentication Check, which is one of the arguments of
the Message Submission, Message Transfer, and Message Delivery services.
10.31.2.2 Probe Origin Authentication Security Element

Similar to the Message Origin Authentication security element, the Probe Origin Authentication| security
element enables any MTA to authenticate the identity of the MTS-user which originated a prob

w

This lsecurity element uses the Probe Origin Authentication Check, which is one of the arguments of the

1. d
PrObc SUUILILINOIVIT DUTVILT,

10.3.1.2.3 Report Origin Authentication Security Element

Similar to the Message Origin Authentication security element, the Report Origin Authentication
security element enables any MTA or MTS-user who receives a report to authenticate the identity of the
MTA which originated the report.

This security element uses the Report Origin Authentication Check, which is one of the arguments of
the Report Delivery service.
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10.3.1.3 Proof of Submission Security Element

This security element provides the originator of a message with the means to establish that a message

was accepted by the MHS for transmission.

The security element is made up of two arguments: a request for Proof of Submission, sent with a

message at submission time, and the Proof of Submission, returned to the MTS-user as part o

f the

Message Submission results. The Proof of Submission is generated by the MTS, and is computed as a
function of all the arguments of the submitted message, the Message Submission Identifier, and the

Message Submission—Fme:

The Propf of Submission argument can be used to support the Proof of Submission security se'rvi.ce.
Dependihg on the security policy in force, it may also be able to support the (stronger) Non-repudiption

of Submjssion security service.

The Propf of Submission Request is an argument of the Message Submission service: The Progf of

Submissipn is one of the results of the Message Submission service.

10.3.1.4| Proof of Delivery Security Element

This secprity element provides the originator of a message with the medns to establish that a mejsage

was delipered to the destination by the MHS,

The security element is made up of a number of arguments. The message originator includes a Pro

bf of

Delivery| Request with the submitted message, and this request/is’ delivered to each recipient with the
message.| A recipient may then compute the Proof of Delivery.as a function of a number of arguments
associateld with the message. The proof of delivery is returned by the MTS to the message originatqr, as

part of 4 report on the results of the original Message Submission.

The Propf of Delivery can be used to support the Proof of Delivery security service. Depending on the

security |policy in force, it may also be able to.Support the (stronger) Non-repudiation of Del
security [service.

very

The Propf of Delivery Request is an argument of the Message Submission, Message Transfer,| and

Message| Delivery services. The Proof of. Delivery is both one of the results of the Message Del
service dnd one of the arguments of the.Report Transfer and Report Delivery services.

NOTE - Non-receipt of a Proof of Delivery-daes not imply non-delivery.

10.3.2 ([Secure Access Management Security Elements

very

These sdcurity elements\are defined in order to support the Secure Access Management security service

and the pecurity mandgement services.

10.3.2.1] Security Context Security Element

When ar] MTS-user or an MTA binds to an MTA or MTS-user, the bind operation specifies the sequrity

context ol the connection. This ©Iimits the scope ol passage ol messages by relerence to the

abels

associated with messages. Secondly, the Security Context of the connection may be temporarily altered

for submitted or delivered messages.

The Security Context itself consists of one or more Security Labels defining the sensitivity of

interactions that may occur in line with the security policy in force.

Security Context is an argument of the MTS-bind and MTA-bind services.
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10.3.2.2 Register Security Element

The Register security element allows the establishment at an MTA of an MTS-user’s permissible
security labels.

This security element is provided by the Register service. The Register service enables an MTS-user to
change arguments, held by the MTS, relating to delivery of messages to that MTS-user.

10.3.
The N

This

user fo change arguments held by the MS relating to the retrieval of messages to that'MS-user.

10.3.

> 3—MS=Register SecurityEtenrent

security element is provided by the MS-Register service. The MS-Register service enables

8 Data Confidentiality Security Elements

US-Register security element allows the establishment of the MS-user’s permissible security| labels.

an MS-

Thesq security elements, based on the use of encipherment, are all concérned with the proyision of

confi

10.3.

The

prote
secur
mess3

The
convg
elemgq

The

which is an argument of the Message Submission, Message Transfer, and Message Delivery servi

10.3.

The ]

Hentiality of data passed from one MHS entity to another.

8.1 Content Confidentiality Security Element
Content Confidentiality security element provides assdrance that the content of the mg
cted from eavesdropping during transmission by use' of an encipherment security elem
ty element operates such that only the recipient and sender of the message know the
ge content,

ipecification of the encipherment algorithm, the key used, and any other initialisiqg
yed using the Message Argument Confidentiality and the Message Argument Integrity
nts. The algorithm and key are then used to encipher or decipher the message contents.

Content Confidentiality security. élement uses the Content Confidentiality Algorithm Ig

B.2 Message Argument Confidentiality Security Element

viessage Argument Confidentiality security element provides for the confidentiality, integn

if red
comp
secur

The
Argu
The

services.

Jecurity element operates by means of the Message Token. The data to be protected by the

juired, the irrevocability of recipient data associated with a message. Specifically, this
ise any cryptographic keys and related data that is necessary for the cqnfxdentiahty and
ty elements to function properly, if these optional security elements are invoked.

ent Confidentiality security element constitutes the Encrypted Data within the Messag
ncrypted Data within the Message Token is unintelligible to all MTAs.

pssage 1S
ent. The
blaintext

data are
security

entifier,
ces.

ity, and,
Hata will
integrity

Message
e Token.

10.3.4 Data Integrity Security Elements

ge |Delivery

These security elements are provided to support the provision of data integrity, data authentication, and
non-repudiation services.
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10.3.4.1

Content Integrity Security Element

The Content Integrity security element provides protection for the content of a message against

modifica

tion during transmission.

This security element operates by use of one or more cryptographic algorithms. The specification of the
algorithm(s), the key(s) used, and any other initialising data are conveyed using the Message Argument
Confidentiality and the Message Argument Integrity security elements. The result of the application of
the algorithms and key is the Content Integrity Check, which is sent in the message envelope.

security
message

If the Content Integrity Check is protected using the Message Argument Integrity security element
depending on the prevailing security policy, it may be used to help provide the Non-répudiatig

Origin s4

The Conftent Integrity Check is an argument of the Message Submission, Message Transfer, and Me

Delivery

10.3.4.2

The Mepsage Argument Integrity security element provides for thedintegrity, and, if required

irrevoca
comprise
the Mes;s

The secy
Argume

The Meg
services.

10.3.4.3

The Me
message

A Mess
position
recipien

numbery. This security~element does not provide for initialisation or synchronisation of Mg

Sequenc

10.3.5

contents.

curity service,

services.

Message Argument Integrity Security Element

pility of certain arguments associated with a message./ Specifically, these arguments
any selection of the Content Confidentiality Algorithm Adéntifier, the Content Integrity C
age Security Label, the Proof of Delivery Request, and thé Message Sequence Number.

rity element operates by means of the Message Token. The data to be protected by the Mg
1t Integrity security element constitutes the signedsdata within the Message Token.

sage Token is an argument of the Message Submission, Message Transfer, and Message Del

Message Sequence Integrity Security Element

sage Sequence Integrity security’element provides protection for the sender and recipient
against receipt of messages in the wrong order, or duplicated messages.

of a message in a sequence from one originator to one recipient. Therefore each origin
pair requiring to «use’this security element will have to maintain a distinct sequence of mé

e Numbers.

Non-repudiation Security Elements

There are no specific Non-repudiation security elements defined in ISO/IEC 10021-4. The
repudxatafon services may be provided using a combination of other security elements.

The
ntext

then,
n of

Ksage

the
may
heck,

ssage

ivery

of a

hge Sequence Number(is—associated with an individual message. This number identifiep the v

ator-
ssage
ssage

non-

10.3.6

These se

10.3.6.1

Security Label Security Elements

curity elements exist to support security labelling in the MHS.

Message Security Label Security Element

Messages may be labelled with data as specified in the prevailing security policy. The Message Security
Label is available for use by intermediate MTAs as part of the overall security policy of the system.
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A Message Security Label may be sent as a message argument, and may be protected by the Message
Argument Integrity or the Message Origin Authentication security element, in the same manner as other
message arguments.

Alternatively, if both confidentiality and integrity are required, the Message Security Label may be
protected using the Message Argument Confidentiality security element. In this case the Message
Security Label so protected is an originator-recipient argument, and may differ from the Message
Security Label in the message envelope.

10.3.] Security Management Security Elements

10.3.7.1 Change Credentials Security Element

The Change Credentials security element allows the credentials of an MTS-user)'or an MTA to be
updatgd.
The sgcurity element is provided by the MTS Change Credentials service.

10.3.8 Double Enveloping Technique

Addi
the

ility to specify that the content of a message is itself a complete message, ie., a

Enveloping Technique is available.

This

specif

itself

technique is available though the use of the Content Type argument which makes it po

the rgcipient named on the Inner Envelope.

The Content Type is an argument of the Message Submission, Message Transfer, and Message
serviges.

ional protection may be provided to a complete messageicincluding the envelope paramdters, by

Doubile

sible to

y that the content of a message is an Inner Envelope. This Content Type means that the content is
a message (envelope and content) for forwarding by the recipient named on the outer envelope to

Delivery
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11

Section three - Configurations

Overview

This section specifies how one can configure the MHS to satisfy any of a variety of functional, physical,
and organizational requirements,

This secfion covers the following topics:

a)
b)
c)
d)

12

Hunctional configurations;
Hhysical configurations;
(rganizational configurations;

The Global MHS.

Functional Configurations

This clause specifies the possible functional configurations of ‘the MHS. The variety of
configurations results from the presence or absence of the Directory, and from whether a direcq user
employs|an MS.

12.1

egarding the Directory

With redpect to the Directory, the MHS can be configured for a particular user, or a collection of
(e.g., se¢ clause 14.1), in either of two ways: with~or without the Directory. A user without access

Directo

NOTE -

12.2

vy may lack the capabilities described in. section five.

such

users
0 the

partially, rather than fully interconnected -Directory may exist for an interim period during which the (global) Difectory
made possible by International Standards for Directories is under construction.

Regarding the Message Store

With respect to the MS, the-MHS can be configured for a particular direct user in either of two

ways:

with or |without an MS. Acuser without access to an MS lacks the capabilities of Message Storage. A user
in such [circumstances deperids upon his UA for the storage of information objects, a capability that is a
local matter.

The tw¢ functional~configurations identified above are depicted in Figure 7 which also illustratgs one
possible| configuration of the MTS, and its linkage to another communication system via an AU.

figure,

34
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ystem
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! | Direct User2
|

=

Figure 7
Functional Configurations Regarding the MS

While the users depicted in the figure are people, the figure applies with eéqual force and validity to users of other ki

Physical Configurations
ause specifies the possible physical configurations of the MHS, i.e., how the MHS can be

describes the kinds of messaging systems from which the MHS is assembled, and identifie
ant representative configurations.

Messaging Systems

ping system is a computer system (possibly but not necessarily an open system) that cont
s, one or more functional objects.

bing systems are of the types depicted in Figure 8.

hds.

realized

bt of interconnected computer systems. Because the number of configurations is unbouncled, the

a few

i The building blocks used in-the physical construction of the MHS are called messaging systems. A

hins, or
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A/SYS S/SYS AS/SYS T/SYS

MTA

X I
6 AU Optional

The ty]
each ty
AUs--1
and wh

ATISYS ST/SYS AST/SYS
eeen S s
@ | |6—
MTA
aueeers || [auJoeere || AU Jopeer MTA
Figure 8

Messaging System Types

bes of messaging system, depicted in the figure, are listed in the first column of Table B. For
pe listed, the second column indicates the kinds,of functional object--UAs, MSs, MTAEk, and
hat may be present in such a messaging system,.whether their presence is mandatory or optional,
ether just one or possibly several of them may be present in the messaging system.

The tallfle is divided into two sections. Messaging systems of the types in the first section are dedicated

to sing

e users, those of the types in the second can (but need not) serve multiple users.

Table 8
Messaging Systems
L L D R L +
| Functional Objects |
Messaging +---------cecrcenannn +
System | UA  MS MTA AU |
4rraarencens T +
A/SYS | 1 - |
S/SYS | - 1 |
AS/SYS | 11 |
decrcneanann D R R +
T/SYS - 1M
AT/SYS M 1 M1
ST/SYS - M 1 [M1
AST/SYS M M 1 [M]
PR S e s o v v e m e e +
+- Legend -----ceeeeseeienee +
| M multipte [...] optional |
e T +

The messaging system types, summarized in the table, are individually defined and described in the
subclauses below.

NOTE -

3)

36
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An AU and the MTA with which it interacts are typically co-located because no protocol to govern their interaction is
standardized.


https://standardsiso.com/api/?name=4b53dff7c49adc907295fa585feee911

ISO/IEC 10021-2 : 1990 (E)

b) An MTA is typically co-located with multiple UAs or MSs because, of the standardized protocols, only that for transfer
simultanecusly conveys a message to multiple recipients. The serial delivery of a message to multiple recipients served by a

messaging system, which the delivery protocol would require, would be inefficient.

c) No purpose is served by co-locating several MTAs in a messaging system because a single MTA serves multiple users, and
the purpose of an MTA is to convey objects between, not within such systems. (This is not intended to exclude the

possibility of several MTA -related processes co-existing within a single computer system.)

d) The co-location of an AU with an MTA does not affect that system’s behaviour with respect to the rest of the MHS. A single

messaging system type, therefore, encompasses the AU’s presence and absence.

13.1.1 Access Systems
An afcess system (A/SYS) contains one UA and neither an MS, an MTA, nor an AU.

An A/SYS is dedicated to a single user.

13.1.2 Storage Systems
A stgrage system (S/SYS) contains one MS and neither a UA, an MTA( nor an AU,

An SYSYS is dedicated to a single user.

13.1.3 Access and Storage Systems

An access and storage system (AS/SYS) contains one UA; one MS, and neither an MTA nor an

An AS/SYS is dedicated to a single user.

13.1/4 Transfer Systems

AU.

A transfer system (T/SYS) contains one'MTA,; optionally, one or more AUs; and neither a UA nor an

MS.

A T/SYS can serve multiple users:

13.1]5 Access and Transfer Systems

An gdccess and transfér system (AT/SYS) contains one or more UAs; one MTA; optionally, one or more

AUs] and no MS.

An AT/SYS.€an serve multiple users.

13.1/6C~ Storage and Transfer Systems

A storage and transfer system (ST/SYS) contains one or more MSs; one MTA; optionally, one or more

AUs; and no UA.

An ST/SYS can serve multiple users.

13.1.7 Access, Storage, and Transfer Systems

An access, storage, and transfer system (AST/SYS) contains one or more UAs; one or more MSs; one

MTA; and optionally, one or more AUS.
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An AST/SYS can serve multiple users.

13.2 Representative Configurations

Messaging systems can be combined in various ways to form the MHS. The possible physical
configurations are unbounded in number and thus cannot be enumerated. Several important
representative configurations, however, are described below and in Figure 9.

i B—~sysH AST/sngNsvsJ—HCﬂ

(a) Fully centralised (b) Centralised Message Transfer & Storage
mﬂ-—-—[ﬁg}—{ ST/SYS |
Fa«n-—{AS/SY§H T/SYS | s/sys]

fr B—{nsysH T/sYs Hsisys

A/SYS

(d) Fully Distributed

A/SYS

(c) Centralised Message Transfer

Figure 9
Representative Physical Configurations

NOTES
1. While the users depicted in thelfiglire are people, the figure applies with equal force and validity to users of other kinds.

2. Besides|the physical configurations that result from the "pure" approaches below, many "hybrid" configurations can be constpucted.

13.2.1 | Fully_Centralized

The MHS- may be fully centralized (panel a of the figure). This design is realized by a single AST/SYS
which dontains functional objects of all kinds and which can serve multiple users.

13.2.2 Centralized Message Transfer and Storage

The MHS may provide both Message Transfer and Message Storage centrally but distributed user access
(panel b of the figure). This design is realized by a single ST/SYS and, for each user, an A/SYS.
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13.2.3 Centralized Message Transfer

The MHS may provide Message Transfer centrally but Message Storage and distributed user access
(panel ¢ of the figure). This design is realized by a single T/SYS and, for each user, either an AS/SYS
alone or an S/SYS and an associated A/SYS.

13.2.4 Fully Distributed

The M

rv—provide—ev i involves
multiple ST-SYSs or T-SYSs.

14 | Organizational Configurations

This dlause specifies the possible organizational configurations of the MHS, i.e..chow the MHS| can be
realized as interconnected but independently managed sets of messaging systems. (which are themselves
interconnected). Because the number of configurations is unbounded, the clause describes the kinds of
management domains from which the MHS is assembled, and identifies a‘few important represpntative
configurations.

14.1 | Management Domains

The pfrimary building blocks used in the organizational constsuction of the MHS are called manpigement
domains. A management domain (MD) (or domain) is a set.of messaging systems--at least one of which
contains, or realizes, an MTA--that is managed by a single organization.

The above does not preclude an organization from managing a set of messaging systems (e.g., [ single
A/SYB) that does not qualify as an MD for lack of an MTA. Such a collection of messaging systems, a
secondlary building block used in the MHS’ construiction, "attaches" to an MD.

MDs are of several types which are individually defined and described in the subclauses below.

14.1.1 Administration Management.Domains

An afiministration managementidomain (ADMD) comprises messaging systems managed by a| CCITT

NOTE|- An ADMD provides Message Handling to the public.

14.1.2 Private Management Domains

A pripate management domain (PRMD) comprises messaging systems managed by an organizati¢n other
than 4§ CCITT "Administration.

NOTE|-CAyPRMD provides Message Handling, e.g., to the employees of a company, or to those employees at a particular company
site.

14.2 Representative Configurations

MDs can be combined in various ways to form the MHS. The possible organizational configurations are
unbounded in number and thus cannot be enumerated. Several important representative configurations,
however, are described below and in Figure 10.
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MD

MD

™~

MD MD

(b) Directly Connected

MD MD MD

(c) Indirectly connected
Figure 10
Representative Organizationdl Configurations

NOTE - Besides the organizational configurations that result from-the "pure" approaches below, many "hybrid" configurations|can be
constructed.

14.2.1 | Fully Centralized
The enfire MHS may be managed by.one organization (panel a of the figure). This design is realized by
a single] MD.

14.2.2 | Directly Connected

The M}—IS may be managed by several organizations, the messaging systems of each connected fo the

messaging systems of“all of the others (panel b of the figure). This design is realized by multipled MDs
interconnected pair-wise.

14.2.3 | Indirectly Connected

The M may—be—managed—by—several—organizations;—the—messaging—systems—of—one—serving as
intermediary between the messaging systems of the others (panel ¢ of the figure). This design is realized
by multiple MDs one of which is interconnected to all of the others.

15 The Global MHS

A major purpose of ISO/IEC 10021 is to enable the construction of the Global MHS, an MHS providing
both intra- and inter-organizational, and both intra- and international Message Handling world-wide.

The Global MHS almost certainly encompasses the full variety of functional configurations specified in
clause 12.
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The physical configuration of the Global MHS is a hybrid of the pure configurations specified in clause
13, extremely complex and highly distributed physically.

The organizational configuration of the Global MHS is a hybrid of the pure configurations specified in
clause 14, extremely complex and highly distributed organisationally.

Figure 11 gives an example of possible interconnections. It does not attempt to identify all possible
configurations. As depicted, ADMDs play a central role in the Global MHS. By interconnecting to one
another internationally, they provide an international Message Transfer backbone. Depgnding upon

nationfi Teguiations, b 0 g—to—one—ano co ; o—provide—dpomestic
backbones joined to the international backbone.
/ ’
{ < Country C
\ \
PRMD |\ \ | PRMD \
\ \
ADMD \ N /\/ ADMD
PRMD \ ADMD \
\
\ \
ADMD \ AN
\_| PRMD PRMD |
/ \
\
PRMD \ \
\ \
Country A / Country B 7
Figure 11
The Global MHS
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Section four - Naming, Addressing, and Routing

16 Overview

This section describes the naming and addressing of users and DLs and the routing of information
objects to them.

This sectfion covers the following topics.

a) Naming;

b) Alddressing;

c) Routing.

17 Naming

This clayse specifies how users and DLs are named for the purposes of, Message Handling in general

Message
in them.

When it

Transfer in particular. It defines O/R names and describes the role that Directory names

directly submits a message or probe, a UA or MS identifies its potential recipients to the N

When the MTS delivers a message, it identifies the originator.to each recipient’s UA or MS. O/R n
are the data structures by means of which such identification-is achieved.

17.1 Directory Names

A Direc

ory name is one component of an O/R name. A Directory name identifies an object tg

Directory. By presenting such a name to the Directory, the MHS can access a user’s or DL’s Dire
entry. Fom that entry the MTS can obtain,€.g., the user’s or DL’s O/R address.

Not every user or DL is registered in the Directory and, therefore, not every user or DL posses
Directory name,

NoTES

1. Many ugers and DLs will lack Directory names until the Directory is widely available as an adjunct to the MHS. Many in

users (e.g.,

postal patrons} will lack-such names until the Directory is widely available as an adjunct to other communication sys

2. Users and DLs may be assigned Directory names even before a fully interconnected, distributed Directory has been put in pl

pre-establi

3. The typ
couched in
over time,

Bhing the naming, authorities upon which the Directory will eventually depend.

cal Directory name is more user-friendly and more stable than the typical O /R address because the latter is nece
termsiof.the organizational or physical structure of the MHS while the former need not be. Therefore, it is intende
Diréctory names become the primary means by which users and DLs are identified outside the MTS (i.e., by other

and that the'use of O/R addresses be largely confined to the MTS (i.e., to use by MTAs).

and
play

MTS.
hmes

the
Ctory

es a

direct
ems.

hce by

bsarily
i that
isers),

17.2 O/R Names

Every user or DL has one or more O/R names. An O/R name is an identifier by means of which a user
can be designated as the originator, or a user or DL designated as a potential recipient of a message or
probe. An O/R name distinguishes one user or DL from another and may also identify its point of

access to

the MHS.

An O/R name comprises a Directory name, an O/R address, or both. If present, the Directory name (if
valid) unambiguously identifies the user or DL (but is not necessarily the only name that would do so).
If present, the O/R address does the same and more (again see clause 18.5).
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At direct submission, the UA or MS of the originator of a message or probe may include either or both
components in each O/R name it supplies. If the O/R address is omitted, the MTS obtains it from the
Directory using the Directory name. If the Directory name is omitted, the MTS does without it. If both
are included, the MTS relies firstly upon the O/R address. Should it determine that the O/R address is
invalid (e.g., obsolete), it proceeds as if the O/R address had been omitted, relying upon the Directory
name.

At delivery the MTS includes an O/R address and possibly a Directory name in each O/R name it
supplies to a message’s recipient or to the originator of a report’s subject message or probe. The
Directory name is included if the originator supplied it or if it was specified as the member of an
expanded DL.

NOTE|- Redirection or DL expansion may cause the MTS to convey to a UA or MS at delivery, O/R names the UA or MS did not
supply dt direct submission.

18 | Addressing

This qlause specifies how users and DLs are addressed. It defines O/R addresses, describes the structure
of thel attribute lists from which they are constructed, discusses the character’sets from which individual
attribytes are composed, gives rules for determining that two attribute(lists are equivalent and (for the
inclusfon of conditional attributes in such lists, and defines the standdrd attributes that may agpear in
them.

To copvey a message, probe, or report to a user, or to expandca, DL specified as a potential recipient of
a mespage or probe, the MTS must locate the user or DL relative to its own physi.cal and organizational
structyires. O/R addresses are the data structures by means of which all such location is accompljshed.

18.1 | Attribute Lists

The @/R addresses of both users and DLs arg’attribute lists. An attribute list is an ordered set of
attributes.

An attribute is an information item that-describes a user or DL and that may also locate it in relation to
the physical or organizational structure of the MHS (or the network underlying it).

An attribute has the following patts:
a) attribute type (or type); An identifier that denotes a class of information (e.g., personal names).

b) attribute value (0r-value): An instance of the class of information the attribute type denotes (e.g.,
a particular persenal name).

Attriutes are of the following two kinds:

a) standard’ attribute: An attribute whose type is bound to a class of information by this|part of
ISOAIEC 10021.

The value of every standard attribute except ferminal-type is either a string or a collection of
strings.

b) domain-defined attribute: An attribute whose type is bound to a class of information by an MD.
Both the type and value of every domain-defined attribute are strings or collections of strings.

NOTE - The widespread use of standard attributes produces more uniform and thus more user-friendly O/R addresses. However, it is
anticipated that not all MDs will be able to employ such attributes immediately. The purpose of domain-defined attributes is to
permit an MD to retain its existing, native addressing conventions for a time. It is intended, however, that all MDs migrate toward the
use of standard attributes, and that domain-defined attributes be used only for an interim period.
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18.2 Character Sets

Standard attribute values and domain-defined attribute types and values are constructed from Numeric,
Printable, and Teletex Strings as follows:

a) The type or value of a particular domain-defined attribute may be a Printable String, a Teletex
String, or both. The same choice shall be made for both the type and value.

b) The kinds of strings from which standard attribut

cons on-{e

e values may be constructed and the manner of

The value of an attribute comprises strings of one of the following sets of varieties depending/upon its
type: Numeric only, Printable only, Numeric and Printable, and Printable and Teletex. With “respect to
this, the following rules govern each instance of communication:

a) Wherever both Numeric and Printable Strings are permitted, strings of eithen variety (but not
both) may be supplied equivalently.

b) Wherever both Printable and Teletex Strings are permitted, strings of _éither or both varieties
may be supplied, but Printable Strings should be supplied as a minimum whenever attributes are
conveyed internationally. If both Printable and Teletex Strings (are supplied, the two should
convey the same information so that either of them can be safely-ignored upon receipt.

NOTES

1. Teletex Strings are permitted in attribute values to allow inclusion, e.g., of\the accented characters commonly used ih many
countries

2. The downgrading rules in Annex B of ISO/IEC 10021-6 state that an O/R address cannot be downgraded if only the Teletex String
has been pupplied.

18.3 [Standard Attributes

The standard attribute types are listed in the-first column of Table 9. For each listed type, the decond

gohémn indicates the character sets--numeric, printable, and teletex--from which attribute values may
e drawn.

The table has three sections. Attribute types in the first are of a general nature, those in the gecond
have to| do with routing to a PDS;and those in the third have to do with addressing within a PDS.
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Table 9
Standard Attributes

O T L LR R e T P +
| Character Sets |

Standard Attribute Type | NUM PRT TTX |
+- General -------cccccccnieiitiatiintntens L R +
administration-domain-name X x -
common - name - X
country-name X -
network-address x(*) -
numeric-user-identifier X -
organization-name X
organizational-unit-names - X
personal -name - X X

X

X

> X

private-domain-name X
terminal-identifier
terminal - type - - -
+- Postal Routing ---<-=-~c-ccccrrcccnrrrccccnvn- L R AR X +
pds - name - X -
physical-delivery-country-name X X -
postal -code X X -
+- Postal Addressing -------=--c-rercoacconman- L R R +
extension-postal-0/R-address-components -
extension-physical-delivery-address-components
local -postal-attributes

physical-delivery-office-name .
physical-delivery-office-number -
physical-delivery-organization-name -
physical-delivery-personal - name
post-office-box-address -
poste-restante-address .
street-address -
unformatted-postal-address -
unique-postal -name
R e e LR R R PR D +

KON N M XK XK X XX X XX
MO X X XK XK X X XX XX

+- Legend --ersrrcsaite e +
| NUM numeric x permitted |
PRT printable * Under prescribed circumstances

TTX teletex a Sequence of Octet Strings

The standard attribute types, summarized in the table, are individually defined and describe¢ in the
subclauses below.

18.3.1 Administration~domain-name

An agdministration-domain-name is a standard attribute that identifies an ADMD relative to the| country
denofed by a country-name.

The yalue of\an administration-domain-name is a Numeric or Printable String chosen from a sef of such
strings that_is administered for this purpose by the country alluded to above.

The pttribute value comprising a single space (" ") shall be reserved for the following puftpose. If
permitfed by the country denoted by the couniry-name attribute, a single space shall designate any (i.e.,
all) ADMDs within the country. This affects both the identification of users within the country and the
routing of messages, probes, and reports to and among the ADMDs of that country. Regarding the
former, it requires that the O/R addresses of users within the country be chosen so as to ensure their
unambiguousness, even in the absence of the actual names of the users’ ADMDs. Regarding the latter, it
permits both PRMDs within, and ADMDs outside of the country, to route messages, probes, and reports
to any of the ADMDs within the country, and requires that the ADMDs within the country interconnect
themselves in such a way that the messages, probes, and reports are conveyed to their destinations.
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18.3.2 Common-name

A common-name is a standard attribute that identifies a user or DL relative to the entity denoted by
another attribute (e.g., an organization-name).

The value of a common-name is a Printable String, Teletex String, or both. Whether Printable or
Teletex, the string is chosen from a set of such strings that is administered for this purpose (and
perhaps others) by the entity alluded to above.

NOTE --Amon

18.3.3| Country-name

A country-name is a standard attribute that identifies a country.

by ISQ 3166, or a Numeric String that gives one of the numbers assigned to the country by {CCITT

The \;il:e of a country-name is a Printable String that gives the character pair assigned to the dountry
Recommendation X.121.

18.3.4| Extension-postal-O/R-address-components

An extension-postal-O/R-address-components is a standard attribute that provides, in a postal address,
additidnal information necessary to identify the addressee (e.g.,,an organizational unit).

The vdlue of an extension-postal-O/R-address-componentsyis a4 Printable String, Teletex String, of both.

18.3.5| Extension-physical-delivery-address-components

An exftension-physical-delivery-address-components is a standard attribute that specifies, in al postal
addresp, additional information necessary to identify the exact point of delivery (e.g., room anfl floor
numbdrs in a large building).

The v3lue of an extension-physical-delivery-address-components is a Printable String, Teletex Stfing, or
both,
18.3.6| Local-postal-aitribufes

A locgl-postal-attributes-isa standard attribute that identifies the locus of distribution, other than that
denotdd by a physical=delivery-office-name attribute (e.g., a geographical area), of a user’s physical
messages.

The value of a-ocal-postal-attributes is a Printable String, Teletex String, or both.

18.3.7| ~Network-address

A network-address is a standard attribute that gives the network address of a terminal.
The value of a network-address is any one of the following:

a) A Numeric String governed by CCITT Recommendation X.121,

b) Two Numeric Strings governed by CCITT Recommendations E.163 and E.164.
c) A PSAP address.

NOTE - Among the strings admitted by CCITT Recommendation X.121 is a Telex number preceded by the Telex escape digit (8).

46


https://standardsiso.com/api/?name=4b53dff7c49adc907295fa585feee911

Kt

ISO/IEC 10021-2 : 1990 (E)

18.3.8 Numeric-user-identifier

A numeric-user-identifier is a standard attribute that numerically identifies a user relative to the MD
denoted by a private-domain-name, or an administration-domain-name, or both.

The value of a numeric-user-identifier is a Numeric String chosen from a set of such strings that is
administered for this purpose by the MD alluded to above.

An

e

rganization-name is a standard attribute that identifies an organization. As a natiomal“m

htter, this

iderltification may be either relative to the country denoted by a country-name (so_that organization
s are unique within the country), or relative to the MD identified by a privatée-/domaininame, or
an administration-domain-name, or both.

na

The

value of an organization-name is a Printable String, Teletex String, or both. Whether Pr

Teldtex, the string is chosen from a set of such strings that is administered for this pur
perHaps others) by the country or MD alluded to above.

No1

required.

18.3.10 Organizational-unit-names

An
dep

irtments) of the organization denoted by an organization-name, each unit but the first bei

unit| of the units whose names precede it in the attribute.

The

sequ

such
enc

value of an organizational-unit-names is_.an ordered sequence of Printable Strings, a

mpassing unit) alluded to above.

18.3.11 Pds-name

A g

domain-name, or an administration-domain-name, or both.

The
this

18.]

value of a pds-name’is a Printable String chosen from a set of such strings that is admin
purpose by the MDP’alluded to above.

$.12 Persomal-name

ntable or
pose (and

E - In countries choosing country-wide unique organization-names, a national registration authority for organization-names is

brganizational-unit-names is a standard attribute that.identifies one or more units (e.g., divisions or

ng a sub-

h ordered

ence of Teletex Strings, or both. Whether(Printable or Teletex, each string is chosen from a set of
strings that is administered for this\'purpose (and perhaps others) by the organigation (or

ds-name is a standard attribute that identifies a PDS relative to the MD denoted by @ private-

stered for

A personal-name is a standard attribute that identifies a person relative to the entity denoted by another

attr

bute (e.g., an organization-name).

The value of a personal-name comprises the following four pieces of information, the first mandatory,

the
a)
b)
c)
d)

others optional:
The person’s surname.
The person’s given name.
The initials of all of his names but his surname.

His generation (e.g., "Jr").

The above information is supplied as Printable Strings, Teletex Strings, or both.
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18.3.13

Physical-delivery-country-name

A physical-delivery-country-name is a standard attribute that identifies the country in which a user
takes delivery of physical messages.

The value of a physical-delivery-country-name is subject to the same constraints as is the value of a
country-name.

18.3.14

Phvsieal—deli 1 .

A physikal-delivery-office-name is a standard attribute that identifies the city, village, etc. in;Whijch is

situated

the post office through which a user takes delivery of physical messages.

The value of a physical-delivery-office-name is a Printable String, Teletex String, or both.

18.3.15

Physical-delivery-office-number

A physical-delivery-office-number is a standard attribute that distinguishes 'among several post offices

denoted

The val

18.3.16

by a single physical-delivery-office-name.

e of a physical-delivery-office-number is a Printable String, Teletex String, or both.

Physical-delivery-organization-name

A physgical-delivery-organization-name is a standard ‘attribute that identifies a postal patron’s
organizgtion.

The val

18.3.17

he of a physical-delivery-organization-name-is a Printable String, Teletex String, or both.

Physical-delivery-personal-name

A physical-delivery-personal-name is 4 standard attribute that identifies a postal patron.

The val

18.3.18

ie of a physical-delivery-personal-name is a Printable String, Teletex String, or both.

Post-office-box-address

A post-office-box-address is a standard attribute that specifies the number of the post office b
means df which a user.takes delivery of physical messages.

The val
of such

18.3.19

b
L

bx by

ue of a.post-office-box-address is a Printable String, Teletex String, or both chosen from the set
stringscassigned for this purpose by the post office denoted by a physical-delivery-officetname
attribute.

Postal-code

A postal-code is a standard attribute that specifies the postal code for the geographical area in which a
user takes delivery of physical messages.

The value of a postal-code is a Numeric or Printable String chosen from the set of such strings that is
maintained and standardized for this purpose by the postal administration of the country identified by a
physical-delivery-country-name attribute.
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18.3.20 Poste-restante-address

A poste-restante-address is a standard attribute that specifies the code that a user gives to a post office
in order to collect the physical messages that await delivery to him.

The value of a poste-restante-address is a Printable String, Teletex String, or both chosen from the set
of such strings assigned for this purpose by the post office denoted by a physical-delivery-office-name
attribute.

18.3.21 Private-domain-name

A private-domain-name is a standard attribute that identifies a PRMD. As a national matfer, this
identification may be either relative to the country denoted by a country-name (so that PRMI) names
are upique within the country), or relative to the ADMD identified by an administration-domain-name.

The vJalue of a private-domain-name is a Numeric or Printable String chosen from a set of such strings
that i administered for this purpose by the country or ADMD alluded to above.

NOTH - In countries choosing country-wide unique PRMD names, a national registration_authority for private-domair-names is
requir

18.3.22 Street-address

A street-address is a standard attribute that specifies the streét address (e.g., house number and street
name|and type (e.g., "Road")) at which a user takes delivery. of physical messages.

The value of a street-address is a Printable String, Teletex String, or both.

18.3.23 Terminal-identifier

A terminal-identifier is a standard attribute-that gives the terminal identifier of a terminal (e.g.|a Telex
answer back or a Teletex terminal identifier).

The value of a terminal-identifier is @ Printable String.

18.3.p4 Terminal-type
A terminal-type is a standard attribute that gives the type of a terminal.

The yalue of a terminal-type is any one of the following: Telex, Teletex, G3 facsimile, G4 facsimile,
A5 terminal, and<Videotex.

18.3.25 AUaformatted-postal-address

An ub

The value of an unformatted-postal-address is a sequence of Printable Strings, each representing a line
of text; a single Teletex String, lines being separated as prescribed for such strings; or both.

18.3.26 Unique-postal-name

A unique-postal-name is a standard attribute that identifies the point of delivery, other than that
denoted by a street-ad'dress, post-office-box-address, or poste-restante-address, (e.g., a building or
hamlet) of a user’s physical messages.

The value of a unique-postal-name is a Printable String, Teletex String, or both.
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18.4

Attribute List Equivalence

Several O/R addresses, and thus several attribute lists, may denote the same user or DL. Tl}is
multiplicity of O/R addresses results in part (but not in full) from the following attribute list
equivalence rules:

a) The relative order of standard attributes is insignificant.

b) Where the value of a standard attribute may be a Numeric String or an equivalent Printable
NOTE - This rule applies even to the country-name standard attribute, where the choice befween
X.121 or ISO 3166 forms shall be considered insignificant. Where X.121 allocates more  thap one
humber to a country the significance of which number is used has not been standardised by this
pbart of ISO/IEC 10021,

¢) Where the value of a standard attribute may be a Printable String, an equiva_lent Teletex String,
br both, the choice between the three possibilities shall be considered insignificant.

d) Where the value of a standard attribute may contain letters, the cases of those letter shall be
considered insignificant.

e) [n a domain-defined attribute type or value, or in a standard attribute value, all leading, all
trailing, and all but one consecutive embedded spaces shall/beConsidered insignificant.

NOTES

1. An MD| may impose additional equivalence rules upon the attributes it assigns to its own users and DLs. It might define, e.g., rules

concerning punctuation characters in attribute values, the case of letters in such values, or the relative order of domain-defined

attributes

2. As a ndtional matter, MDs may impose additional equivalence rules regarding standard attributes whose values are given as
Strings, in particular, the rules for deriving the equivalent Printable Strings.

[Teletex

18.5 O/R Address Forms

Every ypser or DL is assigned one or more O/R addresses. An O/R address is an attribute list that
distingyishes one user from another.and identifies the user’s point of access to the MHS or thel DL’s
expansipn point.

An O/R address may take(any of the forms summarized in Table 10. The first column of the| table
identifips the attributes available for the construction of O/R addresses. For each O/R address form, the
second [column indicates the attributes that may appear in such O/R addresses and their grades (sde also

clause 18.6).

The table has four(Sections. Attribute types in the first are those of a general nature, attribute ty
the second and third those specific to physical delivery. The fourth section encompasses domain-d
attributes.
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Table 10
Forms of O/R Address

e L L L LR T I +
| 0/R Address Forms |

POST

Attribute Type MNEM NUMR F U TERM
+- General ------cccceciiaiiniteoa.n LR R R R R +

administration-domain-name M M M
common - name c -
country-name
network-address
numeric-user-identifier
organization-name [o
organizational-unit-names c
personal - name c - -
private-domain-name c c
terminal-identifier - . . - c
terminal - type - - o
+- Postal Routing -------------"---"0-- LR R +
pds - name - - [of c
physical-delivery-country-name - - M M .
postal - code - - M M
+- Postal Addressing ---------c-e----- LR R R +
extension-postal - - c - -

-0/R-address- components
extension-physical-delivery - : (% - -

-address-components
local-postal-attributes - -
physical-delivery-office-name A -
physical-delivery-office-number . -
physical-delivery-organization-name - -
physical-delivery-personal -name - -
post-office-box-address - -
poste-restante-address - -
street-address -
unformatted-postal -address - -
unique-postal - name
+- Domain-defined -----¢F%-revecee-nn- R R R +
| domain-defined (one or more) | € c - . c |
L LR R R R PR D R +

c
M M C
- - M

=
roox x| ox

O+ 00000000
1

M -

+- legend -r-cccerecceseniieriieeiinoeens +
MNEM mnemonic F formatted M mandatory
NUMR numeric U unformatted C conditional
POST postal

TERM terminal

The forms of O/R address, summarized in the table, are individually defined and described in the
subclauses below.

18.5.1 Mnemonic O/R Address

A moemonic O/R address is one that provides a memorable identification for a user or DL. It identifies
an MD;and a user or DL relative to it.

A mnemonic O/R address comprises the following attributes:

a) One country-name, one administration-domain-name and conditionally one private-domain-
name, which together identify an MD.

b) One organization-name, one organizational-unit-names, one personal-name or common-name, or
a combination of the above; and optionally one or more domain-defined attributes; which
together identify a user or DL relative to the MD in item a above.
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18.5.2 Numeric O/R Address

A numeric O/R address is one that numerically identifies a user. It identifies an MD, and a user relative
to it.

A numeric O/R address comprises the following attributes:

a) One country-name, one administration-domain-name and conditionally one private-domain-
name, which together identify an MD.

b) ne numeric-user-identifier which identifies the user relative to the MD in item a above(

c) onditionally, one or more domain-defined attributes which provide information ddditional to

hat which identifies the user.

18.5.3 | Postal O/R Address

A posta] O/R address is one that identifies a user by means of its postal address. It identifies thd PDS
through|which the user is to be accessed and gives the user’s postal address,

The following kinds of postal O/R address are distinguished:

a) formatted: Said of a postal O/R address that specifies a usetr’s postal address by means of s¢veral
ittributes. For this form of postal O/R address, this<part of ISO/IEC 10021 prescribes the
tructure of postal addresses in some detail.

b) tinformatted: Said of a postal O/R address that "specifies a user’s postal address in a §ingle
ittribute. For this form of postal O/R address{this part of ISO/IEC 10021 largely does not
brescribe the structure of postal addresses.

A postal O/R address, whether formatted or unformatted, comprises the following attributes:

a) Dne country-name, one administration-domain-name and conditionally one private-domain-
hame, which together identify an MD:

b) Conditionally, one pds-name  which identifies the PDS by means of which the user is fto be
hccessed.,

c) Dne physical-delivery~country-name and one postal-code, which together identify| the

peographical region im\which the user takes delivery of physical messages.

A formatted postal O/R-address comprises, additionally, one of each postal addressing attribute (see
Table 9), except unformatted-postal-address, that the PDS requires to identify the postal patron.

An unformatted postal O/R address comprises, additionally, one unformatted-postal-address attribute.

NOTE - [The total\number of characters in the values of all attributes but country-name, administration-domain-name, and pds-
name in afpostal O/R address should be small enough to permit their rendition in 6 lines of 30 characters, the size of a typical ghysical
envelope window. The rendition algorithm is PDAU-specific but is likely to include inserting delimiters (e.g., spaces) betweeri some
attribute ‘alies-

18.5.4 Terminal O/R Address

A terminal O/R address is one that identifies a user by means of the network address and, if required,
the type of his terminal. It may also identify the MD through which that terminal is accessed. In the
case of a Telematic terminal, it gives the terminal’s network address and possibly its terminal identifier
and terminal type. In the case of a Telex terminal, it gives its Telex number.

A terminal O/R address comprises the following attributes:

a) One network-address.
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b)

d)

e)

The
and

18.6

The

All g

adm

All ¢onditional attributes specific to postal O/R addresses are{présent or absent in such O/R
so aq to satisfy the postal addressing requirements of the users they identify.

19

To gonvey a message, probe, or report toward a_user or the expansion point of a DL, an MTA

only
1St
sho

This
will

requlired for routing decisions.

Whe
poss

more¢ indirect route appropriate such as: less direct routes utilising higher bandwidth links
MTA4s; using late fan-out to give optimisation of transmission costs; and needing to 3
integmediate MTA-~for a service such as conversion. The costs of disseminating and storin

info
mea

The

MD.
nam
coml

existing entirely within countries adopting nationally unique private-domain-names a

ISO/IEC 10021-2:

Conditionally, one terminal-identifier.

Conditionally, one terminal-type.

1990 (E)

Conditionally, both one country-name and one administration-domain-name and conditionally

one private-domain-name which together identify an MD.

Conditionally, one or more domain-defined attributes, all of which provide information

additional to that which identifies the user.

private-domain-name and the domain-defined attributes shall be present only if the coun
hdministration-domain-name attributes are present.

Conditional Attributes

nistration-domain-name and private-domain-name attributes.

Routing

locate the user or DL (i.e., obtain its O/R7address) but also select a route to that location
us the process of selecting, given an O/R address, the MTA to which the message, probe
Id be transferred.

clause is tutorial in nature: it iscenvisaged that a future Addendum to this International
be developed standardising the' mechanisms for dissemination of and use of the in

re no other considerations apply, the optimal routing is to transfer the message as d
ble to the MTA to which the recipient’s UA is connected. However, there may be factors

Fmation possibly combined with the undesirability for some domains of disclosing internal
s that frequéently routing directly to the ultimate MTA will not be possible, even when deg

first_part of the routing decision that an MTA must make is whether this recipient is i
Tor do this, the MTA must know all the combinations of country-name, administration

presence or absence in a particular O/R address of the attributes marked iconditional in T3
determined as follows.

ry-name

ble 10 is

onditional attributes except those specific to postal O/R addresses.are present in an O/R adddress at
the discretion of, and in accordance with rules established by, the MD’ denoted by the count

ry-name,

addresses

must not
Routing
or report

Standgrd
‘ormation

rectly as
making a
between
jccess an
b routing
structure
irable,

1 its own
-domain-
as many

e @and private-domain-name attributes which identify its own domain. A PRMD may have

a a a¥akla O DAND a

PRMDs

single pair of

values of country-name and private-domain-name attributes will be sufficient to identify that PRMD
internally regardless of whether or not semantic absence of the administration-domain-name is
permitted at entry points from ADMDs.

If the recipient is identified as within the same MD the values of other attributes of the recipient’s O/R
address are examined to determine whether the recipient is a UA served by that MTA, in which case
local delivery will occur, or whether an appropriate MTA within the MD can be identified to which the
message can be relayed. Failing either of these, a non-delivery event must occur.

Not all MTAs within an MD necessarily need be configured with the capability to relay to or receive
from other MDs, but there must be at least one MTA within the MD with such capabilities if the MD is
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not to remain isolated from all other MDs. Every MTA within a (non-isolated) MD must be capable of
routing to an MTA within that MD which can relay to other MDs, if not possessing this capability
itself. So, even if the recipient is identified as being outside the MD, relaying to another MTA within

the MD

may still be necessary.

If the external MD is identified as one to which a direct connection exists, then this direct connection
will often be used. The external MD may also be identified as one reached by relaying through one or

more intermediate MD.

If these intermediate MDs are PRMDs then this option can only be exercised

by bilatergl agreement. Alternatively, the external MD may be unknown and then the services of an

ADMD

The rol

will be required
g &

e of an ADMD within the MHS is to provide, directly or indirectly, relaying to-all

other

ADMDsl and to relay messages to all PRMDs directly connected to that ADMD. Thus a PRMD ajways

has the

When m
or other
of the (
commur

pption of choosing to use the services of an ADMD for routing to other PRMDs.

qopsidprations may be used to determine the most appropriate entry point(In the extrem
riginating MD having complete information about the recipient’s MD_this would allow
ication between originator’s MTA and recipient’s MTA.

ore than one entry point to an external MD can be identified, additional O/R _address attributes

g case
direct
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Section five - Use of the Directory

Overview

This section describes the uses to which the MHS may put the Directory if it is present. If the Directory
is unavailable to the MHS, how, if at all, the MHS performs these same tasks is a local matter.

This §ection covers the following fopics:

a)
b)
c)

d)

21

A functional object may accomplish authentication using information stored in the Directory.

22

Authentication;
Name resolution;
DL expansion;

Capability assessment.

Authentication

Name Resolution

A fu

To obtain the O/R address(es) of a user or DIZJwhose Directory name it possesses, an object

that
a)
b)

To d
to thg

23

A fu

ctional object may accomplish name resolution’using the Directory.

ame to the Directory and requests from ‘the Directory entry the following attributes:
MHS O/R Addresses.
MHS Preferred Delivery Methods.

b this successfully, the object must first authenticate itself to the Directory and have accd
e information requested:

DL Expansion

sub

it permissions exist.

presents

ss rights

hctional object may accomplish DL expansion using the Directory, first verifying that the pecessary

To obtain the members of a DL whose Directory name it possesses, the object presents that name to the

Diredtcry and requests from the Directory entry the following attributes:

a)
b)

c)

MHS DL Members.
MHS DL Submit Permissions.

MHS Preferred Delivery Methods.

To do this successfully, the MTA must first authenticate itself to the Directory and have access rights to
the information requested.
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24

Capability Assessment

A functional object may assess the capabilities of a user or MS using the Directory.

The following Directory attributes represent user capabilities of possible significance in Message

Handling:

a) MHS Deliverable Content Length.

b) MHS Deliverable Content Types.

c) MHS Deliverable EITs.

d) MHS Preferred Delivery Methods.

The f¢llowing Directory attributes represent MS capabilities of possible significance in Message
Handling:

a) MHS Supported Automatic Actions.

b) MHS Supported Content Types.

c) MHS Supported Optional Attributes.

To assgss a particular capability of a user or MS whose Directory name it possesses, the object presents
that name to the Directory and requests from the Directory entry the attribute associated with that
capability.

To do

the inflormation requested.

this successfully, the MTA must first authenticate itself to the Directory and have access rights to
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This
a)
b)

26

This
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Section six - OSI Realization

Overview
section describes how the MHS is realized by means of OSI.

section covers the following topics:

Application service elements;

Application contexts.

Application Service Elements

ige Handling.

In OSI the communication capabilities of open systems are organized_into groups of related ca

called

betw
Mess

NOTH

ige Handling.

since that ASE does not figure in the ACS for Message Handling (see ISO/IEC 10021-6), it is not discussed here.

26.1

The
OSI-

The ASE Concept

ASE concept is illustrated in Figure 12, which depicts two communicating open systems.

more] ASEs. A UE represents the controlling or organizing portion of an AE which defines

syste
servi

The

ces (e.g., for message submission_or transfer), that the UE requires to play its role.

ASEY in each open system .communicate with their peer ASEs in the other open syste
presgntation connection between them. That communication is what ¢reates and sustains the rel

embd

they

must be designed\to/coordinate their use of the application association.

clause identifies the application service elements (ASEs) that figure-in the OSI realizption of

abilities

| ASEs. The present clause reviews this concept from the OSL-Reference Model, draws a di ti.nction
ben symmetric and asymmetric ASEs, and introduces the “ASEs defined for or supportive of

- Besides the ASEs discussed, the MHS relies upon the Directory Access Service Element defined in ISO/IEC 9594-6. However,

Dnly the

Felated portions of the open systems,*called AEs, are shown. Each AE comprises a UE an{l one or

he open

m’s role (e.g., that of an MTA).~An ASE represents one of the communication capability| sets, or

relationship between two-~AEs in different open systems is called an application association. The

m via a
htionship

died in the application association. For several ASEs to be successfully combined in a sipgle AE,
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Application-Entity Application-Entity
User User
Element Element
Application
Assoclation
ASE1 'I. -l - ASE1 'I.

1 1

D —

A A

Application Layer

Presentation

Layer Presentation Connection

Figure 12
The ASE Concept

An ASH plays the largely mechanical role of translating requests ‘and responses made by its UE t¢ and
from the form dictated by the application protocol that governs the ASE’s interaction with its peerf ASE
in the open system to which the association connects it. The’ASE realizes an abstract service, or 4 part
thereof,[for purposes of OSI communication (see ISO/IEC”10021-3).

NOTE - $trictly speaking, an open system’s role is determined by.the behaviour of its application processes. In the Message H3ndling
context an application process realizes a functional object of orle)jof the types defined in clause 7. A UE in turn is one par{ of an
applicatiop process.

26.2 S$ymmetric and Asymmetric ASEs

The following two kinds of ASE, illustrated in Figure 13, can be distinguished:

a) ymmetric: Said of an ASE/by means of which a UE both supplies and consumes a service| The
SE for message transfer, e.g., is symmetric because both open systems, each of which embodies
n MTA, offer and-may consume the service of message transfer by means of it.

b) symmetric: Said-ef an ASE by means of which a UE supplies or consumes a service, byt not
oth, depending upon how the ASE is configured. The ASE for message delivery, eg., is
symmetricubecause only the open system embodying an MTA offers the associated service and
nly the Other open system, which embodies a UA or MS, consumes it.
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- = e o

SUPPLYING
UE

With respect to a particular asymmetric ASE, one UE supplies a service which the other consum
co-located with the UEs assist in the service's supply and consumption. The resulting four roles
ptured in Figure 14 and in the following terminology:

ASEs
are ca

a)

b)
c)

- d)

x-supplying UE: An application process.that supplies the service represented by asymmetr

X.

x-supplying ASE: An asymmetric -ASE x configured for co-location with an x-supplying-

x-consuming UE: An application process that consumes the service represented by asyr

ASE x.

x-consuming ASE: An_asymmetric ASE x configured for co-location with an x-consuming

"~

(a) Symmetric ASEs

Figure 13

N

CONSUMING

ASE

/

SERVI E/

SUPPLYING
ASE

- e e o e wm e

(b) Asymmetric ASEs

Symmetric and Asymmetric\ASEs

es. The

ic ASE

UE.

nmetric

s-UE.
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Figure 14

Terminology for Asymmetric ASEs

Application-Entity

UE

x-Consuming UE
y-Supplying UE

ASE x

X-
Consuming
ASE

ASE
I Supglying
ASE

Application-Entity

Application
Assoclation

l—P

UE

x-Supplying UE
y-Consuming UE

ASE x

X=
Supplying

ASE

ASE
'Cons‘n’.&ming
ASE

Application Layer

A

A

Presentation
Layer

Presentation Connection

cated, the four roles described above are defined relative to a particular ASE. When an AE
es several asymmetric ASEs, these roles are assigned independently for each ASE. Th
in Figure 15, a single UE might serve as the consumer with respect to one ASE and
with respect to another.

ls, as
1S the

26.3

Figure 15

Multiple Asymmetric ASEs

Message Handling ASEs

The ASEs that provide the various Message Handling services are listed in the first column of Table 11.
For each ASE listed, the second column indicates whether it is symmetric or asymmetric. The third
column identifies the functional objects--UAs, MSs, MTAs, and AUs--that are associated with the
ASE, either as consumer or as supplier.
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Table 11
Message Handling ASEs
Feseene g D R R R R PR +
| Functional Objects |
drecommececaatcon. +
| ASE | Form | UA MS MTA AU |
LI LIEEEE N D R R R R +
| MTSE | sY | cs I
$ereoen LEREERRR L L EEEEE R R R +
| MSSE | ASY | € €S S |
| Mose | ASY | € C S |
MRSE | ASY c s -
MASE | ASY t s S
4omcenn PR R D LR R R R R R +
+- Legend ----eccccrsenerines +

| SY symmetric C consumer |
l ASY asymmetric S supplier |

The Message Handling ASEs, summarized in the table, are individually jintréduced in the subclauses
below| Each is defined in ISO/IEC 10021-6.

26.3.1 Message Transfer

The Message Transfer Service Element (MTSE) is the means(by which the transfer transmitta] step is
effected.

26.3.2 Message Submission

The Message Submission Service Element (MSSE)-is the means by which the submission transmiftal step
is effected.

step is

A places
heans of

the MSSE MDSE MRSE and MASE

26.4 Supporting ASEs

The general-purpose ASEs upon which Message Handling ASEs depend are listed in the first column of
Table 12. For each listed ASE, the second column indicates whether it is symmetric or asymmetric.
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Table 12
Supporting ASEs

deceans dreaenn +
| ASE | Form |
dmmeeen dreenen +
ROSE SY
RTSE sY

| ACSE | sY |
Feoacann #oceenn +

+- Legend ------- +
SY symmetric
ASY asymmetric

The supporting ASEs, summarized in the table, are individually introduced in the subclausés below.

26.4.1 [Remote Operations

The Remote Operations Service Element (ROSE) is the means by which\ the asymmetric Mepsage
Handling ASEs structure their request-response interactions between consuming and supplying jopen
systems.

The ROSE is defined in ISO/IEC 9072-1.

26.4.2 |Reliable Transfer
The Reliable Transfer Service Element (RTSE) is _the means by which various symmetric| and
asymmetric Message Handling ASEs convey information objects--especially large ones (e.g., facdimile
message$)--between open systems so as to ensure their safe-storage at their destinations.

The RTPRE is defined in ISO/IEC 9066-1.

26.4.3 | Association Control

The Aspociation Control Service Element (ACSE) is the means by which all application associations
between open systems are established, released, and in other respects managed.

The ACSE is defined in ISO"8649.

27  ApplicationContexts

In OSI the communication capabilities (i.e., ASEs) of two open systems are marshalled for a partjcular
purpose| by means of application contexts (ACs). An AC is a detailed specification of the use pf an
associatjonbetween two open systems, i.e., a protocol.

An AC specifies how the association is to be established (e.g., what initialization parameters are to be
exchanged), what ASEs are to engage in peer-to-peer communication over the association, what
constraints (if any) are to be imposed upon their individual use of the association, whether the initiator
or responder is the consumer of each asymmetric ASE, and how the association is to be released (e.g.,
what finalization parameters are to be exchanged).

Every AC is named (by an ASN.l1 Object Identifier). The initiator of an association indicates to the
responder the AC that will govern the association’s use by conveying the AC's name to it by means of
the ACSE.

An AC also identifies by name (an ASN.l Object Identifier) the abstract syntaxes of the APDUs that an
association may carry as a result of its use by the AC’s ASEs. Conventionally one assigns a name to the
set of APDUSs associated either with each individual ASE or with the AC as a whole. The initiator of an
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association indicates to the responder the one or more abstract syntaxes associated with the AC by
conveying their names to it via the ACSE.

The abstract syntax of an APDU is its structure as an information object (e.g., an ASN.1 Set comprising
an Integer command code and an IAS5 String command argument). It is distinguished from the APDU’s
transfer syntax which is how the information object is represented for transmission between two open
systems (e.g., one octet denoting an ASN.!l Set, followed by one octet giving the length of the Set, etc.).

The ACs by means of which the various Message Handling services are provided are specified in
ISO/IEC10021~6—Theseprotocols-are known-as- Pl P3and P7,

NOTE| - The nature of a message's content does not enter into the definition of Message Handling ACs because-the |content is
encapsjilated (as an Octet String) in the protocols by means of which it is conveyed.
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Annex A
(normative)

Directory Object Classes and Attributes

Several Directory object classes, attributes, and attribute syntaxes are specific to Message Handling.
These are defined in the present annex using the OBJECT-CLASS, ATTRIBUTE, and ATTRIBUTE-
SYNTAX macros of ISO/IEC 9594-2, respectively.

Al

The object classes specific to Message Handling are those specified below.

NOTE -
ISO/IEC

Directory
Informati

A.l.1

An MHS Distribution List object is a DL. The attributes in its entry identify its common name, submit
permissfions, and O/R addresses and, to the extent that the relgvant attributes are present, descri}

DL, id

deliverable content types, deliverable EITs, members, and preferred delivery methods.

A1.2

An MH
that th
automa

Dbject Classes

The Directory object classes described in this annex can be combined with other object classes;'elg., the ones de
0504-7. See also ISO/IEC 9594-2, clause 9 for an explanation of how Directory object classes“can be combined
entry. Annex B of ISO/IEC 9594-7 gives some further information about Directory namié forms and possible D
bn Tree structures.

MHS Distribution List

entify its organization, organizational units, and owner; cite related objects; and identi

Imhs-distribution-list OBJECT-CLASS
SUBCLASS OF top
MUST CONTAIN {
commonName,
mhs-dl-submit-permissions,
mhs-or-addresses)
MAY CONTAIN (
description,
organization,
organizationalUnitName,
owner,
seeAlso,
mhs-deliverable*content- types,
mhs-del iverable-eits,
mhs-dl -members,
mhs-prieferred-del ivery-methods)
1:= id-oc-mhs~distribution-list

MHS Message Store

S Messagé Store object is an AE that realizes an MS. The attributes in its entry, to the
ey are~present, describe the MS, identify its owner, and enumerate the optional attri
ic-actions, and content types it supports.

fined in
in one
rectory

e the
fy its

extent
butes,

64

mhs-message-store OBJECT-CLASS

SUBCLASS OF applicationEntity

MAY CONTAIN {
description,
owner,
mhs-supported-optional -attributes,
mhs-supported-automatic-actions,
mhs - supported-content - types)

1:= id-oc-mhs-message-store
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An MHS Message Transfer Agent object is an AE that implements an MTA. The attributes in its entry,
to the extent that they are present, describe the MTA and identify its owner and its deliverable content

length.
mhs-message- transfer-agent OBJECT-CLASS
SUBCLASS OF applicationEntity
MAY CONTAIN (
description,
mhs-déliverable-content-length)
::= id-oc-mhs-message-transfer-agent
A.l.4 MHS User
An MHS User object is a generic MHS user. (The generic MHS user can have(for example, a

addr

to the extent that the relevant attributes are present, identify the user’s  deliverable conten

cont

A.l.
An ]

they
its C

A2

ess, a residential address, or both.) The attributes in its entry identify the\user’s O/R add
bnt types, and EITs; its MS; and its preferred delivery methods.

mhs-user OBJECT-CLASS

SUBCLASS OF top

MUST CONTAIN (
mhs-or-addresses)

MAY CONTAIN {
mhs-del iverable-content- length,
mhs-deliverable-content- types,
mhs-deliverable-eits,
mhs-message-store,
mhs-preferred-delivery-methods)

::= id-oc-mhs-user

5  MHS User Agent

MHS User Agent object is an AE that realizes a UA. The attributes in its entry, to the e
are present, identify the UA’'s_owner; its deliverable content length, content types, and ]
/R address.

mhs-user-agent OBJECT-CLASS

SUBCLASS OF appliicationEntity

MAY CONTAIN (
owrien,
mhs-deliverable-content-length,
mhs-deliverable-content-types,
mhs-deliverable-eits,
mhs-or-addresses)}

: 0% Td-oc-mhs-user-agent

Attributes

business
ress and,
t length,

ctent that
EITs; and

The la
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A.2.1  MHS Deliverable Content Length

The MHS Deliverable Content Length attribute identifies the maximum content length of the messages
whose delivery a user will accept.

A value of this attribute is an Integer.

mhs-deliverable-content-length ATTRIBUTE

WITH ATTRIBUTE-SYNTAX integerSyntax
SINGLE VALUE

TS 1d-at-mhs-deliveraple-content- tengtn

A.2.2 | MHS Deliverable Content Types

The MHS Deliverable Content Types attribute identifies the content types of the, messages Whose
delivery a user will accept.

A valud of this attribute is an Object Identifier.

phs-del iverable-content-types ATTRIBUTE

WITH ATTRIBUTE-SYNTAX objectldentifierSyntax
MULTI VALUE

::= id-at-mhs-deliverable-content-types

A.2.3 MHS Deliverable EITs

The MHS Deliverable EITs attribute identifies the EITs«of the messages whose delivery a usgr will
accept.

A valug of this attribute is an Object Identifier.

mhs-deliverable-eits ATTRIBUTE

WITH ATTRIBUTE-SYNTAX objectldentifierSyntax
MULT1 VALUE

::= id-at-mhs-deliverable-eits

A.2.4 MHS DL Members
The MHS DL Members attribute identifies a DL’s members.

A value of this attribute.isTan O/R name.

mhs-dl -members- ATTRIBUTE

WITH ATTRIBUTE-SYNTAX mhs-or-name-syntax
MULTI™VALUE

fa3) id-at-mhs-dl-members

A.2.5 | “MTHS DL Submit Permissions

The MHS DL Submit Permissions attribute identifies the users and DLs that may submit messages to a
DL.

A value of this attribute is a DL submit permission.

mhs-dl-submit-permissions ATTRIBUTE
WITH ATTRIBUTE-SYNTAX mhs-dl-submit-permission-syntax
MULTI VALUE
1:= id-at-mhs-dl-submit-permissions
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