INTERNATIONAL ISO
STANDARD 24102-2

Second edition
2018-11

Intelligent transport systems — TS
station management —

Part 2:
Remote management of ITS-SCU$

Systemes intelligents de ttansport — Gestion de la station {TS —

Partie 2: Gestion a distance des SCUs-ITS

Reference number
1SO 24102-2:2018(E)

©1S0 2018



https://standardsiso.com/api/?name=dc67ca9049a08604c001e76d803833e1

ISO 24102-2:2018(E)

COPYRIGHT PROTECTED DOCUMENT

© 1S0 2018

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting
on the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address
below or [SO’s member body in the country of the requester.

ISO copyright office

CP 401 o Ch. de Blandonnet 8
CH-1214 Vernier, Geneva
Phone: +41 22 749 01 11
Fax: +41 22 749 09 47
Email: copyright@iso.org
Website: www.iso.org

Published in Switzerland

ii © ISO 2018 - All rights reserved


https://standardsiso.com/api/?name=dc67ca9049a08604c001e76d803833e1

1SO 24102-2:2018(E)

Contents Page
FOT@WOT .........oocccc e85 55858555555855 8 5555 \%
IIMETOUICEION. ..ot vi
1 S0P ... 1
2 NOTINATIVE FEEETE@IICES ............ooooiooeee st 1
3 Terms aNd AefiMETIOMNIS ... 1
4 _Sy‘m'bﬂ'ls'aud abbreviatedterms— 2
5 REQUIT@IMEIIES ...ttt B 2
6 Remote management architecture ... )
6.1 FUNCHONAITLY - e o]
6.2 ITS station architecture...........n,
6.3 Distributed implementation of an ITS-S
6.4 RMPE
6.5 RMCH
7 Remote management protocol data units.......... SN, 8
8 Service primitive funCtions ...
8.1 Generic service primitives ...
8.2 MF-SAP service primitive functions
8.2.1  Transmission request of RSMP-Request and RSMP-Response........
8.2.2  Notification of reception of RSMP-Request and RSMP-Response
8.3 SF-SAP service primitive funCtions ... 5 e
8.3.1  Security procedure appliedito RSMP-Request and RSMP-Response ...}, 10
8.3.2  Security procedure applieéd to RMCH-Request and RMCH-Response......{............... 10
9 Remote management procedures:{.)...........c.c..
9.1 Remote management sesgsion initiation
9.1.1 Initiation by SERVET ...
0.1.2  Initiation DY CHENT ..o
9.1.3  RSMP SeSSioN identifier ..o
9.1.4 RSMP §ession security
9.2 Remote management SESSION ClOSUTE. ...
0.2.1  ACEIVE ClOSUTE ...oooe et
9.2.2 _NTIMEOUL ..o

9.2.3 No active session..

9.3 Fitmware update.........n

9.4 _ Maintenance of ITS-S protocols............c.

9.5 Maintenance of ITS-S application processes

916 Maintenance of configuration information ...

10 Usage of FSAP
TO.T General

10.2  SAM ..

T10.3 SR e
11 Dynamic data
12 COMEOTTIMATICE.........coooce s 16
13 TESTIMEEROMS......c.coo s 16
Annex A (normative) Contexts of the RMPE ITS application class...............ccee 17
Annex B (normative) ASN.T MOAUIES ...t

Annex C (informative) Communication service parameters

Annex D (normative) Implementation conformance statement (ICS) proforma.............cccnee 28

© 1S0 2018 - All rights reserved iii


https://standardsiso.com/api/?name=dc67ca9049a08604c001e76d803833e1

ISO 24102-2:2018(E)

BIDIHOGTAPIY ... 37

iv © ISO 2018 - All rights reserved


https://standardsiso.com/api/?name=dc67ca9049a08604c001e76d803833e1

Fo

1SO 24102-2:2018(E)

reword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

This document is part of a series of International Standards for communications in intelligent transport
systems (ITS) based on the ITS station and communications architecture specified in ISO 21217 and
illustrated in Figure 1.
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Figure 1 — ITSGhltion reference architecture

.
-

This docurent is Part 2 of a muﬁﬁ;@rt document which determines remote management of an|ITS
station unift (ITS-SU) operated 36 unded secured managed entity (BSME).

-

Remote IT$ station manage%&t has the purpose of

— setting, updating deletion of configuration and operation information in an ITS station
commuinicationu (ITS-SCU) ofanITS station unit (ITS-SU) specifiedinISO 21217, e.g.information
on poljcies an ulations, security related information, accounting information, communication
protodpl la rametersl[3],

—

— installption, update and uninstallation of persistent information in an ITS-SCU, e.g. ITS-S applicafi
processes specified N 15O 21217, TTS-S communication protocols,

—

on

— notification and retrieval of management information, e.g. log files of events, alarms generated by
the ITS-SCU(s) of an ITS-SU.

By this it covers the five management areas identified in ISO/IEC 7498-4[1].

Vi © ISO 2018 - All rights reserved
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Intelligent transport systems — ITS station management —

Part 2:
Remote management of ITS-SCUs

1 [Scope

Thif document provides specifications for intelligent transport systems (ITS) station‘man
conform with the ITS station reference architecture.

Remote ITS station management is specified by means of protocol data units\(PDUs) and ]
of the "Remote ITS Station Management Protocol” (RSMP) related to managed objects
staffion communication unit. Distinction is made between managed entities’(management ¢
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For

aging entities (management servers).

Normative references

following documents are referred to in the text in such a way that some or all of th
stitutes requirements of this document. For dated references, only the edition cited 4
ated references, the latest edition of the referenced,document (including any amendmen

IEC 8825-2, Information technology — ASN:l “encoding rules: Specification of Packe
s (PER)

TS 16460, Intelligent transport systemis — Communications access for land mobiles
munication protocol messages for global usage

17419, Intelligent transport systéms — Cooperative systems — Globally unique identificatid
17423, Intelligent transportsystems — Cooperative systems — Application requirements an
21217, Intelligent transpart systems — Communications access for land mobiles (CALM) — A
24102-1, Intelligenttransport systems — ITS station management — Part 1: Local manage

24102-3, Intelligent transport systems — ITS station management — Part 3: Service access

Terms:and definitions

the “purposes of this document, the terms and definitions given in ISO 21217, IS

hgement to

brocedures
in an ITS
lients) and

Pir content
pplies. For
[s) applies.

1 Encoding

(CALM) —

n
1 objectives
rchitecture
ment

points

D 24102-1,

ISO

2402 2 1CA T C 1, 400 ICAAnc 7400 4111 11

| £.11
L4 TIVUALT O, 10U 10 1UTUU, dlIlu ldU/ ILG 777 J707T7=1 dllIU LU1IT 1U11UVV1115 alJlle

[SO and IEC maintain terminological databases for use in standardization at the following addresses:

31

[SO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/

remote management client
ITS station communication unit in which remote ITS station management is performed by a remote
management server

© ISO 2018 - All rights reserved
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3.2
remote management server
entity performing remote ITS station management in an ITS station communication unit

4 Symbols and abbreviated terms

For the purposes of this document, the abbreviated terms given in ISO 21217, SO 24102-1, ISO 24102-3,
ISO TS 16460, and ISO/IEC 7498-4[1] and the following apply.

BSME Bounded Secured Managed Entity (from ISO 21217)
FSAP Fast Service Advertisement Protocol (from ISO 22418[3])
ITS Intelligent Transport Systems

ITS-SCU ITS Station Communication Unit (from ISO 21217)

ITS-SCU-CMC  ITS-SCU Configuration Management Centre (from ISO 17419)

ITS-SU ITS Station Unit (from ISO 21217)

RMC Remote Management Client

RMCH Remote Management Communication Handler
RMPE Remote Management Protocol Execution

RMS Remote Management Server

RSMP Remote ITS-station Management Protocol

5 Requjrements

The ITS stption management entity provides the functionality specified in the various parts of fthis
multi-partdocument:

— The fupctionality of local ITS station management specified in ISO 24102-1.
— The functionality of remote ITS station management specified in this document (Part 2).

— The fupctionality of management service access points specified in ISO 24102-3.

— Thefunctionality,of ITS station-internal management communications specified in [2] (ISO 24104-4).

— The fupctionality of path and flow management specified in ISO 24102-6.

Means to secure the access to management functionality need to be specified within the global conrext
of ITS security. Details are outside the scope of this document.

Detailed mandatory requirements are specified in the following clauses of this document:
— Clause 6 presents the remote management architecture.

— Clause 7 specifies remote management protocol data units.

— Clause 8 specifies service primitive functions.

— Clause 9 specifies remote management procedures.

— Clause 10 specifies details needed for the Fast Service Advertisement Protocol (FSAP).

2 © ISO 2018 - All rights reserved
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Clause 11 identifies dynamic data.

Clause 12 informs about conformance declaration.

Clause 13 informs about conformance testing.

The normative Annex A specifies contexts of the RMPE ITS application class.

The normative Annex B specifies the ASN.1 module for remote management.

The informative Annex C proposes settings of communication service parameters used for automatic

selection of communication prnfilpc cpprifipd in ISO 17423

6.1
The

Byt

Ren
SU)

of ap ITS-SU acting as remote management client (RMC).

An
RM
RM
may
ass

Ren
sesy

The normative Annex D presents the implementation conformance statement (ICS).prof

Remote management architecture

Functionality

setting, updating and deletion of configuration and operation information in an I
communication unit (ITS-SCU) ofan ITS station unit (ITS-SU)specified in SO 21217, e.g.i
on policies and regulations (ISO 17419), security reldbed information, accounting iy
access layer parameters(3], etc.

installation, update and uninstallation of persistentinformation in an ITS-SCU, e.g. ITS-S
processes, ITS-S communication protocols,

notification and retrieval of management ififormation, e.g. log files of events, alarms ge
the ITS-SCU of an ITS-SU.

his it covers the five management areas identified in ISO/IEC 7498-4[1].
acting as remote managemeht server (RMS) manages an ITS station communication uni
RMS is associated with-an ITS-SCU configuration management centre identified in ISQ

5 may be implemented e.g. in a roadside ITS sub-system, or in a central ITS sub-syste

' be associatedwith several ITS-SCU configuration management centre. A single ITS-SC
pciated only,with a single ITS-SCU configuration management centre.

hote ITS-station management is applied to managed objectsll] in remote management ses
ions$ may be initiated

prma.

"Remote ITS Station Management Protocol” (RSMP) specified in this document has the purpose of

TS station
hformation
formation,

hpplication

nerated by

note ITS station management covers a set of management processes where an ITS statio unit (ITS-

(ITS-SCU)

17419. An
m. Several

bs may be assotiated with the same ITS-SCU configuration management centre. A single RMSs

J always is

sions. Such

L £l RMNC L

1t Protocol

iaadioraod 3 al L £ 1 £ C 4 A 3
U)’ CIIT INIVIO \DCI vl 1IIitidatltcu DCDDIUII}, C-s- U)’ IIICAIIS Ul UIIU T'dol JUT VILU MUVUI UIOUIIIT

(FSAP)[3] or by direct IPv6 based access, or

by the RMC (client initiated session), typically using IPv6 communications,

as illustrated in Figure 2 (server initiated session using FSAP), in Figure 3 (direct server initiated
session), and in Figure 4 (client initiated session).

The mechanisms specified in this document enable future specifications of remote management
features in separate standards or by means of registries.
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RMS RMC

SAM and §

Figure 2 t¢ prepare for the secured managentent session. During the FSAP service operation ph
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35 o REQW (inifiate secure session) n <.
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REQW (managment command)

B
RES (command confirmation, result)

A
RSMP
operation
phase

REQW (close session)

»

RSMP
closing
phase

RES (confirm end of session

A

Figure 2 — Server initiated session (example with FSAP)

RM specified in [3] with details specified in this document are used in the exampl

re session is requested from the-RMS which is acknowledged by the RMC. After succes|

ent of a session with mutualauthentication of RMS and RMC with optional agreement

of the management data(tg be exchanged in the session, the RMS may send out a seque
nent commands, each of which is acknowledged by the RMC providing also optional re]
y, the RMS closes the session, which also is acknowledged by the RMC. Subsequent to this
gement data can bgeéxchanged.

b of
hse,
sful
on
nce
sult
,ho
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RMC

REQW (initiate secure session) o 0 & N
- =88
RES (confirm secure session) eSS
- =
REQW {managment command) —
. - [a S [0)
RES (command confirmation, result) =% &
< 2] o <
[v4 o
(s}
REQW (close session) Qoo
> =58
o C
RES (confirm end of session oo

Figure 3 — Direct server initiated session

In the example of Figure 3, an RMS directly initiates azsecure session with an RMC. After confirmation

of the secure session by the RMC, the RMS runs and-closes the secure session as illustrate

theldirect server initiated

session.

RMS

RMC

REQW (Request a secure session)

A

l above for

c
S
REQW (initiate secure session) . £33
. . ¥ S8a
RES (confirm secure session) z
REQW (managment command) _
— [=]
RES (command confirmation, result) < -% 2
¢ ®©
228
(]
REQW (close session) - Lo
23
RES (confirm end of session rgs

A
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In the example of Figure 4, upon an event internal to an RMC, an RMC notifies the need for a secure
session to the RMS. Then the RMS initiates, runs, and closes the secure session.

6.2 ITS station architecture

The "Remote ITS-station Management Protocol” (RSMP) consists of two functional blocks, i.e.

— the ITS-S application process "Remote Management Protocol Execution" (RMPE) with a registered

"ITS Application Identifier" (ITS-AID) and "the ITS-S application process identifier" (ITS-SAPID)
of values

— 1 flor the RSM client and
— 2 flor the RSM server;

— the ITE-S facility "Remote Management Communication Handler" (RMCH) usingya Well-kngwn
registgred ITS port number PORT_RSMP and dynamically assigned ITS port numbexsl4! for local{zed
commuinications .The value of PORT_RSMP is 32763.

The allocation of these functional blocks in the ITS station architecture specified in ISO 2121f is
presented |n Figure 5. Globally unique identifiers are specified in ISO 17419.

Communictions

ITS-S Manalgement Entity ITS-S Facilities Layer ITS-S Security Entit

Remote Management
Communication Handler
(RMCH)

SF-SAP

O
( NEsSAP )
v

ITS-S Networking&.Jransport Layer

Execution (RMPE)
Security Support

ITS-S AccessLayer

Figure 5 — Functional blocks of RSMP

The RMCH communication protocol is located in the ITS-S facilities layer.
The RMPE ITS-S application process is located in the ITS-S management entity:.

RMCH and RMPE are connected via the MF-SAP services MF-COMMAND and MF-REQUEST specified in
[SO 24102-3 with service primitive functions specified in Clause 8.

6.3 Distributed implementation of an ITS-S
The "Remote ITS-station Management Protocol” (RSMP) supports distributed implementations of

ITS-S roles identified in ISO 21217, i.e. several ITS-SCUs per ITS-SU. The RMCH thus may communicate
via the ITS station-internal network with an ITS-SCU providing the link to the peer ITS station unit.

6 © ISO 2018 - All rights reserved
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Details depend on the ITS-S networking & transport layer protocol used and are outside the scope of
this document.

6.4 RMPE

"Remote Management Protocol Execution" (RMPE) is an ITS-S application process located in the ITS-S
management entity. There are two distinct instantiations of the RMPE, i.e. the server instantiation and
the client instantiation. There is exactly one instantiation of RMPE in each ITS-SCU of an ITS-SU. The
RMPE cannot manage ITS-SCUs in which it is not instantiated.

NOTE Eormoreinformation on ITS-S anplication nrocesses see IS0 21217
)30 T

Mamagement activities include:

— |updating firmware in the ITS-SCU;

— |maintenance of ITS-S application processes:

— new installations;

— updates of existing installations;

— deletion of existing installations;

— |maintenance of communication, management and securiby+protocols:
— new installations;

— updates of existing installations;

— deletion of existing installations;

— |maintenance of management parametefs:

— setting of parameter values and other information;

— retrieval of parameter values and other information, e.g. logfiles;

— |maintenance of security telated managed objects.

6.5/ RMCH

The "Remote Management Communication Handler" (RMCH) is a communication facility lodated in the
ITS4S facilities layer. The RMCH

— |receives'service data units which contain "RMCH Protocol Data Units" (RMCH-PDUs) illpstrated in
Figure'6 from peer ITS-SUs,

— |exehanges RSMP-PDUs illustrated in Figure 7 with the RMPE via the MF-SAP,

— transmits RMCH-PDUs to peer ITS-SUs, and

— uses services from the ITS-S security entity via SF-SAP service primitives to authenticate peer ITS
station units, and to optionally encrypt and decrypt RMPE-PDUs.

The well-known ITS port PORT_RSMPI[4] for localized communications is used by
a) an RMS for transmission of a message
— asasource port number;

— as a destination port number in case of direct session initiation, and only in the REQW
(initiate secure session) message shown in Figure 3. With the REQW (initiate secure session),

© ISO 2018 - All rights reserved 7
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an RMS requests an RMC to use a specific dynamically assigned port number for subsequent
communications.

b) an RMC for transmission of a message

— as a destination port number in case of direct session initiation, and only in the "Request a
secure session” message shown in Figure 4.

Client instantiations use dynamically assigned port numbers as source port number.

7 Remgtemanagementprotoesldataunpits——M

Remote stption management uses the protocol data units, data elements and security elements
illustrated|in Figure 6, Figure 7, Figure 8 and Figure 9. The ASN.1 presentation of these PDUs is/specified
in Annex B

RMCH-Request/Response:

OCTET STRING containing
SecHeader RSMP-Request or RSMP-Response | Seclrailer
optionally encrypted

Figure 6 — RMCH protocol data units

RMCH-Re(jEest and RMCH-Response messages encapsulatex RSMP-Request and RSMP-Respdnse

messages, frespectively, between a security header and assecurity trailer. RSMP-Request and RSMP-
Response messages may be encrypted as indicated in the:SecHeader fields.
RSMP-Request:
. PDU- Length of Request
SessionlD | ¢ nter | FRYIP 001 remainder Data
RSMP-Response:
. PDU- Length of | Response
SessionlD | (ogunter | PPYP (M remainder Data

Figure 7 — RSMP protocol data units RSMP-Request and RSMP-Response

RSMP-Reqfiest messages of ASN.1 type RSMPmessage are sent by RMSs, and by RMCs to request a
remote mgnagement session as illustrated in Figure 4. RSMP-Response messages of ASN.1 tlype
RSMPmesdage are sent only by RMCs.

The SeSSlC I idantifiac nninnn]n A caccinn an o nnn,“F 1c T’T‘C C{‘ll and o o oifis oS gara +eceHdtre

..................... J-a-5ession a-speeifie and-a-specifie-management-—ecer
The value zero is used by a RMC in the RSMP-Request message requesting initiation of a secure session
by a RMS.

The PDU-Counter distinguishes PDUs uniquely in a session. The value presented in a RSMP-Request is
used in the corresponding RSMP-Response.

The PDU-ID distinguishes RSMP-Request and RSMP-Response messages.

8 © ISO 2018 - All rights reserved
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Request Data:

RqDatalD L;ggt;‘t;’f RqData
Response Data:

RsDatalD L;ggt:t:f RsData SIE,{;';?J;

Rql}
Ref

Thd

Sec
givg
Nul

8.1

Thd
RE(
doc

8.2

i (o] n 'S - | dai 1 PP I N, a0 Y
3 lsul C O I\Cl—lucol— dilivu 1 CDPUIIDC udida CITIITIITS NTUUT OO LDUAdlLad diiu NTOo PUILLIOT

atalDs are given in the ASN.1 type RefRSMPREQ, and RsDatalDs are given in the 4
RSMPRES. These IDs uniquely identify RqData and RsData, respectively.
ErrorStatus is given by the ASN.1 type RSMPErrStatus.
SecHeader:
Length of
SecHeadID SecHead SecHead
SecTrailer
SecTrailp | LeNgM ol “secTrail
SecTrail

Figure 9 — Security header and trailer SecHeader and SecTrailer

HeadIDs and SecTraillDs are given in the ASN.1 type RefSECRSMP. Not applying any
n by the ASN.1 value c-noSecurity;the corresponding SecHead and SecTrail are of
1Type.

Service primitive funetions

Generic service primitives

service primitives MF-COMMAND.request. MF-COMMAND.confirm, MF-REQUEST.re
DUEST.confirnt, SF-REQUEST.request and SF-REQUEST.confirm are specified in ISO 24
ument speeifies functions for these generic service primitives applicable for RSMP.

ME-SAP service primitive functions

ta

ASN.1 type

security is
ASN.1 type

quest, MF-
1 02-3. This

1 Trancmiccian »anoanngc + ofFRDCMD Rogunc £+ and RDCMP DRacnonce

8.2

x TSI STUIT TC U T o T UTTIOIVIT T uac ot ot IO IT  ISCoOpPUTIoT

The service primitive MF-COMMAND.request is used. ASN.1 types and values for the applicable function
shall be as specified in Table 1, with ASN.1 details specified in Annex B.

© ISO 2018 - All rights reserved
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Table 1 — Transmission request of RSMP-Request and RSMP-Response

MF-Command-request

&mxref &MXParam Description

c-rsmpMessageTX RSMPmessageTX Request to transmit RSMP-Request and RSMP-
Response to a specific peer station

MF-Command-confirm

&mxref &MXParam Description

c-rsmpMessageTX RSMPmessageTXconf The MF-Command-request RSMPmessageTX shall

be confirmed with RSMPmeg sageTXconf and

with ErrStatus specified in ISO 24102-3.

8.2.2 Natification of reception of RSMP-Request and RSMP-Response

The service primitive MF-REQUEST.request is used. ASN.1 types and values for the applicable functjons
shall be as|specified in Table 2, with ASN.1 details specified in Annex B.

Table 2 — Notification of reception of RSMP-Request and RSMP-Response

MF-Request-request

&mxref &MXParam Description

c-rsmpMegsageRX RSMPmessageRX Notification @f'reception of RSMP-Request and
RSMP-Response from specific peer station

MF-Request-confirm

Rmxref &MXParam Description

c-rsmpMefsageRX RSMPmessageRXconf The request RSMPmessageRX shall be confirnjed
with RSMPmessageRXconf and with ErrStaty
specified in ISO 24102-3.

72}

8.3 SF-SAP service primitive functions

8.3.1 Segurity procedure applied to RSMP-Request and RSMP-Response

The service primitive SF-REQUEST.request is used. ASN.1 types and values for the applicable functjons
shall be as|specified in Table 3, with ASN.1 details specified in Annex B.

[able 3 — Security procedure applied to RSMP-Request and RSMP-Response

SF-Request-request

&mxref &MXParam Description

c-secRSMPmes §ageTX SecRSMPmessageTX Request to secure RSMP-Request/RSMP-
Response prior to transmission to a specifif

ot
PTCTSTAtIOIT

SF-Request-confirm

&mxref &MXParam Description

c-secRSMPmessageTX RMCHmessage The SF-Request-request SecRSMPmessageTX
shall be confirmed with the secured copy of
RSMP-Request/RSMP-Response, i.e. the RMCH-
Request/RMCH-Response and with ErrStatus
specified in ISO 24102-3.

8.3.2 Security procedure applied to RMCH-Request and RMCH-Response

The service primitive SF-Request.request is used. ASN.1 types and values for the applicable functions
shall be as specified in Table 4, with ASN.1 details specified in Annex B.

10 © ISO 2018 - All rights reserved
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Table 4 — Security procedure applied to RMCH-Request and RMCH response

:2018(E)

SF-Request-request

&mxref &MXParam Description

c-secRMCHrX

SecRMCHrX Request to process security of a rece

ic peer station prior to forwarding to

RMCH-Request/RMCH-Response from a specif-

ived

the RMPE

SF-Request-confirm

&mxref &MXParam Description

c—-secRMCHr

RSMPmessage ThpQFZqunpchrpqnpcfQahPMPHr

confirmed with the unsecured capy
Request/RMCH-Response, i.e.the R
Request/RSMP-Response arid with
specified in ISO 24102-3.

X shall be

SMP-
ErrStatus

of RMCH-

9.1

9.1

Anl
Ses:s

Upd
wit

9.1

An
of

the
Req

NO']
comy
and
Upd
the
9.1

Evel

Remote management procedures
Remote management session initiation

1 Initiation by server

RMS may initiate aremote management session upon purpose. In order to starta remote m
ion, the RMS shall send the RSMP-Request(RMSinitSession) to the RMC in the desire

n reception of a valid RSMP-Request(RMSinitSession), the RMC shall acknowledge t
h the RSMP-Response(RMSinitSessionRs).

2 Initiation by client

RMC may initiate a remote management session upon purpose. In order to reques
h remote management session;-the RMC shall send the RSMP-Request(RMCregSe
desired management center.-This request may be repeated until the RMC receives
uest(RMSinitSession) from the selected RMS starting the requested session.

E An ITS-SCU knows _how to reach its associated ITS-SCU management centre and th

Internet can be used-

n reception ofthe RSMP-Request(RMSinitSession), the RMC shall acknowledge the re
RSMP-Respofise(RMSinitSessionRs).

3 RSMP session identifier

anagement
d ITS-SCU.

he request

[ initiation
5sion) to
an RSMP-

e necessary

munication protocols and-addresses. Details are out of scope of this document. Typically a cellular network

quest with

" of ASN.1

" remote management session is identified by an RSMP session identifer "Sessionl[}

type RsmpSessionID assigned by the RMC. The values of SessionID shall be unique for a given RMC.
The value zero shall be used by a RMC in the RSMP-Request message requesting initiation of a secure
session by a RMS as specified in Clause 7.

9.1.

4 RSMP session security

Details of security schemes to be applied for a remote management session may be negotiated between
RMS and RMC. This negotiation is performed using the RSMP-Request and RSMP-Response PDUs
specified in Clause 7. Details of these PDUs will be specified in a future version of this document.

©IS
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9.2 Remote management session closure

9.2.1 Active closure

As soon as no further remote management actions are needed in a remote management session, the
RMS shall close the session. Closure of a remote management session shall be indicated by the RMS by
sending the RSMP-Request(RMScloseSession) to the RMC.

Upon reception of the RSMP-Request(RMScloseSession), the RMC shall acknowledge the request with
the RSMP-Response(RMScloseSessionRs), and shall treat the remote management session as closed.

9.2.2 TiJneout

In case an
session for
ASN.1 typd

In order
Request(R
command

NOTE

9.2.3 No

Aslong as
Request m
RSMP-Req

T

a time period larger than the time indicated in the management parameter RSMPtimeot
RSMPtimeout, the RMC shall close the remote management session on itsCown.

Lo keep a session alive, an RMS may periodically send the Pifigzcommand RS
EMPping) with arbitrary data which shall be acknowledged by the RMC with the P
RSMP-Response(RSMPping) returning the received arbitrary data:

his document does not specify a value for RSMPtimeout.

active session

in RMC is not in an active remote management session ' with an RMS, it shall ignore all RS
essages except the one to start a remote management session and an optionally reped
lest(RMScloseSession).

9.3 Firmware update

A partial o
RSMP-Req
message t}
by sending
firmware v
installed. U

' complete update of the firmware of-an ITS-SCU may be requested by the RMS by sending
lest(firmwareUpdate) message. Upon reception of the RSMP-Request(firmwareUpda
e RMC shall first acknowledge reception of the RSMP-Request(firmwareUpdate) mesy
the RSMP-Response(firmwaxeUpdateRs) message, and shall then perform the reques
pdate in line with requirements on secure operation of the platform in which the ITS-SC
pon automatic restart ofthe ITS-SCU after the firmware update, the ITS-SCU shall requd

remote management session at'the RMS to confirm success of the operation, and to close correctly

session.

Aslong as

h firmware update session is active, other management sessions are prohibited.

9.4 Mai

layer, thel

RMC does not receive RSMP-Requests from a RMS during an open remote mamwagentent

It of

MP-
ng-

MP-
ted

the
te)
age
ted
U is
sta
the

the ITS-S security entlty

Maintenance of an ITS-S protocols may be performed with RSMP-Request(ProtMaintenance)
distinguishing three types of maintenance operation:

a)
b)

Installation of a new ITS-S protocol requested with ASN.1 type ProtMgmtInstallRaq.

Update of an existing ITS-S protocol requested with ASN.1 type ProtMgmtUpdateRqg. The

existing ITS-S protocol is identified with ASN.1 type ProtocolID provided by the RSC in the
acknowledgement of an initial installation.

12
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c) Deletion of an existing ITS-S protocol requested with ASN.1 type ProtMgmtDeleteRqg. The
existing ITS-S protocoll is identified with ASN.1 type ProtocolID provided by the RSC in the
acknowledgement of an initial installation.

Amaintenance requestshall be acknowledged by an RMC with RSMP-Response (protMaintenanceRs)
distinguishing three types of maintenance operation:

a) Acknowledgement of an installation of a new (instantiation of an) ITS-S application process with
ASN.1 type ProtMgmtInstallRs providing the unique application Identifier of ASN.1 type
ProtocolID of thisinstantiation of an ITS-S application process. In case of failure ProtocolID.
instance shall contain the value zero, otherwise the value contained in ProtMgmt Instal1Rq.

b) |Acknowledgementofan update of an existing ITS-S protocoll with ASN.1 type ProtMgmtypdateRs.
In case of failure ProtocolID.instance contained in ProtMgmtUpdateRs~shall ¢ontain the
value zero, otherwise the value contained in ProtMgmtUpdateRgq.

c) |Acknowledgement of deletion of an existing ITS-S protocoll with ASN.1 type PfotMgmtpeleteRs.
In case of success ProtocolID.instance contained in ProtMgmtDé&leteRs shall ¢gontain the
value zero, otherwise the value contained in ProtMgmtDeleteRq.

The return status of ASN.1 type RSMPErrStatus contained in thesatCknowledgement shall present a
valye as specified in Table 5.

Table 5 — Protocol maintenanee'result status

Status value in Installation Update Deletjon
RSMPErrStatus
rsppErrSuccess Successful installation Successful update Successful deletion
rsppErrRejected Request rejected by-RSC for unknown reasons
rsppErrProtUnknown n.a. Request rejected as referenced ITS-S prdtocol given
in ASN.1 type ProtocolIDis notknowratthe RSC.
rsppErrUnspecFailure Request failed for unknown reasons

9.5 Maintenance of ITS-S application processes

Maintenance of an ITS-S application process may be performed with RSMP-Request(appMairntenance)
disfinguishing three-types of maintenance operation:

a) |Installationsofva new (instantiation of an) ITS-S application process requested with ASN.1 type
AppMgmtInstallRa.

b) |Update of an existing ITS-S application process requested with ASN.1 type AppMgmtypdateRq.
The eéxisting ITS-S application process is identified with ASN.1 type ITSsapiid provided by the
RSC in the acknowledgement of an initial installation.

c) Deletion of an existing ITS-S application process requested with ASN.1 type AppMgmtDeleteRaq.
The existing ITS-S application process is identified with ASN.1 type ITSsapiid provided by the
RSC in the acknowledgement of an initial installation.

A maintenance request shall be acknowledged by an RMC with RSMP-Response(appMaintenanceRs)
distinguishing three types of maintenance operation:

a) Acknowledgement of an installation of a new (instantiation of an) ITS-S application process with
ASN.1 type AppMgmtInstallRs providing the unique application Identifier of ASN.1 type
ITSsapiid of this instantiation of an ITS-S application process. In case of failure ITSsapiid.
AppInstance shall containthe value zero, otherwise the value contained in AppMgmt InstallRaq.

© ISO 2018 - All rights reserved 13
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b) Acknowledgement of an wupdate of an existing ITS-S application process with ASN.1
type AppMgmtUpdateRs. In case of failure ITSsapiid.AppInstance contained
in AppMgmtUpdateRs shall contain the value zero, otherwise the value contained in
AppMgmtUpdateRaq.

c) Acknowledgement of deletion of an existing ITS-S application process with ASN.1 type

AppMgmtDeleteRs. In case of success ITSsapiid.AppInstance contained in
AppMgmtDeleteRs shall contain the value =zero, otherwise the value contained in
AppMgmtDeleteRad.
The return status of ASN.1 type RSMPErrStatus contained in the acknowledgement shall present a
value as splecified in Table 6.
Table 6 — Application maintenance result status
Status value in Installation Update Déletion
RSMPErrStatus
rsmpErrSjuccess Successful installation Successful update Suceéssful deletion
rsmpErrRejected Request rejected by RSC for unknown reasons
rsmpErrAppUnknown n.a. Requestrejected as referenced instantiation of an I'TS-S
application process giyen in ASN.1 type ITSsap}id
is not known at the RSC.
rsmpErrUnspecFailure Request failed for unknown reasons
9.6 Mai]\tenance of configuration information
In order o read the value of one or several management parameters (M-Params specified in
ISO 2410211), an RMS shall send the RSMP-Request(getMparams) message. Upon reception of|the
RSMP-Reqpiest(getMparams) message, the RMC shall'return the requested information in the RSMP-
Response(gyetMparamsRs) message. In case a parameter value cannot be provided, it shall be omifted
in RSMP-Response(getMparamsRs).
In order to write the value of one or several management parameters (M-Params specified in
ISO 2410211), an RMS shall send the RSMP-Request(setMparams) message. Upon reception of|the
RSMP-Reqiest(setMparams), the RMC shall perform the requested parameter settings in casg no
access violption occurred, and shall réport success or failure in the RSMP-Response(setMparamsRs).
In case all|requested parametetr settings could be performed, the global result status shall be sdt to
"rsmpErrBuccess". Otherwise the global result status shall be setto "rsmpErrSetErrorGenerjal”
and detaildd result status.shall be returned for every failure that occurred.
10 Usage of FSAP
10.1 General

The "Fast Service Advertisement Protocol" FSAP is specified in [3]. This document specifies usage of
FSAP for RSMP; for the general parts of FSAP see [3].

10.2 SAM

The "ITS-AID" field contained in the element for "RMPE advertisement” of the "Service Info Segment"
of the "Service Advertisement Message" (SAM) shall contain the registered value of RMPE. RMPE is
registered as an ITS Application Class; see ISO 17419. The various contexts of this application class
are distinguished by the globally unique identifier ITS-SCU-CMCID of the ITS-SCU configuration

management centre (ITS-SCU-CMC) of the ITS-SCU to be managed.
NOTE1 Theregistered value of ITS-AID for RMPE is 134.
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ITS-SCU-CMCID is of ASN.1 type TtsScuCmcID: :=OBJECT IDENTIFIER.

Contexts of the RMPE ITS application class are presented in Annex A.

The "Reply Port Number" field, if present in the element for "RMPE advertisement" of the "Service Info
Segment" of a SAM, shall show the registered well-known number PORT_RSMP specified in ISO 17419.

NOTE 3

well-known port number PORT_RSMP.

NOTE 4

The registered value of the well-known port number PORT_RSMP is 32763.

Presence of the "Reply Port Number" field is not required, as the value contained in it is the registered

The
for

may
ISO
opt

10.

The
pre

NOTI

Thd
a"y
typ

11

Dyn
Det
bec
det

Dyn

optional "SAMapplicationData" field of the "Service Info Extensions" field contained in4]
'RMPE advertisement" of the "Service Info Segment" of a "Service Advertisement Mess
 contain the unique identifier of ASN.1 type ItsScuCmcID of the ITS-SCUMC s
17419 that offers remote station management. In case different ITS-SCU-CMCs are av3
onal field shall not be used.

3 SRM

E The registered value of ITS-AID for RMPE is 134.

fields "Context ID" and "Context Data" contained in the element for "RMPE context" p1
ervice Response Message" (SRM) shall contain the‘applicable RMPE context informatig
e SamContext, see Annex A for more details.

Dynamic data

amic data are data that add functionality to this standard, but may be specified in other
hils of dynamic data are specified_based on the generic definitions in this documen
pbme part of this document once(the other standard applies for a registration of these dy
hils.

amic data are:

Security message fdrmats, see Clause 7, B.2. Security message formats are presented |
open types based.on’ SECRSMP. Privately defined formats are allowed.

Data containged/in RSMP request and response PDUs, see Clause 7, B.2. RSMP reque
presentedswith ASN.1 open types based on RSMPREQ. RSMP response data are pres
ASN.1 open types based on RSMPRES. Privately defined data for RSMP requests and re
allowed.

Reason codes indicating why an RMC requests a remote management session, see 9.1.2, ]

cented in a "Service Response Message” (SRM) shall contain thefegistered value of RMPE.

he element
hge" (SAM)
pecified in
ilable, this

"ITS-AID" sub-field of the "Context Information field" contained inrthe element for "RMPE context"

L,
»

esented in
n of ASN.1

standards.
[, and may
hamic data

vith ASN.1

bt data are
bnted with
sponds are

B.2. Reason

codes are presented with ASN.LT open types based on RMCREQREASON. Privately dell
codes are allowed.

ned reason

Protocol maintenance features, see 9.4, B.2. Protocol maintenance features are presented with

ASN.1 open types based on PROTMNT. Privately defined protocol maintenance features a

re allowed.

ITS-S application process maintenance features, see 9.5, B.2. ITS-S application process maintenance
features are presented with ASN.1 open types based on APPMNT. Privately defined ITS-S application

process maintenance features are allowed.

Configuration parameters, i.e. M-Parameters originally specified in ISO 24102-1, see 9.6,
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12 Conformance

An "Implementation Conformance Statements” (ICS) proforma used to declare elements of an

implementation conforming to this document is provided in Annex D.

13 Test methods

A "Test Suite Structure & Test Purposes” (TSS&TP) specification for conformance testing is not yet

specified.

An "Abstraft Test Suite (ATS) for conformance testing 1s Not yet specitied.

16
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Annex A
(normative)

Contexts of the RMPE ITS application class

The RMPE ITS application class has contexts distinguished by the globally unique ITS-SCU-CMC
identifi P _

Usalge of contexts is specified in the Fast Service Advertisement Protocol specification [SO-22418[3] and
the|underlying format specification standard ISO/TS 16460. ISO/TS 16460 specifiés,the ASN.1 type
SanContext that maps context data to a context identifier of ASN.1 type ItsAidCtxRef composed of
the[[TS-AID of an ITS application class, and the unique INTEGER context identifier.0f ASN.1 type CtxRef.

For|the ITS-AID of RMPE the contexts presented in Table A.1 are identified;

Table A.1 — RMPE contexts

Values of context identi- Context information
fier of ASN.1 type CtxRef
cpntained in component
ctx of ItsAidCtxRef

c-¢txRefNull =0 Null-context (= don't know/not applicable context) applicable forfall values
of ITS-AID.
c-¢txRefRmpe<X>, x> 0 Positive INTEGERaumber mapping to the globally unique ITS-SQU-CMC

object identifierdTS-SCU-CMCID of ASN.1 type ItsScuCmecIDa.

c-CtxTypeRmpe<X> ItsAidCtxRef::={itsaid
extension:content:134, ctx c-ctxRefRmpe}b

Extension of AllsamContexts in implementations of ISO/TS 16460:

{+ IfsScuCmcID IDENTIFIED BY c-CtxTypeRmpe<X> }

a  |It might be desirable to update ISO/TS 16460, i.e. removing the size constraint from the ASN.1 type CtxR¢f in order to
allow for more than 255 ITS-SCU-CMCs.

b |<X> to be replaced by a text string uniquely identifying the corresponding INTEGER value x.

At fime of writing this“document no values were assigned. Future assignments will be pyiblished in
subpequent amendments or versions to this document.

© ISO 2018 - All rights reserved 17
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B.1 Ove

Annex B
(normative)

ASN.1 modules

VIEYAL
FEERA

The follow

ITSSre
versio

B.2 Mod

This modu

Unaligned
ASN.1 mod

ITSSremotq
(2) asnm-—]

ng ASN.1 module is specified in this annex:

N2 (2}

Jule ITSSremoteMgmt

e specifies ASN.1 type definitions together with useful ASN.1 value-definitions.

packed encoding rules (PER) as specified in ISO/IEC 8825-2 shall be applied for
ule.
Mgmt2 { iso (1) standard (0) calm-management (241»02) remote

(1) version2 (2)}

DEFINITIONS AUTOMATIC TAGS::=BEGIN

IMPORTS

-—- C-ITS ]
NullType,
CITSdataD]
dataDicti

-— ISO 171
ITSsculD,
ITSaoo0lD,
FROM CITS4
applRegisf

-— ISO 24]
Param2410]
calm-mana

’

-- End of

ata Dictionary (still in ISO 17419)

Latitude, Longitude, TimeDurationVdlue, PortNumber FROM
ctionaryl {iso(l) standard(0)_- dits-applMgmt (17419)

nary (1) versionl (1)}

19

ItsScuCmcID, ITSaid, ITSSapPrPr, ITSSapdID, ITSSpPr,
ITSprotID, ITSSpdID,/ IF8poID, ProtocolID, ITSsapiid, ITSsapid
pplMgmtApplReg {ise (1Y standard(0) cits-applMgmt (17419)
ry (2) version2 42).)

02-1

, RefMPARAM~EROM ITSmanagement { iso (1) standard (0)
ement (24102) local (1) asnm-1 (1) version2 (2)}

IMPORTS

-- Types

moteMgmt2 { iso (1) standard (0) calm-management (24102) remote (2] )asnm-1

M

this

-- Security header and trailer --
SECRSMP: : =CLASS {

&ref

RefSECRSMP, -- security type identifier

&SecRSMP

}

RefSECRSMP: : =INTEGER({

c-noSecurity
c-octString

(0),
(1)

} (0..255)

SecRSMPs SECRSMP::={noSecurity |

octString, ...}

noSecurity SECRSMP: :={&ref c-noSecurity, &SecRSMP NullType}
octString SECRSMP: :={&ref c-octString, &SecRSMP OctStringSec}
18 © ISO 2018 - All rights reserved
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OctStringSec: :=0CTET STRING (SIZE(0..65535))

SecHeader: :=SEQUENCE {
secRef SECRSMP. &ref ({SecRSMPs}),
secHead SECRSMP. &§SecRSMP ({SecRSMPs} {@secRef})
}
SecTrailer: :=SEQUENCE {
secRef SECRSMP. &ref ({SecRSMPs}),
secTrail SECRSMP. &SecRSMP ({SecRSMPs} {@secRef})

}

1SO 24102-2:2018(E)

RSMP-Request and RSMP-Response common parts
RSMP PDU-ID

-- management request type identifier

RsmpPDUcounter: :=INTEGER (0..65535) -- cyclic counter
RsmpSessionID: :=INTEGER (0..65535) -- cyclic counter
RSMPPDU: : =CLASS{

kref RefRSMPPDU,

L RSMPpdu

RefRSMPPDU: :=INTEGER({

F-requestPDU (0),

C-responsePDU (1)

(0..255)

RSMppdus RSMPPDU: :={requestPDU | responsePDU} .}
reqpestPDU RSMPPDU: :={&ref c-requestPDU, &RSMPpdu RequestData}
responsePDU RSMPPDU: :={&ref c-responsePDU4\N&RSMPpdu ResponseData}
RSMPmessage: :=SEQUENCE {

sessionID RsmpSessionlID,

bduCounter RsmpPDUcounter,

bduID RSMPPDU. &ref ({ RSMPpdus?) ,

bdu RSMPPDU. §RSMPpdu ({RSMPpdus} { @pduID})

RSMP-Request
RSMPREQ: : =CLASS{
kref

KRSMPrequest

RefRSMEREQ,

RgDatalIDs
RSMPREQ : : =INTEGER {
C-pingRg
C-rmcRegSéssion
C-rmsEod tSession
F-rmsCloseSession

Ref

-- management request type identifier

C~geétMparams 4),
C-setMparams o),
c—firmwareUpdate (6),
c-protMaintenance (7),
c-appMaintenance (8)
} (0..255)
RSMPrequests RSMPREQ::={pingRg | rmcRegSession | rmsInitSession |
rmsCloseSession | getMparams | setMparams | firmwareUpdate |
protMaintenance | appMaintenance, .}
pingRg RSMPREQ: :={&ref c-pingRqg, &RSMPrequest RSMPping}
rmcRegSession RSMPREQ: :={&ref c-rmcRegSession, &RSMPrequest
RMCregSession}
rmsInitSession RSMPREQ: :={&ref c-rmsInitSession, &RSMPrequest
RMSinitSession}
rmsCloseSession RSMPREQ: :={&ref c-rmsCloseSession, &RSMPrequest

© ISO 2018 - All rights reserved
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RMScloseSession}

getMparams RSMPREQ: :={&ref c-getMparams, &RSMPrequest
GetMparams}
setMparams RSMPREQ: :={&ref c-setMparams, &RSMPrequest
SetMparams}
firmwareUpdate RSMPREQ: :={&ref c-firmwareUpdate, &RSMPrequest
FirmwareUpdate}
protMaintenance RSMPREQ: :={&ref c-protMaintenance, &RSMPrequest
ProtMaintenance}
appMaintenance RSMPREQ: :={&ref c-appMaintenance, &RSMPrequest
AppMaintenance}
RSMPping: :=0CTET STRING (SIZE (0..255))
-- RMC request for secure session initiation
-- Class fo indicate reason for session initiation request by RMC
RMCREQREA$ON: : =CLASS{
s&ref RefRMCREQREASON, -- reason identifier
&RMCreqReason
}
-- IDs of|reasons for session initiation request by RMC
RefRMCREQREASON: : =INTEGER({
c-rmcR¢NoReason (0), -- maybe RMS has news?
c-rmcRExceptLogFile (1), -- exception occurred. RMS should
read lodgfile.
c-rmcRgRegulUpdate (2) -- need regulatory info update.
} (0..255)
RMCregReagons RMCREQREASON: :={rmcRgNoReason | rmcRgExcepthogFile |
rmcRgRegul}Update, .}
rmcRgNoRegson RMCREQREASON: :={&ref c-rmcRgNoReason, *RMCregReason
NullType}
rmcRgExceptLogFile RMCREQREASON: :={&ref c-rmcRg¥xceptLogFile,
&RMCregRegson ExceptionID}
rmcRgRegulUpdate RMCREQREASON: :={&ref c-rfi¢RgRegulUpdate, &RMCregReason
RegulUpdafeRqg}
Exception]D: :=INTEGER({
exceptPnknown (0) -- add privately specified exception codes
}
RegulUpdateRqg: :=SEQUENCE {
-- ID ¢f regulatory issue
lat Latitude, -- latifude of RMC position
lon Longitude --_%0mgitude of RMC position
}
RMCregRea$: : =SEQUENCE{
rmcRgR¢asonRef, RMCREQREASON. &ref ({RMCregReasons}),
reason |RMCREQREASON. &RMCregReason ({RMCregReasons}{@rmcRgReasonRef})
}
RMCreqgSesgign: : =SEQUENCE {
itssculD TTSsculD, -- I15-SCU-1D
itsScuCmcID ItsScuCmcID, -- unique ID of intended RMS
regReason RMCregReas, -- reason for session request
prevSessionID RsmpSessionID -- previous sessionID with intended
RMS
}
RMSinitSession: :=SEQUENCE {
itsScuCmcID ItsScuCmcID, -- unique ID of RMS
itssculD ITSsculD, ITS-SCU-ID
replyPort PortNumber -- port number for reply by RMC
}
RMScloseSession: :=SEQUENCE {
itsScuCmcID ItsScuCmcID, -- unique ID of intended RMS
itssculD ITSsculD -- ITS-SCU-ID
20 © ISO 2018 - All rights reserved
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}
GetMparams: :=SEQUENCE OF RefMPARAM
SetMparams: :=SEQUENCE OF Param24102

FirmwareUpdate: :=SEQUENCE {
firmware OCTET STRING -- specific to management centre

}

PROTMNT : : =CLASS{
&ref RefMNT,
&PROTmntc

1SO 24102-2:2018(E)

ProfMaintenance: :=SEQUENCE {
brotMntRef PROTMNT. &ref ({ProtMntRgs}),
brotMgmtTask PROTMNT . &PROTmntc ({ ProtMntRgs} {@protMntRef})

RefMNT: :=INTEGER({

r-MntInstall (0),
C-MntUpdate (1),
F-MntDelete (2)

ProfMntRgs PROTMNT::={installProtRg | updateProtRqg | del€teProtRq,

insfallProtRg PROTMNT::={&ref c-MntInstall, &PROTmntc
PropMgmtInstallRqg}

updpteProtRg PROTMNT: :={&ref c-MntUpdate, &PROTmnt& ProtMgmtUpdateRqg}
delpteProtRg PROTMNT::={&ref c-MntDelete, &PROTIfantc ProtMgmtDeleteRqg}

PropMgmtInstallRqg: :=SEQUENCE {

brotID ITSprotID, -- ITS proteddl identifier

i t spoIlD ITSpolID, -— ITS protecol owner

i t sspdID ITSSpdID, -- ITS-S,fprotocol developer

i tsspPr ITSSpPr, -- ITSHS Pprotocol provisioner
brotCode ProtCode -- sqoftware to be installed

ProfCode: :=0CTET STRING

ProfpMgmtUpdateRqg: : =SEQUENCEA

brotID ProtocelTD, -- of ITS-S protocol to be updated

i tspolD ITSpelD, -— ITS protocol owner

i tsspdID ITSSRdID, -- ITS-S protocol developer

L tsspPr 1FS3pPr, -- ITS-S protocol provisioner

brotPackage ~RrotCode -- software to be installed
ProfMgmtDeleteRqg: :=ProtocolID -- of ITS-S protocol to be deleted

APPMNTN: =CLASS{
K rET RefMNT,

cAPFPMNTC

}

AppMaintenance: :=SEQUENCE {
appMntRef APPMNT. &ref ({AppMntRgs}),
appMgmtTask APPMNT.&APPmntc ({AppMntRgs}{Q@appMntRef})
}

AppMntRgs APPMNT: :={installAppRg | updateAppRg | deleteAppRqg, ...}
installAppRg APPMNT::={&ref c-MntInstall, &APPmntc AppMgmtInstallRq}
updateAppRg APPMNT: :={&ref c-MntUpdate, &APPmntc AppMgmtUpdateRqg}
deleteAppRg APPMNT::={&ref c-MntDelete, &APPmntc AppMgmtDeleteRqg}
AppMgmtInstallRqg: :=SEQUENCE {

applID ITSaid, -—- ITS application identifier
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itssapid ITSsapid, -- ITS application process identifier
itsaoolID ITSaoolID, -- ITS application object owner
itssapdID ITSSapdID, -- ITS-S application process developer
itssapPrPr ITSSapPrPr, -- ITS-S application process provisioner
appPackage AppCode -- software to be installed
}
AppMgmtUpdateRqg: : =SEQUENCE {
appID ITSsapiid, —-— ID of instance of ITS-S application
process
itsaooID ITSaoolID, -- ITS application object owner
itssapdID ITSSapdID, -- ITS-S application process developer
itssapPrPr ITSSapPrPr, -- ITS-S application process provisioner
appCodd AppCode -- software to be installed
}
AppCode: : §OCTET STRING
AppMgmtDeleteRqg: :=ITSsapiid, -- ID of instance of ITS-S application process
RequestData: : =SEQUENCE {
rsmpRgRRef RSMPREQ. &ref ({RSMPrequests}),
requesHt RSMPREQ. &§RSMPrequest ({RSMPrequests} {@rsmpRgRef})
}
-- RSMP-Re¢sponse
RSMPRES : : $CLASS {
&ref RefRSMPRES, -- management response type idextifier
&RSMPre¢sponse
}
-—- RsDatal]Ds
RefRSMPRE$: : =INTEGER {
c-pingRs (0),
c-nullResponse (1), -- RMCrequestSession is without response
c-rmsIpitSessionRs (2),
c-rmsCloseSessionRs (3),
c—getMparamsRs (4),
c-setMparamsRs (5),
c—firmwareUpdateRs (6),
c-protNfaintenanceRs (7).,
c-appMdintenanceRs (8)
}(0..2%5)
RSMPresponses RSMPRES: :={pingRs | nullResponse | rmsInitSessionRs |
rmsCloseS¢ssionRs | getMpatamsRs | setMparamsRs | firmwareUpdateRs |
protMaint¢nanceRs | appMdintenanceRs, ...}
pingRs ROMPRES: :={&ref c-pingRs, &RSMPresponse RSMPping}
nullRespoise RSMPRES: :={&ref c-nullResponse, &RSMPresponse
NullType}
rmsInitSe¢sionRs RSMPRES: :={&ref c-rmsInitSessionRs, &RSMPresponse
RMSinitSessionRs}
rmsCloseSg¢ssdonRs RSMPRES: :={&ref c-rmsCloseSessionRs, &RSMPresponse
RMSCIOSESESS10NRS |
getMparamsRs RSMPRES: :={&ref c-getMparamsRs, &RSMPresponse
GetMparamsRs}
setMparamsRs RSMPRES: :={&ref c-setMparamsRs, &RSMPresponse
SetMparamsRs}
firmwareUpdateRs RSMPRES: :={&ref c-firmwareUpdateRs, &RSMPresponse
FirmwareUpdateRs}
protMaintenanceRs RSMPRES: :={&ref c-protMaintenanceRs, &RSMPresponse
ProtMaintenanceRs}
appMaintenanceRs RSMPRES: :={&ref c-appMaintenanceRs, &RSMPresponse

AppMaintenanceRs}

RMSinitSessionRs: :=SEQUENCE {

itsScuCmcID ItsScuCmcID, -- unique ID of RMS
itssculD ITSsculD, -- ITS-SCU-ID
resultStatus RSMPErrStatus -- (success / rejected)
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}

RMScloseSessionRs: :=SEQUENCE {

itsScuCmcID ItsScuCmcID, -- unique ID of intended RMS
itssculD ITSsculID, -- ITS-SCU-ID
resultStatus RSMPErrStatus -- (success / rejected)

}
GetMparamsRs: :=SEQUENCE OF Param24102
SetMparamsRs: : =SEQUENCE {

globalStat RSMPErrStatus, —-- success or setErrorGeneral
detailStat DetailStatusSetMparams -- present in case of errors

DetpilStatusSetMparams: :=SEQUENCE (SIZE(0..255)) OF SetMparamStatus
SetMparamStatus: :=SEQUENCE {

baramNo RefMPARAM,
FesultCode RSMPErrStatus

FirpowareUpdateRs: :=SEQUENCE {
FesultStatus RSMPErrStatus -- (success / rejected)

ProfMaintenanceRs: : =SEQUENCE {

brotMntRef PROTMNT. &ref ({ProtMntRss}),
brotMgmtTask PROTMNT . &PROTmntc ({ProtMntRss} {@pfotMntRef}),
FesultStatus RSMPErrStatus -- (success /

accessViolation/protUnknown)

ProfMntRss PROTMNT::={installProtRs | updateRrotRs | deleteProtRs, ...}

insfallProtRs PROTMNT: :={&ref c-MntInstad\l', &PROTmntc ProtMgmtInstallRs}
updpteProtRs PROTMNT::={&ref c-MntUpdate, &PROTmntc ProtMgmtUpdateRs}
delpteProtRs PROTMNT::={&ref c-MntDglete, &PROTmntc ProtMgmtDeleteRs}

ProfMgmtInstallRs::=ProtocolID - with instance = 0 in case of failure
ProfMgmtUpdateRs: :=ProtocolID\-- with instance = 0 in case of failure
ProfMgmtDeleteRs: :=Proto€o¥ID -- with instance = 0 in case of success

AppMaintenanceRs: :=SEQUENCE {

bppMntRef APPMNT. &ref ({AppMntRss}),
bppMgmtTask APPMNT . &APPmntc ( {AppMntRss} {@appMntRef}),
FesultStatus RSMPErrStatus -- (success /

accessViolation/appUnknown)

AppMntRSsS. APPMNT: :={installAppRs | updateAppRs | deleteAppRs, ...}
insgpa?lAppRs APPMNT: :={&ref c-MntInstall, &APPmntc AppMgmtInstallRs}
updateAppRs APPMNT: :={&ref c-Mnctlpdate, &APPmMNtC AppMgmtUpdateRs]

deleteAppRs APPMNT::={&ref c-MntDelete, &APPmntc AppMgmtDeleteRs}

AppMgmtInstallRs::=ITSsapiid -- with instance = 0 in case of failure
AppMgmtUpdateRs: :=ITSsapiid -- with instance = 0 in case of failure
AppMgmtDeleteRs: :=ITSsapiid -- with instance = 0 in case of success

ResponseData: :=SEQUENCE {

rsmpRsRef RSMPRES. &ref ({RSMPresponses}),
response RSMPRES. &§RSMPresponse ({RSMPresponses} {@rsmpRsRef}),
error RSMPErrStatus

}

-— Error Status in RSMP - share values with ErrStatus in ISO 24102-3
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RSMPErrStatus: :=INTEGER({
rsmpErrSuccess
rsmpErrUnspecFailure
rsmpErrParamNoUnknown
rsmpErrAccessViolation
rsmpErrRejected
rsmpErrPduUnknown
rsmpErrSetErrorGeneral
rsmpErrAppUnknown
rsmpErrProtUnknown
} (0..255)

-- Complements SAP functions

, —— = accepted

-- MF-SAP|Command.request --
send anp RSMP message

RSMPmessa
rsmpRe

}
RSMPmessa

-- MF-SAP
-- receive
RSMPmessa

rsmpRe

}
RSMPmessa

-—- SF-SAP
SecRSMPme
rsmpRe

}

SecRMCHrX
rmchRX

}

RMCHmessa
header
rmchMs
trailej

}

eTX: :=SEQUENCE {
fuest RSMPmessage

eTXconf::=NullType

Request.request --

t an RSMP message

eRX: :=SEQUENCE {

fuest RSMPmessage

eRXconf::=NullType
Request.request --
sageTX: :=SEQUENCE {
uestTX RSMPmessageTX
:=SEQUENCE {

is received
e: :=SEQUENCE {

SecHeader,

OCTET STRING,
SecTrailer

-- Management parameters_Param24102 --

-- extends

RSMPtimeo

/*

The ASKN.1

ASN.1
standaj

ASN.1 module ‘from ISO 24102-1

t::=TimeDura@ationValue

ds?)by 0SS ASN.1l Syntax Checker,

RMCHmessage -- something

(request or response)

~- result of security procedure

speeification has been checked for conformance to the

and by 0SS

ASN-18'
*/

END

EFP

-- Dynamic data to be requested properly

rsmpMessageTX MEFSAP-CR::={&mxref c-rsmpMessageTX, &MXParam
RSMPmessageTX}

c-rsmpMessageTX RefMFSAP-CR: :=<unique number 'a' to be assigned
in ISO 24102-3>

rsmpMessageTXconf MESAP-CC: :={&mxref c-rsmpMessageTX, &MXParam

24
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rsmpMessageRX MFSAP-RR: :={&mxref c-rsmpMessageRX, &MXParam
RSMPmessageRX}
c-rsmpMessageRX RefMFSAP-RR: :=::=<unique number 'b' to be

assigned in ISO 24102-3>

rsmpMessageRXconf MESAP-RC: :={&mxref c-rsmpMessageRX, &MXParam

1SO 24102-2:2018(E)

RSMPmessageRXconf}

secRSMPmessageTX SEFSAP-RR::={&mxref c-secRSMPmessageTX,
&MXParam SecRSMPmessageTX}

secRMCHRX SEFSAP-RR: :={&mxref c-secRMCHrX, &MXParam
SecRMCHrX}

c-sgcRSMPmessageTX RefSFSAP-RR::=<unique number 'c' to be assigned

in

ISO 24102-3>

c-spcRMCHrX RefSFSAP-RR::=<unique number 'd' to be assigned

in

-- BF-SAP Request.conf

secRSMPmessageTXConf

secRMCHrxConf

c-RpMPtimeout

rsmpTimeout

ISO 24102-3>

SFSAP-RC: :={&mxref c-secRSMPmessageTX,
&MXParam RMCHmessage}

SFSAP-RC: :={&mxref c-secRMCHrX, _&MXParam
RSMPmessage}

RefMPARAM: :=12

MPARAM: :={ &paramRef c-RSMPtimeout, &Parameter
RSMPtimeout}
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Annex C

(informative)

Communication service parameters

Table C.1 illustrates the communication service parameters specified in ISO 17423 applicable for RSMP

tserverinitiationrmodeandintheclientinitiationmode-Communicationserviceparamefers

applicable for the FSAP-based server initiation are those applicable for FSAP specified in ISO 224%8|31.

Table C.1 — Communication service parameters

Communlication service
pdrameter

Value

CommenQ‘ v
N

Operational Communication service parameters

CSP_LogicallChannelType RsmpLCH ITS-SCU configuration management chaniel

CSP_SessiopCont TRUE Continuous connectivity needed for mangge-
ment session.

CSP_AvgADQUrate n.a. No repetition

CSP_FlowType n.a. No well-known flow type presented

CSP_MaxPrjio

am allowed value

As‘aHowed by regulation

CSP_PortN

RMS direct session request by RMG:
{receive; PORT_RSMP}

else

{receive; PORT_DYN of RMC}
RMS direct session.init:
{transmit; PORT-RSMP}

else:

{transmit; PORT_DYN}

RMC direct session request:
{ transmit; PORT_RSMP}
else

{transmit; PORT_DYN}

RMC direct session initialisation
by RMS:

{receive; PORT_RMS}
else
{receive; PORT_DYN}

CSP_ExpFlowLifetime

value to be defined by implementation

Indicating the expected necessary time of a
remote management session

Destination Communication service parameters

CSP_DestinationType 4 Address based, unicast
CSP_DestinationDomain 16 Global for direct remote management sessions

2 Local for usage with FSAP
CSP_CommDistance n.a.
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Table C.1 (continued)

Communication service
parameter

Value

Comment

CSP_Directivity

n.a.

Performance Communication service parameters

CSP_Resilience required completeness of message
CSP_MinThP n.a. or thd by implementation
CSP_MaxLat n.a. or thd by implementation

CSh-MaxADY

HIdXA TIITSSAdZT STIZT

DUPCII\:‘ID UlIl llldlldgClllCllt tdb}\. rV
fragmentation and TCP-like transp

to ensure completeness of fragments.

ay require
brt protocol

Security Communication service parameters

CSR_DataConfidentiality n.a. Performed by RMCH
CSH_Datalntegrity n.a. Performed by RMCH
CSH_NonPepudiation n.a. Performed by RMCH
CSR_SourceAuthentication |n.a. Performed-byRMCH

Protocol Communication service parameters

CSH Protocol

n.a. or thd by implementation

CSH_SpecificCommsProts

n.a. or thd by implementation
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Annex D
(normative)

Implementation conformance statement (ICS) proforma

Users of this document may

— freely reproduce the ICS proforma in this annex so that it can be used for its intended purposesand

— may fyrther publish the completed ICS.

D.1 Gui¢lance for completing the ICS proforma

D.1.1 Pulrposes and structure

The purpose of this Implementation Conformance Statement (ICS) proforma‘is'to provide a mechanism
whereby a[supplier of an implementation of the requirements defined, in_this document may proyide
informatioll about the implementation in a standardized manner.

The ICS proforma is subdivided into clauses for the following categories of information:
— guidar]ce for completing the ICS proforma;
— identiffication of the implementation;

— identiffication of the implementation;

— globalstatement of conformance.

D.1.2 Abpbreviations and conventions

The ICS prpforma contained in this alinex is comprised of information in tabular form in accordgnce
with the gyidelines presented in ISOAEC 9646-7[6].

[tem column Theitem column contains a number which identifies the item in the tahle.

Item description column~{The item description column describes in free text each respective iten
(e.g. parameters).

Status coliimn The notations defined in ISO/IEC 9646-716] are used for the status columpn:
m mandatory - the capability is required to be supported.

o} optional - the capability may be supported or not.

n/a notannlicabla mtha giuan contagt 1o ool b on tha
& RHotappricadte H - S v ehtohteXo 5 THRPpoOSSIore+o-H5e—+nie

capability.
X prohibited (excluded) - there is a requirement not to use this capa-
bility in the given context.

o.i  qualified optional - for mutually exclusive or selectable options
from a set. "i" is an integer which identifies an unique group of re-
lated optional items and the logic of their selection which is defined

immediately following the table.
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nmou_non_n

ci conditional - the requirement on the capability ("m", "o", "x" or
"n/a") depends on the support of other optional or conditional
items. "i" is a string containing the respective Table number, fol-
lowed by a dash, followed by a sequential number identifying a
unique conditional status expression which is defined immediately
following the respective Table.

r as specified in the related referenced standard of the CI access
technology.
Reference column The reference column makes reference to this document, except where

nvp]irl‘ﬂy stated otherwise

[
Su]l)port column The support column shall be filled in by the supplier of the impl¢gmenta-
tion. The following common notations, defined in ISO/IEG,964617(6], are
used for the support column:

Yory supported by the implementation.
Norn notsupported by the implementation.

N/A, n/a, or no answer required (allowed only ifthe status is n/j, directly
or after evaluation of a conditional status):

Valjues allowed column The values allowed column contains the type, the list, the range| or the
length of values allowed. The following-hotations are used:

— range of values: <min value>$, xmax value>
— list of values: <valuel>, <value2>, ..., <valueN>

— list of named values:-<namel>(<vall>), <name2>(<val2>), ..|,
<nameN>(<valN>)

— length: size (<miin size> .. <max size>)

Values supported column |The values supported column shall be filled in by the supplier of the im-
plementation. In this column, the values or the ranges of values pupported
by the intplementation shall be indicated.

References to items For each'possible item answer (answer in the support column) within
the.ICS proforma a unique reference exists, used, for example, i1} the
conditional expressions. It is defined as the table identifier, follogwed by a
solidus character "/", followed by the item number in the table. If there is
more than one support column in a table, the columns are discriminated
by letters (a, b, etc.), respectively.

Pré¢requisite line A prerequisite line takes the form: Prerequisite: <predicate>.

A prerequisite line after a clause or table title indicates that the [whole
clause or the whole table is not required to be completed if the gredicate
is FALSE.

o — e

The supplier of the implementation shall complete the ICS proforma. In particular, an explicit answer
shall be entered using the notation described in D.1.2.

D.2 Identification of the Implementation

Identification of the Implementation Under Test (IUT) and the system in which it resides, i.e. the System
Under Test (SUT), shall be filled in so as to provide as much detail as possible regarding version numbers
and configuration options.

The product supplier information and client information shall both be filled in if they are different.
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