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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees established
Ry the respective organization to deal with particular fields of technical activity. ISO and IEC fechnical
ommittees collaborate in fields of mutual interest. Other international organizations, governmental’and non-
overnmental, in liaison with ISO and IEC, also take part in the work. In the field of informationtechnolpgy, ISO
nd IEC have established a joint technical committee, ISO/IEC JTC 1.

Q00 0O

FEE Standards documents are developed within the IEEE Societies and the Standards Cooyrdinating
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE-develops its sfandards
nrough a consensus development process, approved by the American National/Standards Institute, which
rings together volunteers representing varied viewpoints and interests to achieve-the final product. Vplunteers
re not necessarily members of the Institute and serve without compensation.‘While the IEEE administers the
rocess and establishes rules to promote fairness in the consensus develepment process, the IEEE does not
ndependently evaluate, test, or verify the accuracy of any of the information contained in its standards.

_—T Q) >t N —

he main task of ISO/IEC JTC 1 is to prepare International Standards. Draft International Standards|adopted
y the joint technical committee are circulated to national bodies’ for voting. Publication as an Intgrnational
btandard requires approval by at least 75 % of the national bodies casting a vote.

o W e il |

ttention is called to the possibility that implementationief this standard may require the use of subjeft matter
overed by patent rights. By publication of this standard, no position is taken with respect to the exigtence or
alidity of any patent rights in connection therewith. ISO/IEEE is not responsible for identifying gssential
atents or patent claims for which a license may.be required, for conducting inquiries into the legal Validity or
cope of patents or patent claims or determining whether any licensing terms or conditions prqvided in
onnection with submission of a Letter of ASsurance or a Patent Statement and Licensing Declaratior] Form, if
ny, or in any licensing agreements are.reasonable or non-discriminatory. Users of this standard are g¢xpressly
dvised that determination of the validity of any patent rights, and the risk of infringement of such fights, is
ntirely their own responsibility. Further information may be obtained from ISO or the IEEE Sjandards
ssociation.

> D A O O (NS < 0O T

SO/IEC/IEEE 8802-1AX (was prepared by the LAN/MAN of the IEEE Computer Soclety (as
FEE 8802-1AX-2014). It was adopted by Joint Technical Committee ISO/IEC JTC 1, Information teghnology,
bubcommittee SC 64 Telecommunications and information exchange between systems, in paralle| with its
pproval by the ISONEC national bodies, under the “fast-track procedure” defined in the Partner Sfandards
evelopment Ofrganization cooperation agreement between ISO and IEEE. IEEE is responsiblg for the
haintenance@fthis document with participation and input from ISO/IEC national bodies.
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Abstract: MAC-independent Link Aggregation capability and general information relevant to
specific MAC types are defined in this standard. Link Aggregation allows parallel full-duplex point-
to-point links to be used as if they were a single link and also supports the use of multiple links as
a resilient load sharing interconnect between multiple nodes in two separately administered
networks.

Keywords: Aggregated Link, Aggregator, Distributed Resilient Network Interconnect, DRNI,
IEEE 802%, IEEE 802.1AX™, interconnect, Link Aggregation, Link Aggregation Group, local area
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These notices
and disclaimers, or a reference to this page, appear in all standards and may be found under the heading
“Important Notice” or “Important Notices and Disclaimers Concerning IEEE Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards

Doctimantc
UGVUITIToerIIitgd

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use¢,~are
developed within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards
Association (“IEEE-SA”) Standards Board. IEEE (“the Institute”) develops its standards.through a
consensus development process, approved by the American National Standards Institute (“ANSI™), which
brings together volunteers representing varied viewpoints and interests to achieve the]final product.
Volunteers are not necessarily members of the Institute and participate without compensation from IEEE.
While IEEE administers the process and establishes rules to promote fairness in the consensus development
process, IEEE does not independently evaluate, test, or verify the accuracy of any ofthe information or the
soundness of any judgments contained in its standards.

IEEE does not warrant or represent the accuracy or content of the material-Contained in its standards, and
expressly disclaims all warranties (express, implied and statutory).\net included in this or any other
document relating to the standard, including, but not limited to, theswarranties of: merchantability; fitness
for a particular purpose; non-infringement; and quality, accuracy, effectiveness, currency, or completeness of
material. In addition, IEEE disclaims any and all conditions(relating to: results; and workmanlike effort.
IEEE standards documents are supplied “AS IS” and “WJTH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to
the scope of the IEEE standard. Furthermore, theZviewpoint expressed at the time a standard is approved and
issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any.person or entity nor is IEEE undertaking to perform any duty owed by any
other person or entity to anether. Any person utilizing any IEEE Standards document, should rely upon his
or her own independent judgment in the exercise of reasonable care in any given circumstances or, as
appropriate, seek the advice of a competent professional in determining the appropriateness of a given IEEE
standard.

IN NO EVENT-SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO:
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT STRICT LIABILITY OR TORT (INCLUDING NEGLIGENCE OR

ANY STANDARD EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.
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Translations
The IEEE consensus development process involves the review of documents in English only. In the event

that an IEEE standard is translated, only the English version published by IEEE should be considered the
approved IEEE standard.

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of\its
committees and shall not be considered to be, or be relied upon as, a formal position of IEEE. At lectures,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that his or her views should be considered the personal views of that individual rather than the
formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any,interested party, regardless of
membership affiliation with IEEE. However, IEEE does not provide‘consulting information or advice
pertaining to IEEE Standards documents. Suggestions for changes in"documents should be in the form of a
proposed change of text, together with appropriate supporting comments. Since IEEE standards represent a
consensus of concerned interests, it is important that any responses to comments and questions also receive
the concurrence of a balance of interests. For this reason, EEE and the members of its societies and
Standards Coordinating Committees are not able to proyide an instant response to comments or questions
except in those cases where the matter has previously<been addressed. For the same reason, IEEE does not
respond to interpretation requests. Any person wha-would like to participate in revisions to an IEEE
standard is welcome to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854 USA

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the
provisions ofvany IEEE Standards document does not imply compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatary)requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,
and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, IEEE does not waive any rights in copyright to the
documents.
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Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to
photocopy portions of any individual standard for company or organizational internal use or individual, non-
commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance Center,
Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to
photocopy portions of any individual standard for educational classroom use can also be obtained through
the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current ‘edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every ten years. When a documentsis more than ten years
old and has not undergone a revision process, it is reasonable to conclude that<ts contents, although still of
some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that
they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended
through the issuance of amendments, corrigenda, or errata, \Visit the IEEE-SA Website at http:/
ieeexplore.ieee.org/expel/standards.jsp or contact IEEE ,at(the address listed previously. For more
information about the IEEE-SA or IOWA’s standards dgvelopment process, visit the IEEE-SA Website at
http://standards.ieee.org.

Errata

Errata, if any, for all IEEE standards can-be accessed on the IEEE-SA Website at the following URL.: http://
standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata
periodically.

Patents

Attention is calledte'the possibility that implementation of this standard may require use of subject matter
covered by patefit fights. By publication of this standard, no position is taken by the IEEE with respect to the
existence or.validity of any patent rights in connection therewith. If a patent holder or patent applicant has
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE-
SA Website at http://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate
whether the Submitter is willing or unwilling to grant licenses under patent rights without compensation or
under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair

discrimination to-annlicants desirina ta obtain such licenses
to-a E g-+ -

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely their
own responsibility. Further information may be obtained from the IEEE Standards Association.
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Introduction

This introduction is not part of IEEE Std 801.AX™-2014, IEEE Standard for Local and metropolitan area
networks—Link Aggregation.

This standard contains state-of-the-art material. The area covered by this standard is undergoing evolution.

Revisions are anticipated within the next few years to clarify existing material, to correct possible errors, and
10 inr‘nrlnnram new related material Information on the current revision state of this and other IEEE 802®

standards can be obtained from:

Secretary, IEEE-SA Standards Board
445 Hoes Lane

P.O. Box 1331

Piscataway, NJ 08855-1331

USA
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IEEE Standard for
Local and metropolitan area networks—

Link Aggregation

IMPORTANT NOTICE: IEEE Standards documents are not intended to ensure)safety, health, or
environmental protection, or ensure against interference with or from other devices or networks.
Implementers of IEEE Standards documents are responsible for determining,and complying with all
appropriate safety, security, environmental, health, and interference protection practices and all
applicable laws and regulations.

This IEEE document is made available for use subject to important-notices and legal disclaimers. These
notices and disclaimers appear in all publications containing thissdocument and may be found under the
heading “Important Notice” or “Important Notices and Disclaimers Concerning IEEE Documents.”
They can also be obtained on request from IEEE, or)viewed at http://standards.ieee.org/IPR/
disclaimers.html.

1. Overview

1.1 Scope
Link Aggregation provides protocols, procedures, and managed objects that allow the following:

— One or more parallelinstances of full-duplex point-to-point links to be aggregated together to form a
Link Aggregation Group (LAG), such that a MAC Client can treat the LAG as if it were a single link.

— Avresilient interconnect using multiple full-duplex point-to-point links among one to three nodes in a
network and-one to three nodes in another, separately administered, network, along with a means to
ensure thatyframes belonging to any given service will use the same physical path in both directions
between. the two networks.

This standard defines the MAC-independent Link Aggregation capability and general information relevant
to speeific MAC types that support Link Aggregation. The capabilities defined are compatible with previous
versions of this standard.

1.2 Purpose

Link Aggregation allows the establishment of full-duplex point-to-point links that have a higher aggregate
bandwidth than the individual links that form the aggregation, and the use of multiple systems at each end of
the aggregation. This allows improved utilization of available links in bridged local area network (LAN)
environments, along with improved resilience in the face of failure of individual links or systems. In

1
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applications connecting separately administered networks, the networks are isolated from each other’s fault
recovery events.

1.3 State diagram conventions
This document uses the state diagram conventions of IEEE Std 802.1Q™-2011, Annex E.!

Should a conflict exist between a state diagram and either the corresponding global transition tables or the

textual description associated with the state machine, the state diagram takes precedence.

Linformation on references can be found in Clause 2.
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2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of
the referenced document (including any amendments or corrigenda) applies.

IEEE Std 802®, IEEE Standard for Local and Metropolitan Area Networks: Overview and Architecture.? 3

IEEE Std 802.1AC™, IEEE Standard for Local and Metropolitan Area Networks Media Access Control
(MAC) Service Definition.

IEEE Std 802.1D™, IEEE Standard for Local and metropolitan area networks Media Access Control (MAC)
Bridges.

IEEE Std 802.1Q™-2011, IEEE Standard for Local and metropolitan area networks: Media Access Control
(MAC) Bridges and Virtual Bridged Local Area Networks.

IEEE Std 802.3™-2012, IEEE Standard for Ethernet.

IETF RFC 1213 (IETF STD 17), Management Information Base for Network Management of TCP/IP-based
internets: MIB-11, McCloghrie K., and M. Rose, Editors, March 1991- 4

IETF RFC 1321, The MD5 Message-Digest Algorithm, R. Rivest."April 1992.

IETF RFC 2578 (STD 58), Structure of Management Ipfarmation Version 2 (SMIv2), K. McCloghrie, D.
Perkins, J. Schoenwaelder. April 1999.

IETF RFC 2579 (STD 58), Textual Conventions‘for SMIv2, McCloghrie, K., Perkins, D., Schoenwaelder,
J., Case, J., Rose, M. and S. Waldbusser, April-1999.

IETF RFC 2580 (STD 58), Conformance Statements for SMIv2, McCloghrie, K., Perkins, D.,
Schoenwaelder, J., Case, J., Rose, M..and S. Waldbusser, April 1999.

IETF RFC 2863, The InterfacesiGroup MIB, K. McCloghrie, F. Kastenholz, June 2000.

IETF RFC 3410, Introduction and Applicability Statements for Internet-Standard Management Framework,
J. Case, R. Mundy, D.‘Rartain, B. Stewart. December 2002.

IETF RFC 3414 (STD 62), User-based Security Model (USM) for Version 3 of the Simple Network
Management Rrotocol (SNMPv3), U. Blumenthal, B. Wijnen. December 2002.

IETF \REC 3415 (STD 62), View-based Access Control Model (VACM) for the Simple Network
Management Protocol (SNMP), B. Wijnen, R. Presuhn, K. McCloghrie, December 2002.

2IEEE publications are available from The Institute of Electrical and Electronics Engineers (http://standards.ieee.org/).
3The IEEE standards or products referred to in this clause are trademarks of The Institute of Electrical and Electronics Engineers, Inc.
4IETF documents (i.e., RFCs) are available for download at http://www.rfc-archive.org/.

SISO/IEC publications are available from the ISO Central Secretariat (http://www.iso.org/). 1SO publications are also available in the
United States from the American National Standards Institute (http://www.ansi.org/).
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3. Definitions

For the purposes of this document, the following terms and definitions apply. The IEEE Standards
Dictionary Online should be consulted for terms not defined in this clause.’

Actor: The local entity in a Link Aggregation Control Protocol exchange.

agent: A term used to refer to the managed nodes in a network. Managed nodes are those nodes that contain

f-Retwork—ranagement-entity—witch—ean—be—tsed—to—configure—therode—andfor—eoHeetdata—deseribing
operation of that node. The agent is controlled by a network control host or manager that contains both ‘a
network management entity and network management application software to control the operations,of
agents. Agents include Systems that support user applications as well as nodes that provide communications
services such as front-end processors, bridges, and routers.

Aggregation Key: A parameter associated with each Aggregation Port and with each /Adgregator of an
Aggregation System identifying those Aggregation Ports that can be aggregated togethef/Aggregation Ports
in an Aggregation System that share the same Aggregation Key value are potentially able to aggregate
together.

Aggregation Link: A LAN connecting a pair of Aggregation Systems.

Aggregation Port: A Service Access Point (SAP) in an Aggregation-System that is supported by a single
MAC entity.

Aggregation System: A uniquely identifiable entity comprising (among other things) an arbitrary grouping
of one or more Aggregation Ports for the purpose of aggregation. An instance of an aggregated link always
occurs between exactly two Aggregation Systems. A<{physical device may comprise a single Aggregation
System or more than one Aggregation System.

Aggregator: A logical MAC, bound to one~0f’more Aggregation Ports, through which the Aggregator
Client is provided access to the physical media.

Aggregator Client: The layered entity~immediately above the Link Aggregation Sublayer, for which the
Link Aggregation sublayer provideS an instance of the Internal Sublayer Service (ISS).

Aggregator Port: A Service-Access Point (SAP) in an Aggregation System that is supported by an
Aggregator.

bridge: A layer 2 interconnection device that conforms to IEEE Std 802.1D and/or IEEE Std 802.1Q.
conversation: A set of frames transmitted from one end station to another, where all of the frames form an
ordered seguence, and where the communicating end stations require the ordering to be maintained among

the set.of frames exchanged.

Conversation ID: An identifier using values in the range of 0 through 4095 to identify conversations.

data terminal equipment (DTE): Any source or destination of data connected to the local area network.

61EEE Standards Dictionary Online subscription is available at:
http://www.ieee.org/portal/innovate/products/standard/standards_dictionary.html.

4
Copyright © 2014 IEEE. All rights reserved.


http://www.ieee.org/portal/innovate/products/standard/standards_dictionary.html
https://iecnorm.com/api/?name=7ae7a3dbfc304c2502b1bd0851663feb

ISO/IEC/IEEE 8802 1AX:2016(E)

IEEE Std 802.1AX-2014
IEEE STANDARD FOR LOCAL AND METROPOLITAN AREA NETWORKS—LINK AGGREGATION

Distributed Relay: A functional entity, distributed over a Portal by a DR Function in each of the Systems
comprising a Portal, that distributes Down frames from Gateways to Aggregators, and distributes Up frames
from Aggregators to Gateways.

Distributed Resilient Network Interconnect (DRNI): Link Aggregation expanded to include at least one
end of the Link Aggregation Group attached to a Portal such that independence and isolation is provided
between the interconnected network segments.

NOTE_—1 ink Aggrpgnrinn as c'nm‘ifipd in Clanse 6 7

Down frame: A frame entering a Portal through a Gateway.
DR Function: That part of a Distributed Relay residing within a single Portal System.

end station: A System attached to a local area network (LAN) that is an initial source or acinal destination
of frames transmitted across that LAN.

frame: A unit of data transmission on a local area network (LAN) that conveys a MAC Protocol Data Unit
(MPDU) and can cause a service indication with, at a minimum, a Destinatiop”Address, Source Address, a
MAC Service Data Unit (MSDU), and priority, or an MPDU that is the result'0f'd service request with those
parameters.

full duplex: A mode of operation of a network, data terminal equipment (DTE), or Medium Attachment
Unit (MAU) that supports duplex transmission as defined in the IEEE Standards Dictionary Online.

NOTE—Within the scope of this standard, this mode of operation allows for simultaneous communication between a
pair of stations, provided that the Physical Layer is capable of.supporting simultaneous transmission and reception with-
out interference. (See IEEE Std 802.3.)

Gateway: A connection, always virtual (not a_physical link between Systems) connecting a Distributed
Relay to a System, consisting of a Gateway L.ink-and two Gateway Ports.

Gateway Conversation ID: The Conversation 1D value that is used within the Distributed Relay to identify
frames passing through a Gateway.

Gateway Vector: The operational Boolean vector, indexed by Gateway Conversation ID, indicating
whether the indexed Gatgway~ Conversation ID is enabled to pass through a Portal System’s Gateway
(FALSE = blocked). There-is one Gateway Vector per Portal System in a Portal.

half duplex: A nmode of operation of an CSMA/CD local area network (LAN) in which data terminal
equipment (DTEs) contend for access to a shared medium. Multiple, simultaneous transmissions in a half-
duplex mode .CSMA/CD LAN result in interference, requiring resolution by the Ethernet protocol. (See
IEEE Std802.3.)

Intérnal Sublayer Service (ISS): An augmented version of the MAC Service, defined in
IEEE Std 802.1AC.

Intra-Portal Link (IPL): A logical link used to connect the Distributed Relay (DR) Functions comprising a
Distributed Relay.

Intra-Portal Port (IPP): A port to an Intra-Portal Link.

"Notes in text, tables, and figures of a standard are given for information only and do not contain requirements needed to implement this
standard.
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Key: See: Aggregation Key.
link: See: Aggregation Link.
Link Aggregation Group (LAG): A group of links that appear to an Aggregator Client as if they were a

single link. A LAG can connect two Aggregation Systems, an Aggregation System and a Portal, or two
Portals. One or more conversations may be associated with each link that is part of a LAG.

| ong LACPDI: A \ersion 2 or highnr version Link Aggmgnfinn Control Protocol Data Lnit (I ACPDI I)

of a frame size that is larger than 128 octets.

Management Information Base (MIB): A repository of information to describe the operation of a specific
network device.

MAC: The data link sublayer that is responsible for transferring data to and from the Physical’Layer.
Partner: The remote entity in a Link Aggregation Control Protocol exchange.

Port Conversation ID: The Conversation ID value that is used to select{frames passing through an
Aggregation Port.

Portal: One end of a Distributed Resilient Network Interconnect (DRNW; one to three Systems, each with
physical links that together comprise a Link Aggregation Group. The-Portal’s Systems cooperate to emulate
the presence of a single Aggregation System to which the entire Link Aggregation Group is attached.

Portal System: A System that participates in a Portal.

Portal System Number: An integer from 1 through 3, inclusive, uniquely identifying a Portal System
within its Portal.

selection algorithm: The algorithm used to.assign frames to Conversation IDs and Conversation IDs to
Aggregation Ports and, in the context-of* Distributed Resilient Network Interconnect (DRNI), also to
Gateways.

Service ID: A value extractedfrom the header of a frame (VID, I-SID, etc.), received from an Aggregation
Link, that identifies the servieg-instance with which that frame is associated.

service instance: A set of Service Access Points (SAPs) such that a Data.Request primitive presented to one
SAP can result in a-Data.Indication primitive occurring at one or more of the other SAPs in that set. In the
context of operators“and customers, a particular customer is given access to all of the SAPs of such a set by
the operator,

Systemt_See: Aggregation System.

Type/Length/Value (TLV): A variable length encoding of an information element consisting of sequential

type, length, and value fields where the type field identifies the type of information, the length field indicates
the length of the information field in octets, and the value field contains the information itself. The type
value is locally defined and needs to be unique within the defined protocol.

Up frame: A frame entering a Portal through an Aggregation Port.

6
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4. Acronyms and abbreviations

This standard contains the following acronyms and abbreviations:

ANSI American National Standards Institute

CID Company 1D8 (see also OUI)

DA destination address

BREPR Bistribtted-Relay-Controt-Protocol

DRCPDU Distributed Relay Control Protocol Data Unit
DRNI Distributed Resilient Network Interconnect
DTE data terminal equipment

FCS frame check sequence

IEC International Electrotechnical Commission
IPL Intra-Portal Link

IPP Intra-Portal Port

ISO International Organization for Standardization
ISS Internal Sublayer Service

LACP Link Aggregation Control Protocol

LACPDU  Link Aggregation Control Protocol Data Unit
LAG Link Aggregation Group

LAG ID Link Aggregation Group Identifier

LAN local area network

LLC logical link control

LLDP Link Layer Discovery Protocol

LLID logical link identifier

MAC Medium Access Control

MAN metropolitan area network

MIB management infarmation base

NTT Need To Trahsmit

Ooul organizationally unique identifier

PDU Protgeel Data Unit

PICS protocol implementation conformance statement
PSI Portal System Isolated

SA source address

TLV Type/Length/Value

TPVIR TWO-Port VIedia ACCess control (MAT) Relay
UCT unconditional transition

8 See http://standards.ieee.org/develop/regauth/tut/eui.pdf.
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5. Conformance

This clause specifies the mandatory and optional capabilities provided by conformant implementations of
this standard.

5.1 Requirements terminology

For consistency with existing IEEE and IEEE 802.1™ standards, requirements placed upon conformant

implementations of this standard are expressed using the following terminology:

a) Shall is used for mandatory requirements;

b) May is used to describe implementation or administrative choices (“may” means “is permitted to,”
and hence, “may” and “may not” mean precisely the same thing);

¢) Should is used for recommended choices (the behaviors described by “should” ang-“Should not” are
both permissible but not equally desirable choices).

The protocol implementation conformance statement (PICS) proformas (sée™Annex A) reflect the
occurrences of the words “shall,” “may,” and “should” within the standard.

The standard avoids needless repetition and apparent duplication of its fermal requirements by using is, is
not, are, and are not for definitions and the logical consequences of-conformant behavior. Behavior that is
permitted but is neither always required nor directly controlledcby-an implementer or administrator, or
whose conformance requirement is detailed elsewhere, is described by can. Behavior that never occurs in a
conformant implementation or System of conformant implementations is described by cannot. The word
allow is used as a replacement for the phrase “support the-ability for,” and the word capability means “can
be configured to.”

In this clause the term conformant System refers toe.a System that, for all ports for which support is claimed,

conforms to the provisions of this standard-fer-Link Aggregation (5.3) or Distributed Resilient Network
Interconnect (DRNI)(5.4).

5.2 Protocol Implementation, Conformance Statement
The supplier of an implementation that is claimed to conform to this standard shall provide the information

necessary to identify both the supplier and the implementation, and shall complete a copy of the PICS
proforma provided in Annex A.

5.3 Link Aggregation requirements
A conformant System, shall:

d) ,* Support the Link Aggregation Sublayer and conform to the state machines and procedures in 6.2;
b)  Support the Link Aggregation Control Protocol (LACP) and conform to the state machines and

PTOCEQUTES 11T 6.3 and 6.4;

¢) Transmit and receive version 1 Link Aggregation Control Protocol Data Unit (LACPDUS) in the
formats specified in 6.4.2;

d) Implement the Marker Responder as specified in 6.5.4.2 and respond to received Marker PDUs as
specified in 6.5.1.

8
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5.3.1 Link Aggregation options
A conformant System, may:

a) Support the Marker Protocol and conform to the state machines and procedures in 6.5 and transmit
and receive required Marker and Marker Response PDUs in the formats specified in 6.5.3;

b)  Support the management functionality for Link Aggregation as specified in Clause 7;
¢) Support SMIv2 management information base (MIB) modules for the management of Link Aggre-

gation capabilities (Annex D);

d) Support Aggregation Port Debug Information package support as specified in 7.3 and in this.case
shall support the Churn Detection machine as specified in 6.4.17;

e) Conform to the required specifications of the Link Layer Discovery Protocol (LLLDP) of
IEEE Std 802.1AB. A conformant System that supports LLDP shall provide an LLDP Rarser/Multi-
plexer to attach zero or more instances of LLDP to each Aggregation Port as specified’in 6.1.3;

f)  Implement the Protocol Parser/Multiplexer (6.2.7) for a protocol not explicitly specified in 6.2.7;

g) Support Per-service frame distribution as specified in 8.2. A conformant System that supports Per-
service frame distribution shall support:

1) Conversation-sensitive frame collection and distribution state_diagfams as specified in 6.6.1;
and

2) Classification by Customer VLAN Tag for C-tagged interfaces and classification by Service
VLAN tag for S-tagged and B-tagged interfaces,

and may support:

3) Conversation-sensitive LACP operation as specifiechin 6.6.2;

4) Classification by Backbone Service Instance Tag as specified in 8.2.2;

5) Classification by other methods not specified by this standard;

h)  Transmit and receive version 2 LACPDUs in.the formats specified in 6.4.2. A conformant System
that supports version 2 LACPDUs shall sépport the Long LACPDU machine as specified in 6.4.18.

5.4 Distributed Resilient Networkinterconnect requirements
A conformant System, shall:

a) Conform to the requirements specified for Link Aggregation as specified in 5.3;
b)  Support a Portal ¢onsisting of two Portal Systems as specified in Clause 9. A conformant System
that supports a Portal consisting of two Portal Systems shall:

1) Support-a*DR Function having a single Intra-Portal Link (IPP) and conform to the state
machines and procedures in 9.2 and 9.3 that are applicable to a Portal System supporting a
single IPP;

2) ~Support the Distributed Relay Control Protocol (DRCP) and conform to the state machine and
procedures applicable to a Portal System supporting a single IPP as specified in 9.4;

3) Transmit and receive required Distributed Relay Control Protocol Data Units (DRCPDUS) in
the formats specified in 9.4.3 that are applicable to a Portal consisting of two Portal Systems;

e)  Support using separate physical links for the Intra-Portal Link (IPL) and the network links as

specified in 9.3.2.
5.4.1 Distribution Resilient Network Interconnect options
A conformant System, may implement any of the options specified for Link Aggregation (5.3.1), and may:

a) Support a Portal consisting of three Portal Systems as specified in Clause 9. A conformant System
that supports a Portal consisting of three Portal Systems shall:

9
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1) Support a DR Function having two IPPs and conform to the state machines and procedures in
9.2 and 9.3 that are applicable to a Portal System supporting two IPPs;

2) Support the DRCP and conform to the state machine and procedures applicable to a Portal
System supporting two IPPs as specified in 9.4;

3) Transmit and receive required DRCPDUs in the formats specified in 9.4.3 for three Portal
Systems;

Support any of the methods in 9.3.2, by which the Systems can distinguish frames on a network link

from frames on a particular IPL. A System that supports Network / IPL sharing by time (9.3.2.1)

mavalso sunnaort MAC address svnchronization as snecified in Annex G
7 Ll 7 Ll

<)

Transmit and receive DRCPDUs in the formats specified in item b3) in , including any additional
DRCP Type/Length/Values (TLVs) from Table 9-8.
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6. Link Aggregation

6.1 Overview

This clause defines an optional Link Aggregation sublayer for use with links offering the IEEE 802.1AC
Internal Sublayer Service (ISS). Link Aggregation allows one or more links to be aggregated together to
form a Link Aggregation Group (LAG), such that an Aggregator Client can treat the LAG as if it were a
single link. To this end, Link Aggregation specifies the establishment of data terminal equipment (DTE)-to-

DTE logical links, consisting of N parallel instances of full-duplex point-to-point links.

The models of operation in this clause provide a basis for specifying the externally observable behavijor' of
the operation and are not intended to place additional constraints on implementations; these can-adept any
internal model of operation compatible with the externally observable behavior specified. Copfarmance of
equipment to this standard is purely with respect to observable protocol.

6.1.1 Goals and objectives
Link Aggregation, as specified in this clause, provides the following:

a) Increased bandwidth—The capacity of multiple links is combined.into one logical link.

b) Linearly incremental bandwidth—Bandwidth can be increased.in unit multiples as opposed to the
order-of-magnitude increase available through Physical. Layer technology options (10 Mb/s,
100 Mb/s, 1000_Mb/s, etc.).

¢) Increased availability—The failure or replacement of\a single link within a LAG need not cause
failure from the perspective of an Aggregator Client:

d) Load sharing—Aggregator Client traffic may be.distributed across multiple links.

e) Automatic configuration—In the absencesofsmanual overrides, an appropriate set of LAGS is
automatically configured, and individual¢links are allocated to those groups. If a set of links can
aggregate, they will aggregate.

f)  Rapid configuration and reconfiguration—In the event of changes in physical connectivity, Link
Aggregation will quickly converge:to a new configuration, typically on the order of milliseconds for
link down events and 1 s or lessifor link up events.

NOTE 1—Timing out LACPDU exchanges is the method of last resort for detecting link failures and shifting data flows
to other physical links. The MAC. Opérational status generated by the link hardware is the first choice for link failure
detection. IEEE Std 802.1Q-2014, Clause 18, provides a method for detecting link failures (also indicated via the
MAC_Operational status) when,hardware means are not applicable.

g) Deterministictbehavior—Depending on the selection algorithm chosen, the configuration can be
made to resglve deterministically; i.e., the resulting aggregation can be made independent of the
order intwhich events occur, and be completely determined by the capabilities of the individual links
andtheir physical connectivity.

h) Loew-risk of duplication or misordering—During both steady-state operation and link
(re)configuration, there is a low probability that frames are duplicated or misordered.

i)” .~ Support of existing MAC Clients—No change is required to existing higher-layer protocols or
applications to use Link Aggregation.

A Donlasarde oopmanotibalie th oooraca flonai oo ara P
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Link Aggregation—either because of their inherent capabilities, management configuration, or the
capabilities of the devices to which they attach—operate as normal, individual links.

k) Accommodation of differing capabilities and constraints—Devices with differing hardware and
software constraints on Link Aggregation are, to the extent possible, accommodated.

1)  No change to frame formats—Link aggregation neither adds to, nor changes the contents of,
frames exchanged between Aggregator Clients.
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m) Network management support—The standard specifies appropriate management objects for
configuration, monitoring, and control of Link Aggregation.

n) Dissimilar MACs—Link Aggregation can be used over any physical or logical medium offering the
ISS.

Link Aggregation, as specified in this clause, does not support the following:

0) Multlpomt Aggregations—The mechanisms specified in thls clause do not support aggregatlons

up to three Systems )
p) Half-duplex operation—Link Aggregation is supported only on point-to-point links with MACs
operating in full-duplex mode.

Aggregation of links of different data rates is not prohibited nor required by this standard. Detérmining how
to distribute traffic across links of different data rates is beyond the scope of this standard,

NOTE 2—Previous versions of this standard restricted the data rate of the aggregated links. " However, the specified
mechanisms did not depend on whether the links operated at the same rate or not.

6.1.2 Positioning of Link Aggregation within the IEEE 802 architecture

Link Aggregation comprises an optional sublayer between an AggregatorClient and the MAC. Figure 6-1
depicts the positioning of the Link Aggregation sublayer in the IEEE 802 layer architecture, and the
relationship of that architecture to the Data Link and Physical Layers of the OSI Reference Model. The
figure also shows the ability of the Link Aggregation sublayerto combine a number of individual links in
order to present a single MAC interface to the Aggregator Client. (See also IEEE Std 802.1Q-2014,
Figure 22-8.)

osl
LAN
REFERENCE MODEL CSMACD
LAYERS CAYERS
APPLICATION
PRESENTATION
HIGHER LAYERS
SESSION
s ’ LLC (LOGICAL LINK CONTROL) OR OTHER AGGREGATOR CLIENT
TRANSPORT , 0)
7 LINK AGGREGATION SUBLAYER (OPTIONAL)
NETWORK . 0 0 ()
\ \
oAz ONK o MAC MAC | e MAC
PHYSICAL PHYSICAL PHYSICAL
PHYSICAL o LAYER LAYER LAYER

Figure 6-1—Architectural positioning of Link Aggregation sublayer

Figure 6-2 depicts the major blocks that form the Link Aggregation sublayer and their interrelationships.

It is possible to implement the optional Link Aggregation sublayer for some ports within a System while not
implementing it for other ports; i.e., it is not necessary for all ports in a System to be subject to Link
Aggregation. A conformant implementation is not required to be able to apply the Link Aggregation
sublayer to every port.
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Figure 6-2—Link Aggregation sublayer block diagram

NOTE=<Earlier editions of IEEE Std 802.1AX and IEEE Std 802.3, Clause 43, used the term “MAC Client” instead of
theerm “Aggregator Client,” and placed Link Aggregation between the IEEE 802.3 MAC sublayer and the IEEE 802.3
NMAC” Control sublayer. This standard repositions Link Aggregation immediately above the MAC sublayer. This
rearrangement of the abstract layering diagram is intended to align the standard with common industry practice; it does

\

0 — — — (=

\i

______ ().t.__

MAC

not cause an implementation that is conformant to earlier editions of the standard to become non-conformant with this

edition.

6.1.3 LLDP Parser/Multiplexer

Not shown in Figure 6-1 is the fact that some protocols require that the higher layers be able to access
physical ports directly, without passing through the Link Aggregation sublayer. Some protocols specify a
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means whereby this access is accomplished. See, for example, IEEE Std 802.1X™-2010, Figure 6-2, the
“Sech”

In order to satisfy the needs of other protocols, the Protocol Parser/Multiplexer (6.2.7) is provided. In
particular, if IEEE Std 802.1AB™ is implemented in a System supporting Link Aggregation, an LLDP
Parser/Multiplexer shall be provided to attach zero or more instances of LLDP to each Aggregation Port as
configured by the system administrator.

There are NLLLDP Dnrcnr/l\/lulfiplnynrc’ ane for each Aggmgnfinn Port. Each LLDP Dnrcnr/l\/lulfiplnvnr isan

instance of the Protocol Parser/Multiplexer described in 6.2.7 and is inserted as a shim layer, either between
the Control Parser/Multiplexer and the MAC layer, or between the Aggregator Parser/Multiplexer and-the
Control Parser/Multiplexer, at the discretion of the implementer. Specifically:

a) The DownPort of Protocol Parser/Multiplexer N is either the DataMuxN of Control Parser/
Multiplexer N (6.2.10) or the MacN of MAC N, as determined by the position of theé L LDP Parser/
Multiplexer in the protocol stack.

b)  The ControlPort of Protocol Parser/Multiplexer N is utilized by the LLDP instances.

c) The DataPort of Protocol Parser/Multiplexer N is either the DataMuxN{ef Aggregator Parser/
Multiplexer N (6.2.8) or the MacN of Control Parser/Multiplexer N, asdetermined by the position of
the LLDP Parser/Multiplexer in the protocol stack.

d) The IsControlFrame function is defined in 6.1.3.1.1.

NOTE—Any functional entity that operates above the Aggregator is undér'the control and the specification of the
System implementing Link Aggregation (in Bridges, for example, this-is provided by the Transmit and Receive
functions specified in 8.5 of IEEE Std 802.1Q-2014). The discussion af the position of any Protocol Parser/Multiplexer
entity that is above the Aggregator is not in scope of this standard.

6.1.3.1 LLDP Parser state diagram
6.1.3.1.1 LLDP Parser Function

IsControlFrame
Returns Boolean value: (Length/Type == LLDP_Type && DA == LLDP_Multicast address)

6.1.3.1.2 Constants

LLDP_Multicast address
The value ofthe*LLDP DA field. (See IEEE Std 802.1AB-2009, 7.1.)
LLDP_Type
The value'of the LLDP Length/Type field. (See IEEE Std 802.1AB-2009, Figure C.1.)

6.1.3.1.3 Variables

DA

The value of the DA field in a received frame.
Length/Type

The value of the Length/Type field in a received frame.

6.1.3.1.4 State diagram

The LLDP Parser state diagram, when supported, shall implement the function specified in Figure 6-5 with
its associated parameters as specified is 6.1.3.
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6.2 Link Aggregation operation
As depicted in Figure 6-2, the Link Aggregation sublayer comprises the following functions:

a) Frame Distribution. This block is responsible for taking frames submitted by the Aggregator Client
and submitting them for transmission on the appropriate Aggregation Port, based on a frame
distribution algorithm employed by the Frame Distributor. Frame Distribution includes a Frame

Distributor and an optional Marker Generator/Receiver used for the Marker protocol. (See 6.2.4,
6285 and AL\
7

OO o OO

b) Frame Collection. This block is responsible for passing frames received from the various
Aggregation Ports to the Aggregator Client. Frame Collection includes a Frame Collector _and a
Marker Responder, used for the Marker protocol. (See 6.2.3, 6.2.6, and 6.5.)

c)  Aggregator Parser/Multiplexers. On transmit, these blocks simply pass frame transmission requests
from the Frame Distributor, Marker Generator, and/or Marker Responder to the\appropriate
Aggregation Port. On receive, these blocks distinguish among Marker Request, Marker Response,
and MAC Protocol Data Units (MPDUs), and pass each to the appropriate-”entity (Marker
Responder, Marker Receiver, and Frame Collector, respectively).

d) Aggregator. The combination of Frame Distribution and Frame Ceollection, along with the
Aggregator Parser/Multiplexers, is referred to as the Aggregator.

e) Aggregation Control. This block is responsible for the configuration and control of Link
Aggregation. It incorporates a Link Aggregation Control Protgect’(LACP) that can be used for
automatic communication of aggregation capabilities between-Systems and automatic configuration
of Link Aggregation.

f)  Control Parser/Multiplexers. On transmit, these blocks simply pass frame transmission requests
from the Aggregator and Control entities to the appfopriate Aggregation Port. On receive, these
blocks distinguish Link Aggregation Control PDUs from other frames, passing the LACPDUs to the
appropriate sublayer entity, and all other framesto-the Aggregator.

6.2.1 Principles of Link Aggregation

Link Aggregation allows an Aggregator Client'to treat a set of one or more Aggregation Ports as if it were a
single port. In doing so, it employs the following principles and concepts:

a) An Aggregator Client communicates with a set of Aggregation Ports through an Aggregator, which
presents a standard I1SStinterface to the Aggregator Client. The Aggregator binds to one or more
Aggregation Ports within a System.

b) It is the responsibility of the Aggregator to distribute frame transmissions from the Aggregator
Client to the various Aggregation Ports, and to collect received frames from the Aggregation Ports
and pass them-to the Aggregator Client transparently.

¢) A Systém, may contain multiple Aggregators, serving multiple Aggregator Clients. A given
Aggregation Port will bind to (at most) a single Aggregator at any time. An Aggregator Client is
setved by a single Aggregator at a time.

d) \The binding of Aggregation Ports to Aggregators within a System is managed by the Link
Aggregation Control function for that System, which is responsible for determining which links may
be aggregated, aggregating them, binding the Aggregation Ports within the System to an appropriate

Agaregator_and-monitorina conditions to determine when a chanae in aaareqaation is needed
gJ ] 7 ] J g J R4

e)  Such determination and binding may be under manual control through direct manipulation of the
state variables of Link Aggregation (e.g., Keys) by a network manager. In addition, automatic
determination, configuration, binding, and monitoring may occur through the use of a Link
Aggregation Control Protocol (LACP). The LACP uses peer exchanges across the links to
determine, on an ongoing basis, the aggregation capability of the various links, and continuously
provides the maximum level of aggregation capability achievable between a given pair of Systems.
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f)  Frame ordering has to be maintained for certain sequences of frame exchanges between Aggregator
Clients (known as conversations, see Clause 3). The Frame Distributor ensures that all frames of a
given conversation are passed to a single Aggregation Port. For any given Aggregation Port, the
Frame Collector is required to pass frames to the Aggregator Client in the order that they are
received from that Aggregation Port. The Frame Collector is otherwise free to select frames received
from the Aggregation Ports in any order. Since there are no means for frames to be misordered on a
single link, this guarantees that frame ordering is maintained for any conversation.

g) Conversations may be moved among Aggregation Ports within an aggregation, both for load
halan‘ing and-to maintain mmilqhilif\/ inthe event of link failures. Means are Inm\/ir*lnri (R 56 R) for

maintaining frame ordering when such movement takes place.

h)  This standard does not impose any particular distribution algorithm on the Frame Distributor.
Whatever algorithm is used should be appropriate for the Aggregator Client being supported.

i)  Each Aggregation Port is assigned a MAC address, unique over the LAG and the IEEE802.1Q
Bridged LAN (if any) to which the LAG is connected. This MAC address is used as the source
address (SA) for frame exchanges that are initiated by entities within the Link Aggregation sublayer
itself (i.e., LACP and Marker protocol exchanges).

NOTE—The LACP and Marker protocols use a multicast destination address (DA) for.all exchanges, and do
not impose any requirement for an Aggregation Port to recognize more than ong tRicast address on received
frames.

j)  Each Aggregator is assigned a MAC address, unique over the LAG and the IEEE 802.1Q Bridged
LAN (if any) to which the LAG is connected; this address is/used as the MAC address of the
aggregation from the perspective of the Aggregator Client, both'as a SA for transmitted frames and
as the destination address (DA) for received frames. The MAC address of the Aggregator may be
one of the MAC addresses of an Aggregation Port in the associated LAG (see 6.2.11).

6.2.2 Service interfaces

The Aggregator Client communicates with the Aggregator using the 1SS specified in IEEE Std 802.1AC.
Similarly, Link Aggregation communicates internally (between Frame Collection/Distribution, the
Aggregator Parser/Multiplexers, the Control_Pdrser/Multiplexers, and Link Aggregation Control) and with
its bound Aggregation Ports using the samerservice interface. No new interlayer service interfaces are
defined for Link Aggregation.

Since Link Aggregation uses four instances of the ISS, it is necessary to introduce a notation convention so
that the reader can be clear as to which interface is being referred to at any given time. A prefix is therefore
assigned to each service primitive, indicating which of the four interfaces is being invoked, as depicted in
Figure 6-2. The prefixes are as follows:

a) Agg:, for primitives issued on the interface between the Aggregator Client and the Link Aggregation
sublayer:

b)  AggMuxN:, for primitives issued on the interface between Aggregator Parser/Multiplexer N and its
internal clients (where N is the Port Number associated with the Aggregator Parser/Multiplexer).

c) .(CtrIMuxN:, for primitives issued on the interface between Control Parser/Multiplexer N and Link
Aggregation Control (where N is the Port Number associated with the Control Parser/Multiplexer).

d)” DataMuxN:, for primitives issued on the interface between Control Parser/Multiplexer N and
Aggregator Parser/Multiplexer N (where N is the Port Number associated with the Control Parser/

Multiplexer).
e) MacN:, for primitives issued on the interface between underlying MAC N and its Control Parser/
Multiplexer (where N is the Port Number associated with the underlying MAC).

Aggregator Clients may generate Agg:M_UNITDATA .request primitives for transmission on an aggregated
link. These are passed by the Frame Distributor to an Aggregation Port selected by the distribution
algorithm. MacN:M_UNITDATA.indication primitives signifying received frames are passed unchanged
from an Aggregation Port to the Aggregator Client by the Frame Collector.
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In order to satisfy the needs of higher layers to access physical ports directly, the Protocol Parser/Multiplexer
(6.2.7) is provided. In particular, if IEEE Std 802.1AB is implemented in a System supporting Link
Aggregation, the LLDP Parser/Multiplexer (6.1.3) will enable to attach zero or more instances of LLDP to
each Aggregation Port.

6.2.3 Frame Collector

A Frame Collector is responsible for receiving incoming frames (i.e.,
Aggl\/luvl\l'l\/l UNITDATA, indirnfinnc) from the set of individual links that form the L AG (fhrnngh each

link’s associated Aggregator Parser/Multiplexer) and delivering them to the Aggregator Client. Framés
received from a given Aggregation Port are delivered to the Aggregator Client in the order that they~are
received by the Frame Collector. Since the Frame Distributor is responsible for maintaining any frame
ordering constraints, there is no requirement for the Frame Collector to perform any reordering_of frames
received from multiple links. If a System uses conversation-sensitive frame collection and distribution, then
the Frame Collector will discard frames received on Aggregation Ports whose Conversation IDs are not in
the list supplied by the Frame Distributor for that Aggregation Port (6.6).

The Frame Collector shall implement the function specified in the state diagram shown in Figure 6-3 and the
associated definitions contained in 6.2.3.1.

6.2.3.1 Frame Collector state diagram
6.2.3.1.1 Constants

CollectorMaxDelay
In tens of microseconds, the maximum time that the Frame Collector may delay the delivery of
a frame received from an Aggregator Parser'to its Aggregator Client. Value is assigned by
management or administration policy.
Value: Integer

6.2.3.1.2 Variables

DA
SA
mac_service_data_unit
priority
The parametérsiof the M_UNITDATA.indication primitive.
BEGIN
A Boplean variable that is set to TRUE when the System is initialized or reinitialized, and is set
to FALESE when (re-)initialization has completed.
Value: Boolean

6.2.3.1.3 Messages

Agg:M_UNITDATA.indication

AggMuxN-M UNITDATA indication
The service primitives used to pass a received frame to a client with the specified parameters.

6.2.3.1.4 State diagram

The architectural models of ISS and Link Aggregation do not make any provision for queuing of frames
between the link and the Aggregator Client. However, practical implementations of Link Aggregation will
typically incur both queuing and delay in the Frame Collector. In order to ensure that frame delivery is not
delayed indefinitely (which could cause a frame ordering problem when moving conversations from one
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link to another), the Frame Collector shall, upon receiving a frame from an Aggregator Parser, either deliver
the frame to its Aggregator Client, or discard the frame within a CollectorMaxDelay time. The Frame
Distributor (within the Partner System at the other end of the link) can assume that all frames transmitted on
a given link have been either received by its Partner’s Aggregator Client or discarded after a
CollectorMaxDelay plus the propagation delay of the link. The use of CollectorMaxDelay is further
discussed in B.3.

NOTE—Because frame discard due to CollectorMaxDelay is a function of queuing and other entities not specified in
this document, the discard action is a requirement of the system, not just of the Frame Collector, and is therefore not

shown in Figure 6-3.

BEGIN

Y ¢

WAIT FOR RECEIVE

AggMuxN:M_UNITDATA.indication(DA, SA, mac_service_data_unit, priority)

PASS TO AGGREGATOR CLIENT

Agg:M_UNITDATA.indication(DA, SA,
mac_service_data_unit) priority)

ucTy

Figure 6-3—Frame Collector state diagram
6.2.4 Frame Distributor

The Frame Distributor is responsible for.taking outgoing frames from the Aggregator Client and
transmitting them through the set of links“that form the LAG. The Frame Distributor implements a
distribution function (algorithm) responsible for choosing the link to be used for the transmission of any
given frame or set of frames.

This standard does not mandaté-any particular distribution algorithm(s); however, any distribution algorithm
shall ensure that, when framés-are received by a Frame Collector as specified in 6.2.3, the algorithm shall
not cause the following:

a) Misordering'of frames that are part of any given conversation, or
b)  Duplication of frames.

The precéding requirement to maintain frame ordering is met by ensuring that all frames that compose a
given eonversation are transmitted on a single link in the order that they are generated by the Aggregator
Client; hence, this requirement does not involve the addition (or modification) of any information to the
MAC frame, nor any buffering or processing on the part of the corresponding Frame Collector in order to
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used, while also ensuring interoperability between devices that adopt differing algorithms.

NOTE—The subject of distribution algorithms and maintenance of frame ordering is discussed in Clause 8 and
Annex A.

The Frame Distributor shall implement the function specified in the state diagram shown in Figure 6-4 and
the associated definitions contained in 6.2.4.1.
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6.2.4.1 Frame Distributor state diagram
6.2.4.1.1 Variables

DA
SA
mac_service_data_unit
priority
The parameters of the l\/l_l INMTDATA. reguest primifi\m

BEGIN
A Boolean variable that is set to TRUE when the System is initialized or reinitialized, and is\set
to FALSE when (re-)initialization has completed.
Value: Boolean

6.2.4.1.2 Messages
Agg:M_UNITDATA.request
AggMuxN:M_UNITDATA.request

The service primitives used to transmit a frame with the specified{arameters.

6.2.4.1.3 State diagram

BEGIN

WAIT.FOR TRANSMIT

Agg:M_UNITDATA.request(DA, SA, mac_service_data_unit, priority)

Y

PASS TO PORT

AggMUxN:M_UNITDATA.request(DA, SA, mac_service_data_unit, priority)

UCT

NOTE—The algorithm that the Frame Distributor uses to select the value of N
in AggMuxN:M_UNITDATA.request for a given frame is unspecified.

Figure 6-4—Frame Distributor state diagram

6¢2:5 Marker Generator/Receiver (optional)

The optional Marker Generator is used by the Marker protocol, as specified in 6.5. When implemented and
so requested by the distribution algorithm, the Marker Generator shall issue an
AggMuxN:M_UNITDATA.request primitive, with a mac_service_data_unit containing a Marker PDU as
defined in 6.5.3, to the Aggregation Port associated with the conversation being marked, subject to the
timing restrictions for Slow Protocols specified in IEEE Std 802.3-2008, Annex 57A.
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The optional Marker Receiver is used by the Marker protocol, as specified in 6.5. It receives Marker
Response PDUs from the Aggregator Parser.

6.2.6 Marker Responder

The Marker Responder is used by the Marker protocol, as specified in 6.5. The Marker Responder receives
Marker PDUs (generated by a Partner System’s Marker Generator), and transmits a Marker Response PDU

through the same Aggregation Port from which the Marker PDU was received. While implementation of the
Marker Generator/Receiveris nlr_\'rinnql, the. nhilihjl to mclr_mnri toa Marker PDII ('rhn Marker Dncpnndnr) iS

mandatory. An implementation conformant to this clause that is not under a Distributed Relay function (DR
Function, see 9.2, 9.3) shall implement the Marker Responder as specified in 6.5.4.2, thus ensuring-that
implementations that need to make use of the protocol can do so.

A Marker Responder that is under a DR Function is not required to respond to a Marker PDU.

NOTE—Since this standard lacks any means for coordinating Marker PDU responses among.-the Portal Systems
comprising a Portal, it is safer to not respond to a Marker PDU, and allow the sender to time out~rather than to return a
Marker PDU and run the risk of delivering frames out of order.

6.2.7 Protocol Parser/Multiplexer
A Protocol Parser/Multiplexer is a function of which there are three examples in this standard, as follows:

a) The LLDP Parser/Multiplexer (6.1.3)
b)  The Control Parser/Multiplexer (6.2.10)
¢) The DRCP Control Parser/Multiplexer (9.4.4)

A Protocol Parser/Multiplexer has three service interfaces, each an instance of the ISS, as follows:

d) One DownPort makes use of an instance ‘of the ISS to pass data and control frames to and from
lower layers in the protocol stack.

e) One DataPort offers an instance of\thé ISS to a higher level data function.

f)  One ControlPort offers an instance of the ISS to higher level control functions.

The specification of a given instance’of the Protocol Parser/Multiplexer, e.g., the Control Parser/Multiplexer
(6.2.10), ties these three notional service interfaces to specific service interfaces, e.g., those in 6.2.2, and
provides a definition of the-IsControlFrame function ().

On transmission, the\Rrotocol Multiplexer shall provide transparent pass-through of frames from the
ControlPort or the'DataPort to the DownPort.

On receipt.of.a frame from its DownPort, the Protocol Parser uses the IsControlFrame function to determine
whether-the frame is or is not a control frame. It passes control frames up through the ControlPort, and
passes-atother frames up through the DataPort. The Protocol Parser shall implement the function specified
by the ‘state diagram shown in Figure 6-5 and the associated definitions contained in 6.2.7.1.

©.2.7.1 Protocol Parser state diagram
6.2.7.1.1 Functions

IsControlFrame
Given an input frame (DA, SA, mac_service_data_unit, priority), returns TRUE if the frame is
a control frame for the ControlPort, or FALSE if it is a data frame for the DataPort.
Value returned: Boolean
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6.2.7.1.2 Variables

DA

SA
mac_service_data_unit
priority

The parameters of the M_UNITDATA.indication primitive.

BEGIN

A Boolean variable that is set to TRUE when the. chmm isinitialized or rninifinli7nd, and.is set

to FALSE when (re-)initialization has completed.

Value: Boolean

6.2.7.1.3 Messages

ControlPort:M_UNITDATA.indication
DataPort:M_UNITDATA.indication
DownPort:M_UNITDATA.indication

The service primitives used to pass a received frame to a client with the specified parameters.

6.2.7.1.4 State diagram

BEGIN

WAIT FOR RECEIVE

DownPort:M_UNITDATA.indication(DA, SA

, mac_seryice_data_unit, priority)

PARSE

IsControlFrame(DA,

mac_sepvicendata_unit, priority)

SA,

Y

PASS TO CONTROL PORT

Generate ControlPort:M_UNITDATA.indication(DA, SA,
mac_service_data_unit, priority) to Control Port

UCT

ELSE

PASS TO DATA PORT

Generate DataPort:M_UNITDATA.indication(DA, SA,
mac_service_data_unit, priority) to Data Port

UCT

Figure 6-5—Protocol Parser state diagram
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6.2.8 Aggregator Parser/Multiplexer

On transmission, the Aggregator Multiplexer shall provide transparent pass-through of frames submitted by
the Marker Responder and optional Marker Generator to the Aggregation Port specified in the transmission
request. The Aggregator Multiplexer shall provide transparent pass-through of frames submitted by the
Frame Distributor to the Aggregation Port specified in the transmission request only when the Aggregation
Port state is Distributing (see 6.4.15); otherwise, such frames shall be discarded.

Qn receint the Aaareaator Parser decodes frames received from the Control Parser passes those frames
T 7 g J RvJ T 1

destined for the Marker Responder or Marker Receiver to the selected entity, and discards frames with
invalid Slow Protocol subtype values (see IEEE Std 802.3-2008, Table 57A-2). The Aggregator Parsershall
pass all other frames to the Frame Collector for passage to the Aggregator Client only when the Aggregation
Port state is Collecting (see 6.4.15); otherwise, such frames shall be discarded. The Aggregator Parser shall
implement the function specified in the state diagram shown in Figure 6-6 and the associated definitions
contained in 6.2.8.1.

6.2.8.1 Aggregator Parser state diagram
6.2.8.1.1 Constants

Slow_Protocols_Type
The value of the Slow Protocols Length/Type field. (See lEEE Std 802.3-2008, Annex 57A.)
Marker_subtype
The value of the Subtype field for the Marker protecol:(See 6.5.3.)
Value: Integer
2
Marker_Information
The encoding of the Marker InformationnTLV _type field. (See 6.5.3.)
Value: Integer
1
Marker_Response_Information
The encoding of the Marker;Response Information TLV_type field. (See 6.5.3.)
Value: Integer
2

6.2.8.1.2 Variables

DA

SA

mac_service” data_unit

priority.
The parameters of the M_UNITDATA.indication primitive.

Protocol_DA
One of the addresses selected from Table6-1 determined by the setting of the
aAggPortProtocolDA managed object (7.3.2.2.1). A particular instance of link aggregation
shall use the same DA for | ACP as it does for the Marker protocol

Value: 48 bits.
Length/Type
The value of the Length/Type field in a received frame.
Value: Integer
Subtype
The value of the octet following the Length/Type field in a Slow Protocol frame.
(See IEEE Std 802.3-2008, Annex 57A.)
Value: Integer
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TLV _type
The value contained in the octet following the Version Number in a received Marker or Marker
Response frame. This identifies the “type” for the Type/Length/Value (TLV) tuple. (See 6.5.3.)
Value: Integer

BEGIN
A Boolean variable that is set to TRUE when the System is initialized or reinitialized, and is set
to FALSE when (re-)initialization has completed.
Value: Boolean

6.2.8.1.3 Messages

DataMuxN:M_UNITDATA.indication
AggMuxN:M_UNITDATA.indication
The service primitives used to pass a received frame to a client with the specified ljparameters.

6.2.8.1.4 State Diagram

BEGIN

Y 1

WAIT FOR RECEIVE

DataMuxN:M_UNITDATA.indication(DA, SA, mac_service_data_unit, priority)

L/
PARSE
DA == Protocol_DA && DA == Protocol_DA && DA == Protocol_DA &&
Length_Type == Slow_Protocols_Type && | Length_Type ==Slow_Protocols_Type && Length_Type == Slow_Protocols_Type &8
subtype == Marker_subtype && subtype == Marker_subtype &&, ((subtype < 1) || (subtype > 10))
TLV_type == Marker_Information |TLV_type =="Marker_Response_Information:

PASS TO MARKER RESRONDER

Generate AggMuxN:M_UNITDATA.indication(DA, SA,
mac_service_data_unit, priority)'to Marker Responder

Y ELSE
UCT |~~~ 7 7 T T T T NN\ e N

' PASS TO MARKER RECEIVER '

" Genefate AggMuxN:M_UNITDATA indication(DA, SA, .

X mage, service_data_unit, priority) to Marker Receiver X

Y ) M \/

oY, DISCARD FRAME
: UCT Y
' PASS TO FRAME COLLECTOR
' Generate AggMuxN:M_UNITDATA.indication(DA, SA,
- ee—serrice—tata—tmiprofity)—to-Frame-Cofteetor
' ucT
Y Y A

If the optional Marker Receiver is not implemented, Marker Responses shall be passed to the Frame Collector. If the
Aggregation Port state is not Collecting, all frames that would have been passed to the Aggregator Client through the
Collector will be discarded.

Figure 6-6—Aggregator Parser state diagram
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6.2.9 Aggregator

An Aggregator comprises an instance of a Frame Collection function, an instance of a Frame Distribution
function, and one or more instances of the Aggregator Parser/Multiplexer function for a LAG. A single
Aggregator is associated with each LAG. An Aggregator offers an ISS interface to its associated Aggregator
Client; access to the physical media by an Aggregator Client is always achieved via an Aggregator. An
Aggregator can therefore be considered to be a logical MAC, bound to one or more Aggregation Ports,
through which the Aggregator Client is provided access to the physical media.

Asingle, individual MAC address is associated with each Aggregator (see 6.2.11).

An Aggregator is available for use by the Aggregator Client and MAC-Operational at the AggregatorSS
will be True (6.3.12) if the following are all true:

a) It has one or more attached Aggregation Ports.
b)  The Aggregator has not been set to a disabled state by administrative action (see 7.3.¥.1.13).
c)  One or more of the attached Aggregation Ports is Collecting or Distributing (see223.1.1.14).

NOTE—To simplify the modeling and description of the operation of Link Aggregation, it is assumed that there are as
many Aggregators as there are Aggregation Ports in a given System; however, this is not a¢equirement of this standard.
Aggregation of two or more Aggregation Ports consists of changing the bindings betiveen Aggregation Ports and
Aggregators such that more than one Aggregation Port is bound to a single Aggregator; ‘The creation of any aggregations
of two or more links will therefore result in one or more Aggregators that are botnd.to more than one Aggregation Port,
and one or more Aggregators that are not bound to any Aggregation Port—~An* Aggregator that is not bound to any
Aggregation Port appears to an Aggregator Client as a MAC interface te-an-inactive Aggregation Port. During times
when the bindings between Aggregation Ports and Aggregators are “changing, or as a consequence of particular
configuration choices, there may be occasions when one or more Aggregation Ports are not bound to any Aggregator.

6.2.10 Control Parser/Multiplexer

There are N Control Parser/Multiplexers, one for each.Aggregation Port. Each Control Parser/Multiplexer is
an instance of the Protocol Parser/Multiplexer described in 6.2.7. Specifically:

a) The DownPort of the Protocol ParseffMultiplexer is MacN (6.2.2) for Control Parser/Multiplexer N.

b) The ControlPort of the Protocel™Parser/Multiplexer is CtrIMuxN (6.2.2) for Control Parser/
Multiplexer N.

c¢) The DataPort of the Protocol Parser/Multiplexer is DataMuxN (6.2.2) for Control Parser/
Multiplexer N.

d) The IsControlFrame:furction is defined in 6.2.10.1.

6.2.10.1 Control Parser state diagram
6.2.10.1.1 Control Parser Function
IsControlFrame

Returns Boolean value: (DA == Protocol_DA && Length/Type == Slow_Protocols_Type &&
Subtype == LACP_subtype)

6:2.10.1.2 Constants

Slow_Protocols_Type
The value of the Slow Protocols Length/Type field. (See IEEE Std 802.3-2008, Table 57A-2.)
LACP_subtype
The value of the Subtype field for the Link Aggregation Control Protocol. (See
IEEE Std 802.3-2008, Table 57A-3.)
Value: Integer
1
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6.2.10.1.3 Variables

DA
SA
mac_service_data_unit
priority
The parameters of the M_UNITDATA.indication primitive.
Protocol_DA

Qne of the addresses selected  from  Table 6-1  determined hy the. cﬂffing of the

aAggPortProtocolDA managed object (7.3.2.2.1). A particular instance of link aggregation
shall use the same DA for LACP as it does for the Marker protocol.
Value: 48 bits.
Length/Type
The value of the Length/Type field in a received frame.
Value: Integer
Subtype
The value of the octet following the Length/Type field in a Slow Protocolframe.
(See IEEE Std 802.3-2008, Annex 57A.)
Value: Integer

6.2.11 Addressing

Each IEEE 802 MAC has an associated individual MAC address,~-whether that MAC is used for Link
Aggregation or not.

Each Aggregator to which one or more Aggregation Ports+are attached has an associated individual MAC
address (see 6.3.3). The MAC address of the Aggregatenmay be the individual MAC addresses of one of the
MAGCs in the associated LAG, or it may be a distinct MAC address. The manner in which such addresses are
chosen is not otherwise constrained by this standdrd.

6.2.11.1 Source address (SA)

Protocol entities sourcing frames from within the Link Aggregation sublayer (e.g., LACP and the Marker
protocol) use the MAC address of the MAC within an underlying Aggregation Port as the SA in frames
transmitted through that Aggregation Port. The Aggregator Client sees only the Aggregator and not the
underlying MACs, and therefore uses the Aggregator’s MAC address as the SA in transmitted frames. If an
Aggregator Client submits)a frame to the Aggregator for transmission without specifying a SA, the
Aggregator inserts itsewn MAC address as the SA for transmitted frames.

NOTE—This behavjor causes the Aggregator to behave the same way as a standard MAC with regard to frames
submitted by its.client.

6.2.11.2Destination address

Prototol entities sourcing frames from within the Link Aggregation sublayer (e.g., LACP and the Marker
pratocol) and the DRCP entities in Clause 9 use one of the MAC addresses listed in Table 6-1 as the DA for

such frames. These addresses are in the range of the C-VLAN component reserved addresses (see Table 8-1
in IEEE Std 802.1Q-2014) and the S-VLAN component reserved addresses (see Table 8-2 in IEEE Std
802.1Q-2014). The choice of address used determines the scope of propagation of Link Aggregation control
and marker PDUs within a bridged LAN, as follows:

a) The Nearest Customer Bridge group address is an address that no conformant C-VLAN component
or IEEE 802.1D Bridge forwards. However, this address is relayed by Two-Port Media Access
Control (MAC) Relay (TPMR) components and S-VLAN components. Therefore, Link
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Aggregation control, Distributed Relay control and marker PDUs received on this address represent
information about stations that are not separated from the recipient station by any intervening C-
VLAN components or IEEE 802.1D Bridges. There may, however, be TPMR components and/or S-
VLAN components in the path between the originating and receiving stations.

NOTE 1—This address makes it possible to communicate information between end stations and/or Customer Bridges
and for that communication to be transparent to the presence or absence of TPMRs or S-VLAN components in the
communication path. The scope of this address is the same as that of a customer-to-customer MACSec connection.

b)

The Slow_Protocols_Multicast group address is an address that no conformant TPMR component,

<)

S-VLAN component, C-VLAN component, or [EEE 802.1D Bridge can forward. Link Aggregation
control, Distributed Relay control, and marker PDUs transmitted using this DA can therefore travel
no further than those stations that can be reached via a single individual LAN from the originating
station. Link Aggregation control, Distributed Relay control, and marker PDUs received on this
address therefore represent information about stations that are attached to the same individual LAN
segment as the recipient station.

NOTE 2—This address makes it possible to transmit a Link Aggregation Control, DRCP, or Marker frame containing
information specific to a single individual LAN, and for that information not to be propagated further than the extent of
that individual LAN.

The Nearest non-TPMR Bridge group MAC address is an address that vio conformant C-VLAN
component, S-VLAN component, or IEEE 802.1D Bridge can forward. However, this address is
relayed by TPMR components. Therefore, Link Aggregation control; Distributed Relay control and
marker PDUs received on this address represent information.about stations that are not separated
from the recipient station by any intervening C-VLAN _eemponent, S-VLAN component, or
IEEE 802.1D Bridge. There may, however, be one or more“TPMR components in the path between
the originating and receiving stations.

NOTE 3—This address makes it possible to communicate information between end stations and/or bridges and for that
communication to be transparent to the presence or absefice 0f TPMRs in the transmission path. This address is
primarily intended for use within provider bridged networks.

Table 6-1—Link Aggregation protocol destination addresses

Assignment Value
Nearest Customer Bridge groupaddress 01-80-C2-00-00-00
IEEE 802.3 Slow_Protocbls_Multicast group address 01-80-C2-00-00-02
Nearest non-TPMR Bridge group address 01-80-C2-00-00-03

The use and encoding of the Slow_Protocols_Multicast group address are specified in Annex 57A of
IEEE Std 802.3:2012.

6.3 LinkAggregation Control

Link Aggregation Control configures and controls the Link Aggregation sublayer using static information
local to the control function and dynamic information exchanged by means of the Link Aggregation Control

Protocol.

For each Aggregation Port in the System, Link Aggregation Control

a)

b)

Maintains configuration information (reflecting the inherent properties of the individual links as
well as those established by management) to control aggregation.
Exchanges configuration information with other Systems to allocate the link to a LAG.
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NOTE—A given link is allocated to, at most, one LAG at a time. The allocation mechanism attempts to
maximize aggregation, subject to management controls.

c) Attaches the Aggregation Port to the Aggregator used by the LAG, and detaches the Aggregation
Port from the Aggregator when it is no longer used by the Group.

d) Uses information from the Partner System’s Link Aggregation Control entity to enable or disable the
Aggregator’s Frame Collector and Frame Distributor.

The operation of Link Aggregation Control involves the following activities, which are described in detail in
6.3.1 through 6.3.16:

e) Checking that candidate links can actually be aggregated.

f)  Controlling the addition of a link to a LAG, and the creation of the group if necessary.

g) Monitoring the status of aggregated links to ensure that the aggregation is still valid.

h)  Removing a link from a LAG if its membership is no longer valid, and removing the group-if it no
longer has any member links.

In order to allow Link Aggregation Control to determine whether a set of links connect to.the same System,
and to determine whether those links are compatible from the point of view of aggregation, it is necessary to
be able to establish the following:

i) A globally unique identifier for each System that participates in Link Aggregation (see 6.3.2).

j) A means of identifying the set of capabilities associated with each‘Aggregation Port and with each
Aggregator, as understood by a given System.

k) A means of identifying a LAG and its associated Aggregator.

System identification allows the detection of links that are connected in a loopback configuration (i.e., both
ends of the same link are connected to the same System).

6.3.1 Characteristics of Link Aggregation Control
Link Aggregation Control provides a configuration capability that is the following:

a) Automatic. In the absence of manual override controls, an appropriate set of LAGs is automatically
configured, and individual link$-are allocated to those groups. If a set of links can aggregate, they do
aggregate.

b) Continuous. Manual intervention or initialization events are not a requirement for correct operation.
The configuration<«méchanism continuously monitors for changes in state that require
reconfiguration. The configuration functions detect and correct misconfigurations by performing
reconfiguration and/or by taking misconfigured links out of service.

c) Determinijsti€:' The configuration can resolve deterministically; i.e., the configuration achieved can
be made independent of the order in which events occur, and be completely determined by the
combination of the capabilities of the individual links and their physical connectivity.

d) Controllable. The configuration capabilities accommodate devices with differing hardware and
software constraints on Link Aggregation.

e) . Compatible. Links that cannot take part in Link Aggregation, either because of their inherent
capabilities or of the capabilities of the devices to which they attach, operate as normal IEEE 802
links The introduction of | ink Aggregation capability at one or both ends of a link should not result

in a degradation of the perceived performance of the link.
f)  Rapid. The configuration resolves rapidly to a stable configuration. Convergence can be achieved
by the exchange of three LACPDUSs, without dependence on timer values.

With the following:

g) Low risk of misdelivery. The operation of the (re-)configuration functions minimizes the risk of
frames being delivered to the wrong Aggregator.
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h)  Low risk of duplication or misordering. The operation of the (re-)configuration functions
minimizes the risk of frame duplication and frame misordering.

i) Low protocol overhead. The overhead involved in external communication of configuration
information between devices is small.

6.3.2 System identification

The globally unique identifier used to identify a System shall be the concatenation of a globally
administered individual MAC address and the Q\J/cfnm Drinri'r\ll The MAC address chosen may. he the

individual MAC address associated with one of the Aggregation Ports of the System. In the case of DRNI
(Clause 9), all Portal Systems in a Portal have the same System Identifier, which is provided by~the
concatenation of the Portal’s administrated MAC address (7.4.1.1.4) and the Portal’s System, Priority
(7.4.1.1.5).

Where it is necessary to perform numerical comparisons between System Identifiers, each System Identifier
is considered to be an eight octet unsigned binary number, constructed as follows:

a) The two most significant octets of the System Identifier comprise the System Priority. The System
Priority value is taken to be an unsigned binary number; the most significant octet of the System
Priority forms the most significant octet of the System Identifier.

b)  The third most significant octet of the System Identifier is derived.frem the initial octet of the MAC
address; the least significant bit of the octet is assigned the value'of the first bit of the MAC address,
the next most significant bit of the octet is assigned the value/of the next bit of the MAC address,
and so on. The fourth through eighth octets are similarly assigned the second through sixth octets of
the MAC address.

6.3.3 Aggregator identification

Each Aggregator to which one or more Aggregation’Ports are attached shall be assigned a unique, globally
or locally administered individual MAC address’y The MAC address assigned to the Aggregator may be the
same as the MAC address assigned to one ofhits bound Aggregation Ports. No Aggregator shall be assigned
a MAC address that is the same as that ofian Aggregation Port bound to a different Aggregator within the
System. When receiving frames, an Aggregation Port is never required to recognize more than one unicast
address, i.e., the Aggregator’s MAC address.

NOTE—This allows that Aggregators can be uniquely addressed, and allows (but does not require) the unique address to
be allocated from the same set of addresses as are assigned to the Aggregation Ports. It also acknowledges the fact that
locally administered addresses may be used in particular implementations or environments. The stated restriction on the
allocation of MAC addresses to Aggregators may have implications with regard to the choice of selection algorithm.

An Aggregator‘also shall be assigned an integer identifier that is used by Link Aggregation Control to
uniquely identify the Aggregator within the System. This value will typically be the same as the interface
identifier{ifindex) used for management purposes.

6.3°4,Port identification

tinkAggregation-ControtusesaPort-tdentifier(Port4D),comprising-theconcatenationof-aPortPriority
(7.3.2.1.15) and a Port Number (7.3.2.1.14), to identify the Aggregation Port. Port Numbers (and hence, Port
IDs) shall be uniquely assigned within a System. Port Number 0 shall not be assigned to any Aggregation
Port.

When it is necessary to perform numerical comparisons between Port Identifiers, each Port Identifier is
considered to be a four octet unsigned binary number constructed as follows:
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a) The most significant and second most significant octets are the first and second most significant
octets of the Port Priority, respectively.

b)  The third and fourth most significant octets are the first and second most significant octets of the
Port Number, respectively.

6.3.5 Capability identification

The ability of one Aggregation Port to aggregate with another is summarized by a simple integer parameter,
known as a Kﬂ\ll This facilitates communication and rnmpnricnn of nggmgqfinn r\nlr_mhilifinc, which may. be

determined by a number of factors, including the following:

a) The Aggregation Port’s physical characteristics, such as data rate, duplexity, and point-to-point or
shared medium.

b)  Configuration constraints established by the network administrator.

c) Use of the Aggregation Port by higher layer protocols (e.g., assignment of (Network Layer
addresses).

d) Characteristics or limitations of the Aggregation Port implementation itself.

Two Keys shall be associated with each Aggregation Port—an operational Key,and an administrative Key.
The operational Key is the Key that is currently in active use for the purposes,of forming aggregations. The
administrative Key allows manipulation of Key values by management. T he-administrative and operational
Keys assigned to an Aggregation Port may differ

e) If the operation of the implementation is such that an administrative change to a Key value cannot be
immediately reflected in the operational state of the Aggregation Port.

f)  If the System supports the dynamic manipulation.of{Keys, as discussed in 6.7.2, either to accurately
reflect changes in operational capabilities of the)Aggregation Port (for example, as a result of Auto-
Negotiation), or to provide a means of handling ctonstraints on aggregation capability.

A given Key value is meaningful only in the(Context of the System that allocates it; there is no global
significance to Key values. Similarly, the relationship between administrative and operational Key values is
meaningful only in the context of the System that allocates it. When a System assigns an administrative Key
value to a set of Aggregation Ports, \it Signifies that the set of Aggregation Ports have the potential to
aggregate together, subject to the_considerations discussed in 6.7.2. When a System assigns an operational
Key value to a set of Aggregation” Ports, it signifies that, in the absence of other constraints, the current
operational state of the set of Adgregation Ports allows any subset of that set of Aggregation Ports (including
the entire set) to be aggregated together from the perspective of the System making the assignment. The set
of such Aggregation Rorts that will actually be aggregated will be those that terminate at a common Partner
System, and for which that Partner System has assigned a common operational Key value, local to that
Partner. The set0f /AQgregation Ports in a given System that share the same operational Key value are said to
be members_of.the same Key Group.

A Systém)may determine that a given link is not able to be aggregated with other links. Such links are
referred"to as Individual links (as opposed to Aggregateable links). A System may declare a link to be
Individual if the inherent properties of the link allow its use as part of an aggregation, but the system is

aware of no other links that are capable of aggregating with this link (e.q., the System has allocated a unique
operational Key value to the link).

The capability information communicated between Systems, therefore, includes this local knowledge of the
aggregation capability of the link in addition to the operational Key value; i.e., whether the System considers
the link to be Aggregateable or Individual.

An administrative Key value and an operational Key value shall also be associated with each Aggregator.
The operational Key is the Key that is currently in active use for the purposes of forming aggregations. The
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administrative Key allows manipulation of Key values by management. The values of administrative and
operational Key for an Aggregator may differ in the same manner as that of Aggregation Port Keys, per
item e) and item f) in this subclause. Aggregation Ports that are members of a given Key Group can only be
bound to Aggregators that share the same operational Key value.

All Keys are 16-bit identifiers. All values except the null value (all zeros) are available for local use.

NOTE—This model allows for two convenient initial configurations. The first is achieved by assigning each
Aggregation Port an initial administrative and operational Key value identical to its Port Number, and assigning the

same Port Numbers as Keys to the corresponding Aggregators for each Aggregation Port. A device with this initial
configuration will bring up all links as individual, non-aggregated links. The second is achieved by assigning the same
administrative and operational Key values to all Aggregation Ports with a common set of capabilities, and alsoto)all
Aggregators. A device with this initial configuration will attempt to aggregate together any set of links that have the
same Partner System ID and operational Key, and for which both Systems are prepared to allow aggregation.

6.3.6 Link Aggregation Group identification
A Link Aggregation Group consists of either

a)  One or more Aggregateable links that terminate in the same pair of Systems (or Portals) and whose
Aggregation Ports belong to the same Key Group in each System, or.
b)  AnIndividual link.

6.3.6.1 Construction of the Link Aggregation Group Identifier

A unique Link Aggregation Group Identifier (LAG ID) is canstructed from the following parameters for
each of the communicating Systems:

a) The System Identifier
b)  The operational Key assigned to the Aggregation Ports in the LAG
€) The Port Identifier, if the link is identified as an Individual link

The local System’s values for these parameters shall be non-zero. In cases where the local System is unable
to determine the remote System’s valtes for these parameters by exchange of protocol information,
administrative values are used in~the construction of the LAG ID. The value of these administrative
parameters for the remote System may be configured as zero, provided that the Aggregation Port(s)
concerned are also configuredo'be Individual.

A compound identifier formed from the System Identifiers and Key values alone is sufficient to identify a
LAG comprising Aggregateable links. However, such an identifier is not sufficient for a LAG comprising a
single Individual-link where the Partner System Identifier and operational Key may be zero. Even if these
are non-zero there may be multiple Individual Links with the same System Identifier and operational Key
combinations; and it becomes necessary to include Port Identifiers to provide unique LAG IDs.

Given:that

d) Sand T are System ldentifiers,

e) Kand L are the operational Keys assigned to a LAG by S and T, respectively, and
f) P and Q are the Port Identifiers of the Aggregation Ports being attached if the LAG comprises a
single Individual Link and zero if the LAG comprises one or more Aggregateable links,

then the general form of the unique LAG ID is [(SKP), (TLQ)].

To simplify comparison of LAG IDs it is conventional to order these such that S is the numerically smaller
of Sand T.
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6.3.6.2 Representation of the Link Aggregation Group Identifier

In order to allow for convenient transcription and interpretation by human network personnel, this standard
provides a convention for representing compound LAG IDs. Using this format

a) All fields are written as hexadecimal numbers, two digits per octet, in canonical format.
b)  Octets are presented in order, from left to right. Within fields carrying numerical significance (e.g.,

priority values), the most significant octet is presented first, and the least significant octet last.
c) \Within fields that carry MAC qddrnccnc, QlUls or ClDs successive octets are cnlr_mrnfnrl h‘,’ dashes

(), in accordance with the hexadecimal representation for MAC addresses defined in IEEE Std 802
d) Parameters of the LAG ID are separated by commas.

For example, consider the parameters for the two Partners in a LAG shown in Table 6-2.

Table 6-2—Example Partner parameters

Partner SKP Partner TLQ
System Parameters System Priority = 0x8000 (see 6.4.2.3) System Rrigrity = 0x8000 (see 6.4.2.3)
(Ch) System MACaddr= AC-DE-48-03-67-80 | System‘MACaddr = AC-DE-48-03-FF-FF
Key Parameter (K, L) Key = 0x0001 Key.= 0X00AA
Aggregation Port Port Priority = 0x80 (see 6.4.2.3) Port Priority = 0x80 (see 6.4.2.3)
Parameters (P, Q) Port Number = 0x0002 Port Number = 0x0002

The complete LAG ID derived from this informationnis represented as follows, for an Individual link:
[(SKP), (TLQ)] = [(8000,AC-DE-48-03-67-80,0001,80,0002), (8000,AC-DE-48-03-FF-FF,00AA,80,0002)]
The corresponding LAG ID for a set of Aggregateable links is represented as follows:

[(SKP), (TLQ)] = [(8000,AC-DE-48-03-67-80,0001,00,0000), (8000,AC-DE-48-03-FF-FF,00AA,00,0000)]

NOTE—The difference between jthe two representations is that, for an Aggregateable link, the Port Identifier
components are zero.

It is recommended that-this format be used whenever displaying LAG ID information for use by network
personnel.

6.3.7 Selecting a Link Aggregation Group
Each_Aggregation Port is selected for membership in the LAG uniquely identified by the LAG ID

(composed of operational information, both derived from local administrative parameters and received
thteugh the Link Aggregation Control Protocol). Initial determination of the LAG ID is delayed to allow

TECEIpt O such information 1rom a peer Link Aggregation Control entity; in the event such information 1S not
received, locally configured administrative defaults are assumed for the remote Aggregation Port’s
operational parameters.

Where a particular link is known to be Individual, the complete LAG ID is not required to select the LAG
since the link will not be aggregated with any other.
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6.3.8 Agreeing on a Link Aggregation Group

Before frames are distributed and collected from a link, both the local Link Aggregation Control entity and
its remote peer (if present) need to agree on the LAG. The Link Aggregation Control Protocol allows each of
the communicating entities to check their peer’s current understanding of the LAG ID, and facilitates rapid
exchange of operational parameters while that understanding differs from their own. The protocol entities
monitor their operation and, if agreement is not reached (perhaps due to an implementation failure),
management is alerted.

The ability of LACP to signal that a particular link is Individual can accelerate the use of the link since, if
both Link Aggregation Control entities know that the link is Individual, full agreement on the LAG ID is\not
necessary.

6.3.9 Attaching alink to an Aggregator

Once a link has selected a LAG, Link Aggregation Control can attach that link to a compatible Aggregator.
An Aggregator is compatible if

a) The Aggregator’s operational Key matches the Aggregation Port’s operational Key, and
b)  All other links currently attached to the Aggregator have selected the same LAG.

If several compatible Aggregators exist, Link Aggregation Control\may employ a locally determined
algorithm, either to ensure deterministic behavior (i.e., independence-from the order in which Aggregators
become available) or to maximize availability of the aggregation to“an Aggregator Client. If no compatible
Aggregator exists, then it is not possible to enable the link until such a time as a compatible Aggregator
becomes available.

NOTE—In a properly configured System, there should alivays be a suitable Aggregator available with the proper Key
assigned to serve a newly created LAG, so the unavailability of a compatible Aggregator is normally a temporary state
encountered while links are moved between Aggregators. However, given the flexibility of the Key scheme, and given
that in some implementations there may not be énough Aggregators to service a given configuration of links, it is
possible to create configurations in which there,is'ho Aggregator available to serve a newly identified LAG, in which
case the links that are members of that LAG-tannot become active until such a time as the configuration is changed to
free up an appropriate Aggregator.

Links that are not successful candidates for aggregation (e.g., links that are attached to other devices that
cannot perform aggregation.op links that have been manually configured to be non-aggregateable) are
enabled to operate as individual links. For consistency of modeling, such a link is regarded as being attached
to a compatible Aggregator that can only be associated with a single link. That is, from the perspective of
Link Aggregation,-non-aggregated links are not a special case; they compose an aggregation with a
maximum mempership of one link.

More than-ene link can select the same LAG within a short period of time and, as these links detach from
their prion Aggregators, additional compatible Aggregators can become available. In order to avoid such
events—ecausing repeated configuration changes, Link Aggregation Control applies hysteresis to the
attachment process and allows multiple links to be attached to an Aggregator at the same time.

6.3.10 Signaling readiness to transfer user data

Once a link has been attached to an Aggregator (6.3.9) compatible with the agreed-upon LAG (6.3.8), each
Link Aggregation Control entity signals to its peer its readiness to transfer user data to and from the
Aggregator’s Aggregator Client. In addition to allowing time for the organization of local Aggregator
resources, including the possibility that a compatible Aggregator may not exist, explicit signaling of
readiness to transfer user data can be delayed to ensure preservation of frame ordering and prevention of
frame duplication. Link Aggregation Control will not signal readiness until it is certain that there are no
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frames in transit on the link that were transmitted while the link was a member of a previous LAG. This may
involve the use of an explicit Marker protocol that ensures that no frames remain to be received at either end
of the link before reconfiguration takes place. The operation of the Marker protocol is described in 6.5. The
decision as to when, or if, the Marker protocol is used is entirely dependent upon the nature of the
distribution algorithm that is employed.

6.3.11 Enabling the Frame Collector and Frame Distributor

Inirinll\/' hoth the Erame Collector and Frame Distributor are disabled. _Once the Link Aggmgafinn Control

entity is ready to transfer user data using the link and its peer entity has also signaled readiness, the process
of enabling the link can proceed. When any Aggregation Port attached to the Frame Collection function is
Collecting, the Frame Collector is enabled (thus preparing it to receive frames sent over the link.'by the
remote Aggregator’s Distributor) and that fact is communicated to the Partner. Once the received
information indicates that the remote Aggregator’s Frame Collector is enabled, the Frame Distributor is also
enabled.

NOTE—This description assumes that the implementation is capable of controlling the state of the transmit and receive
functions of the MAC independently. In an implementation where this is not possible, the transmit and receive functions
are enabled or disabled together. The manner in which this is achieved is detailed in the désCription of the Mux machine
(see 6.4.15).

If at least one Aggregation Port’s Mux in the LAG is Collecting, then the\Receive state of the corresponding
Aggregator will be Enabled. If at least one Aggregation Port’s Mux-ih the LAG is Distributing, then the
Transmit state of the corresponding Aggregator will be Enabled.

6.3.12 MAC_Operational status

MAC_Operational is the Boolean status in the 1SS (12.2"in IEEE Std 802.1AC-2012) that indicates to a
higher layer entity that a Service Access Point\is (TRUE) or is not (FALSE) available for use.
MAC_Operational is an indication from a physicaklink to Link Aggregation that the link is available and is
also an indication from the Link Aggregation.Sublayer to the higher layers that the sublayer is available.

MAC_Operational from physical links>js an input to the port_enabled variable (6.4.7). Through this
variable, a link whose MAC_Operational status is FALSE is removed from a LAG.

The Link Aggregation Sublaygr:shall present its MAC_Operational status as TRUE to higher layers if and
only if its Receive_State anthTransmit_State variables both have the value Enabled (6.4.6). The operational
state of the Aggregator is “dp” (MAC_Operational is TRUE) if one or more of the Aggregation Ports that
are attached to the ,Aggregator are Collecting, or both Collecting and Distributing, and if the value of
aAggAdminState (7:3.1.1.13) for the Aggregator is also “up.” If none of the Aggregation Ports that are
attached to the Aggregator are Collecting and/or Distributing, or if there are no Aggregation Ports attached
to this Aggregator, then the operational state is “down” (MAC_Operational is FALSE). The operational state
of the Aggregator is reported by the aAggOperState (7.3.1.1.14) managed object.

6.3713 Monitoring the membership of a Link Aggregation Group

Fachtnkts-monttorecinorder-toconfirmthat-thetink-AgoregattonrControt-functionsateach—end-of-the
link still agree on the configuration information for that link. If the monitoring process detects a change in
configuration that materially affects the link’s membership in its current LAG, then it may be necessary to
remove the link from its current LAG and to move it to a new LAG.
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6.3.14 Detaching a link from an Aggregator

An Aggregation Port may be detached from the Aggregator used by its LAG as a result of protocol (e.g.,
Key) changes, because of System constraints (e.g., exceeding a maximum allowable number of aggregated
links, or device failures) at either end of the link, or because MAC_Operational of an underlying
Aggregation Port is FALSE. Both classes of events will cause the LAG ID information for the link to
change, and it will be necessary for Link Aggregation Control to detach the link from its current Aggregator

and move it to a new LAG (if possible). At the point where the change is detected, the Collecting and
hicfrihnfing states for the Aggrngnfinn Port are set to EALSE. The Erame Distribution function is informed

that the link is no longer part of the group, the changed configuration information is communicated to the
corresponding Link Aggregation Partner, then the Frame Collection function is informed that the link ds\no
longer part of the group.

Once a link has been removed from its Aggregator, the link can select its new LAG and then ‘attach to a
compatible Aggregator, as described in 6.3.7 and 6.3.9.

Any conversation that is reallocated to a different link as a result of detaching a link{from an Aggregator
shall have its frame ordering preserved. This may involve the use of the Marker{protocol (6.5) or other
means (6.6) to ensure that no frames that form part of that conversation remain t0-be’received at either end of
the old link before the conversation can proceed on the new link.

6.3.15 Configuration and administrative control of Link Aggregation

Administrative configuration facilities allow a degree of controkto\be exerted over the way that links may be
aggregated. In particular, administrative configuration allows

a) Key values associated with an Aggregation Portyto-be identified or modified.
b)  Key values associated with an Aggregator to he identified or modified.

¢) Links to be identified as being incapable 6f\aggregation.

d) Link Aggregation Control Protocol parameters to be identified or modified.

6.3.16 Link Aggregation Control state information
The Link Aggregation Control funetion maintains the following information with respect to each link:

a) The identifier of the llAG to which it currently belongs.

b)  The identifier of the JAggregator associated with that LAG.

€) The status ofsinteraction between the Frame Collection function of the Aggregator and the link
(Collecting=TRUE or Collecting FALSE). Collecting TRUE indicates that the receive function of
this link"isenabled with respect to its participation in an aggregation; i.e., received frames will be
passedhup to the Aggregator for collection.

d) The.status of interaction between the Frame Distribution function of the Aggregator and the link
(Distributing TRUE or Distributing FALSE). Distributing TRUE indicates that the transmit function
of this link is enabled with respect to its participation in an aggregation; i.e., frames may be passed
down from the Aggregator’s Frame Distribution function for transmission.

This state information is communicated directly between Link Aggregation Control and the Aggregator
through shared state variables without the use of a formal service interface.

The Link Aggregation Control function maintains the following information with respect to each
Aggregator:

e)  The status of the Frame Collection function (Receive Enabled or Receive Disabled).
f)  The status of the Frame Distribution function (Transmit Enabled or Transmit Disabled).
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These status values are exactly the logical OR of the Collecting and Distributing status of the individual
links associated with that Aggregator; i.e., if one or more links in the LAG are Collecting, then the
Aggregator is Receive Enabled, and if one or more links are Distributing, then the Aggregator is Transmit
Enabled.

The Transmit and Receive status of the Aggregator effectively govern the point at which the Aggregator
becomes available for use by the Aggregator Client, or conversely, the point at which it ceases to be
available.

6.4 Link Aggregation Control Protocol

The Link Aggregation Control Protocol (LACP) provides a standardized means for exchanging information
between Partner Systems on a link to allow their Link Aggregation Control instances to reach agreement on
the identity of the LAG to which the link belongs, move the link to that LAG, and enable its transmission and
reception functions in an orderly manner.

6.4.1 LACP design elements

The following considerations were taken into account during the development‘of the protocol described in
this subclause:

a) The protocol depends upon the transmission of information and)state, rather than the transmission of
commands. LACPDUs sent by the first party (the Actor)-Convey to the second party (the Actor’s
protocol Partner) what the Actor knows, both about its.own state and that of the Partner.

b)  The information conveyed in the protocol is sufficiént to allow the Partner to determine what action
to take next.

c) Active or passive participation in LACP is controlled by LACP_Activity, an administrative control
associated with each Aggregation Port, that-can take the value Active LACP or Passive LACP.
Passive LACP indicates the Aggregation,Port’s preference for not transmitting LACPDUSs unless its
Partner’s control value is Active LACP (i.e., a preference not to speak unless spoken to). Active
LACP indicates the Aggregation Port’s preference to participate in the protocol regardless of the
Partner’s control value (i.e., a preference to speak regardless).

d) Periodic transmission of LACPDUSs occurs if the LACP_Activity control of either the Actor or the
Partner is Active LACP. These periodic transmissions will occur at either a slow or fast transmission
rate depending upon. the'expressed LACP_Timeout preference (Long Timeout or Short Timeout) of
the Partner Systen.

e) In addition to periodic LACPDU transmissions, the protocol transmits LACPDUs when there is a
Need To Transmit (NTT) something to the Partner; i.e., when the Actor’s state changes or when it is
apparent.from the Partner’s LACPDUs that the Partner does not know the Actor’s current state.

f)  The protecol assumes that the rate of LACPDU loss is very low.

There isno.explicit frame loss detection/retry mechanism employed by the LACP; however, if information
is received from the Partner indicating that it does not have up-to-date information on the Actor’s state, or if
thelnext periodic transmission is due, then the Actor will transmit a LACPDU that will correctly update the
Rartner.

6.4.2 LACPDU structure and encoding
6.4.2.1 Transmission and representation of octets
All LACPDUs comprise an integral number of octets. The bits in each octet are nhumbered from 0 to 7,

where 0 is the low-order bit. When consecutive octets are used to represent a numerical value, the most
significant octet is transmitted first, followed by successively less significant octets.
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When the encoding of (an element of) a LACPDU is depicted in a diagram

a) Octets are transmitted from top to bottom.

b)  Within an octet, bits are shown with bit 0 to the left and bit 7 to the right, and are transmitted from
left to right.

¢) When consecutive octets are used to represent a binary number, the octet transmitted first has the
more significant value.

d) When consecutive octets are used to represent a MAC address, the least significant bit of the first
octetis qccignnd the value of the first bit of the MAC nrirlrm:c’ the next maost cignifir‘nnf hit the vvalue

of the second bit of the MAC address, and so on through the eighth bit. Similarly, the least
significant through most significant bits of the second octet are assigned the value of the ninth
through seventeenth bits of the MAC address, and so on for all the octets of the MAC address.

6.4.2.2 Encapsulation of LACPDUs in frames

An LACPDU is encoded in the mac_service_data_unit parameter of an M_UNITDATA. request or
M_UNITDATA.indication. The first octets of the mac_service_data_unit are a protocobidentifier, followed
by the LACPDU, followed by padding octets, if any, as required by the underlying MAC service.

Where the ISS instance used to transmit and receive frames is provided by-a media access control method
that can support EtherType encoding directly (e.g., is an IEEE 802.3 MAC), the protocol identifier is two
octets in length, and the value is the Slow Protocols EtherType (hexadecinial 88-09).

Where the ISS instance is provided by a media access method\that cannot directly support EtherType
encoding (e.g., is an IEEE 802.11 MAC), the EtherType protocol identifier is encoded according to the rule
for a Subnetwork Access Protocol (Clause 9 of IEEE Std-802-2014) that encapsulates Ethernet frames over
logical link control (LLC), and comprises the SNAR header (hexadecimal AA-AA-03) followed by the
SNAP PID (hexadecimal 00-00-00) followed by the:Slow Protocols EtherType (hexadecimal 88-09).

6.4.2.3 LACPDU structure

The LACPDU structure shall be as showit in Figure 6-7 and as further described in the following field
definitions:

a) Subtype. The Subtype-field identifies the specific Slow Protocol being encapsulated. LACPDUs
carry the Subtype value’0x01.

b)  Version Number. This identifies the LACP version; Version 1 implementations conformant to this
standard carrysthe value 0x01 and Version 2 implementations conformant to this standard carry the
value of 0x02.

c) TLV_type ="Actor Information. This field indicates the nature of the information carried in this TLV-
tuple."Actor information is identified by the value 0x01.

d) Actor: Information_Length. This field indicates the length (in octets) of this TLV-tuple, Actor
information uses a length value of 20 (0x14).

e) . Actor_System_Priority. The priority assigned to this System (by management or administration
policy), encoded as an unsigned integer.

f) Actor System The MAC address companent of Actor’s System 1D

g) Actor_Key. The operational Key value assigned to the Aggregation Port by the Actor, encoded as an
unsigned integer.

h)  Actor_Port_Priority. The priority assigned to this Aggregation Port by the Actor (the System
sending the PDU; assigned by management or administration policy), encoded as an unsigned
integer.

i)  Actor_Port. The Port Number assigned to the Aggregation Port by the Actor (the System sending
the PDU), encoded as an unsigned integer.
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LSB

Octets
Subtype = LACP 1
Version Number 1
TLV_type = Actor Information 1
Actor_Information_Length = 20 1
Actor_System_Priority 2
Actor_System 6
Actor_Key 2
Actor_Port_Priority 2
Actor_Port 2
Actor_State 1
Reserved 3
TLV_type = Partner Information 1 OCTEFSWITHIN

Partner_Information_Length = 20

Partner_System_Priority

Partner_System

Partner_Key

Partner_Port_Priority

Partner_Port

Partner_State

Reserved

TLV_type = Collector Information

Collector_Information_Length = 16

CollectorMaxDelay

Reserved

Other TLVs

TLV_type = Terminator

Terminator_Length = 0

Pad

50-L

MSB

FRAME FRANSMITTED
TOP-TO-BOTTOM

b7

BITS WITHIN FRAME

TRANSMITTED LEFT-TO-RIGHT

Figure 6-7—LACPDU structure
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j)  Actor_State. The Actor’s state variables for the Aggregation Port, encoded as individual bits within
a single octet, as follows and as illustrated in Figure 6-8:
1) LACP_Activity is encoded in bit 0. This flag indicates the Activity control value with regard to
this link. Active LACP is encoded as a 1; Passive LACP is encoded as a 0.
2) LACP_Timeout is encoded in bit 1. This flag indicates the Timeout control value with regard to
this link. Short Timeout is encoded as a 1; Long Timeout is encoded as a 0.
3) Aggregation is encoded in bit 2. If TRUE (encoded as a 1), this flag indicates that the System
considers this link to be Aggregateable; i.e., a potential candidate for aggregation. If FALSE

(ﬂnrndnd asa n)’ the link is considered to be Indi\/irhml; Le . this link can he nlnnrnmri nnly asan

individual link.

4)  Synchronization is encoded in bit 3. If TRUE (encoded as a 1), the System considers this link to
be IN_SYNC; i.e., it has been allocated to the correct LAG, the group has been associated with a
compatible Aggregator, and the identity of the LAG is consistent with the System 1D and
operational Key information transmitted. If FALSE (encoded as a 0), then this link is currently
OUT_OF_SYNC; i.e., itis not in the right LAG.

5) Collecting is encoded in bit 4. TRUE (encoded as a 1) means collection of inceming frames on
this link is definitely enabled; i.e., collection is currently enabled and is)not expected to be
disabled in the absence of administrative changes or changes in received-protocol information.
Its value is otherwise FALSE (encoded as a 0).

6) Distributing is encoded in bit 5. FALSE (encoded as a 0) means-distribution of outgoing frames
on this link is definitely disabled; i.e., distribution is currently-disabled and is not expected to
be enabled in the absence of administrative changes\'or changes in received protocol
information. Its value is otherwise TRUE (encoded as-alY.

7) Defaulted is encoded in bit 6. If TRUE (encoded.as\a 1), this flag indicates that the Actor’s
Receive machine is using Defaulted operational Partner information, administratively
configured for the Partner. If FALSE (encoded as a 0), the operational Partner information in
use has been received in a LACPDU.

8) Expired is encoded in bit 7. If TRUE(encoded as a 1), this flag indicates that the Actor’s
Receive machine is in the EXPIRED:state; if FALSE (encoded as a 0), this flag indicates that
the Actor’s Receive machine is notdn the EXPIRED state.

NOTE 1—The received values of Defaulted and\Expired state are not used by LACP; however, knowing their values can
be useful when diagnosing protocol problems:

BIT
0 1 2 3 4 5 6 7

LACP_Activity | LACP_Timeout|~Aggregation | Synchronization Collecting Distributing Defaulted Expired

NOTE 2—Bit ordering within this field is as specified in 6.4.2.1.

Figure 6-8—Bit encoding of the Actor_State and Partner_State fields

k) Reserved. These 3 octets are reserved for use in future extensions to the protocol. They shall be
ignered on receipt and shall be transmitted as zeros to claim compliance with Version 1 of this
protocol.

) TLV_type = Partner Information. This field indicates the nature of the information carried in this
TLV-tuple. Partner information is identified by the integer value 0x02.

m) Partner_Information_Length. This field indicates the length (in octets) of this TLV-tuple, Partner
information uses a length value of 20 (0x14).

n) Partner_System_Priority. The priority assigned to the Partner System (by management or
administration policy), encoded as an unsigned integer.

0) Partner_System. The MAC address component of the Partner’s System ID.

p) Partner_Key. The operational Key value assigned to the Aggregation Port associated with this link
by the Partner, encoded as an unsigned integer.
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q) Partner_Port_Priority. The priority assigned to this Aggregation Port by the Partner (by
management or administration policy), encoded as an unsigned integer.

r)  Partner_Port. The Port Number associated with this link assigned to the Aggregation Port by the
Partner, encoded as an unsigned integer.

s)  Partner_State. The Actor’s view of the Partner’s state variables, depicted in Figure 6-8 and encoded
as individual bits within a single octet, as defined for Actor_State.

t)  Reserved. These 3 octets are reserved for use in future extensions to the protocol. They shall be

ignored on receipt and shall be transmitted as zeros to claim compliance with Version 1 of this
nrotocol

u) TLV_type = Collector Information. This field indicates the nature of the information carried in this
TLV-tuple. Collector information is identified by the integer value 0x03.

v) Collector_Information_Length. This field indicates the length (in octets) of this TLV-tuple.
Collector information uses a length value of 16 (0x10).

w) CollectorMaxDelay. This field contains the value of CollectorMaxDelay (6.2.3.1.1) of ‘the station
transmitting the LACPDU, encoded as an unsigned integer number of tens of microseconds. The
range of values for this parameter is 0 to 65 535 tens of microseconds (0.65535 s).

X)  Reserved. These 12 octets are reserved for use in future extensions to the pretocol. They shall be
ignored on receipt and shall be transmitted as zeros to claim compliance{with Version 1 of this
protocol.

y)  Other TLVs. This field contains additional TLVs (Mersion 2 TLVs are listed in 6.4.2.4). The length L
equals the sum of the lengths of all individual additional TLVs. lg’Mersion 1 implementations of this
standard, L shall be 50 octets or less to comply with the fixed frame size of 128 octets. Version 2 and
later versions of the protocol do not impose such constraint-and’L can have a maximum length that is
only limited by the supporting MAC’s maximum service data unit size (for 802.3 media, L can be up
to 1438 octets long). Version 2 or higher LACPDUs containing additional TLVs of a total length L
larger than 50 octets are Long LACPDUs.

z) TLV_type = Terminator. This field indicates the)nature of the information carried in this TLV-tuple.
Terminator (end of message) information is identified by the integer value 0x00.

aa) Terminator_Length. This field indicates<the length (in octets) of this TLV-tuple. Terminator
information uses a length value of 0 (0xQ0).

NOTE 3—The use of a Terminator_Length of 0 is intentional. In TLV encoding schemes it is common practice
for the terminator encoding to be 0 heth for the type and the length.

ab) Pad. These 50-L octets are required in order to comply with the 128 octets limit imposed by Version
1 implementations. Theysare ignored on receipt and are transmitted as zeros to claim compliance
with Version 1 of this pretocol. This field is not used in Long LACPDUs.

NOTE 4—Previous versions of this standard (IEEE Std 802.1AX-2008 and earlier) forced a fixed frame size of
128 octets on IEEE 802.3 media, regardless of the version of the protocol. This version of the standard does not
impose such constraint on the maximum frame size as processing limitations that were associated with earlier
constraints aré\not valid any more and the protocol is in general applicable to any media that supports the ISS.
In any case-a Version 1 implementation is guaranteed to be able to receive version N PDUs successfully,
although'version N PDUs may contain additional information that cannot be interpreted (and will be ignored)
by the\Version 1 implementation without having to force a fixed frame size. A crucial factor in ensuring
backwards compatibility is that any future version of the protocol is required not to redefine the structure or
semantics of information defined for the previous version; it may only add new information elements to the
previous set. Hence, in a version N PDU, a Version 1 implementation can expect to find the Version 1
information in exactly the same places as in a Version 1 PDU, and can expect to interpret that information as
defined for Version 1.
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6.4.2.4 Version 2 TLVs

Table 6-3 provides a list of all TLVs that are applicable for Version 2 LACP. They support the Conversation-
sensitive frame collection and distribution functionality described in 6.6.

Table 6-3—Type field values of Version 2 TLVs

TLV Type field
Port Algorithm TLV 0x04
Port Conversation ID Digest TLV 0x05
Port Conversation Mask-1 0x06
Port Conversation Mask-2 0x07
Port Conversation Mask-3 0x08
Port Conversation Mask-4 0x09
Port Conversation Service Mapping TLV O0x0A

6.4.2.4.1 Port Algorithm TLV

This TLV is required to support the Conversation-sensitive LACPCepération (6.6.2) and shall be present on
all Version 2 LACPDU exchanges. The Port Algorithm TLV strlcture shall be as shown in Figure 6-9 and as
further described in the following field definitions:

TLV_type = Port Algorithm 1
Port_Algortithm_tength = 6 1
Actor_Port “Algorithm 4

Figure 6-9—Port Algorithm TLV

a) TLV_ type = Port Algorithm. This field indicates the nature of the information carried in this TLV-
tuple. The Port Algorithm TLV is identified by the integer value 0x04.

b) Port_Algorithm.Length. This field indicates the length (in octets) of this TLV-tuple. The Port
Algorithm TL\Auses a length value of 6 (0x06).

¢) Actor_Port Algorithm. This field contains the value of the algorithm used to assign frames to Port
Conversation IDs. It consists of the 3-octet organizationally unique identifier (OUI) or Company
Identifier (CID) identifying the organization that is responsible for this algorithm and one following
oCtét- used to identify the Port Algorithm by that organization. It is always set equal to
aAggPortAlgorithm (7.3.1.1.33). Table 6-4 provides the IEEE 802.1 OUI (00-80-C2) Port
Algorithm encodings.
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Table 6-4—IEEE Port Algorithms

6.4.2.4.2 Port Conversation ID Digest TLV

This TLV is required to support the Conversation-sensitive LACP operation (6.8,2) and shall be present on
all Version 2 LACPDU exchanges. The Port Conversation ID Digest TLY-structure shall be as shown in
Figure 6-10 and as further described in the following field definitions:

b)
<)
d)

6.4.2.4.3Port Conversation Mask TLVs

There-are four Port Conversation Mask TLVs, as follows:

Port Algorithm field Value
Unspecified distribution algorithm 0
Distribution based on C-VIDs 1
Distribution based on S-VIDs 2
Distribution based on I-SIDs 3
Distribution based on TE-SIDs 4
Distribution based on ECMP Flow Hash 5
Reserved 6—255

TLV_type = Port Conversation ID Digest 1

Port_Conversation_ID_Digest_kKength = 20 1

Link_Number_ID 2

Actor_Conversation. LinkList_Digest 16

Figure 6-10—Port.€onversation ID Digest TLV

TLV_type = Port Conversation\ID Digest. This field indicates the nature of the information carried
in this TLV-tuple. The PortcGonversation ID Digest TLV is identified by the integer value 0x05.
Port_Conversation_ID. Digest_Length. This field indicates the length (in octets) of this TLV-tuple.
The Port Conversation.JD Digest TLV uses a length value of 2 (0x14).

Link_Number_ID\This field contains the operational value of the Link_Number_ID that is assigned
to this Aggregation Port in order to identify Link_Number_ID configuration errors.
Actor_Conversation_LinkList_Digest. This field contains the value of the MD5 digest
Actor_Conversation_LinkList_Digest () for exchange with the Partner System.

a) Port Conversation Mask-1 T1\/
b) Port Conversation Mask-2 TLV
¢) Port Conversation Mask-3 TLV
d) Port Conversation Mask-4 TLV

If any of the Port Conversation Mask TLVs are to be carried in an LACPDU then all four shall be carried
together and placed in the same order as the preceding list. These TLVs are required to support the
Conversation-sensitive LACP operation (6.6.2), and they shall be present on all Long LACPDU exchanges.
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The Port Conversation Mask-1 TLV structure shall be as shown in Figure 6-11 and as further described in
the following field definitions:

TLV_type = Port Conversation Mask-1 1

Port_Conversation_Mask_1_Length =131 1

Port_Conversation_Mask_State 1

Port_Oper Conversatfion Mask 1 128

Figure 6-11—Port Conversation Mask-1 TLV

e) TLV_type = Port Conversation Mask-1. This field indicates the nature of the informatiorearried in
this TLV-tuple. The Port Conversation Mask-1 TLV is identified by the integer valug 0x06.
f)  Port_Conversation_Mask_1 Length. This field indicates the length (in octets) of, this TLV-tuple.

The Port Conversation Mask-1 TLV uses a length value of 131 (0x83).

g) Port_Conversation_Mask_State. The Port Conversation Mask state variables for the Aggregation

Port, encoded as individual bits within a single octet, as follows and as illustrated in Figure 6-12:

1) ActPar_Sync is encoded in bit 0. This flag indicates if the Port Coriversation Mask used by the
Actor’s Frame Distributor is the same or not as that used by(the Partner’s Frame Distributor.
TRUE (encoded as a 1) if Partnet>Oper_Conversation_Mask ==
Port_Oper_Conversation_Mask. Its value is otherwise FALSE (encoded as a 0);

2) Portal System Isolated (PSI) is encoded in bit 1. This‘flag is only applicable for Portal Systems
(Clause 9) and is used to indicate if the Portal System'is isolated from the other Portal Systems
within the Portal (). TRUE (encoded as a 1) if DRF_Neighbor_Oper_DRCP_State.IPP_Activ-
ity == FALSE on all IPPs on this Portal System: Its value is otherwise FALSE (encoded as a 0);

3) Discard Wrong Conversation (DWC) is eacoded in bit 2. This flag is used to indicate if the
Aggregator will discard frames with ificorrect Port Conversation IDs. It is encoded as a 1 if
Discard_Wrong_Conversation == TRUE and as 0 otherwise;

4)  All other bits in the octet are reserved for future use. They are transmitted as zero and are
ignored on receipt.

BIT
0 1 2 3 4 5 6 7

ActPar_Sync PSI DWGC Reserved Reserved Reserved Reserved Reserved

NOTE—BIt ordering within this field is as specified in 6.4.2.1.
Figure'6-12—Bit encoding of the Conversation_Mask_State fields

h)  Port_Qper_Conversation_Mask_1. This field contains the Boolean values of the mask for the first
1024indexed Port Conversation 1Ds of the Port_Oper_Conversation_Mask Boolean vector encoded
in\Nincreasing Port Conversation ID order starting from Port Conversation ID 0 up to Port
Conversation ID 1023.

The Port Conversation Mask-2 TLV structure shall be as shown in Figure 6-13 and as further described in

the following field definitions:
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TLV_type = Port Conversation Mask-2 1

Port_Conversation_Mask_2_Length =130 1

Port_Oper_Conversation_Mask_2 128

Eigure 6-13—Paort Conversation Mask-2 T| V/

i)  TLV_type = Port Conversation Mask-2. This field indicates the nature of the information carried, in
this TLV-tuple. The Port Conversation Mask-2 TLV is identified by the integer value 0x07.

j)  Port_Conversation_Mask 2_Length. This field indicates the length (in octets) of this¢TLV-tuple.
The Port Conversation Mask-2 TLV uses a length value of 130 (0x82).

k)  Port_Oper_Conversation_Mask 2. This field contains the Boolean values of the mask for the
second 1024 indexed Port Conversation IDs of the Port_Oper_Conversation_Mask Boolean vector
encoded in increasing Port Conversation ID order starting from Port Conyersation ID 1024 up to
Port Conversation 1D 2047.

The Port Conversation Mask-3 TLV structure shall be as shown in Figure/6-14 and as further described in
the following field definitions:

TLV_type = Port Conversation Mask<3 1

Port_Conversation_Mask_3_Length = 130 1

Port_Oper_Conversation, Mask_3 128

Figure 6-14—Port Conversation Mask-3 TLV

)  TLV_type = Port Conversation Mask-3. This field indicates the nature of the information carried in
this TLV-tuple. The Port Conversation Mask-3 TLV is identified by the integer value 0x08.

m) Port_Conversation_Mask_3_Length. This field indicates the length (in octets) of this TLV-tuple.
The Port Conversation Mask-3 TLV uses a length value of 130 (0x82).

n) Port_Oper_Conversation_Mask_3. This field contains the Boolean values of the mask for the third
1024 indexed Port Conversation 1Ds of the Port_Oper_Conversation_Mask Boolean vector encoded
in increasing Port Conversation ID order starting from Port Conversation ID 2048 up to Port
Conversation |D 3071.

The Port Conversation Mask-4 TLV structure shall be as shown in Figure 6-15 and as further described in
the followingfield definitions:

TLV_type = Port Conversation Mask-4 1

Port_Conversation_Mask_4_Length =130 1

Port Oper Conversation Mask 4 128

Figure 6-15—Port Conversation Mask-4 TLV

0) TLV_type = Port Conversation Mask-4. This field indicates the nature of the information carried in
this TLV-tuple. The Port Conversation Mask-4 TLV is identified by the integer value 0x09.

p) Port_Conversation_Mask 4 Length. This field indicates the length (in octets) of this TLV-tuple.
The Port Conversation Mask-4 TLV uses a length value of 130 (0x82).
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gq) Port _Oper_Conversation_Mask 4. This field contains the Boolean values of the mask for the final
1024 indexed Port Conversation IDs of the Port_Oper_Conversation_Mask Boolean vector encoded
in increasing Port Conversation ID order starting from Port Conversation ID 3072 up to Port
Conversation 1D 4095.

6.4.2.4.4 Port Conversation Service Mapping TLV

This TLV is only required when the Service IDs are different from the Conversation ID. The Port
Conversation Service l\/lapping T\, structure shall be as shown in I:irJnm 6-16 and as further described-in

the following field definitions:

TLV_type = Port Conversation Service Mapping Digest 1

Port_Conversation_Service_Mapping_Digest_Length = 18| 1

Actor_Conversation_Service_Mapping_Digest 16

Figure 6-16—Port Conversation Service Mapping TEY

a) TLV_type = Port Conversation Service Mapping Digest. This field“indicates the nature of the
information carried in this TLV-tuple. The Port Conversation Service’Mapping TLV is identified by
the integer value 0x0A.

b) Port_Conversation_Service Mapping_Digest_Length. This-field indicates the length (in octets) of
this TLV-tuple. The Port Conversation Service Mapping, TLV uses a length value of 18 (0x12).

¢) Actor_Conversation_Service_Mapping_Digest. This field contains the value of the MD5 digest
computed from aAggAdminServiceConversationMadp[] (7.3.1.1.38) for exchange with the Partner
System.

6.4.3 LACP state machine overview

The operation of the protocol is controlled by.a number of state machines, each of which performs a distinct
function. These state machines are for~the most part described on a per-Aggregation Port basis; any
deviations from per-Aggregation Port description are highlighted in the text. Events (such as expiration of a
timer or received LACPDUS) mayccause state transitions and also cause actions to be taken; those actions
may include the need for transmission of a LACPDU containing repeated or new information. Periodic and
event-driven transmissions ate_controlled by the state of a Need-To-Transmit (NTT) variable (see 6.4.7),
generated by the state machines as necessary.

The state machines-are*as follows:

a) Receive machine (RX—6.4.12). This state machine receives LACPDUs from the Partner, records the
information contained, and times it out using either Short Timeouts or Long Timeouts, according to
the 'setting of LACP_Timeout. It evaluates the incoming information from the Partner to determine
whether the Actor and Partner have both agreed upon the protocol information exchanged to the
extent that the Aggregation Port can now be safely used, either in an aggregation with other
Aggregation Ports or as an individual Aggregation Port; if not, it asserts NTT in order to transmit

fresh protocol information to the Partner. If the protocol information from the Partner times out, the
Receive machine installs default parameter values for use by the other state machines.

b)  Periodic Transmission machine (6.4.13). This state machine determines whether the Actor and its
Partner will exchange LACPDUs periodically in order to maintain an aggregation (periodic
LACPDU exchanges occur if either or both are configured for Active LACP).

c) Selection Logic (6.4.14). The Selection Logic is responsible for selecting the Aggregator to be
associated with this Aggregation Port.
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d) Mux machine (MUX—6.4.15). This state machine is responsible for attaching the Aggregation Port
to a selected Aggregator, detaching the Aggregation Port from a deselected Aggregator, and for
turning collecting and distributing at the Aggregation Port on or off as required by the current
protocol information.

e)  Transmit machine (TX—6.4.16). This state machine handles the transmission of LACPDUSs, both on
demand from the other state machines, and on a periodic basis.

Figure 6-17 illustrates the relationships among these state machines and the flow of information between
them. The set of arrows labheled Partner State Information rnlnrncmnfc new Partner infnrmafinn, contained-in

an incoming LACPDU or supplied by administrative default values, being fed to each state machine by the
Receive machine. The set of arrows labeled Actor State Information represents the flow of updated Actor
state information between the state machines. Transmission of LACPDUs occurs either as a result of the
Periodic machine determining the need to transmit a periodic LACPDU, or as a result of changes to the
Actor’s state information that need to be communicated to the Partner. The need to transmit a\LACPDU is
signaled to the Transmit machine by asserting NTT. The remaining arrows represent shared variables in the
state machine description that allow a state machine to cause events to occur in another state machine.

NOTE—The arrows marked Ready_N show that information derived from the operation of arother Aggregation Port or
Ports can affect the operation of an Aggregation Port’s state machine. See the definitiontef the Ready and Ready N
variables in 6.4.8.

MANAGEMENT — (pervasive connection to.all’blocks)

LACPDU
Received

NTT Ready N

S

Selection |«
Logic

A

A

Ready,

Selected
Selected

A
A

-
-

CtrIMuxN:M_UNITDATA.Request(LACPDU)

Figure 6-17—Interrelationships among state machines
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Two further state machines are defined for diagnostic purposes. They are as follows:

f)

Actor and Partner Churn Detection machines (6.4.17). These state machines make use of the
IN_SYNC and OUT_OF_SYNC states generated by the Actor and Partner Mux machines in order
to detect the situation where the state machines are unable to resolve the state of a given link; e.g.,
because the Partner System repeatedly sends conflicting information in its LACPDUSs. As this
situation can occur in a normally functioning link, particularly where either or both participating

Systems have constrained aggregation capability (see 6.7), these state machines simply detect the
presence. of such a condition and cignnl its existence ta mnnagnmnnf

6.4.4 Constants

All timers specified in this subclause have an implementation tolerance of £ 250 ms.

Fast_Periodic_Time
The number of seconds between periodic transmissions using Short Timeouts:
Value: Integer
1
Slow_Periodic_Time
The number of seconds between periodic transmissions using l-ong Timeouts.
Value: Integer
30
Short_Timeout_Time
The number of seconds before invalidating received\ZACPDU information when using Short
Timeouts (3 x Fast_Periodic_Time).
Value: Integer
3
Long_Timeout_Time
The number of seconds before invalidating received LACPDU information when using Long
Timeouts (3 x Slow_Periodic_Time).
Value: Integer
90
Churn_Detection_Time
The number of secondsythat the Actor and Partner Churn state machines wait for the Actor or
Partner Sync state.to stabilize.
Value: Integer
60
Aggregate_Wait_Time
The mnumber of seconds to delay aggregation, to allow multiple links to aggregate
simultaneously.
Value: Integer
2
Agtor_System_LACP_\ersion
The Version number of the Actor’s LACP implementation.
Value: Integer

6.4.5 Variables associated with the System

Actor_System
The MAC address component of the System Identifier of the System.
Value: 48 bits
Assigned by administrator or System policy.
Actor_System_Priority
The System Priority of the System.
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Value: Integer
Assigned by administrator or System policy.

6.4.6 Variables associated with each Aggregator

Aggregator MAC_address
The MAC address assigned to the Aggregator.
Value: 48 bits

Assianed by administrator or Svstem nolic\y.
~ 7 7 Ll PA

Aggregator_Identifier
Used to uniquely identify an Aggregator within a System.
Value: Integer
Assigned by administrator or System policy.
Individual_Aggregator
The aggregation capability of the Aggregator.
Value: Boolean
TRUE if the Aggregation Port attached to this Aggregator is not, capable of aggregation
with any other Aggregation Port.
FALSE if the Aggregation Port(s) attached to this Aggregatat-aré capable of aggregation
with other Aggregation Ports.
Actor_Admin_Aggregator_Key
The administrative Key value associated with the Aggregator:
Value: Integer
Assigned by administrator or System policy.
Actor_Oper_Aggregator_Key
The operational Key value associated with the'Aggregator.
Value: Integer
Assigned by the Actor.
Partner_System
The MAC address component of(the System ldentifier of the remote System to which the
Aggregator is connected. If the*Aggregator has no attached Aggregation Ports, this variable is
set to 0x00-00-00-00-00-00.
Value: 48 bits
Partner_System_Priority
The System Priority of the remote System to which the Aggregator is connected. If the
Aggregator has:no/attached Aggregation Ports, this variable is set to zero.
Value: Integer
Partner_Oper tAggregator_Key
The operational Key assigned to an aggregation by the remote System to which this Aggregator
is gonnected. If the Aggregator has no attached Aggregation Ports, this variable is set to zero.
Value: Integer
Receive_State
The Receive_State of the Aggregator will be Enabled if one or more Aggregation Ports
attached to the Aggregator are Collecting (i.e., Actor_Oper_Port_State.Collecting is TRUE for
any Aggregation Port). Otherwise, Receive_State is Disabled.
Values: Fnabled or Disabled

Transmit_State
The Transmit_State of the Aggregator will be Enabled if one or more Aggregation Ports
attached to the Aggregator are Distributing (i.e., Actor_Oper_Port_State.Distributing is TRUE
for any Aggregation Port). Otherwise, Transmit_State is Disabled.
Values: Enabled or Disabled

LAG_Ports
The set of Aggregation Ports that belong to the Link Aggregation Group.
Value: Integer Array
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6.4.7 Variables associated with each Aggregation Port

Actor_Port_Number
The Port Number assigned to the Aggregation Port.
Value: Integer
Assigned by administrator or System policy.
Actor_Port_Priority

The Port Priority value assigned to the Aggregation Port, used to converge dynamic Key
chanaes

Value: Integer
Assigned by administrator or System policy.
Actor_Port_Aggregator_Identifier
The identifier of the Aggregator to which this Aggregation Port is attached.
Value: Integer
NTT
Need To Transmit flag.
Value: Boolean
TRUE indicates that there is new protocol information that sheuld-be transmitted on the
link, or that the Partner needs to be reminded of the old information.
FALSE otherwise.
Actor_Admin_Port_Key
The administrative value of Key assigned to this Aggregation Port by administrator or System
policy.
Value: Integer
Actor_Oper_Port_Key
The operational value of Key assigned to this-Aggregation Port by the Actor.
Value: Integer
Actor_Admin_Port_State
The administrative values of the Actar’s state parameters. This consists of the following set of
variables, as described in 6.4.2.3;
LACP_Activity
LACP_Timeout
Aggregation
Synchronization
Collecting
Distributing
Defaulted
Expired
Value:-8bits
Actor_Qper~Port_State
The operational values of the Actor’s state parameters. This consists of the following set of
variables, as described in 6.4.2.3:
LACP_Activity
LACP_Timeout
Aggregation
Synchronization

Collecting
Distributing
Defaulted
Expired
Value: 8 hits
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Partner_Admin_System
Default value for the MAC address component of the System Identifier of the Partner, assigned
by administrator or System policy for use when the Partner’s information is unknown or
expired.
Value: 48 bits

Partner_Oper_System
The operational value of the MAC address component of the System Identifier of the Partner.

The Actor sets this variable either to the value received from the Partner in an LACPDU, or to
the value of Partner. Ar‘lmin_Q\I/cfnm

Value: 48 bits

Partner_Admin_System_Priority
Default value for the System Priority component of the System Identifier of the, Partner,
assigned by administrator or System policy for use when the Partner’s information is unknown
or expired.
Value: Integer

Partner_Oper_System_Priority
The operational value of the System Priority of the Partner. The Actor,setSthis variable either
to the wvalue received from the Partner in an LACPDU; or to the value of
Partner_Admin_System_Priority.
Value: Integer

Partner_Admin_Key
Default value for the Partner’s Key, assigned by administrator or System policy for use when
the Partner’s information is unknown or expired.
Value: Integer

Partner_Oper_Key
The operational value of the Key value assigred to this link by the Partner. The Actor sets this
variable either to the value received fram“the Partner in an LACPDU, or to the value of
Partner_Admin_Key.
Value: Integer

Partner_ Admin_Port_Number
Default value for the Port Number component of the Partner’s Port Identifier, assigned by
administrator or System policy*for use when the Partner’s information is unknown or expired.
Value: Integer

Partner_Oper_Port_Number
The operational value“of the Port Number assigned to this link by the Partner. The Actor sets
this variable either to the value received from the Partner in an LACPDU, or to the value of
Partner_Admin) Port Number.
Value: Integer

Partner_Admin_Port_Priority
Defauylt” value for the Port Priority component of the Partner’s Port Identifier, assigned by
administrator or System policy for use when the Partner’s information is unknown or expired.
Value: Integer

Partner_Oper_Port_Priority
The operational value of the priority value assigned to this link by the Partner, used to converge
dynamic Key changes. The Actor sets this variable either to the value received from the Partner

inan 1 ACPDU, orto the value of Partner Admin Port Priority
Value: Integer
Partner_Admin_Port_State
Default value for the Partner’s state parameters, assigned by administrator or System policy for
use when the Partner’s information is unknown or expired. The value consists of the following
set of variables, as described in 6.4.2.3:
LACP_Activity
LACP_Timeout
Aggregation
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Synchronization
Collecting
Distributing
Defaulted
Expired
The value of Collecting shall be set the same as the value of Synchronization.
Value: 8 bits
Partner_Oper_Port_State

The nlr_mrn'rinnnl value of the Actor’s view of the current values of the Partner’s state

parameters. The Actor sets this variable either to the value received from the Partner in dn
LACPDU, or to the value of Partner_Admin_Port_State. The value consists of the following.set
of variables, as described in 6.4.2.3:

LACP_Activity

LACP_Timeout

Aggregation

Synchronization

Collecting

Distributing

Defaulted

Expired
Value: 8 bits

port_enabled

A variable indicating that the link has been established-and the Aggregation Port is operable.
Value: Boolean

TRUE if the Aggregation Port is operable, (MAC_Operational == TRUE).

FALSE otherwise.

NOTE—The means by which the value of the port<enabled variable is generated by the underlying MAC is
implementation-dependent.

Partner LACPDU_Version_Number
The Version number of the LAER as reported by the Partner. The Actor sets this variable either
to the value received from the:Rartner in an LACPDU, or to the default value 1. This variable is
only applicable to Version.2or higher implementations of the protocol.
Value: Integer

enable_long_pdu_xmit
A variable indicating that Long LACPDUs can be transmitted. TRUE when Long LACPDUs
can be transmitted, FALSE when only fixed sized LACPDUs (110 octets) can be transmitted.
The variable is only applicable to Version 2 or higher implementations of the protocol.
Value; Baolean

6.4.8 Variables-used for managing the operation of the state machines

BEGIN
This variable indicates the initialization (or reinitialization) of the LACP protocol entity. It is
set to TRUE when the System is initialized or reinitialized, and is set to FALSE when
(re-)initialization has completed.

Value: Boolean

LACP_Enabled
This variable indicates that the Aggregation Port is operating the LACP. If the link is not a
point-to-point link, the value of LACP_Enabled shall be FALSE. Otherwise, the value of
LACP_Enabled shall be TRUE.
Value: Boolean
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NOTE 1—Among IEEE 802.3 links, full-duplex links are always point-to-point links. Previous versions of Link
Aggregation (IEEE Std 802.1AX-2008, IEEE Std 802.1AXbk™-2012, and IEEE Std 802.3-2005, Clause 43), which
were restricted only to IEEE 802.3 links, specified that the state of LACP_Enabled depended upon whether the link was
operating in full-duplex or half-duplex mode. It is the point-to-point characteristic of the link that is essential for the
operation of Link Aggregation, hence the preceding definition of LACP_Enabled.

actor_churn
This variable indicates that the Actor Churn Detection machine has detected that a local
Aggregation Port configuration has failed to converge within a specified time, and that
management intervention is required.

Value: Boolean

partner_churn
This variable indicates that the Partner Churn Detection machine has detected that a remote
Aggregation Port configuration has failed to converge within a specified time~and that
management intervention is required.
Value: Boolean

Ready N
The MUX machine asserts Ready_ N TRUE to indicate to the SeleCtion Logic that the
wait_while_timer has expired, and it is waiting (i.e., the Aggregation<Rort is in the WAITING
state) to attach to an Aggregator. Otherwise, its value is FALSE. Thére is one Ready_N value
for each Aggregation Port.
Value: Boolean

Ready
The Selection Logic asserts Ready TRUE when the valués of Ready N for all Aggregation
Ports that are waiting to attach to a given Aggregator are TRUE. If any of the values of
Ready N for the Aggregation Ports that are waitipg-to attach to that Aggregator are FALSE, or
if there are no Aggregation Ports waiting to attach to that Aggregator, then the value of Ready
is FALSE.
Value: Boolean

Selected
A value of SELECTED indicates, that the Selection Logic has selected an appropriate
Aggregator. A value of UNSELECTED indicates that no Aggregator is currently selected. A
value of STANDBY indicates\that although the Selection Logic has selected an appropriate
Aggregator, aggregation restrictions currently prevent the Aggregation Port from being enabled
as part of the aggregation, and so the Aggregation Port is being held in a standby condition.
This variable can only-be set to SELECTED or STANDBY by the operation of the Aggregation
Port’s Selection_Logic. It can be set to UNSELECTED by the operation of the Aggregation
Port’s Receive machine, or by the operation of the Selection Logic associated with another
Aggregation Port.

NOTE2~Setting Selected UNSELECTED in the Selection Logic associated with another Aggregation
Port"aecurs if the Selection Logic determines that the other Aggregation Port has a stronger claim to
attach to this Aggregation Port’s current Aggregator.

Value: SELECTED, UNSELECTED, or STANDBY

port_moved
This variable is set to TRUE if the Receive machine for an Aggregation Port is in the
PORT _DISABLED state, and the combination of Partner_Oper System and

Rartner ﬁnnr Port I\Illmhur H-Hse hy fhaf I\ggrnnghnh Port hne hnah rnr\nl\lnﬂ H-ahl |hr\nm|nn
J

LACPDU on adifferent Aggregation Port. This variable is set to FALSE once the INITIALIZE
state of the Receive machine has set the Partner information for the Aggregation Port to
administrative default values.

Value: Boolean
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6.4.9 Functions

recordPDU
This function records the parameter values for the Actor carried in a received LACPDU
(Actor_Port_Number, Actor_Port_Priority, Actor_System, Actor_System_Priority, Actor_Key,
and Actor_State variables) as the current Partner operational parameter values
(Partner_Oper_Port_Number, Partner_Oper_Port_Priority, Partner_Oper_System,

Partner_Oper_System_Priority, Partner_Oper_Key, and Partner_Oper_Port_State variables
with the nyr‘nlr_\'rinn of Q\J/nrhrnni7nfinn) and sets Actor ﬁlnnr Port _State Defaulted to EALSE.

This function also updates the value of the Partner_Oper_Port_State.Synchronization using-the
parameter values carried in received LACPDUSs. Parameter values for the Partner carried in the
received PDU (Partner_Port, Partner_Port_Priority, Partner_System, Partner_System |Priority,
Partner_Key, and Partner_State.Aggregation) are compared to the corresponding. operational
parameter values for the Actor (Actor_Port_ Number, Actor_Port_Priority{ JActor_System,
Actor_System_Priority, Actor_Oper_Port_Key, and Actor_Oper_Port (State. Aggregation).
Partner_Oper_Port_State.Synchronization is set to TRUE if all of these)parameters match,
Actor_State.Synchronization in the received PDU is set to TRUE; afid LACP will actively
maintain the link in the aggregation.

Partner_Oper_Port_State.Synchronization is also set £/t0~ TRUE if the value of
Actor_State.Aggregation in the received PDU is set to-FALSE (i.e., indicates an Individual
link), Actor_State.Synchronization in the received PDY is set to TRUE, and LACP will
actively maintain the link.

Otherwise, Partner_Oper_Port_State.Synchrenization is set to FALSE.

LACP is considered to be actively® maintaining the link if either the PDU’s
Actor_State.LACP_Activity variable is TRUE or both the Actor’s
Actor_Oper_Port_State.LACP_Activity and the PDU’s Partner_State.LACP_Activity
variables are TRUE.

recordDefault
This function records the\default parameter values for the Partner carried in the Partner Admin
parameters (Rartner_Admin_Port_Number, Partner_Admin_Port_Priority,
Partner_Admin_System,  Partner_Admin_System_Priority,  Partner_Admin_Key, and
Partner_Admin\Port_State) as the current Partner operational parameter values
(Partner_Oper_Port_Number, Partner_Oper_Port_Priority, Partner_Oper_System,
Partner_@per_System_Priority, Partner_Oper_Key, and Partner_Oper_Port_State) and sets
Actor~Oper_Port_State.Defaulted and Partner_Oper_Port_State.Synchronization to TRUE.

update_Selected
This function updates the value of the Selected variable, using parameter values from a newly
received LACPDU. The parameter values for the Actor carried in the received PDU
(Actor_Port, Actor_Port_Priority, Actor_System, Actor_System_Priority, Actor_Key, and
Actor_State.Aggregation) are compared with the corresponding operational parameter values
for the Aggregation Port’s Partner (Partner_Oper_Port_Number, Partner_Oper_Port_Priority,
Partner QOper System Partner Qper System Priority Partner QOper Key and

Partner_Oper_Port_State.Aggregation). If one or more of the comparisons show that the
value(s) received in the PDU differ from the current operational values, then Selected is set to
UNSELECTED. Otherwise, Selected remains unchanged.
update_Default_Selected

This function updates the value of the Selected variable, using the Partner administrative
parameter  values. The  administrative  values (Partner_Admin_Port_Number,
Partner_Admin_Port_Priority, Partner_Admin_System,  Partner_Admin_System_Priority,
Partner_Admin_Key, and Partner_Admin_Port_State.Aggregation) are compared with the

52
Copyright © 2014 IEEE. All rights reserved.


https://iecnorm.com/api/?name=7ae7a3dbfc304c2502b1bd0851663feb

ISO/IEC/IEEE 8802 1AX:2016(E)

IEEE Std 802.1AX-2014
IEEE STANDARD FOR LOCAL AND METROPOLITAN AREA NETWORKS—LINK AGGREGATION

corresponding operational parameter values for the Partner (Partner_Oper_Port_ Number,
Partner_Oper_Port_Priority, Partner_Oper_System, Partner_Oper_System_Priority,
Partner_Oper_Key, and Partner_Oper_Port_State.Aggregation). If one or more of the
comparisons shows that the administrative value(s) differ from the current operational values,
then Selected is set to UNSELECTED. Otherwise, Selected remains unchanged.

update NTT
This function updates the value of the NTT variable, using parameter values from a newly

received LACPDU. The parameter values for the Partner carried in the received PDU
(Dnrfnnr Port_Partner Port Drinrif\J/, Partner chmm' Partner Q\I/cfnm Drinrify’ Partner I(Q\JI,

Partner_State.LACP_Activity, Partner_State.LACP_Timeout, Partner_State.Synchronization;
and Partner_State.Aggregation) are compared with the corresponding operational parameter
values for the Actor (Actor_Port Number, Actor_Port_Priority, Actor, System,
Actor_System_Priority,  Actor_Oper_Port_Key,  Actor_Oper_Port_State.LACP Activity,
Actor_Oper_Port_State.LACP_Timeout, Actor_Oper_Port_State.Synchronization, and
Actor_Oper_Port_State.Aggregation). If one or more of the comparisons showthat the value(s)
received in the PDU differ from the current operational values, then NTl-s set to TRUE.
Otherwise, NTT remains unchanged.

Attach_Mux_To_Aggregator
This function causes the Aggregation Port’s Control Parser/Multiplexer to be attached to the
Aggregator Parser/Multiplexer of the selected Aggregator, ip-preparation for collecting and
distributing frames.

Detach_Mux_From_Aggregator
This function causes the Aggregation Port’s Control Rarser/Multiplexer to be detached from the
Aggregator Parser/Multiplexer of the Aggregatoroswhich the Aggregation Port is currently
attached.

Enable_Collecting
This function causes the Aggregator Parsenof‘the Aggregator to which the Aggregation Port is
attached to start collecting frames from-the Aggregation Port.

Disable_Collecting
This function causes the AggregatorsParser of the Aggregator to which the Aggregation Port is
attached to stop collecting framés*from the Aggregation Port.

Enable_Distributing
This function causes the /Aggregator Multiplexer of the Aggregator to which the Aggregation
Port is attached to start-distributing frames to the Aggregation Port.

Disable_Distributing
This function causes the Aggregator Multiplexer of the Aggregator to which the Aggregation
Port is attached’to stop distributing frames to the Aggregation Port.

Enable_Colleeting_Distributing
This function causes the Aggregator Parser of the Aggregator to which the Aggregation Port is
attached to start collecting frames from the Aggregation Port, and the Aggregator Multiplexer
to.start distributing frames to the Aggregation Port.

Disable_Collecting_Distributing
This function causes the Aggregator Parser of the Aggregator to which the Aggregation Port is
attached to stop collecting frames from the Aggregation Port, and the Aggregator Multiplexer
to stop distributing frames to the Aggregation Port.

record\VersionNumber

This function records the Partner’s LACP implementation version as carried in the received
LACPDU’s Version Number field and wupdates the value of the variable
Partner_LACPDU_Version_Number with the received value. This function is only applicable
to Version 2 or higher implementations of this protocol.
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6.4.10 Timers

current_while_timer
This timer is used to detect whether received protocol information has expired. If
Actor_Oper_State. LACP_Timeout is set to Short Timeout, the timer is started with the value
Short_Timeout_Time. Otherwise, it is started with the value Long_Timeout_Time (see 6.4.4).
actor_churn_timer

This timer is used to detect Actor churn states. It is started using the value
Churn Detection Time (cna 6.4 A)

periodic_timer (time_value)
This timer is used to generate periodic transmissions. It is started using the value
Slow_Periodic_Time or Fast_Periodic_Time (see 6.4.4), as specified in the Pefiodic
Transmission state machine.

partner_churn_timer
This timer is used to detect Partner churn states. It is started uSing the value
Churn_Detection_Time (see 6.4.4).

wait_while_timer
This timer provides hysteresis before performing an aggregation changéyto allow all links that
will join this LAG to do so. It is started using the value Aggregate/Wait_Time (see 6.4.4).

6.4.11 Messages

CtrIMuxN:M_UNITDATA.indication(LACPDU)
This message is generated by the Control Parser @saresult of the reception of a LACPDU,
formatted as defined in 6.4.2.

6.4.12 Receive machine

The Receive machine shall implement the functién.specified in Figure 6-18 with its associated parameters
(6.4.4 through 6.4.11).

On receipt of a LACPDU, the state machine enters the CURRENT state. The update_Selected function sets
the Selected variable to UNSELECTED:if the Actor’s view of the Partner’s operational parameters is not up
to date. The Selected variable is used by the Mux machine (6.4.15).

NOTE 1—The Receive machine.may set the Selected variable to UNSELECTED; however, setting this variable to
SELECTED or STANDBY is the responsibility of the Selection Logic.

The update_NTT funetion is used to determine whether further protocol transmissions are required; NTT is
set to TRUE if the Partner’s view of the Actor’s operational parameters is not up to date. The recordPDU
function records-the information contained in the LACPDU in the Partner operational variables, and the
current_while*timer is started. The value used to start the timer is either Short_Timeout_Time or
Long_Timeout_Time, depending upon the Actor’s operational value of LACP_Timeout.

In the process of executing the recordPDU function, a Receive machine compliant to this standard shall not
validate the Version Number, TLV_type, or Reserved fields in received LACPDUSs. The same actions are

taken regardless of the values received in these fields. A Receive machine may validate the
Actor_Information_Length, Partner_Information_Length, Collector_Information_Length, or
Terminator_Length fields. These behaviors, together with the constraint on future protocol enhancements,
are discussed in 6.4.2.3. Version 2 or higher implementations record as well the Version Number of the
received LACPs in order to check if Long LACPDUSs can be transmitted on this link (6.4.18).

NOTE 2—The rules expressed above allow Version 1 devices to be compatible with future revisions of the protocol.
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BEGIN
y + (! port_enabled) &&
INITIALIZE (! port_moved)

Selected = UNSELECTED;
recordDefault();
Actor_Oper_Port_State.Expired = FALSE;
port_moved = FALSE;

iTass

PORT_DISABLED

Partner_Oper_Port_State.Synchronization = FALSE;

port_moved port_enabled && LACP_Enabled port_enabled &&
(! LACP_Enabled)

\i Y

EXPIRED LACP_DJSABLED
Partner_Oper_Port_State.Synchronization = FALSE; Selected = UNSELECTED:;
Partner_Oper_Port_State.LACP_Timeout =Short Timeout; recordDefault();
start current_while_timer(Short Timeout); Partner_Oper_Port~/State.Aggregation = FALSE;
Actor_Oper_Port_State.Expired = TRUE; Actor_Oper_Port” State.Expired = FALSE;

CtrIMuxN:M_UNITDATA.indication(LACPDU) | current_whijle“timer expired LACP_Enabled
A
DEFAULTED

update\Default_Selected();
recordDefault();
Actors Oper_Port_State.Expired = FALSE;

CtrIMuxN:M_UNITDATA.indication(LACPDU)

CURRENT

update_Selected();

update_NTTY);

if (Actor_System_LACP_Version >=2 ) recordVersionNumber();
recordPRU();

start'curfent_while_timer (Actor_Oper_Port_State.LACP_Timeout);
Actaor” Oper_Port_State.Expired = FALSE;

current{while_timer expired CtrlIMuxN:M_UNITDATA.indication(LACPDU)

Figure 6-18—Receive machine state diagram

It no CACPDU 1s received before the currenf_while timer expires, the state machine transiis to the
EXPIRED state. The Partner_Oper_Port_State.Synchronization variable is set to FALSE, the current
operational value of the Partner’s LACP_Timeout variable is set to Short Timeout, and the current_while
timer is started with a value of Short_Timeout_Time. This is a transient state; the LACP_Timeout settings
allow the Actor to transmit LACPDUs rapidly in an attempt to reestablish communication with the Partner.

If no LACPDU is received before the current_while timer expires again, the state machine transits to the
DEFAULTED state. The update_Default_Selected function sets the Selected variable to UNSELECTED if
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the LAG has changed. The recordDefault function overwrites the current operational parameters for the
Partner with administratively configured values. This allows configuration of aggregations and individual
links when no protocol Partner is present, while still permitting an active Partner to override default settings.
Since all operational parameters are now set to locally administered values, there can be no disagreement as
to the LAG, so the Partner_Oper_Port_State.Synchronization variable is set to TRUE.

If the Aggregation Port becomes inoperable and the BEGIN variable is not asserted, the state machine enters
the PORT_DISABLED state. Partner_Oper_Port_State.Synchronization is set to FALSE. This state allows

the current Selection state to remain ||ndicf||rhnd’ [Va) thf’ in-the event that the Aggmgnfinn Port is still

connected to the same Partner and Partner Aggregation Port when it becomes operable again, there will be
no disturbance caused to higher layers by unnecessary re-configuration. If the same Actor System ID~and
Aggregation Port are seen in a LACPDU received on a different Aggregation Port (port_moved,is set to
TRUE), this indicates that the physical connectivity has changed, and causes the state machine to enter the
INITIALIZE state. This state is also entered if a BEGIN event occurs.

The INITIALIZE state causes the administrative values of the Partner parameters to beused as the current
operational values, and sets Selected to UNSELECTED. These actions force the Mux machine to detach the
Aggregation Port from its current Aggregator. The variable port_moved is set to<GALSE; if the entry to
INITIALIZE occurred as a result of port_moved being set to TRUE, then the state machine will immediately
transition back to the PORT_DISABLED state.

If the Aggregation Port is attached to a link that is not a point-to-paint link, the operation of LACP is
disabled on the Aggregation Port (LACP_Enabled is FALSE) and-the/LACP_DISABLED state is entered.
This state is entered following a BEGIN or Port Enabled event. THis state is similar to the DEFAULTED
state, except that the Aggregation Port is forced to operate as an Individual Aggregation Port, as the value of
Partner_Oper_Port_State.Aggregation is forced to Individual. Exit from this state occurs on a BEGIN, Port
Disabled, or LACP_Enabled event.

6.4.13 Periodic Transmission machine

The Periodic Transmission machine shall“\implement the function specified in Figure 6-19 with its
associated parameters (6.4.4 through 6.4.11).

The Periodic Transmission machine, establishes the desire of the Actor and Partner to exchange periodic
LACPDUs on the link in order to maintain an aggregation, and establishes how often those periodic
transmissions should occut:\Periodic transmissions will take place if either participant so wishes.
Transmissions occur at a raté determined by the Partner; this rate is linked to the speed at which the Partner
will time out receivedsinfoermation.

The state machine has four states. They are as follows:

a) NOLPERIODIC. While in this state, periodic transmissions are disabled.

b) .(FAST_PERIODIC. While in this state, periodic transmissions are enabled at a fast transmission rate.

¢) . "SLOW_PERIODIC. While in this state, periodic transmissions are enabled at a slow transmission
rate.

d) PFRIODIC TX This is a transitory state entered on periodic timer expiry, that asserts NTT and

then exits to FAST_PERIODIC or SLOW_PERIODIC depending upon the Partner’s
LACP_Timeout setting.
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BEGIN ||

(! LACP_Enabled) ||

(! port_enabled) ||
((Actor_Oper_Port_State.LACP_Activity == PASSIVE) &&
(Partner_Oper_Port_State.LACP_Activity == PASSIVE))

NO_PERIODIC

Stop pertodic_tmer

UCT
Y Y A ) A
FAST_PERIODIC SLOW_PERIODIC
Start periodic_timer (fast_periodic_time); Start periodic_timer (slow_periodic) fime)
Partner_Oper_Port_State.LACP_Timeout periodic_timer expired ||
== Long Timeout i

Partner_Oper_Port_State LACP_Timeout

periodic_timer expired z=8hort Timeout

A Y

PERIODIC_TX

NTT = TRUE

Partner_Oper_Port_State.LACP_Timeout Partner_Oper_Port_State.LACP_Timeout
== Short Timeout == Long Timeout

Figure 6-19—Periodic Transmjssion machine state diagram

The values of Partner_Oper_Port_State. LACP.Activity and Actor_Oper_Port_State.LACP_Activity
determine whether periodic transmissions take place. If either or both parameters are set to Active LACP,
then periodic transmissions occur; if both areset to Passive LACP, then periodic transmissions do not occur.
Similarly, if either of the LACP_Enabled or port_enabled variables is set to FALSE, indicating that LACP
has been disabled on the Aggregation Rart or that the Aggregation Port is non-operational, then no periodic
transmissions take place.

If periodic transmissions are_enabled, the rate at which they take place is determined by the value of the
Partner_Oper_Port_State.LACP_Timeout variable. If this variable is set to Short Timeout, then the value
fast_periodic_time is_used to determine the time interval between periodic transmissions. Otherwise,
slow_periodic_timeis-used to determine the time interval.

6.4.14 Selection Logic
The Selection Logic selects a compatible Aggregator for an Aggregation Port, using the Aggregation Port’s

LAG<ID:"The Selection Logic may determine that the link should be operated as a standby link if there are
constraints on the simultaneous attachment of Aggregation Ports that have selected the same Aggregator.

NOTE 1—There will never be more than one Aggregator with the same LAG ID, but there may be none. Normally, the
latter will be a temporary state, caused by the fact that it takes a finite time for Aggregation Ports to be moved to the
correct Aggregators during reconfiguration.

The Mux machine controls the process of attaching the Aggregation Port to a selected Aggregator, after first
detaching the Aggregation Port from any prior Aggregator if the Aggregation Port’s LAG ID has changed.
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NOTE 2—An Aggregation Port is always detached from its prior Aggregator when the LAG ID changes, even if the
same Aggregator is selected later; to do otherwise would be to risk misdelivery of frames. Selection of a new Aggregator
cannot take place until the Aggregation Port is detached from any prior Aggregator; other Aggregators may become free
while the Aggregation Port is detaching, and other Aggregation Ports may attach to some of the available Aggregators
during this time interval.

The operation of the Selection Logic is separated into the following two subclauses:

a) The requirements for the correct operation of the Selection Logic are defined in 6.4.14.1.

k) That maardad-defarld anaraticon-aofitbha-Cal tioa 1l PP | itbhad a0 4149
U} rTIC TCLVUTTIricriutcu vt rauintt U'JCI(AI.IUII JUT UTC JUTUULIVUTT I_Uyl\.' o ULOoLTTUCU TIT U. 5. L5. 4.
This separation reflects the fact that a wide choice of selection rules is possible within the proper operation
of the protocol. An implementation that claims conformance to this standard may support selectionirules
other than the recommended default; however, any such rules shall meet the requirements stated«n 6.4.14.1.

6.4.14.1 Selection Logic—Requirements

Aggregation is represented by an Aggregation Port selecting an appropriate Aggregator, and then attaching
to that Aggregator. The following are required for correct operation of the selectioh and attachment logic:

a) The implementation shall support at least one Aggregator per System,

b) Each Aggregation Port shall be assigned an operational Key (6:3:5). Aggregation Ports that can
aggregate together are assigned the same operational Key as the\other Aggregation Ports with which
they can aggregate; Aggregation Ports that cannot aggregate-with any other Aggregation Port are
allocated unique operational Keys.

¢) Each Aggregator shall be assigned an operational Key!

d) Each Aggregator shall be assigned an identifier that'distinguishes it among the set of Aggregators in
the System.

e)  An Aggregation Port shall only select an Aggregator that has the same operational Key assignment
as its own operational Key.

f)  Subject to the exception stated in item'q), Aggregation Ports that are members of the same LAG
(i.e., two or more Aggregation Ports that have the same Actor System ID, Actor Key, Partner System
ID, and Partner Key, and that are-not required to be Individual) shall select the same Aggregator.

g) Any pair of Aggregation Ports'that are members of the same LAG, but are connected together by the

same link, shall not select(the same Aggregator (i.e., if a loopback condition exists between two
Aggregation Ports, theyishall not be aggregated together. For both Aggregation Ports, the Actor
System ID is the same-as the Partner System ID; also, for Aggregation Port A, the Partner’s Port
Identifier is Aggregation Port B, and for Aggregation Port B, the Partner’s Port Identifier is
Aggregation Pert‘A).
NOTE 1—Thisexception condition prevents the formation of an aggregated link, comprising two ends of the
same link aggregated together, in which all frames transmitted through an Aggregator are immediately received
through.the same Aggregator. However, it permits the aggregation of multiple links that are in loopback; for
example, if Aggregation Port A is looped back to Aggregation Port C and Aggregation Port B is looped back to
Aggregation Port D, then it is permissible for A and B (or A and D) to aggregate together, and for C and D (or
B-and C) to aggregate together.

h) )" Any Aggregation Port that is required to be Individual (i.e., the operational state for the Actor or the
Partner indicates that the Aggregation Port is Individual) shall not select the same Aggregator as any

other Aggregafion Port.

i)  Any Aggregation Port that is Aggregateable shall not select an Aggregator to which an Individual
Aggregation Port is already attached.

j)  If the preceding conditions result in a given Aggregation Port being unable to select an Aggregator,
then that Aggregation Port shall not be attached to any Aggregator.
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k) If there are further constraints on the attachment of Aggregation Ports that have selected an
Aggregator, those Aggregation Ports may be selected as standby in accordance with the rules
specified in 6.7.1. Selection or deselection of that Aggregator can cause the Selection Logic to
reevaluate the Aggregation Ports to be selected as standby.

)  The Selection Logic operates upon the operational information recorded by the Receive state
machine, along with knowledge of the Actor’s own operational configuration and state. The
Selection Logic uses the LAG ID for the Aggregation Port, determined from these operational

parameters, to locate the correct Aggregator to which to attach the Aggregation Port.
m) The Selectionl ngir isinvokedwhenever an Aggmgnfinn Portis not attached-to and has not selected

an Aggregator, and executes continuously until it has determined the correct Aggregator for the
Aggregation Port.

NOTE 2—The Selection Logic may take a significant time to complete its determination of the correct
Aggregator, as a suitable Aggregator may not be immediately available, due to configuration restrictions or the
time taken to reallocate Aggregation Ports to other Aggregators.

n)  Once the correct Aggregator has been determined, the variable Selected shall be set'to0 SELECTED
or to STANDBY (6.4.8, 6.7.1).

NOTE 3—If Selected is SELECTED, the Mux machine will start the process of attaching the Aggregation Port
to the selected Aggregator. If Selected is STANDBY, the Mux machine holds/thé /Aggregation Port in the
WAITING state, ready to be attached to its Aggregator once its Selected state changes to SELECTED.

0) The Selection Logic is responsible for computing the value of the Ready variable from the values of
the Ready_N variable(s) associated with the set of Aggregation Ports-that are waiting to attach to the
same Aggregator (see 6.4.8).

p) Where the selection of a new Aggregator by an Aggregation Port, as a result of changes to the
selection parameters, results in other Aggregation Ports in‘the System being required to reselect their
Aggregators in turn, this is achieved by setting Selected to UNSELECTED for those other
Aggregation Ports that are required to reselect theirAggregators.

NOTE 4—The value of Selected is set to UNSELECTED by the Receive machine for the Aggregation Port
when a change of LAG ID is detected.

g) An Aggregation Port shall not be enabledfof use by the Aggregator Client until it has both selected
and attached to an Aggregator.

r)  An Aggregation Port shall not select'an Aggregator, which has been assigned to a Portal (Clause 9),
unless the Partner_Oper_Key of the'associated LAG ID is equal to the lowest numerical value of the
set comprising the valuess of the DRF_Home Oper_Partner_Aggregator_Key, the
DRF_Neighbor_Oper_Partner_Aggregator_Key, and the
DRF_Other_Neighbor-Opér_Partner_Aggregator_Key, on each IPP on the Portal System, where
any variable having-its-most significant bits set to 00 is excluded (corresponding to accepting only
variables that have.ah integer value that is larger than 16383).

s)  An Aggregation Port shall not select an Aggregator, which has been assigned to a Portal (Clause 9),
if its Portal’s System Identifier is set to a value that is numerically lower than the Partner’s System
Identifier, PS1 == TRUE, the most significant two bits of Partner_Oper_Key are equal to the value 2
or 3.and the two least significant bits of the Aggregation Port’s Partner_Oper_Port_Priority are
equal'to the value 2 or 3. This is to prevent network partition due to isolation of the Portal Systems
inthe interconnected Portals (Clause 9).

6,4,14.2 Selection Logic—Recommended default operation

The recommended default behavior provides an element of determinism (i.e., history independence) in the
assignment of Aggregation Ports to Aggregators. It also has the characteristic that no additional MAC
addresses are needed over and above those already assigned to the set of underlying MACs.

NOTE—This standard does not specify any alternative selection rules beyond the recommended set. A wide variety of
selection rules are possible within the scope of the requirements stated in 6.4.14.1. In particular, it is possible within
these requirements to support implementations that provide fewer Aggregators than Aggregation Ports, as well as
implementations designed to minimize configuration changes at the expense of less deterministic behavior.
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Each Aggregation Port has an Aggregator associated with it (i.e., the number of Aggregators in the System
equals the number of Aggregation Ports supported). Each Aggregation Port/Aggregator pair is assigned the
same operational Key and Port Number. When there are multiple Aggregation Ports in an aggregation, the
Aggregator that the set of Aggregation Ports selects is the Aggregator with the same Port Number as the
lowest numbered Aggregation Port in the aggregation. Note that this lowest numbered Aggregation Port
may not be in a state that allows data transfer across the link; however, it has selected the Aggregator in
question. This is illustrated in Figure 6-20.

Aggregators Key = A Key=B Key=B Key =B

7

Aggregation Key = A
Ports

Port 1 Port 2 Rort' 3 Port 4
Selected  _ _ _ _ _ _ _

Selected & Attached

Figure 6-20—Selection of Aggregators

If the Aggregation Port is Individual, then the ‘Aggregator selected is always the Aggregation Port’s own
Aggregator. Otherwise, an Aggregator is.selected from the set of Aggregators corresponding to the set of
Aggregation Ports that will form the‘aggregation. The Aggregator selected is the lowest numbered
Aggregator with the same selectionparameters as those of the Aggregation Port. These selection parameters
are as follows:

a) Actor’s System ID

b)  Actor’s operational Key

c) Partner’s System ID

d) Partner’s-operational Key

e) Individual” Aggregator state (which has to be FALSE)

6.4.15 Mux machine

The-Mux machine shall implement the function specified in either of the Mux machine state diagrams,
Figure 6-21 and Figure 6-22, with their associated parameters (6.4.4 through 6.4.11).

The state machine conventions in IEEE Std 802.1Q-2014 require that all in-state actions are performed in
sequence and are atomic, completing before the evaluation of any exit conditions and before the execution
of procedures or evaluation of exit conditions for any other state or state machine.

The independent control state diagram (Figure 6-21) is suitable for use implementations in which it is
possible to control enabling and disabling of frame collection from an Aggregation Port, and frame
distribution to an Aggregation Port, independently. The coupled control state diagram (Figure 6-22) is
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suitable for use implementations where collecting and distributing cannot be controlled independently with
respect to an Aggregation Port. It is recommended that the independent control state diagram be
implemented in preference to the coupled control state diagram.

BEGIN

DETACHED

(Selected == SELECTED) ||
(Selected == STANDBY)

Selected =—— IUINSELECTED

WAITING

Startanait aavhila ooy

Actor.Sync = FALSE;
Disable_Distributing();
Actor.Distributing = FALSE;

[ A W = A PRRAY
DCaCTT_IVIOA_ T TOmM_~ggregatonry),

(Selected == SELECTED)

. && Ready
Actor.Collecting =FALSE; R
Disable_Collecting();

NTT = TRUE: ATTACHED

Attach_Mux_To_Aggregator();
Actor.Sync = TRUE,;
Actor.Colle€ting’= FALSE;
Disable{Callecting();

(Selected == UNSELECTED) || | NTTL.SARUE;

(Selected == STANDBY) [ (Selected == SELECTED)

&& Partner.Sync
Y Y Y
DISTRIBUTING COLLECTING

Actor.Distributing = TRUE;
Enable_Distributing();

(Selected == UNSELECTED) ||
(Selected == STANDBY ||

(! Partner.Sync) ||

(! Partner.Collecting)

(Selected== SELECTED) &&
Partner.Sync &&
Partner.Collecting

Enable_Collecting();
Actor.Collecting =TRUE;
Disable_Distributing();
Actor.Distributing = FALSE;
NTT = TRUE;

(Selected == UNSELECTED) ||

(Selected == STANDBY) ||

(! Partner.Sync)

The following abbreviations are usedun this diagram:
Actor.Sync: Actor_Oper_Port_State.Synchronization
Actor.Collecting: Actor_Oper. Port_State.Collecting
Actor.Distributing: Actor_Opeér_Port_State.Distributing
Partner.Sync: Partner,_Oper_Port_State.Synchronization
Partner.Collecting: Rartner_Oper_Port_State.Collecting

Figure 6-21—Mux machine state diagram (independent control)
The value\of the Selected variable may be changed by the following:

a) ) The Receive machine. The Receive machine can set Selected to UNSELECTED at any time if any of
the following change: The Partner System ID, the Partner Key, the Partner_State.Aggregation, the

Actor System D, the Actor Key, or the Actor_State.Aggregafion.

b) The Selection Logic, in the process of selecting an Aggregator. The Selection Logic will select an
Aggregator when the Mux machine is in the DETACHED state and the value of the Selected
variable is UNSELECTED.

€) The Selection Logic, in the process of selecting or deselecting standby links. If the value of the
Selected variable is SELECTED or STANDBY, the Selection Logic can change the value to
STANDBY or SELECTED.
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The Mux machine enters the WAITING state from the DETACHED state if the Selection Logic determines
that Selected is either SELECTED or STANDBY. The WAITING state provides a holding state for the
following two purposes:

d) If Selected is SELECTED, the wait_while_timer forces a delay to allow for the possibility that other
Aggregation Ports may be reconfiguring at the same time. Once the wait_while_timer expires, and
once the wait_while_timers of all other Aggregation Ports that are ready to attach to the same
Aggregator have expired, the process of attaching the Aggregation Port to the Aggregator can

Inrnr‘m:ri, and the state machine enters the ATTACHED state. huring the. \AlQifian fimm, r‘hnngnc in

selection parameters can occur that will result in a re-evaluation of Selected. If Selected becomés
UNSELECTED, then the state machine reenters the DETACHED state. If Selected becomes
STANDBY, the operation is as described in item e).

NOTE—This waiting period reduces the disturbance that will be visible to higher layers; for example} on start-
up events. However, the selection need not wait for the entire waiting period in cases where it istknown that no
other Aggregation Ports will attach; for example, where all other Aggregation Ports with the"same operational
Key are already attached to the Aggregator.

e) If Selected is STANDBY, the Aggregation Port is held in the WAITING state uatit'such a time as the
selection parameters change, resulting in a re-evaluation of the Selected, variable. If Selected
becomes UNSELECTED, the state machine reenters the DETACHED state. If SELECTED
becomes SELECTED, then the operation is as described in item.'d)."The latter case allows an
Aggregation Port to be brought into operation from STANDBY with/minimum delay once Selected
becomes SELECTED.

On entry to the ATTACHED state, the Mux machine initiates the\process of attaching the Aggregation Port
to the selected Aggregator. Once the attachment process has completed, the value of
Actor_Oper_Port_State.Synchronization is set to TRUE indicating that the Actor considers the Aggregation
Port to be IN_SYNC, and Actor_Oper_Port_State.Collecting is set to FALSE. Collection of frames from the
Aggregation Port is disabled. In the coupled control state machine, Distribution of frames to the Aggregation
Port is also disabled, and Actor_Oper_Port_State Distributing is set to FALSE.

A change in the Selected variable to UNSELECTED or to STANDBY causes the state machine to enter the
DETACHED state. The process of detaching the Aggregation Port from the Aggregator is started. Once the
detachment process is completed, Actor~“Oper_Port_State.Synchronization is set to FALSE indicating that
the Actor considers the Aggregation,Port to be OUT_OF_SYNC, distribution of frames to the Aggregation
Port is disabled, Actor_Oper_Port State.Distributing and Actor_Oper_Port_State.Collecting are set to
FALSE, and collection of frarnes from the Aggregation Port is disabled. The state machine remains in the
DETACHED state until such time as the Selection logic is able to select an appropriate Aggregator.

While in the ATTAEHED state, a TRUE value for Partner_Oper_Port_State.Synchronization causes the
state machine~ te’ transition to the COLLECTING state (independent control) or the
COLLECTING .DISTRIBUTING state (coupled control).

In the CCOLLECTING state, collection of frames from the Aggregation