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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.

The procedures used to develop this document and those intended for its further maintenance are
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Introduction

0.1 General

Almost every organization processes Personally Identifiable Information (PII). Further, the quantity
and types of PII processed is increasing, as is the number of situations where an organization needs to
cooperate with other organizations regarding the processing of PII. Protection of privacy in the context
of the processing of PII is a societal need, as well as the topic of dedicated legislation and/or regulation
all over the world.

The Information Security Management System (ISMS) defined in ISO/IEC 27001 is designed to permit
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ment System.
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Security techniques — Extension to ISO/IEC 27001 and
ISO/IEC 27002 for privacy information management —

Requirements and guidelines

Ul I UV IUC & UIU C U C 9,

maintgining and continually improving a Privacy Information Management System (IM

organization.

This dpcument specifies PIMS-related requirements and provides guidance for PII conty
procegsors holding responsibility and accountability for PII processing.

This document is applicable to all types and sizes of organizations, including publi¢

companies, government entities and not-for-profit organizations,which are PII controll
procegsors processing PII within an [SMS.

2 Normative references

The following documents are referred to in the text in such a way that some or all of]
constifutes requirements of this document. For dated references, only the edition cite
undated references, the latest edition of the refetenced document (including any amendmnj

ISO/IEC 27000, Information technology —+Security techniques — Information securit)
systems — Overview and vocabulary

ISO/IHC 27001:2013, Information technology — Security techniques — Information securit)
systems — Requirements

implementing,

5) in the form
context of the

ollers and PII

and private
brs and/or Pl

their content
d applies. For
ents) applies.

management

Y management

[SO/IHC 27002:2013, Informatien technology — Security techniques — Code of practice f¢r information

securitly controls

ISO/IEC 29100, Information technology — Security techniques — Privacy framework

3 Terms, definitions and abbreviations

For th¢ purposes of this document, the terms and definitions given in ISO/IEC 27000 and I
and the'foHowing apply.

SO/IEC 29100

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

31
joint PII controller

PII controller that determine the purposes and means of the processing of PII jointly with one or more

other PII controllers
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3.2

privacy information management system

PIMS

information security management system which addresses the protection of privacy as potentially
affected by the processing of PII

4 General

4.1 Structure of this document

This is a sect

r-cpnr‘ifir documentrelated to an/n:‘(‘ 27001:2013 and to IQﬂI/IF'(' 27002:2013

This docume
adherence to
extends the r
principals as
better unders
included.

Clause 5 give
requirements
processor.

NOTE1 For
ISO/IEC 27001

Clause 6 giv¢
controls in I
controller or §

NOTE2  For
controls in ISO

Clause 7 give
ISO/IEC 2700

Annex A list{

it focuses on PIMS-specific requirements. Compliance with this document is“ba
these requirements and with the requirements in ISO/IEC 27001:2013. This dog
quirements of ISO/IEC 27001:2013 to take into account the protection-of.privacy
potentially affected by the processing of PII, in addition to information’ security

5 PIMS-specific requirements and other information regarding the information sg
in ISO/IEC 27001 appropriate to an organization acting as-either a PII controller ¢

completeness, Clause 5 contains a subclause for each of/the clauses containing requirem
2013, even in cases where there are no PIMS-specifierequirements or other information.

bs PIMS-specific guidance and other information regarding the information sg
bO/IEC 27002 and PIMS-specific guidance “for an organization acting as eithel
W PII processor.

sed on
ument
r of PII

For a

tanding, implementation guidance and other information regarding the requiremjents is

curity
r a PII

ents in

curity
a PII

D guidance for PII processers.

the PIMS-specific control objectives and controls for an organization acting a

controller, (

hether it employsSa‘PII processor or not, and whether acting jointly with anotl

controller or not).

Annex B listy the PIMS-§pecific control objectives and controls for an organization acting a
processor (wWhether itsubcontracts the processing of PII to a separate PII processor or not, and ing
those processjing Pll.asSubcontractors to PII processors).

Annex C contgins a mapping to ISO/IEC 29100.

completeness, Clause 6 contains a subclause for each of the clauses containing objectives or
[EC 27002:2013, even in cases wheré\there is no PIMS-specific guidance or other informatjion.

s additional ISO/IEC 27002 guidance for PII controllers, and Clause 8 gives addjitional

5 a PII
ner PII

5 a Pl
luding

Annex D contains a mapping of the controls in this document to the European Union General Data

Protection Re

gulation.

Annex E contains a mapping to ISO/IEC 27018 and ISO/IEC 29151.

Annex F explains how ISO IEC 27001 and ISO/IEC 27002 are extended to the protection of privacy when
processing PII.

4.2 Application of ISO/IEC 27001:2013 requirements

Table 1 gives the location of PIMS-specific requirements in this document in relation to ISO/IEC 27001.
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Table 1 — Location of PIMS-specific requirements and other information for implementing
controls in ISO/IEC 27001:2013

Clause in Title Subclause in Remarks
ISO/IEC 27001:2013 this document
4 Context of the organization 5.2 Additional requirements
5 Leadership 5.3 No PIMS-specific requirements
6 Planning 5.4 Additional requirements
7 Support 5.5 No PIMS-specific requirements
8 Operation 5.6 No PIMS-specific requirements
5 Performratrceevahration :LZ NoPHYS bl,)t:l,ifi\, T quirements
10 Improvement 5.8 No PIMS-specifictlequirements
NOTE The extended interpretation of “information security” according to 5.1 alway$ applies even when
there afe no PIMS-specific requirements.
4.3 Application of ISO/IEC 27002:2013 guidelines
Table 2 gives the location of PIMS-specific guidance in this documentin'relation to ISO/IEC 27002.
Tablel 2 — Location of PIMS-specific guidance and other information for implementing controls
in ISO/IEC 27002:2013
Clause in Title Subclause in Remarks
ISO/[EC 27002:2013 this document
5 Information security policies 6.2 Additional guidarfce
6 Organization of information 6.3 Additional guidarfce
security
7 Human resource segeurity 6.4 Additional guidarice
8 Asset management 6.5 Additional guidarfce
9 Access control 6.6 Additional guidar]ce
10 Cryptography 6.7 Additional guidarfce
11 Physical and environmental 6.8 Additional guidarfce
segurity
12 Operations security 69 Additional guidarfce
13 Communications security 6.10 Additional guidarice
14 System acquisition, A1 Additional guidarfce
development and
maintenance
15 Supplier relationships 6.12 Additional guidarfce
16 Information security incident 6.13 Additional guidance
management
17 Information security aspects 6.14 No PIMS-specific guidance
of business continuity
management.
18 Compliance 6.15 Additional guidance
NOTE The extended interpretation of “information security” according to 6.1 always applies even when

there is no PIMS-specific guidance.
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4.4 Customer

Depending on
a)
NOTE 1

NOTE 2

the role of the organization (see 5.2.1), "customer” can be understood as either:

This can be the case of an organization which is a joint controller.

An individual person in a business to consumer relationship with an organization is refe

as a "PII principal” in this document.

an organization who has a contract with a PII controller (e.g. the customer of the PII controller);

rred to

a PII controller who has a contract with a PII processor (e.g. the customer of the PII processor); or

b)
c¢) aPIlprod
subcontr
NOTE3 Wh
b), or c).
NOTE4 Wh
context a).
NOTE5 Wh

contexts b) and

5 PIMS-sj

5.1 Generd

The requiremn
protection of

NOTE In p
privacy” applie

essor who has a contract with a subcontractor for PII processing (e.g. the customel
icted PII sub-processor).

bre “customer” is referred to in Clause 6, the related provisions can be applicablé in cont|

bre “customer” is referred to in Clause 7 and Annex A, the relation provisions are applid

bre “customer” is referred to in Clause 8 and Annex B, the relatiop-provisions can be appli

/or c).
Jecific requirements related to ISO/IEC 27001

1

ents of ISO/IEC 27001:2013 mentioning-‘information security" shall be extended|
privacy as potentially affected by the precessing of PII.

ractice, where "information security'\is used in ISO/IEC 27001:2013, "information secur
s instead (see Annex F).

5.2 Context of the organization

5.2.1 Unde
Arequireme

The organizat
PII processor.

rstanding the organization and its context
nt additional to ISO/IEC 27001:2013, 4.1 is:

ion shall determine its role as a PII controller (including as a joint PII controller) aj

of the

exts a),

able in

able in

to the

ity and

d/or a

The organizat

affect its abilikyto achieve the intended outcome(s) of its PIMS. For example, these can include:

ion,shall determine external and internal factors that are relevant to its context a

Illd that

applicable privacy legislation;

applicable regulations;

applicable judicial decisions;

applicable organizational context, governance, policies and procedures;
applicable administrative decisions;

applicable contractual requirements.

© ISO/IEC 2019 - All rights reserved


https://iecnorm.com/api/?name=870dfc0990483aec3014f93b05ff2bcc

ISO/IEC 27701:2019(E)

Where the organization acts in both roles (e.g. a PII controller and a PII processor), separate roles shall
be determined, each of which is the subject of a separate set of controls.

NOTE

5.2.2

The role of the organization can be different for each instance of the processing of PII, since it depends
on who determines the purposes and means of the processing.

Understanding the needs and expectations of interested parties

A requirement additional to ISO/IEC 27001:2013, 4.2 is:

The organization shall include among its interested parties (see ISO/IEC 27001:2013, 4.2), those parties
having interests or responsibilities associated with the processing of PII, including the PII principals.

NOTE 1
PII pro

NOTE 2
requirg
set out

NOTE 3
can ex
specifi
audited

5.2.3

A requirement additional to ISO/IEC 27001:2013,4.3 is:

When

NOTE
manag

5.2.4

A requirement additional toISO/IEC 27001:2013, 4.4 is:

The oy

with the requirements of{SO/IEC 27001:2013 Clauses 4 to 10, extended by the requiremern

53 1

5.3.1

Other interested parties can include customers (see 4.4), supervisory authorities, other
Fessors and their subcontractors.

Requirements relevant to the processing of PII can be determined ~by- legal 4
ments, by contractual obligations and by self-imposed organizational objectives. The pri
in ISO/IEC 29100 provide guidance concerning the processing of PII.

As an element to demonstrate compliance to the organization'sobligations, some int
bect that the organization be in conformity with specific standakrds; such as the Mana

bd in this document, and/or any relevant set of specifications,-These parties can call for]
compliance to these standards.

Determining the scope of the information security management system

determining the scope of the PIMS, the organization shall include the processing of]

The determination of the scope of the\PIMS can require revising the scope of the inforr
bment system, because of the extended iterpretation of “information security” according

Information security management system

ganization shall establish, implement, maintain and continually improve a PIMS

Leadership

Leadership and commitment

There

PII controllers,

nd regulatory
yacy principles

brested parties
bement System
independently

PIL

hation security
[0 5.1.

n accordance
tsin Clause 5.

guiréments stated in ISO/IEC 27001:2013, 5.1 along with the interpretation specifie

din 5.1, apply.

5.3.2

Policy

The requirements stated in ISO/IEC 27001:2013, 5.2 along with the interpretation specified in 5.1, apply.

5.3.3

Organizational roles, responsibilities and authorities

The requirements stated in ISO/IEC 27001:2013, 5.3 along with the interpretation specified in 5.1, apply.
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5.4 Planning

5.4.1 Actions to address risks and opportunities

5.4.1.1 General

The requirements stated in ISO/IEC 27001:2013, 6.1.1 along with the interpretation specified in 5.1, apply.

5.4.1.2

The requirem

Information security risk assessment

ents stated in [SO/IEC 27001:2013, 6.1.2 apply with the following refinements:

ISO/IEC 270(

The organiz

associated well

The organizat
of PII, within

The organizat
information s

NOTE The
process or two

ISO/IEC 270(

The organiza
that would r
materialize.

5.4.1.3 Infd

The requirem|
ISO/IEC 270(

The controls
Annex A and
been omitted

When assessi
for the treatn
risks to infor
principals.

tion shall apply the information security risk assessment process tq ddentify
ith the loss of confidentiality, integrity and availability, within the scope of the PIMY.

1:2013, 6.1.2 ¢) 1) is refined as follows:

ion shall apply privacy risk assessment process to identify risks related to the prod
the scope of the PIMS.

ion shall ensure throughout the risk assessment processes that the relationship be
ecurity and PII protection is appropriately managed.

organization can either apply an integrated information Security and privacy risk asse
separate ones for information security and the risks related to the processing of PII.

1:2013, 6.1.2 d) 1) is refined as follows:

risks

essing

tween

ssment

ion shall assess the potential consequences-for both the organization and PII pripcipals

bsult if the risks identified in ISO/IEC\27001:2013, 6.1.2 ¢) as refined above, W

rmation security risk treatment
ents stated in ISO/IEC 27001:2013, 6.1.3 apply with the following additions:
1:2013, 6.1.3 c) is refined as follows:

determined in ISO/IEC 27001:2013 6.1.3 b) shall be compared with the cont
or Annex B and [SO/IEC 27001:2013, Annex A to verify that no necessary control

hg the applicability of control objectives and controls from ISO/IEC 27001:2013 A

ere to

Fols in
s have

nnex A

ent ofirisks, the control objectives and controls shall be considered in the context ¢f both

mation security as well as risks related to the processing of PII, including risks

to PII

ISO/IEC 27001:2013, 6.1.3 d) is refined as follows:

Produce a Statement of Applicability that contains:

the neces

sary controls [see ISO/IEC 27001:2013, 6.1.3 b) and c)];

justification for their inclusion;

whether the necessary controls are implemented or not; and

Annex A according to the organization's determination of its role (see 5.2.1).

thejustification for excluding any of the controlsin Annex Aand/or Annex B and ISO/IEC 27001:2013,

Not all the control objectives and controls listed in the annexes need to be included in a PIMS
implementation. Justification for exclusion can include where the controls are not deemed necessary

6
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by the risk assessment, and where they are not required by (or are subject to exceptions under) the
legislation and/or regulation including those applicable to the PII principal.

5.4.2 Information security objectives and planning to achieve them

The requirements stated in ISO/IEC 27001:2013, 6.2 along with the interpretation specified in 5.1, apply.

5.5 Support

5.5.1 Resources

The refjuirements stated in ISO/TEC 27001:2013, 7.1 along with the interpretation specified in 5.1, apply.

5.5.2 | Competence

The reguirements stated in ISO/IEC 27001:2013, 7.2 along with the interpretation specified in 5.1, apply.

5.5.3 | Awareness

The reguirements stated in ISO/IEC 27001:2013, 7.3 along with theinterpretation specified in 5.1, apply.

5.5.4 | Communication

The reguirements stated in ISO/IEC 27001:2013, 7.4 alongwith the interpretation specified in 5.1, apply.
5.5.5 | Documented information

5.5.5.1 General

The refjuirements stated in ISO/IEC 27001{2013, 7.5.1 along with the interpretation specifigd in 5.1, apply.

5.5.5.2 Creating and updating
The refjuirements stated in ISQ7IEC 27001:2013, 7.5.2 along with the interpretation specifigd in 5.1, apply.

5.5.5.3 Control of doeumented information

The refuirements stated in ISO/IEC 27001:2013, 7.5.3 along with the interpretation specifidd in 5.1, apply.

5.6 OQperation

5.6.1 | -Operational planning and control

The requirements stated in ISO/IEC 27001:2013, 8.1 along with the interpretation specified in 5.1, apply.

5.6.2 Information security risk assessment

The requirements stated in ISO/IEC 27001:2013, 8.2 along with the interpretation specified in 5.1, apply.

5.6.3 Information security risk treatment

The requirements stated in ISO/IEC 27001:2013, 8.3 along with the interpretation specified in 5.1, apply.
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5.7 Performance evaluation

5.7.1 Monitoring, measurement, analysis and evaluation

The requirements stated in ISO/IEC 27001:2013, 9.1 along with the interpretation specified in 5.1, apply.

5.7.2 Internal audit

The requirements stated in ISO/IEC 27001:2013, 9.2 along with the interpretation specified in 5.1, apply.

5.7.3 Management review

The requireants stated in ISO/IEC 27001:2013, 9.3 along with the interpretation specified in.51| apply.
5.8 Improyement

5.8.1 Noncpnformity and corrective action

The requirempnts stated in [SO/IEC 27001:2013, 10.1 along with the interpretation specified in 5.1} apply.

5.8.2 Continual improvement

The requirempnts stated in ISO/IEC 27001:2013, 10.2 along with the interpretation specified in 5.1} apply.

6 PIMS-specific guidance related to ISO/IEC 27002

6.1 General

The guidelings in ISO/IEC 27002:2013 mentioning' "information security” should be extended|to the
protection of privacy as potentially affected by-the processing of PII.

NOTE1 In gractice, where "information segcurity" is used in ISO/IEC 27002:2013, "information securjity and
privacy” applids instead (see Annex F).

All control objectives and controls‘should be considered in the context of both risks to inforpation
security as well as risks to privagy‘related to the processing of PII.

NOTE 2  Unlgss otherwise,stated by specific provisions in Clause 6, or determined by the orgarization
according to applicable juri§dictions, the same guidance applies for PII controllers and PII processors.

6.2 Infornmjation:security policies

6.2.1 Managementdirectionforinformationsecurity |

6.2.1.1 Policies for information security

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 5.1.1 and
the following additional guidance applies:

Additional implementation guidance for 5.1.1, Policies for information security, of
ISO/IEC 27002:2013 is:

Either by the development of separate privacy policies, or by the augmentation of information security
policies, the organization should produce a statement concerning support for and commitment
to achieving compliance with applicable PII protection legislation and/or regulation and with the
contractual terms agreed between the organization and its partners, its subcontractors and its
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applicable third parties (customers, suppliers etc.), which should clearly allocate responsibilities
between them.

Additional other information for 5.1.1, Policies for information security, of ISO/IEC 27002:2013 is:

Any organization that processes PII, whether a PII controller or a PII processor, should consider
applicable PII protection legislation and/or regulation during the development and maintenance of
information security policies.

6.2.1.2 Review of the policies for information security

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 5.1.2
applies:

6.3 OQrganization of information security
6.3.1 | Internal organization

6.3.1.1 Information security roles and responsibilities

The cqntrol, implementation guidance and other information stated in ISO/IEC 27002:2p13, 6.1.1 and
the following additional guidance applies:

Additjonal implementation guidance for 6.1.1, Information security roles and respopsibilities, of
ISO/IHC 27002:2013 is:

The orjganization should designate a point of contactfor use by the customer regarding the processing
of PII. When the organization is a PII controller, designate a point of contact for PII principals regarding
the processing of their PII (see 7.3.2).

The ofganization should appoint one or>more persons responsible for developing, implementing,
maintgining and monitoring an organization-wide governance and privacy program, to ensure
compliance with all applicable laws and regulations regarding the processing of PII.

The refsponsible person should, where appropriate:

— bqg independent and report directly to the appropriate management level of the offganization in
or(der to ensure effective management of privacy risks;

— bqinvolved in the-management of all issues which relate to the processing of PII;
— bgexpert indata protection legislation, regulation and practice;

— acf as a-contact point for supervisory authorities;

— inform top-level management and employees of the organization of their obligations with respect to
the processing of PII;

— provide advice in respect of privacy impact assessments conducted by the organization.
NOTE Such a person is called a data protection officer in some jurisdictions, which define when such a

position is required, along with their position and role. This position can be fulfilled by a staff member or
outsourced.

6.3.1.2 Segregation of duties

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 6.1.2
applies.
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6.3.1.3 Contact with authorities

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 6.1.3

applies.

6.3.1.4 Contact with special interest groups

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 6.1.4

applies.

6.3.1.5

Information security in project management

The control,
applies.

6.3.2 Mobi

6.3.2.1 Mobile device policy

The control, i
the following

Additional in

The organizat

6.3.2.2 Telg

The control,
applies.

6.4 Human resource security

6.4.1 Prior]

6.4.1.1 Scr¢

The control,
applies.

6.4.1.2 Ter

The control,

implementation guidance and other information stated in ISO/IEC 27002:2013

e devices and teleworking

mmplementation guidance and other information stated in ISOAEC 27002:2013, 6.4
additional guidance applies.

hplementation guidance for 6.2.1, Mobile device policy, of ISO/IEC 27002:2013

ion should ensure that the use of mobile devices does not lead to a compromise of }

eworking

implementation guidance and other infermation stated in ISO/IEC 27002:2013

to employment

pening

implementatiofi_guidance and other information stated in ISO/IEC 27002:20173

s and-conditions of employment

implementation guidance and other information stated in ISO/IEC 27002:2013

, 6.1.5

.1 and

is:

6.2.2

, 7.1.1

, 7.1.2

applies.

6.4.2 During employment

6.4.2.1 Management responsibilities

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 7.2.1

applies.

6.4.2.2

Information security awareness, education and training

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 7.2.2 and

the following

10

additional guidance applies:
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Additional implementation guidance for 7.2.2, Information security awareness, education and
training, of ISO/IEC 27002:2013 is:

Measures should be put in place, including awareness of incident reporting, to ensure that relevant staff
are aware of the possible consequences to the organization (e.g. legal consequences, loss of business
and brand or reputational damage), to the staff member (e.g. disciplinary consequences) and to the PII
principal (e.g. physical, material and emotional consequences) of breaching privacy or security rules
and procedures, especially those addressing the handling of PII.

NOTE Such measures can include the use of appropriate periodic training for personnel having access to PII.

6.4.2.3 Disciplinary procedures

The C(Imtrol, implementation guidance and other information stated in ISO/IEC 270(l)2:2013, 7.2.3
applies.

6.4.3 | Termination and change of employment

6.4.3.1 Termination or change of employment responsibilities

The control, implementation guidance and other information stated in ISO/IEC 270(2:2013, 7.3.1
applies.

6.5 Asset management
6.5.1 | Responsibility for assets

6.5.1.1 Inventory of assets

The control, implementation guidance.and other information stated in ISO/IEC 270(2:2013, 8.1.1
applies.

6.5.1.2 Ownership of assets

The control, implementation ‘guidance and other information stated in ISO/IEC 270(02:2013, 8.1.2
applies.

6.5.1.3 Acceptable‘use of assets

The control, implémentation guidance and other information stated in ISO/IEC 270(02:2013, 8.1.3
applies.

6.5.1.4 “‘Return of assets

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 8.1.4
applies.

6.5.2 Information classification

6.5.2.1 Classification of information

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 8.2.1 and
the following additional guidance applies:
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Additional implementation guidance for Classification of Information, of

ISO/IEC 27002:2013 is:

8.2.1,

The organization's information classification system should explicitly consider PII as part of the scheme
itimplements. Considering PII within the overall classification system is integral to understanding what
PII the organization processes (e.g. type, special categories), where such PII is stored and the systems

through which it can flow.

6.5.2.2 Labelling of information

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 8.2.2 and

the following
Additional in

The organiza
and how to re

6.5.2.3 Hai

The control,
applies.

6.5.3 Medi

dditional guidance applies.

hplementation guidance for 8.2.2, labelling of information, of ISO/IEC 27002:2

[ion should ensure that people under its control are made aware of the définitior
cognize information that is PII.

dling of assets

implementation guidance and other information stated in \NSO/IEC 27002:2013

h handling

6.5.3.1 Management of removable media

The control, i
the following

mplementation guidance and other information stated in ISO/IEC 27002:2013, 8.3
additional guidance applies:

D13 is:
of PII

8.2.3

.1 and

Additional
ISO/IEC 270(

mplementation guidance for -8.3.1, Management of removable med of

2:2013 is:

ja,

The organiza
PII. Whereve
permit encry
in instances Y
procedures a

fion should document any.use of removable media and/or devices for the stoijage of
" feasible, the organizatiofisshould use removable physical media and/or devicés that
btion when storing PII. Unencrypted media should only be used where unavoidable, and
wvhere unencrypted qnedia and/or devices are used, the organization should implement
d compensating eontrols (e.g. tamper-evident packaging) to mitigate risks to the HII.

Additional other information for 8.3.1, Management of removable media, of ISO/IEC 27002:2D13 is:

Removable mledia whieh is taken outside the physical confines of the organization is prone o loss,
damage and ihappropriate access. Encrypting removable media adds a level of protection for PIllwhich
reduces secuifity and privacy risks should the removable media be compromised.

6.5.3.2 Disposal of media

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 8.3.2 and
the following additional guidance applies.

Additional implementation guidance for 8.3.2, Disposal of media, of ISO/IEC 27002:2013 is:

Where removable media on which PII is stored is disposed of, secure disposal procedures should be
included in the documented information and implemented to ensure that previously stored PII will not
be accessible.

6.5.3.3 Physical media transfer

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 8.3.3 and
the following additional guidance applies:
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Additional implementation guidance for 8.3.3, Physical media transfer, of ISO/IEC 27002:2013 is:

If physical media is used for information transfer, a system should be put in place to record incoming
and outgoing physical media containing PII, including the type of physical media, the authorized sender/
recipients, the date and time, and the number of physical media. Where possible, additional measures
such as encryption should be implemented to ensure that the data can only be accessed at the point of
destination and not in transit.

The organization should subject physical media containing PII before leaving its premises to an
authorization procedure and ensure the PIl is not accessible to anyone other than authorized personnel.

NOTE One possible measure to ensure PII on physical media leaving the organization’s premises is not

1 lal - e kel DLL g | a | LIy R | A loaloda . 4l -
generapgyaccessore s to enerypt e T i concerneaana restrctaccryptiomrcapantites toautirot zed personnel.

6.6 Access control
6.6.1 | Business requirements of access control

6.6.1.1 Access control policy

The control, implementation guidance and other information stated in ISO/IEC 270(2:2013, 9.1.1
applies.

6.6.1.2 Access to networks and network services

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 9.1.2
applies.

6.6.2 | User access management

6.6.2.1 User registration and de-registration

The cqntrol, implementation guidance and other information stated in ISO/IEC 27002:2013, 9.2.1 and
the following additional guidance‘applies:

Additjonal implementation guidance for 9.2.1, User registration and de-registration, of
ISO/IHC 27002:2013 is:

Procedures for registration and de-registration of users who administer or operate|systems and
services that pro¢ess PII should address the situation where user access control for fhose users is
comprpmised,such as the corruption or compromise of passwords or other user registrdtion data (e.g.
as a repult ofinadvertent disclosure).

The ofganization should not reissue to users any de-activated or expired user IDs for| systems and

3 yal e DLL
servicestimat processTir.

In the case where the organization is providing PII processing as a service, the customer can be
responsible for some or all aspects of user ID management. Such cases should be included in the
documented information.

Some jurisdictions impose specific requirements regarding the frequency of checks for unused
authentication credentials related to systems that process PII. Organizations operating in these
jurisdictions should take compliance with these requirements into account.

6.6.2.2 User access provisioning

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 9.2.2 and
the following additional guidance applies:
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Additional implementation guidance for 9.2.2, User access provisioning, of ISO/IEC 27002:2013 is:

The organization should maintain an accurate, up-to-date record of the user profiles created for users
who have been authorized access to the information system and the PII contained therein. This profile
comprises the set of data about that user, including user ID, necessary to implement the identified
technical controls providing authorized access.

Implementing individual user access IDs enables appropriately configured systems to identify who
accessed PIl and what additions, deletions or changes they made. As well as protecting the organization,
users are also protected as they can identify what they have processed and what they have not
processed.

In the case wheretheorgamizationr s providing PHprocessingas—a service, the tustomer tan be
responsible fqr some or all aspects of access management. Where appropriate, the organizationghould
provide the chistomer the means to perform access management, such as by providing adminisfrative
rights to manpge or terminate access. Such cases should be included in the documented,infermation.

6.6.2.3 Management of privileged access rights

The control, implementation guidance and other information stated in ISOAEC 27002:2013, 9.2.3
applies:

6.6.2.4 Management of secret authentication information of users

The control, implementation guidance and other information-stated in ISO/IEC 27002:2013, 9.2.4
applies.

6.6.2.5 Review of user access rights

The control, implementation guidance and other .information stated in ISO/IEC 27002:2013, 9.2.5
applies.

6.6.2.6 Removal or adjustment of access‘rights

The control, implementation guidancexand other information stated in ISO/IEC 27002:2013, 9.2.6
applies.

6.6.3 User fesponsibilities

6.6.3.1 Use of secretauthentication information

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 9.3.1
applies.

6.6.4 System and application access control

6.6.4.1 Information access restriction

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 9.4.1
applies.

6.6.4.2 Secure log-on procedures

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 9.4.2 and
the following additional guidance applies:
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Additional implementation guidance for 9.4.2, Secure log-on procedures, of ISO/IEC 27002:2013 is:

Where required by the customer, the organization should provide the capability for secure log-on
procedures for any user accounts under the customer's control.

6.6.4.3 Password management system

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 9.4.3
applies.

6.6.4.4 Use of privileged utility programs

The C(Lntrol, implementation guidance and other information stated in ISO/IEC 270(|)2:2013, 9.4.4
applies.
6.6.4.3 Access control to program source code
The control, implementation guidance and other information stated in)ISO/IEC 270(2:2013, 9.4.5
applies.
6.7 Cryptography

6.7.1 | Cryptographic controls

6.7.1.1 Policy on the use of cryptographic controls

The cantrol, implementation guidance and other ihformation stated in ISO/IEC 27002:20]13, 10.1.1 and
the following additional guidance applies:

Additional implementation guidance fori10.1.1, Policy on the use of cryptographi¢ controls, of
ISO/IKC 27002:2013 is:

Some jurisdictions can require the use of cryptography to protect particular kinds of PII, $uch as health
data, resident registration numbers, passport numbers and driver's licence numbers.

The oyganization should provide information to the customer regarding the circumstahces in which
it uses| cryptography to pratect the PII it processes. The organization should also provide information
to the|customer about any capabilities it provides that can assist the customer in applyfing their own
cryptdgraphic protection.

6.7.1.2 Key management

The controel) implementation guidance and other information stated in ISO/IEC 27002:2013, 10.1.2
applies.

6.8 Physical and environmental security
6.8.1 Secure areas

6.8.1.1 Physical security perimeter

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 11.1.1
applies.
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6.8.1.2 Physical entry controls

The control, implementation guidance and other information stated in ISO/IEC 27002:2013,
applies.

6.8.1.3 Securing offices, rooms and facilities

The control, implementation guidance and other information stated in ISO/IEC 27002:2013,
applies.

6.8.1.4 Protecting against external and environmental threats

The control, jmplementation guidance and other information stated in ISO/IEC 27002:2013,
applies.

6.8.1.5 Working in secure areas

The control, jmplementation guidance and other information stated in ISO/IEG,27002:2013,
applies.

6.8.1.6 Deljvery and loading areas

The control, mplementation guidance and other information statéd in ISO/IEC 27002:2013,
applies.

6.8.2 Equipment

6.8.2.1 Equipment siting and protection

The control, jmplementation guidance and otheriinformation stated in ISO/IEC 27002:2013,
applies.

6.8.2.2 Supporting utilities

The control, Jmplementation guidance and other information stated in ISO/IEC 27002:2013,
applies.

6.8.2.3 Cabling security

The control, jmplementation guidance and other information stated in ISO/IEC 27002:2013,
applies.

6.8.2.4 Equipment maintenance

The control, implementation guidance and other information stated in ISO/IEC 27002:2013,
applies.

6.8.2.5 Removal of assets

The control, implementation guidance and other information stated in ISO/IEC 27002:2013,
applies.

6.8.2.6 Security of equipment and assets off-premises

The control, implementation guidance and other information stated in ISO/IEC 27002:2013,

applies.

16

11.1.2

11.1.3

11.1.4

11.1.5

11.1.6

11.21

11.2.2

11.2.3

11.2.4

11.2.5

11.2.6
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6.8.2.7 Secure disposal or re-use of equipment

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 11.2.7 and
the following additional guidance applies:

Additional implementation guidance for 11.2.7, Secure disposal or re-use of equipment, of
ISO/IEC 27002:2013 is:

The organization should ensure that, whenever storage space is re-assigned, any PII previously residing
on that storage space is not accessible.

On deletion of PII held in an information system, performance issues can mean that explicit erasure
of tha i5 tea—hi i - risk should be
avoideld by specific technical measures.

For se¢ure disposal or re-use, equipment containing storage media that can possibly contlain PII should
be treated as though it does contain PII.

6.8.2. Unattended user equipment

The control, implementation guidance and other information stated,in ISO/IEC 27002:2013, 11.2.8
applies.
6.8.2.9 Clear desk and clear screen policy

The cantrol, implementation guidance and other infornfation stated in ISO/IEC 27002:20[13, 11.2.9 and
the following additional guidance applies:

Additjonal implementation guidance for 11:2.9, Clear desk and clear screen policy, of
ISO/IEC 27002:2013 is:

The organization should restrict the creatjon of hardcopy material including PII to the minimum needed
to fulfyl the identified processing purposg:

6.9 Operations security
6.9.1 | Operational procedures and responsibilities

6.9.1.1 Documenting operating procedures

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 12.1.1
applies.

6.9.1.2 <.Change management

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 12.1.2
applies.

6.9.1.3 Capacity management

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 12.1.3
applies.

6.9.1.4 Separation of development, testing and operational environments

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 12.1.4
applies.
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6.9.2 Prote

6.9.2.1 Con

ction from malware

trols against malware

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 12.2.1

applies.

6.9.3 Backup

6.9.3.1

Information backup

The control, i
the following

Additional in

The organizg
and restorati
requirements
held for backt

Pll-specific re

that the custgmer has been informed of the limits of the service regafding backup.

Where the or

should providle them with clear information about their eapabilities with respect to backu

restoration of

Some jurisdi
frequency of
operatingin t

There can be
or disaster.

ensure that the PII is restored into a state'where the integrity of PII can be assured, and/or wh|

inaccuracy ay
involve the PI

The organizat

of the PII rest
the name

— adescrip

mplementation guidance and other information stated i ISO/IEC 27002:2013, TZ.]
additional guidance applies:

hplementation guidance for 12.3.1, Information backup, of ISO/IEC 27002:201

tion should have a policy which addresses the requirements for” backup, re
bn of PII (which can be part of an overall information backup policy) and any f
(e.g. contractual and/or legal requirements) for the erasure of PII Ccontained in infor1
p requirements.

sponsibilities in this respect can depend on the customer. Phe organization should

banization explicitly provides backup and restore setvices to customers, the organ

PIL

'tions impose specific requirements regarding the frequency of backups of B
feviews and tests of backup, or regarding the recovery procedures for PII. Organiz
hese jurisdictions should demonstrate‘compliance with these requirements.

occasions where PII needs to be restored, perhaps due to a system malfunction,
Vhen PII is restored (typicallyfrom backup media), processes need to be in p

d/or incompleteness is(identified and processes put in place to resolve them (whi
[ principal).

ion should have 4 procedure for, and a log of, PIl restoration efforts. At a minimum,
pration efforts should contain:

of the per'son responsible for the restoration;

ion efithe restored PII.

.1 and

3is:

Covery
urther
nation

ensure

zation
p and

I, the
ations

attack
ace to

ere PII

ch can

the log

Some jurisdic

tion’s prescribe the content of the logs of PII restoration efforts. Organizations shd

uld be

able to document compliance with any applicable jurisdiction-specific requirements for restoration log
content. The conclusions of such deliberations should be included in documented information.

The use of subcontractors to store replicated or backup copies of PII processed is covered by the
controls in this document applying to subcontracted PII processing (see 6.5.3.3, 6.12.1.2). Where
physical media transfers take place related to backups and restoration, this is also covered by controls
in this document (6.10.2.1).

6.9.4 Logging and monitoring

6.9.4.1 Eventlogging

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 12.4.1 and
the following additional guidance applies:

18 © ISO/IEC 2019 - All rights reserved


https://iecnorm.com/api/?name=870dfc0990483aec3014f93b05ff2bcc

ISO/IEC 27701:2019(E)

Additional implementation guidance for 12.4.1, Event logging, of ISO/IEC 27002:2013 is:

A process should be put in place to review event logs using continuous, automated monitoring
and alerting processes, or else manually where such review should be performed with a specified,
documented periodicity, to identify irregularities and propose remediation efforts.

Where possible, event logs should record access to PIl, including by whom, when, which PII principal's
PII was accessed, and what (if any) changes were made (additions, modifications or deletions) as a
result of the event.

Where multiple service providers are involved in providing services, there can be varied or shared roles
in implementing this guidance. These roles should be clearly defined and included in the documented
infornyatiom, amd-agreement omany togaccess between providers stioutd beaddressed:

Implementation guidance for PII processors:

The organization should define criteria regarding if, when and how log information |can be made
available to or usable by the customer. These criteria should be made available to the cusfomer.

Wherg the organization permits its customers to access log records eonttolled by the|organization,
the organization should implement appropriate controls to ensure thatthe customer cgn only access
records that relate to that customer’s activities, cannot access any“log records which| relate to the
activitfies of other customers, and cannot amend the logs in any way:

6.9.4.2 Protection of log information

The cgntrol, implementation guidance and other inforfiation stated in ISO/IEC 27002:20[13, 12.4.2 and
the following additional guidance applies:

Additional implementation guidance for” 12.4.2, Protection of log information, of
ISO/IKC 27002:2013 is:

Log information recorded for, for example, security monitoring and operational didgnostics, can
contaih PII. Measures such as controlling access (see ISO/IEC 27002:2013, 9.2.3) should Qe put in place
to ensyire that logged information.is only used as intended.

A prodedure, preferably automatic, should be put in place to ensure that logged informgtion is either
deletedl or de-identified as specified in the retention schedule (see 7.4.7).

6.9.4.3 Administratorand operator logs

The cgntrol, implémentation guidance and other information stated in ISO/IEC 27002:2013, 12.4.3
applies.

6.9.4.4 /(Clock synchronization

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 12.4.4
applies.

6.9.5 Control of operational software

6.9.5.1 Installation of software on operational systems

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 12.5.1
applies.

© ISO/IEC 2019 - All rights reserved 19


https://iecnorm.com/api/?name=870dfc0990483aec3014f93b05ff2bcc

ISO/IEC 27701:2019(E)

6.9.6 Technical vulnerability management

6.9.6.1 Management of technical vulnerabilities

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 12.6.1

applies.

6.9.6.2 Restriction on software installation

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 12.6.2

applies.

6.9.7 Infor

6.9.7.1 Infd

The control,
applies.

6.10 Comm
6.10.1 Netw|

6.10.1.1 Net

The control,
applies.

6.10.1.2 Sec

The control,
applies.

6.10.1.3 Seg

The control,
applies.

6.10.2 Infor

6.10.2.1 Infq

mation systems audit considerations

rmation systems audit controls

mplementation guidance and other information stated in ISO/IEC'\27002:2013,

inications security
prk security management

work controls

mplementation guidance and other information stated in ISO/IEC 27002:2013,

irity in network services

mplementation guidance and other information stated in ISO/IEC 27002:2013,

regation in networks

mplementation guidance and other information stated in ISO/IEC 27002:2013,

mation transfer

rmation transfer policies and procedures

The control, i
the following

additional guidance applies:

12.71

13.1.1

13.1.2

13.1.3

TIpIENTEITtation guidarce and other imformation stated i 1SO/AEC 2700272613, 1372.1 and

Additional implementation guidance for 13.2.1, Information transfer policies and procedures, of
ISO/IEC 27002:2013 is:

The organization should consider procedures for ensuring that rules related to the processing of PIl are

enforced thro

6.10.2.2 Agr

ughout and outside of the system, where applicable.

eements for information transfer

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 13.2.2

applies.
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6.10.2.3 Electronic messaging

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 13.2.3
applies.

6.10.2.4 Confidentiality or non-disclosure agreements

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 13.2.4 and
the following additional guidance applies:

Additional implementation guidance for 13.2.4, Confidentiality or non-disclosure agreements,
of ISO/IEC 27002:2013 is:

The ofganization should ensure that individuals operating under its control with racegss to PII are
subjecf to a confidentiality obligation. The confidentiality agreement, whether part of|a contract or
separdte, should specify the length of time the obligations should be adhered to.

When [the organization is a PII processor, a confidentiality agreement, in whatever form, between the
organization, its employees and its agents should ensure that employees and agents comply with the
policyfand procedures concerning data handling and protection.

6.11 $ystems acquisition, development and maintenance
6.11.1| Security requirements of information systems

6.11.1{1 Information security requirements analysis and specification
The cgntrol, implementation guidance and other“information stated in ISO/IEC 27002:2013, 14.1.1
applies.
6.11.1}2 Securing application services.on public networks

The cdntrol, implementation guidan¢e-and other information stated in ISO/IEC 27002:20/13, 14.1.2 and
the following additional guidanceapplies:

Additjonal implementation-guidance for 14.1.2, Securing application servicegs on public
netwdarks, of ISO/IEC 27002:2013 is:

The orjganization shoGldensure that PII that is transmitted over untrusted data transmisgion networks
is encilypted for trafnsmission.

Untrugted networks can include the public internet and other facilities outside of the operational
contral of the;organization.

NOTE In some cases (e.g. the exchange of e-mail) the inherent characteristics of untrusted dafa transmission
network systems can require that some header or traffic data be exposed for effective transmission.

6.11.1.3 Protecting application services transactions

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 14.1.3
applies.

6.11.2 Security in development and support processes

6.11.2.1 Secure development policy

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 14.2.1 and
the following additional guidance applies.
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Additional implementation for 14.2.1, Secure of

ISO/IEC 27002:2013 is:

guidance development

policy,

Policies for system development and design should include guidance for the organization’s processing of
PII needs, based on obligations to PII principals and/or any applicable legislation and/or regulation and
the types of processing performed by the organization. Clauses 7 and 8 provide control considerations
for processing of PII, which can be useful in developing policies for privacy in systems design.

Policies that contribute to privacy by design and privacy by default should consider the following
aspects:

a) guidance on PII protection and the implementation of the privacy principles (see ISO/IEC 29100) in
the SOft\:l:l edevetopmenttifecycle;

b) privacy and PII protection requirements in the design phase, which can be based onthe putput
from a prjvacy risk assessment and/or a privacy impact assessment (see 7.2.5);

c) PII proteqtion checkpoints within project milestones;

d) required privacy and PII protection knowledge;

e) by defaulf minimize processing of PII.

6.11.2.2 System change control procedures

The control, jmplementation guidance and other information-stated in ISO/IEC 27002:2013,|14.2.2

applies.

6.11.2.3 Technical review of applications after operating platform changes

The control, jmplementation guidance and other information stated in ISO/IEC 27002:2013,|14.2.3

applies.

6.11.2.4 Resfrictions of changes to software packages

The control, jmplementation guidancerand other information stated in ISO/IEC 27002:2013,|14.2.4

applies.

6.11.2.5 Secpre systems engineering principles

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 14.4.5 and

the following pdditionalguidance applies:

Additional implementation guidance for 14.2.5, Secure systems engineering principles, of

ISO/IEC 27002:2013 is:

Systems and/or components related to the processing of PII should be designed following the principles
of privacy by design and privacy by default, and to anticipate and facilitate the implementation of
relevant controls (as described in Clauses 7 and 8, for PII controllers and PII processors, respectively), in
particular such that the collection and processing of PII in those systems is limited to what is necessary
for the identified purposes of the processing of PII (see 7.2).

For example, an organization that processes PII should ensure that, based on the relevant jurisdiction,
it disposes of PII after a specified period. The system that processes that PII should be designed in a
way to facilitate this deletion requirement.

6.11.2.6 Secure development environment
The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 14.2.6
applies.
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6.11.2.7 Outsourced development

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 14.2.7 and
the following additional guidance applies.

Additional implementation guidance for 14.2.7, Outsourced development, of
ISO/IEC 27002:2013 is:

The same principles (see 6.11.2.5) of privacy by design and privacy by default should be applied, if
applicable, to outsourced information systems.

6.11.2.8 System security testing

The cgntrol, implementation guidance and other information stated in ISO/IEC 27002:2013, 14.2.8
applies.
6.11.2l9 System acceptance testing
The cgntrol, implementation guidance and other information stated in ISO/IEC 27002:2013, 14.2.9
applies.
6.11.3] Test data

6.11.3[1 Protection of test data

The cantrol, implementation guidance and other information stated in ISO/IEC 27002:20[13, 14.3.1 and
the following additional guidance applies:

Additjonal implementation guidance for 14,34, Protection of test data, of ISO/IEC 27002:2013 is:

PII shduld not be used for testing purposes;ifalse or synthetic PII should be used. Where|the use of PII
for testing purposes cannot be avoided, téchnical and organizational measures equivalent to those used
in the [production environment shouldybe implemented to minimize the risks. Where suych equivalent
measures are not feasible, a risk-assessment should be undertaken and used to inform the selection of
approlIriate mitigating controls:.

6.12 Supplier relationships
6.12.1| Information security in supplier relationships

6.12.1{1 Infofmation security policy for supplier relationships

The control) implementation guidance and other information stated in ISO/IEC 27002:2013, 15.1.1
applies.

6.12.1.2 Addressing security within supplier agreements

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 15.1.2 and
the following additional guidance applies:

Additional implementation guidance for 15.1.2, Addressing security within supplier agreements,
of ISO/IEC 27002:2013 is:

The organization should specify in agreements with suppliers whether PII is processed and the
minimum technical and organizational measures that the supplier needs to meet in order for the
organization to meet its information security and PII protection obligations (see 7.2.6 and 8.2.1).
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Supplier agreements should clearly allocate responsibilities between the organization, its partners, its
suppliers and its applicable third parties (customers, suppliers, etc.) taking into account the type of PII
processed.

The agreements between the organization and its suppliers should provide a mechanism for ensuring
the organization supports and manages compliance with all applicable legislation and/or regulation.
The agreements should call for independently audited compliance, acceptable to the customer.

NOTE For such audit purposes, compliance with relevant and applicable security and privacy standards
such as ISO/IEC 27001 or this document can be considered.

Implementation guidance for PII processors

The organizaltion should specify in contracts with any suppliers that PII is only processéd|on its
instructions.

6.12.1.3 Information and communication technology supply chain

The control, jmplementation guidance and other information stated in ISO/IEGC,27002:2013,/15.1.3
applies.

6.12.2 Supplier service delivery management

6.12.2.1 Monitoring and review of supplier services

The control, jmplementation guidance and other informatiem\stated in ISO/IEC 27002:2013,|15.2.1
applies.

6.12.2.2 Mamnaging changes to supplier services

The control, Jmplementation guidance and other<information stated in ISO/IEC 27002:2013,|15.2.2
applies.

6.13 Information security incident management
6.13.1 Mandgement of information security incidents and improvements

6.13.1.1 Responsibilities and-procedures

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 16.1.1 and
the following pdditionalyguidance applies:

Additional fmplementation guidance for 16.1.1, Responsibilities and procedur¢s, of
ISO/IEC 27002:2013 is:

As part of the overall information security incident management process, the organization should
establish responsibilities and procedures for the identification and recording of breaches of PII.
Additionally, the organization should establish responsibilities and procedures related to notification
to required parties of PII breaches (including the timing of such notifications) and the disclosure to
authorities, taking into account the applicable legislation and/or regulation.

Some jurisdictions impose specific regulations regarding breach responses, including notification.
Organizations operating in these jurisdictions should ensure that they can demonstrate compliance
with these regulations.

6.13.1.2 Reporting information security events

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 16.1.2
applies.
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.3 Reporting information security weaknesses

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 16.1.3
applies.

6.13.1

4 Assessment of and decisions on information security events

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 16.1.4
applies.

6.13.1

.5 Response to information security incidents

The cdntrol, implementation guidance and other information stated in ISO/IEC 27002:29

the fol

Additional implementation guidance for 16.1.5, Response to information Security

ISO/IH
Imple

An ind
securi
has tal

An eve

NOTE 1
unauth
but are
log-on

When
record

Some

when it should be notified to Pll.principals.

Notifig
NOTE 4
— ad
— ad

— ad
co

owing additional guidance applies:

C27002:2013 is:
mentation guidance for PII controllers

ident that involves PII should trigger a review by the organization, as part of it
'y incident management process, to determine if a breach.ifvolving PII that requiry
xen place.

nt does not necessarily trigger such a review.
An information security event does not necessdrily result in actual, or the significant
orized access to PII or to any of the organization’s;equipment or facilities storing PII. The

not limited to, pings and other broadcast attacks on firewalls or edge servers, port scan
httempts, denial of service attacks and packetsniffing.

a breach of PII has occurred, response procedures should include relevant not
S.

urisdictions define cases when the breach should be notified to the supervisory

ations should be clear.and can be required.
Notification cafi'¢entain details such as:

ontact point where more information can be obtained;

escription\of and the likely consequences of the breach;

escyiption of the breach including the number of individuals concerned as well as the nur
hcérned;

13, 16.1.5 and

incidents, of

5 information
es a response

probability of,
se can include,
5, unsuccessful

fications and

huthority, and

hber of records

— measures taken or planned to be taken.

NOTE 3

Information on the management of security incidents can be found in the ISO/IEC 27035 series.

Where a breach involving PII has occurred, a record should be maintained with sufficient information
to provide a report for regulatory and/or forensic purposes, such as:

— adescription of the incident;

— the time period;

— the consequences of the incident;

— the name of the reporter;

— to

whom the incident was reported;
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— the steps taken to resolve the incident (including the person in charge and the data recovered);

— the fact that the incident resulted in unavailability, loss, disclosure or alteration of PII.

In the event that a breach involving PII has occurred, the record should also include a description of the
PII compromised, if known; and if notifications were performed, the steps taken to notify PII principals,
regulatory agencies or customers.

Implementation guidance for PII processors

Provisions covering the notification of a breach involving PII should form part of the contract between
the organization and the customer. The contract should spec1fy how the organlzatlon will prov1de the

information

notification ohgatlon does not extend to a breach caused by the customer or PII pr1nc1pa1 or
system comppnents for which they are responsible. The contract should also define expects
externally mgndated limits for notification response times.

In some jurisfdictions, the PII processor should notify the PII controller of the existence of a
without undye delay (i.e. as soon as possible), preferably, as soon as it is discevered so that
controller car] take the appropriate actions.

Where a bre
to provide a
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The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 16.1.7

applies:
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6.14 Information security aspects of business continuity management
6.14.1 Information security continuity

6.14.1.1 Planning information security continuity

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 17.1.1
applies.

6.14.1.2 Implementing information security continuity

The c¢ntrol, implementation guidance and other information stated in ISO/TEC 2700p:2013, 17.1.2
applies.

6.14.1L3 Verify, renew and evaluate information security continuity

The cgntrol, implementation guidance and other information stated in~ISO/IEC 2700R:2013, 17.1.3
applies.

6.14.2] Redundancies

6.14.2l1 Availability of information processing facilities

The cgntrol, implementation guidance and other infofmation stated in ISO/IEC 27002:2013, 17.2.1
applies.

6.15 Compliance
6.15.1] Compliance with legal and contractual requirements

6.15.111 Identification of applicablelegislation and contractual requirements

The cdntrol, implementation guidance and other information stated in ISO/IEC 27002:20[L3, 18.1.1 and
the following additional guidance applies:

Additional other information for 18.1.1, Identification of applicable legislation and contractual

The orjganizationshould identify any potential legal sanctions (which can result from sore obligations
being missed)( related to the processing of PII, including substantial fines directly ffom the local
superyisory authority In some jurisdictions, International Standards such as this docume ht can be used
ir respective

contractual sanctions in the event of a breach of those responsibilities.

6.15.1.2 Intellectual property rights

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 18.1.2
applies.

6.15.1.3 Protection of records

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 18.1.3 and
the following additional guidance applies:
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Additional implementation guidance for 18.1.3, Protection of records, of ISO/IEC 27002:2013 is:

Review of current and historical policies and procedures can be required (e.g. in the cases of customer
dispute resolution and investigation by a supervisory authority).

The organization should retain copies of its privacy policies and associated procedures for a period
as specified in its retention schedule (see 7.4.7). This includes retention of previous versions of these
documents when they are updated.

6.15.1.4 Privacy and protection of personally identifiable information

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 18.1.4
applies.

6.15.1.5 Regulation of cryptographic controls

The control, 18.1.5

applies.

mplementation guidance and other information stated in ISO/IEC 27002:2013,

6.15.2 Information security reviews

6.15.2.1 Indppendent review of information security

The control, i
the following

Additional in
ISO/IEC 270(

Where an org
Or can increas
into, and for t
and operated
audit, as sele

mplementation guidance and other information stated in ISO/IEC 27002:2013, 18.2
additional guidance applies:

hplementation guidance for 18.2.1, Independent review of information secul
2:2013 is:

hnization is acting as a PIl processor, andwhere individual customer audits are impr
e risks to security, the organization-should make available to customers, prior to er
he duration of, a contract, independent evidence that information security is implen
in accordance with the organization’s policies and procedures. A relevant indep
cted by the organization, should normally be an acceptable method for fulfilli

customer's interest in reviewing the organization’s processing operations, if it covers the ng

anticipated uj

ers and if results are provided in a sufficient transparent manner.

6.15.2.2 Compliance with security policies and standards

.1 and

rity, of

actical
tering
nented
bndent
hg the
eds of

The control, Jmplementation guidance and other information stated in ISO/IEC 27002:2013,]18.2.2
applies.

6.15.2.3 Technical compliance review

The control, i up}culcutatiuu guidaut,c atdtother-informationrstated-in ISG/IEC 27662:2613;18-2.3 and
the following additional guidance applies:

Additional implementation guidance for 18.2.3, Technical compliance review, of

ISO/IEC 27002:2013 is:

As part of technical reviews of compliance with security policies and standards, the organization should
include methods of reviewing those tools and components related to processing PII. This can include:

ongoing monitoring to verify that only permitted processing is taking place; and/or

— specific penetration or vulnerability tests (for example, de-identified datasets can be subject to a
motivated intruder test to validate that de-identification methods are compliant with organizational
requirements).
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7 Additional ISO/IEC 27002 guidance for PII controllers

7.1 General

The guidance in Clause 6 and the additions in this clause create the PIMS-specific guidance for PII
controllers. The implementation guidance documented in this clause relate to the controls listed in

Annex

A.

7.2 Conditions for collection and processing

jurisg

lictions, and with clearly defined and legitimate prposes.

7.2.1

Contr
The or
Imple

The o
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deployment of cloud computing services, the taxonomy and definitions in ISO/IEC
in providing terms for describing the purpose of the processing of PII.

Identify lawful basis
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sing of P} for the identified purposes.
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h their PII is

sed. It is the responsibility of the organization tosclearly document and commujnicate this to
PII principals. Without a clear statement of the purposé€ for processing, consent and chd

ice cannot be

etailed to be
s information
7.2.8).

19944 can be

basis for the
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Implementation guidance

Some jurisdictions require the organization to be able to demonstrate that the lawfulness of processing
was duly established before the processing.

The legal basi

performa

s for the processing of PII can include:

consent from PII principals;

nce of a contract;

compliance with a legal obligation;

protectio
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Whenever sp¢
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7.2.3 Detel
Control
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how consent for the processing of PII was obtained from PII principals.

Implementat

Consent can

performalnce of a task carried out in the public interest;

h of the vital interests of PII principals;

e interests of the PII controller.
ion should document this basis for each PII processing activity (see(7.2.8).

e interests of the organization can include, for instance, information security objg
be balanced against the obligations to PII principals with regards to privacy proteg

brincipals concerned (e.g. PII relating to children) the(organization should includg
P11 in its classification schemes.

different regulatory regimes that apply to different kinds of business, so the organ
vare of the classification(s) that apply to the PII processing being performed.

cial categories of PII can also be subject to more stringent controls.

xtending the purposes for the pracessing of PII can require updating and/or revi
. It can also require additionakeonsent to be obtained from the PII principal.

mine when and how consent is to be obtained

ion should detéermine and document a process by which it can demonstrate if, wh

ion guidarce

be, required for processing of PII unless other lawful grounds apply. The organ

ctives,
tion.

bcial categories of PII are defined, either by the nature of\the PII (e.g. health infornpation)

those

Fion of PII that falls into these categories can varyfrom one jurisdiction to another and can

zation

sion of

en and

zation

should clearl

F“"decument when consent needs to be obtained and the requirements for obt

aining

consent. It can be useful to correlate the purpose(s) for processing with information about if and how
consent is obtained.

Some jurisdictions have specific requirements for how consent is collected and recorded (e.g. not
bundled with other agreements). Additionally, certain types of data collection (for scientific research for
example) and certain types of PII principals, such as children, can be subject to additional requirements.
The organization should take into account such requirements and document how mechanisms for

consent meet
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7.2.4 Obtain and record consent
Control

The organization should obtain and record consent from PII principals according to the documented
processes.

Implementation guidance

The organization should obtain and record consent from PII principals in such a way that it can provide
on request details of the consent provided (for example the time that consent was provided, the
identification of the PII principal, and the consent statement).

The information delivered to the PII principal before the consent process should follow| the guidance
in 7.3.8.

The consent should be:
— freely given;
— splecific regarding the purpose for processing; and

— urjambiguous and explicit.

7.2.5 | Privacy impact assessment
Control

The ofganization should assess the need for, and.implement where appropriate, a privacy impact
assessment whenever new processing of PII or changes to existing processing of PII is plahned.

Implementation guidance

PII processing generates risks for PII principals. These risks should be assessed throyugh a privacy
impact assessment. Some jurisdictions-define cases for which a privacy impact assessment is mandated.
Criteria can include automated decision making which produces legal effects on PII principals, large
scale processing of special categories of PII (e.g. health-related information, racial or fethnic origin,
politicpl opinions, religious or{philosophical beliefs, trade-union membership, genetic dath or biometric
data), pr systematic monitering of a publicly accessible area on a large scale.

The onganization should/determine the elements that are necessary for the completion of a privacy
impact assessmentsThese can include a list of the types of PII processed, where the Pll|is stored and
where|it can betransferred. Data flow diagrams and data maps can also be helpful i this context
(see 7.p.8 for details of records of the processing of PII that can inform a privacy impact or other risk
assessment)s

Other|information

Guidance on privacy impact assessments related to the processing of PII can be found in ISO/IEC 29134.

7.2.6 Contracts with PII processors
Control

The organization should have a written contract with any PII processor that it uses, and should ensure
that their contracts with PII processors address the implementation of the appropriate controls in
Annex B.
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Implementation guidance

The contract between the organization and any PII processor processing PII on its behalf should
require the PII processor to implement the appropriate controls specified in Annex B, taking account
of the information security risk assessment process (see 5.4.1.2) and the scope of the processing of
PII performed by the PII processor (see 6.12). By default, all controls specified in Annex B should be
assumed as relevant. If the organization decides to not require the PII processor to implement a control
from Annex B, it should justify its exclusion (see 5.4.1.3).

A contract can define the responsibilities of each party differently but, to be consistent with this
document, all controls should be considered and included in the documented information.

7.2.7 Joint
Control

The organizaftion should determine respective roles and responsibilities for the,processing
(including PII

Implementat
Roles and res

These roles a
that contains
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purpose(]f PII sharing / joint PII controller relationship;

identity
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overview

descriptipn of the respective roles and responsibilities;
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definition
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liabilities

PII controller

protection and security requirements) with any joint PII controller.
ion guidance
bonsibilities for the processing of PII should be determined ifi'a transparent manne

hd responsibilities should be documented in a contract:or any similar binding dog
the terms and conditions for the joint processing of ‘PIl. In some jurisdictions, s
Falled a data sharing agreement.

troller agreement can include (this list is neither definitive nor exhaustive):

f the organizations (PII controllers) that are part of the joint PII controller relation

5 of PII to be shared and/or transferred and processed under the agreement;

of the processing operations (e.g. transfer, use);

ility for implementing technical and organizational security measures for PII prote

etention and/or disposal of PII;

for failure to comply with the agreement;

of PII

I

ument
ich an

hip;

ction;

of responsibility in case of a PII breach (e.g. who will notify, when, mutual informgtion);

how obli

atiens to PII principals are met;

how to provide PII principals with information covering the essence of the arrangement between
the joint PII controllers;

how PII principals can obtain other information they are entitled to receive; and

a contact

point for PII principals.

7.2.8 Records related to processing PII

Control

The organization should determine and securely maintain the necessary records in support of its
obligations for the processing of PII.
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Implementation guidance

A way to maintain records of the processing of PII is to have an inventory or list of the PII processing
activities that the organization performs. Such an inventory can include:

— the type of processing;
— the purposes for the processing;
— adescription of the categories of PII and PII principals (e.g. children);

— the categories of recipients to whom PII has been or will be disclosed, including recipients in third
countries or international organizations:

— ageneral description of the technical and organizational security measures; and
— aPrivacy Impact Assessment report.

Such ap inventory should have an owner who is responsible for its accuracy/and completgness.

7.3 OQbligations to PII principals

Obje¢tive: To ensure that PII principals are provided withCappropriate informatiopn about the
procg¢ssing of their PII and to meet any other applicable obligations to PII principals r¢lated to the
procgssing of their PII.

7.3.1 | Determining and fulfilling obligations to Pl principals
Control

The organization should determine and document their legal, regulatory and business obligations to PII
principals related to the processing of thei#’PIl and provide the means to meet these obligations.

Implementation guidance
Obligations to PII principals andthe means to support them vary from one jurisdiction to|another.

The ofganization should ensure that they provide the appropriate means to meet the pbligations to
PII principals in an accessible and timely manner. Clear documentation should be provided to the PII
princi]ral describing the €xtent to which the obligations to them are fulfilled and how, alofg with an up-
to-dat¢ contact point.where they can address their requests.

The cqntact pgint should be provided in a similar way to that used to collect PII and donsent (e.g. if
PII ar¢ collected by email or a website, the contact point should be by email or the wgbsite, not an
alternative-such as phone or fax).

7.3.2 Determining information for PII principals
Control

The organization should determine and document the information to be provided to PII principals
regarding the processing of their PII and the timing of such a provision.

Implementation guidance

The organization should determine the legal, regulatory and/or business requirements for when
information is to be provided to the PII principal (e.g. prior to processing, within a certain time from
when it is requested, etc.) and for the type of information to be provided.
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Depending on the requirements, the information can take the form of a notice. Examples of types of
information that can be provided to PII principals are:

— information about the purpose of the processing;

— contact details for the PII controller or its representative;

— information about the lawful basis for the processing;

— information on where the PII was obtained, if not obtained directly from the PII principal;

— information about whether the provision of PII is a statutory or contractual requirement, and where

penefit
ving a

copy of tHeir PII and objecting to the processing;

— information on how the PII principal can withdraw consent;

— information about transfers of PII;

— informatijon about recipients or categories of recipients of PII;
— information about the period for which the PII will be retained;
— information about the use of automated decision making based on the automated processing of PII;
— information about the right to lodge a complaint and how to lodge such a complaint;

— information regarding the frequency with which,information is provided (e.g. “just in| time”
notificatipn, organization defined frequency, etc.)

The organizafion should provide updated information if the purposes for the processing of PII are
changed or extended.

7.3.3 Providing information to PII principals
Control

The organization should provide,PII principals with clear and easily accessible information idenfifying
the PII controfler and descriliing the processing of their PII.

Implementatiion guidafice

The organization sheuld provide the information detailed in 7.3.2 to PII principals in a timely, cpncise,
complete, transparent, intelligible and easily accessible form, using clear and plain langudge, as
appropriate t¢ the target audience.

Where appropriate, the information should be given at the time of PII collection. It should also be
permanently accessible.

NOTE Icons and images can be helpful to the PII principal by giving a visual overview of the intended
processing.

7.3.4 Providing mechanism to modify or withdraw consent
Control

The organization should provide a mechanism for PII principals to modify or withdraw their consent.
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Implementation guidance

The organization should inform PII principals of their rights related to withdrawing consent (which
may vary by jurisdiction) at any time, and provide the mechanism to do so. The mechanism used for
withdrawal depends on the system; it should be consistent with the mechanisms used for obtaining
consent when possible. For example, if the consent is collected by email or a website, the mechanism for
withdrawing it should be the same, not an alternative solution such as phone or fax.

Modifying consent can include placing restrictions on the processing of PII, which can include restricting
the PII controller from deleting the PII in some cases.

Some jurisdictions impose restrictions on when and how a PII principal can modify or withdraw their
conseift:

The ofganization should record any request to withdraw or change consent in a@imilpr way to the
recording of the consent itself.

Any change of consent should be disseminated, through appropriate systems, to authoriged users and
to relevant third parties.

The orfjganization should define a response time and requests should be handled according to it.
Additional information

When [consent for particular processing of PII is withdrawn, all the processing of PII performed before
withdfawal should normally be considered as appropriate, but the results of such prodessing should
not belused for new processing. For example, if a PII principal withdraws their consent for profiling,
their profile should not be further used or consulted;:

7.3.5 | Providing mechanism to object to PII processing
Control
The organization should provide a mechanism for PII principals to object to the processing of their PII.
Implementation guidance

Some |jurisdictions provide Rl principals with a right to object to the processing| of their PIIL.
Organjzations subject to the legislation and/or regulation of such jurisdictions should enfure that they
implernent appropriatemeasures to enable PII principals to exercize this right.

The ofganization shoiild document the legal and regulatory requirements related to jobjections by
the PI| principal§.to processing (e.g. objection relating to the processing of PII for dir¢ct marketing
purposes). Thé organization should provide information to principals regarding the abjlity to object
in thege sifuations. Mechanisms to object can vary, but should be consistent with the type of service
provic1ed (e-g. online services should provide this capability online).

7.3.6 Access, correction and/or erasure
Control

The organization should implement policies, procedures and/or mechanisms to meet their obligations
to PII principals to access, correct and/or erase their PII.
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Implementation guidance

The organization should implement policies, procedures and/or mechanisms for enabling PII principals
to obtain access to, correct and erase of their PI], if requested and without undue delay.

The organization should define a response time and requests should be handled according to it.

Any corrections or erasures should be disseminated through the system and/or to authorized users,
and should be passed to third parties (see 7.3.7) to whom the PII has been transferred.

NOTE

Records generated by the control specified in 7.5.3 can help in this regard.

The organization should implement policies, procedures and/or mechanisms for use when there can be
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ion guidance

fion should take appropriate steps, bearing in mind the available technology, to
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tions impose a legal requirementto inform these third parties of these actions.
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The organization should be able to provide a copy of the PII that is processed when requested by the PII

principal.

Implementation guidance

The organization should provide a copy of the PII that is processed in a structured, commonly used,
format accessible by the PII principal.

Some jurisdictions define cases where the organization should provide a copy of the PII processed in
a format allowing portability to the PII principals or to recipient PII controllers (typically structured,
commonly used and machine readable).

The organization should ensure that any copies of PII provided to a PII principal relate specifically to
that PII principal.
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Where the requested PII has already been deleted subject to the retention and disposal policy (as
described in 7.4.7), the PII controller should inform the PII principal that the requested PII has been
deleted.

In cases where the organization is no longer able to identify the PII principal (e.g. as a result of a de-
identification process), the organization should not seek to (re-)identify the PII principals for the sole
reason of implementing this control. However, in some jurisdictions, legitimate requests can require
that additional information should be requested from the PII principal to enable re-identification and
subsequent disclosure.

Where technically feasible, it should be possible to transfer a copy of the PII from one organization
directly to another organization, at the request of the PII principal.

7.3.9 | Handling requests
Control

The orjganization should define and document policies and procedures for handling and fesponding to
legitinpate requests from PII principals.

Implementation guidance
Legitinate requests can include requests for a copy of PII processed, or requests to lodgefa complaint.

Some Jurisdictions allow the organization to charge a fee in‘certain cases (e.g. excessivg or repetitive
requegts).

Requepts should be handled within the appropriate defined response times.

Some jurisdictions define response times, depending on the complexity and number of tll(: requests, as
well a$ requirements to inform PII principals.ef any delay. The appropriate response tithes should be
definefl in the privacy policy.

7.3.10) Automated decision making
Control

The ofganization should identify and address obligations, including legal obligations, to the PII
principals resulting from:decisions made by the organization which are related to thq PII principal
based folely on automated processing of PII.

Implementation guidance

Some |jurisdictions define specific obligations to PII principals when a decision baged solely on
autompted processing of PII significantly affects them, such as notifying the existence|of automated
decisignémaking, allowing for the PII principals to object to such decision making, and/or obtaining
human-stervention-

NOTE In some jurisdictions, some processing of PII cannot be fully automated.

Organizations operating in these jurisdictions should take compliance with these obligations into
account.

7.4 Privacy by design and privacy by default

Objective: To ensure that processes and systems are designed such that the collection and processing
(including use, disclosure, retention, transmission and disposal) are limited to what is necessary for
the identified purpose.
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7.4.1 Limit

Control

collection

The organization should limit the collection of PII to the minimum that is relevant, proportional and

necessary for

the identified purposes.

Implementation guidance

The organization should limit the collection of PII to what is adequate, relevant and necessary in
relation to the identified purposes. This includes limiting the amount of PII that the organization
collects indirectly (e.g. through web logs, system logs, etc.).
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ion guidance
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instances of inaccurate PII. These policies, procedures and/or mechanisms should be included in
the documented information (e.g. through technical system configurations, etc.) and should apply
throughout the PII lifecycle.

Additional information

For further in
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formation on the PII processing life-cycle, see ISO/IEC 29101:2018, 6.2.
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7.4.4 PIIl minimization objectives
Control

The organization should define and document data minimization objectives and what mechanisms
(such as de-identification) are used to meet those objectives.

Implementation guidance

Organizations should identify how the specific PIl and amount of PII collected and processed is
limited relative to the identified purposes. This can include the use of de-identification or other data
minimization techniques.

The identified purpose (see 7.2.1) can require the processing of PII that has not beend¢g-identified, in
which|case the organization should be able to describe such processing.

In othpr cases, the identified purpose does not require the processing of thé.original PII, and the
procegsing of PII which has been de-identified can suffice to achieve the idéntified purpose. In these
cases, [the organization should define and document the extent to which the\PII needs to|be associated
with the PII principal, as well as the mechanisms and techniques designed to process PIIf such that the
de-identification and/or PIl minimization objectives are achieved.

Mechanisms used to minimize PII vary depending on the type of processing and the syskems used for
the prpcessing. The organization should document any mechanisms (technical system cpnfigurations,
etc.) used to implement data minimization.

In cases where processing of de-identified data is,Sufficient for the purposes, the| organization
should document any mechanisms (technical system configurations, etc.) designed fo implement
de-ideptification objectives set by the organization'in a timely manner. For instance| the removal
of attrfibutes associated with PII principals cangbe sufficient to allow the organization [to achieve its
identified purpose. In other cases, other de:identification techniques, such as generplization (e.g.
rounding) or randomization techniques (e.gtnoise addition) can be used to achieve an ad¢quate level of
de-ideptification.

NOTE1 For further information on dé:identification techniques, refer to ISO/IEC 20889.
NOTE 2 For Cloud computing, ISO/TIEC 19944 provides a definition of data identification qualiffers that can be

used tq classify the degree to whieh the data can identify a PII principal or associate a PII princigal with a set of
characferistics in the PII.

7.4.5 | PII de-identification and deletion at the end of processing
Control

The orjganjzation should either delete PII or render it in a form which does not permit id¢ntification or
re-idelttification of PII principals, as soon as the original PII is no longer necessary for [the identified
purpokefs]

Implementation guidance

The organization should have mechanisms to erase the PIl when no further processing is anticipated.
Alternatively, some de-identification techniques can be used as long as the resulting de-identified data
cannot reasonably permit re-identification of PII principals.

7.4.6 Temporary files
Control

The organization should ensure that temporary files created as a result of the processing of PII
are disposed of (e.g. erased or destroyed) following documented procedures within a specified,
documented period.
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Implementation guidance

The organization should perform periodic checks that unused temporary files are deleted within the
identified time period.

Other information

Information systems can create temporary files in the normal course of their operation. Such files are
specific to the system or application, but can include file system roll-back journals and temporary files
associated with the updating of databases and the operation of other application software. Temporary
files are not needed after the related information processing task has completed but there are
circumstances in which they cannot be deleted. The length of time for which these files remain in use
is not always determmimistic buta“garbage cottection procedure should-identify the Tetevamnt files and
determine how long it has been since they were last used.

7.4.7 Retention
Control

The organization should not retain PII for longer than is necessary for the purposes for which the PII is
processed.

Implementatlion guidance

The organization should develop and maintain retention schedules-for information it retains, taking
into account fhe requirement to retain PII for no longer than igmecessary. Such schedules should take
into account legal, regulatory and business requirements. Whére'such requirements conflict, a bysiness
decision needs to be taken (based on a risk assessment) and.documented in the appropriate schddule.

7.4.8 Dispgsal
Control
The organizatjion should have documented policies, procedures and/or mechanisms for the disposal of PII.
Implementatiion guidance

The choice of| PII disposal techniques depends on a number of factors, as disposal techniqued differ
in their propgrties and outcomes\(for example in the granularity of the resultant physical media, or
the ability to frecover deleted-information on electronic media). Factors to consider when chooging an
appropriate disposal technique include, but are not limited to, the nature and extent of the PIf to be
disposed of, Whether ornat there is metadata associated with the PII, and the physical charactgristics
of the media gn whichrthe PIl is stored.

7.4.9 PII transmission controls

Control

The organization should subject PII transmitted (e.g. sent to another organization) over a data-
transmission network to appropriate controls designed to ensure that the data reaches its intended
destination.

Implementation guidance

Transmission of PII needs to be controlled, typically by ensuring that only authorized individuals have
access to transmission systems, and by following the appropriate processes (including the retention of
audit logs) to ensure that PII is transmitted without compromise to the correct recipients.
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7.5 PII sharing, transfer, and disclosure

Objective: To determine whether and document when PII is shared, transferred to other jurisdictions
or third parties and/or disclosed in accordance with applicable obligations.

7.5.1

Identify basis for PII transfer between jurisdictions

Control

The organization should identify and document the relevant basis for transfers of PII between
jurisdictions.
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urisdictions can require that information transfer agreement§_be reviewed by
isory authority. Organizations operating in such jurisdictions”should be awarg
ements.

Where transfers take place within a specific jurisdictions the applicable legislation an
same for the sender and recipient.

Countries and international organizations tel which PII can be transferred
D]

ganization should specify and document'the countries and international organizat
possibly be transferred.

mentation guidance

bntities of the countries and international organizations to which PII can possibly h

he use of subcontracted PII processing should be included. The countries inclug
ered in relation to. %5:1.

Outside of normal qperations, there can be cases of transfer made at the request of a law

international
zation should

a designated
b of any such

1 /or regulation

ions to which

e transferred

mal operations should be*made available to customers. The identities of the countries arising

led should be

r enforcement

author|ity, for whichithe identity of the countries cannot be specified in advance, or is [prohibited by
applicable jurisdictions to preserve the confidentiality of a law enforcement investigatjon (see 7.5.1,
8.5.4 and 8.5.5):

7.5.3 | ‘Records of transfer of PII

Control

The organization should record transfers of PII to or from third parties and ensure cooperation with
those parties to support future requests related to obligations to the PII principals.

Implementation guidance

Recording can include transfers from third parties of PII which has been modified as a result of PII
controllers' managing their obligations, or transfers to third parties to implement legitimate requests
from PII principals, including requests to erase PII (e.g. after consent withdrawal).

The organization should have a policy defining the retention period of these records.

© ISO/IEC 2019 - All rights reserved 41


https://iecnorm.com/api/?name=870dfc0990483aec3014f93b05ff2bcc

ISO/IEC 27701:2019(E)

The organization should apply the data minimization principle to the records of transfers by retaining
only the strictly needed information.

7.5.4 Records of PII disclosure to third parties

Control

The organization should record disclosures of PII to third parties, including what PII has been disclosed,
to whom and at what time.

Implementation guidance

PII can be di
Any additiond
audits, should
of the authori

8 Additio

8.1 Geners:

The guidance
processors. T
Annex B.

8.2 Condit

Closed during the Course of NOTTal OpEerations. 1 TeSe diSCIOSUTes shoutd be Teq
1 disclosures to third parties, such as those arising from lawful investigations orej
also be recorded. The records should include the source of the disclosure and the
Ly to make the disclosure.

nal ISO/IEC 27002 guidance for PII processors

1

in Clause 6 and the additions of this clause create the.PIMS-specific guidance
he implementation guidance documented in this clause relate to the controls lis

jons for collection and processing

orded.
ternal
source

for PII
ted in

Objective: T
jurisdictions

h determine and document that processing is lawful, with legal basis as per appli
, and with clearly defined and legitimate purposes.

cable

8.2.1 Custd

Control

mer agreement

The organizdtion should ensure; where relevant, that the contract to process PII address

organization’s
nature of pro

Implementat

The contract
relevant, and
definitive nor

role in providing assistance with the customer’s obligations (taking into accoy
ressing and thednformation available to the organization).

ion guidance

es the
nt the

between’ the organization and the customer should include the following wh
depending on the customer's role (PII controller or PII processor) (this list is

exhaustive):

erever

llxeither

privacy by design and privacy by default (see 7.4, 8.4);

achieving security of processing;
notification of breaches involving PII to a supervisory authority;
notification of breaches involving PII to customers and PII principals;

conducting Privacy Impact Assessments (PIA); and

authorities are needed.

the assurance of assistance by the PII processor if prior consultations with relevant PII protection

Some jurisdictions require that the contract include the subject matter and duration of the processing,
the nature and purpose of the processing, the type of PIl and categories of PII principals.
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Organization’s purposes

Control

The organization should ensure that PII processed on behalf of a customer are only processed for the
purposes expressed in the documented instructions of the customer.

Implementation guidance

The contract between the organization and the customer should include, but not be limited to, the
objective and time frame to be achieved by the service.

In orde

. , . i .
zation to determine the method for processing PII, consistent with the generat iistructions of

organi
the cu
netwo
on cer

The or

and limitation principles. This also ensures that no PII is processed/by ‘the organiza

its suk
custon

8.2.3
Contr

The o]
advert
The on

Imple

Compl
especi

Organ
conser|

NOTE
supers

8.2.4

Contr

btomer but without the customer’s express instruction. For example, in order te_effj
Ik or processing capacity it can be necessary to allocate specific processingresour
fain characteristics of the PII principal.

ganization should allow the customer to verify their compliance with\the purposg

contractors for other purposes than those expressed in the{dotumented instr
her.

Marketing and advertising use

Dl

ising without establishing that prior consént’was obtained from the appropriate
sanization should not make providing suchyconsent a condition for receiving the se

mentation guidance

ance of PII processors with the tustomer's contractual requirements should be|
hlly where marketing and/or, ddvertising is planned.

zations should not insist'on the inclusion of marketing and/or advertising uses ¥
t has not been fairly obtained from PII principals.

This control ig7in~addition to the more general control in 8.2.2 and does not replac
pde it.

Infringing-instruction

]

The o

riate for the

ciently utilize
res depending

specification

:Ilion or any of

ctions of the

ganization should not use PII processed under‘a contract for the purposes of mparketing and

PII principal.
rvice.

documented,

Fhere express

e or otherwise

rgafiization should inform the customer if in its opinion, a processing instruc

[ion infringes

applicable legislation and/or regulation.

Implementation guidance

The organization’s ability to verify if the instruction infringes legislation and/or regulation can depend
on the technological context, on the instruction itself, and on the contract between the organization
and the customer.

8.2.5

Customer obligations

Control

The organization should provide the customer with the appropriate information such that the customer
can demonstrate compliance with their obligations.
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Implementation guidance

The information needed by the customer can include whether the organization allows for and
contributes to audits conducted by the customer or another auditor mandated or otherwise agreed by

the customer.

8.2.6 Recor

Control

ds related to processing PII

The organization should determine and maintain the necessary records in support of demonstrating
compliance with its obligations (as specified in the applicable contract) for the processing of PII carried

out on behalf
Implementat
Some jurisdic
— categorie
transfers

— ageneral

8.3 Obliga

pf a customer.

ion guidance

tions can require the organization to record information such as:
5 of processing carried out on behalf of each customer;

to third countries or international organizations; and

description of the technical and organizational security measures.

tions to PII principals

Objective: T
processing d
processing @

b ensure that PII principals are provided withthe appropriate information aboy

f their PII, and to meet any other applicable gbligations to PII principals related t

f their PII.

t the
o the

8.3.1 Obligations to PII principals

Control

The organizat
PII principals

Implementat

ion should provide the customer with the means to comply with its obligations rel

ion guidance

A PII controller's obligations-can be defined by legislation, by regulation and/or by contract.

obligations c
implementati

Where a cusfofwer depends on the organization for information or technical measures to fa

meeting the

hn include,"matters where the customer uses the services of the organizati
bn of these‘obligations. For example, this can include the correction or deletion of
timely fashion.

hited to

These
pn for
P[] in a

rilitate

specified in a contract.

8.4 Privacy by design and privacy by default

uld be

Objective: To ensure that processes and systems are designed such that the collection and processing
of PII (including use, disclosure, retention, transmission and disposal) are limited to what is
necessary for the identified purpose.
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Temporary files

Control

The organization should ensure that temporary files created as a result of the processing of PII
are disposed of (e.g. erased or destroyed) following documented procedures within a specified,
documented period.

Implementation guidance

The organization should conduct periodic verification that unused temporary files are deleted within
the identified time period.

Other

Inforn
specifi
associ
files

circu
is not
detern

8.4.2
Contr

The or]
It shoy

Imple

At sonje point in time, PII can need to be(disposed of in some manner. This can involve

PII to

information

ation systems can create temporary files in the normal course of their opefation.
c to the system or application, but can include file system roll-back journals-and te
hted with the updating of databases and the operation of other application softwai

tances in which they cannot be deleted. The length of time for which these files
hlways deterministic but a “garbage collection” procedure shotldidentify the rele
1ine how long it has been since they were last used.

Return, transfer or disposal of PII
]

canization should provide the ability to return,transfer and/or disposal of Pl in a s
1d also make its policy available to the custotner.

mentation guidance

the customer, transferring it to.another organization or to a PII controller (e.g. a

Such files are
mporary files
e. Temporary

e not needed after the related information processing task has‘\completed hut there are

I?r-s

Femain in use
vant files and

PCUre manner.

returning the
5 a result of a

mergef), deleting or otherwise destroying it, de-identifying it or archiving it. The capbility for the
return, transfer and/or disposal af PII should be managed in a secure manner.

The ofganization should provide the assurance necessary to allow the customer to efsure that PII
procegsed under a contractis erased (by the organization and any of its subcontractors) from wherever
they are stored, including for the purposes of backup and business continuity, as soon g4s they are no
longer|necessary for thé identified purposes of the customer.

The o1jganizatiofi’should develop and implement a policy in respect to the disposal of RII and should
make this policy/available to customer when requested.

The pgli¢cy should cover the retention period for PII before its disposal after termination| of a contract,
to protectthe customer from losing PIl through an accidental lapse of the contract

NOTE This control and guidance is also relevant under the retention principle (see 7.4.7).

8.4.3 PII transmission controls

Control

The organization should subject PII transmitted over a data-transmission network to appropriate

contro

Is designed to ensure that the data reaches its intended destination.

Implementation guidance

Transmission of PII needs to be controlled, typically by ensuring that only authorized individuals have
access to transmission systems, and by following the appropriate processes (including the retention of
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audit data) to ensure that PIl is transmitted without compromise to the correct recipients. Requirements
for transmission controls can be included in the PII processor — customer contract.

Where no contractual requirements related to transmission are in place, it can be appropriate to take

advice from the customer prior to transmission.

8.5 PII sharing, transfer, and disclosure

Objective: To determine whether and document when Pl is shared, transferred to other jurisdictions
or third parties and/or disclosed in accordance with applicable obligations.

8.5.1 Basis
Control

The organizat
jurisdictions 3
such changes

Implementat
PII transfer Y
jurisdiction g
organization
The organizat
— suppliers

other par

In case of chd
timeframe, so

The agreemel

for PII transfer between jurisdictions

ion should inform the customer in a timely manner of the basis for PlF'transfers be
ind of any intended changes in this regard, so that the customer hasthe ability to oh
or to terminate the contract.

ion guidance

etween jurisdictions can be subject to legislation and/er‘regulation depending
r organization to which PII is to be transferred (amd*from where it originate
bhould document compliance with such requirements as the basis for transfer.

ion should inform the customer of any transfer of PIl, including transfers to:

ties;

other coulntries or international organizations.

nges, the organization should\inform the customer in advance, according to an
that the customer has the ability to object to such changes or to terminate the con

1t between the organization and the customer can have clauses where the organ

can implement changes without.informing the customer. In these cases, the limits of this allg

should be set
transfer PII ta

In case of intg
Rules or Cros
agreements a

(e.g. the organjzation can change suppliers without informing the customer, but
other countries).

rnationalitransfer of PIl, agreements such as Model Contract Clauses, Binding Cor
s Border/Privacy Rules, the countries involved and the circumstances in whic
bply{ should be identified.

tween
ject to

on the
). The

horeed
ract.

zation
wance
Cannot

porate
h such

8.5.2 Coun

Control

ries and international organizations to which PII can be transterred

The organization should specify and document the countries and international organizations to which
PII can possibly be transferred.

Implementation guidance

The identities of the countries and international organizations to which PII can possibly be transferred
in normal operations should be made available to customers. The identities of the countries arising
from the use of subcontracted PII processing should be included. The countries included should be
considered in relation to 8.5.1.
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Outside of normal operations, there can be cases of transfer made at the request of a law enforcement
authority, for which the identity of the countries cannot be specified in advance, or is prohibited by
applicable jurisdictions to preserve the confidentiality of a law enforcement investigation (see 7.5.1,

8.5.4a

8.5.3

nd 8.5.5).

Records of PII disclosure to third parties

Control

The organization should record disclosures of PII to third parties, including what PII has been disclosed,
to whom and when.

Imple

PII can be disclosed during the course of normal operations. These disclosures should

mentation guidance

be recorded.

Any additional disclosures to third parties, such as those arising from lawful investigatiops or external
audits| should also be recorded. The records should include the source of the,disclosure and the source
of the futhority to make the disclosure.

8.5.4 | Notification of PII disclosure requests

Control

The orjganization should notify the customer of any legally binding requests for disclosurg of PII.
Implementation guidance

The or)ganization can receive legally binding requests for disclosure of PII (e.g. from law enforcement
authotfities). In these cases, the organization should notify the customer of any such rgquest within

agreed
contra

In somnj
anyon
crimin

8.5.5

Contr

The on
corres
requeg

Imple

timeframes and according to an agreed’procedure (which can be included in
Cct).

e cases, the legally binding requests include the requirement for the organizatior
e about the event (an example of a3 possible prohibition on disclosure would be a prol
al law to preserve the confidentiality of a law enforcement investigation).

Legally binding PII disclosures
D]

ganization sheuld reject any requests for PII disclosures that are not legally bindin
ponding eUstomer before making any PII disclosures and accepting any contrad
ts for PII disclosures that are authorized by the corresponding customer.

mentation guidance

the customer

not to notify
nibition under

g, consult the
tually agreed

DetailsTelevant to the Implementation o1 the control can be 1mcluded In the customer con

ract.

Such requests can originate from several sources, including courts, tribunals and administrative
authorities. They can arise from any jurisdiction.

8.5.6

Disclosure of subcontractors used to process PII

Control

The organization should disclose any use of subcontractors to process PII to the customer before use.

Implementation guidance

Provisions for the use of subcontractors to process PII should be included in the customer contract.
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Information disclosed should cover the fact that subcontracting is used and the names of relevant
subcontractors. The information disclosed should also include the countries and international
organizations to which subcontractors can transfer data (see 8.5.2) and the means by which
subcontractors are obliged to meet or exceed the obligations of the organization (see 8.5.7).

Where public disclosure of subcontractor information is assessed to increase security risk beyond
acceptable limits, disclosure should be made under a non-disclosure agreement and/or on the request
of the customer. The customer should be made aware that the information is available.

This does not concern the list of countries where the PII can be transferred. This list should be disclosed

to the custom

er in all cases in a way that allows them to inform the appropriate PII principals.

8.5.7 Engaj
Control

The organizat
Implementat

Where the or
a written autl

rement of a subcontractor to process PII

ion should only engage a subcontractor to process PIl according to the glistomer co
ion guidance

banization subcontracts some or all of the processing of that RI to another organi
horization from the customer is required prior to the PII processed by the subcont]

This can be ifh the form of appropriate clauses in the customer contrag¢t;or can be a specific "o

agreement.

The organizat
on its behalf; 3

ion should have a written contract with any subcentractors that it uses for PII prod
ind should ensure that their contracts with subcohtractors address the implementg

the appropriate controls in Annex B.

The contract

between the organization and any sub¢ontractor processing PII on its behalf

require the syibcontractor to implement the appropriate controls specified in Annex B, taking a|

of the inform|
PII performec
assumed as req
from Annex B

A contract cg
document, all

8.5.8 Chan
Control

The organiza
any intended

ation security risk assessment process (see 5.4.1.2) and the scope of the proces
| by the PII processor (see 6.12). By default, all controls specified in Annex B shg
levant. If the organization decides to not require the subcontractor to implement a (
| it should justify its exclusien,

n define the responsiliilities of each party differently but, to be consistent wi
controls should be considered and included in the documented information.

e of subcontractor to process PII

changeés concerning the addition or replacement of subcontractors to process PII, t

giving the cus

ntract.

zation,
ractor.
he-off™"

essing
tion of

should
ccount
5ing of
uld be
ontrol

h this

fion should, in the case of having general written authorization, inform the customer of

hereby

tomer the opportunity to object to such changes.

Implementation guidance

Where the organization changes the organization with which it subcontracts some or all of the
processing of that PII, then written authorization from the customer is required for the change, prior
to the PII processed by the new subcontractor. This can be in the form of appropriate clauses in the
customer contract, or can be a specific "one-off" agreement.
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Annex A
(normative)

PIMS-specific reference control objectives and controls (PII

Controllers)

This annex is for use by organizations acting as PII controllers, with or without the use of PII processors.

[t extepdS TSU/TET 270012013, Annex A.

The additional or modified control objectives and controls listed in Table A.1 are ditectly derived from
and aligned with those defined in this document and are to be used in context with ISO/IE( 27001:2013,

6.1.3 as refined by 5.4.1.3.

Not all the control objectives and controls listed in this annex need @®p.‘be included in the PIMS
implernentation. A justification for excluding any control objectives shallybe included in the Statement
of Applicability (see 5.4.1.3). Justification for exclusion can include where the controls aile not deemed
necesdary by the risk assessment, and where they are not requiréd by (or are subject|to exceptions

under] the applicable legislation and/or regulation.

NOTE Clause numbers in this annex relate to the subclausenumbers in Clause 7.

Table A.1 — Control objectives and controls

A.7.2 Conditions for collection and processing
Objectiive:
To detprmine and document that processing isfawful, with legal basis as per applicable jurisdictions, and with
clearly defined and legitimate purposes.
Control
A72 Identify and o ) ] .
el document purpose The organization shall identify and document the spedific purposes
for which the PII will be processed.
Control
A7.2.2 Identify Jawful basis | The organization shall determine, document and commly with the
relevant lawful basis for the processing of PII for the iglentified
purposes.
Control
Determine when and
A7.2.3 how consentis tobe |The organization shall determine and document a profess by which
obtained it can demonstrate if, when and how consent for the pfocessing of
PIl was obtained from PII principals
Control
Obtain and record
A72.4 consent The organization shall obtain and record consent from PII princi-
pals according to the documented processes.
Control
A72.5 Privacy impact The organization shall assess the need for, and implement where
assessment appropriate, a privacy impact assessment whenever new processing
of PII or changes to existing processing of PIl is planned.
Control
Contracts with PII The organization shall have a written contract with any PII pro-
A7.2.6 Processors cessor that it uses, and shall ensure that their contracts with PII
processors address the implementation of the appropriate controls
in Annex B.
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Table A.1 (continued)

A7.2.7

Joint PII controller

Control

The organization shall determine respective roles and responsibil-
ities for the processing of PII (including PII protection and security
requirements) with any joint PII controller.

A7.2.8

Records related to
processing PII

Control

The organization shall determine and securely maintain the neces-
sary records in support of its obligations for the processing of PII.

A.7.3 Obligations to PII principals

Objective:

To ensure that
meet any othe

PII principals are provided with appropriate information about the processing of theirPH[and to
I applicable obligations to PII principals related to the processing of their PII.

Determining and ful-

Control

A7.31 filling obligations to | The organization shall (_lete_rmine and dc_)cu_rnent their legal, rgu-
PII principals latory and business obligations to PII principals related to the[pro-
cessing of their PIIl and provide the means o meet these obliggtions.
Control
A7.3.2 Determining informa- | The organization shall determine and-document the informatjon to
tion for PII principals | pe provided to PII principals regarding the processing of their PII
and the timing of such a provisjon.
Control
A7.3.3 Providing information | The organization shall provide PII principals with clear and egsily
to PII principals accessible informationidentifying the PII controller and descifibing
the processing of their PII.
Providing mechanism |Control
A7.3.4 to modify or with- The organijzation shall provide a mechanism for PII principals|to
draw consent modify orwithdraw their consent.
Providing mechanism |Contral
A7.3.5 to object to PII Theorganization shall provide a mechanism for PII principals|to
processing object to the processing of their PII.
Control
A73.6 Access, correction The organization shall implement policies, procedures and/orjmech-
and/or eraspre anisms to meet their obligations to PII principals to access, cofrect
and/or erase their PII.
Control
Pll'costrollers’ ob- The organization shall inform third parties with whom PII hag been
A.7.3.7 ligations to inform shared of any modification, withdrawal or objections pertainipg to
third parties the shared PII, and implement appropriate policies, procedur¥ and/
Control
A73.8 Providing copy of PII o . .
/a9 processed The organization shall be able to provide a copy of the PII that is
processed when requested by the PII principal.
Control
A.7.3.9 Handling requests The organization shall define and document policies and proce-
dures for handling and responding to legitimate requests from PII
principals.
Control
Automated decision | The organization shall identify and address obligations, including
A.7.3.10 making legal obligations, to the PII principals resulting from decisions made
by the organization which are related to the PII principal based sole-
ly on automated processing of PII.
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Table A.1 (continued)

Objective:

A.7.4 Privacy by design and privacy by default

To ensure that processes and systems are designed such that the collection and processing (including use, dis-
closure, retention, transmission and disposal) are limited to what is necessary for the identified purpose.

A74.1

Limit collection

Control

The organization shall limit the collection of PII to the

is relevant, proportional and necessary for the identified purposes.

minimum that

A7.4.2

Limit processing

Control

The organization shall limit the processing of PII to th
adequate, relevant and necessary for the identified pu

ht which is
'poses.

A.7.4.3

Accuracy and quality

Control

The organization shall ensure and document that PII i
complete and up-to-date as is necessary far the purpo
itis processed, throughout the life-cycle'‘of the PII.

5 as accurate,
Kes for which

A7.4.4

PII minimization
objectives

Control

The organization shall define-and document data minijmization ob-

jectives and what mechanisms/(such as de-identificati
to meet those objectives.

bn) are used

A.7.4.5

PII de-identification
and deletion at the end
of processing

Control

The organization$hall either delete PII or render it in
does not permitidentification or re-identification of P
as soon as the'original PII is no longer necessary for th

purpose(s).

h form which
[ principals,
e identified

A.7.4.9

Temporary files

Contral

The@rganization shall ensure that temporary files crg
aresult of the processing of PII are disposed of (e.g. er
destroyed) following documented procedures within
documented period.

ated as
hsed or
h specified,

A.7.4.7

Retention

Control

The organization shall not retain PII for longer than is
the purposes for which the PII is processed.

necessary for

A74.8

Dispesal

Control

The organization shall have documented policies, pro
or mechanisms for the disposal of PII.

edures and/

A.7.49

PII transmission
controls

Control

The organization shall subject PII transmitted (e.g. senf
ganization) over a data-transmission network to appro

to another or-
briate controls

| H e 4=l dedel e 1 . PR [ S |
ucolsucu LU CTIISUTIT UIIdl LIIT Udld T TALIITS TLS ITITITUTU U

stination.

Objective:

A.7.5 PII sharing, transfer and disclosure

To determine whether and document when PII is shared, transferred to other jurisdictions or third parties
and/or disclosed in accordance with applicable obligations.

to which PII can be
transferred

Identify basis for PII  |Control

A751 transfer between The organization shall identify and document the relevant basis for
jurisdictions transfers of PIl between jurisdictions.
Countries and inter- | control

A.7.5.2 national organizations

The organization shall specify and document the countries and in-

ternational organizations to which PII can possibly be

transferred.

© ISO/IEC 2019 - All rights reserved

51


https://iecnorm.com/api/?name=870dfc0990483aec3014f93b05ff2bcc

ISO/IEC 27701:2019(E)

Table A.1 (continued)

Records of transfer

Control

A.7.5.3 The organization shall record transfers of PII to or from third par-
of PII ties and ensure cooperation with those parties to support future

requests related to obligations to the PII principals.
Control

A75.4 Records of PII disclo- o ) ) )

SAEE sure to third parties | The organization shall record disclosures of PII to third parties,

including what PII has been disclosed, to whom and at what time.
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