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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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Introduction

There is a growing interest in and need to address the differences between information security
risk management and privacy risk management for organizations processing personally identifiable
information (PII). Information security risk management and related risk assessments have traditionally
focused on risk to an organization, often using the widely accepted formula of risk = impact x likelihood.
Organizations can use various methods to assess and rank impacts and likelihood, and then determine
avalue (qualitative or quantitative) for organizational risk that can be used to prioritize risk mitigation.

Conversely, privacy assessments have primarily been focused on impacts on individuals, such as those
identified through a privacy impact assessment. Although privacy assessments may prioritize the
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ement for risk management as required by privacy information management sys
C 27701).
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Information security, cybersecurity and privacy
protection — Application of ISO 31000:2018 for
organizational privacy risk management
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000:2018.

ocument provides guidance to organizations for integrating risks related to t
sonally identifiable information (PII) as part of an organizational privacy risk
mme. It distinguishes between the impact that processing PII can have on an in
uences for organizations (e.g. reputational damage). It also providés guidance for
owing into the overall organizational risk assessment:

oanizational consequences of adverse privacy impacts on indiwziduals; and

canizational consequences of privacy events that damagethe organization (e.g. b
putation) without causing any adverse privacy impact§.to individuals.

bcument assists in the implementation of a risk;based privacy program which can
bverall risk management of the organization.

bcument is applicable to all types and sizes-of organizations processing PII or develo
rvices that can be used to process PII, including public and private companieq
s, and non-profit organizations.

prmative references

llowing documents are€ferred to in the text in such a way that some or all of]
utes requirements of this document. For dated references, only the edition cite
d references, the latest edition of the referenced document (including any amendn]
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C 29100, Information technology — Security techniques — Privacy framework
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3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 31000, ISO/IEC 29100 and

ISO/IE

C 27000 and the following apply.

ISO and [EC maintain terminology databases for use in standardization at the following addresses:

[SO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at https://www.electropedia.org/
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privacy information management system

PIMS

information security management system which addresses the protection of privacy as potentially
affected by the processing of personally identifiable information (PII)

[SOURCE: ISO/IEC 27701:2019, 3.2 modified — the abbreviated term "PII" is expanded as "personally
identifiable information".]

3.2

privacy event
occurrence or change of a particular set of circumstances related to personally identifiable information

(PII) processi

3.3
privacy imp4

hg that can cause a privacy impact (3.3) or consequence

ct

element that has an effect on the privacy of a personally identifiable information (Pll)}vprincipal

group of PIl p

Note 1 to entr
privacy safegu

[SOURCE: ISO

3.4
consequence
outcome of ar

[SOURCE: ISO

4 Princip
The guidance

For organizat
actual or pot
the organizat]
stakeholders

Organization;
privacy given
through cult
identification

Fincipals

: The privacy impact could result from the processing of PII in conformance or in viold
hrding requirements.

IEC 29134:2017, 3.6, modified — "anything" replaced by ‘element".]

event affecting organizational objectives

31000:2018, 3.6, modified — “organizational’>added and notes to entry removed]

les of organizational privacy risk management
in ISO 31000:2018, Clause 4 and the following additional guidance applies.

onal privacy risk managemehnt, PII principals should be included as stakeholders, g

jon should consider the-potential negative effect on the opinions and attitudes o
Felated to the organization should these adverse impacts occur.

should identify the norms, societal values, and legal expectations related to indiv|
their cultural -context(s). Privacy is a broad and shifting concept that can be f
ural divetrsity and individual differences. These cultural factors can infor
evaluation, and treatment of privacy risks.

hnd /or

tion of

nd the

bntial adverse impact onthem should be included when considering risks. Additionally,

[ these

iduals’
jltered
m the

5 Framework

5.1 General

The guidance

in IS0 31000:2018, 5.1 applies.

5.2 Leadership and commitment

The guidance

in [ISO 31000:2018, 5.2 and the following additional guidance applies.

Top management should be aware of privacy issues in order to successfully incorporate privacy
considerations into an overall organizational risk management process. This should include awareness

of such topics

as:

— privacy regulations and laws applicable to the organization;
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— privacy obligations the organization has to individuals;
— how processing PII can impact individuals;

— unique concerns, risks, vulnerabilities, impacts, and organizational consequences related to privacy
and processing PII.

Where an organization implements a privacy information management system (PIMS) as specified in
ISO/IEC 27701, the organization should be aware of and committed to integrating the organizational
privacy risk management activities related to the relevant aspects of the PIMS.

5.3 Integration

The gdidance in ISO 31000:2018, 5.3 and the following additional guidance applies.

Top mpanagement and oversight bodies should ensure that organizational privacy riskl management
is intdgrated into the organization’s structure, including people, processe€s;‘and teghnology. The
integration depends on the operating processes of the organization. Where an'erganizatign implements
a PIM$, the organizational privacy risk management process should be‘integrated int¢ the relevant
aspects of the PIMS.

5.4 Design

5.4.1 | Understanding the organization and its context

The gyidance in ISO 31000:2018, 5.4.1 and the followinig additional guidance applies.

When |an organization processes PII, or is developing products or services that plzlcess PII, the
organization should assess its role related to pracessing PII (e.g. controller, processor, jgint controller,
manuffcturer, software developer, provider of\products that process PII).

Understanding the organization’s role relative to processing PII is critical for the effecfive design of
a risk|management framework, including accurately identifying and treating privacy risks to the
organization.

Wherd an organization implemients a PIMS, this context should align with the context of th¢ management
systenmp (ISO/IEC 27701:2019, 5:2.1).

5.4.2 | Articulating risk management commitment

The gyidance in JS©31000:2018, 5.4.2 applies.

5.4.3 | Assigning organizational roles, authorities, responsibilities and accountabilities

The gyidance in ISO 31000:2018, 5.4.3 and the following additional guidance applies.

Top management and oversight bodies should:
— emphasize that risk management related to PII processing is a core responsibility;

— identify individuals who have the accountability and authority to manage risks related to PII
processing;

— identify individuals who have the accountability and authority to manage risks related to privacy
events that have direct consequences for the organization, even when there are no impacts on PII
principals, employees or other stakeholders.

5.4.4 Allocating resources

The guidance in ISO 31000:2018, 5.4.4 and the following additional guidance applies.

© ISO/IEC 2022 - All rights reserved 3


https://iecnorm.com/api/?name=dca8400214ca602f8f3f0973e1e1ec93

ISO/IEC 275

57:2022(E)

When allocating resources for organizational privacy risk management, top management and oversight
bodies should consider needs specific to privacy (e.g. internal or external resources with specialized
knowledge, skills, abilities and training on privacy issues).

5.4.5 Establishing communication and consultation

The guidance

in IS0 31000:2018, 5.4.5 applies.

5.5 Implementation

The guidance

in ISO 31000:2018, 5.5 applies.

5.6 Evalualtion

The guidance

5.7 Improy

in IS0 31000:2018, 5.6 applies.

rement

5.7.1 Adapting

The guidance

in ISO 31000:2018, 5.7.1 applies.

5.7.2 Continually improving

The guidance

6 Risk mad

6.1 Geners:

The guidance

6.2 Comm
The guidance

In the contex
groups or ind

— privacy e

— personsi

in [SO 31000:2018, 5.7.2 applies.

Inagement process

11
in IS0 31000:2018, 6.1 applies:

inication and consultation
in ISO 31000:201856.2 and the following additional guidance applies.

t of organizational privacy risk management processes, the following are exam
viduals that.can be consulted/communicated with:

Kperts;

h charge of privacy matters;

bles of

— product and system designers and developers, for goods and services that handle PII;

— PII processing system owners;

— officers or management responsible for PII processing activities and decisions;

— supervisory authorities;

— PII principals or groups of PII principals (e.g. organizations or associations).

Some jurisdictions mandate particular types of consultations for some instances of PII processing, such
as consultation of supervisory authorities. In such cases, the organization should identify its obligations
for consultations and demonstrate that it complies with them in a timely manner.
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6.3 Scope, context and criteria

6.3.1 General

The guidance in ISO 31000:2018, 6.3.1 applies.

6.3.2 Defining the scope

The guidance in ISO 31000:2018, 6.3.2 and the following additional guidance applies.

The scope of the organizational privacy risk management process should include:

PI

1]

Wherg
define

6.3.3

The gy

Organ
adverg
affect

6.3.4

The gy

The on
This m
used t

In rel
indivig
the or
the or
should
of priy

include:

ha

processing;
oducts and services that can be used to process PII.

an organization implements a PIMS, the scope of the risk assessment should refl
 scope of the management system (ISO/IEC 27701:2019, 5.2.3).

External and internal context
idance in ISO 31000:2018, 6.3.3 and the following additional guidance applies.

zational factors can be a source of risk and can have censequences for the organiz
ely affecting individuals (e.g. a public statement albout privacy from top managen
perceptions of the organization).

Defining risk criteria
idance in ISO 31000:2018, 6.3.4 and thefollowing additional guidance applies.

ganization should define the risk criteria that guide the outcomes of the risk asses
ay include what types of measures‘are used (qualitative vs. quantitative), the formu
p determine the risk, and the management actions for levels of risk.

ition to organizational-privacy risk, these criteria should include how priva
luals will be defined and-measured, as well as how the privacy impact on individua
banization’s overall risk calculation. Furthermore, risk-based assessments of facto
banization directly)‘due to adverse privacy events that do not have impacts on

also be considered (Annex B provides some examples of privacy events in Table H
acy events in\Table B.2). Potential criteria to be defined for organizational priva

h

w organizational consequences will be defined and measured;

h

bct that of the

ation without
nent that may

Ement results.
la or methods

[y impact on
s' factors into
's influencing
PIl principals,
.1 and causes
'y risk should

wpTrivacy impact on individuals will be defined and measured:

positive or negative consequences for the organization;

positive and negative privacy impacts to PII principals.

In order to help with the decision process, the risk evaluation criteria should consider the necessary
balance between:

— opportunities for the organization;

— risks to the organization (consequences regarding the following reputation, fines, trials);

— risks to PII principals (privacy impacts on physical, material, non-material aspects).

For example, there can be a business opportunity that leads the organization to process new PII, with a
very low risk for PII principals, but a very high reputational risk to the organization.
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Table C.1 provides examples of privacy impacts to individuals.

NOTE

ISO 31000 notes that risk is usually expressed in terms of risk sources, potential events, their

consequences and their likelihood. In this document, “consequences” refers to consequences to the organization,

while “privacy

impact” refers to the impact on PII principals.

6.4 Risk assessment

6.4.1 General

The guidance

in IS0 31000:2018, 6.4.1 applies.

6.4.2 Risk

6.4.2.1 Gen

The guidance

There are a pumber of approaches for identifying risks in an organization.\Two common on

the event-bas
approaches td
related to the

6.4.2.2 Ide

The organiza
process as de
PII processin
privacy impacd

Organization:
processing:

a) PII proce
b) the asset
c) categorie
d) purposes
e)

role of int

f)

individudls or persofinel processing PII;

dentification

eral
in IS0 31000:2018, 6.4.2 and the following additional guidance appliés.
ed approach and the asset-based approach. Organizations cativitilize elements ¢

fit their operational context. 6.4.2 outlines the elements nécéssary for risk identif
processing of PII, as well as details on the event-based and@sset-based approaches

htification of PII processing

Fion should identify PII processing that falls:within the scope of the risk manag
fined in 6.3.2, including potential PII processing by products and services. Underst

t on individuals and the consequences for'the organization.

sing activities (or types of Pll-processing activities) and PII processed (or types of
on which they rely;
5 of individuals whose Pll is being processed (e.g. customers, employees);

of the PII processing;

ernal and external entities engaged in the PII processing.

For evaluatio

es are
f both
cation

ement
hnding

b and its relative criticality and value is dngtegral to identifying risks and assessing the

1l privacy risk management has @he following considerations when identifying PII

PI1);

h of PI1 processing and the relation to privacy impact and consequences, see 6.4.3

.7 and

6.4.3.3. For examples of considerations related to the identification of PII processing, see Annex A.

6.4.2.3 Event-based approach

6.4.2.3.1 General

An event-based approach to identifying risks is a high-level examination of risk sources and the potential
scenarios that can play out based on those risk sources. Scenarios should be built by identifying the
different paths, within the system, that risk sources can use to reach the PII processing, the PII, and
their target objectives.

©ISO/IEC 2022 - All rights r
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6.4.2.3.2 Identification of privacy events

As part of an event-based approach, the organization should identify (potential) privacy events in order
to construct scenarios that help to identify risks. Privacy events may originate from the context within
which the PII processing takes place, and involve people, processes, and technology.

Common privacy events can often be found in catalogues or can be identified through interviews with
internal stakeholders, such as asset owners and employees with privacy responsibilities. Privacy events
that adversely affect the organization should be described by identifying the different stakeholders and
how the event affects them or is perceived by them.

Scenarios that help to identify privacy risks can be built by deduction by asking the following question:

— Gipen the PII processing identified in 6.4.2.2, what contextual considerations cdn gxist that can
affect a privacy event?

Examples of privacy events and their causes are described in Annex B, and contextual donsiderations
that cgn affect a privacy event are described in Annex D.

NOTE Privacy events can have consequences for the organization even in/the ‘absence of advdrse impacts on
PII prirfcipals.

6.4.2.4 Asset-based approach

6.4.2.4.1 General

An asget-based approach to risk identification involves looking closely at organizatiorjal assets and
identiflying threats and vulnerabilities that can affectthose assets.

Examihing assets, along with potential threatsi@nd vulnerabilities, can help the organization with a
more detailed and targeted risk identification process.

Scenatfios can be built by identifying the different paths within the systems and data flqws (on which
the PI] and PII processing activities rely), that risk sources can use to reach the PII procgssing, the PII,
and thpir target objectives.

6.4.2.4.2 Identification of PH processing assets

To accpirately identify risks via asset-based scenarios, the organization should identify as$ets related to
PII prdcessing. Assets can include, but are not limited, to:

— thp Pll itself;
— syptemss-software applications, databases and firmware that process PII;

— hdrdware used by systems that process PII (client, servers, mobile computing devices, [oT devices,
external and portabie Memory devices, etc.);

— organizational attributes, such as reputation, that can be damaged by an adverse privacy event.

Once assets are identified, the organization can consider threats and vulnerabilities, both of which can
be related to or originate from:

— the organization itself;

— processes and procedures;
— management routines;

— personnel;

— system configuration;

© ISO/IEC 2022 - All rights reserved 7
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6.4.2.5 Ide
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or organizational measures or lack thereof;

hardware, software, or services;

external parties;

physical environment (e.g. physical archives, physical documents);
hardware, software, or services (e.g. websites, email).

Common information security-related vulnerabilities are described in ISO/IEC 27005.

ntification of existing controls
(=]

The organization should identify controls relevant to processing PII. Controls may be-~ppey

documented
management
as part of the

6.4.2.6 Ide

The organiza
with the PII g
affect the dat

6.4.2.7 Ide

As part of orf
on individual
or consequen

Consequencey
Consequences

— investiga
customer

harm to i

(in internal systems, procedures, audit reports, etc.) or identified during th
hctivities. Those organizations implementing a PIMS can also refer to the.controls sé
required statement of applicability.

htification of biases, assumptions and beliefs

rocessing or design of products and services that process)Pll, as well as how the
h analytic inputs and outputs used in PII processing.

htification of privacy impacts and consequences

Fanizational privacy risk management, the organization should identify privacy i
b whose PII is being processed, as well as censequences to the organization itself. |
Ces are the results of a privacy event.

for the organization necessarily differ from those of privacy impacts to indiv
to organizations can be, for example:

[ion and repair time;
abandonment of products’or services;

hternal organizational culture;

(work)ti
opportu

financial

]

e lost;
ty lost;

cost,efspecific skills to repair the damage;

impairme

riously
e risk
lected

fion should identify and evaluate the biases, assumptions,@nd beliefs of those involved

se can

pacts
pacts

iduals.

nt.ef image reputation, and goodwill;

regulator

y fines;

loss of physical assets.

Privacy impacts on individuals are an externality for the organization. Therefore, it can be difficult for
the organization to exactly estimate the impact on each individual. Rather than specifying each type
of impact, this can be considered generally as an impact on an individual’s privacy, with the degree of
impact being the critical element (see 6.4.3.3 and Annex D). Organizations that perform privacy impact
assessments as part of a PIMS or to comply with regulatory or legal requirements can utilize these for
help in identifying the privacy impacts.

Annex C provides examples of privacy impacts in Table C.1 and consequences in Table C.2.

©ISO/IEC 2022 - All rights r

eserved


https://iecnorm.com/api/?name=dca8400214ca602f8f3f0973e1e1ec93

6.4.3

ISO/IEC 27557:2022(E)

Risk analysis

6.4.3.1 General

The guidance in ISO 31000:2018, 6.4.3 and the following additional guidance applies.

6.4.3.2 Risk analysis approaches

Risk analysis approaches typically include a risk analysis process, a risk model, and an analytic
approach.
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When
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't the analysis, communicate analysis and results, and maintain the analysis).

model defines the risk factors (e.g. threats, impacts, consequences, vulnerabili
issessed and the relationships among those factors. If not using a pre;defined r
zation defines which risk factors will be assessed and the relationships,among the

hlytic approach includes the analysis type (i.e. quantitative, qualitative, semiqua
is approach (i.e. threat-oriented, asset/impact-oriented, vulnerability-oriented), \
zation determine how, with what level of detail, and in which-form risk factors are t

Assessment of privacy impact and consequence

assessing the privacy impacts and consequencés identified in the risk ass
zation should distinguish between an assessment of consequences to the organ
y impact assessment for individuals.

ss analyses should determine the degree to,which the organization can be affected
bf PII processing or privacy events and consider elements including but not limited

— vadlue (qualitative or quantitative) or-¢riticality of product or service;

— th

— ta
w

— in
— cr
— eX
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organi

reats, vulnerabilities, and privaey events applicable to PII processing activities;

hgible consequences suchras immediate and medium-term costs (e.g. costs for t
rk around and for the final solution, fines);

fangible consequences (e.g. to the brand), that can have long-term costs, loss of cus
teria used towestablish the overall consequence (as determined in 6.3.4);

isting protections and mitigating controls around PII (e.g. de-identification).

zdtion as a result of a privacy event.

the analysis,

ies, controls)
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y consequences reflect the extent to which there can be a direct adverse effect, ¢r cost, to the

Privacy impact reflects the degree to which PII principals can be affected by privacy events. Privacy
impact analyses may be performed as part of the privacy risk assessment, or they can be standalone
processes (e.g. as part of a PIMS or as required by regulation or law). The organization should consider
elements such as:

— types of PIl processed;

— amount of PII processed;

— us

e of the PII that is processed (purpose for the processing);

otections and mitigating controls around PII (e.g. de-identification);

— jurisdictional and cultural environment of the PII principal (which can affect how the relative impact

is

determined).
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After considering the potential impacts on PII principals and consequences for the organization, the
criteria for performing the risk assessment (6.3.4) can be used to estimate the level of impact and
consequence of each privacy event, in order to rank them.

An example of a scale for privacy impacts is provided in Annex D and a template for impact level in
Table D.1.

6.4.3.4 Assessment of likelihood

The organization should assess the likelihood of privacy events. Likelihood can be determined on a
qualitative or quantitative scale and should align to the criteria established as part of 6.3.4. Likelihood
can be affected by (but not limited to):

— organizaffional factors (e.g. geographic location, the public perception about pafticipating
organizatlions with respect to privacy);

— system fdctors [e.g. the nature and history of individuals’ interactions with the system; visibility
of data pfocessing to individuals and third parties; types, severity, and numbeér of vulnerabilities;
frequency, severity,and pervasiveness of threats; success (mitigation) or failurelof controls (6.4.2.4)];
or

— individuafls’ factors (e.g. individuals’ demographics, privacy interests or perceptiong, data
sensitivitfy).

6.4.4 Risk evaluation
The guidancelin ISO 31000:2018, 6.4.4 and the following additional guidance applies.

When evaluafing the results of the privacy risk analysis against the established risk criterfia, the
organization $hould consider the following when detéfnhiining the response to risk:

— the degrge of acceptable risk, which can vary, depending on the context, including the applicable
legislatioh;

— whether [findings in the risk analysis affect the obligations to PII principals, including| those
mandated by applicable legislation.

6.5 Risk treatment

6.5.1 General
The guidancelin ISO 31000:2018, 6.5.1 applies.

6.5.2 Selection‘of risk treatment options

6.5.2.1 General
The guidance in ISO 31000:2018, 6.5.2 and the following additional guidance applies.

When selecting risk treatment options, the organization should consider options not only in the context
of their own organization but also in relation to the privacy of individuals. For example, if a risk is
identified based on a high impact on the individual and consequence to the organization, that risk may
be treated by enhanced privacy by design controls (e.g. encryption, pseudonymization), thus enhancing
privacy protections for individuals, as well as protecting the organization from reputational damage or
regulatory fines.

If implementing a privacy information management system (PIMS), such as in ISO/IEC 27701, the
organization should use the risk treatment process to help guide the selection of controls to be included
in the statement of applicability.
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6.5.2.2 Risk modification

Controls can be added, removed, or modified to reduce the likelihood of risk to what is acceptable to the
organization. Controls applied to privacy risk can be informed by local laws and regulations, as well as
best practices. ISO/IEC 27701 provides controls that may be selected by an organization to implement a

PIMS based on a risk approach.

6.5.2.3 Riskretention

Risk should only be retained if it meets the baseline criteria for risk acceptance. Those ¢
be determined by the organization based on the context.

riteria should

6.5.2. Risk avoidance

The organization can choose to avoid an identified risk by modifying or cancelling activiti

s (or planned

activitfies) that create the risk. In the context of processing PII, this can include, for example, choosing

not to process a particular type of PII.

6.5.2.

Risk sharing

Risk chn be shared between the organization and an external party, which can inclu
partndgr, subcontractor, or even a customer. In the context of Pl{\ppocessors, for example,
may offer a service for which the customer has control overicertain aspects of risk (e
enable encryption or require two-factor authentication)./When sharing risk, the organi
r new or additional risks created by the externakrelationship.

For exfample, contracts are a means of sharing or-transferring risk to other organizaf
through an insurance policy).

6.5.3 | Preparing and implementing riskstreatment plans
The gyidance in [SO 31000:2018, 6.5.3 and the following additional guidance applies.

Privacly risk treatment plans and the responsibilities for their implementation should be
approyed by management.

6.6 onitoring and review
The gdidance in ISO 31000:2018, 6.6 and the following additional guidance applies.

The ofganization~should monitor for changes that may affect privacy risk. These
necesditate the review of organizational privacy risk management processes and risk tr¢
for chgnges or improvements. The organization can monitor, for example:

— theoreanization’s business environment (e.g. the introduction of new technologies):

e a business
the processor
o. whether to
zation should

ions (such as

reviewed and

changes may
patment plans

— new or altered legal obligations;
— changes to risk tolerance;

— new or altered PII processing or IT systems;

— new privacy events, threats, and vulnerabilities disclosed to the organization from internal or

external sources;
— continued effectiveness of planned mitigation activities;

— the decisions of the relevant supervisory authorities.
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6.7 Recording and reporting
The guidance in ISO 31000:2018, 6.7 and the following additional guidance applies.

Both organizations and individuals may need to know how PII is processed in order to manage privacy
risk effectively. Through internal and external reporting on PII processing, associated privacy risks, and
risk treatments, the organization can increase transparency, establish a more reliable understanding of
PII processing activities, and build trust.

Organizational privacy risks should be reported to top management, including a summary risk
assessment and risk management report.

NOTE E t 1 3 3 1l JdaLL £ L HY 1 _L Yo 4+ o | £ ,\t 1 d
Xilerirar TCPOTTITZS 1S~ aSUdity GIITCTCITC ITUTIT ITCCTITAT (G5 o Sulirdry TCpPUT T HISTeadt o a etalle

report).
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Annex A
(informative)

PII processing identification

Identifying the specific PII and processing enables an organization to more accurately assess the
privacy impact on individuals and consequences to the organization itself should privacy events or

threat
PII prd

Distin
consed
depen
this context. Organizations cantilize published taxonomies to assist in identifying types
(for ex
or use
data ty

s materialize Several l(ny elements can be inventoried to illustrate or map out the

prganization’s

PI
an
de

ty
pu
PI

as|

e

in
o)y

roje of entities engaged in PII processifig (e.g. internal or external).

C?Iegories of individuals whose PII is being procCesSed (e.g. customers, employees

cessing and its context to support organizational privacy risk management:

onymization, pseudonymization, dissemination or otherwise making”available
struction);

pes of PII (see Table A.1);
rposes of the PII processing (see Table A.2);
processing environment (e.g. geographic location, internal’cloud, third parties);

ets on which PII processing activities rely (e.g. systems/products/services that pr

ployees, or consumers);

oviders, partners, customers, and developers);

buishing types and uses of RH can help organizations further refine privacy
uences. Different data types-and uses can have higher or lower relative values
ling on the context, and organizations can choose to assign sensitivity “ratings”

ample, a taxonomy:.for cloud computing and distributed platforms is found in ISO
existing classification systems internal to the organization. Table A.1 provides ej
rpes, while Table/A.2 provides example uses of PII data.

processing activities (e.g. collection, storage, alteration, retrieval, congultation, disclosure,

deletion, or

bcess PII);

, prospective

Hlividuals or personnel processing PII (e@@. the organization or third parties such as service

impacts and
or sensitivity
depending on
hind uses of PII
IEC 19944-1)
ramples of PII
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Table A.1 — Example PII data types

Examples

Civil status, identity, identification data (social security or other identification number)
Contact data (phone number, address, e-mail, etc.)

Personal life (living habits, marital status, philosophical, political, religious and trade-
union views, sex life, health data, racial or ethnic origin, offences/convictions, etc. -
excluding sensitive or dangerous data)

Professional life (résumé, education and professional training, awards, etc.)

E cogommicamd fimanciat imformration {bamk data; iconTe, fimarciat sttuation, tax Situatiorr,
etc.)

Connection data (IP addresses, event logs, etc.)
Locgdtion data (travels, GPS data, GSM data, etc.)
Credentials (PIN, passwords, knowledge-based authentication data, etc.)

Biometric data

Table A.2 — Example uses of PII data

Examples

Provide a service or product (e.g. fulfilling an order, processifig a bank deposit, business
prodess execution)

Imptove a service or product (e.g. to increase the quality)

Perdqonalize a service or product (e.g. to tailor to a particular user)

Offef upgrades/upsell a service or product (e.g:for additional products or
servfices, or additional capabilities of existingiproducts or services)
Market/advertise/promote a service or product

Share (e.g. share or transfer PII to one‘or more third-parties)

Desilgn or develop a service or product

Dev¢lop data models or train Al systems

Preyent fraud
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