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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.

The ;l)rocedures used to develop this document and those intended for its further mai
ibed in the ISO/IEC Directives, Part 1. In particular the different approval criteria*ngeded for the
ent types of ISO documents should be noted. This document was drafted in accordance with the
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Introduction

This document provides requirements and guidance associated with the electronic discovery process
elements described in ISO/IEC 27050-1. While the requirements and recommendations are not

intended to

contradict or supersede local jurisdictional laws and regulations, they are expected to be

useful for both legal and non-legal application, as well as for both technical and non-technical personnel
involved in some or all of the electronic discovery activities. Additional materials are provided to help
organizations better understand the objectives associated with each electronic discovery process

elementand
becomes an

considerations to avoid failures, which can mitigate risk and expense if electronic discovery
issue.

Electronic dfiscovery often serves as a driver for investigations, as well as evidence acquisition and
handling actjivities (covered in ISO/IEC 27037). In addition, the sensitivity and criticality of the data

sometimes
ISO/IEC 270

ecessitate protections like storage security to guard against data breaches (ecoverfed in
10).

Note that this document is not a reference or normative document for regulatory and legis|ative

security req
specifically,

Vi

lirements. Although it emphasizes the importance of these influences,\it cannot statefthem
bince they are dependent on the country, the type of business, etc;
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Information technology — Security techniques —
Electronic discovery —

Part 3:
Code of practice for electronic discovery

1 Scope

This [document provides requirements and guidance on activities in electronie discover
but npt limited to, identification, preservation, collection, processing, review, analysis an

y, including,
l production

of elgctronically stored information (ESI). In addition, this document specifi€s'relevant measures that

span [the lifecycle of the ESI from its initial creation through to final dispo$ition.

This [document is relevant to both non-technical and technical pepsennel involved in sq
the electronic discovery activities. It is important to note that the\requirements and guid|
intended to contradict or supersede local jurisdictional laws and’regulations and it is e
care Is exercised by the user to ensure compliance with the prevailing jurisdictional requit

2 ormative references

The following documents are referred to in the text in such a way that some or all of t
consfitutes requirements of this document. For dated references, only the edition cited
undafed references, the latest edition of the referenced document (including any amendme

[SO/IEC 27000, Information technology = Security techniques — Information security
systems — Overview and vocabulary

ISO/IEC 27050-1:2016, Information_technology — Security techniques — Electronic discove
Overyiew and concepts

3 erms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 27000 and IS(
1 apply.

[SO apd IECmraintain terminological databases for use in standardization at the following

— [PO@xline browsing platform: available at http://www.iso.org.obp

me or all of
ance are not
xpected that
ements.

heir content
applies. For
nts) applies.
management

ry — Part 1:

/1EC 27050-

hddresses:

— IEC Electropedia: available at http://www.electropedia.org/

4 Abbreviated terms

ESI Electronically stored information
ICT Information and communications technology

OCR  Optical character recognition

© ISO/IEC 2017 - All rights reserved
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5 Electronic discovery background

Electronic discovery is an element of traditional discovery and it is a process that typically involves
identifying, preserving, collecting, processing, reviewing, analysing, and producing electronically
stored information (ESI) that may be potentially relevant to a particular matter. The requirements and
recommendations provided in this document are in accordance with the electronic discovery concepts
described in the following clauses and subclauses of ISO/IEC 27050-1.

— Clause 3, Terms and definition: Key electronic discovery terminology

— 6.2, Basic concepts: Electronic discovery issues and primary cost drivers

— 6.3, Objgctives of electronic discovery: General electronic discovery objectives

— Clause f, Electronically stored information (ESI): Common ESI types, common source§ and
representations

— Clause §, Electronic discovery process: Description of the electronic discoveryprocess and the
process lements

ISO/IEC 27050-1 differentiates between generic actions such as "identifying" ffom the specific elecfronic
discovery prjocess elements by preceding the names with "ESI" (e.g. ESI idéntification). Likewisg, this
document fdllows this approach. Figure 1, repeated from ISO/IEC 27050-1, shows all of the elecfronic
discovery process elements and the interrelationships between thent(see ISO/IEC 27050-1:201p, 8.1
for a full desgription).

-

ESI analysis g

-
5 -~
. ”
’,
7/
/
/
/
4 ESI
.' production }\
|
\
\ ESI collection
\

ESI
processing

Figure 1 — Electronic discovery process elements

Although the goal of electronic discovery is the same as with hardcopy document discovery — to
find and to produce information that is potentially relevant in a matter — the nature of electronic
information adds differing layers of complexity and opportunity, since ESI carries with it such elements
as metadata and requisite data processing and management functions that do not exist with paper. In
addition, the collection and processing of ESI for discovery presents challenges (e.g. data corruption,
password protection, encryption, indexing issues, inadequate keyword search, poor OCR) that may
have importance either to the viability or accuracy of the ESI produced to the opposing side or to the
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ability to maintain provenance or chain of custody. Further, the escalating volumes of ESI typically
created, maintained and collected present challenges for consistency and accuracy in review.

This document addresses these challenges by:

— promoting common understanding of various concepts and terminology for electronic discovery;

— articulating objectives and risks inherent in the steps in the electronic discovery process;

— encouraging practical and cost-effective discovery by those tasked with managing ESI through the

p

—n

|
(milso]

— §
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The g
busin

Whil
covell
bere
persd

use of separate individuals or even teams forieach element of the electronic discovery proj

6 H

6.1

6.1.1

Each
folloy

a) an overview of the process element;

b) 9

rocess;

rojects (e.g. legal practitioners, services providers, independent experts, courts, a
arties engaged in the process);

lentifying competency areas for those involved in electronic discovery;

romoting the proactive use of technology to reduce costs and risks, wihile increasin
hroughout the discovery process;

ensitive ESI.

verriding goal is to help organizations meet their electrohic discovery goals (e.g. lega

ess objectives, regulatory requirements).

s aspects encountered in the majority of matters, it is not necessarily the case that
Huired or proportionate to every matter. Forexample, in small matters, it may well be
n manages and completes every aspect of,the project, whereas larger matters may

lectronic discovery requirements and guidance

Overview

Structure of materials describing the process elements

electronic discovery process element is addressed in a separate clause and each
ving:

bjectives for the process element;

ic discovery
d any other

v efficiencies

uggesting ways to avoid inadvertent disclosures of potentially privileged, conffidential, or

obligations,

e this document has been written with larger electronic discovery projects in mind, and therefore

hll steps will
that a single
warrant the
et

contains the

c)

OnsSiderations to avoid failures;

d) the requirements and guidance specific for the process element.

The order of the clauses in this document does not imply their importance or a particular sequence that
needs to be followed.

6.1.2

Cross-cutting aspects

Cross-cutting aspects are behaviours or activities that span multiple electronic discovery process
elements and need to be coordinated across the process elements.

— Planning. To be effective, most or all of the process elements need to be well planned from the
outset, with the specific objectives and conditions taken into consideration and with the resources
to be deployed readily available.

© ISO/IEC 2017 - All rights reserved
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Transparency. Implementation of the process elements often necessitates refinement and iteration
that have to be readily explained to interested parties. An effective process will be dependent on
transparency, as well as allowing for changes and for explanation later on.

Documentation. The process elements need to be well documented, both for the purpose of
defending the scope and activities of the process elements down the line if they are challenged, and
for the purpose of improving the effectiveness and consistency of future implementations of the
process elements.

Expertise. Certain kinds of specialized expertise and qualifications will be necessary for each

process element to do the workand to meetany operatlve standards. This expertise can be associated

with th
ofther

— Informgéd. An effective electronic discovery process is dependent on the pertinent legal and sy

ibject

matter gxperts being well informed as to the purposes to be served by the relevant process elenjents,

the releyant requirements (e.g. operative, matter-specific, process-specific, etc.),.and the land
of the E{I, as well as having an understanding of the subject matter, scope and timeframe that
to the sifuation in question.

— Adaptivie. Almost all electronic discovery projects begin in a state of {mperfect knowledge
requirements and definitions are not yet fully specified and the ESI*landscape is not yet
mapped| Adaptability is therefore an essential feature of an effective’electronic discovery prj
in generpl.

— Use of technology. The effectiveness of an electronic discdvery project can be dependent of
it avails|itself of the tools and methods appropriate to the/general approach taken in the v3
process elements; the specific tools and methods can vary from one approach to the other, but
approaches can benefit from the appropriate application of technology.

6.2 ESI identification

6.2.1 Overview of ESI identification

In this subclause, the objectives of ES] identification, the issues inherent in that process elemen
considerations to avoid failures are discussed.

ESI may nedd to be identified dnd’ preserved in an organization for a number of reasons, incl
reasonable anticipation of a lawsuit, receipt of a pre-litigation preservation request, a request to inH
a demand lefter, a cease and desist letter, a cure notice, or even a discussion with an opposing pa
its counsel. In some jurisdictions, courts, legislatures, or government regulators have developed

scape
apply

when
fully
Ccess

1 how
rious
most

F, and

iding
pect,
'ty or
rules

concerning Qow organizations identify ESI, particularly for purposes of civil and criminal proceedlings,

investigatioms and audits. As a result, it is advisable for organizations to understand when a duty

need) to preserveistriggered and any steps that may have been mandated or accepted as best pra
to identify and‘preserve relevant ESI in jurisdictions in which they do business.

(or
Ctices

ESI identification is the element in the electronic discovery process in which information that could be

potentially relevant to a matter is specifically located for potential preservation or collection.

6.2.2 Objectives for ESI identification

As defined in ISO/IEC 27050-1, ESI identification is the “element of an electronic discovery pr
focused on locating potential sources and the criteria for selecting potentially relevant electron

ocess
ically

stored information.” A primary objective of ESI identification often is to identify key departments,
individuals, custodians, and locations of ESI or ESI sources that could reasonably lead to the discovery
of potentially relevant information related to the subject matter in question. In order to undertake such

ESI identification, an organization needs to be able to:

— understand the nature of the subject matter in question;

4 © ISO/IEC 2017 - All rights re
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ISO/IEC 27050

identify individuals who may have or know relevant information;
know the potential ESI sources likely to contain such information;

identify potentially relevant information with a level of accuracy appropriate to the cir

-3:2017(E)

cumstances;

identify potentially relevant information within a timeframe that is consistent with the overall

electronic discovery objectives; and

accomplish the above tasks with a level of resource utilization that is proportionate to what is at

stake in the matter that has necessitated the effort.

Considerations to avoid failures

The grimary issues associated with ESI identification are the following:

Destruction of ESI by untimely delay. A delay in locating potentially relevant ESI cd
the inadvertent destruction of the ESI. Such inadvertent destruction could’occur if cus
rjot been properly advised to refrain from deleting ESI related to relevant subject mat
there is, by company policy, a routine deletion policy in place for certain data stores (|
retention cycle for email).

ncomplete or erroneous identification of ESI. An incomplete or erroneous ider
ustodians and sources can resultin delays or cost-overruns-and, in the context of legal
poal consequencesifalate production unreasonably hinders a case. Defensibility of ESIi
nay be questioned and, depending on jurisdiction, decumentation and quality contro
hay be scrutinized.

=0 0 0 -

The issues identified above can be managed via‘the implementation of a process that

Coord
ESI ig
ESI id

inated use of appropriate individuals, tools,"methods, and expertise in order to mee
entification objectives. More specifically,‘the issues can be managed by the impleme
entification process that adheres to the following principles:

Jrganized. Certain kinds of specialized expertise may be called for in ESI identificat
ubject matter experts or the IGEpersonnel who manage implicated ESI or those with k
uery systems to assess systemrelevance. A plan thatidentifies from the outset the kind
equired and contains interview templates and other tools to document the informa
an be very helpful. An.organization would be wise to identify a team of key people th
hvolved in discovery'\project management, including ESI identification. These individy
hclude corporate(légal counsel, outside counsel, ICT personnel, records managemer
ata custodians, human resources personnel, business leaders, and service provide
iscovery consitltants.

Q. QO == =5 .9 n oM™

lanned:. To be effective, an ESI identification process needs to be well planned frorx
Fith the specific objectives and conditions taken into consideration and with the res
eployed readily available. Being proactive and gathering timely information about cu

o <

feicting cuctamce can anahlo A gtz atian £0 sannt tho avnactatinne Aftho coyedbc

uld result in
todians have
ter, or when
e.g. a 90-day

itification of
pbroceedings,
Hentification
| procedures

makes well-
t the defined
htation of an

jon, whether
nowledge to
5 of expertise
tion learned
ht need to be
als typically
It personnel,
"s/electronic

n the outset,
ources to be
stodians and

CXTrotTrg oy oto o Coir C oot C o O g o 2ot o to e ottt T A p T oto o s o trc—touartoorr

d regulators.

An effective ESlidentification process is typically well informed by individuals with the appropriate
expertise who are aware of the requirements of identifying and collecting potentially responsive
ESI. A well-planned ESl identification makes provision for quality-control assessments that monitor
progress and completeness of the plan as it is being executed. An effective plan also provides
timelines and cost targets that can realistically be met and are appropriate to the matter.

Transparent. Implementation of ESI identification often necessitates refinement and iteration
that may have to be explained to interested parties. An effective process will be dependent on
transparency, as well as allowing for changes and for explanation later on. A transparent process
is one in which identified steps are clearly communicated and evidence of their execution as
described is documented. Since ESI identification can be iterative in that additional individuals and
new sources of potentially responsive information can be added as more is known, it is important
to document such changes as they occur. To that end, in order for the process to be transparent,

© ISO/IEC 2017 - All rights reserved 5
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tools that document processes and capture information during ESI identification (e.g. custodian
interview templates) are useful if explanation is required later.

Documented. As ESI identification proceeds, organizations need to be prepared to adequately
document the process to be able to show that reasonable steps were taken to identify potentially
responsive information. Such documentation is especially important considering that some
litigation can go on for years and still require a look-back at steps that were initially taken to identify
potentially responsive information.

6.2.4 Requirements for ESI identification

ESI identifigati ' T ' —Si ' ' imes the
universe of gotentially relevant hardcopy documents or ESI, missteps can result in significant preblems
later on. At best, additional collections can ensue, with additional collection, processing and réview|costs

and delays.
or ESI has bgen deleted, claims with potential legal consequences can result in some jurisdictions

n the context of legal proceedings, if key individuals or ESI sources have been '6verlgoked

The best way to avoid these problems is with a plan that includes the individuals, ESDsources, tools and

procedures that can be deployed if information in the enterprise needs to be identified.

The followinig are requirements for ESI identification.

a)

b)

d)

f)

g)

The ESI| identification coordinator shall be informed as to theZpurposes to be served bl the
identifidation effort and develop an understanding of the subject matter, scope and timeframe that
apply to|the situation in question.

The indjividuals responsible for identification of potentially relevant ESI shall, in advance of
executinjg ESI identification, develop a plan to guide the.identification effort.

The indjviduals executing the identification process shall be informed with regard to operative
require;L‘xents that govern ESI identification inchiding:

1) legal requirements,

2) matter-specific requirements,

3) progess-specific requirements;.and

4) the |andscape of ESI that may be within the scope of the matter.

ESI identification shall-‘be sufficiently transparent during its implementation to enablge the
individuals responsible for identification to assess its progress and make adjustments as warrgnted.

ESIidentificatiop-shall be supported by appropriate methods and metrics.

ESI identification shall be adapted, as needed, to changes in the requirements that gpvern
the identification effort and by any additional information obtained during the identifidqation
process,'sueh-as-additionefknevwledgeableeustedians,relevant ESlseureeseraspeetsefthe ESI

environment that may be pertinent (e.g. auto-delete functions).

The identification procedures implemented shall be documented to accurately reflect:
1) all procedures followed in the course of identification,
2) all significant decisions made during the identification process, and

3) any evaluations of the effectiveness of the identification process.

© ISO/IEC 2017 - All rights reserved
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6.2.5 Guidance for ESI identification

The following recommendations can be relevant for ESI identification.

a) An identification plan, including clear assignments and expectations, should be developed so
the process is repeatable and defensible. Even in the simplest cases, a plan can ensure that all
eventualities have been considered and accounted for in the plan.

b) Standard templates for interview questions and survey forms that can be used in multiple cases
should be developed and used.

c) If possible and prior to an actual electronic discovery event, create a list or inventory of systems,
jr possibly a data map to provide a centralized listing of what types of ESI the organization has

nd where it is stored (local computers, servers, cloud, back-up, external media, pertpble devices,
Home computers, intranets, extranets, etc.). Gain insight into the company’s application portfolio,
slystems, data flow and capabilities, understand how they map to busines§-units apd keep this
Knowledge current to identify potentially relevant ESI sources.

d) Litigation hold materials and processes should be reviewed and revised\(if needed) aftgr identifying
fotentially relevant ESI sources.

e) [Documentation should be created to confirm processes, toolsvand methodologies|used in the
ifentification process to demonstrate that the process was reasonable and defensible.

f) Status and progress reports regarding the identification process should be prpvided on a
regular basis.

g) (Quality control and validation plans should be<téeated throughout the identificatiop process to
ensure it is thorough and defensible.

6.3 |ESI preservation

6.3.1] Overview of ESI preservation

ESI preservation is the step in the electronic discovery process in which, after a triggering ¢vent, efforts

are made to keep secure from modification or destruction any information that can relate|to the scope

of a preservation obligation ¢r objective in a matter. This includes not only potentially relgvant ESI in a

party’s possession, but can also include information of a non-party.

In th¢ context of legal‘proceedings, standards for establishing if and when a preservation|obligation is

triggered vary depending on jurisdiction. There is no single standard that describes how to measure

the appropriateness of ESI preservation activities, or a party’s exposure or potential liability for failure
to fullfil their préservation duties.

6.3.2| Objectives for ESI preservation

The objective of ESI preservation is to make a reasonably complete and accurate assessment of the
electronic information that can be potentially relevant to the matter after a triggering event and take
the necessary steps to ensure such information is not modified, destroyed, or made inaccessible by
advertent or inadvertent activities of custodians or other parties, or by routine enterprise technology
processes. More specifically, the objectives of ESI preservation are the following:

to keep from modification or destruction electronic information that can potentially
scope of the matter implicated by a triggering event as it has been defined by counsel;

tokeep frommodification ordestruction electronicinformation such that, toanextentco

relate to the

mmensurate

with a reasonable good-faith effort, it includes all ESI that is in need of preservation and excludes

ESI not in need of preservation;

to preserve the information in a cost- and time-effective manner.
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6.3.3 Considerations to avoid failures

The issues inherent in ESI preservation include the possible failure to meet ESI preservation objectives
which can result in the loss or alteration of ESI that is potentially responsive. More specifically, the
issues are the following.

— Failure to recognize and respond to a triggering event. To ignore or be otherwise neglectful
regarding information that would indicate that a litigation or investigation is possible or likely and
thus take no steps to preserve potentially relevant information.

— Over-preservation. To define the universe of hardcopy documents or ESI requiring preservation
too broadly, resulting in an unn Ir mulation of ESI th 1d otherwi isposed of

reservation. To define the universe of hardcopy documents or ESI requiring preservation
too narrowly, either by under-inclusive subject matter scope, overlooking certain-ESI types or
locationp, or overlooking third-party ESI sources, resulting in deletion or modification of potentially
relevant ESI by custodians, third-parties or routine enterprise technology procedures.

— Untimely or insufficient notification of custodians or third parties. Toknow of such a triggering
event byt fail to adequately communicate and reiterate the ESI preservatien imperative through a
formally issued legal hold or other communication to implicated parties.

The possibiljty of modifying or deleting ESI is much greater than it is fer hardcopy documents for the
following regsons.

— ESI can pe easily deleted, either intentionally or as part ¢f an automated process, and either] with
or withqut the data custodian’s knowledge. Once deleted it requires additional cost and technical
effort to|retrieve it, which (in many cases) may not be‘possible.

— ESI can| be easily altered, again either intentionally or automatically. If it is likely that an
understanding of the precise content of an item*of ESI at a particular moment in time is reqyired,
then it ig important to take steps to preserve it as soon as possible to ensure that it is not altered.

— Metadatfa associated with each item of ESI can also be easily changed. Intact metadata can prpvide
significgnt efficiencies when filteringfor relevancy. It is also an essential piece of information when
the provenance or chain of custody.ef an item of ESI needs to be determined.

Once a deci$ion has been made,that a duty to preserve has been triggered, the scope of that| duty
needs to be pvaluated; decisipnis*as to scope can address time frames, custodians, subject mattejr and
responsive information bysource or system, category, or type. Considerations need to includ¢: the
facts upon which the triggering event is based and the subject matter of the triggering event; whlether
the ESI is relevant to that event; the expense and burden incurred in preserving the ESI; and what the
consequencgs of the(loss of the ESI might be. The development of an ESI preservation strategy is[not a
static event.|lt needs'to be reviewed to reflect changes, both internal and external, to the organizgtion.

The importance” of communication to appropriate parties to retain potentially responsive KSI is
paramount. This is most often affected by the issuance of a legal hold by counsel to known custodians,
records managers and ICT administrators, describing potentially relevant ESI and known ESI locations
where such information can reside. From a technical point of view, implementing legal holds can be
easy or difficult (and everything in between) depending on the nature of the sources and systems that
it is necessary to address.

The issues identified above can be managed via the implementation of an ESI preservation strategy
that makes well-coordinated use of communication methods, tools and expertise in order to meet ESI
preservation objectives. More specifically, the issues can be managed by the implementation of an ESI
preservation process that adheres to the following principles.

— Planned. An effective ESI preservation process is well planned from the outset, with the specific
objectives and conditions taken into consideration and with the resources to be deployed for the
effort well coordinated.
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Informed. An effective ESI preservation process is well informed, both by the pertinent legal and
subject-matter experts and by the appropriate ICT personnel with knowledge of the technology
environment.

Supported by technology. An effective ESI preservation process will avail itself of the tools and
methods appropriate to the general approach taken to affect the effort; the specific tools and
methods can vary from one ESI preservation effort to another, but all approaches can benefit from
the appropriate application of technology.

Transparent. ESI preservation imperatives require scope identification and communication efforts
that can change as more information about a potential matter becomes available. The process
for-en mo th notenti ele nt information is prese ed need o be readi Xplainedto
ency, as well
as allowing for modifications during the process and explanation at the completion of the process.

Adaptive. An ESI preservation process can be premised on the fact that the information available at
the outset of the matter will be imperfect and incomplete. An effective ESLpreservation process will
therefore expect the unexpected and be able to adapt to changes in direction, whether those changes
dome from outside factors (e.g. changes in the scope of a discoveryrequest) or from|information
that becomes available regarding other ESI sources (e.g. content that was not identified|at the outset
df the ESI preservation effort).

Documented. An effective ESI preservation effort will alsg-be’well documented for the purpose of
defending the activities taken to ensure safekeeping of ESI'if they are challenged.

ESI pfreservation is central to the electronic discovery process. Ensuring that ESI preseryation meets
its objectives of safekeeping without altering petentially responsive ESI with a reasonpble level of
complleteness and accuracy at a reasonable~eXpenditure of time and resources is ess¢ntial to the
succgssful conduct of electronic discovery, There are, of course, issues inherent in the fexecution of
an E§I preservation strategy, chief of which are under-preservation, over-preservation, and overruns
of time and cost. These issues can be-managed, however, if an ESI preservation strategy adheres to
the principles noted in this doeuiiment: planning, information gathering, technology, expertise,

trangparency, adaptability, and deeumentation.

The fpllowing are requirements for ESI preservation.

a)

b)

d)

The individuals responsible for the ESI preservation effort shall, in advance of execyting the ESI
dreservation effort,“develop a plan to guide preservation of potentially relevant ESI.
il
r

he individuals responsible for ESI preservation shall be informed with regard fo operative
equirements that govern ESI preservation including:

1) Jlégal requirements;

N S attar cnacific raoieamaantc.
D —matter-specificrequirement
3) process-specific requirements; and

4) the landscape of ESI that needs to be preserved.

The individuals responsible for ESI preservation shall ensure that notice is given to pertinent
individuals or all appropriate parts of the organization to preserve potentially relevant ESI; that
such notice is acknowledged, updated as appropriate, and reminders are issued periodically;
and that changes to the status of the implicated individuals or hardcopy documents and ESI (e.g.
custodian departures, system retirement) are appropriately addressed.

The individuals responsible for ESI preservation shall initiate the necessary directions to suspend
destruction of potentially relevant ESI or ESI sources.

© ISO/IEC 2017 - All rights reserved 9
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e) ESI preservation shall be conducted using tools or methods that are appropriate to the ESI to be
preserved and to the operative requirements that govern the matter and those tools or methods
shall be applied in a manner that enables them to have their intended effect. This can include
preservation by collection or instructions to preserve in place.

f) The individuals executing ESI preservation shall have the expertise needed to apply the chosen tools
or methods correctly and to conduct quality assurance on the results of the ESI preservation effort.

g) ESI preservation shall be sufficiently transparent during its implementation to enable the
individuals responsible for ESI preservation to assess its progress and make adjustments as
warranted.

h) ESI preservation shall be supported by appropriate methods and metrics.

i) The ESI preservation effort shall be adapted, as needed, to changes in the requirementsthat gpvern
the effort and changes in the hardcopy documents and ESI that is the domain of the colléction|

i) The ESI preservation effort, as implemented, shall be documented to accurately.réflect
1) all grocedures followed in the course of the ESI preservation effort;
2) all sfignificant decisions made during the effort; and

3) anylevaluations of the effectiveness of the effort.

6.3.5 Guidance for ESI preservation
The following recommendations can be relevant for ESI presetrvation.

a) The list| of ESI sources identified for preservationlin ESI identification should be reviewed to
determihe whether technical measures can be taken to preserve the ESI in place. Test technical
measurgs (if any) used to preserve ESI.

b) Relative|to hold/preservation notices, explicit acknowledgement from all data custodians or cqrtain
key cusfodians should be required. Repeat as necessary over time, for example, with “refresh”
memos |ssued regularly. Implement arrangements to ensure that ESI continues to be preserved
from loss or destruction even wher(custodians leave the organization.

c) Preservation notices associated with ESI sources or data custodians should be continually reviewed
by the ofganization and itswadvisors and releases issued at the earliest appropriate time.

d) Technicgl preservation'‘coantrols, such as the removal of access rights to delete ESI, should be tested
in advar|ce of implementation and at regular intervals while deployed. This will assist in verifying
the effe¢tiveness-of the controls throughout their use.

6.4 ESI callection

6.4.1 Overview of ESI collection

ESI collection is the element of the electronic discovery process in which a data set is created from
the hardcopy documents or ESI that have been preserved (see 6.3) pursuant to the organization’s
requirements; the collection data set is then made available for further processing (see 6.5) and
eventual review (see 6.6).

NOTE While there can be cases in which, for practical reasons, the collection effort is combined with the
preservation effort or even cases in which the collection effort is combined with both the identification effort
and the preservation effort, the objectives and issues of each task remain distinct and the requirements and
recommendations for meeting the objectives and managing the issues associated with each task (see 6.2.4, 6.3.4,
and 6.4.4) still apply.
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ESI collection is essentially a copying exercise, in which copies of the ESI are obtained and included in a
data set that will then be passed on to downstream ESI processing and ESI review. There is a wide range
of tools and methods that can be used for ESI collection, from those that can enable the recovery of ESI
that a user has deleted to those involving a simple user-created export of the ESI. The specific tools and
methods appropriate in any given instance will vary with the nature of the device from which the ESI
is being collected (e.g. a desktop computer vs. a smart phone), with the nature of the ESI being collected
(e.g. email vs. a microblog post), with the nature of the matter that is the reason for ESI collection (e.g.
criminal vs. civil), and with the jurisdiction in which the litigation or investigation is conducted.

The objectives, issues, and mitigation principles discussed in 6.4 are, however, applicable to all
approaches to ESI collection.

6.4.2| Objectives for ESI collection

The gbjective of ESI collection is to create a set of accurate and complete copies,of‘all the ESI that is
to be|delivered to downstream ESI processing and ESI review and to do so within the time and cost
consfraints set for this element of the project. More specifically, the objectives of ESI coll¢ction are as
follows:

— tp assemble a collection data set of copies of all the preserved hardé¢opy documents and ESI which
are in need of processing and review;

b assemble the collection data set such that it includes.alhhardcopy documents anfd ESI within
he scope of ESI processing and ESI review and excludesESI not in scope of ESI proceqsing and ESI
eview. The criteria that define what is and is not to be included in the collection dataset will vary
Fom one matter to another;

- = ct

-

b assemble the collection data set in a manneithat ensures that the hardcopy documlents and ESI
contains are accurate and complete copies\of the original ESI with respect to both|content and
hetadata. The criteria for what counts as.fa¢¢urate” and “complete” will vary from matfer to matter;

—

tp assemble the collection data set in;a’manner that ensures that the hardcopy documents and ESI
it contains are in a format suitable for the tools and methods to be employed in dowjnstream ESI
fdrocessing and ESI review;

—

b accomplish the above objectives at a level of accuracy commensurate with a reaspnable good-
hith effort;

—

— tp accomplish the above objectives within the cost and time constraints set for this element of the
lectronic discoyery exercise.

(0]

6.4.3| Considerations to avoid failures

Whil¢ the ebjectives of ESI collection are reasonably clear, there are a number of issue§ inherent in
any dffort_fo meet those objectives, and those issues need to be addressed if ESI collecftion is to be
succgssfully executed. More specifically, the issues are the following:

— Under-collection. The failure to include ESI in the collection data set that in fact meets the criteria
for inclusion in the set for ESI processing and ESI review.

— Over-collection. The failure to exclude ESI from the collection data set that does not meet the
criteria for inclusion in the set for ESI processing and ESI review.

— Incomplete files. The failure to capture either all of the content or all of the required metadata
associated with target ESI.

— File alteration. The alteration, in the course of the ESI collection process, of either the content or
the metadata values associated with a target file.

— Incorrect format. The failure to collect a file in a format suitable for downstream tools and methods
or convert to a suitable format (e.g. to address new or obsolete technology or software).
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Time overrun. Failure to complete ESI collection within timelines set for the task.

Cost overrun. Failure to complete ESI collection within the budget set for the task.

For a producing party, a failure to manage the issues inherent in ESI collection can have serious
consequences, both in terms of costs (due to over-collection or the need to remediate instances of
incomplete files, file alteration, or incorrect format) and in terms of adverse rulings from a court or
regulator due to under-collection or to collection (and eventual production) of incomplete or altered ESI.

The issues identified above can be managed via the implementation of a process for carrying out
ESI collection that makes well-coordinated use of appropriate tools, methods and expertise. More

specifically, the issues can be managed by the implementation of an ESI collection process that ad

12

heres

Planned. Ifitis to be successful, an ESI collection effort needs to be well planned (whereappropriate,
in consulltation with the receiving party). ESI collection involves several steps:

— gatljering requirements as to what ESI is within the scope of ESI collection-afid in what fgrmat
itis[to be collected;

— undprstanding the ESI landscape that is the domain of ESI collection (where the ESI refides,
level of accessibility, in what format, etc.);

— deciding upon the ESI collection tools and methods that will bé-appropriate in the circumstance
and|then applying them;

— credting cost and duration estimates for collecting theESI;

— conﬂucting quality control throughout the process and quality assurance on the end result.
Each of these steps needs to be well planned individually and well coordinated collectively, if
this|element of electronic discovery is to pro¢éed efficiently and effectively. A comprehensive
plan] is the foundation of a successful ESI colection effort.

Supported by technology. There is a wide raige of tools and methods available for use in condycting
an ESI c¢llection effort, but not all tools and methods will be suitable in every circumstance. A key to
a succespful effort is therefore the selection of tools and methods that are appropriate to the specific
circumskances at hand, and that méans the selection of tools and methods that are suitable o the
objectivgs, conditions, and standards in any given instance.

Informe¢d. The challenges pased by the ESI collection will be met only if the appropriate kirnds of
expertide are drawn upon_in the course of the effort. More specifically, two kinds of expertige are
required to ensure a suceessful ESI collection effort:

— expertise inthé€application of the tools and methods that have been chosen for ESI collection;

— expertise in the quality assurance of the results of applying those tools and methods.

: ption,
incorrect format tlme overrun, cost overrun) are to be managed effectively, a sound quallty control
and assurance regimen is necessary. An essential element of a sound quality control and assurance
regimen is measurement: an assessment of the effectiveness of the ESI collection process will be
on more solid footing if it is informed by quantitative gauges of the extent to which the issues have
been avoided. The specific metrics, and the methods used to obtain their values (or estimates of
their values), will vary both with the specific risk gauged and with the specific circumstances of the
matter that is the reason for the ESI collection effort.

Adaptive. Almost all electronic discovery projects begin in a state of imperfect knowledge;
requirements and definitions are not yet fully specified and the ESI landscape is not yet fully
mapped. Changes in course during ESI collection can be necessitated either by changes in the
understanding of the operative requirements or by changes in the hardcopy documents and ESI
that is the domain for the ESI collection. Changes in requirements can be of either the scope or the
process variety. Changes in scope are necessitated when the criteria for what to include in the ESI
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collection prepared for downstream ESI processing and ESI review are broadened or narrowed;
changes in process are necessitated when the needs of either the organization from which the ESI is
being collected or of the larger electronic discovery process dictate a change in procedures. Changes
in the hardcopy documents and ESI will occur when new ESI sources (custodians, devices, media,
etc.) are added to the domain of ESI collection. An effective ESI collection process has the capability
of responding briskly to such changes in course.

Transparent. There will be occasions when individuals (whether on the team engaged in the
electronic discovery effort or outside of the electronic discovery effort) will have questions as to
what was done to arrive at the set of ESI collected for ESI processing and ESI review. A sound ESI
collection effort is prepared to answer such questions.

Documented. In order to support transparency, the ESI collection effort nee€dq to be well
documented. A well-documented ESI collection effort is one in which a complete record is kept:

—+ ofall procedures followed in the course of ESI collection, including salient’artefactis used in the
execution of those procedures;

—+ ofall significant decisions made during ESI collection, including the.reasons for th¢se decisions
and any follow-up analysis of the consequences of those decisions;

—+ of any evaluations (whether statistical or otherwise) of the.effectiveness of the HSI collection
effort, both in the course of ESI collection and at the conclusion of the effort.

jarY

n ESI collection effort that retains such a record of its degisions and actions will be wdll positioned
b answer any salient questions that are asked aboutthe effort and, thus, support defensibility and
fdrovenance or chain of custody.

—

ESI cpllection is a key element in electronie discovery, as its results (the collected ESI),|and only its
results, feed the downstream elements of ESI processing, ESI review, and ESI production. Inherent in an
ESI copllection effort, however, are certai¥issues that, unless properly managed, can prevént the effort
fromirealizing its objectives; chief among these issues are over- or under-collection, incomplete, altered,

or ingorrectly formatted files, and, time and cost overruns.

The fpllowing are requirements-for ESI collection.

a)

b)

d)

The individuals responsible for ESI collection shall, in advance of executing ESI collection, develop
plan to guide ESI cpllection (where appropriate, in consultation with the receiving party).

jo5)

The individuals' responsible for ESI collection shall be informed with regard fo operative
requiremenits-that govern ESI collection including:

1) legalrequirements,

)\Jmatter-specific requirements,

3) process-specific requirements, and
4) the landscape of ESI within the scope of ESI collection.

ESI collection shall be conducted using tools or methods that are appropriate to the ESI to be
collected and to the operative requirements that govern the matter and those tools or methods
shall be applied in a manner that enables them to have their intended effect.

The individuals conducting ESI collection shall have the expertise needed to apply the chosen ESI
collection tools or methods correctly and to conduct quality assurance on the results of the ESI
collection effort.

ESI collection shall be sufficiently transparent during its implementation to enable the individuals
responsible for ESI collection to assess its progress and make adjustments as warranted.
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f) ESI collection shall be supported by appropriate methods and metrics.

g) ESI collection shall be adapted, as needed, to changes in the requirements that govern the ESI
collection effort and changes in the hardcopy documents and ESI that is the domain of ESI collection.

h) ESI collection procedures implemented shall be documented to accurately reflect:
1) all procedures followed in the course of ESI collection,
2) all significant decisions made during ESI collection, and

3) any evaluations of the effectiveness of ESI collection.

6.4.5 Guidance for ESI collection
The following recommendations can be relevant for ESI collection.

a) The party conducting ESI collection should take steps to ensure that the ESI collection procgss is
minimally disruptive to the regular activities of the individuals and organizatiens from whomn the
ESI is bding collected.

b) The party conducting ESI collection should, in consultation with the individuals and organizgtions
from whom ESI is to be collected and their legal advisors, address any data protection, privacy, or
security] concerns raised by those from whom ESI is to be collected:

c) The party conducting ESI collection should provide the indjviduals and organizations from whom
the ESI |s being collected with a clear plan and schedulefof the relevant ESI collection stepf and
should, fo the extent reasonably possible, adhere to the ESI'collection plan and schedule.

d) The party conducting ESI collection should, when déepdrtures from the initial ESI collection plan or
schedulg¢ prove to be necessary, notify any indiyviduials, from whom ESI is to be collected and who
are affe¢ted by the change, both of the departure’and of the revised plan and schedule.

e) The party conducting ESI collection should\kéep all relevant parties apprised of the progress pf the
ESI colldction effort and of any unanticipated obstacles or challenges.

f) The party conducting ESI collection-should staff the ESI collection team with individuals capaple of
meeting|the objectives of the ESI'collection effort in the most time- and cost-efficient manner.

g) The party conducting ESI cellection should select tools and methods that meet the objectives pf the
ESI colldction effort in the most time- and cost-efficient manner.

6.5 ESI processing

6.5.1 Overview of ESI processing

Once collectpd\from source locations, ESI may need to be processed in accordance with agreed|upon
filtering and culling parameters to meet the requirements of a matter. In ESI processing, the use of
various filtering techniques is designed to provide the most accurate and relevant yield of ESI that
can be potentially responsive. Essentially, ESI processing, through the use of filtering and culling
techniques, allows for the reduction of data volumes and any required re-formatting or file conversion
prior to conducting ESI review. The status of processing, preservation of metadata, as well as logging
file inventories, are essential.

ESI can arrive at the ESI processing stage in various formats which then need to be restored before
subsequent work can be done (tapes, backups, etc.); individual files and email may need to be extracted
from container files (PST, NSF, zip, rar, etc.); and certain types of ESI may need to be converted to
facilitate further processing (legacy email formats; legacy file formats). During these ESI processing
stages, individual items are catalogued and their associated metadata is captured.
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Rarely is it necessary to review all items that are collected for ESI processing. A number of ESI reduction
opportunities are usually available. ESI processing is further broken into four main sub-processes,
namely assessment, preparation, selection and output.

6.5.2

Assessment can allow for a determination that certain ESI need not move forward.

Preparation involves performing activities against the ESI which will later allow for s
level selection to occur (extraction, indexing, hashing, etc.).

pecific item-

Selection involves de-duplication, searching, and analytical methods for choosing specific items

which will be moved forward.

utput allows for transport of reviewable items to the subsequent elements oft}
iscovery process.

Qo

Objectives for ESI processing

e electronic

The key objective of ESI processing is to prepare ESI for ESI review. The\ ESI preparation process

inclu
procq
contdnt.

6.5.3

The grimary issues associated with ESI processing include:

© ISO/IEC 2017 - All rights reserved

les the identification of filtering parameters that can aid in the reduction of ESI. Inh
ss are controls to ensure proper ESI handling in order to prevent unintentional mg

Considerations to avoid failures

Ipaccurate or incorrect assessment. It is essefitial to understand what the goals 4
dutcomes for ESI processing are as they are alignéd to the requirements of the matter
HSI processing strategy and approach that align'to the type of ESI required for ESI revig
amethod of ESI review, is a critical first stép.

echnology capabilities. Understanding how available technologies can be used
he effectiveness of those technolagiés, contributes to the strategic approach to hoy
rocessed. Often it is necessary te understand the specific algorithms used to process
b document and defend the filtering results.

(mllsolEail|

Jata preparation. Priorto-ESI processing, data needs to be prepared. Depending on t
h which the data is stored, different techniques may need to be considered to ensur
xtraction. During préparation of the ESI, attention needs to be given to file conversion
vent that certajn'‘files are not compatible with ESI processing utilities.

D O = =~

nsure theproper handling of ESI. These measures can serve to prevent inadvertent mi
nodification. Quality control measures need to enable the consistent and persistent i
f issties associated with ESI processing that can include:

o 5 O 0O

erent in this
dification of

nd expected
Devising an
bw, as well as

, as well as
v ESI can be
Hata in order

he container
e the proper
needs in the

Juality control. As ESI is processed, quality control measures need to be employed in order to

shandling or
dentification

A antaciityy
aTIICCETICY,

accessibility/passwords,

corruption, and

file type variations and respective handling needs based on ESI complexity or type.

A key output of the quality control process can be a set of reports that identify ESI volumes prior
to ESI processing, as well as post processing yields. In addition to these quantified metrics, reports
can also support the error handling or exceptions that were encountered during ESI processing.
Quality control measures also can serve to deliver statistics relating to filtering and ESI reduction
to help with considerations associated with ESI review resources needed, as well as associated
costs and timing.
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ESI inventory management. Related to quality control, maintaining an inventory of the ESI as
it proceeds through processing transformations assist with supporting process integrity and
justifications for any process variation. These inventories essentially need to detail aspects related
to the ESI condition prior to ESI processing, as well as after ESI processing.

ESI processing approach and strategy. The individuals responsible for ESI processing need to
understand aspects relating to filtering techniques such as deduplication or near deduplication
prior to beginning processing ESI. The team also needs to be aware of varying techniques that can
be available to reduce the ESI prior to applying keyword sets. These techniques can include file type
filters, keyword variation approaches and possibly concept categorization.

The issues identified abg i i j well-
coordinated|use of approprlate 1nd1v1duals tools methods and expertlse in order to meet the de fined
ESI processipg objectives. More specifically, the issues can be managed by the implementation ¢f ESI

processing

6.5.4 Reqpirements for ESI processing

efforts that adhere to the following principles.

Planned. An effective ESI processing is well planned from the outset, with the spécific obje¢tives
and conflitions taken into consideration and with the resources to be deployéd readily available.
Leveragng the work performed in ESI processing to inform processing requirements is essgntial.
Typically, the processing instructions are initially developed within ESI identification. An effective
ESI prodessing needs well-informed individuals with the appropriate éxpertise to understarnd the
requirements set forth in ESI identification and are able to apply(those requirements using the
prescribjed processes and technologies available.

Transparent. Implementation of ESI processing will often,réquire refinement and iteration that
have to|be readily explained to interested parties. Similai‘to earlier elements of the elecfronic
discovery process such as identification, the filtering pré¢esses and the respective yields may|need
to undergo a series of iterative attempts (possibly leveraging ESI analysis) to define and refinje the
most acdurate data sets. An effective process will be’dependent on transparency, as well as allqwing
for chaniges and for defensible explanation later.o1y

Documé¢nted. ESI processing needs to be well*documented, both for the purpose of defending the
scope of|identified information down the lineif it is challenged, and for the purpose of improving the
effectivgness and consistency of future ESI processing routines. The procedural steps, as well as the
filteringlaspects applied, need to beidocumented at each step during the ESI processing efforts.

ESI processing carries significant importance. It serves to leverage technology, as well as stratdgy to
narrow the 4cope of potentially responsive content. ESI processing is typically an iterative proces that
can involve the refinement. of filtering parameters throughout the course of the matter. In additjon to
the handling and filtering techniques used in processing ESI, meticulous attention needs to be paid to
recordkeeping andlogging of data as it is transformed via these filtering techniques. In the evenf that
ESI needs tq be reprocessed due to the addition of new custodians or data sets, historical refefence

needs to be|available based on prior applied filtering steps. It is for this reason that quality cgntrol
methods hee H to }\n nmn]nvnr‘ fto-ensure }\nﬂf\ fhn cfonr‘avr‘]lvafunn and defencihilityu nF cfopc aken

...................................

throughout ESI processing. The ESI processing team can continue to return to the plan periodically
throughout ESI processing to avoid inadvertent or overlooked processing instructions devised prior to
ESI processing.

The following are requirements for ESI processing.

a)

b)

16

The individuals responsible for ESI processing shall, in advance of executing ESI processing,
develop a plan to guide the ESI processing effort.

The individuals responsible for ESI processing shall be informed with regard to operative
requirements that govern ESI processing including:

1) legal requirements,
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2) matter-specific requirements,
3) process-specific requirements, and
4) the landscape of ESI within the scope of ESI processing.

c) ESI processing shall be conducted using tools or methods that are appropriate to the ESI to be
processed and to the operative requirements that govern the matter and those tools or methods
shall be applied in a manner that enables them to have their intended effect.

d) The individuals conducting ESI processing shall have the expertise needed to apply the chosen ESI
processing tools or methods correctly and to conduct quality assurance on the results of the ESI
grocessing effort.

e) HSI processing shall be conducted in a manner that ensures that sensitive ESI\is prfotected (e.g.
Using encryption, access controls, etc.) while it is in transit, at rest, or in use.

f) BSI processing shall be sufficiently transparent during its implementationite’enable the individuals
responsible for ESI processing to assess its progress and make adjustments as warranged.

g) HSI processing shall be supported by appropriate methods and metrics.

h) HSI processing shall be adapted, as needed, to changes in\the requirements thaf govern ESI
drocessing and to changes in the hardcopy documents and&St'that are to be processed.

i) The procedures implemented for ESI processing shall bé documented to accurately reflect:

Juny

) all procedures followed in the course of ESI processing,

DD

) all significant decisions made during ESI precessing, and

(O8]

) any evaluations of the effectiveness ef\the ESI processing effort.

6.5.5| Guidance for ESI processing
The fpllowing recommendations can‘be relevant for ESI processing.

a) HSI processing tools should:be tested for the data types in use in a specific electrorjic discovery
droject in advance of being deployed on the full data set. This may be testing condficted by the
hanufacturer of the toeols, with results published, or testing completed by the user of the tools.

=

<

b) Where tools or data reduction techniques are proposed which are new to a jurisdiction (such as
dredictive coding), consideration should be given to undertaking additional discussipns with the

equestinggparty to gain agreement on the use of any such tools or methods.

—

6.6 |ESITeview

6.6.1 Overview of ESI review

ESI review is the step in the electronic discovery process in which each of the hardcopy documents or
ESI that have been collected and processed is assessed as to whether or not it meets the criteria for
being included in the actual production.

ESI review is essentially a screening exercise, in which hardcopy documents or ESI that meet the
production criteria are separated from those that do not. ESI review may be conducted in one or
more stages.

Managing families of documents, especially when duplicate documents are contained within other
unique families of documents, can require special consideration and attention.

There is a wide range of approaches to conducting an ESI review, from the long-practiced linear manual
review to more recent approaches making extensive use of advanced information retrieval tools and
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methods. The objectives, issues and mitigation principles discussed in 6.6 are, however, applicable to all
approaches.

6.6.2 Objectives for ESI review

The objectives of an ESI review are fairly straightforward: to make a reasonably complete and accurate
identification both of the set of responsive hardcopy documents or ESI within the collection data set
and of the set of special-treatment hardcopy documents or ESI within the responsive set (e.g. those that
are privileged or subject to data protection/privacy) and to do so in a time- and cost-effective manner.
More specifically, the objectives of an ESI review are the following.

— Within ghresetof tottectedtrardcopy documents or £S5t desigmate as Tesponsive att,amd oy, those
that are|within the scope of the governing criteria.

— Within the set of hardcopy documents or ESI designated as responsive, designate (for special
treatmeptall, and only, those that will require special handling prior to ESI production{withhqlding
on grounds of privilege, etc.).

— Accomplish the above tasks with a level of accuracy commensurate with areasonable goodHfaith
effort.

— Accomplish the above tasks within timelines agreed upon with the-tequesting party or coyrt or
otherwipe specified by the project parameters.

— Accomplish the above tasks with a level of resource utilizationjthat is proportionate to what is at
stake injthe matter that has necessitated the ESI review.

6.6.3 Considerations to avoid failures
The issues intherent in ESI review are the following:

— Over-dgsignation. To designate as responSive (or as requiring special treatment) hardcopy
documenpts or ESI that are not actually within the scope of the governing criteria (or that do not
actually|meet the criteria for hardcopy documents or ESI requiring special treatment).

— Under-designation. To fail to designate as responsive (or as requiring special treatment) hardlcopy
documents or ESI that are actually within the scope of the criteria (or that do actually me¢t the
criteria for hardcopy documents or ESI requiring special treatment).

— Time oyerrun. To fail to Complete ESI review within the timelines agreed upon with the requgsting
party orjthe court or ptherwise specified by the project parameters.

— Cost overrun. Tofail to complete ESI review at a level of resource utilization that is proportipnate
to what |s at stake/in the matter that has necessitated ESI review.

The issues iflentified above can be managed via the implementation of a process for conducting ESI
review that maKes well-coordinated use of appropriate tools, methods, and expertise in arder tolmeet
the objectives of ESI review. More specifically, the issues can be managed by the implementation of an
ESI review process that adheres to the following eight principles.

— Planned. A document review is a complex exercise, requiring coordination of several components,
from the legal and subject-matter experts who inform the definition of responsiveness, to the tools
that will be used in the review and the experts who will utilize them, to the quality control methods
that will be employed to validate the results of the review. Planning is therefore essential in order
to ensure that each component is able to contribute its maximum value to the ESI review effort.

— Informed. Every document review takes place in its own unique context: the specific issues and
strategy, the pertinent subject matter, the ESI landscape and the linguistic usage of the communities
thatgenerated the collection data set will all vary from one review to the next. In order to be effective,
a document review needs to be tailored to the specific circumstances in which it is conducted,
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and that means it needs to be well informed about those circumstances. Information needs to be
gathered from two sources:

— from individuals with knowledge and expertise to contribute to ESI review (the top-down
track), and

— from the hardcopy documents or ESI in the review collection data set itself (the bottom-up
track).

The two sources each provide unique kinds of information and both need to be utilized if those
conducting the ESI review are going to succeed in identifying the responsive material that resides

in the collection data set.

upported by technology. Any ESI review, regardless of specific approach, wilkha
kelihood of success if it makes appropriate use of available technologies. Technolog
an come in the form simply of an ESI review platform that facilitates the execution
ontrol of a manual ESI review process or of more advanced information retriéval techr
b identify responsive hardcopy documents or ESI. Key to the effective usé-of technolo

oo o =W

- that tools be selected that are appropriate to the overall approachtaken to ESI rey

that the tools be used in a manner that enables them to havetheir intended effect.

upportedbyscientificexpertise.An ESIreview,regardlessofaspecificapproach,is ful
n information retrieval exercise; an effective ESI review.will therefore draw upon, as

ve a greater
ical support
and quality
ologies used
by 1S

iew; and

jndamentally
appropriate,

the kinds of expertise that are brought to bear in information retrieval science (computer science,

sftatistics, linguistics, etc.).

ransparent. In the case of an ESI review process, transparency means that the proc

ditable, whether by a party engaged in the'process or by a third party, and that the li
he cause and effect throughout the process are readily viewed and understood. In a
Sl review process, it can be possible, if given the final assessment assigned to any doc
eview set, to identify the specific reasons that led to that document receiving that ass

—

H
I

Measured. The effectiveness of@an ESI review can be readily quantified by metrics re
ih information retrieval science (e.g. recall and precision). An effective ESI review can
the course of the exercise,take direction from statistically sound measures of effectiv
he conclusion of ESI revieiv, be validated (at least in part) by sound empirical measur¢

—

ldaptive. An ESI réview process can be premised on the fact that the information av
utset of ESI reviewwill be imperfect and incomplete. An effective ESI review process v
xpect the unexpected and be able to adapt to changes in direction, whether those cl

A
0
e
f
(p.g. contentthat was not expected at the outset of ESI review).
I

Jocumented. An effective ESI review will also be well-documented for the purposes ¢

bss is readily
nks between
transparent
ument in the
essment.

gularly used
therefore, in
eness and, at
S,

hilable at the
/ill therefore
hanges come

Fom outside factors (e.g. changes in the scope of a discovery request) or from ESI collection itself

— improving the EStreview s effectiveness and consiStency;

— improving the repeatability of the ESI review process in future implementations; and

— defending the results of ESI review if they are challenged.
A well-documented ESI review is one in which a complete record is kept of:

all procedures followed in the course of ESI review, including salient artefacts
execution of those procedures;

all significant decisions made during ESI review; and

course of ESI review and at the conclusion of ESI review.
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6.6.4 Requirements for ESI review

ESI review is central to the electronic discovery process. Ensuring that ESI review meets its objectives
of identifying responsive (and special-treatment) hardcopy documents or ESI with a reasonable level
of completeness and accuracy and at a reasonable expenditure of time and resources is essential to
the successful conduct of electronic discovery. There are, of course, issues inherent in the execution of
a document review, chief of which are under-designation, over-designation and overruns of time and
cost. These issues can be managed, however, if a document review is treated as the complex information
retrieval exercise that it is and, more specifically, if a document review adheres to the eight principles
noted in this document: planning, information gathering, technology, expertise, transparency,
measurement, adaptability and documentation.

The followir]g are requirements for ESI review.

a) The individuals responsible for ESI review shall, in advance of executing ESI review, dévelop 4 plan
to guide|the ESI review effort.

b) ESIreview shall be conducted using reasonably accurate information with regatd to the operative
definitiqns of the categories of information to be identified in ESI review.

c) ESIrevigw shall be conducted using tools or methods that are appropriate’to the overall approach
to ESI r¢view and those tools or methods shall be applied in a mannerthat enables them to| have
their intended effect.

d) Theindiyiduals conducting ESI review shall have the expertise needed to apply the chosen ESI r¢view
tools or methods correctly and to conduct quality assurance On the results of the ESI review effprt.

e) ESI revipw shall be sufficiently transparent during its‘implementation to enable the individuals
responsjble for ESI review to assess its progress and make adjustments as warranted.

f) ESIrevi¢w shall be supported by appropriate methods and metrics.

g) ESI revipw shall be adaptable to changes, either in the requirements that govern the ESI re¢view
effort o1l changes in the hardcopy documents and ESI that are the domain of ESI review.

h) The ESIfeview procedures implemented shall be documented to accurately reflect
1) all grocedures followed in the ESI review,
2) all sfignificant decisions.thade during the ESI review, and

3) anylevaluations of the effectiveness of the ESI review.

6.6.5 Guidance for-ESI review

The following recommendations can be relevant for ESI review.
a) While W@ether

all of the ESI in the processed set requires review or whether further culling or advanced search
techniques can be applied to reduce the volume of ESI to be reviewed.

b) While planning ESI review, the individuals responsible for ESI review should consider various
different approaches to conducting ESI review, including the use of manual review, the use of
technology-assisted review and the use of combination methods which use both human review and
automated tools to accomplish the ESI review objectives.

c¢) While planning ESI review, the individuals responsible for ESI review should canvas the availability
of the various technologies for technology-assisted review, bearing in mind that each tool will have
its own strengths and weaknesses.

d) While planning ESI review, the individuals responsible for ESI review should consider the optimal
size and composition of the ESI review team, taking into account the need for consistent results,
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specific expertise required, the complexity of the issues and time and budget constraints for the
completion of ESI review.

During ESI review, the individuals responsible for ESI review should facilitate open and ongoing
dialogue among the individuals conducting ESI review and between the individuals responsible for
ESI review and the individuals conducting ESI review to ensure that problems are identified and
resolved at the earliest opportunity and the learning is shared with all individuals involved in ESI
review. This communication can improve consistency in results and the morale of the individuals
conducting ESI review during a lengthy ESI review project.

The individuals conducting ESI review should be provided with written documentation outlining
the-—guideline a cegorizing the eference guide his eview, nlan Orprotocol
the context
df the project, such as relevant, privileged, confidential or private, a timeline of kpy events to
dssist with recognizing relevant ESI, a list of individuals likely to be associated with privileged
dommunications, or any instructions that should be referenced regularly to assist with ESI review
decision-making. This ESI review plan or protocol should be amended andtedistributed to adapt to
dhanges in the requirements and previous learning from ongoing dialoguie with thos¢ conducting
HSI review.

ESI analysis

pbjective of ESI analysis is to take a deeper look-at a document, for example, to determine its

provénance. Structured data, such as accounting systémis, can also be analysed to generatelinsights into

specific transactions or patterns of transactions.

As electronic discovery tools and processes haye matured, sophisticated analytics methodls have been
put t¢ use in aid of more and more of the pregess elements of discovery. Initially, the focus was on the
analysis of the collected ESI to make it easier to cull documents and provide increased productivity
during ESI review step. More recently, alltypes of analytics (described in 6.7) are being usef to increase

prodiictivity through the whole process.

6.7.2| Objectives for ESI analysis

The

dbjective of ESI analysis-is to utilize data analytics in order assist all process elements|of electronic

discovery (ESI identification, ESI preservation, ESI collection, ESI processing, ESI review and ESI

prodiiction) in meeting-their objectives.

P

h supportof ESI identification. To utilize data analytics in order to assist in the identification of
HSI sources containing information potentially relevant to the operative requests for groduction.

P

h support of ESI preservation. To utilize data analytics in order to assist in the develppment of an
S[preservation plan that is appropriate to the landscape of potentially in-scope ESI and to ensure
at the plan, once developed, 1s properly executed.

wul

(=

In support of ESI collection. To utilize data analytics in order to ensure that the collection team
has the empirical information it needs both to meet its objectives and to know that it has met its
objectives.

In support of ESI processing. To utilize data analytics in order to inform the process of preparing
the collection data set for ESI review (including any data reduction steps taken as part of that
preparation) and to validate the results of that process).

In support of ESI review. To utilize analysis or data analytics in order to assist the ESI review
team both in meeting its objectives effectively and efficiently and in validating that it has met its
objectives.
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— In support of ESI production. To utilize data analytics in order to ensure that the ESI to be
delivered to the recipient of production is in a format and condition consistent with agreed-upon
requirements.

6.7.3 Considerations to avoid failures

The issue inherent in ESI analysis is a failure to provide the empirical information each of the process
elements of discovery needs in order to meet its objectives.

— Failure to match tools and methods to data conditions. Without the information provided by
data analysis, the electronic discovery team potentially adopts tools and methods that are not

appropriateto threactuat EStthatare the dommaimof discovery:

— Failure Lo realize full capabilities of tools and methods. Without the information previd

data and
manner

methods.

— Failure
analysis|
operatiy
identifie
betweel]

— Failure

the disc
element

lysis, the discovery team potentially fails to utilize any selected tools and methods
they are intended to be used and thus, failing to realize the full potential of those tool

to identify and understand in-scope ESI. Without the information provided by
the discovery team potentially fails to identify sources of ESI potentially responsive

e discovery requests, as well as potentially responsive ESI within such sources as have

d. This failure can also diminish the review team’s ability to understand the relation
different sources of ESI.

to identify and remediate errors. Without the information provided by data and
bvery team potentially fails to detect errors made\in the execution of any of the va
5 of the electronic discovery process and thus failing to remediate those errors.

— Inabilit

y to defend processes. Without the informiation provided by data analysis, the disc

team pdtentially fails to obtain sound empirical §Support of the validity of its results and th
challenged, failing to be able to make an adequate defence of its process and results.

— Ineffici¢nt use of time and resources. Without the information provided by data analysi
discovelly team potentially adopts tools and methods that are not optimized to the actug

landsca

— Failure
through
docume

The issues id

e to be covered and thus, incurring inefficiencies in the use of time and resources.

to authenticate documerits of interest. Without the information which may be g
the analysis of individual documents (where required to determine provenance,
hts whose provenance has been questioned may remain unauthenticated.

entified above'can be mitigated by:

— Planne

. Data analysis can be a complex exercise and needs to be adequately planned. For an

whose opjective'is'to determine the provenance of a document, adequate consideration needs
given to[the gbjectives of the analysis and how the output of the analysis might be used (for exa|

inaleg

setting).

ed by
n the
s and

data
o the
been
ships

lysis,
rious

bvery
us, if

5, the
11 ESI

hined
etc.),

hlysis
to be

mple,

— Documented. ESI analysis can be invoked in conjunction with the other electronic discovery
process elements, so it is critical to document the reason for analysis, the findings and outcomes,
the use of technology, etc. The detail level of documentation can vary significantly and is typically
driven by the need to support decisions made as a result of the analysis.

6.7.4 Requirements for ESI analysis

The following are requirements for ESI analysis.

a) The individuals responsible for ESI analysis shall, in advance of executing an ESI analysis task,

develop

22

a plan to guide the conduct of the task.
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