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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.
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Introduction

This document provides an overview of electronic discovery and describes related terminology,
concepts, and processes that are intended to be leveraged by other parts of the ISO/IEC 27050 series.

Electronic discovery often serves as a driver for investigations as well as evidence acquisition and
handling activities (covered in ISO/IEC 27037). In addition, the sensitivity and criticality of the data
sometimes necessitate protections like storage security to guard against data breaches (covered in
ISO/IEC 27040).
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Information technology — Electronic discovery —

Part 1:
Overview and concepts

1 Sceo

e

Electfonic discovery is the process of discovering pertinent Electronically Stored dnfori

ord
docu
descr
revie
1SO/I

This
elect

1

n
e

a by one or more parties involved in an investigation or litigation, or similat, prog
ment provides an overview of electronic discovery. In addition, it defines relate
ibes the concepts, including, but not limited to, identification, preservation,’collection
w, analysis, and production of ESI. This document also identifies othier Televant st:
EC 27037) and how they relate to, and interact with, electronic discovery activities.

Hocument is relevant to both non-technical and technical persennel involved in some
‘onic discovery activities.

2
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const
unda

1S0/1
syste

3

For t
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ISO a
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3.1

10
llowing documents are referred to in the textyin/such a way that some or all of {

rmative references

itutes requirements of this document. For dated references, only the edition cited
fed references, the latest edition of the referenced document (including any amendme

EC 27000, Information technology — sSecurity techniques — Information security
ns — Overview and vocabulary

‘erms and definitions

he purposes of this decument, the terms and definitions given in ISO/IEC 27
ving apply.

hd [EC maintain texmiinological databases for use in standardization at the following

50 Online browsing platform: available at https://www.iso.org/obp

EC Electropedia: available at http://www.electropedia.org/

chai
dem
until

3.2

g of custody

mation (ESI)
eeding. This
1 terms and
, processing,
indards (e.g.

or all of the

heir content
applies. For
nts) applies.

nanagement

00 and the

hddresses:

another

custodian
person or entity that has custody, control or possession of Electronically Stored Information (3.9)

3.3
data

breach

oint in time

compromise of security that leads to the accidental or unlawful destruction, loss, alteration,
unauthorized disclosure of, or access to protected data transmitted, stored or otherwise processed

[SOURCE: ISO/IEC 27040:2015, 3.7]
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3.4
discovery

050-1:2019(E)

process by which each party obtains information held by another party or non-party concerning a matter

Note 1 to entry: Discovery is applicable more broadly than to parties in adversarial disputes.

Note 2 to entry: Discovery is also the disclosure of hardcopy documents, Electronically Stored Information (3.9)
and tangible objects by an adverse party.

Note 3 to entry: In some jurisdictions, the term disclosure is used interchangeably with discovery.

3.5

disposition
range of proj
which are dd

[SOURCE: IS

3.6
electronic a
long-term re

Note 1 to enty

Note 2 to enty
data protecti

3.7
electronic d
discovery (3.
production d

Note 1 to ent
legal domain.

3.8
Electronica
ESI
data or infor
stored in or

Note 1 to en
presentationg
and file-assod

cesses associated with implementing records retention, destruction or transfer deci
cumented in disposition authorities (3.6) or other instruments

D 15489-1:2016, 3.8]

rchive
pository of Electronically Stored Information (3.9)

y: Electronic archives can be online, and therefore accessible, or pff-line and not easily access

y: Backup systems (e.g. tape, virtual tape, etc.) are not intended\to be electronic archives, but
n systems (i.e. recovery mechanisms for disaster recovery @and business continuity).

iscovery
1) that includes the identification, preservation, collection, processing, review, analys
f Electronically Stored Information (3.9)

I'y: Although electronic discovery is often considered a legal process, its use is not limited

lly Stored Information

mation of any kind and\from any source, whose temporal existence is evidenced by
bn any electronic médium

'ry: ESI includes trdditional e-mail, memos, letters, spreadsheets, databases, office docur
and other electronic formats commonly found on a computer. ESI also includes system, appli
iated metadata'(3.19) such as timestamps, revision history, file type, etc.

sions

ible.

father

is, or

to the

being

nents,
ration

orage

Note 2 to enfry: Electronic medium can take the form of, but is not limited to, storage devices and st
elements.

[SOURCE: ISBAEEC27640: 20453161

39

ESI analysis

element of an electronic discovery (3.8) process focused on evaluating Electronically Stored Information
(3.9) for content and context to identify facts, relationships, key patterns, and other features that can
lead to improved understanding of an ESI (3.9) corpus

Note 1 to entry: Content and context can include key patterns, topics, people and discussions.

3.10

ESI collection
element of an electronic discovery (3.8) process focused on gathering Electronically Stored Information
(3.9) and other related material

© ISO/IEC 2019 - All rights re

served


https://iecnorm.com/api/?name=3316e41f379a62fe9314e9420027b958

ISO/IEC 27050-1:2019(E)

3.11

ESI identification

element of an electronic discovery (3.8) process focused on locating potential sources and the criteria
for selecting potentially relevant Electronically Stored Information (3.9)

3.12

ESI preservation

element of an electronic discovery (3.8) process focused on maintaining Electronically Stored Information
(3.9) in its original or existing state

Note 1 to entry: In some matters or jurisdictions, there can be requirements to prevent spoliation (3.21) of
Electranically Stored Information (3.9)

3.13
ESI processing
elemént of an electronic discovery (3.8) process focused on extracting Electronicdlly-Stored Information
(3.9) pnd converting it, if necessary, to forms more suitable for ESI review (3.169.and ESI analysis (3.10)

3.14
ESI production
elemént of an electronic discovery (3.8) process focused on delivering ermaking available Flectronically
Storef Information (3.9)

Note [l to entry: ESI production can also include getting Electronically Stored Information (3.9) ih appropriate
formdand using appropriate delivery mechanisms.

Note 2 to entry: ESI production can be to any person or organization.

3.15
ESIrpview
elemént of an electronic discovery (3.8) processfocused on screening Electronically Stored Information
(3.9) based on specific criteria

Note ] to entry: In some matters or jurisdigtions, Electronically Stored Information that is considered privileged
can b¢ excluded from production.

3.16
invegtigation
systematic or formal process of inquiring into or researching, and examining facts pr materials
assodiated with a mattek

Note ] to entry: Materials can take the form of hardcopy documents or Electronically Stored Informtion (3.9).

3.17
legallhold
procgss of suspending the normal disposition (3.5) or processing of records and Electronically Stored
Inforingtion (3.9) as a result of current or anticipated litigation, audit, government inve¢stigation or

L. 4
otherstehmratters

Note 1 to entry: The issued communication that implements the legal hold can also be called a “hold,”
“preservation order,” “preservation notice,” “suspension order,” “freeze notice,” “hold order,” or “hold notice.”

» o«

3.18
metadata
data that defines and describes other data

[SOURCE: ISO/IEC 11179-1:2015, 3.2.16]

3.19

provenance

information that documents the origin or source of Electronically Stored Information (3.9), any changes
that have taken place since it was originated, and who has had custody of it since it was originated

© ISO/IEC 2019 - All rights reserved 3
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3.20
sanitize
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render access to target data on storage media infeasible for a given level of effort

Note 1 to entry: Clear, purge, and destruct are actions that can be taken to sanitize storage media.

[SOURCE: ISO/IEC 27040:2015, 3.38]

3.21
storage

device, function, or service supporting data entry and retrieval

[SOURCE: IS

3.22
spoliation
act of makin

there is a requirement to keep it intact

Note 1 to enty

D/1EC 27040:2015, 5.45]

g or allowing a change to or destruction of Electronically Stored Information (3.9) Wwhere

y: Spoliation can take the form of ESI destruction, corruption, or alteration ef the ESI or assofiated

metadata (3.19) as well as rendering ESI unavailable (e.g. due to encryption with no.dccess to the decryptidn key,

loss of media,

3.23
store
record data

Note 1 to ent
while volatile

[SOURCE: IS

4 Symbd|ls and abbreviated terms

CD C

under the control of a third party, etc.).

bn volatile storage or non-volatile storage

ry: Non-volatile storage refers to storage that retainsvits contents even after power is renjoved,
storage refers to storage that fails to retain its coitents after power is removed.

D/IEC 27040:2015, 3.50, modified — Note/, to entry has been added.]

pompact disc

DVD digital versatile disc

EDMS electronic document management system

ERMS électronic records management system

ICT informatiofiYand communications technology

NAS netwoikattached storage

OCR dptical character recognition

PII personally identifiable information

RAM random access memory

5 Overall structure and overview of the ISO/IEC 27050 series

The ISO/IEC

27050 series is organized to address various stakeholders' needs with regards to electronic

discovery. The initial structure of the ISO/IEC 27050 series is as follows:

— This document addresses general ESI and electronic discovery terminology and concepts as well as
describing the electronic discovery process elements. It is intended to serve a broad audience and

© ISO/IEC 2019 - All rights reserved
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ISO/IEC 27050
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to be a foundational source of information on electronic discovery. It does not include any guidance
or requirements.

ISO/IEC 27050-2 focuses on the governance and management aspects of electronic discovery
that are relevant to the governing body or senior management of an organization. The provided
guidance can help an organization align its electronic discovery process with the six principles of
good governance described in ISO/IEC 38500.

ISO/IEC 27050-3 provides requirements and guidance for personnel involved in some or all of the
electronicdiscovery activities. Supplemental materials are included to help practitioners understand
the objectives of each electronic discovery process element and the associated considerations,

to assist in

Elect
of so
infor
takinjg on a physical form (e.g. a printed document). The emergence of ESI as the preferred re
of in
quan
data
to ap
canr

1S0/1

¢

—n

—n

w

S|

The @
obligations, if any, commensurate with the needs of each particular matter.

hich can hn]p these individuals determine the relevance of each process element an

void failures that can increase risks and expenses.

Additional parts can be added to the ISO/IEC 27050 series as necessary.

pverview of electronic discovery

Background

ronic discovery is increasingly important, both within organizations and in the I¢
me jurisdictions. This trend is expected to continue as tapre and more electronic
mation (or ESI) are created, modified, manipulated, uséd,"and ultimately destroyed

formation is introducing new challenges associated with locating the ESI, handl
fities of data, preservation and retention of ESkcauthenticity, data integrity, data co
br media sanitization, etc. While electronic discovery needs and responses vary by m
propriately handle the electronic discovery process in view of the context of a parti
bsult in rework, unnecessary costs, possible sanctions, and legal liabilities.

EC 27050 (all parts) addresses thesg;challenges by:
romoting a common approach, understanding, and language for electronic discovery

ncouraging practical and cost-effective discovery by those tasked with managing ESI
rocess;

lentifying competency areas for those involved in electronic discovery;

romoting consideration of the proactive use of technology, in reducing costs and
creasing efficiencies throughout the discovery process; and

uggesting) ways of avoiding inadvertent disclosures of potentially privileged, corn
ensitive ESI.

gal systems
records and
lvithout ever
presentation
ing massive
nfidentiality,
atter, failure
cular matter

through the

risks, while

fidential, or

verfiding goal is to help organizations plan for and meet their electronic discovery objectives and

6.2 Basic concepts

It is useful to consider in advance the following electronic discovery issues. The significance of these
issues and the need to address them vary by matter and need to be calibrated to the needs of the matter:

S

cope of electronic discovery;

governance and management of electronic discovery;

establishing responsibilities for each aspect of an electronic discovery project;

identification of systems holding potentially relevant ESI;

© ISO/IEC 2019 - All rights reserved
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— identific

050-1:2019(E)

ation of potentially relevant ESI;

— developing appropriate documentation throughout the electronic discovery process;

— anticipated costs and their proposed allocation;

— preservation of ESI, including the legal hold process;

— disclosu

re of information on the ESI storage methods, hardware, and software;

— collection/acquisition of ESI;

— processi
— review g
— product

Those engag
be significan

— collectig
— volume:

— number
applicat
the amo

— human
effectivg
for class
competg
and law

— Ccase corj

The time it

na of ESI.

no ol Esh

nd analysis of ESI;

on of ESI including the form of production.

ing in electronic discovery have many influencing factors specific to theZcontext. Cos
t among these. The primary cost drivers include:

n: finding and retrieving the potentially relevant ESI;
the raw quantity of ESI to be collected, processed, or reviewed;

of sources: the number of custodians, enterprise systems, and external system
ons under the control of the entity involved in the collection of ESI can increase exponen
nt of time and effort involved;

competencies: the need for qualified peopleswho can perform the functions neede

data retrieval, handling, searching, and final review for relevance, privilege, and r¢
ification (e.g. relevance, privilege, trade sécret, confidentiality or special treatment);
ncies can include information technology, computer technology, statistics, search scig

takes to find and retriéve ESI, the volume of ESI, the number of sources subject

ESI investig
investigatio

the managernent of ESI throughout its life cycle in the organization. Organizations that build elect
discovery rdadiness intotheir comprehensive information governance structures prior to eng

htion and, ultimately, the acceptance of that ESI as reliable in a legal proceeding d

t can

. and
tially

d for
bview
these
nces,

hplexity: simple cases can require a limited scope and review process, but more complex
cases cajn involve elaborate document review strategies and processes.

to an
r ESI

,are intimately tied-to the practices and policies an organization has putin place to address

ronic
hging

in electroni¢ discovery,are likely to more efficiently and cost-effectively meet the requirements of

electronic discovery/1SO/IEC 27050-2 provide specific guidance for doing so.

6.3 Objedtives-of electronic discovery

Objectives of electronic discovery vary by matter. As adjusted for each matter, the objectives can include
the following:

— comply with confidentiality, data privacy, and other restrictions on data access, use, handling, or

transfer

— identify

imposed by applicable laws, regulations, rules, and expectations;

potentially relevant sources of ESI;

— properly preserve and retain potentially relevant ESI;

— process

relevant ESI into a format that facilitates its efficient searching or review;

— minimize the potential of failing to designate as responsive ESI that is responsive;

— minimize the potential of designating as responsive ESI that is not responsive;

© ISO/IEC 2019 - All rights reserved
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hat qualifies for withholding or special treatment;

not qualify for withholding or special treatment;

6.4

6.4.1

Elect
can b
when

For
€o0p¢

produce responsive ESI in a form that is useable by the requesting party;

utilize technology in order to reduce risks and costs throughout the project.

-1:2019(E)

minimize the potential of failing to designate for withholding or special treatment responsive ESI

minimize the potential of designating for withholding or special treatment responsive ESI that does

consider the proportionality of the response in the context of the matter and the costs;

Electronic discovery foundation

General

Fonic discovery often involves parties with conflicting interests and, in agaerst-case s
e adversarial parties. Electronic discovery can be key to resolving a conflict or mat
itis conducted on a foundation that facilitates a measure of trust.

blectronic discovery, this foundation includes adequately.addressing competen
bration, completeness, and proportionality issues that can\require the reconcili

requirements of electronic discovery with the requirements of@ther processes, values or [

6.4.2

Giver
engag
poter
or leg
beha

6.4.3

The |
profe
to co
addit
all pa

6.4.4

Coop
can |

Competency

the complexities associated with electronictdiscovery, it is important that the
ring in the electronic discovery process haye.the relevant technical or legal compet
tially need to be able to demonstrate that they are properly trained and have suffici
al understanding to handle ESI appropriately and to execute the electronic discover
f of a party.

Candour

parties conducting electronic discovery are expected to adhere to the applicable
ssionalism and ethical conduct. In some jurisdictions, this means the parties have ¢
frect and supplement the record (e.g. additional disclosures or to amend prior r¢
ion, purposeful sluggishness in executing the electronic discovery process needs to b
rties involved.

Cooperation

e expected in courts of some jurisdictions and, in such courts, cooperation typicg

cenario, they
ter, but only

cy, candour,
ntion of the
rinciples.

individuals
encies. They
bnt technical
y process on

standards of
n obligation
sponses). In
e avoided by

bration-on issues relating to the preservation, collection, search, review, and prodyiction of ESI

lly does not

compromise representation of a client. In addition, in the context of litigation, cooperation i
limiting ESI discovery requests, on the one hand, and in reasonably responding to ESI discovery
requests, on the other hand, can reduce costs and delays. Cooperative exchanges of information at the
earliest stages of discovery can be useful as appropriate.

6.4.5

h reasonably

Completeness

The objective of a producing party is to retrieve and produce a set of (non-privileged) ESI that
represents, under the specific circumstances of the matter, a complete and accurate production.

6.4.6

Proportionality

With the explosive growth of ESI, there are increased concerns over how to best address the costs
and burdens associated with the discovery process. One approach to address this problem is to take
steps to help ensure that the benefits of discovery be commensurate with the corresponding burdens.

© ISO/IEC 2019 - All rights reserved
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The burdens of electronic discovery can be varied including, but not limited to, disruption of business
operations, financial cost, or intrusions on individual privacy.

6.5 Governance and electronic discovery

6.5.1 General

ISO/IEC 38500 sets out six principles for good governance of ICT that are associated with responsibility,
strategy, acquisition, performance, conformance, and human behaviour. Each principle is expressed
as a preferred behaviour to guide decision making (i.e. each principle refers to what is expected to

happen, but
aspects are
bodies are e
in managing

According t
conformancg
acceptable ul

The general

oes not prescribe how, when or hy whom the principles wonld he implemented, as these

dependent on the nature of the organization implementing the principles). Gove
hcouraged to require that these principles are applied, and as a result, they can be ass
risks and encouraging the exploitation of opportunities arising from the use of]ICT.

b ISO/IEC 38500, good governance of ICT also assists governing bedies in ass
b with obligations (regulatory, legislation, common law, contractu@l)’ concernin
se of ICT.

topic of governance, as it relates to electronic discovery, is addtessed in ISO/IEC 27(

but 6.5 highlights some of the more important elements to help draw attention to the issues.

6.5.2 RisK

Electronic d
failure that
take the forr

breache

non-cory

matters

Avoiding neg
cover the ele
or inappropt

6.5.3 Com

Many organ]
or other req
electronic d
process is c:

and environmental factors

scovery has the potential of exposing an organizatién or its governing bodies to cau
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relating to intellectual property rights including licensing agreements.

ative consequences associatéd with these failures requires awareness and mitigation
ctronic discovery process:as well as things such as inadequate ICT systems and imp
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zations aresfaced with compliance issues that originate from statutory, regulatory,
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6.5.4 Privacy and data protection

Besides regulatory restrictions and compliance issues as mentioned in 6.5.3, it is important to be aware
of some privacy limitations on the use of custodian data (see also ISO/IEC 29100). In particular, there
can be some restrictions on personally identifiable information (PII) at custodian data sources that
need to be considered as part of ESI management.

When electronic discovery involves PII in some jurisdictions, there can be severe restrictions on what
can be done with it (e.g. it cannot be transported across borders). Even without such restrictions,
additional data protection measures are often necessary to protect confidentiality and guard against
data breaches.

© ISO/IEC 2019 - All rights reserved


https://iecnorm.com/api/?name=3316e41f379a62fe9314e9420027b958

ISO/IEC 27050-1:2019(E)

6.6 ICT readiness for electronic discovery

6.6.1 General

Throughout the electronic discovery process, the parties involved in a matter are gathering, handling,
and manipulating ESI. Often, this ESI has been extracted from a computing or storage environment
that is specifically designed to protect it. Similar protections can be needed for the ESI that has been

removed or copied from these environments.

6.6.2

Long-term retention of ESI

Electfonic discovery is commonly employed early in litigation, audit, government inyg
other] such matters. While the matter proceeds, the parties need to retain the associatéq
a way that it continues to be available and its integrity is maintained. Adequate disaster {
busiress continuity measures along with common data protection mechanisms’(e:g. bacl
impoftant elements of a retention program for ESI.

It is important to consider the timeframes involved when making decisiphs about long-te

of E
or m

appe

An a
persd

. There are significant differences between the approaches for-retaining ESI for
bnths versus retaining ESI for decades (e.g. complex civil litigation that goes thro
ls) in electronic archives.

ditional consideration is whether data protection and\privacy requirements affe
nal data may be retained and if the matter requires nornmal data retention periodstob

stigation or
| ESI in such
ecovery and
Kups) can be

'm retention
h few weeks
hgh multiple

ct how long
b suspended.

This ¢an vary significantly between jurisdictions.

6.6.3] Maintaining ESI confidentiality

handled and
ntely control

ESI often contains proprietary, privileged, an@d;sensitive information that needs to be
stored in a way that protects the confiderntiality of the information. Failure to adequ{
sensifive ESI can result in serious repercussions if there is a data breach.

Depending on the sensitivity of the-ESI, security measures such as data in motion and|data at rest
encryption along with the corresponding key management are likely to be needed.

6.6.4)| Destruction of ESI

When ESI is no longerieeded, it is important to eliminate it in a way that avoids data brjeaches. This
typicplly means thatthe'logical storage or the storage media used to retain the ESI has td be properly
sanit{zed (e.g. cleared using overwrite techniques or cryptographic erase).

6.7 |Planning and budgeting an electronic discovery project

The yaried“drivers behind an electronic discovery project make it difficult to plan such a project many
montWﬂM@m&&M@;@mﬁcrease costs

significantly. Regardless of the urgency of the request, as with any project, time invested in planning at
the outset typically saves significant time and costs later in the project. This is especially so, as many of
the steps in a typical electronic discovery project are disproportionately expensive to repeat at a later
stage. For example, if the production structure and format are not agreed on in advance of the review,
and families of ESI or hardcopy documents are not marked consistently, then it can cause the review to
have to be partially repeated.

Animportant early step is to establish an electronic discovery project team that, at a minimum, includes
a project sponsor and manager from the business/organization, a project manager from the legal or
investigative team, and a project manager from the ICT perspective. This triangle of communication
between the business/organization, the legal/investigators, and the ICT team is vital to a successful
project.
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Also, an early step is the establishment of an electronic discovery project plan, with as much detail as
possible. As with any project plan, the electronic discovery plan needs to contain the project milestones
(e.g. identification, preservation/collection, processing, review, analysis, production, and possibly
presentation), the individual steps required at each stage, and the individual assignments at each step.

Given the costs involved in a typical electronic discovery project, preparing and monitoring a detailed
budget from the outset are an important consideration. This budget needs to take into account the
diverse disciplines on the electronic discovery team and the fact that they can consist of internal
and external counsel, as well as internal and external ICT or electronic discovery consultants. It is
important to include a budget for each electronic discovery process element of the plan, and in some
cases, each step of each process element, so that it is possible to determine if the proposed approach is

proportionatetothemmatteratiand:

NOTE While the description in 6.5 is more oriented towards large enterprises involved in large matters and
may not be fully applicable to smaller organizations or smaller matters, the points being made are still relevant
for consideragion.

7 Electrgnically Stored Information (ESI)

7.1 Background

ESI is now gn integral part of both business and individual environments. Consequently, it forms an
increasingly|/important source of relevant materials in modern disptites or matters.

ESI is worthly of consideration at the earliest stages in a mattetiIt can be extremely fragile and [some
of it can be fasily lost or modified, even by opening a dociment. Consideration of the identifichtion,
preservation], and possibly the collection process elements.in the early days after becoming awar of a
matter can enable important decisions and possibly significant time and cost savings in the longer fterm.

Managing E$I increasingly impacts businesses and individuals; the volume, size, complexity, and range
of ESI can often be overwhelming, and the ESl.itself can contain confidential, privileged or pfivate
information [that needs to be considered. ESI mairagement is often not a priority until the true value and
cost of locating ESI become apparent as partef a matter. Organizations and individuals frequently;:

— focus thpir ESI retention efforts on@etention for purely business operational purposes rather than
consideffing the wider context;

— have mipimal consideration-f their compliance obligations in respect of electronic records;
ited understanding of the evidential value of good business records; and

— do not have a gdgd understanding of the costs and risks associated with poor informnjation
managefnent practices.

Poor ESI mapagement can add challenges when it comes to identifying and retrieving ESI in respoTse to
a discovery ¢rrégulatory request because:

— the content is subject to data privacy and similar restrictions to access, and restrictions relating to
ownership and control;

— itis more voluminous than expected because it has been stored beyond its required lifespan;

— there is often little knowledge within the organization as to where potentially relevant ESI can
be found;

— the volume and complexity are overwhelming even for ICT professionals;

— turnover of staff and organizational changes (e.g. mergers, acquisitions, and divestitures) result in
retention of ESI and also the loss of organizational knowledge and context;

— the ICT environment and systems can be poorly documented; and
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ESI can be located in external applications and ICT infrastructure (e.g. social media, cloud

Depending on the circumstances, these factors can lead to increased costs to locate and handle data that
can be relevant to the matter in hand. This can introduce delays and increase the cost of the discovery
process, and lead to overlooking potentially relevant ESI.

7.2

7.2.1

Common types of ESI

General

Cated
resid
stage
deten]

7.2.2

This
devia
inaf
resto
com
and i

Activ]

also be easily deleted or altered, thus preservationiieeds to be considered at the earliest p

7.2.3

This

main
to th
relati

Arch
line d
archi
presd

how it is stored, and restoring it from a compressed format.
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orizing ESI sources as readily accessible (or “active”) or not-readily accessible
1al, or legacy), with a justification for each categorization, is an important activity
s of electronic discovery. In conjunction with budget preparation, this categorization
mining the proportionality of preserving and collecting such sources.

Active data

Lype of ESI is “actively” in use and resides on employees’ computer hard drives or o
es and in the organization's servers, drives and databases. Active data generally can
le manager or in the application in which it was created. Usexs can access it immedig
ation or reconstruction. With the increasing popularityCef cloud computing and In
uting services, it can also reside on the storage devices_of outside service providers
hvestigations call primarily for the preservation and preduction of active files.

e files can be relatively easy to access and collectyatleast compared to other types of I

Inactive data

fype of ESI is related to closed, completed, or concluded activities, including ESI an

Fains for long-term storage and record keeping purposes, but which is not immediate
e user of a computer system. It{¢an include many of the same sources of data descri
on to active data.

ved data are often stored’in a compressed format and can be maintained on system
evices, including sterage tapes or disks and optical media. Some systems allow user
val data directly,while other systems require the assistance of an ICT professional. (
rvation and collection include identifying relevant inactive and archived data, locatin

her forni of inactive data is the ESI stored within data protection systems (e.g. bac

(or inactive,
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can assist in

ther storage
be accessed
tely without
ternet-based
. Most cases

tS1. They can
pssible time.
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hallenges in
g where and
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ve data*can be a source of problems because they tend to be short term (e.g. the b
btated on a regular basis), there may not be any mechanism to determine what is o

and

tored data can only contain fragments (e.g. only the changes from the last backup).

hckup media
the media,
complicate

matters, ICT personnel can make extra backups that fall outside of normal operations (e.g. rotation,
documentation, etc.) and it can be extremely difficult to identify these potential sources of ESI. This
type of data has all the same challenges as archived data with the additional element of short retention
periods, which requires quick action to suspend the automatic destruction of this ESI in the event that
preservation is necessary.

Subclause 7.3.3 provides additional information on backups and archives.

7.2.4 Residual data

This type of ESI is hidden and cannot be viewed in applications (such as system files) or has been
erased, fragmented, or damaged. Collecting this type of ESI usually requires an exact, bit-by-bit copy of
the entire physical storage media (e.g. hard drive, CD, DVD, tape), including all active and residual data
and unallocated or slack space on the media.
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Imaging and then extracting the residual data can require a digital evidence specialist (see
ISO/IEC 27037) to operate special tools and can be time consuming and expensive. In some cases,
however, companies can choose to image the hard drives of particularly important key custodians to
ensure that all their data are preserved, including files that the custodian can have unintentionally, or
intentionally, deleted or partially overwritten.

7.2.5 Legacy data

This type of ESI is created by software or hardware that is outmoded or has become obsolete (legacy
systems). A legacy system can be one that the company still uses but that the hardware or software
vendor no longer supports. Alternatively, it can be a system that the company has decommissioned but

retains in ca

Se 1ts Information is needed 1n the future.

The relevange of legacy data can be difficult to determine without restoration or reconstructior, and

it can be codtly to do so. If preserving the legacy data is needed, the company can need to’retain the

legacy hardware and software if there is no other way to view or use the data.

7.3 Common sources of ESI

7.3.1 Gengral

Potentially relevant ESI in litigation and investigations can be found in-aWide range of sources. T¢ help

identify thede sources, it is important to consider systems and resdurces under the direct contrql and

access of cugtodians as well as those that are not under the control‘ef custodians.

7.3.2 Custodian data sources

Custodian EBI sources are those sources of ESI over which an individual custodian has direct cuptody

or control. These include, but are not limited to, the following sources:

— computdrs: potentially relevant ESI can be present on custodians' desktops, laptops orhome computers
as well as on removable storage media, sueh'as thumb drives, external hard drives, DVDs or CDs;

mobile f

From an ent|
archives, as

hones, smart phones, tablets, Global Positioning Systems (GPS), etc.

brprise perspective,databases and applications, network storage, backups, and elect
isted in 7.3.3, can-also be considered custodian sources.

7.3.3 Nonfcustodian data sources

Non-custodi

Internal sou

hn ESI sources are either internal to the organization or external to it.

mobile dlevices: potentially relevant/ESI can be present on custodians’ personal devices such as

ronic

rces.dre those to which one or more custodians have access, but over which a

custodian, s

uich”as an ICT administrator, has control. Non-custodian data sources internal t

ther
the

organization include, but are not limited to, the following sources:

12

databases and applications: ESI related to dynamic databases can be relevant in some cases, and
depending on the issues, a matter can involve an organization's electronic document management
systems (EDMS), electronic records management systems (ERMS), or collaborative tools;

network storage: ESI can be stored in various places on an organization's internal network (e.g.
shared drives, network disk drives, and servers) as well as specialized storage technology such as
Network Attached Storage (NAS) and Storage Area Networks (SAN);

backups: ESI copied or backed up from information systems onto data protection systems such as
tape or other media;
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— electronic archives: ESI contained in electronic or digital archives (data repository) is typically
official businessrecords, documents retained for compliance purposes,legacy documents (historical
value), etc.

Non-custodian data sources that are external to the organization include, but are not limited to, the
following sources:

— cloud storage: cloud computing solutions are often used for many applications as well as for disaster
recovery and business continuity purposes;

— social media: social media contains ESI that is shared among groups of people mostly for social
purposes, but increasingly it has been used for business purposes, which can result in challenges
bHecause it tends to reside outside of an organizations immediate control.

7.3.4] Potentially excluded sources of ESI
Not aJl sources of ESI need to be preserved; the following sources of ESI are potentially not discoverable:
— deleted, slack, or unallocated data on hard drives;

— rpndom access memory (RAM) or other ephemeral data;
— data in metadata fields that are frequently updated automatically, such as last-opened|dates;

OTE Careful consideration and consultation need to bé.given as to which metadata figlds are to be
reserved, as it can be difficult, and frequently impossible, toreverse once changed. For example, metadata

llformation such as when a document was first created orlast modified can be crucial in filt¢ring ESI later
the process, so it needs to be maintained.

— e —

— Backup data that are substantially duplicative-of data that are more accessible elsewhgre;
— tpst data for temporary use;

— dther forms of ESI whose preservation requires extraordinary affirmative measures|that are not
tilized in the ordinary course of business.

o

It can be beneficial to attempt tolreach an agreement with litigation opponents or invesfigators that
such ESI does not need to be préeserved.

7.4 |ESIrepresentations

7.4.1] General

The KSI asso€iated with a particular matter can include word processing files, spreadsheets, email,
dataljases,drawings, photographs, data from proprietary applications, website data, voice mail, and
much more. The collection and production formats for ESI files can be classified as native|near-native,
image (n€ar-paper) and paper.

7.4.2 Native formats

Files in the format they were created and maintained are known as native files. Native format is often
recommended for files that were not created for printing, such as spreadsheets and small databases.
For some file types, the native format can be the only way to adequately produce the ESI.

Production in native format does not require the producing party to incur the cost of converting the
data to a different format; however, the receiving party can need the native application or the producing
party's proprietary software to open files.

In the event that a party chooses to convert ESI into a different format, steps to ensure that elements
of that ESI, such as metadata, are not unintentionally lost or obscured in the process can be necessary.
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7.4.3 Near-native formats

Some files (e.g. email and databases) cannot be reviewed without some form of conversion. For example,
most email files have to be extracted and converted into individual files, and as a result, the original
format is altered and they are no longer in native format.

Large databases and data compilations are commonly produced in near-native format. Databases can
comprise massive amounts of completely undifferentiated tables of data. Enterprise business systems
can contain hundreds of tables and thousands of fields of data. The systems can require various
database platforms and proprietary software. For these reasons, large databases and data compilations
are generally not produced in natlve format. These databases often need to be analysed by appropriate

personnel tod
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7.5 Non-ESI as part of discovery

While most

these databases are often produced as text delimited files. In some cases, text file
h a database diagram, data dictionary, metadata or software. Data can also b€ eéxpor
cadsheet formats.

be (near-paper) formats

be produced in an image, or near-paper, format. Rendering an image is the procg
SI or scanning paper into a non-editable digital file. During this process, a “pictu
file as it exists or would exist in paper format. Based on the pnint settings in the docu
r the computer, data can be altered or missing from thésimage. Expertise in the fi
scovery and image rendering tools are necessary to minfimize these issues.

copy

dealing with ESI in its electronic form, it can be reasonable and practical to record tk
rm of hardcopy (e.g. paper printout, photograph, etc.), and then this hardcopy is w
hout the matter. As with converting ESEto-image formats (see 7.4.4), recording ESI to
copy can result in missed or altered data. Consequently, expertise in electronic disc

ocess.

business information is.stored in electronic format, a discovery project can involve at

small eleme

ts of traditional hardcopy or paper documents (this is different from printed ESI desd

in 74.5). If 4 determinationr-is-made to collect the hardcopy, the more focused the collection is
matter at hapd, the less werk’is potentially needed to refine the document set to the relevant subsg

With a focuged set of hardcopy documents, one choice is to have them scanned into electronic for
and then included inithe review process alongside the electronic documents. Consideration may be

to whether fhey‘have associated family members. Such documents need to be reviewed, marked,
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possibly redpcted, before being produced. This can make it more efficient to use the same technol

ogies

and processes to manage hardcopy documents that are used for ESI.

1) This process can involve the use of Optical Character Recognition (OCR) technologies to produce searchable

results as well as coding by a human reviewer to capture pertinent metadata.
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8.1

Overview

-1:2019(E)

Electronic discovery is a form of traditional discovery that typically involves identifying, preserving,
collecting, processing, reviewing, analysing, or producing Electronically Stored Information (ESI) that
is potentially relevant to a particular matter. Potentially relevant ESI is typically:

— identified through aniterative process of research and interviews with employees and ICT personnel;

— preserved by taking steps to notify appropriate individuals to refrain from deleting or destroying it

— G
t

— B

— T
g

T TEVOKITIZ SYSTEIS tat do SO automaticaty;

pollected from an original source, using one or more of several extraction or collection m
hat preserve data integrity;

eviewed for relevance, in one or more ways, by legal or subject matter experts assistec
f tools and individuals with the expertise to use them effectively;

— dnalysed in order to assist in meeting objectives of the matter; and

— B

With
elect
Figur
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dgreed on by the parties.

n this document, generic actions such as “identifying” are differentiated from
ronic discovery process elements by preceding the names with “ESI” (e.g. ESI id
e 1 shows all of the electronic discovery process elements.

rocessed using one or more technological tools, indexed to render the text.searchablg;

ethodologies

)

by a variety

or in a form

the specific
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Figure 1 — Electronic discovery process elements

Figure 1 al§o shows the interrelatioiship among the electronic discovery process elements| The
positioning pf ESI analysis as an outer ring is meant to show that analysis can optionally ocqur in
conjunction |[with each of the other electronic discovery process elements. For example, a pogsible
scenario is pne in which ESl-dentification can require ESI analysis to be performed and thep the
process returns to ESI identification for additional activity. The process flow can move from one
process elenjent, other than.ESI analysis, to another and then back to an earlier process element. Lastly,
electronic discovery is©ften an orderly and iterative process undertaken with some or all of the prppcess
elements, and this is(also shown in Figure 1 with the circular arrows.

This documé¢ntis.intended to serve the interests of multiple stakeholders, large versus small entities,
legal versus hon<egal, etc. While a robust electronic discovery process is described, there is no intention
to impose unneeded processes. Large enterprises with complex electronic discovery issues can use
most or all of the process elements described herein, but it can be impractical for small organizations or
small matters. A matter may use a subset of the process elements.

Assume a small number of email messages are core to a matter. The activity starts with ESlidentification,
which then leverages ESI analysis to determine whether additional sources can exist. On finding there
are none, the email in question is collected (skipping preservation). ESI analysis is then performed to
determine whether the ESI collection was adequate as well as to make a reasoned decision to skip the
ESI processing and ESI review elements. The email messages relevant to the matter are then produced
in native format as part of the ESI production process element.

In some jurisdictions, courts, legislatures, or government regulators have developed rules concerning
how organizations identify ESI, particularly for purposes of civil and criminal proceedings,
investigations, and audits. In such jurisdictions, organizations can have a duty to take reasonable

16 © ISO/IEC 2019 - All rights reserved


https://iecnorm.com/api/?name=3316e41f379a62fe9314e9420027b958

	Foreword
	Introduction
	1 Scope
	2 Normative references
	3 Terms and definitions
	4 Symbols and abbreviated terms
	5 Overall structure and overview of the ISO/IEC 27050 series
	6 Overview of electronic discovery
	6.1 Background
	6.2 Basic concepts
	6.3 Objectives of electronic discovery
	6.4 Electronic discovery foundation
	6.4.1 General
	6.4.2 Competency
	6.4.3 Candour
	6.4.4 Cooperation
	6.4.5 Completeness
	6.4.6 Proportionality

	6.5 Governance and electronic discovery
	6.5.1 General
	6.5.2 Risk and environmental factors
	6.5.3 Compliance and review
	6.5.4 Privacy and data protection

	6.6 ICT readiness for electronic discovery
	6.6.1 General
	6.6.2 Long-term retention of ESI
	6.6.3 Maintaining ESI confidentiality
	6.6.4 Destruction of ESI

	6.7 Planning and budgeting an electronic discovery project

	7 Electronically Stored Information (ESI)
	7.1 Background
	7.2 Common types of ESI
	7.2.1 General
	7.2.2 Active data
	7.2.3 Inactive data
	7.2.4 Residual data
	7.2.5 Legacy data

	7.3 Common sources of ESI
	7.3.1 General
	7.3.2 Custodian data sources
	7.3.3 Non-custodian data sources
	7.3.4 Potentially excluded sources of ESI

	7.4 ESI representations
	7.4.1 General
	7.4.2 Native formats
	7.4.3 Near-native formats
	7.4.4 Image (near-paper) formats
	7.4.5 Hardcopy

	7.5 Non-ESI as part of discovery

	8 Electronic discovery process
	8.1 Overview
	8.2 ESI identification
	8.3 ESI preservation
	8.4 ESI collection
	8.5 ESI processing
	8.6 ESI review
	8.7 ESI analysis
	8.8 ESI production

	9 Additional considerations
	9.1 Presentation of ESI
	9.2 Chain of custody and provenance

	Bibliography

