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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

Most (if not all) organizations around the world, whatever their size or domains of activities, have
relationships with suppliers of different kinds that deliver products or services.

Such suppliers can have either a direct or indirect access to the information and information systems
of the acquirer, or will provide elements (software, hardware, processes, or human resources) that
will be involved in information processing. Acquirers can also have physical and logical access to the
information of the supplier when they control or monitor production and delivery processes of the
supplier.
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Cybersecurity — Supplier relationships —

Part 1:
Overview and concepts

1

This

inten
contd
parts

document is an introductory part of ISO/IEC 27036. It provides an overview-of t
ded to assist organizations in securing their information and information System
xt of supplier relationships. It also introduces concepts that are described in’detail
of ISO/IEC 27036. This document addresses perspectives of both acquirers’and supp

2
The

constlitutes requirements of this document. For dated references; only the edition cited
undated references, the latest edition of the referenced document (including any amendmg

ISO/IEC 27000, Information technology — Security techniques — Information security
systemms — Overview and vocabulary

3

For the purposes of this document, the terms and definitions in ISO/IEC 27000 and the foll

ISOa
— 1
— 1

ormative references

llowing documents are referred to in the text in such a way that some or all of t

erms and definitions

hd [EC maintain terminological databases for use in standardization at the following

50 Online browsing platforms available at https://www.iso.org/obp

EC Electropedia: available at http://www.electropedia.org/

he guidance
5 within the
in the other
iers.

heir content
applies. For
nts) applies.

inanagement

bwing apply.

hddresses:

'd "acquires”

31

acqujrer

anybpdy that procures a product or service from another party

Note ] to entry~Procurement may or may not involve the exchange of monetary funds.
[SOURCE#ASO/IEC/IEEE 15288:2015, 4.1.1, modified — Original Note was removed, the wo
was 1lemoyed from the definition, and Note 1 to entry was added.]

3.2

acquisition

process (3.7) for obtaining a product or service

[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.2, modified — The word "system" was removed.]

3.3

agreement
mutual acknowledgement of terms and conditions under which a working relationship is conducted

[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.4]
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3.4

life cycle

evolution of a system (3.11), product, service, project, or other human-made entity from conception
through retirement

[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.23]

3.5

downstream

handling processes (3.7) and movements of products and services that occur after an entity in the supply
chain (3.10) takes custody of the products and responsibility for services

[SOURCE: ISP 28001:2007, 3.10, modified — The word "goods" was replaced by "products and seryices",
and the defipition was changed to better reflect this change in focus.]

3.6
outsourcing
acquisition (3.2) of services (with or without products) in support of a business functioen for perfoyming
activities using supplier’s (3.8) resources rather than the acquirer’s (3.1)

3.7
process
set of interr¢lated or interacting activities which transforms inputs inte‘outputs

[SOURCE: ISP 9000:2015, 3.4.1, modified — Notes were removed.]

3.8

supplier
organizatior] or an individual that enters into an agreement*(3.3) with the acquirer (3.1) for the sppply
of a product|or service

Note 1 to entify: Other terms commonly used for supplierare contractor, producer, seller, or vendor.
Note 2 to entiy: The acquirer and the supplier can bepart of the same organization.

Note 3 to enfry: Types of suppliers include those organizations that permit agreement negotiation wijth an
acquirer and fthose that do not permit negotiation with agreements, e.g. end-user license agreements, teffms of
use, or open spurce products' copyrightorintellectual property releases.

[SOURCE: ISD/IEC/IEEE 15288:2015, 4.1.45, modified — Note 3 to entry was added.]

3.9
supplier relationship
agreement of agreements'(3.3) between acquirers (3.1) and suppliers (3.8) to conduct business, dgliver
products or services;and realize business benefit

3.10
supply chai
set of organizations with linked set of resources and processes (3.7), each of which acts as an acquirer
(3.1), supplier (3.8), or both to form successive supplier (3.8) relationships established upon placement
of a purchase order, agreement (3.3), or other formal sourcing agreement (3.3)

Note 1 to entry: A supply chain can include vendors, manufacturing facilities, logistics providers, distribution
centres, distributors, wholesalers, and other organizations involved in the manufacturing, processing, design
and development, and handling and delivery of the products, or service providers involved in the operation,
management, and delivery of the services.

Note 2 to entry: The supply chain view is relative to the position of the acquirer.

[SOURCE: ISO 28001:2007, 3.24, modified — The definition was changed to focus more on the
organization and relationships; Note 2 to entry was added.]
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3.11
system
combination of interacting elements organized to achieve one or more stated purposes

Note 1 to entry: A system can be considered as a product or as the services it provides.

-1:2021(E)

Note 2 to entry: In practice, the interpretation of its meaning is frequently clarified by the use of an associative
noun, e.g. aircraft system. Alternatively, the word “system” can be substituted simply by a context-dependent

synonym, e.g. aircraft, though this can then obscure a system principles perspective.

[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.46]

3.12
trus
relatjonship between two entities or elements, consisting of a set of activities and a'secui
which element x trusts element y if and only if x has confidence that y will behavejin a'well
(withf respect to the activities) that does not violate the given security policy

3.13
upstream

hand|ing processes (3.7) and movements of products and services that occur before an
supply chain (3.10) takes custody of the products and responsibility.f¢rinformation and cor
techrology (ICT) services

"ty policy in
defined way

entity in the
nmunication

[SOURCE: IS0 28001:2007, 3.27, modified — The word “goods® was replaced by “products and services”,

and the definition was changed to better reflect this change'in focus.]
3.14
visibflity

property of a system (3.11) or process (3.7) that'enables system elements and processe
documented and available for monitoring and-inspection

4 Symbols and abbreviated terms

The fpllowing symbols and abbreyiated terms are used in this document:

5 (3.7) to be

API Application Programming Interface

ASP ApplicatienrService Provider

BCP Business Continuity Plan(ning)

BPaaPp Business Process as a Service

[aaS Infrastructure as a Service

ICT Informationrand-Communication fechnotogy
Paa$S Platform as a Service

R&D Research & Development

Saa$S Software as a Service

© ISO/IEC 2021 - All rights reserved
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5 Problem definition and key concepts

5.1 Motives for establishing supplier relationships

Organizations often choose to form and retain supplier relationships for a variety of business reasons
to take advantage of the benefits they can provide. The following summarizes potential motivations for
establishing a supplier relationship:

a) Focusing internal resources on core business functions which can result in a cost reduction and
improve return on investment (e.g. outsourcing ICT services).

b) Acquirifg
possess (e g hiring an advertlsmg firm) to achieve certain busmess ob]ectlves

ready

c) Acquirifg a utility or basic service that is common or readily available (e.g. electricpowef and
telecommunications) that cannot efficiently be provided by the organization.
d) Enabling business operations in a different geographical location.
e) Acquiring new or replacement ICT equipment or services (e.g. laptops, printers, servers, rofiters,
softwarge applications, storage capacity, network connectivity, ICT managing services etc.] that
enable workforce productivity and other business computing needs;

Suppliers cdan provide a multitude of products or services, including IT outsourcing, profesgional
services, basic utilities (equipment maintenance service, secufity guards service, cleaning and
delivering sérvices etc.), cloud computing services, informationand communication technology (ICT),
knowledge management, R&D, manufacturing, logistics, health care services, Internet serviceg, and
many others.

5.2 Types of supplier relationships

5.2.1 Supplier relationships for products

When an acfuirer enters a supplier relationship for products, it typically purchases products| with
agreed specffications for a predeterminedperiod for manufacturing the acquirer’s products.

The supplief can have access to, the acquirer’s information when delivering and supporting the
product which can result in information security risks to the acquirer’s information. Failures to|fulfil
requirements, software vulnerabilities and malfunctions of products and inadvertent release of
sensitive infprmation can also cause information security risks to the acquirer.

To manage these information security risks, the acquirer may wish to control supplier’s access fo the
acquirer’s information. The acquirer may also wish to control elements of the supplier’s prodyction
processes td maintain quality of the products and to reduce information security risks derived|from
vulnerabilities; malfunctlons or other failures to fulfll requlrements This, in turn, can pose 1nform ation
security risks when
controlling elements of the suppller S processes

Further, the acquirer may wish to have assurances regarding the specification of products, by
monitoring or auditing of the production processes or requiring the supplier to obtain an independent
certification to demonstrate existence of good practices and required processes. These assurance
requirements need be agreed between the acquirer and supplier.

5.2.2 Supplier relationships for services

When an acquirer procures services, the supplier generally has access to the acquirer’s information.
This causes potential information security risks to the acquirer. In the case of business process
outsourcing, e.g. that of marketing, call centre operation or the organization’s ICT infrastructure, a
significant portion of the acquirer’s critical business information can be put under management of the

4 © ISO/IEC 2021 - All rights reserved
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supplier. Other kinds of services have generally limited access to the acquirer’s information, such as
food services and janitorial services.

Delivery of some services requires the acquirer’s information to be located within acquirer’s premises
and to be accessed onsite or remotely by the supplier. In other cases, acquirer’s information is located at
the supplier’s site. These specific conditions can impact selection of controls applicable to the acquirer
or supplier. See Table 2 for examples of how location can have an impact on supplier’s accesses to the
acquirer’s information.

When acquiring services, acquirers should establish rules for how to control supplier access to
acquirer’s information. The acquirer may also wish to control the quality of the service to reduce

infor

e. A service

level
agreg

acquif

The 3
the ¢
exist
betw

5.2.3

An IC
succq
comp

agreement is a general way of agreeing on the quality of service. For the supplier,a
ment can be a tool for communicating how the supplier will satisfy quality expect
rer.

cquirer may wish to have assurance regarding the quality of the service hyimonitorin|
upplier service processes or requiring the supplier to obtain a cettification to
ence of good practices or required processes. These assurance requirements need al
ben the parties.

ICT supply chain

T supply chain is a set of organizations with a linked*set of resources and process
ssive supplier relationships of ICT products and/services. An ICT product or sel
osed of components, resources and processes pnoduced by a supplier which cal

prodiiced, in whole or in part, by another supplier. As such, an ICT service, in its entire

been
is an

sourced by multiple suppliers. As depicted.in-Figure 1, an organization in an ICT
acquirer in relation to the upstream organization, and a supplier in relation to the

organization. The adjacent downstream organization is often called a customer from the

of thg
chain
over

organization that provides products.or services to it. The customer at the end of t
is referred to as an end customer,©r consumer. Generally, the end customer has li
heir direct supplier’s information-security requirements and no control over informa

requirements beyond the direct supplier.

/\

Suppliers %li’ers
st | ) -
Sllllll))ll))lli?;ss C) e Supplier Customer
IV
\_/9

mation cor‘nrify ric](c’ ihr]nr‘ing the nhi]i‘l’y tomeet :nr:n']ahi]ify rnnlnirnmnn‘l'c over-tin

service level
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g or auditing
Hemonstrate
50 be agreed

es that form
vice can be
h have been
'y, may have
supply chain
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e ICT supply
ited control
tion security

Tier 2 Tier 1

Organization

Upstream Downstream

From Sourcing to Completion

Figure 1 — Supply chain relationships
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Acquirers and suppliers throughout the ICT supply chain inherit information security risks associated
with individual supplier relationships for products and services (see 5.2.1 and 5.2.2). However, it
is challenging for acquirers to manage these information security risks through communicating,
monitoring, and enforcing their information security throughout the ICT supply chain due to limited

visibility into and access to their suppliers’ suppliers.

5.2.4 Cloud computing

Cloud computing is a form of a supplier relationship, in that a cloud computing service, in its entirety,
may have been sourced from multiple suppliers. The purpose of cloud computing is to enable utility-

based or per-use computing and storage services and capabilities based on business requiremen

ts for

commonly referred to as the cloud service provider and the acquirer referred to as the cloud sg
customer. I some cases, the cloud service provider delegates the management or control
components| resources and processes to the cloud service customer in an environment poten
shared with[other cloud service customers, commonly referred to as a multi-tenant cloud environ
ICT supply chain security considerations also apply when cloud computing servicesform an ICT s
chain, e.g., wihen a customer uses Saa$ built on top of laaS.

scalability, a'Fallablllty and elasticity service expectations. In a cloud computing service, a supp

5.3 Information security risks in supplier relationships and associated threats

Information|security risks in supplier relationships are a matter of concern, not only for the acq
and supplier, but also for customers and other interested parties. It is a question of trust in bus
activities in| society. Both the supplier and acquirer should, consider the inherent and res
information security risks associated with establishing a supplier relationship.

Acquirer and supplier are both responsible for making their agreement trustworthy and for man
their informjation security risks which includes establishing delineated roles and responsibilif
information[security and implementation of controls,

Each supplidr relationship within an organizatioiiis established for a specific purpose. The numi

ier is
rvice

over
tially
ment.
Lipply

uirer
iness
idual

aging
y for

ber of

such relatiopships is likely to grow over time résulting in those relationships not being well managed

or controlled by acquirers. Specifically, large organizations tend to have a significant numh
supplier reldtionships that were established by different internal entities using a variety of prod
and arrangements. Many of these relationships have extended supply chains with multiple layers
multiplicity fan result in making itlincreasingly more difficult for an organization to ensure th
information [security risks created by those supplier relationships are appropriately addressed.

The supply 4dnd support of a-product or service can be dependent upon either the acquirer or suj
transfer of information and-information systems to the other party. This information needs
appropriately protected-through establishing an agreement among acquirers and suppliers.
agreement should state the mutually acceptable set of controls and responsibility for implement

er of
esses

This
it the

bplier
to be

This
htion.

Lack of sucl} agreement may have an impact on acquirers’ or suppliers' information security in the

following ways:

a) Disparate acquirer and supplier Information Security governance, risk tolerance and compliance
practices or different cultural or organizational attitudes resulting in gaps in security requirements
and controls between acquirer and supplier.

b) Reliance on supplier’s services and capabilities designed to ensure compliance with acquirer‘s own
information security requirements resulting in unintended controls dependencies.

c) Conflicting or different acquirer and supplier information security controls that interfere or
weaken the information security of the other party.

6 © ISO/IEC 2021 - All rights reserved
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Supplier relationships may create a number of information security risks for both acquirers and
suppliers. The following are examples of such risks that should be considered throughout the life cycle
of a supplier relationship - from planning to termination:

a) Lack or weakness of governance:

1

2)

)

Acquirers lose control over how their information is stored, processed, transmit
modified and destroyed.

Suppliers, unless specifically prohibited by the agreement, may outsource a subset
and processes to another supplier, thus reducing or limiting the acquirer’s
potentially exposing the acquirer to further risks.

ted, created,

of resources
control, and

b)
1

o
fou

l\lliscommunication and misunderstanding:

)

)

Specific information secuxity risks to acquirer’s and supplier’s information and informa
can ble directly correlated with inadequate control awareness, ownership and accountabilit
may be applicable to(thée supply of both products and services. Table 1 provides examples of
secullity risks related to acquiring products. Information security risks associated with
usually causeddby-supplier access to information or information systems. Table 2 provideg
risks(related to/supplier’s access to acquirer’s information and information systems.

eographical, social and cultural differences:

Controls put in place by the supplier do not address the risks identified by, thé acqulirer, leaving

the acquirer vulnerable to risks presumed to be addressed and managed/by the s

Confidentiality, integrity and availability requirements of the’ acquirer 1
communicated properly to the supplier and hence not correctly met.

Requirements concerning availability/BCP for informatielr or information s
support the on-time and on-delivery of products or services by the supplier to
cannot be specified, leading to interruptions in supply

Suppliers fail to allocate sufficient resources, inecluding skilled staff, to protect t}
information.

The acquirer is inadvertently in breach of legislation or regulation, leading to
damage and financial penalties.

Reference to a law or a standard@s a requirement in an agreement allows for misin
by acquirer and supplier which'results in a dispute.

The service is provided:in a location either unknown to or not permitted by f{
leading to violations,efacquirer’s regulatory or compliance requirements.

pplier.

hay not be

ystems that
the acquirer

e acquirer’s

reputational

terpretation

he acquirer,

fion systems
y. Such risks
information
services are
examples of

Table 1 — Example information security risks for acquiring products

No. Type Description
1 Information secu- |In the case where supplied products have a vulnerability, the acquirer’s derived
rity feature products, services or processes will be vulnerable.
. Poor quality of supplied products can cause information security weakness of
2 Quality 7, : .
the acquirer’s derived products, services and processes.
3 Intellectual prop- |Unidentified intellectual property rights can cause later dispute in relation with
erty rights the acquirer’s derived products or services.
In the case where fake or fraudulent products were supplied, the acquirer’s ex-
4 Authenticity pectation for an information security feature and the quality and identification

of intellectual property rights are threatened with a likelihood of an information
security weakness introduced and a loss in the business relationship confidence.

© ISO/IEC 2021 - All rights reserved


https://iecnorm.com/api/?name=21905c5a3a43a25bdf7753b8cd4133f7

ISO/IEC 27036-1:2021(E)

Table 1 (continued)

No. Type Description
Without assurance of appropriate information security features, product quality,
5 Assurance and identification of intellectual property rights and authenticity, the acquirer
lacks confidence in reliance upon the supplier’s products.
Table 2 — Example information security risks for acquiring services
No. Type Description Example Use Case(s)
Phvsical access Supplier has physical access to the infor- |Security guard service, delivery
1 ondte mation processing facilities of the acqulir- |Services, a cleaning Service or an
er but does not have logical access equipment maintenance service
. Supplier personnel are onsite and have
Accpss to informa- . . ; . . 3 .
. . logical access to information and infor- Outsourced expertise working onsite
2 tion} and informa- : : . : o N
. .. |mation systems of the acquirer, through |and integrated in acquirer’s teans
tior} systems onsite S, :
the use of acquirer’s equipment
Remote develepment and maintef
Remote access to oL . .
. : . . . |nance actiyities, remote information
in-House informa- |Supplier has remote access to information :
3 . . . : . system and-€quipment management,
tior} and informa- |and information systems of the acquirer logisti .
. ogisticsycall centre operation, afito-
tior] systems i
mated facilities management sysfems
ConsSulting (market research, sal¢s
promotion, technical studies, etc]), in-
Information under the responsibility of\¢ |formation processing, R&D, manfifac-
. . the acquirer is processed by the supplier |turing, storage and archival, applica-
Professing of in- . . L . : .

4 formation offsite offsite, using applications and systems tion service (ASP), Business Prodess
under the control and the management of |as a Service (BPaaS) such as travgl
the supplier or financial services, Infrastructpire

as a Service (IaaS) or Software as a

Service (SaaS) providers

Platform as a Service (PaaS) proyid-
L .. | Applications operated by the acquirer are ers if supplier prov1de_s devgloprr ent

5 Applications offsite . platform or IaaS providers if supplier

running PaaS or IaaS :
provides network, compute and gtor-
age services
. . Equipment dedlcat_ed to the acquirer a.nd Offsite hosting of information sys$-
6 Equipment offsite |owned by the acquirer are hosted offsite, .
C tems housing or [aaS
oh the supplier site
. . Use of storage service to maintaip
I . ‘Acquirer outsources the storage of infor- . . :
Storage of informa* . : . . backup copies of information generat-
7 . : mation to a supplier for offsite retention : X )
tion} offsite . ed by in-house information procg¢ss-
or archive ;
ing
Services involving supplier artefacts Source code held by an independgnt
used by the acquirer are held in escrow  |third party to maintain usefulnegs of
Soulcce caode es-

8 crow by a trusted third party and are made software by the acquirer in the case
available to the acquirer under defined that the supplier of the software goes
circumstances out of business

5.4 Managing information security risks in supplier relationships

In the supplier relationship, acquirer’s or supplier’s access to or handling of the other organization’s
information can introduce information security risks for both the acquirer and supplier. The acquirer
and supplier evaluate risks, and select, implement and maintain controls to mitigate them. In the
context of supplier relationships, the controls consist of:

a) Those that directly address information security risks associated with access to or handling of
each organization’s information;
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Those that address quality of supplier products that impacts the acquirer‘s and its customer’s
information security risks; and

Those enforcing a) or b) above on the other organization, e.g. by managing and reporting
requirements, monitoring, auditing and certification.

The agreement between the acquirer and supplier binds both organizations in implementing and
maintaining those controls.

Regardless of the nature of the provided product or service, visibility of information security should
be considered as an important part of establishing a supplier relationship to ensure information
security risks to the acquirer’s information and information systems are managed. In order to identify
and rpanage these information security risks, the acquirer should obtain assurance that|the supplier
has ifnplemented adequate information security management and controls. In the case where these
are npot negotiable, the acquirer should select a supplier’s product or service based on ctiteria which
inclugle requirements for information security management and controls to avoid.or mitigate risks to

an acceptable level.

5.5

ICT supply chain considerations

The 4cquirer’s acceptance of a supplier’s production, delivery and operation of products pnd services
should be based on criteria which ensures levels of information §€curity which the acquiner wishes to

have within its own organization. These could include any of thefollowing:

anagement of political, legal and information security risks relating to the local ¢nvironment
hich impact the acquirer’s information security, ificluding continuity of information,|information
slystems and services.

anagement of confidentiality of physical and'electronic documents and other informdtion relating
tp the supplied products and services.

anagement of integrity of materials and elements to ensure proper handling, i.e., unique markings
nd protective labelling.

anagement of integrity of software or other electronic information related to the supplied product
r service to ensure it is.mot compromised, e.g. using cryptographic hash functions or digital
atermarks.

anagement of physical security of facilities from which products and services are delivered.

anagement of(information security relating to any aspect of the suppliers’ busingss and as it
relates to otherclients.

anagement of information security relating to the suppliers’ interactions with suppliers, and the
sjuppliers’ interaction with other acquirers.

To appropriately manage information security in supplier relationships throughout th¢ ICT supply
chain, acquirers should adopt a framework with the following set of standardized organization-wide
processes for the acquisition of products and services:

a)

b)

Establish information security and compliance requirements for the secure exchange or sharing of
information and information systems.

Prior to acquisition, assess and monitor the information security risks associated with the supply
chain.

Establish a process for negotiation or re-negotiation of the ICT supply chain agreement or
agreements incorporating the information security and compliance requirements, including
conditions for right to audit and restricting upstream suppliers throughout the multiple layers of
the ICT supply chain.
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d) Continuously monitor and report on the performance of suppliers within the ICT supply chain
adhering to information security and compliance requirements, especially as a result of a supplier
relationship change.

This framework should be flexible to allow for a range of ICT supply chain agreements that may be
tailored based on the nature of the product or service being acquired and the risks that it is expected to
create.

6 Overall ISO/IEC 27036 structure and overview

6.1 Purpg¢seamdstructure

ISO/IEC 27(36 is a multi-part document that provides requirements and guidance for acquirers
and suppliefs on how to secure information in supplier relationships. Figure 2 proyides notional
architecture of this multipart document.

Part1: Overviewand concepts

~_=

Part2: Requirements

~_= <=

Part 3: Part 4:
Guidelines for ICT supply Guidelines for security of
chainsecurity cloudservices

Figure 2 - 1SO/IEC 27036 architecture

ISO/IEC 27(Q36-3 and ISO/IEC 27036-4 address specific aspects of information security supplier
relationship$ including challehges associated with those related to ICT products and sepvices
(ISO/IEC 27(36-3) and cloud services (ISO/IEC 27036-4).

6.2 Overyiew of ISO/IEC 27036-1: Overview and concepts

This documént proyides overview and concepts of information security in supplier relationships| This
document isjan’informative document.

6.3 Overview of ISO/IEC 27036-2: Requirements

ISO/IEC 27036-2 provides a high level framework for establishing information security requirements
and expectations in supplier relationships. This framework includes governance, life cycle processes,
and relevant high-level requirements statements. ISO/IEC 27036-2 is a normative document that
acquirers can use as a source of agreement requirements to define, manage, and monitor supplier
agreements. The requirements from ISO/IEC 27036-2 may also serve as additional certification criteria
for the purpose of ISO/IEC 27001 certification or other certification schemas as deemed pertinent
to the acquirer. For example, an acquirer may require that a supplier be certified in accordance with
ISO/IEC 27001 and include additional requirements and applicable controls in accordance with
ISO/IEC 27036 with respect to the products or services being offered. Acquirers may either use the
entire document or extract individual portions for use as requirement statements.
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