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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electro technical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-govenmentat—imtaisomwithSO—and—ECatsotakepart-imthe—work—In—the—fietd—of-infoymation
technology, ISP and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Sfandards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
The main task of the joint technical committee is to prepare International Standards:.Draft Interrjational
Standards adgpted by the joint technical committee are circulated to national bodies fdr yoting. Publicdtion as

an Internationgl Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this documentymay be the subject of| patent
rights. ISO and IEC shall not be held responsible for identifying any or all sué¢hpatent rights.

ISO/IEC 25040 is part of the SQuaRE series of standards and was prepared by Joint Technical Committee
ISO/IEC JTC 1, Information technology, Subcommittee SC 7, Software\and systems engineering.
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Introduction

As the use of information technology grows, the number of critical computer systems also grows. Such
systems include, for example, security critical, life critical, economically critical and safety critical systems. The
quality of software in these systems is particularly important because software faults can lead to serious
consequences.

Evaluafi /gd criteria. The
evaluation of software product quality is vital to both the acquisition and development of softwafe. The relative
importance of the various characteristics of software quality depends on the intended usage qr objectives of
the sygdtem of which the software is a part; software products need to be evaluated to.decide whether relevant
quality |characteristics meet the requirements of the system.

This d
produc

bcument is part of the SQuaRE series of standards and contains general requiremengs for software

L quality evaluation as well as clarifies the associated general concepts.
, enriched and

The ggneral goal of creating the SQuaRE set of standards is to movetp a logically organized

unified
evalua
standa
of qua
their m

series covering two main processes: software quality requirements specification and |
ion, supported by a software quality measurement progéess. The purpose of the S
rds is to assist those developing and acquiring software products with the specification
ity requirements. It establishes criteria for the specification of software product quality
easurement, and evaluation. It includes a quality modél for aligning customer definitions

pftware quality
QuaRE set of
and evaluation
requirements,
of quality with

attribufes of the development process. In addition, the series provides recommended measuies of software

produc
SQuaR
o ter
refi
ge
ind

stg
pu

SQuaR
and ev

t quality attributes that can be used by developeérs, acquirers, and evaluators.
E provides

ms and definitions,

erence models,

neral guide,

ividual division guides, and

ndards for reguirements specification, planning and management, measurement 2
poses.

E includes International Standards on quality model and measures, as well as on qualit
blyation.

nd evaluation

y requirements

SQuaRE replaces the current ISO/IEC 9126 series and the ISO/IEC 14598 series.

This International Standard is intended to be used in conjunction with the other parts of the SQuaRE series of
standards, and with the ISO/IEC 14598 series and the ISO/IEC 9126 series until superseded by the
ISO/IEC 25000 series of standards.

The SQuaRE series of standards consists of the following divisions under the general title Systems and
software product Quality Requirements and Evaluation:
[ ]

ISO/IEC 2500n - Quality Management Division,

ISO/IEC 2501n - Quality Model Division,

© ISO/IEC 2011 — All rights reserved
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e |ISOJ/IEC 2502n - Quality Measurement Division,
e ISO/IEC 2503n - Quality Requirements Division, and
e ISO/IEC 2504n - Quality Evaluation Division.

Annex A provides an explanation on levels of evaluation, aspects to be considered when defining evaluation
levels and suggestions on evaluation techniques to be applied according to the rank of evaluation level.

Annex B provides examples of evaluation methods.

Annex C provides a table showing relationships between some evaluation methods, possible cost rank and
effectiveness pger software quality characteristics.

Annex D provifles relationships between the software product quality evaluation process reference’model and
the software and system life cycle processes.

Annex E provigles an example template of an evaluation report.
Annex F provides the diagrams of inputs, outcomes, constraints and resources fordeaeh evaluation actiyity.

Figure 1 illustrjates the organization of the SQuaRE series representing families of standards, further called
Divisions.

Quality Model Y
Division

2501n

Quality . Quality
Requirements Quality Mgpagement Evaluation

Division Division Division
2500n

2503n Quality 2504n

Measurement Division

2502n

Extension Division
25050 - 25099

Figure 1 — Organization of the SQuaRE series of International Standards
The Divisions within the SQuaRE model are as follows.

e ISOJ/IEC 2500n - Quality Management Division. The International Standards that form this division
define all common models, terms and definitions referred to by all other standards from the SQuaRE
series. Referring paths (guidance through SQuaRE documents) and high-level practical suggestions in
applying proper standards to specific application cases offer help to all types of users. The division also
provides requirements and guidance for a supporting function which is responsible for the management
of software product requirements, specification and evaluation.

vi © ISO/IEC 2011 — All rights reserved
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ISO/IEC 2501n - Quality Model Division. The International Standard that forms this division presents
detailed quality models for software, quality in use and data. Practical guidance on the use of the quality
model is also provided.

ISO/IEC 2502n - Quality Measurement Division. The International Standards that form this division
include a software product quality measurement reference model, mathematical definitions of quality
measures, and practical guidance for their application. This division presents internal measures of
software quality, external measures of software quality and quality in use measures. Quality measure
elements (QME) forming foundations for the latter measures are defined and presented.

ISO/IEC 2503n - Quality Requirements Division. The International Standard that forms this division
helps specifying quality requirements. These quality requirements can be used in the process of quality
requirements, elicitation for a software product to be developed or as inputs for an evaljation process.
THe requirements definition process is mapped to technical processes defined in ISO/IEC 15288.

IS
re

D/IEC 2504n - Quality Evaluation Division. The International Standards that form this ¢
uirements, recommendations and guidelines for software product evaluatior, whether

ivision provide
performed by

independent evaluators, acquirers or developers. The support for docmenting a measure as an
evpluation module is also presented.
ISO/IEL 25050 to ISO/IEC 25099 are reserved to be used for SQuaRE.éxtension Internatignal Standards
and/or [Technical Reports.

This In
the foll

1S(
SO
SO

ternational Standard is part of the 2504n series on quality-evaluation division that curre
pwing International Standards:

D/IEC 25040 - Evaluation process: contains general requirements for specification an
ware quality and clarifies the general concepts: Provides a process description for evaly
ware product and states the requirements for the application of this process. The evalug

ntly consists of

j evaluation of
ating quality of
tion process is

Therefore, the
ty and internal
pd software or
hation can be
tor.

the
pra
me
cu
co

basis for software product quality evaluation for different purposes and approaches.
cess can be used for the evaluation of quality in use, external measure of software qual
asure of software quality and can :bes applied to evaluate the quality of pre-develop
stom  software during its development process. The software product quality eval
ducted, for instance, by an acquirer, a developer organization, or an independent evalug

ISQ/IEC 25041 - Evaluation)guides for developers, acquirers and evaluators: coptains specific

requirements and recommendations for developers, acquirers and evaluators.

ISQ/IEC 25042 - Evaluation modules: defines the structure and content of the document
to flescribe an evaluation module. These evaluation modules contain the specification of th
(i.g. characteristics, subcharacteristics and corresponding internal, external or quality in U
thg associated data and information about the planned application of the model and the infprmation about
its [actual application. Appropriate evaluation modules are selected for each evaluation. In|some cases it
mgy behecessary to develop new evaluation modules. Guidance for developing new evaI\F)ation modules

a£ion to be used
quality model
se measures),

is foundin ISO/IEC 25042. This International Standard can also be used by organizations producing new

ev luation-modidas
roretto- OGS sSs

ISO/IEC 25045 - Evaluation module for recoverability: provides the specification to evaluate the
subcharacteristic of recoverability defined under the characteristic of reliability of the quality model. It
determines the external measures of software quality of resiliency and autonomic recovery index when the
information system composed of one or more software products' execution transactions is subjected to a
series of disturbances. A disturbance could be an operational fault (e.g. an abrupt shutdown of an OS
process that brings down a system) or an event (e.g. a significant increase of users to the system).

ISO/IEC 25040 is a revised version and replaces the current ISO/IEC 14598-1.

© ISO/IEC 2011 — All rights reserved
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Systems and software engineering — Systems and software
Quality Requirements and Evaluation (SQuaRE) — Evaluation
process

1 Sq
This In
produc
produc
used fq
develo
develo

This In
docum
evalua

Itis int
and in
ISO/IE

It is n
proces

2 C
Evalua
require

3 N

The fo
referen
docum

cope

ternational Standard contains requirements and recommendations for the_ evaluatid
t quality and clarifies the general concepts. It provides a process description-for evall
t quality and states the requirements for the application of this process. Thé gvaluation {
r different purposes and approaches. The process can be used for the eyaluation of thg

bment process.

ents as well as shows how each SQuaRE document should be used during the a
ion process.

bnded for those responsible for software product evaluation and is appropriate for develo
dependent evaluators of software products. sThese three different approaches a

C 14598-3, ISO/IEC 14598-4, and ISO/IEC 14598-5.

bt intended for evaluation of other aspetts of software products (such as functional
5 requirements, business requirements;etc.).

pnformance
fion of software product-quality conforms to this International Standard if it com
ments of Clause 6.

prmative references

llowing-referenced documents are indispensable for the application of this docum
ces,only the edition cited applies. For undated references, the latest edition of
ent(including any amendments) applies.

n of software
ating software
rocess can be
quality of pre-

ped software, commercial-off-the-shelf software or custom software and,can be used duiling or after the

ternational Standard establishes the relationship of the evaluation reference model t¢p the SQuaRE

ctivities of the

bers, acquirers
e detailed in

requirements,

plies with the

nt. For dated
he referenced

There are no normative references in this document.

4 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

41
acquir

er

individual or organization that acquires or procures a system, software product or software service from a
supplier

NOTE

Adapted from ISO/IEC 12207:2008.

© ISO/IEC 2011 — All rights reserved
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analysis model
algorithm or calculation combining one or more base and/or derived measures with associated decision

criteria

4.3
attribute

inherent property or characteristic of an entity that can be distinguished quantitatively or qualitatively by
human or automated means

NOTE 1

NOTE2 ISO
and an assigne(
assigned charadgt

4.4

attribute for quality measure

attribute that rq

NOTE Attri
4.5

base measurg
measure defin

q

NOTE1 Ab

NOTE2 Ada

[ISO/IEC 1593

4.6

commercial-
software prod
been demonst

4.7
context of usé¢

users, tasks,
which a produg

[ISO 9241-11:

4.8

custom softwpre
software promwmdﬁmwmmmswmmmmﬁwﬁmi

4.9
data

butes for quality measure are used in order to obtain quality measure eleménts.

bd in terms of an attribute and the method for quantifying it
se measure is functionally independent of other measures!
bted from the International Vocabulary of Basic and‘General Terms in Metrology, 1993.

0:2007]
T-the-shelf software product

ated by a broad spectrum efcommercial users

pquipment (hardware, software and materials), and the physical and social environm
t is used

Adapted from ISO/IEC 15939:2007.

ATom I Vim0

e price of a product, the owner of a produ

characteristic of a product, process or system (e.g. th
eristic is not an inherent quality characteristic of that product, process or system.

lates to software product itself, to the use of the software product or to itS)development (g

ct defined by a market-driven néed, commercially available, and whose fitness for u

998]

mething;

ct). The

rocess

se has

ents in

collection of values assigned to base measures, derived measures and/or indicators

[ISO/IEC 15939:2007]

410

decision criteria
thresholds, targets, or patterns used to determine the need for action or further investigation, or to describe
the level of confidence in a given result.

[ISO/IEC 15939:2007]

© ISO/IEC 2011 — All rights

reserved
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4.11
derived measure
measure that is defined as a function of two or more values of base measures

[ISO/IEC 15939:2007]
NOTE 1  Adapted from the International Vocabulary of Basic and General Terms in Metrology, 1993.

NOTE 2 A transformation of a base measure using a mathematical function can also be considered as a derived
measure.

412

develgper
individT:I: or organization that performs development activities (including requirements, anplysis, design,
testing|through acceptance) during the software life-cycle process

NOTE Adapted from the definition in ISO/IEC 12207:2008.

413
divisitln of standards
division forms a family of standards serving complementary purposes

414
end uger
individdial person who ultimately benefits from the outcomes of.the-system

NOTE The end user can be a regular operator of the softwaré product or a casual user such as 3 member of the
public.

415
entity
object fhat is to be characterized by measuringlits attributes

EXAMHALE An object can be a processproduct, project, or resource.
[ISO/IHC 15939:2007]
4.16

evaluation
systemnfatic determination\of the extent to which an entity meets its specified criteria

[ISO/IEC 12207:2008]
417

evaluation(coverage
degreq towhich the evaluation covers the specified software product quality requirements

418

evaluation level

rigour to be applied during the evaluation that defines the depth or thoroughness of the evaluation in terms of
evaluation techniques to be applied and evaluation results to be achieved

4.19

evaluation method

procedure describing actions to be performed by the evaluator in order to obtain results for the specified
measurement applied to the specified product components or on the product as a whole

© ISO/IEC 2011 — All rights reserved 3
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4.20

evaluation module
package of evaluation technology for measuring software quality characteristics, subcharacteristics or

attributes

NOTE
collected and su

4.21

pporting procedures and tools.

evaluation records
documented objective evidence of all activities performed and of all results achieved within the evaluation

process

The package includes evaluation methods and techniques, input to be evaluated, data to be measured and

4.22

evaluation requester

person or org

4.23

evaluation to
instrument tha
part of the eva

NOTE Exa
formalized mod
spreadsheets to

4.24

evaluation stn
degree require
use criticality d

4.25
evaluator
individual or o

4.26

failure
termination of
specified limits

ization that requests an evaluation

can be used during evaluation to collect data, to perform interpretation of data or to ad
uation

mples of such tools are source code analysers to compute code\metrics, CASE tools to
els, test environments to run the executable programs, checklists to collect inspection
produce syntheses of measures.

ingency
d for the software product quality characteristicssand subcharacteristics to fulfil the ex
f the software product

ganization that performs an evaluation

he ability of a product to‘perform a required function or its inability to perform within pre

bted from IEEE 610.42-1990.

process Of data definition in a computer program

990}

tomate

broduce
Hata or

pected

viously

NOTE Ada
4.27
fault
incorrect step,
[[EEE 610.12-
4.28

functional requirement
requirement that specifies a function that a system or system component must be able to perform

[IEEE 610.12-1990]

NOTE

interoperability, security and compliance of a function.

© ISO/IEC 2011 — All rights
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4.29
implied needs
needs that may not have been stated but are actual needs

NOTE Some implied needs only become evident when the software product is used in particular conditions.

EXAMPLE Implied needs include: needs not stated but implied by other stated needs and needs not stated because
they are considered to be evident or obvious.

4.30
independent evaluator
individual or organization that performs an evaluation independently from developers and acquirers

NOTE The individual or organization acting as developer or acquirer for the target system to bé.gvaluated cannot
becomq the independent evaluator for the system. The independent evaluator can be an organizatipn. Independent
evaluatprs can belong to the same organization as the developers as long as they are independent-from| developers and
acquirefs.

4.31
indicator
measufe that provides an estimate or evaluation of specified attributes derived from a model with respect to
defineq information needs

[ISO/IHC 15939:2007]
NOTE In ISO/IEC 14598-1 this definition was “a measure that can be used to estimate or predict another measure”.

4.32
information need
insight|necessary to manage objectives, goals, risks,,and problems

[ISO/IHC 15939:2007]

4.33
informlation product
one or [more indicators and their associated interpretations that address an information need

EXAMHALE A comparison of a‘measured defect rate to planned defect rate along with an assessmgnt of whether or
not the fifference indicates a problem.

[ISO/IHC 15939:2007]

4.34
information system needs
needs |that-can be specified as quality requirements by external measures and sometimes by internal
measufes

4.35

intermediate software product

product of the software development process that is used as input to another stage of the software
development process

EXAMPLE Intermediate software products can include static and dynamic models, other documents and source
code.

4.36

intermediate software product needs
needs that can be specified as quality requirements by internal measures

© ISO/IEC 2011 — All rights reserved 5
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4.37

maintainer
individual or organization that performs maintenance activities

NOTE

4.38

Adapted from ISO/IEC 12207:2008.

measure, noun
variable to which a value is assigned as the result of measurement

NOTE 1

NOTE 2

4.39

The term “measures” is used to refer collectively to base measures, derived measures, and indicators.

Adapted from ISO/IEC 14598-1:1999

measure, verl

make a measurement

[ISO/IEC 1459

4.40
measurement
set of operatio

[ISO/IEC 1593
NOTE1  Ada

NOTE 2 Me4

4.41

B8-1:1999]

0:2007]

measurement] function

algorithm or ¢4

[ISO/IEC 1593P:2007]

4.42

measuremeni method

logical sequer
specified scalg

[ISO/IEC 1593P:2007]

NOTE Ada

4.43

measurement procedure

ns having the object of determining a value of a measure

bted from the International Vocabulary of Basic and General Terms in Metrology, 1993.

surement can include assigning a qualitative category~such as the language of a source prograr
C, COBOL, etc.).

Iculation performed to combine two.@rmore base measures

ce of operations,~described generically, used in quantifying an attribute with respe

pted fremsthe International Vocabulary of Basic and General Terms in Metrology, 1993.

h (ADA,

ct to a

set of operations, described specifically, used in the performance of a particular measurement according to a

given method

[ISO/IEC 15939:2007]

NOTE Adapted from the International Vocabulary of Basic and General Terms in Metrology, 1993.

4.44

measurement process

process for establishing, planning, performing and evaluating software measurement within an overall project
or organizational measurement structure

NOTE

Adapted from ISO/IEC 15939:2007.

© ISO/IEC 2011 — All rights

reserved
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observation
instance of applying a measurement procedure to produce a value for a base measure

[ISO/IEC 15939:2007]

4.46

operator
individual or organization that operates the system

NOTE

Adapted from ISO/IEC 12207:2008.

4.47
proce
system

NOTE

4.48

quality
the ext
effectiv

4.49

quality
measu
measu

NOTE
softwar

4.50
quality
defineq
quality

4.51
rating
action

4.52
rating
scale p

NOTE 1

S
of activities, which uses resources to transform inputs into outputs

Adapted from ISO 9000:2005.

in use (measure)
ent to which a product used by specific users meets the users' \ngeds to achieve spe
eness, productivity, safety and satisfaction in specific contexts of yse

measure elements
re, which is either a base measure or a derived measare; that is used for constructing so
res

The software quality characteristic or subcharacteristic of the entity is derived afterwards

e quality measure.

model
set of characteristics, and of relationships between them, which provides a framework
requirements and evaluating quality

evel
oint on-an ordinal scale, which is used to categorize a measurement scale

The rating level enables the software product to be classified (rated) in accordance with the

Cific goals with

tware quality

by calculating a

for specifying

pf mapping the measured value to the appropriate rating level and used to determine the rating level
associgted with the software product for a specific quality characteristic

stated or implied

needs.

NOTE 2

developers'.

4.53

requirements
expression of a perceived need that something be accomplished or realized

NOTE

The requirements can be specified as part of a contract, or specified by the development

Appropriate rating levels may be associated with the different views of quality, i.e. users', managers' or

organization, as

when a product is developed for unspecified users, such as consumer software, or the requirements can be more general,
as when a user evaluates products for comparison and selection purpose.

© ISO/IEC 2011 — All rights reserved
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4.54
scale
ordered set of values, continuous or discrete, or a set of categories to which the attribute is mapped

[ISO/IEC 15939:2007]

NOTE Adapted from the International Vocabulary of Basic and General Terms in Metrology, 1993.

EXAMPLE Types of scales are: a nominal scale which corresponds to a set of categories; an ordinal scale which
corresponds to an ordered set of scale points; an interval scale which corresponds to an ordered scale with equidistant
scale points; and a ratio scale which not only has equidistant scale points, but also possesses an absolute zero. Measures
using nominal or ordinal scales produce qualitative data, and measures using interval and ratio scales produce

quantitative data

4.55
software prod
set of computg

uct
r programs, procedures, and possibly associated documentation and data

[ISO/IEC 1220}7:2008]

NOTE 1 Proqucts include intermediate products, and products intended for users such a@s’developers and mainfainers.
NOTE 2  In SQuaRE standards, software quality has the same meaning as software-product quality.

4.56

software prod
technical oper
product accord

4.57
software qual
degree to whig

NOTE 1 This
the satisfaction

NOTE2 Ada

4.58
software qual
category of so

NOTE Soft
software quality

4.59

uct evaluation
htion that consists of producing an assessment ofvone or more characteristics of a s
ing to a specified procedure

ity

h the software product satisfies stated and implied needs when used under specified con

f stated and implied needs, while the:tSO 9000 quality definition refers to the satisfaction of requirg
bted from the ISO/IEC 25000:2005 definition, rephrased as “degree to which”.

ty characteristic

ware quality attributes that bears on software quality

vare quality/eharacteristics can be refined into multiple levels of subcharacteristics and fin
attributes.

Dftware

ditions

definition differs from the 1ISO 9000:2005 quality definition because the software quality definition fefers to

bments.

blly into

software qualjty.-€valuation
systematic examination of the extent to which a software product is capable of satisfying stated and implied

needs

4.60

software quality in use

capability of

the software product to enable specific users

effectiveness, productivity, safety and satisfaction in specific contexts of use

NOTE

to achieve specific goals with

Before the product is released, quality in use can be specified and measured in a test environment for the

intended users, goals and contexts of use. Once in use, it can be measured for actual users, goals and contexts of
use. The actual needs of users might not be the same as those anticipated in requirements, so actual quality in use might
be different from quality in use measured earlier in a test environment.
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4.61
software quality measure
internal measure of software quality, external measure of software quality or software quality in use measure

NOTE Internal measure of software quality, external measure of software quality or software quality in use measure
are described in the quality model in ISO/IEC 25010.

4.62

stakeholder

a party having a right, share or claim in a system or in its possession of characteristics that meet that party's
needs and expectations

NOTE 1 AdaptedfronTtSOAEC15288:26608:

NOTE 2 Stakeholders include, but are not limited to, end users, end user organizations, supporters, developers,
producers, trainers, maintainers, disposers, acquirers, supplier organizations and regulatory bodies.

4.63
supplier
individlial or organization that enters into a contract with the acquirer for the supply of a sygtem, software
product or software service under the terms of the contract

NOTE Adapted from ISO/IEC 12207:2008.

system
a comBjination of interacting elements organized to achieve)one or more stated purposes

NOTE 1 A system can be considered as a product or as‘the services it provides.

NOTE 3 In practice, the interpretation of its meaning is frequently clarified by the use of an agsociative noun,
e.g. airgraft system. Alternatively, the word system-\can be substituted simply by a context dependent synonym, e.g.
aircraft,|though this can then obscure a system principles' perspective.

[ISO/IHC 15288:2008]

4.65
target jof process
softwafe product or task executed by software product to which a measurement or evaluafion process is
applieq

4.66
unit off measurement
particular quantity, defined and adopted by convention, with which a other quantities of the same kind are
compared in-order to express their magnitude relative to that quantity

[1ISO/IHC45939:2007]

NOTE Adapted from the International Vocabulary of Basic and General Terms in Metrology, 1993.

4.67
user
individual or group that interacts with a system or benefits from a system during its utilization

NOTE Users can include operators, recipients of the results of the software, or developers or maintainers of software.
4.68
validation

confirmation, through the provision of objective evidence, that the requirements for a specific intended use or
application have been fulfilled
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NOTE 1 “Validated” is used to designate the corresponding status.

[ISO 9000:2005]

NOTE 2 In design and development, validation concerns the process of examining a product to determine conformity

with user needs.

NOTE 3  Validation is normally performed on the final product under defined operating conditions. It can be necessary

in earlier stages.

NOTE4  Mult

4.69

iple validations can be carried out if there are different intended uses.

value
number or catg

4.70
verification
confirmation, t

NOTE 1 “Veiffied” is used to designate the corresponding status.

[ISO 9000:200

NOTE 2 Ind
determine confo

5 Softwar

5.1 Reference model - general

gory assigned to an attribute of an entity by making a measurement

nrough the provision of objective evidence, that specified requirements hayve’been fulfilleq

J

bsign and development, verification concerns the process of examining the result of a given agtivity to
rmity with the stated requirement for that activity.

p product quality evaluation referenée'model

Software product quality evaluation process ineludes the inputs and outcomes, constraints and reqources

for the softy

vare product quality evaluation process, as shown in Figure 2.

Constraints for
the evaluation

|npU:ﬁ forthe W Outcomes of
ev i the—evataation

N

Resources for
the evaluation

10

Figure 2 — Overview of software product quality evaluation
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Inputs for the evaluation and outcomes for the evaluations are identified in clause 6.

Constraints for the software product quality evaluation process can include the following:

a) Specific user needs;

b) Resources;

c) Schedule;

d) Cost;

e) Environment;

f)  Tqols and methodology;

g) Regporting.

Resouirces for the software product quality evaluation process can include the. following:

a) Aqf
b) Aq
c) Hy
d) Ed
e) Inf
f)  Kn
The sg
evalua

but nof]

The sa
softwa

plicable measurement tools and methodology, including evaluation‘modules;

plicable SQuaRE documents (ISO/IEC 25001, 25010, 2502n,25030, 25041, 25042);
man resources for software product quality evaluation;

onomical resource for software product quality evaluation;

ormation system for software product qualityevaluation;

owledge data base for software productwquality evaluation.

ftware product quality evaluation.reference model applies to those responsible for so
ion. It is appropriate for organizations in their role as acquirers, developers, or evaluators

limited to, developers, acquirers and independent evaluators of software products.

ftware product quality evaluation reference model intends that the evaluation should
e product quality requirement specification by using ISO/IEC 25030 before the evaluati

clear the objectives and (criteria of evaluations. ISO/IEC 25030 provides requirements and rec

for so
ISO/IE

Softwa
proces

C 25010 andilSO/IEC 2502n.

e produet’quality evaluation can be performed during or after the development process
5 by the developer organization, the acquirer organization or an independent evaluator.

5.2 Reference model - evaluation processes

ftware product
5. It is intended

be based on a
bn and making
pmmendations

tware product ‘quality requirements specification. It applies other SQuaRE document such as

or acquisition

The software product quality evaluation process reference model describes the process and details the
activities and tasks providing their purposes and complementary information that can be used to guide a
software product quality evaluation (Figure 3).

© ISO/IEC 2011 — All rights reserved

11


https://iecnorm.com/api/?name=e16932ad1c2917d209ae590ff243340c

ISO/IEC 25040:2011(E)

Establish the evaluation requirements

1. Establish purpose of the evaluation

2. Obtain the software product quality requirements

3. ldentify product parts to be included in the evaluation

4. Define the stringency of the evaluation

Specify the evaluation
1. Select quality measures (evaluation modules)
2. Define decision criteria for quality measures

3. Establish decision criteria for evaluation

Design the evaluation

1. Plan evaluation activities

Execute the evaluation
1. Make measurements
2. Apply decision._criteria for quality measures

3. Apply decision criteria for evaluation

Gonclude the evaluation
1. Review the evaluation results

2. Create the evaluation report

3. Review quality evaluation and provide feedback to the
organisation

4. Perform disposition of evaluation data

Figure 3 — Software Product Quality Evaluation Process
Clause 6 details the activities and tasks providing their inputs, outcomes and complementary information that

can be used to guide a software product quality evaluation. Notice that clause 6 intends to present the general
evaluation process.
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It is essential that the implementation of the evaluation process have the flexibility to accommodate the
uniqueness of each application, to avoid unnecessary work or work that adds no value, and to provide a
practical means of establishing the requisite confidence in the software.

Requirements and recommendations for each activity and task are provided in clause 6.

5.3 Roles

Different roles including acquirers, developers, independent evaluator, suppliers, operators, and maintainers
have different purposes.

requirements.

¢ | The developer: When implementing a custom made software product; the developer cgn evaluate the
intermediate software products or final product in order to ensure the developed softwdre quality. The
developer can use the results of software product quality gvaluation to ensure that jproducts meet
required quality criteria, which can be set by the acquirer, or'by comparison with other products.

e | The independent evaluators: When evaluating a targét software product, the independent evaluator
can evaluate the intermediate software products)or’ final product in order to ensurg¢ the software
quality. The evaluation process for independént evaluation approach provides requirements and
recommendations for the practical impleméntation of software product evaluation,|when several
parties need to understand, accept and trust evaluation results. It is used by evaluatgrs carrying out
an independent evaluation of a software*product. This evaluation could be performed af the request of
a developer, acquirer or some other party.

e | The supplier: The supplier can use the results of software product evaluation to ensur¢ that products
meet required quality criteria, which can be set by the acquirer, or by comparison with other products.

e | The operator: The individual or organisation, which operates a system of which the sqftware product
is a part, can use software quality evaluation to validate that quality requirements pre met under
variable operatingteonditions, and to provide feedback on the need for any chaphges to those
responsible for,maintenance.

e | The maintainer: The individual or organisation, which maintains a system of which the software
productiista part, can use software evaluation to validate that quality requirements ar¢ still met, and
requirements for maintainability and portability are achieved.

5.4 Quality in the life cycle

The software quality lifecycle and how software measures relate to the lifecycle is described in
ISO/IEC 25020.

5.5 Support for the evaluation

These are activities for assisting evaluation by collecting information on software product quality evaluation
methods and tools, developing and validating measures, and standardising evaluation process, and
measures.

ISO/IEC 25001 contains requirements and guidance for supporting processes for software product quality

evaluation as well as for improving the organizational level evaluation process by means of, for instance,
assessing each evaluation project and the own evaluation process.
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ISO/IEC 250411 contains specific requirements and recommendations for developers, acquirers and

evaluators.

ISO/IEC 25042 defines the structure and contents of evaluation modules. Evaluation modules document both
evaluation technology and procedures for applying the technology.

6 Software product quality evaluation process

The purpose o

6.1

The evaluator
organization p
Figure 3).
NOTE 1 Figy

There shall bg
carrying out sg

NOTE2 ISO
product quality §

There shall b¢ an infrastructure that allows for data collection{and process modifications based g

analysis.

The personnel

In order to emsure repeatability, reproducibility, impartiality and objectivity of the evaluation resu

evaluator shal
quality for its a

6.2 Docum
Each activity i

The records s
software prodd

The records s
evaluation.

The evaluatio

Generatrequirements

f this process is to conduct software product quality evaluation.

plicies and procedures with respect to the software product quality evaluatien proces

re 3 is a simplified view and does not show all iterations relating to specific activities or between ad

an infrastructure including tools and technology in the evaluater’s’ organization suite
ftware product quality evaluation.

IEC 25001 provides guidance on planning and management organizational aspects related to 3
valuation.

involved in the evaluation shall have the necessary skills and training.
act in an organisational context that provides all necessary assurance to obtain st

clivities.

pntation

the software productiquality evaluation shall be recorded.

hall include a defailed account of actions performed by the evaluator while execut
ct quality evaluation plan.

hall contain sufficient information required for the management of the software product

shall implement the activities and tasks described in clause 6 in accordance withyapplicable

s (see

tivities.

ble for

oftware

n data

ts, the
fficient

ng the

quality

. The

h_records shall include any intermediate data on which any interpretation is basel

decisions made during the interpretation process shall also be included in the evaluation records as specified
in the evaluation plan.

The records shall contain sufficient information for each activity for effective performance of subsequent
activities of the software product quality evaluation.

The records shall be kept in order to document the software product quality evaluation and to allow re-
processing of the evaluation results.

1)

14

Under preparation.

© ISO/IEC 2011 — All rights

reserved


https://iecnorm.com/api/?name=e16932ad1c2917d209ae590ff243340c

ISO/IEC 25040:2011(E)

A software product quality evaluation report shall be prepared documenting evaluation activities and results of
the evaluation.

NOTE

Annex E provides a template for an evaluation report. Alternatively an evaluation report format can be used
from a standard such as the Common Industry Format (for instance ISO/IEC 25062), or it can be created by evaluators.

When a tool is used to perform an evaluation action, reference to the tool shall be included in the evaluation
report. The reference shall consist of the identification of the tool and of its supplier and the version of the tool.

A more detailed reference to the tool used shall be included in the evaluation records. It shall include the
detailed configuration of the tool and any pertinent information needed to be able to repeat the evaluation
action in order to obtain the same intermediate result.

6.3 IJEstainsh the evaluation requirements

The fol

owing should be inputs for this activity:

a) Sqftware product quality evaluation needs;

b) Sdftware product quality requirements specification;

c) Sqftware product to be evaluated including intermediate products.

The fol

owing should be outcomes of this activity:

a) Specification of software product quality evaluation purposes;

b) Specification of software product quality evaluation requirements;

c) Specification of high level software product quality~evaluation plan.

This agtivity consists of the following tasks.

6.3.1

Establish the purpose of the evaluation

The purpose of the software product quality evaluation shall be documented as a basis

evalua

ion activities and tasks.

Softwafe product quality evaluation directly supports both the development and acquisition of

meets
quality

user and customerfieeds. The ultimate objective is to ensure that the product providg
- that it meets the)Stated and implied needs of the users (including operators, recipient

of the goftware, and.maintainers of software).

Softwa
relatin

to software implementation process and acquisition process defined in ISO/IEC 1220

cycle processes and ISO/IEC 15288 system life cycle processes.

for the further

oftware, which
s the required
5 of the results

e product)quality can be evaluated within a defined quality structure throughout the life cycle stages

7 software life

The software product quality can be evaluated as an intermediate product or as a final product.

The purpose of evaluation of intermediate software product quality may be to:

assure quality for the product;
decide on the acceptance of an intermediate software product from a subcontractor;

access the ongoing feasibility of the development project;

decide on the completion of a life cycle stage and when to send products to the next stage;

predict or estimate final software product quality;

collect information on intermediate software products in order to control and manage the process.

© ISO/IEC 2011 — All rights reserved
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The purpose of evaluation of final software product quality may be to:
decide on the acceptance of the product;

decide when to release the product;

compare the product with competitive products;

select a product from among alternative products;

assess both positive and negative effects of a product when it is used;

deternline the cause of a failure in an investigation;

decidg when to enhance or replace the product.

6.3.2 Obtain|the software product quality requirements

The stakeholdérs of the software product shall be identified.

NOTE 1 Infofmation from the requester of the evaluation may be needed for identifying all stakeholders.
bn. Two
cquirer,
r is an
pluation

NOTE 2  Stak
kinds of stakeh
independent ev.
evaluation requg
report.

eholders to be identified are a person, party or organisation and*may be involved in the evaluati
plders are to be identified. One is a stakeholder of software-product, such as developer, §
bluator, user, operator, recipient of the results of the software, maintainer, or supplier. Anothg
bster who needs information about software quality, spefisers the evaluation and requires an ev

The software groduct quality requirements specified using ayquality model shall be provided.

NOTE 3  ISOJIEC 25010 defines a quality model in terms_of.quality characteristics and subcharacteristics.
NOTE4 ISO

requirements.

IEC 25030 provides requirements and recommendations for specifying software product| quality

NOTE 5 yed and

refined.

If arl existed software product quality requirements specification is available it may be reused, reviev

The extent to
taking into acc
evaluation req
for the evaluat

NOTE6 As
acquisition procs

vhich the quality evaluation covers the specified software quality requirements shall be d
bunt the softwaré product quality requirements, in order to produce the software product
Llirements. This.decision should be based on constraints such as evaluation budget, targ
on, purpose.of the evaluation and use criticality of the software product.

ssiit'may be necessary to refine the software product quality evaluation in order to make them cor

efined,
quality
et date

he software product quality requirements specification may be improved during its development or

hpatible

with the evaluatipn.pdrpose.

6.3.3 Identify product parts to be included in the evaluation

All product parts to be included in the evaluation shall be identified and documented.

The type of intermediate or final software product to be evaluated (e.g. requirements specification, design
diagrams and test documentation) depends on the stage in the life cycle and the purpose of the evaluation.
For instance, if the purpose of the evaluation is the selection of a product among alternative products, the
products to be evaluated are mainly final software products or components. At the initial stages of the
evaluation process it is not possible to identify a detailed list of products to be evaluated, since it also depends
on the measures to be applied and on the artefacts to be produced along the software development life cycle.
Therefore at that moment the components of the software product that are likely to be evaluated should be
identified so that the initial list can be refined as the evaluation activities evolve.
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6.3.4 Define the stringency of the evaluation
The evaluation stringency shall be defined.

NOTE 1 Stringency is defined in order to provide confidence in the software product quality according to its intended
use and purpose of the evaluation.

The evaluation stringency should be related to a set of characteristics and subcharacteristics that establish
expected evaluation levels which define the evaluation techniques to be applied and evaluation results to be
achieved.

NOTE 2 ISO/IEC 15026 defines system and software integrity levels, see Annex A. The required integrity level of the
softwargtargety-determines-therigorand-formatity of theevatrator————

NOTE 3 The following is an example of evaluation techniques to be applied to the functionality characferistic according
to different evaluation levels requirements, from less demanding levels to more demanding levels:

e | Functional or black box testing;
e | Inspection of development documentation guided by checklists;

o | Unit testing with test coverage criteria.

6.4 $pecify the evaluation

The foljowing should be inputs for this activity:

a) Specification of software product quality evaluation-purposes;

b) Spgecification of software product quality evaluation requirements;

c) Specification of high level software product'quality evaluation plan.

The following should be outcomes of this_activity:

a) Specification of selected quality:-measures

b) Specification of decision\criteria for software product quality measures;

c) Specification of decision criteria for software product quality assessment;
d) Specificationofrevised high level software product quality evaluation plan.

This agtivity-Cansists of the following tasks.

6.4.1 'Seleetqualitymeasures{evaluation-modules)}

The evaluator shall select quality measures (evaluation modules) to cover all software quality evaluation
requirements.

Software product quality evaluation requirements should be allocated to the software product components to
which they are related in such a way that it is possible to define each appropriate quality measure that are
used to evaluate the software product quality.

The software product quality evaluation methods shall be documented, taking into account the actions to be
performed in order to achieve the evaluation results. When the evaluation method described is based on the
use of a software tool, this tool shall be identified in the evaluation plan. Such identification shall include at
least the name of the tool, its version identification and its origin (e.g. the supplier). The description of the
evaluation methods shall be completed by the identification of product components on which the method is to
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be applied. When the evaluation specification is such that expert analysis of the measurements is required in
order to interpret the results, the interpretation procedure shall be specified.

NOTE 1 ISO/IEC 25042 specifies how to package evaluation methods as an evaluation module, which also includes
information on techniques, inputs to be evaluated, data to be measured and collected and supporting procedures and
tools.

NOTE 2 At this stage, the evaluation methods are related to elements in the evaluation specification, which are
themselves related to evaluation requirements. Each of the evaluation methods is planned to be applied on the various
product components submitted for evaluation. It can happen that several evaluation methods are to be applied to the

same product component or consist of common parts.

NOTE3 Wh

n evaluation requirements refer to evaluation levels, informative annex A provides guidance o

n which

evaluation techn

NOTE 4 ISO
addresses the s

NOTES5  Duri
necessary to us
objectives.

Rigorous mea
values. MeasU
they claim to
Data from che
Allowance sho

NOTEG6 The
can be used as

NOTE7 The
understand and
improvements. 4

ique to use as a function of the evaluation level and the quality characteristic considered.

IEC 25020 provides a Software Product Quality Measurement Reference Model, which may-be af
blection and construction of software quality measures.

hg the software quality requirements specification process, as defined in ISQAEC 25030, it
b quality measures as a reference to specify quality requirements, mainly those that relate to qua

surements are required to make reliable comparisons, either between products or with @
rement procedures should measure the software quality characteristic (or subcharac
e measuring with sufficient accuracy to allow criteria to be_set and comparisons to be
Cklists and expert opinion may not be reliable when comparing products with different att
uld be made for possible measurement errors caused by measurement tools or human e

Technical Reports ISO/IEC 25022, ISO/IEC 25023 and.ISO/IEC 25024 give examples of measu
hey are or adapted to specific needs.

type of measurement required will depend on*the purpose of evaluation. If the primary purpo
correct deficiencies, several measurements may be made on the software to monitor and
\ wide range of measures can be usefulfor these purposes, including checklists and expert opini

plied to

may be
ntitative

riterion
eristic)
made.
ibutes.
fror.

res that
e is to

control
on. The

primary requirempent is that the measurements correctly identify the impact that any changes in the software lave on

quality.

The evaluation

specification shall comprise;

e the scppe of the evaluation referring to the product components as identified in the product descrip-
tion;

e a crogs-reference spetween the information needed to perform the evaluation and the product
compdnents and.ather related documents listed in the product description;

e a spegification of measurements and verifications to be performed and the references to product
compdgnénts on which they are to be performed;

a mapping between the specification of measurements and verifications and the evaluation requir-

ements together with the reference to standards or the justification for each measurement or verif-

ication

6.4.2 Define

listed.

decision criteria for quality measures

Decision criteria shall be defined for the selected individual measures.

NOTE

Decision criteria are numerical thresholds or targets used to determine the need for action or further

investigation, or to describe the level of confidence in a given result. These will often be set with respect to quality
requirements and corresponding evaluation criteria. Users may also use benchmarks, statistical control limits, historical
data, customer requirements or other techniques to set decision criteria. For example, if estimated defect that exceeds the
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acceptable threshold, then perform additional defect detection and removal activities. This information is documented
elsewhere; a reference to that location is adequate (see ISO/IEC 25020).

6.4.3 Define decision criteria for evaluation

The evaluator should prepare a procedure for further summarization, with separate criteria for different quality
characteristics, each of which may be in terms of individual subcharacteristics and quality measures, or a
weighted combination of subcharacteristics and quality measures. The summarization results should be used
as a basis for the software product quality assessment.

NOTE 1 The assessment criteria can be further used to support managerial decision, as the summarised quality can
be compared with other aspects such as time and cost.

NOTE 3 To assess the quality of the product, the results of the evaluation of the different characterigtics need to be
summafised.

NOTE 3 ISO/IEC 25020 shows the relationship between quality characteristics, subcharacteristjcs and quality
measurgs as a software product quality measurement reference model.

6.5 Design the evaluation

The foljowing should be inputs for this activity:

a) Specification of software product quality evaluation requirements;

b) Specification of software product quality requirements;

c) Specification of selected quality measures (evaluation modules);

d) Specification of decision criteria for software product quality measures;
e) Specification of decision criteria for software product quality assessment;
f)  Specification of revised high level software product quality evaluation plan.
The foljlowing should be outcomes ofthis activity:

a) Specification of detailed‘software product quality evaluation plan;

b) Specification of software product quality evaluation methods.

This agtivity consists of the following tasks.

6.5.1 |Plan evaluation activities

The idermtifred—software product quatity evatuatiom—activities —shatt—be—scheduted; takimg—into account the
availability of resources such as personnel, software tools and computers.

NOTE 1 In scheduling the evaluation methods, it is important to recognize that a high degree of interdependence exists
between the various evaluation methods, i.e. information obtained by one method may influence the focus of another
method. As the nature of evaluation is iterative, issues may be revisited as information is gained. Therefore the evaluation
plan will likely be altered as the evaluation is conducted. For example, it may be common for more detailed levels of
evaluation to be considered either as unnecessary or as an additional requirement once the evaluation progresses.

NOTE 2  The evaluation of software products may be carried out in stages at different points in a development life
cycle, or all at once, at one point in the life cycle. Different individuals or groups may be responsible for performing
different parts of the evaluation. When the evaluation is done in stages, the steps of the evaluation activity are repeated in
each stage until no further work is required.
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The evaluation plan should have no duplicating tasks within the evaluation. The evaluation plan should define
decision points in the evaluation process which determine when and why the evaluation is to be considered
complete (i.e. acceptance or rejection criteria) and is to be stopped. This should be done in order to decrease
the risk of errors and to reduce the planned evaluation effort, considering at least the following items:

e The evaluation budget;

e Evaluation methods and adapted standards;

e Evaluation tools;

e Evaluation activities, including the schedule and resources involved.

The evaluatior] plan shall include the evaluation purpose. The evaluation plan should consider the ‘evgluation
context within| the organisation (see in ISO/IEC 25001 the role of an evaluation support(greup |and in
ISO/IEC 25001 Annex A: the Quality Evaluation Project Plan template). The evaluation planyshould jnclude
the following:

e Purpose of the software product quality evaluation;

e The organisations involved in the evaluation, such as a independent eyvaluation organisation, spftware
produgt developers and acquirers” organizational units;

e The eyaluation budget;

¢ Informption products expected from the evaluation;

e Schedple for the evaluation milestones;

¢ Responsibilities for the parties involved in the evaluation;
e Envirohment for evaluation;

e Evalugtion methods and tools;

¢ Decisipn criteria for software product quality measures;

e Decisipn criteria for software product quality assessment;
e Adopted standards;

e Evalugtion activities.

During the eafly{eyaluation some of the items of the evaluation plan can only be defined at a high level.
Therefore’ th avaluation plgn shall he revised as the evaluation activities D\II'\'\IQ’ prn\liding additional

information that allows the plan to be adjusted or detailed.

NOTE 3 The high level evaluation plan is revised to the detailed level plan step by step in the successive evaluation
activities and tasks.

6.6 Execute the evaluation
The following should be inputs for this activity:
a) Specification of detailed software product quality evaluation plan;

b) Specification of software product quality evaluation requirements;
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c) Specification of software product quality requirements;

d) Specification of selected quality measures;

e) Specification of decision criteria for software product quality measures;

f)  Specification of decision criteria for software product quality assessment;

g) Specification of software product quality evaluation methods;

h) Software product to be evaluated including intermediate products.

The fol
a) Rg
b) Rd
This ag
6.6.1

The se6
accord

6.6.2

The de

6.6.3

The se
assess
evalua

a) es
re

b) identify any specific” deficiencies with regard to the evaluation requirements and

eV

c) identify any.special limitations or conditions placed on the use of the software product;

owing should be outcomes of this activity:
sults of software product quality measures;
sults of evaluation.

tivity consists of the following tasks.

Make measurements

lected software product quality measures shall be applied to the software product an
ng to the evaluation plan, resulting in values on the measurement scales.

Apply decision criteria for quality measures

cision criteria for the software product quality measures shall be applied to the measured

Apply decision criteria for evaluation

t of decision criteria shall be summarised into subcharacteristics and characteristics,

I components,

values.

producing the

results as a statement of the extent to which the software product meets quality reqlirements. The

ion results should:

tablish an appropriate degree of confidence that the software product is able to meet
uirements;

aluations needed to determine the scope of those deficiencies;

d) idTntify any weaknesses or omissions in the evaluation itself and any additional evaluation

the evaluation

bny additional

hat is needed;

e) identify any options for the use of the software product uncovered by the evaluation.

NOTE

The ‘apply decision criteria for evaluation’ task is a synthetic evaluation of software product quality and is not
of software process assessment. The evaluation results can be used to support managerial decision, as the summarised
quality is compared with other aspects such as time and cost. The managerial decision includes the acceptance or
rejection, or on the release or no-release of the software product.

6.7 Conclude the evaluation

The fol

lowing are required inputs for this activity:

a) Specification of software product quality evaluation requirements;
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b) Specification of actual results of software product quality evaluation plan;
c) Specification of software product quality evaluation methods;

d) Results of evaluation.

The following are outcomes of this activity:

a) Software product quality evaluation report.

This activity consists of the following tasks.

6.7.1 Review the evaluation result

The evaluator pnd the requester shall carry out a joint review of the evaluation results.

6.7.2 Create|the evaluation report

Depending on how the evaluation report is intended to be used, it should include the(following items:
a) the softwgre product quality evaluation requirements;

b) the softwdre product quality requirements;

c) the softwgre product quality evaluation plan;

d) results from the measurements and analyses performed;

e) intermedigte results or interpretation decisions, when spécified by the evaluation plan;

f) any limitafions, constraints, deficiencies, or exclgsions in an evaluation activity, including their impact on
the use, cpnfiguration, modification, or general\maintenance of the software product over time;

g) the evaludtors and their qualifications;

h) any differgnces between the product versions assessed and the corresponding evaluation inputs; i.e.,
documentgtion or courses;

i) resolutions or workarounds’in-the event of a deficiency;
j) any other jnformation’hecessary to be able to repeat or reproduce the evaluation;

k) result of the evaluation.

As a result of thesanalysis of the evaluation activities the evaluation report should identify:

a) each deficiency, any relevant analysis, and how each deficiency was resolved. Resolution of deficiencies
may include the fact that:

e one of the evaluation methods has provided assurance that the deficiency is not major;
e a satisfactory “workaround” can be found to alleviate the impact of the deficiency; e.g., modification to
the product, disable or remove unneeded functionality, regenerate missing design requirements using

reverse engineering;

¢ the original requirement is not mandatory and the deficiency can be accepted;
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e the deficiency is acceptable provided that the use of the software product will be controlled by specific
conditions or limitations;

e additional evaluation work is required to resolve the deficiency or gaps in the evaluation;
b) any additional evaluations performed to resolve any identified deficiencies:

e to determine the scope or impact of a deficiency;

e to establish confidence that there is no deficiency;

e _to verify that a workaround is technically feasible and/or suitable and acceptable;

¢ | to verify the correct and acceptable performance of the software once a design-change or changes
have been made to correct deficiency;

c) in @ case where it is necessary to limit or control the use of the software product,"whether the limitation:
¢ | interferes with the software product meeting the mandatory requiremients of the application;
e | impacts on the application's design, budget, and schedule;
e | requires additional evaluation work;
¢ | introduces any possibility of failure in the application;

d) any exclusions from scope of evaluation and/or restrictions on the results for each evaluatign, such as:

¢ | 'This evaluation does not include a detailedreview of the functionality of the product.";

=

e | 'This software product is deemedcto be qualified to the required integrity level provided a full
evaluation of the required functionality for the product is completed successfully.";

e) the integrated results of all the evaluation activities to allow an overall conclusion for the eyaluation of the
software product to be made.

NOTE Extensive operating:history may make up for a deficient software engineering process

Comments to the evaluation report shall be disposed and included in the final version of the repprt.

6.7.3 |Review quality evaluation and provide feedback to the organisation

The evaluator.shall review the results of the evaluation and the validity of the evaluation prodess, indicators
and measures applled Feedback from the review should be used in order to improve the evaluation process
atich modules, the

data collectlon for extra |nd|cators should be mcluded in order to valldate them for Iater use.

NOTE Quality evaluation review and feedback is described in ISO/IEC 25001.

6.7.4 Perform disposition of evaluation data

When the evaluation is completed the data and evaluation items shall be disposed according to requirements
of the requester.

This shall be done in the one of the following ways, depending on the type of data:

e the documents submitted to the evaluation shall be either returned to the requester or archived for a
specified duration or destroyed in a secure way,
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e the evaluation report and the evaluation records shall be archived for a specified duration,
¢ all other data shall be either archived for a specified duration or destroyed in a secure way.

When the specified archiving duration expires for some data, it shall be either archived again for a specified
duration or destroyed in a secure way.
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Annex A
(informative)

Evaluation levels

As it seems difficult to obtain consensus on the generic specification of quality characteristics, including
relation to subcharacteristics and to measures for the case to be evaluated, evaluation requirements may

specify

evaluation levels for the quality characteristics selected.

Evaluation levels are to be related to software integrity levels as defined in ISO/IEC 15026
integrity level has been assigned to a software product submitted for evaluation, this saftware

may b
integrit

Evalug
charac
the soff

On thsg
evalua

different levels gives different level of confidence in the quality_of the software product. Th

chosern

This ar
level a
amoun

less stifingent methods are used and consequently:less effort is usually devoted to the evaluatio

The ev
(for ins
other ¢

The fir

use of

AA1

qQ
J

The eV

selecting the'evels, several aspects should be considered. For example, important aspects ar

to safe

tion levels are related, on the one hand, to the importance attached)by the reques

used to select evaluation requirements. In particular, the degree of rigour associated
y level may be used as a guide to select evaluation techniques.

eristic. The chosen level should be meaningful with regard to the assumed usage and
ware product (e.g. safety conditions, security constraints, economic«isk, application con

other hand, an evaluation level defines the depth or thoroughness of the evaluati
ion techniques to be applied and evaluation results to betachieved. As a consequenc

independently for each characteristic.
nex proposes four levels named A, B, C, and D.:The levels constitute a hierarchy with A

nd D as the lowest. At level A the most stringent-évaluation techniques (taking into acco
t of effort and time scale) are applied givingdhe highest confidence. Going down to le

aluation level, for each software chardcteristic, may change for different components of
tance it is likely that critical compenents with high reliability requirements are kept sep3
pmponents of a system).

5t section of this annex proposes guidance for selecting evaluation levels as function of
he product. The second one helps to select evaluation techniques.

election ofievaluation levels

y.Ao~economy, to security, to the environment and to the marketing of the product when

If a software
integrity level
o the software

ter to a given
bnvironment of
Straints).

bn in terms of
b evaluation at
e level can be

as the highest
Lint reasonable
el D gradually
n.

h large product
rated from the

the context of

aluation(levels may be selected independently for each of the relevant quality characjeristics. When

b those related
pppropriate.

For a relevant quality characteristic, the risks and consequences involved by the non conformity of the product
to requirements relating to this characteristic, as well as benefits from high quality, should be assessed for all
the relevant aspects. For some of these aspects, the tables below provide the relationship between risks and
levels to be selected. When several aspects need to be considered, the most stringent level should be
selected.

For the issues of economic risks and marketing benefits, the cost of the evaluation should be considered.
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Table A.1 Example of evaluation level for safety aspects

Evaluation Consequences

level

level D Small damage to property; no risk to people
level C Damage to property; threat of injury to people
level B Threat to human lives

level A Many people killed

Tabl¢ A.2 Example of evaluation level for economy aspects

Evalyation Consequences

level

level D Negligible economic loss

level |C Significant economic loss (company affected)
level|B Large economic loss (company endangered)
level |A Financial disaster (company will not survive)

Table¢ A.3 Example of evaluation level for security aspects

Evalyation Consequences

level

level D No specific risk identified

level |C Protection against error risk

level|B Protection of critical data and services
level |A Protection of strategic data and services
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Table A.4 Example of evaluation level for environment related aspects
Evaluation Consequences

level

level D No environmental risk

level C Local pollution

level B Recoverable environmental damage

level A Unrecoverable environmental damage

A.2 S

In ordq
specifyf
charac]
evalua

electing evaluation techniques from evaluation levels

ion techniques ranked from less demanding levels to more demanding levels:

Functipnality:

Reliab

functional or black box testing;

inspection of development documentation guided by checklists;

unit testing with test coverage criteria.

lity:

verification of the use of specific programming language facilities;
analysis of fault tolerance constructin‘the software design and code;

reliability growth modeling.

Usabiljty:

Efficie

user interface and-documentation inspection;
verification of\the conformity to interface standards;
performing usage experiments with real users.

ncy:

r to elaborate an evaluation specification to satisfy some evaluation requirements; it i
measures. Measures are based on evaluation techniques that may be chosen”accoinding to quality
eristics and evaluation levels. In the following is proposed, for each quality*characte

5 necessary to

istics, a list of

Mainta

©ISO/IE

execution time measurement;

benchmark testing;

analysis of the design to determine the algorithmic complexity.
inability:

inspection of development documentation guided by checklists;

code measures and programming rules verification;

analysis of traceability between elements of development documentation.
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Portability:
e analysis of software installation procedures;
e programming rules verification;

e analysis of software design.
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Annex B
(informative)

Evaluation methods

This Annex B provides examples of evaluation methods which may be used for software product quality

evaluation.

B.1 Review of user and technical product documentation (including on-lin
documentation)

e

Produgt documentation may provide all the information necessary to make an evaluation of tihe functionality

and uspbility requirements as well as other issues such as portability and maintainability. It may
gain agcess to pertinent software product documentation without actually purchasing it, eithe|
the doguments or purchasing a documentation set. Although reviewing the\software product
may nqgt be as efficient as taking a course or training, it may prove to be the‘most economical, ¢
evaluator has the pertinent expertise.

B.2 Bvaluation based on supplier courses and training

be possible to
I by borrowing
documentation
specially if the

Produgt courses are offered for many software products, either through the supplier, or a thi
case

d party. In the

software products where no courses exist, itimay be possible to arrange for specigl training from

experignced users or developers of the software product. The advantage that product courses ¢r training offer
is allowing the evaluator to focus on specific areas and gain specific information on the fupctionality and

of the software product in a short period of time. It may be possible to gain the sa
review of the software product decumentation but that may prove more time cq

e information
nsuming. The

additiopal cost of a course or training needs to be weighed against efficiency in gaining inforfnation and the

generality of the course material.

B.3 Assessment of software engineering process

The sqdftware engineering-process assessment is a means of determining the quality of the sd
by exgmining the intetim products of the process; i.e. product quality plan, requirements
architefture descriptions, detailed design descriptions, code listings, verification and validation
inspeclion and testing records, etc. To achieve this, it is necessary to define what constitutes
documentation~baseline for software engineering processes which will provide adequate as
quality [of the resulting software product.

ftware product
specifications,
records, code
an acceptable
surance in the

An acceptable baseline can be defined by tailoring ISO/IEC 12207 requirements to the target integrity level in
order to specify the required development and related support activities. This consists of determining:

a) required processes;
b) required process output documentation;
c) the requirements on process and process output documentation.

This assessment may be coupled with a supplier process capability level determination
ISO/IEC 15504-2. ISO/IEC 12207 may be used to define process and expected outcomes
according to the software product integrity level requirements.

© ISO/IEC 2011 — All rights reserved

as defined in
to be applied

29


https://iecnorm.com/api/?name=e16932ad1c2917d209ae590ff243340c

ISO/IEC 25040:2011(E)

NOTE Most of processes for software engineering process are described in Implementation processes, Software
implementation processes and Software support processes of ISO/IEC 12207 Software life cycle processes.

For systems with high integrity requirements additional process and product requirements may be required by
sector standards, e.g., IEC 880, IEC 1508, DOA-167A , MOD-55, etc.

Then the supplier quality/development plan and associated methodology procedures can be used to assess
supplier compliance to this target baseline. The level of compliance may then be determined by identifying the
major deficiencies and assessing their potential impact on the quality of the software product. Additional
evaluation or workarounds can address the impact of the deficiencies.

It should be recognized that there are a variety of software engineering processes which are effective for

particular org
flexibility to ac

It is recommer

the integrity le
may be halted

B.4 Review

mizations —and—differemnttypes—of software products—T e evatuatiom process shoutd 113
ommodate a variety of reasonable software engineering processes and methods.

ded that the software engineering review be done in a staged manner. When it isideem

el of software does not require a full evaluation of the software engineering process, the
after stage | or Il

of operating history with the supplier

A review of the operating history with the supplier can provide a very effective’ means of indicating the

of the softwarg
the industries
the software, t
are dealt with

product. This is achieved by reviewing the sales figures of'the software product and de
and the applications in which it is used. This review also addresses the history of revis
he way in which revisions are maintained, the way,in which deficiency reports from cus
and details of known deficiencies. The most _cofivenient way to conduct the reviey

ve the

ed that
review

quality
tails of
ions to
tomers
v is by

interviewing thie supplier's engineering, sales, and customer, support staff and by examining any sugporting

records.

B.4.1 Operating history requirements

a) The sales|figures should be at least six months old; i.e., the number of sales used in the evaluafion will
only inclufle those sold over six months before the evaluation takes place. This criteria is based|on the
fact that i may take up to six months for the software product to be delivered, installed, commisgioned,
and placeg in service.

b) The softwpre product should have gone through at least one major revision and there should bg viable
operating fhistory data available on that revision. This is based on the assumption that the quality of the
software groduct will depend on the amount of refinement it has gone through.

c) There is 4 means for.users of the software product to feed back deficiency reports to the supplier, and
that there |is evidence of this happening, and of resulting dispositions being implemented.

B.4.2 Operating history review

Review of product operating history should determine:

a)

Whether the software was produced by modifying another product and whether that product's operating

history can be used. This would be contingent on the number of changes and the extent of the changes
made to the software product;

1)

The number of unit-years of operation for the software product. This is calculated by the following steps:

Calculate the Sales Year = (initial sales [total sales in first year] + cumulative final total up to six

months from present [assuming it typically takes 6 months delay before a unit is operational]) *
(number of years the software product is in the market) / 2.
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2) Calculate Unit-Years of operation = (Sales Year * duty cycle [percentage of the time the software is
operational] * percentage of units actually in operation [this is pertinent, for example, to firmware in
which a number of units of the host hardware may be kept as spares]).

c) If the operating experience provides evidence pertinent to the functionality required by the application. For
example, is it used in similar applications by other customers?

d) If the operating experience provides evidence that the breadth of the software product's functionality has
been exercised. For example, has it been used in a wide variety of applications and industries?

e) The number of unit-years of operation for each revision of the software and for each special option of the
software product;

f)  The differences between the revisions, the extent of the changes, and whether the changeg are isolated;
g) Whether documented evidence exists to support the operating history data;
h) Haw revisions of the software product and revisions of any related hardwarefare controlled pnd tracked;

I)  Whether it is possible to order a specific revision of the software product.and the implicatipns of ordering
a flevision which is not current;

i) THe supplier process for accepting and disposing of deficiency reports received from customers;
k) Whether customers are kept abreast of reported deficiencies;

I)  Any outstanding deficiencies in the software and theirimpact.

B.5 Review of operating history with customers

A revigw of the operating history with actuakeustomers who use or have used the software product in one of
their applications allows the evaluator Ao get relatively unbiased answers to specific questfons based on
realisti¢ operating conditions. Depending on how similar the customer applications are to|the proposed
applicgtion, the assurance gained-in overall quality or specific functionality may be as useful ag that obtained
from prototyping or even extensjve trial usage. The most convenient way to conduct thg review is by
intervigwing the customers at their site of operations and possibly even viewing demonstration$ or supporting

a) Egdtablish thedegree of similarity of the application(s) to the proposed application;

b) Atjempt to view the software product in operation or obtain other supporting evidence;

c) Q

d) Determine the amount of error free operation.

B.6 Review of supplier capability, support, and quality system
Evaluation of the supplier's level of support capability and ability to maintain the software should address:
a) financial stability, experience, and capabilities;

b) product development environmental support, including assembly tools, operating system used, and
maintenance and use of other component/library objects;
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product interfaces to other products or product groupings, including interface standards;
contingencies for third party involvement;

sufficient resource commitment to product support;

sufficient customer base to justify continued support;

sufficient maintenance service for bug fixes, environmental support;

adequate references from installed base;

c)
d)
e)
f)
9)
h)
i) formalizeg
j)  formalized
k) document
[) quality syq
m) standards
n) plans for f
0) product w
B.7 Prototy

B.7.1 Prototyping

Prototyping is
technical feasi
specific functio
full suite of fun

It should be n
personnel and
environmental
software prodd

In addition to t

and sufficient release and revision control procedures and evidence of practice;
regression testing and formal evaluation of design changes;

bd and practiced problem reporting and resolution procedures;

tem in place;

used for hardware and software;

Liture development; i.e., strategy in place relative to current market position;
brranty.

ping and other evaluation methods

B method of evaluation that can be-used to resolve or fine tune requirements, to determ
pility of using the software produgt) or to eliminate unknowns or technical risks associat
nality or usability requirements-and their implementation. Prototyping may or may not uti
ctionality of the software preduct or address the entire set of requirements of the applicat

bted that prototypingtoften requires the supplier to provide access to specialized equ
documentation. Costs and schedule implications for these and other factors such as
conditions or séryices should be considered in determining the feasibility of prototyp
ct.

e general requirements for an evaluation, prototyping should:

pleswhich adequately address the requirements being assessed and provide reali

ine the
ed with
ize the
on.

pment,

special
ng the

btic re-

hd\simulation of key operating parameters;

a) use exam
creation a

b)

c) make use
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be adequately documented so that it may be repeated by a third party;

of historical data pertinent to the proposed application where available.
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B.7.2 Other evaluation methods

Evaluation techniques can be related to evaluation levels and software quality characteristics (see Annex D).
The evaluation levels can correspond to integrity levels for the evaluation. Additional evaluation methods
include:

a) analysis of software architecture design (maintainability);

b) fault tree analysis of software (reliability);

c) statistical random usage based testing of software product (reliability);

d) dypamic analysis of code to check syntax and semantics for correctness (reliability);
e) hagzards analysis of software design (reliability);

f)  reyiew of software requirements specification (functionality);

g) cofde inspection (functionality);

h) black-box testing of software (functionality);

i) benchmark testing (efficiency);

j) analysis of requirements traceability (maintainability);

k) si

mulated faults at the interfaces between components(reliability).

For complex software of high integrity, fault tree analysis or hazards analysis of software design can be used
to isolpte “critical” software modules for evaldation. This may eliminate the need to pefform rigorous
evaluation on software that has no impact on the integrity of the application.
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Annex C
(informative)

Example of Cost-Effectiveness Ranking of Evaluation Methods

This table presents a qualitative estimated ranking of the relative effectiveness and the gross relative cost of
evaluation methods relative to specific product quality characteristics. This effectiveness rating assumes that
the evaluation is conducted successfully and to the appropriate degree of rigor. This table can be used to

select the tar

characteristics
can be used tg

et-inputs—that needtobe evaluated-in—ordertofully assesstheadequacy of product

against those specified in the software requirements specification. The evaluationsr

estimate total cost of product evaluation.

Table C.1 — Example of cost-effectiveness ranking of evaluation method

quality
pquired

Effectiveness* Ranking of Evaluation‘-Methods per

Target ] Software Quality Characteristic
Evaluation Cost
Input Method Ranking* | Functionality | Reliability | Usability: Efficiency | Maintainability | Poltability

Final product Evaluation Low High Low High | Medium Low High
documents based on

supplier

Courses and

Training
Intermediate Assessment of High Low Medium Low | Medium High High
product software
documents engineering

process
Operating Review of Medium Medium High Low Low Medium Medium
History - operating
Supplier history with

supplier
Operating Review of Medium High Medium High | Medium High High
History — operating
Customer history with

customer

*NOTE - Cost :fnd effectiveness rankings shown are relative to the extent of the evaluation conducted
L
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Relationships between software product quality evaluation process
reference model and software and system life cycle processes

Activities and tasks of evaluation process reference model can be performed associatively as a part of
activities and tasks of Software Life Cycle Processes (ISO/IEC 12207) and/or System Life Cycle Processes

(ISO/IE

Table

W valuati

i ] AW

D.1 — Typical relationships between software product evaluation reference‘model
and system life cycle processes (ISO/IEC 12207 and 15288)

W. U \Y/ ent.

Activjties and tasks of software | Typical related processes in Typicalrelated pro¢esses in

proddict evaluation reference ISO/IEC 12207 ISO/IEC 15288

modagl in ISO/IEC 25040

6.3 Hstablish evaluation

requifements

6.3.1 Establish the purpose of

evaludtion

6.3.2 Obtain the software product | 6.1.1 Acquisition process 6.1.1 Acquisition process

quality| requirements

6.3.3 Identify product partsto be | 6.2.2  Supply process 6.2.2  Supply prodess

includegd in the evaluated

6.3.4 Define the stringency of the | 6.2.5°  Quality management 6.2.5 Quality managg¢ment

evaludtion process process

6.4 Specify the evaluation

6.4.1 Select quality measures 6.4.1 Stakeholder 6.4.1 Stakeholde
requirements definition process requirements definitipn process

6.4.2 Define decision criteria for

quality measures

6.4.3 Establish decision criteria 7.1.2  Software requirements 7.1.2  System reqliirements

for evgluation analysis process analysis process

6.5 Design the evaluation

6.5.1

Plan evaluation activities

6.6 Execute the evaluation

6.6.1 Make measurements 6.3.7 Measurement process 6.3.7 Measurement process
6.6.2 Apply decision criteria for 6.4.5 Integration process 6.4.5 Integration process
measures
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