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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,

governmen

tal and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/
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Introduction

On-card biometric comparison provides a more secure biometric verification method than one where a
biometric comparison is carried out outside a secure cryptographic device. Storing biometric reference data
in a secure integrated circuit card (ICC) means that the reference is not available at any external interface
once it has been stored in the ICC, mitigating the risk of extraction and misuse by an unauthorized party.

[SO/IEC 7816-11 and ISO/IEC 19785-3 cover technologies for off-card and simple on-card biometric
comparison. The ISO/IEC 17839 series covers biometric system-on-card.
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Part 2:
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ctures of biometric comparison using an ICC,
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3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382-37 and

ISO/IEC 24

787-1 apply.

[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO On

IEC Ele

line browsing platform: available at https://www.iso.org/obp

ctropedia: available at https://www.electropedia.org/
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4 Abbreviated terms

For the purposes of this document, the symbols and abbreviated terms given in ISO/IEC 7816-11,
[SO/IEC 7816-4 and the following apply.

APDU
EF
ICC
IFD

application protocol data unit

elementary file
integrated circuit card

interface device
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TION

PBO

SW1-SW2

status bytes
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F87-1 where applicable.
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rsharing on-card biometric comparison procedure

ric auxiliary data shall be read from an ICC if\tlie ICC supports work-sharing on-car
ison and the work-sharing mechanism uses . biometric auxiliary data.

iometric auxiliary data is stored separatély from the biometric reference. For exampl

ais stored in a working elementary file (EF) and a biometric reference is stored in an interng

Istrates the outline of the work=sharing on-card biometric comparison procedure. To
this procedure, commands and status bytes shall comply with ISO/IEC 7816-4 and ISO/IEC 7816
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sections of
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01) Data retrieving command

02) Biometric information template

\4
.

S

including biometric comparison parameters
excluding biometric reference

03) Data retrieving command

04) Biometric auxiliary data

v

S

08) Feedback

T
R4

S

09) Biometric verification command

10) Result of biometric verification

Y

The following sequence is the outline of the work-sharing.ptocedure:

01) TheIC

templafe excluding the biometric reference.

02) TheIC
03) TheIC
04) The IC

05) The IC
and the

06) The IC
origing

07) The IC
08) The IC

[ returns feedback.

[ returns auxiliary data for(processing with a biometric sample.

[ receives 6GET DATA for extracting feedback.

IFD ‘
(biometric 05) Biometric verification command R Icc
verification T
3 06) SW1-SW?2 = ‘A2xx’ !
SySterT) 7 >
07) GET DATA command

[ returns the biometric informationfemplate for checking parameters.

Figure 1 — Command-response APDU exchange for.the work-sharing procedure

[ receives a data retrieving command (e.g. READ BINARY) for extracting biometric auxi

C returns statis)bytes as ‘62xx’ indicating ‘xx’ bytes of feedback available accordi
ted byte string specified in ISO/IEC 7816-4.

[ receives a data retrieving command (e.g. READ BINARY) for extracting the biometric information

liary data.

[ receives a biometric verification command requiring on-card biometric comparison (e.g. PBO),
n starts the first [ECiprocess of work-sharing on-card biometric comparison process.

ng to card-

09) The ICC receives another on-card biometric verification command (e.g. PBO), then starts the final
process of biometric comparison, decision and action.

10) The ICC returns status bytes indicating the result of the biometric verification.
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