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Foreword

e Tnternafional Organization for Standardizafion) and TEC (the Tnternafional Electrotechnical Commissipn) form

the spdcialized system for worldwide standardization. National bodies that are members of ISO or IEC participgte in the

ISO (t%)
develo

ment of International Standards through technical committees established by the respective organizatioh to deal

with pajticular fields of technical activity. ISO and IEC technical committees collaborate in fields of mutualvinterest. Other

interna
In the f

Internati

The m
adopte

Standald requires approval by at least 75 % of the national bodies casting

Attentid
and IEC

Techni
Inform4d

This cq
revised

78

thr|

— 7.6

.80: The term "non-security

.108: The term se@ )

4.2: The requiremen @a_

ional organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in
eld of information technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1
ional Standards are drafted in accordance with the rules given in the ISO/IEC

hin task of the joint technical committee is to prepare International ds."Draft\Intemnational S
I by the joint technical committee are circulated to national bodies wl as an Inte

cal corrigendum 1 to ISO/IEC 19790:2012 was
tion technology, Subcommittee SC 27, Seturi '

[05.13] and

.3;, The'requirement [06.06] is corrected,;

he work.

andards
rnational

ights. ISO

C JTC 1,

chnically

[05.17]

— 7.8TThertequirement [08.04] iS CoiTected;

— 7.9.1: The requirement [09.04] is corrected;

— 7.9.7: The requirement [09.37] is corrected;

— 7.10.2.2: The requirement [10.17] is corrected,;
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7.11.5: The requirement [11.26] is corrected,;
7.11.7: The requirement [11.35] is corrected;

7.11.9: The requirement [11.38] is corrected,;

A.2.5: The requirements of the 1%t and 2™ bullets are carrected:

A.2.7: The requirement of the 3rd bullet is corrected;

A.2.10: The requirement of the 4th bullet is corrected;

B.2.4: The requirement of the 9" bullet is corrected;

B.2.5: The requirement of the 1* bullet is corrected:;

B.2.7: The requirement of the 2nd level 6th bullet is corrected;

D.1: Duplicate text is removed;

D.1.2: The reference to ISO/IEC 15946-3 is removed;
E.1: Duplicate text is removed; and
F.1: Duplicate text is removed. << i
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Introduction

In Infor

mation Iechnology there IS an ever-increasing need 10 use cryptographic mechanisms such as the pro

ction of
data adainst unauthorised disclosure or manipulation, for entity authentication and for non-repudiation. The sec]irity and
reliability of such mechanisms are directly dependent on the cryptographic modules in which they are implemented.
This Infernational Standard provides for four increasing, qualitative levels of security requirementsiintended tq cover a
wide range of potential applications and environments. The cryptographic techniques are identical over the fourl security
levels. [The security requirements cover areas relative to the design and implemen af\acryptographic| module.
These |areas include cryptographic module specification; cryptographic mod i s; roles, serviges, and
authentication; software/firmware security; operational environment; physical secU¥ ! sensitive
security parameter management; self-tests; life-cycle assurance; and mitigation
The ovrall security rating of a cryptographic module must be chosen to provide - rity appropriate for the
security requirements of the application and environment in which b i security
servicep that the module is to provide. The responsible authority in eath orga omputer
and telecommunication systems that utilise cryptographic modu he given
application and environment. Since each authority is respons ions are
appropriate for a given application, compliance with this Inte ‘ perability
or mutyal acceptance of compliant products. TheAqportapge of séeuyfrit ess and of making information security a
management priority should be communicated tQ all’soncerned
Informgtion security requirements vary for differep icafjoNs; bsources
and determine the sensitivity to and the potential i Controls
include} but are not limited to:
— physical and environmentahcontxQ
— acgess controls;
— software development;
— bagkup and contingehcy d
— infprmation
These controls are ffective as the administration of appropriate security policies and procedures within the
operatipnal environmen

viii © ISO/IEC 2012 — All rights rese
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Information technology — Security techniques — Security
requirements for cryptographic modules

1 Sqgope

This International Standard specifies the security requirements for a cryptographi wtilised within a| security
system| protecting sensitive information in computer and telecommunication sy nternational $tandard
defined four security levels for cryptographic modules to provide for a wide spé& ata s yvity (e.g. low value
administrative data, million dollar funds transfers, life protecting data, rlation, and pensitive
informgtion used by government) and a diversity of application enV|r .g. anguarded facility, an office,
removgble media, and a completely unprotected location). This Interpationa ity llevels for
each of 11 requirement areas with each security level increasing securi

This International Standard specifies security requirements sp ided by a
cryptodraphic module and compliance to this International hodule is
secure|or that the security provided by the module i ign that is
being pgrotected.

2 Normative references

The following referenced docume ces, only
the edftion cited applies. - ' S est edition of the referenced document (incluging any
amendments) applies.

The dopuments listed in Security

requirements for cryptograpk

3 Tarms and de
For the[purpose

3.1
accesqd controhlist
ACL
list of pprmissions to grant access to an object

3.2
administrator guidance

written material that is used by the Crypto Officer and/or other administrative roles for the correct configuration,

maintenance, and administration of the cryptographic module
3.3

automated
without manual intervention or input (e.g. electronic means such as through a computer network)

© ISO/IEC 2012 — All rights reserved
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3.4
approval authority
any national or international organisation/authority mandated to approve and/or evaluate security functions

NOTE An approval authority in the context of this definition evaluates and approves security functions based on their
cryptographic or mathematical merits but is not the testing entity which would test for conformance to this International Standard.

35
approVed data authentication technique
approved method that may include the use of a digital signature, message authentication code or keyed hash (e.g.
HMAC

3.6
approved integrity technique
approved hash, message authentication code or a digital signature algorithm

3.7
approved mode of operation
set of gervices which includes at least one service that utilises an approved it ioNn h include
non-segurity relevant services

NOTE 1]  Not to be confused with a specific mode of an approved secu
NOTE 2  Non-approved security functions or processes are exc

3.8
approved security function
security function (e.g. cryptographic algorithm) thz

3.9
asymmjetric cryptographic techijque
cryptographic technique that us
private ftransformation (defined |byxthg

NOTE The two trans@
the private transformation in &’gjv

3.10
biometric

measufable, physic
identity} of an opéra

y) and a

to derive

claimed

3.11
bypasg capability

ability af a service to partially“or wholly circumvent a cryptographic function

3.12
certificate
entity's data rendered unforgeable with the private or secret key of a certification authority

NOTE Not to be confused with a modules validation certificate issued by a validation authority

3.13

compromise

unauthorised disclosure, modification, substitution, or use of critical security parameters or the unauthorised modification
or substitution of public security parameters

2 © ISO/IEC 2012 — All rights reserved
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3.14
conditional self-test
test performed by a cryptographic module when the conditions specified for the test occur

3.15
confidentiality
property that information is not made available or disclosed to unauthorised entities

3.16
configliration management system
CMS
management of security features and assurances through control of changes made to hardware, software and
documentation of a cryptographic module

3.17
contro| information
informgtion that is entered into a cryptographic module for the purposes of direc

3.18

criticall security parameter

CSP

security related information whose disclosure or modification carrcompro ty of a cryptographic magdule
EXAMPLE Secret and private cryptographic keys, authengication g passwords, PINs, certificates or dther trust
anchors

NOTE A CSP can be plaintext or encrypted.

3.19
crypto|officer
role taken by an individual or a process (i.e. c o behalf of an individual that accesses a cryptographic
modulg in order to perform cry itiali

3.20

cryptographic aIgorith@

well-defined computational” proce s variable inputs, which may include cryptographic keys, and produces
an outgut

3.21

cryptographic bou

explicitly defined petim firmware

compoments) of i

3.22
cryptographic-hash function

compufatienally efficient function mapping binary strings of arbitrary length to binary strings of fixed length, sucH that it is
compu]ationally infeasible to find two distinct values that hash into a common value

3.23

cryptographic key

key

sequence of symbols that controls the operation of a cryptographic transformation

EXAMPLE A cryptographic transformation can include but not limited to encipherment, decipherment, cryptographic check
function computation, signature generation, or sighature verification.

© ISO/IEC 2012 — Al rights reserved 3
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cryptographic key component
key component

parameter used in conjunction with other key components in an approved security function to form a plaintext CSP or
perform a cryptographic function

3.25

crypto
modulg
set of h
boundd

3.26

crypto
securif
precise
from th

NOTE

3.27

data path

physicg
NOTE

3.28

degrad
operati
configu

3.29
differe
DPA
analysi
informg

3.30

digital
data af
origin g

3.31
direct {
entry o

jraphic module

1)

ardware, software, and/or firmware that implements security functions and are contained within the crypt
ry

jraphic module security policy

y policy

specification of the security rules under which a cryptographic module
b requirements of this International Standard and additional rules imposed

See Annex B

| or logical route over which data passes
A physical data path can be shared by m
ed operation

bn where a subset of the entire set of alg
rable as a result of reconfig

yctions, services or processes are availab

ntial power analysis
5 of the variation
tion correlated to cryp

Ssighature

Entry
a SSR-or key component into a cryptographic module, using a device such as a keyboard

3.32

pgraphic

$ derived
thority

e and/or

xtracting

rove the

disjoin

t signature

one or more signatures which together represent an entire set of code

3.33
electro
EME

magnetic emanations

intelligence-bearing signal, which, if intercepted and analyzed, potentially discloses the information that is transmitted,

receive

d, handled, or otherwise processed by any information-processing equipment

© ISO/IEC 2012 — All rights rese
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nic entry

entry of SSPs or key components into a cryptographic module using electronic methods

NOTE

3.35

The operator of the key can have no knowledge of the value of the key being entered.

encom
single 4

3.36

encrypted key

cryptog
protect

3.37
entity
person

3.38
entrop
measu

NOTE
of X.

3.39
enviro
EFP
use of
conditig

3.40
enviro
EFT
use of
comprd

3.41
error d
EDC
value
uninten

3.42
execut
form of

passing signature
ignature for an entire set of code

raphic key that has been encrypted using an approved security function with a
bd

encryption key. Co

group, device or process

y

ount of information provided by an ol

of a cryptographic module due to envirg

Ableform

nsidered

servation

nmental

| not be

correct,

ronment

thé-Code in which the software or firmware is managed and controlled completely by the operational env

of the module and does not require compilation (e.g. no source code, object code or just-in-time compiled code)

3.43
fault in

duction

technique to induce operating behaviour changes in hardware by the application of transient voltages, radiation, laser or
clock skewing technigues

© ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=756b719ffc4b2074a0f5d9da8eaf22ff

ISO/IE

3.44
finite s
FSM
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tate model

mathematical model of a sequential machine that is comprised of a finite set of input events, a finite set of output events,
a finite set of states, a function that maps states and input to output, a function that maps states and inputs to states (a
state transition function), and a specification that describes the initial state

3.45
firmwalre
executable code of a cryptographic module that is stored in hardware within the cryptographic boundaryyand ¢

dynami
EXAMP

3.46
firmwa|
module

3.47
functiqg
high-le
cryptog

3.48
functid
testing

3.49

hard /
relative
durablg
NOTE

3.50

hardware

physicg

3.51

hardware module

module

3.52

cally written or modified during execution while operating in a non-modifiable or limited operationalenvirg

| E Storage hardware can include but not limited to PROM, EEPROM, FLASH, solid state memery, hard drives

re module
that is composed solely of firmware

nal specification
el description of the ports and interfaces visible to the operator-and-hi cription of the behavig
raphic module

nal testing
of the cryptographic module functionalit

hardness
resistance of a metal or offie i , atching, or bending; physically toughened; rug

The relative resistance

| equipment/comp,

hardwa
HMI

total seft of commands used to request the services of the hardware module, including parameters that enter or |
module's cryptographic boundary as part of the requested service

re moduleinterface

annot be
nment

etc

ur of the

jed, and

eave the

3.53

hash value
output of a cryptographic hash function

© ISO/IEC 2012 — All rights rese
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module

module whose cryptographic boundary delimits the composite of a software or firmware component and a disjoint
hardware component

3.55
hybrid

firmware module interface

HFMI
total sg

leave the module’s cryptographic boundary as part of the requested service

3.56
hybrid
HSMI
total se

leave the module’s cryptographic boundary as part of the requested service

3.57
input d
informg
using &

3.58
integri
propert

3.59
interfa
logical
3.60

ISO/IE
security

— ad
do

3.61

key agf

SSP eqg

party can predetefmine

3.62
key en

t of commands used to request the services of the hybrid firmware module, including parameters ‘that

software module interface

t of commands used to request the services of the hybrid software modulge; clue parameters that

ata

y
Ce

C adopted
function that is either:

pcified in an 1ISO/

he value of the key independently of the other party’s contribution using automated met

Cryption key

KEK

enter or

enter or

WS

d or in a

b that no
nods

cryptog

3.63

raphic key that is used for the encryption or decryption of other keys

key loader
self-contained device that is capable of storing at least one plaintext or encrypted SSP or key component that can be
transferred, upon request, into a cryptographic module

NOTE

©l

The use of a key loader requires human manipulation.

SO/IEC 2012 - All rights reserved
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3.64

key management

administration and use of the generation, registration, certification, deregistration, distribution, installation, storage,
archiving, revocation, derivation and destruction of keying material in accordance with a security policy

3.65
key transport
process of transferring a key from one entity to another entity using automated methods

3.66
limited| operational environment
operatipnal environment that is designed to accept only controlled firmware changes that suecessfully pass the
software/firmware load test

3.67
low-le\el testing
testing |of the individual components or group of components of the cryptograpk 6 8 p physical gorts and
logical |nterfaces

3.68
maintenance role
role assumed to perform physical maintenance and/or logical mai

EXAMPLE Maintenance services can include but not limited

3.69
manua|
requiring human operator manipulation

3.70
messafe authentication code
MAC
cryptodraphic checksum on d At [ y to detect both accidental and intentional modifications of
data

EXAMPLE
3.71
microdode

processor instructions that g’an executable program instruction

EXAMPLE

3.72

minimiym entropy
lower bTound of entropy that is useful in determining a worst-case estimate of sample entropy

3.73

modifiable operational environment

operational environment that is designed to accept functional changes that may contain non-controlled software (i.e.
untrusted)

3.74

multi-factor authentication
authentication with at least two independent authentication factors

8 © ISO/IEC 2012 — All rights reserved
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NOTE 1  An authentication factor is a piece of information and process used to authenticate or verify the identity of an entity.
NOTE 2  Independent authentication factor categories are: something you know, something you have, and something you are.

3.75

multiple-chip embedded cryptographic module
physical embodiment in which two or more integrated circuit chips are interconnected and are embedded within an
enclosure or a product that may not be physically protected

EXAMPLE Adapters and expansion boards

3.76
multiple-chip standalone cryptographic module
physical embodiment in which two or more integrated circuit chips are interconne and\the entire enclosure is
physically protected

EXAMPLE Encrypting routers or secure radios

3.77
non-administrator guidance
written [material that is used by the user and/or other non-administrati g the cryptographic mpodule in
an approved mode of operation

NOTE The non-administrator guidance describes the security formation

and progedures for the secure use of the cryptographicanodule,

3.78
non-inyasive attack
attack that can be performed on a cryptographi
cryptographic boundary of the mod

ithin the

NOTE An attack that does nof altehor change the

3.79

non-mepdifiable operat
operatipnal environment thét i
3.80
non-security relevap
implemiented in a ma dule
3.81
normal operation
operatipn where-thie entire wf algorithms, security functions, services or processes are available and/or configurable
3.82
opaque
impenetrabie by tight (i-e- tight within the visibte Spectrun of wavelengtiy range of 200nm to 7 50nm); neither transparent
nor translucent within the visible spectrum

3.83

operational environment

set of all software and hardware consisting of an operating system and hardware platform required for the module to
operate securely

© ISO/IEC 2012 — Al rights reserved 9
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3.84

operational state

state where services or functions can be requested by an operator and the data results output from the cryptographic
module’s data output interface

3.85
operator
individJal or a process (subject) operating on behalf of the individual, authorised to assume one or more roles

3.86
output|data
informgtion or computed results produced by a cryptographic module

3.87
passivation

effect gf a reactive process in semiconductor junctions, surfaces or componenis
include|means of detection and protection

sircuits constjucted to

EXAMPLE Silicon dioxide or phosphorus glass

NOTE Passivation can modify the behaviour of the circuit. Passivation mate &chhpolegy dependant.
3.88

password

string df characters used to authenticate an identity or to
EXAMPLE Letters, numbers, and other symbols

3.89
personal identification number
PIN
numeri¢ code used to authentigate an

3.90

physicpl protection
safeguarding of a cryptograp
3.91
plaintext key

unencrypted cryptog
unprotgcted

CSRsandPSPs using physical means

yptographic key obfuscated by non-approved methods which is copsidered

3.92
port
physical/logicaltinput or output point of a cryptographic module that provides access to the module

3.93
pre-operational self-test

test performed by a cryptographic module between the time a cryptographic module is powered on or instantiated (after
being powered off, reset, rebooted, cold-start, power interruption, etc.) and transitions to the operational state

3.94
private key
key of an entity's asymmetric key pair, which should only be used by that entity

10 © ISO/IEC 2012 — All rights reserved
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NOTE In the case of an asymmetric signature system the private key defines the signature transformation. In the case of an
asymmetric encipherment system the private key defines the decipherment transformation.

3.95

production-grade
product, component or software that has been tested to meet operational specifications

3.96
public key

key of an entity's asymmetric key pair, which can be made public

NOTE 1 In the case of an asymmetric signature system the public key defines the verification transformation. In the chse of an
asymmetric encipherment system the public key defines the encipherment transformation. A key that_is 'publicly known' is not
necessarily globally available. The key can only be available to all members of a pre-specified gro

NOTE 2  For the purposes of this International Standard, public keys are not considered

3.97
public key certificate

public key information of an entity signed by an appropriate certificatio éndered unforgegble
3.98
public key (asymmetric) cryptographic algorithm
cryptodraphic algorithm that uses two related keys, a public k

NOTE The two keys have the property that deriging

3.99
public jsecurity parameter
PSP
security related public information &

EXAMPLE Public cryptographi asswords
associafed with a counter an: inte
NOTE A PSP is consi d

3.100
random bit generatg
RBG
device pr algoriths

3.101
removable cover
physical means-—which pemrits an intentionally designed non-damaging access to the physical contents of a
cryptodraphitc module

3.102
role
security attribute associated to a user defining the user access rights or limitations to services of a cryptographic module

NOTE One or more services can be associated to a role. A role can be associated to one or more users and a user can assume
one or more roles.

© ISO/IEC 2012 — Al rights reserved 11
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role-based access control

RBAC

permissions attributed to a role granting access to an object

3.104

runtime environment

virtual machine state which provides software services for processes or programs while a computer is running

NOTE
objectivi

3.105
secret

cryptog
and sh

3.106

securif]
cryptog
asymm
genera
authori

NOTE

3.107
seed k
secret

3.108
self-teg
pre-opd

3.109
sensiti
data th

3.110
sensiti
SSP
critical

3.111

It can pertain to the operating system itself, or the software that runs beneath it. The primary purpose is¢to~accomplish the
e of "platform independent” programming.
key
raphic key, used with a secret key cryptographic algorithm that is uniquely 2 with one or moré¢ entities
buld not be made public
y function
raphic algorithms together with modes of operation, such a treadm ciphers, symmetric or
etric key algorithms, message authentication codes, hash fun ecurity functions, rapdom bit

ors, entity authentication and SSP generation and establi

See Annex C
ay - . - -
alue used to initialise a random bit generg
t
rational or conditional te ptographic module
ve data \
at, in user’s view, re
Ve securit
Security pa

servicq

approval

any extlernally operator invoked operation and/or function that can be performed by a cryptographic module

3.112

service input
all data or control information utilised by the cryptographic module that initiates or obtains specific operations or
functions

3.113

service output
all data and status information that results from operations or functions initiated or obtained by service input

12 © ISO/IEC 2012 — All rights rese
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power analysis

direct (primarily visual) analysis of patterns of instruction execution (or execution of individual instructions), in relation to
the electrical power consumption of a cryptographic module, for the purpose of extracting information correlated to a
cryptographic operation

3.115
singlechip cryptographic module
physical embodiment in which a single integrated circuit (IC) chip may be used as a standalone device or|{ may be
embedged within an enclosure or a product that may not be physically protected
EXAMPLE Single integrated circuit (IC) chips or smart cards with a single IC chip
3.116
softwafe
executable code of a cryptographic module that is stored on erasable media tten and
modified during execution while operating in a modifiable operational envirofim
EXAMPLE Erasable media can include but not limited to solid state mema@
3.117
software module
modulg that is composed solely of software
3.118
software/firmware load test
set of ftests performed on software or firmwaye [ S pass successfully before it can be executed by a
cryptographic module
NOTE Not applicable if the softw@ er cycling
3.119
softwal
SFMI
set of ( enter or
leave the module’s cryptogfap
3.120
split kn
process$ e of the
original ties and
combin
NOTE Allvera subset of theé components can be required to perform the combination.
3.121
SSP establishment
process of making available a shared SSP to one or more entities
NOTE SSP establishment includes SSP agreement, SSP transport and SSP entry or output.
© ISO/IEC 2012 — Al rights reserved 13
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information

information that is output from a cryptographic module for the purposes of indicating certain operational characteristics
or states of the module

3.123
strong

not eas

3.124
symmg
cryptog

3.125
tampel
automg
modulg

3.126
tampel

3.127
tamper
automs

3.128

trust a
trusted
parame

EXAMP
NOTE
3.129
trusteo
trusted

commu

NOTE
process

endpoin.

3.130
user
role tal

ily defeated, having strength or power greater than average or expected, able to withstand attack or solid

tric cryptographic technique
raphic technique that uses the same secret key for both the encryption and the decryption transformatior

detection
tic determination by a cryptographic module that an attempt has been

evidence

response

tic action taken by a cryptographic mod

nchor

otl between the cryptographic module and a sender or receiver to
key components and authentication data

ly built

ty of the

ly, other

securely

s/entities,
intended

enby an individual or process (i.e. subject) acting on behalf of an individual that accesses a crypt

pgraphic

module T order to obtain cryptographic SErvices

3.131

validated
assurance of tested conformance by a validation authority
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ion authority

entity that will validate the testing results for conformance to this International Standard

3.133

vendor

entity, group or association that submits the cryptographic module for testing and validation

NOTE The vendor has access to all relevant documentation and design evidence regardless if they did or did 'mot’design or
develop|the cryptographic module.

3.134

zeroisation

method of destruction of stored data and unprotected SSPs to prevent retrieval and rey

4 Abbreviated terms

For the[purposes of this document, the following abbreviated terms app

API Application Program Interface

CBC Cipher Block Chaining

CCM Counter with Cipher block chaip

ECB Electronic Codebook

HDL

IC Integrated Circuit

PROM Programiabl

RAM Random &S

URL

5 Ciyptographic

The following subclatises pro¥jde an overview of the four security levels. Common examples, given to illustratel how the
requirements might be met, ate not intended to be restrictive or exhaustive. Within this document, references to a
modulg shall. besinterpreted as a cryptographic module. The cryptographic techniques are identical over the four security
levels. Each-security level levies increasing levels of security requirements for the protection of the module itgelf (e.g.
access|and knowledge of internal components and operation) and SSPs contained and controlled within the|module.

Each security requirement is identified by a shall [xx.yy] where xx indicates the clause and yy is a numeric index within
the clause.

5.1 Security Level 1

Security Level 1 provides a baseline level of security. Basic security requirements are specified for a cryptographic
module (e.g. at least one approved security function or approved sensitive security parameter establishment method

shall be used).

©l
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environment. No specific physical security mechanisms are required in a Security Level 1 hardware cryptographic
module beyond the basic requirement for production-grade components. Non-invasive mitigation methods or mitigation
of other attacks which are implemented are documented. Examples of a Security Level 1 cryptographic module is a
hardware encryption board found in a personal computer (PC) or a cryptographic toolkit executing in a handheld device
or general purpose computer.

Such implementations are ideally appropriate for security applications where controls, such as physical security, network
security, and administrative procedures are provided outside of the module but within the environment which_it is to be
deployed. For example, the implementation of Security Level 1 cryptographic module may be more cost-effective in
such environments than corresponding modules at higher assurance levels which provide greatercsecurity of the
modulgs SSPs, enabling organizations to select alternative cryptographic solutions to meet security requiremenits where
attentidn to the environment the module is operating is crucial in providing overall security.

5.2 Security Level 2

Security Level 2 enhances the physical security mechanisms of Security Level 3dding i tamper-
evideng¢e, which includes the use of tamper-evident coatings or seals or pick-resi ; overs or
doors.

Tampef-evident coatings or seals are placed on a module so that the coa i : in[physical
access|to SSPs within the module. Tamper-evident seals or pick doors to
protect|against unauthorised physical access.

Security Level 2 requires role-based authenticatign in which & phi isation of
an operator to assume a specific role and perfoy eling)9 i

Security Level 2 allows a software cryptographic s B ¢ d“in a modifiable environment that implements
role-baged access controls or, at the minimum,(a discretionary actess control with robust mechanism of defifing new
groups| and assigning restrictive permissi ‘ Atrol lists (e.g. ACLs), and with the cap}blllty of
assigning each user to more tha 3 protets against unauthorised execution, modificafion, and
reading of cryptographic softw.

5.3 Security Level 3§

In addition to the tamper-evjd [ mechanisms required at Security Level 2, Security Level 3 [provides
additiomal requirements to/Ritigate grised access to SSPs held within the cryptographic module. |Physical
security mechanisms req i 3 are intended to have a high probability of detecting and responding to
attempts at direct ph aecess,\use or modification of the cryptographic module and probing through ventilation holes
or slits| The physical sec isms may include the use of strong enclosures and tamper detectlon/nesponse
circuitry that zeydi

Security Level 3 reguites’i ity=based authentication mechanisms, enhancing the security provided by the roJe-based
authentication mechanisws specified for Security Level 2. A cryptographic module authenticates the identjty of an
operatgr andverifies that the“identified operator is authorised to assume a specific role and perform a corresponding set
of services.

Security Level 3 requires manually established plaintext CSPs to be encrypted, utilise a trusted channel or use a split
knowledge procedure for entry or output.

Security Level 3 also protects a cryptographic module against a security compromise due to environmental conditions
outside of the module's normal operating ranges for voltage and temperature. Intentional excursions beyond the normal
operating ranges may be used by an attacker to thwart a cryptographic module's defences. A cryptographic module is
required to either include special environmental protection features designed to detect when the voltage and
temperature boundaries are exceeded and zeroise CSPs, or to undergo rigorous environmental failure testing to provide
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a reasonable assurance that the module will not be affected when outside of the normal operating range in a manner
that can compromise the security of the module.

Non-invasive mitigation methods specified in 7.8 which are implemented in the module are tested at Security Level 3

metrics

Security Level 3 is not offered in all clauses of this International Standard for software cryptographic modules, therefore,

the ove

Securit

detailed design, low-level testing, and operator authentication using vendor-provided authentication infermation.

54 S

Securit]
approp

At Sed

cryptog
SSPs 4
enclosy
unprotg
environ

Securit
require

— SO
— so
At Sec
detect
the mo

security

Non-in

metrics.

Securit]
the ove

The de
and thdg

rall highest security level achievable by software cryptographic module is limited to Security Level 2.

y Level 3 modules require additional life-cycle assurances, such as automated configuration) mana

ecurity Level 4

y Level 4 provides the highest level of security defined in this Internationg
fiate security features of the lower levels, as well as extended features.

urity Level 4, the physical security mechanisms provide a co
raphic module with the intent of detecting and responding to all+
Ire contained in the module whether external power is applied
re from any direction has a very high probability of being dete
cted SSPs. Security Level 4 cryptographic module
ments.
y Level 4 introduces the multi-factor au operator authentication. At minin
5 two of the following three attributes:

hysical property, such

irity Level 4 a cr i is required’to include special environmental protection features deg
Voltage and temperagu g oise all unprotected SSPs to provide a reasonable assurg
dule will not be affe the normal operating range in a manner that can compro

of the module.
asive mitigation m in 7.8 which are implemented in the module are tested at Security
y Level 4 isthot offered, in @l clauses of this International Standard for software cryptographic modules, t

rall maximum secutity Jevel achievable by software cryptographic modules is limited to Security Level 2.

sign'afla Security Level 4 module is verified by the correspondence between both pre- and post-state ¢

jgement,

s all the

und the
ss when
module
on of all
rotected

um, this

igned to
nce that
mise the

Level 4

herefore,

bnditions

functional specification.

6 Functional security objectives

The security requirements specified in this International Standard relate to the secure design and implementation of a
cryptographic module. The security requirements start with a baseline level of security objectives with increasing levels
of security objectives. The requirements are derived from the following high-level functional security objectives for a
cryptographic module to:

© ISO/IEC 2012 — All rights reserved
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— employ and correctly implement the approved security functions for the protection of sensitive information;

— protect a cryptographic module from unauthorised operation or use;

— prevent the unauthorised disclosure of the contents of the cryptographic module, including CSPs;

— prevent the unauthorised and undetected modification of the cryptographic module and cryptographic algorithms,
indluding the unauthorised modification, substitution, insertion, and deletion of SSPs;

— pravide indications of the operational state of the cryptographic module;

— enpgure that the cryptographic module performs properly when operating in an approved mode of*operation;

— detect errors in the operation of the module and to prevent the compromise of SSR ting from these erfors; and

— enpure the proper design, distribution and implementation of the cryptogra

7 Security requirements

7.1  General

This clause specifies the security requirements that shall mpliance

to this |International Standard. The security requi tion of a

cryptographic module. These areas include cryptograp bs; roles,

servicep, and authentication; software/firmware invasive

security; sensitive security parameter managemeént; self-te KS.

Table I summarises the security r

A cryptographic module shall . equirements of each area addressed in this clause. The

cryptographic module shall [0 -" ated in each area. Several areas provide for increasing|levels of

security with cumulative security level. In these areas, the cryptographic mddule will

receivel a rating that reflect ig i el for which the module fulfils all of the requirements of thatjarea. In

areas that do not provide o pelrity (i.e. standard set of requirements), the cryptographic mgdule will

receivel a rating commen

In addition to receiving ind ‘ gs for each of the security areas, a cryptographic module will also receive an

overall |security rati eral| secdrity rating will indicate the minimum level of the independent ratings regeived in

the areps.

Many df the security regu ents of this International Standard include specific documentation requirements that are

summarised invArnexes A ard B. All documentation, including copies of the user and installation manuals, design

specifigations; life-cycle documentation shall [01.04] be provided for a cryptographic module that is to undergo an

independent verification or evaluation scheme.

Annexes C, D, E, and F provide references to approved security functions, approved sensitive security parameter
establishment methods, approved authentication mechanisms and non-invasive attack mitigation test methods.
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Table 1 - Summary of security requirements

Security Level 1

Security Level 2

Security Level 3

Security Level 4

Cryptographic

Mod

ule Specification

Specification of cryptographic module, cryptographic boundary, approved security functions, and normal and
degraded modes of operation. Description of cryptographic module, including all hardware, software, and firmware

components. All services provide status information to indicate when the service utilises an approved cryptog

aphic

algorithm, security function or process in an approved manner.

Cryq
Mod

tographic
ule Interfaces

Required and optional interfaces. Specification of all

interfaces and of all input

and output data paths.

Trusted channel.

Logical separation of

Role-based or identity-

Identity-based operajor

Multi=factor authenticption.

Rolgs, Services, and required and optional based operator authentication.
Authentication roles and services. authentication. /\ Q
Approved integrity Approved digital Approved digital signature b seWrity test.
technique, or EDC based signature or keyed
Softare/Firmware integrity test. Defined message authentication
Sec{irity SFMI, HFMI and HSMIL. code- based integrity
test.
Executable code.
Non-Modifiable, Limited G
or Modifiable.
Opefational
Environment Control of SSPs.
AW
Productipn-grade w Tamper detection and Tamper detection and
compongn Q response for covers and response envelope. EFfP.
Physical Security doors. Strong enclosure Fault injection mitigatign.

9,

or coating. Protection
from direct probing. EFP
or EFT.

ﬂ\dww against non-invasive attacks specified in Annex F.

Nontinvasive
Seclirity
en tion ectiveness of mitigation Mitigation Testing. Mitigation Testing.
Q QWS eC|f|ed in Annex F.
Randsg bit'generators, SSP generation, establishment, entry and output, storage and zeroisation.
Sensitive Secdrity

Pargmeter Automated SSP transport or SSP agreement using approved methods.
Manpgement
Manually established SSPs may be entered or output Manually established SSPs may be entered or outppt in
in plaintext form. either encrypted form, via a trusted channel or using split
knowledge procedures.
Pre-operational: software/firmware integrity, bypass, and critical functions test.
Self-Tests Conditional: cryptographic algorithm, pair-wise consistency, software/firmware loading, manual entry, conditional

bypass and critical functions test.

© ISO/IEC 2012 — All rights reserved
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Security Level 1 Security Level 2 Security Level 3 Security Level 4

Configuration management system for cryptographic Automated configuration management system.
configuration | module, components, and documentation. Each
Management | uniquely identified and tracked throughout lifecycle.

: bt P ool - Ll :
Design ——Mud-nrfe—desrgned—to—aﬂuw tesStmMyoTarmr providet Security reratetServices:

FSM Finite state model.
o Development | Annotated source code, Software high-level language. Hardware high-level Documeéntation annotdted
S schematics or HDL. descriptive language. with pre- conditions ugon
; entrylinto module
2 ¢dnponents and post-
% Q itions expected to| be
s} components is
-

Testing Functional Testing. Ie&etl& X

Delivery and Initialisation procedures. Delivery Procedure Operator authenticatioh
Operation using vendor provided
authentication information.

Guidance Administrator and non- adm|n| rator UI

atta¢ks currently available. attacks with testable

Mitidation of other Specification of mitigation of aj acks for wl h\@e requirements are Specification of mitigatjon of
requirements.

7.2 CQryptographic «@u

7.2.1 |Cryptographic mgad iftcati eral requirements
A cryptpgraphic mod : a set of hardware, software, firmware, or some combination thereof, [that at a
minimum, i . ed cryptagraphic service employing an approved cryptographic algorithm, security] function

or process and contai (ithin a gefined cryptographic boundary.

The dofumentationrequirements Specified in A.2.2 shall [02.02] be provided.

7.2.2 |Types:of cryptographic modules

A Cryphgmphir‘ module shall [02.03] he defined as ane of the fnllnwing module types:

— Hardware module is a module whose cryptographic boundary is specified at a hardware perimeter. Firmware
and/or software, which may also include an operating system, may be included within this hardware cryptographic
boundary.

— Software module is a module whose cryptographic boundary delimits the software exclusive component(s) (may
be one or multiple software components) that execute(s) in a modifiable operational environment. The computing
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platform and operating system of the operational environment which the software executes in are external to the

defined software module boundary.

— Firmware module is a module whose cryptographic boundary delimits the firmware exclusive component(s) that

execute(s) in a limited or non-modifiable operational environment. The computing platform and operating s

ystem of

the operational environment which the firmware executes in are external to the defined firmware module boundary

but explicitly bound to the firmware module.

— Hyprid Software module is a module whose cryptographic boundary delimits the composite of“\a
component and a disjoint hardware component (i.e. the software component is not contained within'the H
mqdule boundary). The computing platform and operating system of the operational envirénment w
software executes in are external to the defined hybrid software module boundary.

— Hyprid Firmware module is a module whose cryptographic boundary deIits theNcomposite of a

component and a disjoint hardware component (i.e. the firmware componentds notcepntained within the K
mqdule boundary). The computing platform and operating system of ¥ iona
firmware executes in are external to the defined hybrid firmware module bo
firmware module.

7.7 and 7.8 shall [02.04] apply.

For software modules executing in a modifiable environment, tiiesphysical se
optiongl and the applicable non-invasive security requirem i :

For hyQrid modules, all applicable requirements f 7.
7.2.3 |Cryptographic boundary

7.2.3.1| Cryptographic boundéa

software
ardware
hich the

firmware
ardware
hich the
e hybrid

found in

7.7 are

A cryplographic boundary sh 15t an explicitly defined perimeter (i.e. set of hardware, software or

firmware components) that\e
of this |nternational Sta
the mogule’s cryptographic b6
relevant algorithms, secyr

components may b
processes or compo
security functigrs,Narogcess omponents which are used in an approved mode of operation shall [0

implemeented in avann fere or compromise the approved operation of the cryptographic module.

The dgfined name*of a ctyptggraphic module shall [02.11] be representative of the composition of the co
within the cryptographic boundary and not representative of a larger composition or product. The cryp
modulg shall’[02.12] have, at minimum, specific versioning information representing the distinct individual h

rements
ts within
security
relevant
bsses or
inctions,
jorithms,

P.10] be

ponents
graphic
ardware,

software and/or firmware components.

Hardware, software and/or firmware components within the cryptographic boundary may be excluded from the
requirements of this International Standard. The excluded hardware, software or firmware components shall [02.13] be

implemented in a manner to not interfere or compromise the approved secure operation of the cryptographic
The excluded hardware, software or firmware shall [02.14] be specified (Annex A).
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7.2.3.2

Definitions of cryptographic boundary

The cryptographic boundary of a hardware cryptographic module shall [02.15] delimit and identify:

The set of hardware components which may include:

physical structures, including circuit boards, substrates or other mounting surfaces that pro

ide the

The cry
— Th
— Th
The cry
— Th
— Th
The cry

— be
co

— ind

In
SO

7.24

7241

interconnecting physical wiring between components,

active electrical components such as semi-integrated, custom-integrated or common-integrated
processors, memory, power supplies, converters, etc.

physical structures, such as enclosures, potting or encapsulation materials, ¢ ors; and interfaces,

firmware, which may include an operating system,
other components types not listed above.

ptographic boundary of a software cryptographic module sh

one or more processors.

delimit and identify:

the composite t omponent boundary and the disjoint software or
mponent(s) boun 7 and

Magdes of operations general requirements

circuits,

firmware

hbedded

The op

erator shall [02.19] be able to operate the module in an approved mode of operation. An approved

mode of

operation shall 02.20] be defined as the set of services which Iinclude at least one service that utilises an approved

cryptog

raphic algorithm, security function or process and those services or processes specified in 7.4.3.

Non-approved cryptographic algorithms, security functions, and processes or other services not specified in 7.4.3 shall
[02.21] not be utilised by the operator in an approved mode of operation unless the non-approved cryptographic
algorithm or security function is part of an approved process and is not security relevant to the approved processes
operation (e.g. a non-approved cryptographic algorithm or non-approved generated key may be used to obfuscate data

22 © ISO/IEC 2012 — All rights rese

rved


https://iecnorm.com/api/?name=756b719ffc4b2074a0f5d9da8eaf22ff

ISO/IEC 19790:2012/Cor.1:2015(E)

or CSPs but the result is considered unprotected plaintext and provides no security relevant functionality until protected

with an approved cryptographic algorithm).

7.2.4.2 Normal operation

Normal operation is where the entire set of algorithms, security functions, services or processes are available and/or

configurahle.

CSPs ghall [02.22] be exclusive between approved and non-approved services and modes of operation (e:g.~ngt shared

or accegssed). The output of an approved RBG may be provided to a non-approved algorithm, security fupction or

process$ without the zeroisation of the RBG seed as long as the seed cannot be accessed in the non-approved mode.

The mq@dule’s security policy shall [02.23] define the complete set of services that are-provided fof each defined mode

of operption (both approved and non-approved).

All seryices shall [02.24] provide an indicator when the service utilises an apgro security

function or process in an approved manner and those services or processes i

7.2.4.3] Degraded operation

A cryptpgraphic module may be designed to support degraded fun -or a

cryptographic module to operate in degraded operation, the foll

— degraded operation shall [02.26] be entered-anly aft

— thg module shall [02.27] provide status infor

— the mechanism or function that failed shall [02.2

— all|conditional algorithm self-fasts 3 d prior to the first operational use of the cryptographic
aldorithm after entering deg

— selvices shall [02 security
function, or process.

The cryptographic module ma e passes

without] failure all pre- tiopal uccessfully. The cryptographic module may perform certain diagrjostics in

addition to all pre-of s part of the condition to exit the degraded operation. If the cryptographic

modulg fails the pre- g, the module shall not [02.32] enter degraded operation.

7.3 (dryptograp terfaces

7.3.1 |Cryptegraphic modtile interfaces general requirements

A cryptpgraphic module shall [03.01] restrict all logical information flow to only those physical access points arld logical

interfaces that are identified as entry and exit points to and from the cryptographic boundary of the module. The
cryptographic module logical interfaces shall [03.02] be distinct from each other although they may share one physical
port (e.g. input data may enter and output data may exit via the same port) or may be distributed over one or more
physical ports (e.g. input data may enter via both a serial and a parallel port). An Application Program Interface (API) of
a software component of a cryptographic module may be defined as one or more logical interface(s).

The documentation requirements specified in A.2.3 shall [03.03] be provided.

©l
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7.3.2 Types of interfaces

Hardware Module Interface (HMI): The total set of interfaces used to request the services of the hardware module,
including parameters that enter or leave the module’s cryptographic boundary as part of the requested service.

Software or Firmware Module Interface (SFMI): The total set of interfaces used to request the services of the

software or the firmware module, including parameters that enter or leave the module’s cryptographic boundary as
paft of the requested service.

— Hyprid Software or Hybrid Firmware Module Interface (HSMI or HFEMI): The total set of interfaces‘used tq request
the services of the hybrid software or hybrid firmware module, including parameters that enter or.|eave the fnodule’s
cryptographic boundary as part of the requested service.

7.3.3 |Definition of interfaces

A cryplographic module shall [03.04] have the following five interfaces (“inpQt" (! are,indicated from the

perspective of the module):

a) Data input interface. All data (except control data entered via Face) that is input to and
prgcessed by a cryptographic module (including plaintext data, i 3, and status information from
anpther module) shall [03.05] enter via the "data input" interfa bugh the
data input interface while the module is performing self-tes

b) Data output interface. All data (except status.data o utput via
tha control output interface) that is output fr ata, and
SYPs) shall [03.06] exit via the "data outpu outpuy/via the “data output” interface shall [03.07]
be|inhibited while performing manual entry, g igation; or
when the cryptographic module is in an errof stat

c) Cantrol input interface. All ingut calls and
magnual controls such as SWI shes, buttons pgraphic
madule shall [03.08] ente

d) Cdntrol output int. another
mqdule ) used to cohtro it via the
“cgntrol output” interface vhen the
cnyptographic modul€ i licy.

e) Status output | e gnals, indicators (e.g. error indicator), and status data (including retufn codes
anfl physica icatq isual (display, indicator lamps), audio (buzzer, tone, ring), and mechanical
(vibration)) used:to\indi status of a cryptographic module shall [03.11] exit via the "status output" interface.
Status output Qg i plicit or explicit.

Exceptlfor the-software cryptdgraphic modules, all modules shall [03.12] also have the following interface:

f) Powet.interface. All external electrical power that is input to a cryptographic module shall [03.13] enter viala power
interface. A power interface 15 not required Whenm ait power 1S _provided or_maintained imernafty within the

cryptographic boundary of the cryptographic module (e.g. an internal battery).

The cryptographic module shall [03.14] distinguish between data, control information, and power for input, and data,
control information, status information, and power for output.

The cryptographic module specification shall [03.15],

information, including length restrictions for all variable length inputs.
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7.3.4 Trusted channel

A trusted channel is a link established between the cryptographic module and a sender or receiver to securely
communicate unprotected plaintext CSPs, key components and authentication data. A trusted channel protects against
eavesdropping, as well as physical or logical tampering by unwanted operators/entities, processes or other devices,
between the module’s defined input or output ports and along the communication link with the intended sender or
receiver endpoint.

SECURITY LEVELS 1 AND 2

For Segurity Levels 1 and 2, there are no requirements for a trusted channel.

SECURITY LEVEL 3

For Segurity Level 3,

SECURITY LEVEL 4

In addifion to the requir

[03.22]

7.4

7.4.1

A crypt

for| the transmission of unprotected plaintext CSPs, key components
cryptographic module and the sender or receivers endpoint the cryptogra
trusted channel;

thg trusted channel shall [03.17] prevent unauthorised medjifics
conmunication link;

thg physical ports used for the trusted channel shal.
lodical interfaces used for the trusted chanpél 10319]

idg

aq

be employed fo

H

A single operator~mayNassyme. pultiple roles. If a cryptographic module supports concurrent operators,

modulg shall [0402]

services. An aperator is

équired to assume an authorised role to perform services where CSPs and PSP

modified, disclosed, or substituted (e.g. show status, self-tests, or other services that do not affect the secur

moduls).

04.01] support authorised roles for operators and corresponding services within g

een the
ement a

ong the

s or the

pach role.
then the
sponding
5 are not
ty of the

Authentication mechanisms may be required within a cryptographic module to authenticate an operator accessing the
module, and to verify that the operator is authorised to assume the requested role and perform the services within the

role.

The documentation requirements specified in A.2.4 shall [04.03] be provided.

© ISO/IEC 2012 — All rights reserved
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7.4.2 Roles

A cryptographic module shall [04.04], at a minimum, support a Crypto Officer Role. The Crypto Officer Role shall
[04.05] be assumed to perform cryptographic initialisation or management functions, and general security services (e.g.
module initialisation, management of CSPs, PSPs, and audit functions).

A cryptographic module may support a User Role. If the cryptographic module supports a User Role, then the User
Role shall [04.06] be assumed to perform general security services, including cryptographic operations,.aphd other
approved security functions.

A cryptpgraphic module may support a Maintenance Role. The Maintenance Role is a role assumed_during the|physical
and/or |ogical maintenance services (e.g. opening service covers, performing certain dlagnostlcs sugchras built in self-test
(BIST)). All unprotected SSPs shall [04.07] be zeroised when entering or exiting the Maintenance\Role.

A cryptpgraphic module may support other roles or in addition to the roles specified/aby
7.4.3 [Services

7.4.3.1] Services general requirements

Servicq .| Service
inputs 4 erations,
or functi ! sult from
servicep, operauons or funcuons |n|t|ated or obtaj iCEki ice i S . sult in a

service|output.

A crypt
a) Show module’s versioning infg ion. g iC\F S . module
idgntifier and the versioning 1 \ e S 3 i idati .g. , [software

anfl/or firmware versioningnnfo

b) Shiow status. The cryptog
ingicators in respo @ :

pf status

c) Pg ttests as
spe

d) P¢ \pproved
se

e) Pg beified in
7.9.7.

A cryplographic module may provide other services, operations, or functions, both approved, and non-appifoved, in
additior}| tothe services specified above. Specific services may be provided in more than one role (e.g. Key entry
services may be provided in the user role and the crypto officer role).

7.4.3.2 Bypass capability

Bypass capability is the ability of a service to partially or wholly circumvent a cryptographic function or process. If the
module can output a particular data or status item in a cryptographically protected form, or (as a result of module
configuration or operator intervention) can also output the item in a non-protected form, then a bypass capability shall
[04.18] be defined.

26 © ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=756b719ffc4b2074a0f5d9da8eaf22ff

ISO/IEC 19790:2012/Cor.1:2015(E)

If a cryptographic module implements a bypass capability, then:

a) the

operator shall [04.19] assume an authorised role before configuring the bypass capability;

b) two independent internal actions shall [04.20] be required to activate the capability to prevent the inadvertent
bypass of plaintext data due to a single error. The two independent internal actions shall [04.21] modify software
and/or hardware behaviour that is dedicated to mediate the bypass capability (e.g. two different software or

hafdware flags are set, one of which may be user-initiated); and

c) thd
1)
2)
3)
7.4.3.3
Self-ini

cryptog
presery

— tw
ou
be
wh

— thd
ac

7434

If a cry
require

module shall [04.22] show status to indicate whether the bypass capability:
is not activated, and the module is exclusively providing services with cryptographic processing (e.g. |plaintext
data is encrypted); or
is activated and the module is exclusively providing services without cryp plaintext
data is not encrypted); or
is alternately activated and deactivated and the module is pro iceés with cryptographic
processing and some services without cryptographic processing ( inication
channels, plaintext data is or is not encrypted depending on ¢
Self-Initiated cryptographic output capability
iated cryptographic output capability is the ability pexform cryptographic operations and other
approved security functions or SSP manage al operator request. The self-initiated
raphic output capability shall [04.23] I pto Officer and this configuration [may be
ed over resetting, rebooting, or power cycling
If a cryptographic module implements a self-initia
D independent internal g 3 reéd to activate the capability to prevent the inadvertent
put due to a single error\JThe SN al actions shall [04.25] modify software and/or hardware
haviour that is dedi ¢ ity (e.g. two different software or hardware flags are sef, one of
ich may be user @
pbility is
following
loaded software or firmware shall [04.28] be validated by a validation authority prior to loading to |maintain

— thq
va

idation’;

— all data output via the data output interface shall [04.29] be inhibited until the software/firmware loading and load
test has completed successfully;

— the Software/Firmware Load Test specified in 7.10.3.4 shall [04.30] be performed before the loaded code can be
executed;

— the cryptographic module shall [04.31] withhold execution of any loaded or modified approved security functions
until after the pre-operational self-tests specified in 7.10.2 have been successfully executed; and

© ISO/IEC 2012 — All rights reserved
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— the modules versioning information shall [04.32] be modified to represent the addition and/or update of the newly
loaded software or firmware (7.4.3).

If the loading of new software or firmware is a complete image replacement, this shall [04.33] constitute an entirely new
module which would require validation by a validation authority to maintain validation. The new software or firmware
image shall [04.34] only be executed after the module transitions through a power-on reset. All SSPs shall [04.35] be

zeroised prior to execution of the new image.

7.4.4 |Authentication

Authentication mechanisms may be required within a cryptographic module to authenticate an operator accegsing the

modulg and to verify that the operator is authorised to assume the requested role and perform services within that role.

The following types of mechanisms are used to control access to the cryptographic moguafe:

a) Rdle-Based Authentication: If role-based authentication mechanisms are supported bya cryptographic mogule, the
mqdule shall [04.36] require that one or more roles either be implicitl itly “selected by the |operator
anfl shall [04.37] authenticate the assumption of the selected role (or s . yptographic module is not
required to authenticate the individual identity of the operator. The se \ the authenticatipn of the
assumption of selected roles may be combined. If a cryptographic opeyétor to change rdes, then
thg module shall [04.38] authenticate the assumption of any rdle that S gviously authenticated for that
opgrator

b) Idgntity-Based Authentication: j 8 dre supported by a cryptographic
mqdule, the module shall [04.39] require that the opera g individually and uniquely identified, shal] [04.40
require that one or more roles either he i ectéd by the operator, and shaII [04.41
authenticate the identity of the operator and AUuti ~ rator to assume the selected role |or set of
roles. The authentication of the identity of the és, and the authorisation of the assuinption of
tha selected roles may be combined. If a cryptogra i , then the
mqdule shall [04.42] verify the authorisation of eviously
authorised.

A cryptpgraphic module may p thorised
role, o may require separate (auth€ graphic
modulg is reset, reboot erator to
be authenticated
Varioug types of authe Lipported
authenfication mechaais rd, PIN,
cryptographic key, personal
characferistics (e:g. bi against
unauthorised ' grt of the
authentication mech

The initialisation—of authentigation mechanisms may warrant special treatment. If a cryptographic module goes not

contain| the @uthentication data required to authenticate the operator for the first time the module is accessed, thHen other

authorised/methods (e.g. procedural controls or use of factory-set or default authentication data) shall [04.45]|be used
to contkolraccess-to-the modiule and initialise the authentication mechanisms—If default authentication-data-id used to

control access to the module, then default authentication data shall [04.46] be replaced upon first-time authentication.
This default authentication data does not need to meet the zeroisation requirements (7.9.7).

The authentication mechanism may be a group of mechanisms of different authentication properties that jointly meet the
requirements of this clause. If the cryptographic module uses security functions to authenticate the operator, then those
security functions shall [04.47] be approved security functions.

— Th

28

e module shall [04.48] implement an approved authentication mechanism as referenced in Annex E.
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— The strength of the approved authentication mechanism shall [04.49] be specified in the security policy (Annex B).

— For each attempt to use the approved authentication mechanism, the module shall [04.50] meet the strength of the
authentication objective. For multiple attempts to use the approved authentication mechanism during a one-minute
period, the module shall [04.51] meet the strength of the authentication objective.

— Th

approved authentication mechanism shall [04.52] be met by the module’'s implementation and no

rely on

do

— Fo
me
me

— Fe
Vis
ac

— Fe
au

SECUH
For Se
the md
operatd

SECUHR

For Se
access

SECUHR

For Se
access

SECUH

For Sd
mechal

75 S

A crypt
of this (

cumented procedural controls or security rules (e.g. password size restrictions).

I a software cryptographic module at Security Level 2, the operating system may implement the] authe
chanism. If the operating system implements the authentication mechanism, then -the* authg
chanism shall [04.53] meet the requirements of this clause.

ual authentication data.

pdback provided to an operator during an attempted authenticat
hentication mechanism strength beyond the required authenticatiqn &

ITY LEVEL 1
curity Level 1, a cryptographic module is not required
dule. If a module does not support authenticati®

r either implicitly or explicitly select one g

ITY LEVEL 2

to the module.

ITY LEVEL 3
Curity Level 3, a gr
to the module.

ITY LEVEL 4

pgraphic*module is defined as either a hardware, software, firmware or hybrid module (7.2.2). The requ
lause-shall [05.01] apply to software and firmware components of a cryptographic module.

ntication
ntication

(e.g. no
ce of the

g of the

ccess to
that the

b control

D control

ntication

rements

A cryptographic module that is implemented completely in hardware is not subject to the software/firmware security
requirements of this International Standard.

The public verification key or keyed message authentication key used for an approved integrity techniqgue may reside
within the module code and is not considered a SSP.

The documentation requirements specified in A.2.5 shall [05.02] be provided.
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SECURITY LEVEL 1

The following requirements shall [05.03] apply to software and firmware components of a cryptographic module for
Security Level 1:

— All software and firmware shall [05.04] be in a form that satisfies the requirements of this International Standard

Fof software and firmware modules and the software or firmware component of a hybrid module (excép
software and firmware components within a disjoint hardware component of a hybrid module):

7B

All
se

Fo
of
co

If the software or firmware that is loaded is associated, bound, modifies or is an executable requisite of the

mqdulle, then the software/firmware load test is applicable and shall [05.13] be performed by the validateg
with the following exceptions:

30

without modification prior to installation (7.11.7);

firmware components within the module’s defined cryptographic boundary in opeef thefollowing ways:

— by the cryptographic module itself; or

t for the

—| A cryptographic mechanism using an approved integrity technique shall [05.05] be applied.to all software and

For software and firmware components of a hardware cryptography e software or firmware
components within a disjoint hardware component of a hybrid cryptograg{X v
—| A cryptographic mechanism using an approved integrity i error detection code (EDIC) shall
[05.06] be applied to all software and firmwa s, within® the hardware module’s| defined
cryptographic boundary or within disjoint 7 hybrid module. If an EDC is Used, the
EDC shall [05.07] be at least 16 bits ix leng
If the integrity test fails (i.e. the calculated regutbi - fully verified or the EDC cannot be verified d¢pending
n|the module type), the module shall [05. ate. The approved integrity technique may donsist of
5ingle encompassing message authenticg 0de Ok signature, or multiple disjoint authentication ¢odes or
signatures of which failure of disjoi g or signature shall [05.09] cause the module to enter
the error state. The expect grity technigue mechanism may be considered glata and

itsglf not subject to the i emporary value(s) generated during the integrity test of the
madule’s software or;f: m ysed from the module upon completion of the integrity tgst;
An| operator shall [051 11 be ak K e integrity test on demand via an HMI, SFMI, HSMI or HFM|I service

dule and

r overlay
I overlay

alidated

module

replacement or overlay of the validated module.

— The cryptographic module is a firmware module of physical Security Level 1 and the loaded firmware

a complete image replacement or overlay of the validated module.

The cryptographic module is a software module and the loaded software image is a complete image

image is

© ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=756b719ffc4b2074a0f5d9da8eaf22ff

ISO/IEC 19790:2012/Cor.1:2015(E)

— The cryptographic module is a hybrid software module and the loaded software image is a complete image
replacement or overlay of the disjoint software components.

— The cryptographic module is a hybrid firmware module of physical Security Level 1 and the loaded firmware
image is a complete image replacement or overlay of the disjoint firmware components.

SECURITY LEVEL 2

In addition to the requirements of Security Level 1, the following requirements shall [05.14] apply to-software and
firmware components of a cryptographic module for Security Level 2:

— The software and firmware components of a cryptographic module shall [05.15] only inelide code that is in
executable form (e.g. no source code, object code or just-in-time compiled code);

— There shall [05.16] be no services or control settings via the HMI, SFMI,
opgrator to initiate or perform debugging techniques;

interface to allow the

— Fof software and firmware modules and the software or firmware comg Nt odule for Security Level 2
(except for the software and firmware components within a disjoint h ) entefa hybrid module)):

—| An approved digital signature or keyed message authenticationcodesha %.17] be applied to all [software
and firmware within the module’s defined cryptographic boundacy. alculated result is not successfully

SECURITY LEVELS 3 AND 4

In addifion to the requirements of Security Levels—1 ancthZ allowing requirements shall [05.19] apply to [software
and firmware modules and the software or firm are mp neN a hybrid module for Security Levels 3 and 4 (except
for the poftware and firmware compo ithi harw g’component of a hybrid module):

A cryptpgraphic mechanism usjng an ( igitaksignature’shall [05.20] be applied to all software and firmware
components within the module’s defi i¢ beundary. If the calculated result is not successfully veritied, the

test fails and the module skall |

The digital signature tech
failure ¢f any disjoint signgt
[05.23]|reside outside the

ingle encompassing signature or multiple disjoint signatures offwhich
g the module to enter the error state. The private signing key ghall

7.6 Qperational

7.6.1 |Operationa

The operationak.environm of a cryptographic module refers to the management of the software, firmware, and/or
hardware required for the module to operate. The operational environment of a software, firmware, or hybriq module
includep, @t a m|n|mum the module components, the computlng platform, and the operating system that cdntrols or
allows 1 . an gperating
environment within the module consisting of an operatmg system which allows the execution of internal software or
firmware. The operating system is considered to include, when applicable, the virtual machine(s) (system and/or
process) and the runtime environment (e.g. Java Runtime Environment — JRE).

A general-purpose operational environment refers to the use of a commercially available general-purpose operating
system (i.e. resource manager) that manages the software and firmware components and also manages system and
operator(s) processes/thread(s), including general-purpose application software such as word processors.
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The operational environment can be non-modifiable, limited or modifiable.

The foll

owing clause specifies the three specific operational environments.

a) A non-modifiable operational environment is designed or configured in a manner to prevent modification by an
operator or process to the module components, the computing platform, or the operating system. This environment
may consist of a firmware module operating in a non-programmable computing platform or a hardware module

chh prevents the loading of any additional software or firmware.

b) A limited operational environment is designed or configured in a manner to allow controlled modificatipn by an
opgrator or process to the module components, the computing platform, or the operating system/This envjronment
mgy be firmware operating in a programmable hardware module where the loading of additionakfirmware njeets the
firmware loading requirements specified in 7.4.3.4.

c) A |modifiable operational environment refers to an operating environgient be reconfigured to
adfl/delete/modify functionality, and/or may include general-purpose opers . pse of a
computer operating system, configurable smartcard operating system, perating
systems are considered to be modifiable operational environments if 3 ed by an
opgrator or process and/or an operator or process can load and\e pcessor)
that is not part of the defined software, firmware, or hybrid module
A modifiable operational environment has the following char,

Functions may be added or modified within the operati cessarily
trusted to not interfere with the operation gf\the cpyp: bited by
thg operational environment.

In puch an environment it is required that ng does not
belong to the trusted part of the operational defined
interfaces of the cryptographic

It |s therefore required that th pgraphic
mqdule during operation fro N neither
obtain information f t 3 i ~ lated to the CSPs nor be able to modify CSPs, PSRs or the
execution flow of th [ an via the interfaces provided by the cryptographic module itself.
A Bpecific configurafion rational énvironment may be required to achieve adequate protectign of the
cnyfptographic moduls with Tt nd_data (e.g. prohibiting specific kind of inter-process communication for the
cryptographic i rictive access rights to files containing SSPs or the code of the cryptographic
mqdule).

Some gxamples© 3 ponments are provided in the following table.

Table 2: Examples of operational environments
\J .
: . Operational
\<</ Configuration Examples Envirbnment

A computing platform that does not permit the loading of code and does not permit operators to modify | Non-Modifiable

the configuration of the computing platform, operating system or cryptographic module.

A computing platform containing an operating system that allows the loading of additional code that is Limited

authenticated and meets all applicable requirements of this International Standard.
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A computing platform that allows the loading of code without meeting the software or firmware loading Modifiable

requirements of this International Standard.

A computing platform containing code whose operating system is reconfigurable by the operator Modifiable

allowing the removal of the security protections.

For a non-modifiable or limited environment, the controlling components which maintain the non-modifiablegr limited

environment may include attributes of the computing platform, the operating system or the cryptographicmedulg itself or

all of the above.

Code which is executed in a non-modifiable or limited environment is referred to as fi are~within this Inteynational

Standard. Code which is executed in a modifiable environment is referred to as e\ 'within this Intefnational

Standafd.

If the pperational environment is non-modifiable or a limited operational e ¢ operating system

requirements in 7.6.2 shall [06.01] apply.

If the operational environment is a modifiable operational environmen em requirements in 7.6.3 shall

[06.02]|apply.

The dofumentation requirements specified in A.2.6 shall [06.03

7.6.2

SECUHR

The req

SECUHR

There §

7.6.3

SECUH

The fol

— EA

— The operational enviroriient shall [06.06] provide the capability to separate individual application processes from
eath other in order to prevent uncontrolled access to CSPs and uncontrolled modifications of SSPs regardless if
this data’is in the process memory or stored on persistent storage within the operational environment. This|ensures
that—directaccess—toCSPs—and-SSPs-isrestricted—to-the—cryptographic—module—and-thetrusted-parts of the

operational environment. Restrictions to the configuration of the operational environment shall [06.07] be
documented in the security policy of the cryptographic module.

— Processes that are spawned by the cryptographic module shall [06.08] be owned by the module and are not owned

by

NOTE

©l

external processes/operators.

These requirements cannot be enforced by administrative documentation and procedures, but must be enforced by the
cryptographic module itself.
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SECURITY LEVEL 2

In addition to the requirements of Security Level 1, for Security Level 2 an operating environment shall [06.09] meet the
following requirements or as allowed by the validation authority.

— all cryptographic software, SSPs, and control and status information shall [06.10] be under the control of an
operating system that implements _either role-based access controls or, at the minimum, a discretionary access
coptrol with robust mechanism of defining new groups and assigning restrictive permissions for examplg through
acgess control lists (ACLs), and with the capability of assigning each user to more than one group. The gperating
system shall [06.11] be configured to protect against unauthorised execution, modification, and reading pf SSPs,
coptrol and status data;

— to protect plaintext data, cryptographic software, SSPs, and authentication data, the-access centrol mechagnisms of

thg operating system:

—| shall [06.12] be configured to define and enforce the set of roles or the andtheirassociated restrictive
permissions that have exclusive rights to execute the stored cryptog i :

pstrictive

module software stored within the cryptographic boundary: € p ata (e.g.

—| shall [06.14] be configured to define and enforce f pstrictive
i bPs, and

pstrictive

—| shall [06.15] be configured to define and en;orce e

anfl
— tha following specification: ; 8 stent with the roles or designated groups’ rights and selvices as
defined in the secu <®ev

running
program
tiated by

to SSPs

—| the_eenfiguration of'the operating system that meets the above requirements shall [06.19] be specifigd in the
Administrator Guidance. The Administrator Guidance shall [06.20] state that the operating system |must be
configured as specified for the module contents to be considered protected.

The identification and authentication mechanism to the operating system shall [06.21] meet the requirements of 7.4.3
and be specified in the module's security policy.

All cryptographic software, SSPs, control and status information shall [06.22] be under the control of:

— an operating system which shall [06.23] have, at a minimum, the following attributes:
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— the operating system shall [06.24] provide an audit mechanism with the date and time of each audited event.
The cryptographic module shall [06.25] not include SSPs as part of any audit record;

— the cryptographic module shall [06.26] provide the following events to be recorded by the audit mechanism of
the operating system:

— maodifications, accesses, deletions, and additions of cryptographic data and SSPs;

— attempts to provide invalid input for Crypto Officer functions;

— addition or deletion of an operator to and from a Crypto Officer role (if those roles are“managed by the
cryptographic module);

— the use of a security-relevant Crypto Officer function;

— explicit requests to assume a Crypto Officer role.

—| the audit mechanism of the operating system shall

system related events:
gtored\in t@a dit trail;

perating

— all operator read or write accesse

— addition or deletion aged by
operational environ

— requests to use a

— attempts to nannel is
supported at

— identificati 1 L 9 d at this
security leve

—| the operati rivileges
identified i ithin the

operationalenvironmegnt of the cryptographic module.
Only operating: systems that are configured to meet the above security requirements shall [06.29] be permittgd at this
security level, whether or not the cryptographic module operates in an approved mode of operation. The audit record

Should avnratantad anatnct v ariend A A A AN thar i s e AF A A A e g FLan At
o PIULbUL\/U uuull o uricautniuriocu rrrourimoeaururT IIUUHII uarec uoc vranrn UPPIU\I\/U SeouUr IL] TUrtouruTT.

7.7 Physical security

7.7.1 Physical security embodiments

A cryptographic module shall [07.01] employ physical security mechanisms in order to restrict unauthorised physical
access to the contents of the module and to deter unauthorised use or modification of the module (including substitution
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of

the entire module) when installed. All hardware, software, firmware, data components and SSPs within the
cryptographic boundary shall [07.02] be protected.

A cryptographic module that is implemented completely in software such that the physical security is provided solely by

th

e computing platform is not subject to the physical security requirements of this International Standard.

The requirements of this clause shall [07.03] be applicable to hardware and firmware modules, and hardware and

fir

mwarle components of hybrid modules.

The requirements of this clause shall [07.04] be applicable at the defined physical boundary of the module:

Physical security requirements are specified for three defined physical embodiments of a cryptographic module.

a) Simpgle-chip cryptographic modules are physical embodiments in which a single integxated circuit (IC)
belused as a standalone device or may be embedded within an enclosure or@ product.that may not be p

prgtected. Examples of single-chip cryptographic modules include single | ¢chi ards with a
chip.

b) MdJltiple-chip embedded cryptographic modules are physical
interconnected and are embedded within an enclosure or a prod RRot be physically protected. E

c)

of multiple-chip embedded cryptographic modules include adap

Myltiple-chip standalone cryptographic modules are
interconnected and the entire enclosure
cnyptographic modules include encrypting roGte

use, or|modification shall [07.05] have a high prgbability-ofbei

— subsequent to an attempt by lg

— d
and appropriate immediate &

Table 3 summarises
the four security le

anf/or

fing an access a

o

taken by the cryptographic module to protect CSPs.

general requirements 2 and the embodiment-specific requirements of the previous level.

mary of physical security requirements for cryptographic modules

regdirements, both the general and the three specific embodiments fo
t-specific physical security requirements at each security level enh

hip may
hysically
single 1C

hips are
xamples

hips are
indalone

access,

r each of
hnce the

Generaf Requirements Single-Chip Multiple-Chip Multiple-Chip
for all Embodiments Embedded Standalone
Security tevett Production-grade NoO addmonal Production-grade Production-grade
components. requirements. enclosure or removable enclosure or removable
Standard passivation. cover. cover.

Procedural or automatic
zeroisation when
accessing the
maintenance access
interface.
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General Requirements
for all Embodiments

Single-Chip

Multiple-Chip
Embedded

Multiple-Chip
Standalone

Security Level 2

Evidence of tampering.

Opagque or translucent
within the visible

Tamper-evident coating
on chip or enclosure.

Tamper-evident
encapsulating material
or enclosure with
tamper-evident seals or

Tamper-evident
encapsulating material
or enclosure with
tamper-evident seals or

cppr‘trl im

Prevent direct
observation through
holes and slits.

pick-resistant locks for
doors or removable
covers.

pick-resistant locks for
doors or removable
covers.

Secu ity Level 3 Tamper response and Hard tamper-evident Hard tamper-evident Hard tamper<evident
zeroisation circuitry. coating on chip or strong | encapsulating material capsulating material
Automatic zeroisation removal-resistant and or strong enclosure. ng enclosure
when accessing the penetration resistant
maintenance access enclosure.
interface.
Prevent probing through
holes are slits.
EFP or EFT for
temperature and
voltage. a
Secu ity Level 4 Tamper detection and Hard removal-res;j t\/)T Tamper detection and

response envelope.

EFP for temperature and
voltage.

Protection from fault
induction.

coatifion chi

r tion and
@ envelppe with
roisation|Capability.

response envelope with
zeroisation capability.

réguirements. Security Level 2 requires the addition ofl tamper-
tion about the internal operations of the critical aregs of the

In gene
evident

modulg ents for the use of strong or hard conformal or non-cpnformal
enclost chanisms for removable covers and doors and resistance [to direct
probing yental failure protection (EFP) or environmental failure testing |(EFT) is
require adds requirements for the use of strong or hard conformalf or non-
conforn ampery ete ion and response mechanlsms for the entire enclosure or 5|gn|f|cant Hamage.

Enviror

Securit cifieg for a maintenance access interface when a cryptographic module is degigned to
permit

Tampe[ detection and tamper response are not substitutes for tamper evidence.

The dogumeéntation requirements specified in A.2.7 shall [07.07] be provided.

7.7.2 Physical security general requirements

The following requirements shall [07.08] apply to all physical embodiments:

documentation shall [07.09] specify the physical embodiment and the security level for which the physical security
mechanisms of a cryptographic module are implemented;
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— whenever zeroisation is performed for physical security purposes, the zeroisation shall [07.10] occur in a
sufficiently small time period so as to prevent the recovery of the sensitive data between the time of detection and
the actual zeroisation;

— if a module includes a maintenance role that requires physical access to the contents of the module or if the module
is designed to permit physical access (e.g. by the module vendor or other authorised individual), then:

—| a maintenance access interface shall [07.11] be defined;

—| the maintenance access interface shall [07.12] include all physical access paths to the ‘contents of the
cryptographic module, including any removable covers or doors; and

—| any removable covers or doors included within the maintenance access interfz . guarded
using the appropriate physical security mechanisms.

SECURITY LEVEL 1

The fol

— thd 5sivation
teg against
en

— wh operator
or

SECUHR

In add ly to all

cryptog

— the al) when
ph

— the e visible
sp bout the
int

— if tted in a
m3 ct visual

ob onents.

SECURITY LEVEL'3

In addition te-the general requirements for Security Levels 1 and 2, the following requirements shall [07.21] apply to all
cryptographic modules for Security Level 3:

— if the cryptographic module contains any doors or removable covers or if a maintenance access interface is defined,
then the module shall [07.22] contain tamper response and zeroisation capability. The tamper response and
zeroisation capability shall [07.23] immediately zeroise all unprotected SSPs when a door is opened, a cover is
removed, or when the maintenance access interface is accessed. The tamper response and zeroisation
capability shall [07.24] remain operational when unprotected SSPs are contained within the cryptographic module;
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— if the cryptographic module contains ventilation holes or slits, then the module shall [07.25] be constructed in a
manner that prevents undetected physical probing inside the enclosure (e.g. prevent probing by a single articulated
probe);

— strong or hard conformal or non-conformal enclosures, coatings or potting materials shall [07.26] maintain strength
and hardness characteristics over the module's intended temperature range of operation, storage and distribution,

— if
un

— thd

SECUH

In addifi

all cryp|

— thd
tar

— thd

— thd
ted

7.7.3

7.7.3.1

In additi
single-¢hi

SECUH

There 4

SECUH

In additi

cryptog

— thd
m4
dir
rerf

bmper evident seals are employed, they shall [07.27] be uniquely numbered or independently identifig
guely numbered evidence tape or uniquely identifiable holographic seals), and

module shall [07.28] either include EFP features or undergo EFT.

ITY LEVEL 4

module shall [07.31] include EFP features; and

cryptographic module shall [07.32] provide protection
hnigues and the mitigation metrics employed shal m :

cryptographic maduleshall [07.35] be covered with a tamper-evident coating (e.g. a tamper-evident pa
terial or.atamper-ewident material covering the passivation) or contained in a tamper-evident enclosure
bct gbservation, probing, or manipulation of the module and to provide evidence of attempts to tampe
hove the module.

ble (e.g.

apply to

or by a

hitigation

5sivation
to deter
r with or

SECURITY LEVEL 3

In addition to the requirements for Security Levels 1 and 2, the following requirements shall [07.36] apply to single-chip

cryptog

raphic modules for Security Level 3:

— the module shall [07.37] be covered with a hard opaque tamper-evident coating (e.g. a hard opaque epoxy
covering the passivation),

©l
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or

the enclosure shall [07.38] be implemented so that attempts at removal or penetration of the enclosure shall
[07.39] have a high probability of causing serious damage to the cryptographic module (i.e. the module will not
function).

SECURITY LEVEL 4

In addi
chip cry

7.7.3.2

In addifion to the general security requirements specified in 7.7.2
embed

SECUH

If the (
removg

SECUHR

In additi
embed

and

the
an

prd

=

thd
hig

the
reg
rer
or

the
ing

the

ion to the requirements for Security Levels 1, 2, and 3, the following requirements shall [07.40] applyt
ptographic modules for Security Level 4:

H adhesion characteristics such that attempting to peel or pry the coating fro e madule will hav

Multiple-chip embedded cryptographic modules

led cryptographic modules.

ITY LEVEL 1

ble cover shall [07.43] be used.

ITY LEVEL 2
led cryptographic mod

module compo
istant coating or ble

hove module compadre

qvered with a tamper-evident coating or potting material (el

d|r t observation and to provide evidence of attempts to tampe

enclesure includes any doors or removable covers, then the doors or covers shall [07.47] be locked v

D single-

cryptographic module shall [07.41] be covered with a hard, opaque removal-resistant goating with hardness

e a high

Il have a

psure or

owing requirements shall [07.44] apply to muliiple-chip

g. etch-
r with or

hat may

ith pick-

reg

istant mechanical locks employing physical or logical keys or shall [07.48] be protected with tampe

r-evident

seals (e.g. evidence tape or holographic seals).

SECURITY LEVEL 3

In addition to the requirements for Security Levels 1 and 2, the following requirements shall [07.49] apply to multiple-
chip embedded cryptographic modules for Security Level 3.
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— the multiple-chip embodiment of the circuitry within the cryptographic module shall [07.50] be covered with a hard
coating or potting material (e.g. a hard epoxy material),

or

— the module shall [07.51] be contained within a strong enclosure such that attempts at removal or penetration of the
enclosure will have a high probability of causing serious damage to the module (i.e. the module will not function).

SECUHR

In addi
chipe

— thd

eng

se

eng

(0]

=

— thq
the
un
co

7.7.3.3

In addifion to the general security requirements spet

standal
SECUH

The cr
that m4

SECUH

In additi
standal
— ift
[0}
prq

SECUHR

ITY LEVEL 4

ion to the requirements for Security Levels 1, 2, and 3, the following requirements shall [07.52] apply to
bedded cryptographic modules for Security Level 4:

module components shall [07.53] be within a strong or hard conformal.©r nonssgnformal enclos

module shall [07.56] contain tamper response and zeroisati@
tamper detection envelope and, upon the detection o
protected SSPs. The tamper response circuitry shall \opera ional when unprotected S
htained within the cryptographic module.

Multiple-chip standalone cryptogrép

one cryptographic modules.
ITY LEVEL 1

yptographic module shd

y include doors orfm
ITY LEVEL 2

ne enclgos f : phic module includes any doors or removable covers, then the doors or cov
.62] be ith istant mechanical locks employing physical or logical keys or shall [0

tected with-tamper-evident seals (e.g. evidence tape or holographic seals).

ITY LEVEL 3

In addi

multiple-

ire. The
it with a
a strong
melting,

monitor
roise all
SSPs are

nclosure

brs shall

7.63] be

ionvto the requirements for Security Levels 1 and 2, the following requirements shall [07.64] apply to

multiple-

chip standalone cryptographic modules for Security Level 3:

— the module shall [07.65] be contained within a strong enclosure such that attempts at removal or penetration of the
enclosure will have a high probability of causing serious damage to the module (i.e. the module will not function).

SECURITY LEVEL 4
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In addition to the requirements for Security Levels 1, 2, and 3, the following requirements shall [07.66] apply to multiple-
chip standalone cryptographic modules for Security Level 4:

— the enclosure of the cryptographic module shall [07.67] contain a tamper detection envelope that use tamper
detection mechanisms such as cover switches (e.g. micro-switches, magnetic Hall effect switches, permanent
magnetic actuators, etc.), motion detectors (e.g. ultrasonic, infrared, or microwave), or other tamper detection
mechanisms as described in 7.7.3.2 Security Level 4. The tamper detection mechanisms shall [07.68] respond to

att
SS

— thd
co
im
op

7.7.4
7.7.4.1
The el

Deliber|
erratic

moduld.

environ
or undd

For Se
underg
failure

[07.74]
7.74.2

Enviror
environ
comprd

The cry
outside

If the
capabil

— sh

Acks such as cutting, drilling, milling, grinding, burning, melting, or dissolving to an extent sufficient for.apcessing
Ps; and

cryptographic module shall [07.69] contain tamper response and zeroisation capability. that shall [07.70
ntinuously monitor the tamper detection envelope and, upon the detection of tampering, shall| [07.71]
mediately zeroise all unprotected SSPs. The tamper response and zeroisatio ability-shall [07.72] remain
brational when unprotected SSPs are contained within the cryptographic modyl

Environmental failure protection/testing

Environmental failure protection/testing general requiremerits

pctronic devices and circuitry are designed to operate within~a paktigular~ange) of environmental cdnditions.
ate or accidental excursions outside the specified normal i Zge and temperature can cause
pperation or failure of the electronic devices or circuitry ise the security of the cryptographic
Reasonable assurance that the secunty of a cry gnnot be compromised by |extreme
mental failure protection (EFP)|features

curity Levels 1 and 2 a module is not regqti » environmental failure protection (EFP) features or

D environmental failure testing (EFT). A Se ' 8 odule shall [07.73] either employ envirgnmental

protection (EFP) features or, , iluretesting (EFT). At Security Level 4, a modulle shall

Environmental faily

unusual
that can

mental failure p
mental conditions (@

tage are

rotection

itdownthe module to prevent further operation,

or

— immediately zeroise all unprotected SSPs.

7.74.3

Environmental failure testing procedures

Environmental failure testing (EFT) shall [07.78] involve a combination of analysis, simulation, and testing of a

cryptog

raphic module to provide reasonable assurance that the environmental conditions (accidental or induced) when
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outside the module's normal operating ranges for temperature and voltage will not compromise the security of the
module.

EFT shall [07.79] demonstrate that, if the operating temperature or voltage falls outside the normal operating range of
the module resulting in a failure , at no time shall [07.80] the security of the cryptographic module be compromised.

The temperature range to be tested shall [07.81] be from a temperature within the normal operating temperature range

to the

immedi
highest
SSPs.

Fahren
further
Tempe
physicg

The vo
to a lo
unprote

unprote
78 N
Non-in

without
these t

address$

This swibclause is not applicable

techniq

Non-in
are not

Non-in
are refd

The dof

SECUHR

For Se¢
moduldg’

the effg

lowest (i.e. coldest) temperature that either (1) shutdown the module to prevent further operatio
ately zeroise all unprotected SSPs; and from a temperature within the normal operating temperatureran
(i.e. hottest) temperature that either (1) shuts down or goes into an error state or (2) zeroises all’ ung
The temperature range to be tested shall [07.82] be from - 100° to + 200° Celsius (- 150° to
heit); however, the test shall [07.83] be interrupted as soon as either (1) the module is-shutdown to
operation, (2) all unprotected SSPs are immediately zeroised or (3) the imedule~enters a failu
rature shall [07.84] be monitored internally at the sensitive components and
| boundary of the module.

cted SSPs.

on-invasive security

ues to protect the module’s

s CSRs.from the non‘invasive attacks referenced in Annex F. Documentation shall [08.05] include evi
ctiveness of each of the attack mitigation techniques.

n or (2)
he to the
rotected
+ 400°

prevent
e state.

just at the

je range

range to
oises all

's CSPs
against

hitigation

SPs that

SPs that

ptect the
Hence of

SECURITYLCEVEL3

In addition to the requirements for Security Levels 1 and 2, for Security Level 3, the cryptographic module shall [08.06
be tested to meet the approved non-invasive attack mitigation test metrics for Security Level 3 as referenced in Annex F.

SECURITY LEVEL 4
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In addition to the requirements for Security Levels 1 and 2, for Security Level 4, the cryptographic module shall [08.07
be tested to meet the approved non-invasive attack mitigation test metrics for Security Level 4 as referenced in Annex F.

7.9 Sensitive security parameter management

7.9.1

Sensitive security parameter management general requirements

Sensiti
(PSPs)

moduld.

entry/o

Encryp

using mon-approved security functions are considered unprotected plaintext with

Standa

CSPs |
substity

PSPs

A mody
person

Hash v
as CSH

The do

7.9.2

A crypt
Annex

If an 4
approv

If entrg
entropy

7.9.3
A modl

Compr

e Security Parameters (SSPs) consist of Critical Security Parameters (CSPs) and Public Security,Pa
The security requirements for SSP management encompass the entire lifecycle of SSPs eniploye

SSP management includes random bit generators (RBGs), SSP generation, SSP establishme
itput, SSP. storage, and unprotected SSP zeroisation.

ed CSPs refer to CSPs that are encrypted using an approved security functio SRs'encrypted or ob

rd.

tion.

le shall [09.03] associate an SSP which is generated, ¢
group, role, or process) to which the SSP is assigned

ameters
i by the
nt, SSP

fuscated
rnational

ntity (i.e.

nsidered

listed in

then an

sing this

py is collecte
input shall
Sensitive S
le may'generate SSRS internally or they may be derived from SSPs entered into the module.
bmising the security of the SSP generation method which uses the output of an approved RBG (e.g. gue

5sing the

seed v

Il PP H ) e eiedia 3O L HIrno-aql H | 4 4 oo H
U U hianistT UTe UTicTimimmnotut DGO ) olldil JUJ.VO] TTUUNTT At ITdadst dsS TTidlTy UPJTTAUUTIS ds UTTTTITITTYg U

of the generated SSP.

e value

SSPs generated by the module from either the output of an approved RBG or derived from an SSP entered into the
module and used by an approved security function or SSP establishment method shall [09.09] be generated using an
approved SSP generation method listed in Annex D.
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Sensitive security parameter establishment

SSP establishment may consist of

— automated SSP transport or SSP agreement methods or

—_— m"

nual SSP entry or output via direct or electronic methods

Automated SSP establishment shall [09.10] use an approved method listed in Annex D. AManu

establig

7.9.5

SSPs may be manually entered into or output from a module either directly (e.g. enje
or outppt via a visual display) or electronically (e.g. via a smart card/tokens, PC cafd, oth&re ic key loadin
or the module operating system). If SSPs are manually entered into or output Y »

[09.12]

All cryptographically protected SSPs, entered into or output from the

hment shall [09.11] meet the requirements of 7.9.5.

Sensitive security parameter entry and output

ed via ‘@¥eyboard or num

be through the defined HMI, SFMI, HFMI or HSMI (7.3.2) interfaces.

be encrypted

al SSP

ber pad,
g device,
but shall

Ising an

approved security function.

For dir¢ctly entered SSPs, the entered values may be temporz visual verification and to|{improve
accuragy. If encrypted SSPs are directly entered into the ritext values of the SSPs ghall not
[09.14]|be displayed. Directly entered (plaintext or encrypted) be verified during entry into & module
for accuyiracy using the conditional manual entryest [

To preyent the inadvertent output of sensitive informatio : pendent internal actions shall [09.16] be refjuired in
order t¢ output any plaintext CSP. These two independenttinte actions shall [09.17] be dedicated to mediating the
output of the CSPs.

For elegtronic entry or output vi 10Q; CSPs)Xey components and authentication data shall [(9.18] be
encrypted.

Manually entered PSPs

SECURITY LEVELS 1 A

Plaintext CSPs, key d logical
interfage(s) shared

For software : nts and
authentication data ™ : ed into or output in either encrypted or plaintext form provided that the C$Ps, key
components and~authentication data shall [09.19] be maintained within the operational environment and meet the

require

ments«0f.7.6.3.

SECUH

FMY.LEVEL 3

In addition to Security Levels 1 and 2, for Security Level 3, CSPs, key components and authentication data shall [09.20]
be entered into or output from the module either encrypted or by a trusted channel.

CSPs which are plaintext secret and private cryptographic keys shall [09.21] be entered into or output from the module

using s

plit knowledge procedures using a trusted channel.
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If the module employs split knowledge procedures, the module shall [09.22] employ separate identity-based operator
authentication for entering or outputting each key component, and at least two key components shall [09.23] be
required to reconstruct the original cryptographic key.

SECURITY LEVEL 4

In addition to Security Level 3, for Security Level 4 the module shall [09.24] employ multi-factor separate identity-based

operatd

7.9.6

SSPs A
every

Access
operatd

7.9.7

A mod
Tempo
needeo

A zeroi

Except
protect
not req

SSPs 1
that ardg

Paramg
SECUH

The ze
module

SECUH

The cry
all oneq
unprotg

[09.33]

r authentication for entering or outputting each key component.

Sensitive security parameter storage

tored within a module may be stored either in plaintext or encrypted form. A module shall [09.25] 4
SP stored within the module with the entity (e.g. operator, role, or process) to whict

to plaintext CSPs by unauthorised operators shall [09.26] be prohibited.
rs shall [09.27] be prohibited.

Sensitive security parameter zeroisation

for future use.
sed SSP shall [09.29] not be retrievable ¢
at security level 4, zeroisation of protecte

bd within an additional embedded validatee
lired.

pters used solelyf{;e f
ITY LEVEL 1

's control (e.g/reforiatting a
ITY LE
ptographic'module shall [09.30] perform the zeroisation of unprotected SSPs (e.g. overwriting with all zg

or with fandom data).
cted SSP. Temporary SSPs shall [09.32] be zeroised when they are no longer needed. The module shg
provide an output status indication when the zeroisation is complete.

e SSP'is assigned.

ssociate

PSPs by unauythorised

module.
o longer

logically
ndard) is

ocesses

nt of the

ros or

eroisation shall [09.31] exclude the overwriting of an unprotected SSP with another

SECURITY LEVEL 4

In addition to the requirements of Security Levels 2, and 3, the following requirements shall [09.34] be met:

— the zeroisation shall [09.35] be immediate and non-interruptible and shall [09.36] occur in a sufficiently small time
period so as to prevent the recovery of the sensitive data between the time zeroisation is initiated and the actual
zeroisation completed; and
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— all SSPs shall [09.37] be zeroised whether plaintext or cryptographically protected, such that the module is
returned to the factory state.

7.10 Self-tests

7.10.1 Self-test general requirements

Cryptoiraphic module pre-operational and conditional self-tests provides the operator assurance that faultS’have not
been introduced that would prevent the module's correct operation. All self-tests shall [10.01] be jpetformed, and
determ|nation of pass or fail shall [10.02] be made by the module, without external controls, externally'provided input
text vegtors, expected output results, or operator intervention or whether the module will operate in@n.approved or non-
approved mode.

The pre-operational self-tests shall [10.03] be performed and passed successfully™ ie module proviging any
data oJtput via the data output interface.

Conditipnal self-tests shall [10.04] be performed when an applicable security invoked (i.e] security
functios for which self-tests are required).

All selfitests identified in underlying algorithmic standards (Annexes™¢ 10.05] be implemegnted as
applicaple within the cryptographic module. All self-tests identified i invlieu of those specified in the
underlyiing algorithmic standards (Annexes C through E) sha [ nexes C
through E for each approved security function, SSP establishr

A cryptographic module may perform other pré i€ iti ritical functions test in addition to the tests
specifigd in this International Standard.

If acry an error
indicatq htions or
output Lile shall
not [1d self-test
has be ule self-
test, th implicitly
through

At Seclrrity Levels 3 and 4/t S S .12] maintain an error log that is accessible by an authorised oferator of
the mogule. The error log, shall\[ ¢ information, at a minimum, the most recent error event (i.e. which self-
test failed).

The dogumentat Uire specified in A.2.10 shall [10.14] be provided.

7.10.2

7.10.2.1 Rretoperational self-test general requirements

The pre-operational-sel-tests—shal{310-351-beperformed-and-passed-suceesstully-by-a-eryptegraphicmedute-between

the time a cryptographic module is powered on or instantiated (after being powered off, reset, rebooted, cold-start,

power i

nterruption, etc.) and before the module transitions to the operational state.

A cryptographic module shall [10.16] perform the following pre-operational self-tests, as applicable:

— pre-operational software/firmware integrity test;

— pre-operational bypass test; and
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— pre-operational critical functions test.

7.10.2.2 Pre-operational software/firmware integrity test

All software and firmware components within the cryptographic boundary shall [10.17] be verified using an approved
integrity technlque or EDC satisfying the requwements deflned in 7.5. If the verlflcatlon falls the pre operatlonal
softwarg = quired for
any software or f|rmware excluded from the secunty requwements of thIS Internat|onal Standard or for any executable
code stored in non-reconfigurable memory.

If a hardware module does not contain either software or firmware, the module shall [10.19], at a minimum, implement
one cryptographic algorithm self-test as specified in 7.10.3.2 as a pre-operational self-test.

A crypgtographic algorithm that is used to perform the approved integrity te hnlque for the pre-operational

software/firmware test shall [10.20] first pass the cryptographic algorithm self-tes

7.10.2.8 Pre-operational bypass test

ration of
erify the

If a cryptographic module implements a bypass capability, then the mgd
the loglc governing activation of the bypass capability by exercising tf
data pdth by:

— sefting the bypass switch to provide cryptographic pr e bypass
megchanism is cryptographically processed, and

— sefting the bypass switch to not provide cry S i ugh the
by ism i

7.10.2.4 Pre-operational critica

There nay be other security fun 10.23] be

tested as a pre-operational tes re tested.

7.10.3|Conditional self-

7.10.3.

Conditi | for the

followir ad Test,

Manual

7.10.3.2 Conditional cryptographic algorithm self-test

Cryptographie Algorithm Self-Test. A cryptographic algorithm test shall [10.26] be conducted for all cryptographic
functiois (e.q. security functions, SSP_establishment methods and authentication) of each approved cryptographic
algorithm implemented in the cryptographic module as referenced in Annexes C through E. The conditional test shall
[10.27] be performed prior to the first operational use of the cryptographic algorithm.

A cryptographic algorithm self-test may be a known-answer test, a comparison test or a fault-detection test.

A known-answer test consists of a set of known input vectors (e.g. data, keying material, or constants in lieu of random
bits) which are operated on by the cryptographic algorithm to generate a result. The result is compared to the known
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expected output result. If the calculated output does not equal the known answer, the cryptographic algorithm known-
answer self-test shall [10.28] fail.

An algorithm self-test shall [10.29] at a minimum use the smallest approved key length, modulus size, DSA prime, or
curves as appropriate that is supported by the module.

If an algorithm specifies multiple modes (e.g. ECB, CBC, etc), at a minimum, one mode shall [10.30] be selected for the
self-test that is supported by the module or as specified by the validation authority.

Expmples of known-answer tests:

— Ornje-way functions: Input test vector(s) generate output which shall [10.31] be identical to{ expected output (e.g.
hap S

— Re ptric key
eng ication)

A compari i QNIC 8 i implementations, if the

outputg \ i

A fault grated within the cryptographic
algorith ion self-test shall [10.34][fail.

7.10.3.8 Conditional pair-wise consistency 1&
If a cryptographic module generates public or priva a pai erformed

for evefy generated public and private key pair @ \in Annexes C through E for the appllcable cryptographic
algorithm.

7.10.3.4 Conditional software/fi

If a cryptographic module has | following
requirements in additio

— the idjity of the
o)

— the icati 10.38] be loaded independently in the module prior to the soffware or
firn] fing;

are load
st fails.

— thd
tedts

7.10.3.5 Conditional manual entry test

If SSPs or key components are manually entered directly into a cryptographic module or if error on the part of the
human operator could result in the incorrect entry of the intended value, then the following manual entry tests shall
[10.42] be performed:

— the SSP or key components shall [10.43] have an error detection code (EDC) applied, or shall [10.44] be entered
using duplicate entries.
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If an EDC is used, the EDC shall [10.45] be at least 16 bits in length. If the EDC cannot be verified, or the duplicate

entries

do not match, the test shall [10.46] fail.

7.10.3.6 Conditional bypass test

If a cryptographic module implements a bypass capability where the services may be provided without cryptographic

proceqqing (p g rmnefprring plainrpyt Thrnllgh the mndlllp)’ then the fnllnwing suite of hylanQ tests shall [1

.47] be

perforn
plainte

A crypt
when 4

If a cry
some

modulg
mecha

If a cry,
[10.50]
modifig
technig

7.10.3.

There
tested

7.10.3.

SECUHR
A crypt
for per
service

SECUH

In addii

period
period
operati
perforn
operati

t.

ographic module shall [10.48] test for the correct operation of the services providing cryptegraphic pr

verify the integrity of the governing information through an app ' i nique immediately pre
ation of the governing information, and shall [10.51] generat \UA i
ue immediately following the modification..

/'  Conditional critical functions test

ay be other security functions critical to
s a conditional self-test.

B Periodic self-tests

ITY LEVELS 1 AND 2

5" to initiate the pre-operational or conditional self-tests on
ns for the on-demand initiation of periodic self-tests are:

pgraphic module sh;
odic testing of the
resetting, rebootiy

ITY LEVEL

ion to nts at\Security Levels 1 and 2, the module shall [10.54] repeatedly upon a defi
automatica external input or control, perform the pre-operational or conditional self-tests. 7
hnd any conditrens thatmay result in the interruption of the module’s operations during the time to repeat

bnal or conditionahself<tests shall [10.55] be specified in the security policy (Annex B) (e.g. If the
ing paission critical services that can’t be interrupted and the time period is passed for the initiation of
bnal self-tests; the self-tests may be deferred after the time period is passed again.).

the module shall

ed to ensure that a single point of failure of module components will not result in the unintentionalputput of

bcessing

switch takes place between an exclusive bypass service and an exclusive cryptographic service.

ptographic module can automatically alternate between a bypass service and broviding

services with cryptographic processing and some services without processing, then the
shall [10.49] test for the correct operation of the services providiag apkic processing when the

Eding

0.52] be

demand
provided

hed time
'he time
the pre-
odule is
the pre-

7.11 Life-cycle assurance

7.11.1

Life-cycle assurance general requirements

Life-cycle assurance refers to the use of best practices by the vendor of a cryptographic module during the design,
development, operation and end of life of a cryptographic module, providing assurance that the module is properly
designed, developed, tested, configured, delivered, installed and disposed, and that the proper operator guidance
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documentation is provided. Security requirements are specified for configuration management, design, finite state model,
development, testing, delivery and operation, and guidance documentation.

The documentation requirements specified in A.2.11 shall [11.01] be provided.

7.11.2 Configuration management

Configl

ration management specifies the requirements for a configuration management system implemended by a

cryptographic module vendor, providing assurance that the integrity of the cryptographic module iscpreserved by
requirir)g discipline and control in the processes of refinement and modification of the cryptographic madule anfl related

documentation. A configuration management system is put in place to prevent accidental or unautherised mod
to, and|provide change traceability for, the cryptographic module and related documentation.

SECURITY LEVELS 1 AND 2

The following security requirements shall [11.02] apply to cryptographic modul

SECUHR

In addi
automg

7.11.3

A desig
intende

7.11.4

The operation\'of’ a cryptographic module shall [11.08] be specified using a Finite State Model (or eq
represgntedby a state transition diagram and a state transition table and state descriptions. The FSM shall [1

sufficiently” detailed to demonstrate that the cryptographic module complies with all of the requirements
Internatiohal-Standard

ea
co
do

the

r

fications

tonfiguration management system shall [11.03] be used for the {evetepn ‘ yptographic moglule and
mqdule components within the cryptographic boundary, and of assgeiated modtte dQcu i

software

sociated

using an

Hesign is
ntended

uivalent)

1.09] be
of this

The FSM of a cryptographic module shall [11.10] include, as a minimum, the following operational and error states:

© ISO/IEC 2012 — All rights reserved

Power on/off state. A state in which the module is powered off, placed in standby mode (volatile memory
maintained), or the operational state preserved in non-volatile memory (e.g. hibernation mode) and in which primary,
secondary, or backup power is applied to the module. This state may distinguish between power sources being
applied to a cryptographic module. For a software module, power on is the action of spawning an executable image
of the cryptographic module.
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— General initialisation state: A state in which the cryptographic module is undergoing initializing before the module
transitions to the approved state.

— Crypto Officer State: a state in which the Crypto Officer services are performed (e.g. cryptographic initialisation,
secure administration, and key management).

— CSPE eniry state: a state for entering the CSPs into the cryptographic module

— User state: (if a User role is implemented): a state in which authorised users obtain security services,| perform
cryptographic operations, or perform other approved functions.

— Approved state: a state in which approved security functions are performed.

— Self-test state: a state in which the cryptographic module is performing self-tests:

— Eryor state: a state when the cryptographic module has encountered an erreg iti . iled a self-test). There
mgy be one or more error conditions that result in a single module error s S > d" errors
that indicate an equipment malfunction and that may require mainteQance ice O ) pgraphic
mqdule, or recoverable "soft" errors that may require initialisation o i ‘ pm error
stgtes shall [11.11] be possible, except for those caused by hard errors or repair
of the cryptographic module.

Each djstinct cryptographic module service, security function on shall

[11.12]|be depicted as a separate state.
Changinpg to the Crypto Officer state from any oth " pited.
A cryptpgraphic module may contain other state$

— Bypass state: a state in whi¢ seryi uses the

pldintext output of a particylar data oNstatus ite
— QUiescent state: bd or in
hidernation).

7.11.5|Development

A proper developm ' bonds to
the mddule function i that the
validated crypta io(ma@ i tation of
a cryptpgraphic mgc n to the
implemientation repre

SECURITY LEVEL 1

The following requirements shall [11.14] apply to cryptographic modules for Security Level 1:

— if a cryptographic module contains software or firmware, the source code, language reference, the compilers,
compiler versions and compiler options, the linker and linker options, the runtime libraries and runtime library
settings, configuration settings, build processes and methods, the build options, environmental variables and all
other resources used to compile and link the source code into an executable form shall [11.15] be tracked using
the configuration management system;

52 © ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=756b719ffc4b2074a0f5d9da8eaf22ff

ISO/IEC 19790:2012/Cor.1:2015(E)

— if a cryptographic module contains software or firmware, the source codes shall [11.16] be annotated with
comments that depict the correspondence of the software or firmware to the design of the module;

— if a cryptographic module contains hardware, documentation shall [11.17] specify the schematics and/or Hardware
Description Language (HDL), as applicable;

— if a_cryptographic module contains hardware, the HDL shall [11.18] be annotated with comments that d

epict the

co

— for

SECUH

In addi
module

— all
rat
es

— cu
Deg

— all
pa

SECUHR

In add
cryptog

— for

with comments

prda
mdg
us

respondence of the hardware to the design of the module;
software and firmware cryptographic modules and the software or firmware component of a hybrid modu

the result of the integrity and authentication technique mechanisms specified in 7.5 and~%,10 shall [1]
calculated and integrated into the software or firmware module by the vendor daring thé module develo

the cryptographic module documentation shall [11.20] specify the compi¢
to compile the source code into an executable form; and

, configtiration_settings and

the cryptographic module shall [11.21] be developed using L de development to
compilers).

software or firmware shall [11.23]
onale shall [11.24] be provided for the

software or firm
fameters or sym

ITY LEVEL 4

tion to the rgquitements

raphic modul

each cryptqgte hardware and software component, the documentation shall [11.28] be a

) the pre-conditions required upon entry into each module component, func

dule-component, function, and procedure is complete. The pre-conditions and post-conditions may be
ng’ any notation that is sufficiently detailed to completely and unambiguously explain the behavig

cry

ptographic module component, function, and procedure.

7.11.6

Vendor testing

le:

1.19] be

pment;

methods

pls (e.g.

ITY LEVELS 2 AND 3
tion to the requirements for Security Level 1, the fo i ) ghall [11.22] apply to cryptographic
s for Security Levels 2 and 3:

lage or
bcode) if

ardware

of code,

apply to

hnotated
ion, and

of each
specified
r of the

This clause specifies the requirements for vendor testing of the cryptographic module, including testing of the security
functionality implemented in the cryptographic module, providing assurance that the cryptographic module behaves in
accordance with the module security policy and functional specifications.

SECURITY LEVELS 1 AND 2

©l
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For Security Levels 1 and 2, documentation shall [11.29] specify the functional testing performed on the cryptographic
module.

For software or firmware cryptographic modules and the software or firmware component of a hybrid module, the

vendor

shall [11.30] use automated security diagnostic tools (e.g. detect buffer overflow).

SECURITY LEVELS 3 AND 4

In addi
the res

7.11.7
This cl
module
initialisg
SECUH

For Se
startup

SECUH
In addi
maintai
authori

SECUH

In addi
operatq

7.11.8

This cl
further

SECUH
For Sqg

cryptog
module

ion to the requirements for Security Levels 1 and 2, documentation shall [11.31] specify the procedure
ilts of low-level testing performed on the cryptographic module.

Delivery and operation

use specifies the security requirements for the secure delivery, installatiog
, providing assurance that the module is securely delivered to authofi§ed o
bd in a correct and secure manner.

artup of a crypt
and is insta

5 for and

pgraphic
lled and

ITY LEVEL 1
curity Level 1, documentation shall [11.32] specify the pro€ installation, initialisafion, and
of the cryptographic module.

ITY LEVELS 2 AND 3
tion to the requirement of Security Le

ning security while distributing, installati
ed operators. The procedures shall

ITY LEVEL 4
tion to the requirement

r to be authenticaff b
End of life

erator specific authentication data provided by the vend

use by the operator.

ITY LE

curity Level documentation shall [11.36] specify the procedures for secure sanitizatio
raphic module. Sanitization is the process of removing sensitive information (e.g. SSPs, user data, etc.)

, SO thatit may either be distributed to other operators or disposed.

SECUH

uired for
bdule to
tion and

and 3, the procedures shall [11.35] require the aythorised

pr.

nded for

h of the
from the

ITY'LEVELS 3 AND 4

In addition to the requirement of Security Levels 1 and 2, documentation shall [11.37] specify the procedures required
for the secure destruction of the module.

7.11.9

Guidance documents

The requirements in this clause are intended to ensure that all entities using the cryptographic module have adequate
guidance and procedures to administer and use the module in an approved mode of operation.
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ce documentation consists of administrator and non-administrator guidance.

Administrator guidance shall [11.38] specify:

— the administrative functions, security events, security parameters (and parameter values, as appropriate), physical
ports, and logical interfaces of the cryptographic module available to the Crypto Officer and/or other administrative

roles;

— pracedures required to keep operator authentication data and mechanisms functionally independent;

— prgcedures on how to administer the cryptographic module in an approved mode of operation; and

— assumptions regarding User behavior that are relevant to the secure operation of the ptagraphic module

Non-administrator guidance shall [11.39] specify:

— thg approved and non-approved security functions, physical ports, and Jlagice sers of a
cryptographic module; and

— all|User responsibilities necessary for the approved mode of opera
7.12 Nlitigation of other attacks
Susceptibility of a cryptographic module to atta s on the
modulg type, implementation, and implements tacks may be of particular corfcern for
cryptographic modules implemented in hostile environment 8. attackers may be the authorised gperators
of the module). These attacks generally rely o hysically
externgl to the module. ithin the
cryptographic module.

The dofumentation requireme

SECURITY LEVELS 1, D 3

If a cryptographic module in this

International Standard, thé odule is

designed to mitigate. The ck(s) will

be valigated when r

SECURITY LEY

In addjtion to th€ rey ents for Security Levels 1, 2 and 3, the following requirement shall [12.03] [apply to

cryptographic modules fo eurity Levels 4:

— If |thé “mitigation of specific attacks not defined elsewhere in this International Standard is |claimed,
dotumentation shall [12.04] specify the methods used to mitigate the attacks and the methods to[test the
effectiveness of mitigation techniques.
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Annex A
(normative)

Documentation requirements

Al P

This an

undergp an independent verification scheme.

A.2 ltems

A.2.1 General

No general documentation requirements specified.

A.2.2 Cryptographic module specification

— Specification of the module type (hardwa brid software or hybrid firmware
(Se¢curity Levels 1, 2, 3 and 4)

— Specification of the module boundary. (Sec

— Specification of the hardwa pponents of the cryptographic module, and desc
thg physical configuration $1,2,3and4)

— Specification of har e i : mponents of the cryptographic module that are excluded
segurity requirementsvof thi , i dard and an explanation of the rationale for the exclusion.
Leyels 1, 2, 3 and 4)

— Specification of the d logical interfaces of a cryptographic module. (Security Levels 1, 2, 3

— Specificatig anual ox logi€al controls of a cryptographic module, physical or logical status indica
applicable physic electrical characteristics. (Security Levels 1, 2, 3 and 4)

— Specificatiom\of all“securjty functions, both approved and non-approved, that are employed by a crypt
maqadule and Specification of all modes of operation, both approved and non-approved. (Security Levels 1,
4)

urpose

nex specifies the minimum documentation which shall [A.01] be required for ptographic module

hat is to

module).

fiption of

from the
Security

hnd 4)

ors, and

pgraphic
2, 3 and

— Block diagram depicting all of the major hardware components of a cryptographic module and component
interconnections, including any microprocessors, input/output buffers, plaintext/ciphertext buffers, control buffers,
key storage, working memory, and program memory. (Security Levels 1, 2, 3 and 4)

— Specification of the design of the hardware, software and firmware of a cryptographic module. (Security Levels 1, 2,
3 and 4)
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