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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The procedures used to develop this document and those intended for its further maintenance
are d¢scribed in the ISO/IEC Directives, Part 1. In particular, the different apptoval criteria
neededl for the different types of document should be noted. This documentwds drafted in
accordance with the editorial rules of the ISO/IEC Directives, Part 2 (see wwwdse.orgfdirectives or
www.jec.ch/members_experts/refdocs).

ISO and IEC draw attention to the possibility that the implementation of this)decument mpy involve the

use of

any clg
had ndg
impler]
fromt

(a) patent(s). ISO and IEC take no position concerning the evidence} validity or a
imed patent rights in respect thereof. As of the date of publication-of this documern
t received notice of (a) patent(s) which may be required to implément this docum
henters are cautioned that this may not represent the latest\information, which m3g
he patent database available at www.iso.org/patents andhttps://patents.iec.ch. ISQ

pplicability of
t, ISO and IEC
ent. However,
y be obtained
and IEC shall

not befheld responsible for identifying any or all such patent rights.

nde name used in this document is information given for the convenience of usergd and does not

ute an endorsement.

Any tr
consti

ic terms and
adherence to
le (TBT) see

explanation of the voluntary nature of standards, the meaning of ISO specif
sions related to conformity assessment;” as well as information about ISO's
orld Trade Organization (WTO) principles in the Technical Barriers to Trag
so.org/iso/foreword.html. In the IEC; see www.iec.ch/understanding-standards.

For an
expres
the W
WWWw.]

This
Subco

ocument was prepared by Jeint Technical Committee ISO/IEC JTC 1, Informati¢n technology,

mittee SC 6, Telecommunicgtions and information exchange between systems.

This t ich has been

techni

hird edition cancels and)replaces the second edition (ISO/IEC 18092:2013), wh
Cally revised. It alsodincorporates ISO/IEC 18092:2013/Cor 1:2015.

The mpin changes are-as-follows:

ad

option of néarfield communication (NFC) security standard for the Target;

h3
Sp

ity Technical

rmonjzation with the NFC Forum Digital Protocol Technical Specificationl2l and Acti
ecification[3l.

iohal standards
ers.html and

Any feedb
body. A
www.iec.ch/national-committees.
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Introduction

This document specifies the interface and protocol for simple wireless communication between close
coupled devices. These Near Field Communication (NFC) devices communicate with bit rates of 106,

212 and 424 kbit/s (f,/128, £./64 and f./32).

This allows, but does not specify, applications in network products and consumer equipment.

The first edition of ISO/IEC 18092 was prepared by Ecma International (as ECMA-340) and was
adopted, under a special “fast-track procedure”, by Joint Technical Committee ISO/IEC JTC 1/SC 6
in parallel with its approval by national bodies of ISO and IEC. The second edition of ISO/IEC 18092

was maintain

1.1 L TaVaWidnVall iz 2Pl BN /aVal 1= Tt — h B2 o h RIS PR | 1o Vol aVaWi d Vol Wa :
U Dy IOU/ILU JTUW 170U 0 dlIU LUII4 HILCT IIaUIOIIdL. TS UHITU CUItivinr O 1IoU/ 15U 1 092 1S

maintained by ISO/IEC JTC 1/SC 6 with the goal to be harmonized with the NFC Forum Digital Pfotocol
Technical Spdcification[2] and Activity Technical Specification[3] maintaining backward cémpatibility,
to enable the NFC security feature and to incorporate clarifications on timings of radiofrequendy (RF)

field switched

off.

Vi

© ISO/IEC 2023 - All rights reserved
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Telecommunications and information exchange between
systems — Near Field Communication Interface and
Protocol 1 (NFCIP-1)

1 Scope

This d

— communication modes for Near Field Communication Interface and Protocolcl (N

in

computer peripherals;

— bg
nd

equipment;

— at
This d
— m
— €0
— bi
— fr
— in

Inform
upon t

2 N

The fo
consti
undatse

ISO/IE

doclardos.
PLUIIITIIU UTIIIITS,

Huctive coupled devices operating at the centre frequency of 13,56 MHz for inter

th the active and the passive communication modes of NFCIP-1 jto-realize a cc
twork using Near Field Communication (NFC) devices for networked products and

ransport protocol including protocol activation and data exchange methods.
bcument specifies:
bdulation schemes;
dings;
rates;
nme format of the radio frequency (RE} interface;
tialisation schemes and conditiens required for data collision control during initia

ation interchange between)systems is based on agreement between the interc
he interchange codes and the data structure.

prmative references

[lowing documents are referred to in the text in such a way that some or all off
utes requirements of this document. For dated references, only the edition cite
d references, the latest edition of the referenced document (including any amendmn

C A3%157-1, Information technology — Telecommunications and information exch

FCIP-1) using
connection of

mmunication
for consumer

isation.

hange parties

their content
d applies. For
ents) applies.

inge between

~*NFC Security — Part 1: NFC-SEC NFCIP-1 security services and protocol

syste

ISO/IEC 14443-2:2020, Cards and security devices for personal identification — Contactless proximity
objects — Part 2: Radio frequency power and signal interface

ISO/IEC 14443-3:2018, Cards and security devices for personal identification — Contactless proximity
objects — Part 3: Initialization and anticollision

ITU-T V.41:1988, Code-independent error-control system

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 14443-2 and

ISO/IE

©150/1

C 14443-3, and the following apply.

EC 2023 - All rights reserved
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[SO and IEC maintain terminology databases for use in standardization at the following addresses:

ISO Onlin

31

e browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at https://www.electropedia.org/

active communication mode
mode in which both the Initiator (3.5) and the Target (3.16) use their own radio frequency (RF) field to
enable the communication

3.2
collision

transmission [by two or more Targets (3.16) or Initiators (3.5) during the same time period (3f17

that the Initi

3.3
frame
sequence of d

3.4
IiThreshold

alt)or or the Target is unable to distinguish from which Target the data originated

hta bits and optional error detection bits, with frame delimiters at stakt and end

threshold valjie to detect an external radio frequency (RF) field

3.5

Initiator
entity that ge
and Protocol

3.6

load modula
process of anj
circuit placed

3.7
Isb first
least significa

herates the radio frequency (RF) field and startsithe Near Field Communication In
[NFCIP-1) communication

[ion
plitude modulating a radio frequency:(RF) field by varying the properties of a re
within the RF field

nt bit first

least significant bit first, indicating a serial data transmission system that sends Isb before all oth

3.8

Manchester bit encoding

method of bit
defined physi

39

coding whereby a logic level during a bit duration is represented by a sequence
ral stateslof a communication medium

modulation
signal amplit

index

, such

erface

sonant

er bits

of two

[1-b]/[1+D]

where b is the ratio between the modulated amplitude and the initial signal amplitude

3.10
msb first

most significant bit first
serial data transmission system that sends the msb before all other bits

3.11

NFCIP-1 device
entity supporting the active communication mode (3.1) and the passive communication mode (3.13)

©ISO/IEC 2023 - All rights r
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3.12

NFC identifier

NFCIDn (n=1, 2 or 3)

number used by the Single Device Detection (3.15) sequence for both the Active communication mode
(3.1) and the Passive communication mode (3.13)

3.13

passive communication mode

mode when the Initiator (3.5) is generating the radio frequency (RF) field and the Target (3.16) responds
to an Initiator command in a load modulation scheme

3.14

RF Collision Avoidance
RFCA
metho( to detect the presence of a radio frequency (RF) field based on the carrierdrequency

3.15
Singlel Device Detection
SDD
algorithm used by the Initiator (3.5) to detect one out of several Targets (3.16) in its rafio frequency
(RF) field

3.16
Targeg
entity that responds to Initiator (3.5) command either usifig load modulation scheme (radio frequency
(RF) field generated by Initiator) or using modulation of'self-generated RF field

3.17
time period
number of slots used for RF Collision Avoidance(3-14)

time sjot
methofd of preparing a time window wiien a Target (3.16) answers, and assigning and idenltifying two or
more lpgic channels

4 Symbols and abbreviated terms

The albreviated terms i’ ISO/IEC 14443-2 and ISO/IEC 14443-3, and the following apply.

ATR Attribute

ATR_REQ Attribute Request

ATR_RES Attribute Response

BRi receiving bit duration supported by Initiator
BRt receiving bit duration supported by Target
BSi sending bit duration supported by Initiator
BSt sending bit duration supported by Target
CMD command

CRC cyclic redundancy check

D divisor

© ISO/IEC 2023 - All rights reserved 3
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DEP Data Exchange Protocol

DEP_REQ Data Exchange Protocol Request

DEP_RES Data Exchange Protocol Response

DIDi Initiator Device ID

DIDt Target Device ID

DRi Data rate Received by Initiator

DRt Data rate Received by larget

DSi Data rate Sent by Initiator

DSL Deselect

DSL_REQ Deselect Request

DSL_RES Deselect Response

DSt Data rate Send by Target

etu elementary time unit

fe frequency of operating field (carrier frequency)

G(x) generator polynomial for CRC generation

Gi optional information field for Initiator

Gt optional information field for-Target

HLTA HaLT command, Type A

H_ .« maximum field strength of the Initiator antenna field
H. i, minimum field strength of the Initiator antenna field
Hipreshold threshold value to detect an external radio frequency (RF) field
ID identification number

LENyax maximum frame size

LRi length reduction of Initiator

LRt length reduction of Target

Isb least significant bit

Isb first least significant bit first

MI Multiple Information link for Data Exchange Protocol
msb most significant bit

NAD Node Address

NFCID1 UID for SDD in Passive communication mode at f./128

4 © ISO/IEC 2023 - All rights reserved
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NFCID2 ID for SDD in Passive communication mode at f./64 and fc/32
NFCID3 random ID for transport protocol activation
NFC-SEC NFCIP-1 Security Services and Protocol (specified in ISO/IEC 13157-1)
PA preamble

PCD Proximity Coupling Device

pdu protocol data unit

PFB control Information 1or transaction

PICC proximity card or object

PNI Packet Number Information

PPi Protocol Parameters used by Initiator

PPt Protocol Parameters used by Target

PSL Parameter Selection

PSL_REQ Parameter Selection Request

PSL_RES Parameter Selection Response

RF Radio Frequency

RFCA RF Collision Avoidance

RFU Reserved for Future Usg

RLS Release

RLS_REQ Release Request

RLS_RES Release Response

trw Response Waiting Time

SAK Select AcKnowledge

SB Start Byte for data exchange protocol at f./128
SDD Single Device Detection (anticollision)
SYNC synchronisation pattern

TO Time Out

UID Unique Identifier

WT Waiting Time

WUP Wakeup

WUPA Wake UP command, Type A

WUP_REQ Wakeup Request

© ISO/IEC 2023 - All rights reserved 5
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Wakeup Response

5 Conventions and notations

5.1 Representation of numbers

The following

conventions and notations apply in this document unless otherwise stated:

— Letters and digits in single quotation marks represent numbers in hexadecimal notation.

— The setting of bits is denoted by ZERO or ONE.

— Numbers|in binary notation and bit patterns are represented by strings of digits 0 and 1 shiow
the most pignificant bit to the left. Within such strings, X may be used to indicate thatrthe sef

abitisn

5.2 Name

The names off|basic elements, e.g. specific fields, are written with a capital initial letter.

6 Conformance

A system implementing the active and the passive communicatiod mode shall be in conformang
this document if it meets all the mandatory requirements specified herein.

7 General
NFCIP-1 Targ

In the active
communicate
activation, d:
command in t

In the passiv
The Target re
Initiators’ RF

This document specifiesrequirements for modulation, bit rates and bit coding. In addition, it sp
for the start of communication, the end of communication, the bit and byte represenftation,

requirements
the framing
parameter se

specified within the string, e.g. (XXXX)b.

bts and Initiators shall implement bothithe active and the passive communication ny

communication mode, both the\lnitiator and the Target use their own RF f
The Initiator starts the NFGIP*1 transaction, which consists of initialisation, p1
ita exchange and optional\device deactivation. The Target responds to an In
he active communication‘tnode by modulating its own RF field.

e communication mede, the Initiator generates the RF field and starts the trans
sponds to an Initiator command in the passive communication mode by modulat
field, which is referred to as load modulation.

and érror detection, the single device detection (SDD), the protocol activatid
ection and the data exchange and deactivation of NFCIP-1 devices.

n with
ting of

e with

odes.

eld to
otocol
itiator

hction.
ng the

ecifies

n and

Initiators and Targets exchange commands, responses and data in alternating or half duplex
communication.

NFCIP-1 devices are capable to start transactions at bit rates of f./128, f./64 and f./32. Initiators select
one of those bit rates to start a transaction and they may change the bit rate using the parameter

selection duri

ng a transaction.

The mode (active or passive) shall not be changed during a transaction.

8 REFfield

8.1 Values
f.is 13,56 MH

6

Z.

©ISO/IEC 2023 - All rights r
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H_;,is 1,5 A/m (rms).
H_..is7,5A/m (rms).
Hryreshold 1 0,187 5 A/m (rms).

8.2 Passive communication mode

The Initiator shall generate field strength of at least H;, and not exceeding H,;, at manufacturer
specified positions (i.e. operating volume) under un-modulated conditions.

The Target shall operate continuously between H,;, and H,,..

8.3 Active communication mode

An Initiator and a Target shall alternately generate an RF field of at least H,;, and)not excg¢eding H,,, at
manufpcturer specified positions (i.e. operating volume) under un-modulated-conditions.

8.4 External RF field detection

NFCIP{1 devices shall detect external RF fields at f, with field strength higher than Hyy ool o1a-

9 RF signal interface

9.1 General

This dlause specifies bit duration and RF signal interface requirements for active] and passive
commfinication modes.

NOTE Active and passive communication<modes have also been adopted by NFC Forun, as shown in
Referenmce [2] and [3].

9.2 Bitduration

One et equals 128/(D x f), where the values of the divisor D depend on the bit rate and cgmmunication
mode, [see Table 1.

Table 1 — Divisor D

Commumnication mode bit rate Divisor D
Active or Passive f/128 (~106 kbit/s) 1
Active or Passive f./64 (~212 kbit/s) 2
Active or Passive f./32 (~424 Kbit/s) 4

Active f/16 (~848 kbit/s) 8
Active f./8 (~1 695 kbit/s) 16
Active fo/4 (~3 390 kbit/s) 32
Active fo/2 (~6 780 kbit/s) 64

NOTE1 The Initiator selects the communication mode (either Active or Passive) and bit rate (f./128, f./64 or
f./32 specified by the following clauses).

NOTE2  This document does not specify the modulation and the bit coding beyond the bit rate of f./32.

© ISO/IEC 2023 - All rights reserved 7
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9.3 Active

9.3.1 Gene

communication mode

ral

Targets and Initiators shall conform with the following specifications for both communication

directions, i.e
9.3.2 Requ

9.3.2.1 Bit

The bit rate fd

. Initiator to Target and Target to Initiator.
irements for f_/128

rate

r the transmission during initialisation and SDD shall be f_/128.

9.3.2.2 Modulation

The modulati
transmission,
Initiator and {

9.3.2.3 Bit

The bit repreg
of f./128.

9.3.2.4 Byt

Initiators and|
9.3.3 Requ

9.3.3.1 Bit

The bit rates for the transmission duringinitialisation and SDD shall respectively be f./64 or f./3

pn shall be in accordance with ISO/IEC 14443-2:2020, 8.1.2 for a bit rate.of f./128.
both the Initiator and the Target shall conform to PCD values. Duringbeception, b
he Target shall conform to PICC values.

representation and coding

b transmission

targets shall transmit bytes with the Isb first:
frements for f./64 and /32

rates

9.3.3.2 Modgulation

The modulat

on shall be in-acéordance with ISO/IEC 14443-2:2020, 9.1.2 for the bit rate o

and f./32. During transmission, both the Initiator and the Target shall apply the PCD values.

reception, bof

h the Initiator and the Target shall apply the PICC values.

During
th the

entation and coding shall be in accordance with ISO/IEC 14443-2:2020, 8.1.3 for a it rate

F f./64

During

The Target shpuld aceept a modulation index range from 8 % to 30 % to operate with Initiators fising a

modulation in

9.3.3.3 Bit
Manchester b

Bit coding for

dexthigher than 14 % for backward compatibility.

representation and coding

it encoding shall be employed as illustrated in Figure 1 and Figure 2.

mat is Manchester with logic levels defined as:

the bit duration shall be carrier high field amplitude (no modulation applied).

and the second half of the bit duration shall be carrier low field amplitude.

Reverse polarity in amplitude shall be permitted. Polarity shall be detected from the SYNC.

Logic “ZERQO”: The first half of the bit duration is carrier low field amplitude, and the second half of

Logic “ONE”: The first half of the bit duration is carrier high field amplitude (no modulation applied),

© ISO/IEC 2023 - All rights reserved
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1 etu 1 etu
ZERO ONE

Figure 1 — Manchester bit encoding (obverse amplitude)

1 etu 1 etu
ONE ZERO

Figure 2 — Manchester bit encoding (reverse amplitude)

9.3.3.4 Byte transmission

Initiatprs and Targets shall transmit bytes with the msb first.
9.4 Passive communication mode
9.4.1 | Requirements for f./128

9.4.1.1 Initiator to Target requirements

See 9.3.2

N

9.4.1.2 Target to Initiator requirements

9.4.1.2.1 Bitrate
See 9.3.2.1.

9.4.1.2.2 Modulation
The mpdulatioirshall be in accordance with ISO/IEC 14443-2:2020, 8.2.2.

9.4.1.2.3. Subcarrier Frequency

The subcarrier frequency shall be in accordance with ISO/IEC 14443-2:2020, 8.2.3 for a bit rate of
f./128.

9.4.1.2.4 Subcarrier modulation

The subcarrier modulation shall be in accordance with ISO/IEC 14443-2:2020, 8.2.4 for a bit rate of
f./128.

9.4.1.2.5 Bitrepresentation and coding

The bit representation and coding shall be in accordance with ISO/IEC 14443-2:2020, 8.2.6 for a bit rate
of f./128.

© ISO/IEC 2023 - All rights reserved 9
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9.4.1.2.6 Byte transmission

Initiators and

Targets shall transmit bytes with the Isb first.

9.4.2 Requirements for f./64 and f_./32

9.4.2.1 Initiator to Target requirements

9.4.2.1.1 Bitrate

See 9.3.3.1.

9.4.2.1.2 Mpdulation

The modulatipn shall be in accordance with ISO/IEC 14443-2:2020, 9.1.2 for the bit rate of f./

f</32. During

9.4.2.1.3 Bi

See 9.3.3.3.

9.4.2.1.4 B

See 9.3.3.4.
9.4.2.2 Tar

9.4.2.2.1 Bi
See 9.3.3.1.

transmission, the Initiator shall apply the PCD values.

t representation and coding

rte transmission

pet to Initiator requirements

t rate

9.4.2.2.2 Mpdulation

The Target sh
load modulat
specified in 1
modulation aj

9.4.2.2.3 Bi

See 9.3.3.3.

all be capable of commtinication to the Initiator via an inductive coupling area by
on applied at f, of the-Initiator’s RF field with the PICC load modulation amplitudg
SO/IEC 14443-2:2020, 8.2.2. The Initiator shall be able to receive a signal wit
mplitude as speeified for the PCD reception in ISO/IEC 14443-2:2020, 8.2.5.

t representation and coding

b4 and

F using
b value
h load

e fransmission

9.4.2.2.4 By
See 9.3.3.4.

10 General Protocol flow

The General Protocol flow between NFCIP-1 devices shall be conducted through the following
consecutive operations:

— Any NFCIP-1 device shall be in Target mode initially and not generate an RF field and shall wait for
a command from an Initiator.

— The NFCIP-1 device may switch to Initiator mode and select either active or passive communication
mode and bit rate.

10
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— Initiators shall test for external RF field presence and shall not activate their RF field if an external
RF field is detected. See 8.4.

— If an external RF field is not detected, the Initiator shall activate its own RF field for the activation

of

Target.

— Exchange commands and responses in the same communication mode and the bit rate.

Figure 3 shows the general initialisation and SDD flow for the active and the passive communication
mode at different bit rates.

The General Protocol flow describes the flow to initialise and select the Targets either in the Passive

comm

\ is described

in 11.
rate of
11.3.2

The Aq
Data E

11 In

11.1 ¢

This c
the pa
Target
compl

Figure
mode

. The passive communication mode is described in 11.3. The initialisation and’S
f./128 is described in 11.3.1, initialisation and SDD for bit rates of f./64 and f/32 i
The active communication mode is described in 11.3.

tivation of the Protocol is described in 12.5. The Parameter Selection.is\described
xchange Protocol is described in 12.6. The Deactivation is described\in/12.7.

itialisation

Feneral

ause describes the initialisation and collision detection protocol for Targets in ]
5sive communication mode. The Initiator shall‘detect a collision that occurs whe
s simultaneously transmit bit patterns with~one or more bit positions where
bmentary values.

| 3 shows the general initialisation and"SDD flow for the active and the passive cq
t different bit rates.

DD for the bit
5 described in

in 12.6.3. The

he active and
h at least two
hey transmit

mmunication
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A
( Start )
Y
Initial RF Collision Avoidance
=]
2
RF field <
detected ? =
Applifcation switches to
Initiatr mode for Passive Application switches to
commynication mode and Initiator mode for Active
chooseg the transfer speed communication mode and
and performs the chooses the transfer speed
initialfsation and the SDD
Y \
Actiation in Passive Activation in Actjve
it - :I Protocol
communication mode by communication modeby Activation
NFCID3 (ATR) NFCID3 (ATR)
[ | |
L] A
. Parameter —_
Parameter selection Selection S
(PSL) 2
2
a
S
Y Data §.
Data exchange protocol Exchange S
(DEP) Protocol &
\
De-Activatioh KZiva tion
(DSL,.RLS)
Y \ \
( End transaction )
Figure'3 — General initialisation and SDD flow
11.2 RFCA
11.2.1 General

In order not to disturb any other NFC communication and any current infrastructure running on the
carrier frequency, an Initiator for NFC communication shall not generate its own RF field as long as
another RF field is detected.

11.2.2 Initial RFCA

To start communication with the Target device either in the active or the passive communication mode
an Initiator shall sense continuously for the presence of an external RF field. See 8.4.

If the Initiator detects no RF field within the timeframe ¢, + n x tzpy then the Initiator shall switch its
RF field on, otherwise it shall restart Initial RFCA. The integer value of n shall be randomly generated.
Figure 4 specifies the timing of the initial RFCA during initialisation.
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RF on Send Request

trRrw L / \
AN/

Start
A *
- tipt o gy | LiRFG ~
Key
tipT initial delay time tipr >4 096 / f.
tREW RF waiting time 512/ f,
n randomly generated number of time periods for typy,
0<n<3
tiREG initial guard-time between switching on RF field and start to send command or data framg
tiRpG > 5 MS

Figure 4 — Initial RECA

The R field, which is generated by the Initiator, shall b&’switched off in the active commurjication mode.
The R field, which is generated by the Initiator, shall:not be switched off in the passive cgmmunication
mode.

11.2.3] RFCA

To avdid collision by simultaneous responding of more than one Target in the active cgmmunication
mode ¢luring activation, Targets shall perform response RFCA as specified in Figure 5.

RF on Send Response

tRrw L / \
AN/

Start
A A A
tADT n x tppw CARFG
Key
tADT active delay time, sense time between RF off Initiator/Target and Target/Initiator
(768/f. < tapr <2 559/f)

tRrw RF waiting time. (512/f,)
n randomly generated number of time periods for typy (0 <n < 3)
EARFG active guard time between switching on RF field and start to send command

(tarrg > 1 024/f)

Figure 5 — Response RFCA sequence during activation
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11.3 Passive communication mode

11.3.1 Initialisation and SDD for /128

Initialisation and SDD for f./128 shall conform to ISO/IEC 14443-3:2018, Clause 6 with the coding of
SAK as specified in Table 2.

Table 2 — Coding of SAK

bit8 | bit7 | bit6 | bit5 | bit4 | bit3 | bit2 | bit1 Meaning

X X X X X 1 X x  |UID not complete, see ISO/IEC 14443-3:2018, Table 9.

X X 1 X X 0 X x  |UID complete, see ISO/IEC 14443-3:2018, Tahlg 9.

X X 0 X X 0 X x |UID complete, see ISO/IEC 14443-3:2018;Tablg 9.
UID complete, Target compliant with-thetransport

X 1 X X X 0 X x |protocol specified in Clause 12. Attribute Request is
supported.
UID complete, Target not compliant with the

X 0 X X X 0 X X |transport protocol specified in Clause 12.
Attribute Request is not'supported.

The uid0 shal| be set to ‘08’

If bit 3 is (1)b

bit 7 and ignofe the other bits.

When bit 3 is
See Annex B f]

NOTE

11.3.2 Initiglisation and SDD for f_/64 and.f_./32

11.3.2.1 Stal

The start of t$

communicati
The end of coj

After one NF
8 x 64/f.befo

't and end of communication

et to (1)b then the Target should set all otherbits of SAK to (0)b.

br combination of SAK use in the ISO/IEC 14443 series and this document.

If bit 6 is (1)b in SAK then device supports protocol as defined in ISO/IEC 14443-4.

the Initiator shall ignore any other bit of SAK. If bit 3\is (0)b the Initiator shall inferpret

e Passive communication shall be signalled by the presence of the carrier frequengy. The
n shall start with-the preamble sequence of at least 48 bits of Manchester encoded|ZERO.
mmunication shallbe forecasted from the Length field of the frame.

CIP-1 deviegthas finished communication, the other shall delay for a period of gt least
e starting transmission by sending the preamble sequence as shown in Figure 6.

(TN

[

L

Data packet

-

-t

Delay

-

-
Preamble

Figure 6 — Delay between consecutive frames

11.3.2.2 Frame format

-

[l

Data packet

The frame format shall consist of Preamble, SYNC, Length, Payload, and CRC, see Figure 7.

The Preamble shall be 48 bits minimum all logical ZEROs.

14
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The SYNC shall be 2 bytes. The 15t byte of the SYNC shall be ‘B2’ and the 2nd byte shall be ‘4D".

Preamble SYNC Length Payload

CRC

Figure 7 — Frame format

The Length shall be an 8-bit field and it shall be set to the number of bytes to be transmitted in Payload

plus 1.

The range of the Length shall be 1 to 255, and other settings are RFU.

NOTE1 The minimum value for the Length was 2 in the last edition of this document.

NOTE 2
The P3
The CH

11.3.2
The b3

the infleger value beyond zero. The Initiator shall send Polling Requests. The Target shal

time s
NFCID

After ¢

multiple Targets.

Up to
time s

The range of the Length is harmonized with the NFC Forum Digital Protocol Technical §

C shall be calculated according to A.3.
.3 SDD for f./64 and f./32
sic technique of the SDD procedure shall be the time slot method. The number of tH

ot randomly chosen from the range specified by the Initiator. The Initiator shall b
P data (see 11.3.2.4) of Target(s) in different time slots

btaining NFCID2 data from Target(s) in the operating field, the Initiator may comf

16 time slots may be supported by agreement between the interchange parties. T
ot may be indicated by the value TSN inthe Polling Request Frame from the Initiat

pecificationlz],

yload shall consist of n 8-bit-bytes of data where n is indicated by the numberof data bytes.

e slot shall be
| respond in a
e able to read

nunicate with

he number of
DI

A Target, which is already powered up, responds to the Initiator according to the following rules after

receiv
— TH

— TH
w
of

The cgmmunication.between the Initiator and the Target shall be initiated as follows:

— Th

— Th
fr

ng the Polling Request Frame from the Initiator.
e Target shall generate a random number R in the range 0 to TSN.

e Target shall wait until the time slot is matched to R, then send the Polling Respor
it for the next Request. The Target may ignore a Polling Request to reduce instang
Responses.

e Target-gets power from the operating field generated by the Initiator.

e Target shall become ready for receiving a Polling Request from the Initiator in m

se Frame and
es of collision

Aximum 2 sec

nipower up.

— The Target shall wait for a Polling Request sent from the Initiator. The Initiator may send a Polling
Request without waiting for the Target to become ready.

— If the Initiator fails to receive Polling Response, then the Initiator may send Polling Request again.
The Initiator of the Passive communication mode shall keep RF power on while executing the SDD

pr

ocedure.

The delay t; between the end of the Request Frame and the first time slot shall be 512 x 64/f..

The time slot unit ¢, shall be 256 x 64/f..

Figure 8 illustrates an example situation of the SDD by time slot. In this example, 5 Targets are
responding. The Initiator may be able to get the Response information of the Target 2, 4, and 5 excluding
1 and 3. Because a collision has occurred at the time slot 1.

© ISO/IEC 2023 - All rights reserved
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The Initiator may repeat the SDD procedure.

ta * ts * ts * ts * ts
Time —> Time Slot 0 Time Slot 1 Time Slot 2 Time Slot 3
REQ from RES from RES from RES from RES from
Initiator Target 4 Target 1 Target 5 Target 2
RES from
Target 3

Figure 8 — SDD by time slot

11.3.2.4 NF({ID2 contents

NFCID2 shall[be an 8-byte number for identifying NFCIP-1 devices. The 2-byte prefix code shall be
followed by g 6-byte number in the NFCID2. The prefix code shall define the-characteristics for the
6-byte numbe

=

The prefix codle and 6-byte number shall be used as specified in Table 3.

Table 3 — NFCID2 contents

Prefix codp 6-byte number Meaning
‘01 ‘FE’ Random number, Indicates Target is compliant with the transport protoc¢l
dynamically generated |specified i’€lause 12 and Attribute Request is supportgd.
by the Target
‘02" ‘FE’ Fixed number, Indicates Target is not compliant with the transport prdtocol
non-unique specified in Clause 12 and Attribute Request is not supplorted.
Other valugs n/a RFU

NOTE The] prefix code of ‘02’ ‘FE’\is”harmonized with the NFC Forum Digital Protocol Tefchnical
Specificationlz],

11.3.2.5 Polling Request Frame format

To find Targets, an Initiatofishall send a Polling Request frame, see Figure 9.

Preambfle SYNC | Length Payload drC
(48 bit mfin.) (16 bit) (8 bit) 00’ ‘FF’ ‘FF’ 00’ TsN | (14 bit)

Figure 9 — Polling Request Frame format

The Preamble, SYNC, Length and CRC shall be in accordance with 11.3.2.2.

The Length shall be set to ‘06’, which is calculated as specified in 11.3.2.2.

The 15t byte of the Payload shall be set to ‘00"

The 2nd byte and the 34 of Payload shall be set to ‘FF’ and other settings are RFU.
The 4th byte of Payload shall be set to ‘00’, and other settings are RFU.

The TSN shall be ‘00’, ‘01’, ‘03’, ‘07, or ‘OF’. Any other settings are RFU.
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Figure 8 illustrates an example where the TSN is ‘03". If the TSN is set to ‘00’ then only the time slot 0

shall b

11.3.2

e used.

.6 Polling Response Frame format

Target shall send the following frame as the Polling Response toward the Polling Request, see Figure 10.

(4

Preamble SYNC Length Payload

CRC

8 bit min.) (16 bit) (8 bit) 01’ NFCID2 Pad

(16 bit)

The Py
The Le

The st
of Pad

Figure 10 — Polling Response Frame format

eamble, SYNC, Length and CRC shall be in accordance with 11.3.2.2.
ngth field shall be set ‘12’, which is calculated as specified in 11.3.2.2.

hrt byte of the Payload shall be set to ‘01". The Payload shall contain 8-byte of NFCI
The Pad shall be ignored for data interchange.

11.4 Active communication mode

11.4.1

Initialisation

The application switches to Initiator for the active.communication mode and may sel

f/128

11.4.2
The R}
— Th

— T}
a g

— Th

f/64 or f./32.

Active communication mode RFCA
‘CA shall be executed according to:the timing chart in Figure 11.
e Initiator shall perform the inhitial RFCA.

e first command sent by-the Initiator shall be an ATR_REQ in the active communic
elected bit rate.

e Initiator shall switch off the RF field and respect tgg opp after any command is

communication mode.

— Th
— Th

e Target performs the response RFCA.

e Targetsends the ATR_RES as a response to the ATR_REQ in the same bit rate as i

th

e ATRIREQ and switch of the RF field respecting typ opp after any command is

cqmmunication mode.

D2 and 8-byte

bct a bit rate;

ation mode at

sent in active

k has received
Kent in active

— The Initiator performs the response RFCA with n = 0.

— The Initiator sends the PSL_REQ in order to change parameter or sends the DEP_REQ to start the
data exchange protocol.

© ISO/IEC 2023 - All rights reserved
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RF on Request  RF off RF on RF off
Initiator | i | i I oA i
tiot : trrG | : : : tant : EaRFG) :
1.Initial | 2. ! l6. Detects RF field, | 7. |
RFCA | Sends Request ! Ireceives Response | ISends Command |
I | I I I I
| | | | | -

[ I [ [ [ | Time
| ! RF pn Response  RF off | |
I | | I I I
I I I |
I | I I
| | | |
: - : :
Target : : tapT : tARFG : : : :
I [ I i I I I
: 3. Detects RF field, :4. Response : 5. : :8. :
| receives Request  |RFCA I'Sends Response : IRe¢eiyes Comman(!
I I I I I

Figure 11 — Initialisation flow for active communication'mode
trr opF 1S the [time between the start of the rising edge of the last modulation and the start of|falling
edge when thg device turns off the RF field and should be in the range of
— 350/f, < tkr opF < 2 559/f. for a bit rate of f/128, and

—  215/f, < tgr opF < 2 559/f, for a bit rate of f./64 or f./32.

In case wherq two Targets or more are in the field, thesone with the lowest n will answer first and the
other will notlanswer.

In case of tw or more Targets answering in eXactly the same time period, the Initiator will dgtect a
collision and it will re-send the ATR_REQ, wiich is described in 12.6.1.1.

After the first valid Target response is-detected by the Initiator, the Initiator shall use n = 0 for flurther
communicatign.

After the Tarpget has received atrequest other than ATR_REQ, the Target shall use n = 0 for flurther
communicatign.

12 Transport protocol

12.1 General

The transport protocol is handled in three parts:
— activation of the protocol, which includes the Request for Attributes and the Parameter Selection;
— the data exchange protocol;

— the deactivation of the protocol including the Deselect and the Release.

12.2 Transport Data

User data shall be transported in the Transport Data field in the Frame format. Figure 12 specifies the
position of the Transport Data field in each Frame format.

The structure for the Frame format for f_/128 shall conform to ISO/IEC 14443-3:2018, 6.2.3.2. The start
byte SB shall be set to ‘FO’. The LEN byte shall be set to the length of the Transport Data field plus 1. The
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range of the LEN shall be in the range of 3 to 255. The E1 is the CRC for the Frame format of f./128 as
described in A.1. Other settings of LEN shall not be used.

Subclause 11.3.2.2 specifies the frame format for f./64 and f./32 including the Preamble PA and the
Synchronous pattern bytes SYNC.

The LEN byte shall be set to the length of the Transport Data field plus 1. The value of LEN shall be in
the range of 3 to 255. The E2 is the CRC for the Frame format of f./64 and f./32 as described in A.3.
Other settings of LEN shall not be used.

The Transport data field contains the mandatory command bytes CMD1 and CMD?2 as described in 12.4
and the data bytes Byte 1 to Byte n. The content of Byte 1 to Byte n depends on the command byte

CMD?2 grrdmmmay comntai imformation: T that tase they are mandatory- Data by tesare optignal.

Transport Data field

Frame Format SB LEN CMD1 | CMD2 | Bytel | ByteZ | ByteGn|/ .. .. Byten | E1
for f./128

Transport Datafield

Frame Format PA SYNC LEN CMD1 | CMD2 | Bytel |Byte2 | Byte3 | .. .. Byten | E2
for f. /64 and f./32

Figure 12 — Transport Data’Frame format

12.3 Passive communication mode Activation flow
The following activation sequence shall be applied:
a) The Initiator shall perform the initial RFCA sequence as defined in 11.2.2.

b) The Initiator shall perform theunitialisation and SDD for the Passive communicatjon mode at a
selected bit rate as defined in 4{.2.

c) THe support of the NFCIR-1 protocol shall be checked at the different bit rates acdording to the
refult of the SDD.

d) THe Target may fall:back to the Initialisation and SDD if no ATR_REQ is supported.

e) THe ATR_REQumay be sent by the Initiator as a next command if the Target indi¢ates that the
Atttribute Reguest is supported.

f) The Tdrget shall send its ATR_RES as answer to the ATR_REQ. The Target shall only pnswer to the
ATRABREQ if the ATR_REQ is received directly after selection.

g) If the Target supports any changeable parameter in the ATR_REQ, a PSL_REQ may be used by the
Initiator as the next command after receiving the ATR_REQ to change parameters.

h) The Target shall send a PSL_RES as answer to the PSL_REQ.

i) ATargetdoes notneed to complement the Parameter Selection, if it does not support any changeable
parameters in the ATR_RES.

j)  The transparent data shall be sent using the data exchange transport protocol.

The Initiator activation sequence for a Target in the Passive communication mode is shown in Figure 13.
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12.4 Active communication mode Activation flow

The following activation sequence for the protocol in the active communication mode shall be applied:
a) The Initiator shall perform the initial RFCA sequence as defined in 11.2.2.

b) The Initiator shall switch to the active communication mode and select the bit rate.

c) The Initiator shall send the ATR_REQ.

d) The Target shall send its ATR_RES in response to the ATR_REQ. After a successful response the
device is selected.

e) Ifthe Initjator detects a collision of data the ATR_REQ shall be re-sent.

f) It the Tarjget supports any changeable parameter in the ATR_RES, a PSL_REQ may be 'used|by the
Initiator 4s the next command after receiving the ATR_RES to change parameters.

g) The Targ¢t shall send a PSL_RES in response to the PSL_REQ.

h) A Target does not need to complement the Parameter Selection, if it does nof support any changeable
parametdrs in the ATR_RES.

The Initiator ctivation sequence for a Target in the active communication mode is shown in Figure 14.
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Figure 13 — Activation Protocol in Passive communication mode
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Figure 14 — Activation Protocol in Active communication mode

12.5 Commands

The Command bytes consist of CMD1 and CMD2 as specified in Table 4.
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Table 4 — NFCIP-1 Protocol Command Set

Mnemonic Command bytes |Definition
CMD1 CMD2

ATR_REQ ‘D4’ ‘00 Attribute Request (sent by Initiator)
ATR_RES ‘D5’ ‘01 Attribute Response (sent by Target)
WUP_REQ ‘D4’ ‘02’ Wakeup Request (sent by Initiator in active communication mode only)
WUP_RES ‘D5’ ‘03’ Wakeup Response (sent by Target in active communication mode only)
PSL_REQ ‘D4’ ‘04 Parameter Selection Request (sent by Initiator)
PSL_RES ‘D5’ ‘05’ Parameter Selection Response (sent by Target)
DEP_REQ ‘D4’ ‘06’ Data Exchange Protocol Request (sent by Initiator)
DEP_RES ‘D5’ ‘07’ Data Exchange Protocol Response (sent by Target)
DSL_REQ ‘D4’ ‘08’ Deselect Request (sent by Initiator)
DSL_REES ‘D5’ ‘09’ Deselect Response (sent by Target)
RLS_REQ ‘D4’ ‘0A Release Request (sent by Initiator)
RLS_REES ‘D5’ ‘0B’ Release Response (sent by Target)

12.6 Activation of the protocol
12.6.1] Attribute Request and Response Commands

12.6.1{1 Attribute Request (ATR_REQ)

This clause defines the Attribute Request ATR_REQ with all its parameter bytes, see Higure 15. The
Initiatpr shall send the ATR_REQ to the selected-Target.

cMi1 | CMD2 Bytel |..| Byte10, (> Byte11 | Byte12 | Byte13 | Byte14 | Byte15 | ..| Byten
‘D4 ‘00’ nfcid3il | .. | nfcid3it0*|  DIDi BSi BRi PPi Gy | .| [Ginn

Figure 15 — Structure of the ATR_REQ

12.6.1.1.1 Definition efithe ATR_REQ bytes
CMD 1: Shall be set'to.D4".
CMD 2: ATR_REQ

The ATR_REQ byte shall specify the Attribute Request for the Initiator. The value of ATR| REQ shall be
set to 100%

Byte 1 to Byte 10: NFCID3i

The 10 nfcid3i bytes define the random identifier NFCID3i of the Initiator. NFCID3 shall be an ID
dynamically generated by the application and be fixed during one communication. For Passive
communication mode f_/64 and f./32, the NFCID3i shall be replaced by NFCID2t.

Byte 11: DIDi

The DID byte shall be used for multiple data transport protocol activation with more than one Target.
The range of the DIDi shall be defined between 1 and 14. The value ZERO shall be used if no DIDi is used
during the data transport protocol. All other values shall not be used.

Byte 12: BSi

The Initiator device shall specify its supported send-bit rates (D) in the BSi byte, see Figure 16.
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The coding of bits is as follows:

Byte 13: BRi

The Initiator

bit 8

bit 7

bit 6

bit 5

bit 4

bit 3

bit 2

bit1

ZERO

ZERO

ZERO

ZERO

DSi4

DSi3

DSi2

DSi1

bit 8 to bit 5: shall be set to ZERO, all other values are RFU;
bit 4: if DSi4 = ONE then D = 64 is supported;

Figure 16 — Coding of the BSi byte

bit 3: if D$i3 = ONE then D = 32 is supported;
bit 2: if D§i2 = ONE then D = 16 is supported;

bit 1: if D§il = ONE then D = 8 is supported.

evice shall specify its supported bit rates (see Table 1) in the BR1 byte, see Figure

| 7. The

coding of bits|is as follows:
bit 8 bit 7 bit 6 bit 5 bit 4 bit'3 bit 2 bit 1
ZERD ZERO ZERO ZERO DRi4 DRi3 DRi2 DRi1l

Bytel4: PPi
The PPi byte gpecifies-0ptional parameters used by Initiator device, see Figure 18. The coding
shall be as follows:
bit 1} bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit1
SECi RFU LRi RFU RFU Gi NAD

24

bit 8 to bit 5: shall be set to ZERO, all other values are RFU;
bit 4: if DRi4 = ONE then D = 64 is supported;
bit 3: if DRi3 = ONE then D = 32 is supported;
bit 2: if DRi2 = ONE then D = 16 is.supported;

Figure 17 — Coding of the BRi byte

bit 1: if DRi1 = ONE then D =845 supported.

of bits

bit 8: SECi. If set to ONE the Initiator supports NFC-SEC; ZERO indicates no support.

Figure 18 — Coding of the PPi byte

bit 7: RFU. The Initiator shall set it to ZERO. The Target shall ignore it.

bit 6 and bit 5: LRi. Length Reduction value, see Table 5.

© ISO/IEC 2023 - All rights reserved
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Table 5 — Definition of LRi

LRi LENyax

00 Only Byte 1 to Byte 64 is valid in the Transport Data
01 Only Byte 1 to Byte 128 is valid in the Transport Data
10 Only Byte 1 to Byte 192 is valid in the Transport Data
11 Only Byte 1 to Byte 252 is valid in the Transport Data

— bit 4 and bit 3: RFU. The Initiator shall set it to ZERO. The Target shall ignore it.

— bit 2: If bitis set to ONE then it indicates General bytes are available.

— bi

Byte 1

The g
ATR_R

12.6.1
The A

1: If bit is set to ONE then it indicates the Initiator uses NAD.
5 to Byte n: Gilll to Gi[n]

neral bytes shall be optional and designate general information. Thesxmaximum

.2 Attribute Response (ATR_RES)

[R_RES, see Figure 19 shall be the response to the ATR REQ and shall be sent b

EQ subtracted by the mandatory bytes give the maximum number of general byteg.

length of the

U/ the selected

NFCIP{1 Target device.
CMD|1 CMD 2 Byte 1 Byte 10 Byte 11 Byte 12 Byte 13 Byte 14 Byte 15 Byte 16 Byte n
‘D5 ‘or nfcid3t1 nfcid3t10 | DIDt BSt BRt TO PPt [Gi[1]] [Gi[n]]
Figure 19 — Struetures of the ATR_RES
12.6.1.2.1 Definition of the ATR_RES bytes

CMD 1
CMD 2

The A
of CML

Byte 1

The 1
generg

: Shall be set to ‘D5’.
: ATR_RES

1 for ATR_RES shall be set to ‘01"
to Byte 10: NECID3t

) nfcid3t-bytes define the random identifier NCID3t of the Target. NFCID3 shd
ted by-the application. The content of NFCID3 may be the same as UID or NFCID2.

Byte 1

1:DIDt

'R_RES byte shall specify the Target’s Response to the ATR_REQ send by the Initiator. The value

uld be an ID

The DID byte shall be used for multiple data transport protocol activation with more than one Target.
The DIDt shall have the same value as the DIDi. All other values shall not be used. For usage of DIDt, see

12.7.5.

Byte 12: BSt

The BSt byte shall specify the supported bit rates of the Target device, see Figure 20. The coding of bits
is defined as follows:

bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit 2

bit1

ZERO ZERO ZERO ZERO DSt4 DSt3 DSt2

DSt1

Figure 20 — Coding of the BSt byte

© ISO/IEC 2023 - All rights reserved
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— bit 8 to bit 5: Shall be set to ZERO.

— bit 4: if DSt4 = ONE then D = 64 is supported.
— bit 3:if DSt3 = ONE then D = 32 is supported.
— bit 2: if DSt2 = ONE then D = 16 is supported.
— bit 1: if DSt1 = ONE then D = 8 is supported.
Byte 13: BRt

The BRt byte shall specify the supported receive bit rates of the Target device, see Figure 21. The coding
of bits is defirjed as follows:

bit bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit-1
ZERD ZERO ZERO ZERO DRt4 DRt3 DRt2 DRt1

Figure 21 — Coding of the BRt byte

— bit 8 to bilt 5: Shall be set to ZERO.

— bit4: if DRt4 = ONE then D = 64 is supported.
— bit 3: if DRt3 = ONE then D = 32 is supported.
— bit 2: if DRt2 = ONE then D = 16 is supported.
— bit 1: if DRt1 = ONE then D = 8 is supported.
Byte 14: TO

The TO byte shall specify the timeout value of the Target NFCIP-1 device for the data transport prptocol,
see Figure 22

The timeout ¢alculation for f./128 shalkstart with the start of the rising edge of the last modylation
sent by the Inlfitiator and stop with the-start of the modulation edge of the first modulation sent|by the
Target.

The timeout dalculation for f/64 and f_/32 shall start with the end of the last bit of a frame sent|by the
Initiator and §top with the'start of the first bit of the Length field in a frame sent by the Target.

NOTE The|definition'of timeout calculation is harmonized with the NFC-DEP Protocol defined by NFC|Forum.

The timeout if spécified as follows:

bit DIt / DIT O DIT O DIU & DIt > DIU 2 DIU L

ZERO ZERO ZERO ZERO WT

Figure 22 — Coding of the TO byte

— bit 8 to bit 5: Shall be set to all ZEROs.

— bit 4 to bit 1: WT: Waiting Time.

The Response Waiting Time (tzy,) shall be calculated by the following formula:
tpw = (256 x 16 / f) x 2WT

26 © ISO/IEC 2023 - All rights reserved
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the value of WT

the value of 15

ISO/IEC 18092:2023(E)

shall be range from 0 to 14;

is RFU;

The default value of WT shall be 14;

for WT = 14 trw = trwmax (4 949 ms).
Byte 15: PPt
The PPt byte specifies optional parameters used by Target device, see Figure: 23. The

shall b

foding of bits

bi
bi
bi

bi
bi
bi

e as follows:
bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1
SECt ZERO LRt ZERO ZERO Gt NAD

Figure 23 — Coding of the PPt byte

8: SECt. If set to ONE, the Target supports NFC-SE€; ZERO indicates no support.
7: Shall be set to ZERO.
6 and bit 5: LRt. Length Reduction valué¢,see Table 6.

Table’6 — Definition of LRt

LRt LENyax

00 Only Byte 1 to Byte 64 is valid in the Transport Data
01 Only Byte 1 to Byte 128 is valid in the Transport Data
10 Only Byte 1 to Byte 192 is valid in the Transport Data
11 Only Byte 1 to Byte 252 is valid in the Transport Data

4 and bit 3xShall be set to ZERO.
2: If bit\is'set to ONE then it indicates General bytes available.

1 Ifbit is set to ONE then it indicates the Target uses NAD.

Byte 15 to Byte n: Gt[1] to Gt[n]

The Gt bytes shall be optional and designate general information. The maximum length of the ATR_RES
subtracted by the mandatory bytes gives the maximum number of general bytes.

12.6.1.3 Handling of ATR_REQ and ATR_RES

12.6.1.3.1 Initiator rules

When the Initiator has sent the ATR_REQ and receives a valid ATR_RES the Initiator shall continue with
operation.

In any other case the Initiator shall retransmit the ATR_REQ before using the deactivation sequence as
defined in 12.7.

© ISO/IEC 2023 - All rights reserved
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In case of failure of the deactivation sequence it may use the HLTA command only for Passive
communication mode at f./128. The HLTA command is specified in ISO/IEC 14443-3:2018, 6.4.3.

12.6.1.3.2 Targetrules

When the Target has been selected by the last command (for passive communication mode only) and

Receives a valid ATR_REQ, the Target
shall send its ATR_RES, and

disable to receive a subsequent ATR_REQ.

a)
— shall
b) Receives
communi
— ignor
12.6.1.4 Han
12.6.1.4.1 G¢
Defined by th

timeout is dif

12.6.1.4.2 Handling in active communication mode

In active com

Initiator: Th{
from a Target

Target: The T|
pdu indicatin

12.6.1.4.3 Handling of timeout.ih passive communication mode

In passive cg
carrier freque

Initiator: Th
device, thath

remajins in receive mode.

hny other valid or invalid frame, except a HLTA command (see 12.6.1.3.1) only forH
cation mode at f./128, the Target

es the block, and

dling of timeout (TO)

pneral

 initially chosen mode, the communication is either’active or passive. The handling
ferent for active and passive communication modés.

assive

of the

munication mode the communication floWw-is handled by switching the carrier freqjiency.

 Initiator shall ignore a Target that’exceeded tgy, calculated using TO byte in AT
device and continue operation.

arget shall use a TO value thdtallows common communication and shall use a Super
b Timeout extension to extend the defined tgy,. See 12.7.1.1.1.

mmunication mode the communication is only handled by communication flo
ncy is not switched.

e [nitiator)shall first use error handling and if no response is received ignores a
hs exceeded the specified timeout and continue communication.

R_REQ

visory

. The

Target

Target: The T|

argét shall use a TO value that allows common communication and shall use a Supen

visory

pdu indicating Timeout extension to extend the defined tgy,. See 12.7.1.1.1.

12.6.1.5 Handling of DID

12.6.1.5.1 Handling of DID in active and in passive communication mode

When the Initiator has sent an ATR_REQ containing a DID equal to ZERO and

a)
— shall
— shall

28

received an ATR_RES containing DID equal to ZERO, the Initiator

send pdus containing no DID to the Target, and

not activate any other Target while this Target is not deactivated.
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b) received an ATR_RES containing DID not equal to ZERO, the Initiator

— shall continue with error handling.
When the Initiator has sent an ATR_REQ containing a DID not equal to ZERO and
a) received an ATR_RES containing the same DID, the Initiator

— shall send pdus containing the DID to the Target,

— shall not use the DID for any other Targets, and

— shall not use DID=0 for any other Targets.

b) regeived an ATR_RES containing any other DID, the Initiator

—|{ shall continue with error handling.
12.6.2l Wakeup Request and Response Commands

12.6.2l1 General

The Whkeup Request and Response commands are only defined forthe active communicdtion mode.
12.6.2.2 Wakeup Request (WUP_REQ)

12.6.2.2.1 General

Figure 24 specifies the Wakeup Request for Attributes WUP_REQ with its parametgr bytes. The
Initiatpr sends the WUP_REQ to the Target onlyin‘'the active communication mode. It shal] be applied to
reactiyate a distinct Target device by its NFCID3, which was deactivated by the DSL command.

CMD 1 CMD 2 Byte 1 Byte 10 | Byte 11
‘D4’ ‘02! nfcid3tl nfcid3t10 DID

Figure 24 — Structure of the WUP_REQ

12.6.2,2.2 Definition-of the WUP_REQ bytes
CMD 1: Shall be-set to ‘D4".
CMD 2: WUBP:REQ

The WILRR EQ hyfn shall cpnr‘if'y the command Wake Up for the Initiator device The valué of WUP_REQ
shall be ‘02".

Byte 1 to Byte 10: NFCID3t

The 10 nfcid3t bytes shall be defined as the random identifier of the Target. For the WUP_REQ command
the Initiator shall send the known NFCID3t random identifier to wake up the Target.

Byte 11: DID

The DID byte shall be used for multiple data transport protocol activation with more than one Targets.
The range of the DID shall be defined between 1 and 14. The value 0 shall be used, if no DID is used
during the data transport protocol. All other values shall not be used. The Initiator may assign a
different value to the Target, as used before the last DSL command.
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12.6.2.3 Wakeup Response (WUP_RES)

12.6.2.3.1 General

Figure 25 specifies the structure of the Wakeup Response for attributes WUP_RES. The WUP_RES shall

be the respon

se to the WUP_REQ and shall be sent by the selected NFCIP-1 Target device.

CMD 1 CMD 2 Byte 1
‘D5’ ‘03’ DID
Figul < 25 - Stl u\.tul < Uf t}lc ‘V‘V’UF_RES

12.6.2.3.2 D
CMD 1: Shall
CMD 2: WUP,
The WUP_RES
Byte 1: DID

The DID byte
The DIDt shal

12.6.2.4 Har

12.6.2.4.1 In

pfinition of the WUP_RES bytes
be set to ‘D5
RES
byte shall specify the response to the WUP_REQ. The value-ef WUP_RES shall be (

shall be used for multiple data exchange protocol aCtivation with more than one T

I have the same value as the DIDi. All other values‘shall not be used.

dling of WUP_REQ and WUP_RES

itiator rules

When the Initfiator has sent a WUP_REQ and receives a valid WUP_RES the Initiator shall continy

operation.

In any other ¢
defined in 12,

In case of faily

ase the Initiator shall retrafsmit the WUP_REQ before using the deactivation sequg
/.

nd (see ISO/IEC14443-3:2018, 6.4.3).

irget rules

get has-been de-selected by the last command (for the active communication mod

3).

hrgets.

e with

nce as

ire of the deactivation sequence in Passive communication mode at f_/128, it may yise the

e only)

receives a WUP_REQ with 1ts NFCID3,The Target

send its WUP_RES, and

disable in order to not receive a subsequent WUP_REQ.

mode at f./128, the Target

— ignores the block, and

HLTA comma
12.6.2.4.2 T3
When the Taq
and
a)

— shall

— shall
b)

— rema
30

ins in receive mode.
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12.6.3 Parameter Selection Request and Response Commands

12.6.3.1 Parameter Selection Request (PSL_REQ)

12.6.3.1.1 General

ISO/IEC 18092:2023(E)

The Initiator may switch parameters for the subsequent transport protocol using the PSL_REQ
command, see Figure 26.

CMD 1

CMD 2

Byte 1

Byte 2

Byte 3

ID4I

104|

DID

BRS

EFSL

Figure 26 — Structure of the PSL_REQ

12.6.3.1.2 Definition of the PSL_REQ bytes

CMD 1
CMD 2

The P§
PSL_R

Byte 1:

: PSL_REQ

DID

: Shall be set to ‘D4".

The DID shall be similar to the DID defined during<ATR or WUP.

Byte 2:

BRS

L_REQ byte shall specify the command Parameter Selection for the Initiator devicg
F£Q shall be ‘04"

The BRS byte (see Figure 27) shall specify«the selected bit rates for Initiator and Target device.

bit 8

bit 7

bit 6

bit 5

bit 4

bit 3

bit 2

bt 1

ZERO

ZERO

DSI

DRI

Figure 27 — Coding of the BRS byte

it 8 and bit 7=Shall be set to ZERO.

if 6 to bit4) Bit duration of Initiator to Target, see Table 7.

it 3to-bit 1: Bit duration of Target to Initiator, see Table 7.

© ISO/IEC 2023 - All rights reserved

Table 7 — Coding of DRI and DSI

DRI and DSI Divisor D
000 1
001 2
010 4
011 8
100 16
101 32
110 64
111 RFU

. The value of

31
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Byte 3: FSL

The FSL byte defines the maximum value for the Frame Length, see Figure 28.
bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1
ZERO ZERO ZERO ZERO ZERO ZERO LR

Figure 28 — Coding of FSL bytes

— Dbit 8 to bit 3: Shall be set to all ZERO.

— bit 2 and pit 1: Length Reduction (LR) value, see Table 8.

Table 8 — Definition of LR

LR LENpax

00 Only Byte 1 to Byte 64 is valid in the Transport Data
01 Only Byte 1 to Byte 128 is valid in the TranspaortData
10 Only Byte 1 to Byte 192 is valid in the Transport Data
11 Only Byte 1 to Byte 252 is valid in the Transport Data

12.6.3.2 Parpmeter Selection Response (PSL_RES)

12.6.3.2.1 Ge¢neral

Figure 29 spekifies the frame Structure of PSL_RES.

CMD 1 CMD 2 Byte 1
‘D5’ ‘05’ DID

Figure29 — Structure of PSL_RES

12.6.3.2.2 Definition of the PSL_RES bytes
CMD1: Shall e set to ‘D5%
CMD2: PSL_RES

The PSL_RES [byte-shall specify the command Parameter Selection response for the Target devige. The
value of PSL_RES’shall be ‘05’

Byte 1: DID
The DID shall be the same as the DID defined during ATR or WUP.

12.6.3.3 Handling of PSL_REQ and PSL_RES

12.6.3.3.1 Initiator rules

The Initiator may change protocol parameters by sending the PSL_REQ to the Target. After reception of
a valid PSL_RES, the Initiator

— shall change the framing to the format which is defined in 12.2, and

32 © ISO/IEC 2023 - All rights reserved
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— shall continue with operation.

In any other case the Initiator may retransmit the PSL_REQ before using the deactivation sequence as

defined in 12.7.

In case of failure of deactivation sequence in Passive communication mode at f_./128, it may use the

HLTA command (see 12.6.1.3.1).

12.6.3.3.2 Targetrules

When the Target has received an ATR_REQ, sent its ATR_RES and

a) repeivesavata PSE_REQ; the Target
—{ shall send its PSL_RES,
—| shall disable the PSL_REQ (stop responding to received PSL_REQ),

— shall change all parameters to the defined values, which are specified in 12.6.3, and

— shall remain in receive mode.
b) refeives an invalid frame, the Target
— shallignore the block,
—| shall disable the PSL_REQ (stop responding to recgived PSL_REQ),
— shall remain with the current framing, and
— shall remain in receive mode.
c) regeives avalid frame, except a PSL_REQ, the Target
— shall disable the PSL_REQ (stop-résponding to received PSL_REQ),
—| shall remain with the currént framing, and

— shall continue operation.
12.7 Data Exchange Protocol
12.7.1] Data Excliange Protocol Request and Response

12.7.1{1 Data Exchange Protocol Request (DEP_REQ) and Response (DEP_RES)

12.7.14-14 General

The protocol shall be half-duplex protocol supporting block-oriented data transmission with error
handling. For data which does not fit in one frame, a chaining mechanism is defined. The format of the

protocol frame as specified in Figure 30 shall be used.

© ISO/IEC 2023 - All rights reserved
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Transport Data Field
CMD 1 CMD 2 Byte 1 Byte 2 Byte 3 Byte 4 Byte 5 Byte n
Data Exchange Protocol Header
CMD 1 CMD 2 PFB [DID] [NAD]
Transport data bytes
Data byte 1 | Data byte 2 Data byte n

Figure 30 — Definition of the protocol frames

In informatio
between the i

12.7.1.1.2 D
CMD 1:

If the CMD2 is
[f the CMD2 is
CMD 2: DEP_]

The DEP_REQ
value of the D

CMD 2: DEP_]

The DEP_RES
RES shall be *

Byte 1: PFB

The PFB byte
used to conv
defines these

ACK/NA(Q
contains

h interchange, the content of the payload of the Transport Data Field requires agre

hterchanging parties.

pfinition of the Data Exchange Protocol Header bytes

DEP_REQ then the CMD1 shall be set to ‘D4’
DEP_RES then the CMD1 shall be set to ‘D5’
REQ

bytes specify the command for the data exchange protocol for the Initiator devi(

[EP_REQ shall be ‘06'.

RES

D7,

shall contain bits to control the data transmission and error recovery. The PFB
by the information tequired controlling the transmission. The data exchange pi
fundamental types of pdus:

Informatjon pdus to convey information for the application layer.

K pduste“convey positive or negative acknowledgements. An ACK / NACK pdu
h data<field. The acknowledgement relates to the last received block.

Protected

ement

e. The

bytes specify the command for data’exchange for the Target device. The value of the DEP_

byte is
otocol

never

pdus to convey data which shall be in accordance with ISO/IEC 13157-1.

of superv

isory pdus are defined:

— timeout extension containing a 1-byte data field;

— attention containing no data field.

Table 9 specifies the coding of PFB.

34
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Table 9 — Coding of the PFB bits 8 to 6
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bit 8 bit 7 bit 6 PFB
0 0 0 Information pdu
0 0 1 Protected pdu
0 1 0 ACK/NACK pdu
1 0 0 Supervisory pdu
Other settings are RFU

Figure 31 specifies the structure of the Information pdu:

bit 8

bit 7

bit 6

bit 5

bit 4 bit 3

bit 2

it1

ZERO

ZERO

ZERO

MI

NAD DID

PNI

Figure 31 — Information pdu

— bit 8 to bit 6: Shall be set to all ZEROs.
— bif 5: If bit set to ONE then it indicates Multiple Information (MI) chaining activated.
— bit 4: If bit set to ONE then it indicates NAD available.
— bif 3: If bit set to ONE then it indicates DID available
— bif 2 and bit 1: PNI packet number information.
The P4cket Number Information (PNI) counts the,number of packets sent by the Initiatoy to the Target
and vige versa starting by 0. These bytes are tised for error detection during the protocoljhandling.
Figure 32 specifies the structure of the ACK/NACK pdu.
bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1
ZERO ONE ZERO SXI&/{ NAD DID PNI

Figure 32 — ACK/NACK pdu

— bit 8: Shall beyset to ZERO.
— bit 7: Shallbe set to ONE.

— bit 6%Shall be set to ZERO.

— bit 5: If bit set to ONE then it indicates NACK, otherwise ACK.
— bit 4: If bit set to ONE then it indicates NAD available.
— bit 3: If bit set to ONE then it indicates DID available.

— bit 2 and bit 1: PNI packet number

Figure 33 specifies the Supervisory pdu (Attention-Target Present, Timeout extension).

© ISO/IEC 2023 - All rights reserved
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bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1
ONE ZERO ZERo | Attention/ o,y DID ZERO ZERO
Timeout

Figure 33 — Supervisory pdu

bit 8: Shall be set to ONE.

bit 7 and

bit 5: If b

12.7.2).

bit 4: If b
bit 3: If b
bit 2 and

bit 6: shall be set to ZERO.

:[ set to ONE then it indicates NAD available.
set to ONE then it indicates DID available.

bit 1: Shall be set to ZERO.

Figure 34 speifies the Protected pdu.

The PNI cou
These bytes

i-settoZERO-then-it-indicates-Attention{see127~3}-otherwise—Timeout-extension (see

bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1
RFU RFU ONE MI NAD DID PNI
Figure 34 — Protected pdu
bit 8 and pit 7: RFU. The Initiator shall set it to ZERO- The Target shall ignore it.

bit 6: shall be set to ONE.

bit 5: If b
bit 4: If b
bit 3: If b
bit 2 and

Byte 2: DID

The DID byte

Byte 3: NAD

it set to ONE then it indicates,;NAD available.

set to ONE then it indicates DID available.

bit 1: PNI packet number information.

shall be the same as defined during activation of the protocol.

set to ONE then it indicates Multiple Information (MI) chaining activated.

15 the number.of packets sent by the Initiator to the Target and vice versa starting by 0.
e used foferror detection during the protocol handling.

The NAD byte is reserved to build up and address different logical connections on both the Initiator
and the Target device. Bit 8 to bit 5 code the logical address of the Initiator, bits 4 to 1 code the logical
address of the Target. The following definitions shall apply for the usage of the NAD:

The NAD shall only be used for the data exchange protocol.

When the Initiator uses an NAD, the Target shall also use an NAD.

If MI bit is set, the NAD shall only be transmitted in the first frame.

The Initiator shall never use the NAD to address two different Targets.

Byte 4 to Byte n: User data bytes

36

© ISO/IEC 2023 - All rights reserved


https://iecnorm.com/api/?name=31231df320564e970569016ac05b4a6c

ISO/IEC 18092:2023(E)

The data field shall contain the transported data and is optional. When present, it conveys either
application data or status information. The length of the data field is calculated by subtracting the
mandatory and optional send bytes of the data exchange transport header from the length byte and
additionally subtracting one.

12.7.1.2 Handling of pdu number information

12.7.1.2.1 Initiator rules
The PNI of the Initiator shall be initialized for each Target with all ZEROs.

When patnfermation—Pretected—-orACKANACK pdu—wH Initiator shall

increnjent the current PNI for that Target before optionally

sending a new frame.

12.7.1,2.2 Target rules
The PNI of the Target shall be initialized with all ZEROs.

When jJan Information, Protected or ACK/NACK pdu with an equal PNI was received the Target shall
send ifls response with this PNI and shall increment the PNI afterwards.

12.7.1.3 Handling of Blocks

12.7.1{3.1 General rules
The figst pdu shall be sent by the Initiator.

When |an Information or Protected pdu indicating more information is received the[pdu shall be
acknoyledged by an ACK pdu.

Superyisory pdus are only used in paifs.” A Supervisory Request shall always be fpllowed by a
Superyisory Response.

12.7.1.3.2 Initiator rules
When pn invalid pdu was received a NACK pdu shall be sent (except in the case of DSL or RLS).

When p timeout occurs/aSupervisory pdu indicating Attention (Attention Request) shall He sent (except
a NACK pdu has been'sent before).

When p timeout©éecurs and a NACK pdu has been sent before, the NACK pdu shall be retrdnsmitted.

When pn ACK-pdu is received, if its pdu number is equal to the current PNI of the Initiator, the chaining
shall ble continued.

If the DSL_REQ is not answered by a valid DSL_RES the DSL_REQ may be retransmitted or the Target
command ignored.

12.7.1.3.3 Targetrules

The Target is allowed to send a Supervisory pdu indicating Response timeout extension (Timeout
extension Request) instead of an Information pdu.

When an Information or Protected pdu not containing chaining is received it shall be acknowledged by
an Information or Protected pdu.

When a NACK pdu is received, if the PNI is equal to the PNI of the previous sent pdu, the previous block
shall be re-transmitted.

When an erroneous pdu is received the Target shall not answer but stay in the same State.
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