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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies

that

are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
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take part in the work.

The procedures used to develop this document and those intended for its further maintenanc
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria neede
the different types of document should be noted. This document was drafted in accerdance wit
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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Attention is drawn to the possibility that some of the elements of this document may be the supject

of patent rights. ISO and IEC shall not be held responsible for identifyitigZany or all such p
rights. Details of any patent rights identified during the development of‘thte document will be i
Introduction and/or on the ISO list of patent declarations received (seeswww.iso.org/patents) or th
list of patent declarations received (see https://patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and doe
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms
expressions related to conformity assessment, as well-as information about I1SO's adherence t
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www.iso
iso/foreword.html.

This document was prepared by Technical Committee ISO/IEC ]JTC1, Information techng
Subcommittee SC 27, Information security, cybersecurity and privacy protection.

Alist of all parts in the ISO/IEC 18033¢series can be found on the [SO website.

Any feedback or questions on this;document should be directed to the user’s national standards bg
complete listing of these bodies\can be found at www.iso.org/members.html.
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Information technology — Security techniques —
Encryption algorithms —

Part 5:

Identity-based ciphers
AMENDMENT 1: SM9 mechanism

Introduction

Replace the second sentence of the fourth paragraph with the following:

Insert the following sentence between the sixth and seventh paragraphs.

Insert the following line at the end of the table:

Replace the first sentehce'with the following:

Add,the following to the end:

The specified mechanisms are the BF identity-based encryptionimeéchanism, the SK identity-Hased
key encapsulation mechanism, the BB1 identity-based key encapsulation mechanism and thel SM9
identity-based key encapsulation mechanism and encryption mechanisms.

The content of 9.4 follows Reference [8].

[x] smallestinteger greater than or equal to the real number x.

The schemessspecified in this document make use of four cryptographic transformations, [HF1,
SHF1, PHFI-and IHF2 as specified below.

Annex A lists the ghiect identifierswhich shall he used to identifv the alagrithms snecified i this
ARRex A HSES th Bjectiaenters-wWilen-shiaHpedseatolaentdiyythea+ Lo pecHiea

document.
Annex B describes security considerations for each specified mechanism.
Annex C provides numerical examples.

Annex D introduces techniques which can be used to remove the decryption capability of the PKG,
and thereby reduce the level of trust required in this entity.

© ISO/IEC 2021 - All rights reserved 1
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55
Add new subclause 5.5 as follows:
5.5 The function [HF2

IHF?2 is based on the key derivation function KDF2 defined in ISO/IEC 18033-2. KDF2(x, I) parameterized
by a cryptographic hash function takes an octet string x and a non-negative integer / as input, and
outputs an octet string of length . KDF2-a(x, b) outputs the first b bits from KDF2(x, [ b/81). IHF2 take

thre¢ items as input and outputs an integer in a specified range.
Inpuf:

— A bitstring str € {0,1}"

— A security parameter k € {128}

— A non-negative integer n with bit-length b,
Output:

— Aninteger x, O<x<n.

Operfation: Perform the following steps.

a) Ifk=128, KDF2 uses SM3 as the hash function.
b) lethlen=8[(5b,)/32].

¢) Compute Ha = KDF2-a(str, hlen).

d) Qutput (BSZIP (Ha) mod (n-1)) + 1.

7.3.1
Replace the fifth paragraph with the follewing:

The allowable data encapsulation mechanisms are those described in ISO/IEC 18033-2.

74.1

Insefit new NOTE 4 atthe end as follows:

NOTE&4 \\The third mechanism defined in 9.4 will work to encrypt messages with either DEM2 or DEM3,
which-are specified in ISO/IEC 18033-2. In these DEMs, the required hash function is SM3, specified in ISO/
IEC10118-3, and the required block cipher is described in ISO/IEC 18033-3. The required message authen-
tication code is generated by the evaluation function MA.eval(K"', MS) = SM3(MS || K""), where K" is a secret
key which is part of the session key K, and MS is the octet string to be authenticated as specified in DEM2 and
DEM3. The label input to both DEMs is empty.

9.1
Replace the first sentence with the following:

In this clause, three identity-based key encapsulation mechanisms are specified. These mechanisms
use the following primitives.

Replace list item b) with the following:

2 © ISO/IEC 2021 - All rights reserved
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b) Four hash functions:

Add new fourth list item as follows:

— H,.:{0,1}* —>Z where H,(s) = IHF2(0x01 || s || 0x03, p, k)

9.4

1(E)

Add new Subclause 9.4 as follows:
9.4 The SM9 key encapsulation mechanism
9.4.1 Setup

The setup operation creates public system parameters and a master-secret key. This operation sh
completed by the private key issuer, an entity which shall be trusted by its subscribers.

The steps to create public system parameters and a master-secret key are;

11 be

a) Establish the set of base groups G;, G,, G3, and a pairing e: G; X G,<3G; . The order of each grouyp is p.

b) Select a random generator @ in G; and a random generator Q,\n G,.

c) Generate a random master secret s in Z. Calculate the €drresponding R as sQ;.

d) Pre-calculate the pairing value J = e(R, Q,).

e) Make the system parameters and the master;public key set params = <J, Q4, Q,, Gy, G,, G3, e, p3

mpk = R available. Secure the master-secretkey msk = s.
9.4.2 Private key extraction

The extract operation takes an arbitrarpy, identity string ID, in {0,1}" and calculates the correspo
private key sk;j, in G,. The algorithm t6.compute the private key sk;, corresponding to an identity s
ID, is as follows:

Input:

— The system parameters params = <J, Q4, Q,, G4, G,, G3, €, p>
— The master-public key mpk = R

— The master-secret key msk =s

— Anidentity string ID,

Output:

— The derived private key sk;;, an element of G,.

and

i ding
tring

Operation: Use the following steps to compute sk,

a) Compute M = H,(ID}).

b) IfM+s=0mod p, output "error" and stop.
¢) Compute t= (M + s)1s mod p.

d) Compute sk, = tQ,.

e) Output sk,

The correctness of the value sk, can be verified by using the following algorithm:

© ISO/IEC 2021 - All rights reserved
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Input:

— The system parameters params = <J, Q4, @, Gy, G5, G5, e, p>

— The master-public key mpk = R

— Anidentity string ID,

— The corresponding private key sk,

Output:

The value "valid" if sk, is consistent with params, msk and ID,, and "invalid" otherwise.

Operjation: Use the following steps.

a)
b)

c)

Lompute M = H,(ID;).
Lompute T = e(MQ; + R, skpp).

If T = J, then output the value "valid", otherwise output the value "invalid".

9.4.3 Session key encapsulation

The

bncapsulate operation (KEM.Enc) takes an arbitrary identity stying ID, in {0,1}" and the master-

public key mpk = R with the system parameters parms, and outputs‘the pair <K, CTyp,,> where K is a
sessipn key to be used to encrypt a message, and CTygy, is the eneapsulation of K to be transmitted to
the receiver.

The 5

a)
b)

c)

d)

e)

f)
g)

teps to compute the encapsulation values are:

$elect a random integer r in Z.
Lompute M = H,(ID,).

Lompute E = r(MQ; + R).
Lompute B =J".

Lompute K = KDF2-a(EC20SP(E)]} FE20SP(B) || ID,, klen), where klen is the bit-length of the required
gession key.

$et CTygy = EC20SP(E).

Dutput <K, CTypy>.

9.4.4 Session key de-encapsulation

The

le-encapsutate operation (KEM.Dec) takes an encapsulated value CTyg,, computed for identity ID,

and the private sk, that corresponds to ID,, and computes the key value K that can be used to decrypt
the message that was encrypted by the sender.

The steps to compute the de-encapsulation kKey are:

a)
b)
‘)
d)

Parse CTygy, as an element E = OSZECP(CTygy,)-
Check whether E'is in Gy; if not, output "error”.
Compute B = e(E, sk;p).

Compute K = KDF2-a(EC20SP(E) || FE20SP(B) || ID,, klen), where klen is the bit-length of the required
session key.

Output K.

© ISO/IEC 2021 - All rights reserved
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Annex A

Insert the following lines after ib-enc-mechanism-bf:

ib-enc-mechanism-sm9a OID :: { ib-enc sm9%a (2) } -—- sm9 kem with DEM2 as in 7.4.1

ib-enc-mechanism-sm9b OID ::= { ib-enc smS%b (3) } --— sm9 kem with DEM3 as in 7.4.1

Insert the following lines after ib-kem-mechanism-bb1:

ib-kem-mechanism-sm9 OID ::= { ib-kem sm9(3) }

sm9-dem-one-time-mac OID :: { ib-kem-mechanism-sm9 one-time-mac(l) }
Insert the following lines after { OID ib-enc-mechanism-bf PARMS HashFunction }:

| { OID ib-enc-mechanism-sm9a PARMS HashFunction }

| { OID ib-enc-mechanism-sm9b PARMS HashFunction }

Insert the following line after { OID ib-kem-mechanism<bb1 PARMS HashFunction }:

| { OID ib-kem-mechanism-sm9 PARMS HasKPFunction }

Annex B
Replace the last sentence with théfollowing:

Security analyses of thé.BF, SK, BB1 and SM9 mechanisms can be found in References [4], [H], [3]
and [9], respectivelys

Annex C
Add new Clause C.4 as follows:
C.4 SM9 ID-based key encapsulation mechanism

C4.,1 Example1l

£ A4 11 C ol 33
\" T TP TP Y JCUL up
This example makes use of the same Barreto-Naehrig elliptic curve y2 = x3 + 5 used in

ISO/IEC 14888-3:2018, F.15.1. An element 4, in Fq? is represented as A, ;0+4, o, where 4, ; and 4, ; are
elements of Fq and o is an element of Fg?2 such that 62+ 2 = 0 mod ¢. Let v be an element of Fg# such that
vZ2 -0 =0in Fg? and w be an element of Fg12 such that w3 - v = 0 in Fg4, an element of Fg12 is represented
as Aw?+Bw+C, where 4, B, C are elements of Fq* which are represented as A = 4,v + 4,, B =_B,v +_B,,
C=C,v+(,respectively, and A4, 4;, By, By, C, C, are elements of Fg2. In this towered fashion, an element
of Fq'2 is represented as a vector (Al,p A1,0 A1, Ao By Bio Boy Boo Ci10 €1, Co10 Co0) With
components in Fq. P is a point on the curve y# = x3 + 5, Q is a point on the corresponding sextic twist
y2 = x3 + 50. Pairing e is implemented as the optimal R-ate pairing on two input points P and ¢(Q), i.e.,

© ISO/IEC 2021 - All rights reserved 5
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q12_1

e(P,Q)=[d(¢(Q), P,u)- f(ug(Q), 7, (#(Q)), P)-f(ud(Q)+ 7, (0(Q)), -7 5 (#(QD. P)] P,

q =36z%+36z3+24z2+ 62+ 1,p=362z%+ 3623+ 1822+ 62z + 1, u = 6z + 2, z is the parameter of the BN
curve, ¢ is the group homomorphism such that ¢(x, y) = (0°1/3x, 071/2y) and 7 is the Frobenius

where

endomorphism such that nq,. (x y):(xqi Eqi) fori=1,2.

g = b6400000

P F

Qlx
Oly
02x
02y
s
Rx

Ry
J

C.4.1

ID
IDb

skID

skID

Priv

02a3a6fl

de03ab4f

£58ec745

21£2934b

la7aeedb

e56£9b27

e351457d

Do400000
- 93de051d
= 21fe8dda
- 85aef3d0

37227552
= 17509009

a7cf28d5
= 0001ledee
- 787ed7b8
- 769de6l7
F 9746fc5b
232a2f80
68e8albe
9436a60c
aldQeaef
95a2bcce
0432019
a504e3b4
897f7b35
24443bb4
0825403f
9ce7bc68

Bob
= 426162

UZa3aorl
62bf718f
4f21e607
78640c98
92130b08
2e845cl2
19be3dab
3778f441
a51f3ab8
9leb5adc4
231cedf3
cfbael61l
0ac905f6
403f4£8b
3893d574
25359d03
0ble90ce
3cldd367
dlcOe21d
24b12c4l
b3f68lab
062182cf

Jo03apbart
£5ed0704
63106512
597b6027
d2aab97f
66ba0d26
5f£317015
£f8dea3d9
4e0a6600
b9ff85a3
6£835c47
f196bb99
92904abc
ac4dd3e3
cb83c01d
3fc654bd
dfeac570
94217fal
84d75cff
eafe6d34d
2b036dbb
5d9f4a98

.2 Private key extraction

To8ec /424
487d01d6
5¢395bbc
b441a01f
d34ecl120
2cbeeced
3d278ff2
falaccde
3f32da5c
1354900b
893d63c6b
213d5030
c004blac
93e25419
951a53f5
6a%edb62e
147a23ae
b05ac046
ac08c73e
92520590
a25483d5
chadedlf

TI9T 29340
eled40869
1clc00chb
f1dd2c19
ee265948
0736a96f
47efbad8
07ee36c9
720bl7ec
20287127
£f£652bcb
6648ac33
f12106bd
e634fc2b
1975760b
5bd0686f
6f0eaedb
c4131854
744al6ad
1f5cbab9
cb98bd56
3b4dcedea

T8cagbee
09dc3280
fa602435
0£5e93c4
dl9cl7ab
a347c8bd
a71a0811
3f9%9a0861
a7137d39
9a8c49dc
92375ce3
cdc78e8f
0alS5boe7
3daf247f
e57f3bbd
feddd745
034e6c62
c3d3e3a5
TeeT6e2€
cfebal52
£3df95f0
817d19%ed

coobeelJC
eB8cded8l
Ocd464cd?
54806cll
f9p7213b
856dc76b
6215bbab
8afd4ad85
abc66e3c
3f220fe64
c2ab256d
8al563ff
08d76e72
6092a802
89817498
S5Ef7TNEFL
124ddbe8
b5967a64
a0b03849
24660db3
a7a705a2
T7ef2ce98

dbJecrZo
7coe6dddd
0a3eablo
dgg0e141,
af82d65b
84ebeb9o,
c999%a7c7
cedelc22
80aB892ff
4c57a4bd
1£fd56423,
bf3bd3eb,
9288ef2,
£60d5c58,
d2158352,
5affd3fo0,
978f78ad,
ag86lf0a2,
888d10ff,
848b0bf5,
f6fd804b,
e6f5864d

= 9cblf628 8ce0e510 43ce7234 4582ffc3\01e0a8l2 a7£f5£200 4b85547a 24b82716
= 864e4d83 91948b37 535ecfad 4c3f8d4e 545adab0 2££8229c 7c32£529 af406e06

115bae85
Taab5ed75
27538a62
= 9746fc5b
232a2f80
68e8albec
9436a60c
al40eaef
95a2bcce
0432019
a504e3b4
897f7b35
244432
08254083
9cetbCc68
bte 4key skID

C.4.1

£5d8bco6e
70da7600
e7f7bfb5
231cedf3
cfbael6l
0ac905f6
403f4£8L
3893d57%4
25359¢a03
Obged0ce
gcldd367
d¥cle21d
24b12c4l
b3f681lab
062182cf

is wvalid.

3dbd9%e53
cd760a0c
1dce0876
6835447
£196bb99
9209 04abc
ae4dd3e3
cb83c01d
3fc654bd
dfeac570
94217fal
84d75cff
eafo6d34d
2b036dbb
5d9f4a98

.3\'Session key encapsulation

4295 9acc
&lbeaf7l
4796d9%4c
893d63c6b
213d5030
c004blac
93e25419
951a53f5
6a9ed62e
147a23ae
b05ac046
ac08c73e
92520590
az25483d5
chadedlf

cf3c2f4f
c447£384
9d56734f
f£f652bcb
6648ac33
£12106bd
e634fc2b
1975760b
5bd0686f
6f0eaedb
c4131854
744al6a4d
1f5cbab9
cb98bd56
3bdcedea

28420blc
4753fe74
119eadd
92375ce3
cdc78e8f
0alS5boe7
3daf247f
e57f3bbd
feddd745
034e6c62
c3d3e3ab
TeeT76e28
cfeba352
£3d£f95f0
817d19%ed

b4£8c0b5
fa7ba92c
32b50e31
c2ab256d
8al563ff
08d76e72
6092a802
89817498
S5f71fff1
124ddoe8
b5967a64
a0b03849
24660db3
a7a705a2
Tef2ce98

k 94736acd 2c8c8796 cc4785e9 38301al8 9a059d35 37b64141 40b2d3le ecf41683,

9a19b158

a7d3b55f,
cdeb75cl

1fd56413,
bf3bd3eb,
b9288ef2,
£60d5c58,
d2158352,
5affd3fo0,
978f78ad,
ag86lf0a2,
888d10ff,
848b0bf5,
f6£d804b,
e6f5864d

Ex =
= 42ffca9’
= 63253798

= 0000aacO 541779c8
IDb =

426£62

fcd5e3e2

cb25cl12b

5d2576b2

129ae8bb

S5ee2cbeb

ec9e785c

9cbl1£f628
24454711

42d54b98
b426dff0
28d19396
al3eefdoe
a06790b6
b405cbbf

8cele510
64490618
d57cddc0
b7535975
4af01d71
40c49f9%a
dbdfac50
1b99f614
05cealbb
22197b94

43ce7234
elee2052
5ead05f2
a90f2025
0ba0030c
43pbcd7fd
eee62blc
d7bd7£57
af34776d
£d18d27d

4582ffc3
8ff1d545
e586feb3
61fc5457
18738f6b
7d757b7d
7f994bbo
574ba’7eb
6b1£fc019
alb0e52c

01e0a812
b0fl4c8b
a6930715
0fee88bf
14ed4dfa’
1d8d7311
f9bd9efb
b502af0b
8a02d05b
8754ee94

a7f5f£200
caad4544
532b8000
69e3b7a5
2acaf893
c08fc3b5
222lalbe
daba0787
baac6f64d
27963469

4b85547a
f03dab5d
759f1305
12697069
99228d85
7616c5ee
1b6eb3e8
c5cédbcH
ab555ab2c
1feab6el3
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24082716

ac07d8ff

9ed59ac0

e59%el1fbd,
afl117904,
137785a3,
£71485b4,
6a344a25,
ab76f0da,
££d0584e,
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aaZ2a9%4a’7
5¢c97e64f
02be03ch
52be92fb
5fadecl4

e2259b67
848b06d3
1bf062b6
9e78bale
a2fbdl52

1896302b
9pa8828f
£564ae0b
1d80al56
48e77467

EC20SP(E) | |[FE20SP (B) | | IDb =

24454711
42ffca97
63253798
42d54b98

64490618
d57cddc0
b7535975
4af01d71

elee2052
5ead05f2
a90f2025
0ba0030c

4275ae3e
£59502c0
fb42dca3
06580493
44226969

8ff1d545
e586feb3
61£fc5457
18738f6b

8cf20100
81d3daeb6
6e71d387
5742dbd2
8246fb03

b0£fl4c8b
a6930715
Ofee88bf
l4e4df47
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98d5beaf
8f35f7e6
512e3bcc
9675430
14c7a824

caadds44
532b8000
69e3b7ab
2acaf893

19d0a6eb
448db96d
ca3379b7
1laac533
64952219

f03dabb5d
759£1305
12697069
99228d85

0354elc5,
220a0fba,
3ecd7176,
33909fbf,
dd2144ed

ac07d8ff
9ed59%ac0
e59%el1fb5d,
af117904,

b226dff0
28d19396
a3eefdoe
a06790bo
b405cbbf
aa2a9%4a’
5¢c97e64f
02be03ch
52be92fb
5fadecl4
426f62

40c491%a
dbdfac50
1b99f614
05cealbb
22197b9%4
e2259b67
848b06d3
1bf062b6
9e78bade
az2fbdl152

CTpgy = EC20SP (E)

With KDF2-a (EC20SP(E) | |FE20SP (B) | | IDb,
58373260 f067ecd48 667c2lcl 44£f8bc33 cd304978

K =

43bcd/fd
eeeb62blc
d7bd7£57
af34776d
£d18d27d
1896302b
9ba8828f
£564ae0b
1d80al56
48e77467

Td75ToT7d
7£994bb6
574ba7eb
6bl1fc019
alb0e52c
4275ae3e
£59502c0
fb42dca3
06580493
44226969

4d0eded0 2£d87£45 81b612f7 4259db57

With KDF2-a (EC20SP(E) | |FE20SP (B) | | IDb,
58373260 f067ec48 667c2lcl 44£f8bc33 cd304978

K =

1d8d731T
f9bd9%efb
b502af0b
8a02d05b
8754ee94
8cf20100
81d3daeb
6e71d387
5742dbd2
8246fb03

384),

416),

4d0ed4ed0 2£d87£45 81b612f7 4259db57 4f67eceb

C.4.1.4 Session key de-capsulation

B = 63253798
42d54b98
b426dff0
28d19396
a3eefdoe
a06790bo6
b405cbbf
aaZ2a9%4a’
5¢c97e064f
02be03ch
52be92fb
5fadecl4

7535975
4af01d71
40c49f9a
dbdfac50
1b99f614
05cealbb
22197b9%4
e2259b67
848b06d3
1bf062b6
9e78bale
az2fbdl152

a90f2025
0ba0030c
43bcd7£fd
eee62blc
d7bd7£57
af34776d
£d18d27d
1896302b
9pag8828f
f564aelb
1d8Qalho
48e79467

EC20SP (E) | |[IFE20SP (B) | | IDkR\&

24454711
42ffca9’
63253798
42d54b98
b426dff0
28d1939%6
aleefldb6e
a06mM90bo
b408cbbf
aaZa94a’7
Hc97e64f
02be03c5
52be92fb
Sfadecld

64490618
d57cddgo
7535975
4af01d71
40c49f9%a
dbdfac50
1b99f614
05cealbb
22197b9%4
e2259b67
848b06d3
1bf062b6
9e78bade
a2fbdl152

elee2052
5ead05f2
a%90f£2025
0ba0030c
43bcd7fd
eeeb62blc
d7bd7£57
af34776d
£d18d27d
1896302b
9pa8828f
£564ae0b
1d80al56
48e77467

61fc5457
18738f6b
7d75707d
7£994bhb6
574baveb
6bl1fcON9
a0b0e52c
42{)5ae3e
£59502c0
fb42dca3
06580493
44226969

8ff1d545
e586feb3
61fc5457
18738f6b
7d75707d
7£994bbo6
574ba7eb
6b1fc019
alb0e52c
4275ae3e
£59502c0
fb42dca3
06580493
44226969

0feed38bf
14eddfa7
1d8d7311
£9bd9%efb
b502af0b
8a02d05b
8754ee94
8cf20100
81d3daeb
6e71d387
5742dbd2
8246fb03

b0fl4c8b
a6930715
0fee88bf
14ed4df47
1d8d7311
f9bd9%efb
b502af0b
8a02d05b
8754ee94
8cf20100
81d3daeb
6e71d387
5742dbd2
8246fb03

c08fc3b5
222lalbe
daba0787
baac6f64
27963469
98d5beaf
8f35f7e6
512e3bcc
9675430
14c7a824

8651f£fd5

865LFfd5

69e3b7a5
2acaf893
c08fc3b5
222lalbe
daba0787
baac6f64
27963469
98d5beaf
8f35f7e6
512e3bcc
b9675430
14c7a824

caadd544
532b8000
69e3b7a5
2acaf893
c08fc3b5
222lalbe
daba0787
baac6f64
27963469
98d5beaf
8f35f7e6
512e3bcc
9675430
14c7a824

/6locoee
1b6eb3e8
c5c4dbcS
ab555ab2c
1feabel3
19d0a6eb
448db96d
ca3379b7
1laac533
6d952219

ff738003e

£738003e

12697069
99228d85
76l6chee
1b6eb3e8
c5c4dbcS
ab555ab2c
1feabel3
19d0a6eb
448db96d
ca3379b7
1laac533
64952219

f03dab5d
759f£1305
12697069
99228d85
7616c5ee
1b6eb3e8
c5c4dbcb
ab555ab2c
1feabel3
19d0abeb6
448db96d
ca3379b7
1laac533
6d952219

137785a3,
£71485b4,
6a344a25,
a576f0da,
f£fd0584e,
0354elchy
220a0fka,
3ecdh?t706,
3%909fbf,
ddz1l44ed,

51d£3117

51df3117

e59%el1fb5d,
afl117904,
137785a3,
£71485b4,
6a344a25,
a576f0da,
f££d0584e,
0354elc5,
220a0fba,
3ec47176,
33909fbf,
dd2144ed

ac07d8ff

9ed59%ac0

e59%el1f5d,
af117904,
137785a3,
£71485b4,
6a344a25,
ab576f0da,
ffd0584e,
0354elch,
220a0fba,
3ecd47176,
33909fbf,
ddz2l44ed,

426£62

With KDF2-a (EC20SP(E) | |FE20SP(B) | | IDb,
58373260 f067ec48 667c2lcl 44£f8bc33 cd304978

K =

4d0ed4ed0 2£d87£45 81b612f7 4259db57

With KDF2-a (EC20SP(E) | |[FE20SP (B) | | IDb,
58373260 f067ec48 667c2lcl 44£f8bc33 cd304978

K =

384),

416),

4d0eded0 2£d87f45 81b612f7 4259db57 4f67eceb
Key de-capsulation successful.

C.4.1.5 Data encapsulation with DEM2
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8651ffd5

8651ffd5

£738003e

£738003e

51df3117

51df3117



https://iecnorm.com/api/?name=4ef3dd10ddd6d4f834402172f8e1cffb

