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Foreword

ISO

(the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations,

governmental

and 1
techn

Intern

on-governmental, in liaison with ISO and IEC, also take part in the work. In the field,
blogy, 1ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

ational Standards are drafted in accordance with the rules given in the ISO/IEC Directives,

The

ain task of the joint technical committee is to prepare International Standards. Draft

Standards adopted by the joint technical committee are circulated to national bedies for voting. |

an In

Atten
rights

1ISO/I
Subc

ISO/I

rnational Standard requires approval by at least 75 % of the national bodies casting a vote.

ion is drawn to the possibility that some of the elements of this.document may be the sub
ISO and IEC shall not be held responsible for identifying anyerall such patent rights.

FC 15944-8 was prepared by Joint Technical Committee ISO/IEC JTC 1, Informatior
bmmittee SC 32, Data management and interchange.

FC 15944 consists of the following parts, under.the general title Information technology

Operdational View:

— F

— F

o T

— F

art 1: Operational aspects of Open-edi forimplementation
art 2: Registration of scenarios and théir components as business objects
art 4: Business transaction scenarios — Accounting and economic ontology

art 5: Identification and (referencing of requirements of jurisdictional domains as sourcg
onstraints

art 6: Technicalzintroduction to e-Business modelling [Technical Report]
art 7: eBusiness vocabulary

art 8:fdentification of privacy protection requirements as external constraints on business t

— F

art10: Coded domains

f information
Part 2.

International
Publication as
ject of patent

technology,

— Business

s of external

ransactions

The following parts are under preparation:

— Part 3: Open-edi description techniques (OeDTs)

— Part 9: Traceability framework

© ISO/IEC 2012 — All rights reserved
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0 Introdu

0.1

ction

Purpose and overview

Modelling business transactions using scenarios and scenario components is done by specifying the
applicable constraints on the data content using explicitly stated rules. The Open-edi Reference Model
identified two basic classes of constraints, "internal constraints" and "external constraints". External
constraints apply to most business transactions. {See Clause 0.4 and Annex E}

Jurisdictional domains are the primary source of external constraints on business transactions. Privacy
protection requirements in turn are a common requirement of most jurisdictional domains, although they may

also result fi
(Requiremen
implicitly nee

This part of I§

protection requirements when modelling business transactions using the external constraints of jurisdid

domains

In addition to
of ISO/IEC |
constraints o
public policy
0.1.1 ISOJIK
The ISO/IEC

electronic bu
need to have

The first is th
from ISO/IEQ
please see C

s for secrecy or confidentiality are not addressed in this part of ISO/IEC 15944, unless.th
led to apply privacy protection requirements to data).

bO/IEC 15944 describes the business semantic descriptive techniques needed torsupport p|

the existing strategic directions of "portability" and "interoperability” /the’added strategic dir

f jurisdictional domains as a primary factor in choice and use_of language and applicat
hre also addressed.

EC 14662 "Open-edi Reference Model"’

5iness transactions among autonomous parties.»That architecture identifies and describe
two separate and related views of the business transaction.

e Business Operational View (BOV). The.second is the Functional Service View (FSV). Fig
14662:2010 illustrates the Open-edi.environment. {For definitions of the terms used in Fig
ause 3 below}

om explicit scenario demands from or on the parfies involved in a business transgction.

y are

rivacy

tional

bction
TC1 of "cultural adaptability" is also supported in this part of \ISO/IEC 15944. The external

on of

14662 Open-edi Reference Model® states the concéptual architecture necessary for carrying out

s the

jure 1
ure 1,

1

The ISO/IEC 14462 Open-edi Reference Model serves as the basis of the 2000 Memorandum of Understanding

(MOU) among ISO, IEC, ITU and the UN/ECE concerning standardization in the field of electronic business.
{See http://www.itu.int//ITU-T/e-business/files/mou.pdf }

2

l'information — Modeéle de référence EDI-ouvert".

viii

ISO/IEC 14662:2010 (3rd ed. E/F) "Information technology — Open-edi Reference Model/Technologies de

© ISO/IEC 2012 — All rights reserved
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Open-edi Reference Model
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! Business aspects !
E | | Coveredby | STANDARDS
S | of
S i business transactions ; A
T | Viewed as i N i |
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A | o |
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i | Information technolo | i
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! . Covered by STANDARDS
T ! Business transactions ‘
I l l
o | |
N
S

Figure 1 — Open-edi environment < Open-edi Reference Model

FC 14662:2010, Clause 5 states:

The intention is that the sending, by an @pen-edi Party, of information from a scenario,
Dpen-edi standards, shall allow the acceptance and processing of that information in the ¢
cenario by one or more Open-edi-Parties by reference to the scenario and without
greement.

owever, the legal requirements and/or liabilities resulting from the engagement of an orgari
pen-edi transaction may be' conditioned by the competent legal environment(s) of the fi
bgal interchange agreement between the participating organizations. Open-edi Parties neg
Lile-based behaviour. and possess the ability to make commitments in Open-edi, (e,
perational, technical) legal, and/or audit perspectives)".

dition, Annex:*A of the ISO/IEC 14662:2010 "Open-edi Reference Model" contain
fionships.of. Open-edi standardization areas with other standards and import of the legal

This part of ISO/IEC 15944 is a BOV standard which focuses on the legal environment for the

privad

tonforming to
ontext of that
the need for

ization in any
brmation of a
bd fo observe
g., business,

s Figure A.1
environment”.
application of

devel

bptment in support of the "Open-edi Reference Model".

y and/or data protection from an Open-edi perspective, and, as required follow-Up standards

ISO/IEC 15944-5 is used to identify the means by which laws and regulations impacting scenarios and
scenario components, as external constraints, may be modelled and represented. The primary source of
these external constraints is jurisdictional domains.

ISO/IEC 15944-1 creates rules for creating the specification of external constraints when modelling business
transactions through scenarios, scenario attributes and scenario components. Several parts of ISO/IEC 15944
are used as input to this part. They are consolidated in this part of ISO/IEC 15944 in Annex B.

ISO/IEC 15944-1:2011 in Clause 7 "Guidelines for scoping Open-edi Scenarios” states in Clause 7.1:

"The approach taken is that of identifying the most primitive common components of a business
transaction and then moving from the general to the more detailed, the simplest aspects to the more

© ISO/IEC 2012 — All rights reserved
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complex, from no external constraints on a business transaction to those which incorporate external
constraints, from no special requirements on functional services to specific requirements, and so on".

This part of ISO/IEC 15944 focuses on addressing commonly definable aspects of external constraints that
relate to privacy and data protection when the source is a jurisdictional domain. A useful characteristic of
external constraints is that, at the sectoral level, national and international levels, etc., focal points and
recognized authorities often already exist. The rules and common business practices in many sectoral areas
are already known. Use of this part of ISO/IEC 15944 (and related standards) addresses the transformation of
these external constraints (business rules) into specified, registered, and re-useable scenarios and scenario
components.

0.1.2 ISOW
Ope¢frational View (BOV”))

ISO/IEC 15944-1 states the requirements of the BOV aspects of Open-edi in support of electronic buginess
transactions.| They shall be taken into account in the development of business semantic descfiptive
techniques fagr modelling e-business transactions and components thereof as re-useable, business objects.
They include

e commerdal frameworks and associated requirements;
e legal frampeworks and associated requirements;

e public pdlicy requirements particularly those of a generic nature such as consumer protection, prjvacy,
accommg@dation of handicapped/disabled;

e requirements arising from the need to support cultural adaptability. This includes meeting localization and
multilingyal requirements, (e.g., as may be required hy-a- particular jurisdictional domain or desifed to
provide g good, service and/or right in a particular market. Here one needs the ability to distinguish, the
specificafion of scenarios, scenario components{~and their semantics, in the context of making
commitments, between:

a) the (se of unique, unambiguous and linguistically neutral identifiers (often as composite identifigrs) at
the ipformation technology (IT) interface level among the IT systems of participation parties gn the
one hand; and, on the other,

b) their|multiple human interface equivalent (HIE) expressions in a presentation form appropriate fo the
Perspns involved in the making of the resulting commitments.

Figure 2 shoys an integrated view of these business operational requirements. It is based on Figure 3 from
ISO/IEC 15944-1. Since the. focus of this part of ISO/IEC 15944 is that of external constraints for which
jurisdictional lomains arelthe primary source these primary sources have been shaded in Figure 2 below).

X © ISO/IEC 2012 — All rights reserved
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Sources of Requirements on the Business Operational View (BOV) aspects of Open-edi
which need to be integrated and/or taken into account

. ( Business Transactions \
Commercial (Open-edi based) Legal
Framework & Framework &
Requirements o Characteristics of Open-edi Requirements
Rule-Based /

[ )
s commitment Exchange
e Unambiguous Identification
e Business Transaction
Model (BTM)
Key Components

Informs

Techng
Public Policy Person Requir
Req'mts & Stan
Privacy Process
rotection,
Consumer, C.) Data

Telecom-
munications
Reqg'nts &

Standprds

e Business Transaction Medel:
Classes of Constraints

e Specification, Identification &
Classification .0fOpen-edi
scenarios (and,components)

e FSV Business Demands on

Sectoral (& _
cross-sectoral) Open-edi Support Infrastructure
Reg’'mts ¢ Open-edi Scenario Templates

J

ISO & Ot
Standardg
Environm

Cultural Adaptability
Localization' &
Multilingualism

(IT vs Human Interface)

Functional Services View (FSV)

In electronic business transactions, whether undertaken on a for profit or not-for-profit basis, the key element
is commitment exchange among Persons made among their Decision Making Applications (DMAs) of the

© ISO/IEC 2012 — All rights reserved xi
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Information Technology Systems (IT Systems)

able to make

3
commitments*. Clause 0.4 in ISO/IEC 15944-1 states:

acting on behalf of "Persons". "Persons" are the only entities

"When the ISO/IEC 14662 Open-edi Reference Model standard was being developed, the "Internet" and
"WWW" were an embryonic stage and their impact on private and public sector organizations was not
fully understood.”

The Business Operational View (BOV) was therefore defined as:

‘perspective of business transactions limited to those aspects regarding the making of business
decisions and commitments among organizations which are needed for the description of a business

transaction”.

The ISO/IEC|6523 definition of "organization" was used in the first edition (1997) of ISO/IEC 14662.Th
that today Open-edi, through the Internet and WWW, also involves "individuals" has been taken into ag
in the develgpment of the 2" and subsequent editions. ISO/IEC 15944-1 defines the term“commitment”.
However, thg definition of the term "Open-edi Party" previously used proved not to bespecific enold
satisfy scendrio specifications when the legal aspects of commitment were considered)yIn many inst
commitmentg were noted as being actually among IT systems acting under the direction of those |
capable of mpking commitment, rather than actually the individuals acting in their own capacities. It wa
recognized that in some jurisdictions a commitment could be made by "artificial’ peérsons such as corporate
bodies. Finally, it was noted that there are occasions where agents act, either under the instructior
principal, or gs a result of requirement(s) laid down by a jurisdiction, or where-an individual is prevented by a

relevant juris
incorporated
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n “organization”. Consequently, the use of “organization” throughout this part of ISO/IEC

“public administration”. Where it is necessary to bring forward specific rules, const
C., which applysspecifically to “public administration”, this is stated explicitly.
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coded domains.

such

These three categories of Person also identify the possible Source Authorities for coded domains. Source
Authorities for coded domains are therefore either "organizations" or "public administrations".

Throughout this part of ISO/IEC 15944:

3

4
(3" edition).

Xii

See further Clause 5.2 "Functional Services View" in ISO/IEC 14662:2010 "Open-edi Reference Model" (3" edition).
The text in this section is based on existing text in Section "0.3" in ISO/IEC 15944-1:2011 and ISO/IEC 14662:2010
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Open-edi Party that carries the legal responsibility for making commitment(s);

sub-types of "Person"; and,

the use of Person with a capital "P" represents Person as a defined term, i.e., as the entity within an

"individual", "organization", and "public administration" are defined terms representing the three common

the words "person(s)" and/or "party(ies)" are used in their generic contexts independent of roles of

"Person" as defined in the ISO/IEC 14662 and ISO/IEC 15944-1 standards. A "party" to a business
transaction has the properties and behaviours of a "Person".

0.3

Importance and role of terms and definitions®

ISO/IEC Directives Part 2 provide for “Terms and definitions” as a “Technical normative elemef]
for the understanding of certain terms used in the document, where the words have special
technjcal meaning.

The IBO/IEC 15944 multipart standard sets out the processes for achieving a common underst
Business Operational View (BOV) from commercial, legal, ICT, public policy and,eross-sectoral
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context, it is noted that ISO/IEC 1594447 ‘eBusiness vocabulary already also contains hu
hlents (HIEs) in ISO Chinese, ISO French, and ISO Russian.

btive Annex A “Consolidated list.of terms and definitions with cultural adaptability: ISO En
h language equivalency’ is detived from Clause 3 of each part of ISO/IEC 15944.° Annex

to the use of that naturalNanguage in ISO standards, and has no other meaning.
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ood, service

and/or rights exchanged, the nature of the commitment made among the parties (including ability to make

5

All the terms and definitions of the current editions of the ISO/IEC 14669 Open-edi Reference Model and the

multipart ISO/IEC 15944 eBusiness standard have been consolidated in ISO/IEC 15944-7:2009. A primary reason for
having “Terms and definitions” in a standard is because one cannot assume that there exists a common understanding,
worldwide, for a specific concept. And even if one assumes that such an understanding exists, then having such a
common definition in Clause 3 serves to formally and explicitly affirm (re-affirm) such a common understanding, i.e.,
ensure that all parties concerned share this common understanding as stated through the text of the definitions in
Clause 3.

6 Canada has committed to maintain this comprehensive list in a database as the reference file for Annex A. This
Annex A reference file will insure the consistency of definitions and their assigned terms among the various parts in the
on-going harmonization effort. {See also ISO/IEC 15944-7 e-Business Vocabulary}
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commitments, the location, information identifying the parties as living individuals, and so on), i.e.,

"external

constraints".

This part of ISO/IEC 15944 addresses external constraints. Jurisdictional domains are the primary
source_of external constraints.’ Privacy protection is addressed as a common set of external

constraint requirements coming from of jurisdictional domains.

ISO/IEC 15944-1:2011, Clause 6.1.6 provides normative text for these two classes of constraints. It is

included for c

onvenience in this part of ISO/IEC 15944 as Annex C.

0.5 Need for a standard based on rules and guidelines®

This part of |
users having
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Open-ediis b
upon require
functional req

Clause 5 “C
(BOVY)” type
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useful to quo
clear underst

SO/IEC 15944 is intended to be used within and outside of the ISO and IEC by diversels
different perspectives and needs {See above Figure 2 in Clause 0.2}.

C, ISO/IEC JTC1 context, a standard is considered to be a:

hted agreement containing technical specifications or other precise,~criteria to be
ptly as rules, guidelines, or definitions of characteristics, to ensure_that materials, pro
s and services are fit for their purpose."®

5 Operational View (BOV) standard focuses on "other precise _criteria to be used consister
nes, or definitions of characteristics, to ensure that materials,“products, processes and se|
[ purpose”.

ased on rules which are predefined and mutually agréed to. They are precise criteria and 4
ments of business transactions representing common business operational practices
uirements.

haracteristics of Open-ed” in ISO/IEC 15944-1:2011 defines the “Business Operational
pf Open-edi standards as “rule-based” standards'®. Of particular relevance here is the fir
of Open-edi as stated in Clause 5.1 Actions based upon following clear, predefined rules
te some key normative text of ISOUAEC 15944-1:2011 so that users of ISO/IEC 15944-5 h
anding of the nature and purpose ©f this BOV standard.

i requires the use of clearand pre-defined rules, principles and guidelines. These rules fo
he role(s) of the parties\involved in Open-edi and the available expected behaviour(s)
5 seen by other parties_ engaging in Open-edi. Open-edi rules are applied to:

“Open-e
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pss requirementshof the Functional Service View and business demands on the Open-edi §
with respect. “te\ internal constraints, see further ISO/IEC 15944-1:2011, Clause 6.5.2 "Self-Im
BO/IEC 15944-4:2007, which focuses on accounting and economic aspects of business transactions
brnal constraints" perspective.

uctory clause is primarily based on that found in ISO/IEC 15944-1:2011, Clause 6.1.2 titled “St
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9

See entry D252, AnnexD,

ISO/IEC 15944-7. One can interpret "agreement" in a variety of ways

. The

ISO/IEC Guide 2:2004 (1.7) uses the term "consensus" which need not imply unanimity but rather “absence of sustained
opposition to substantial issues...”

10

parties act

The key characteristics of Open-edi are (as stated in Clause 5, ISO/IEC 15944-1:2011, pp.12-14) are:
actions based on following predefined rules;

commitment of the parties involved;

communications among parties are automated;

parties control and maintain their states;

autonomously; and,

multiple transactions can be supported.

The six sub-clauses of Clause 5 of ISO/IEC 15944-1:2011 describe each of these in more detail.

Xiv
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- the content of information flows; and,

- the order and behaviour of information flows themselves.

The combination of both of these provides a complete definition of the relationships among the parties
since it requires them to achieve a common semantic understanding of the information exchanged. They
must also have consistent generic procedural views on their interaction. Therefore, rule sets have to be
agreed to in advance and captured in Open-edi scenarios. This is a major component of the agreement
required among parties.”

These rules also serve as a common set of understanding bridging the varied perspectives of the commercial

fram

For e
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show
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waork the legal framework the information technoloav framework standardizers. consumer:
y S y Sy y y

ase of reference, common rules have been sequentially enumerated, and are presented
b guidelines associated with a rule are provided, they are numbered sequentially after tha
1 in bold and italic font™. Choice of words in the rules, the guidelines and the terms and ¢
ned by maximizing the ability to map, on the one hand, to all the sources\of requiren
ess Operational View (BOV) of any e-business transaction, (e.g., commercial, legal,
bl adaptability, sectoral, etc.), frameworks of the day-to-day world of business, and, on th
pertaining to the Functional Services View (FSV) in support of BOV requirements, (e.g.,
ing information technology and communication services in support©f . commitment exchang
mong all parties involved in a business transaction).

Use of "jurisdictional domain”, and "jurisdiction® (and "country") in the con
business transaction and commitment exchange

brm "jurisdiction” has many possible definitions. Seme “jurisdictions” have accepted inter
while others do not. It is also common practice-to equate "jurisdiction" with "country”, alth
y no means synonymous. It is also common“practice to refer to states, provinces, lan
ries, municipalities, etc., as "jurisdictions",«and in contract law it is customary to specify a p
as having jurisdiction or a defined national body, or an international body as having jurisd
5 not legally enforceable), and so.on;*Finally, there are differing "legal" definitions of
brs of this part of ISO/IEC 15944 should understand that in this part of ISO/IEC 15944:

e use of the term "jurisdictional-domain” represents its use as a defined term; and,

e use of the terms “jurisdietion(s)” and/or “country(ies)” represents their use in their generic
b not imply that this part of ISO/IEC 15944 has any legal effect per se.

same time, a sét of external constraints of a jurisdictional domain lends itself to being mog
iption Using-the Open-Edi Scenario Template, Telecommunications Operations Map E

rio of an_external constraint of a jurisdictional domain, i.e., the USA, that provides a busi
work-fer'the enterprise process required for a telecommunications service provider. Here

exter

publiq pelicy are also addressed in this part of ISO/IEC 15944.

al’constraints of jurisdictional domains are a primary factor in choice of language and

s, etc.!
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rios and semantic components. For example, Annex "I" in ISO/IEC 15944-1:2011, titled, "Scenario

xample" is a
ness process
the fact that
application of

11

The working principle here is that of "coordinated autonomy", i.e., all parties are autonomous. Therefore, the extent to

which they cooperate, agree on common needs, business rules constraints, practices, etc., and reach agreement on
the same in form of precise rules, terms and definitions, etc., is a key influence on the creation of necessary standards

as

well as common scenarios, scenario attributes and scenario components.

12 For example, “Guideline 5G2” equals the second Guideline under Rule 5.
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0.7 Use of "identifier" as "identifier (in business transaction)" to prevent ambiguity

Clause 6.1.4 of ISO/IEC 15944-1:2011 focuses on the requirement for the unambiguous identification of
entities in business transactions. "Unambiguous" is a key issue in business transactions because states of
ambiguity and uncertainty are an anathema from commercial, legal, consumer and information technology
perspectives. Issues of unambiguousness apply to all aspects of a business transaction and even more so to
those which are EDI-based. Open-edi transactions anticipate that all entities are fully and clearly identified
prior to the transaction.

The ISO/IEC 15944 multipart standard serves as a methodology and tool for the specification and
unambiguous identification of Open-edi scenarios, scenario attributes and scenario components as re-useable
elements, i.e—as—re-useable—business—objects—in—support—of-common-business—transactions hese and
related objedtives of interoperability and re-usability of Open-edi scenarios and scenario components for

level of |certainty and explicitness required in the completeness of the sémantics of the recorded
information interchanged that is appropriate to the goal of a business transaction

[ISO/IEQ 15944-1:2011 (3.66)]
and "identifief (in business transaction)" as follows:
identifiey (in business transaction)

unambiguous, unique and a linguistically neutral value;’ resulting from the application of a rule-based
identification process

NOTE |ldentifiers must be unique within the identification scheme of the issuing authority.
[ISO/IEQ 15944-1:2011 (3.27)]

Thus, readefs of this part of ISO/IEC.15944 should understand that the "identifier" in this part of
ISO/IEC 15944 is used as a defined tetm as "identifier (in a business transaction)".™

0.8 Use pf “privacy protection” in the context of business transaction and commitment
exchange

Jurisdictional[domains_such as UN member states (and/or their administrative sub-divisions), have enacted
various “privacy” laws, “data protection” laws, “protection of personal information” laws, etc., (as wgll as
pursuant regplations). Some of these sources of legal requirements focus on the protection of pefsonal
information in IJ» systems only, (e.g., “data protection”), while others focus on the protection of pefsonal
information itrespective of the medium S used far the recaording of personal information and/br its

communication to other Persons.

13 This is a summary of ISO/IEC 15944-1:2011, Clause 6.1.4 "Business transactions: Unambiguous identification of
entities". See also Annex C in ISO/IEC 15944-1 titled Unambiguous Identification of Entities in a Business Transaction
which provides the informative and explanatory text for the rules and definitions in Clause 6.1.4.

14 |dentifiers in business transactions can be simple or composite identifiers. This is dependent on (1) the rules
governing "identifiers" as a rule-based process; (2) the "registration schema" used (as well as any permitted combinations
of the same).

15 “Medium” is a defined concept. {See ISO/IEC 15944-1:2011, Clause 6.4. “Rules governing the data component”, and
its Clause 6.4.1 “Recorded informaton™}.
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In the case of personal information, this is currently defined by most jurisdictional domains to be a specific
sub-set of recorded information relating to the Person as an “individual” — where the qualities of such type of
Person are that they must be an identifiable, living individual. So this may only apply to some proportion of the
specific role players in a business transaction (including their personae) and not others.

This part of ISO/IEC 15944 incorporates the common aspects of such laws and regulations as pertaining to
privacy protection, applicable at the time of publication only. The concept of “privacy protection” also
integrates these various sets of legal and regulatory requirements and does so from a public policy
requirements perspective. {See below at Clause 6.3 and Clause 7}

It has to be borne in mind that the delivery of “privacy protection” requires action both at the business level
(BOV, i j j i ion once it has
passgd through an Open-edi transaction, they may have the potential to compromise technical)dontrols (FSV)
that may have been applied. It is essential that business models take account of the~need to establish
overafching business processes that address issues that have not been, and/or canngt)be resolved by the
technjcal FSV controls applied so as to provide the overall privacy demands of regulatien that myist be applied
to personal data, their use, proscribed dissemination and so on. In this regard, the linterplay of the BOV and
FSV Yiews of all organizations must be taken into account.

0.9 (Organization and description of this document

This part of ISO/IEC 15944 identifies basic common requirements( of* privacy protection requirements, as
extermal constraints of jurisdictional domains, on the modelling of‘a)business transaction throygh scenarios
and sfenario components.

Following Clauses 0, 1, 2, 3 and 4, which have common cantent in the multipart standard, Clauseg 5 introduces
a fundamental set of principles and assumptions governing privacy protection requirementg in business
transactions involving individuals as Persons. The essential aspects of eleven common privdcy protection
principles have been identified and their requirements are captured in the form of rules. Alsg, included in
Clause 5 are exclusions and rules for tagging.(or’labelling) data elements in support of privdcy protection
requifements.

The importance of the concept of “collaboration space” introduced in ISO/IEC 15944-4 is carried forward and
adapfed in the privacy protection contéxt in Clause 6, as the “privacy collaboration space (PGS)”. Refer to
ISO/IEC 15944-4 in order to understand and use the concept of collaboration space and gpply it in an
ISO/IEC 15944-8 context. Generic-public policy requirements which apply whenever individualg engage in a
busingss transaction, i.e., as a‘buyer, are summarized in Clause 7, which is based on ISO/IEC 19544-5. Refer
to ISQ/IEC 15944-5 in order to understand and use of the concept of public policy requiremeénts. (Privacy
proteg¢tion is one of several common public policy requirements; others include consumer pfotection and
indiviflual accessibility:)*Clause 7 concludes by noting that privacy protection is a right of an “individual” only
and npt of an organization or public administration.

The g¢stablishment, management and use of the different identities that an individual has, is|the focus of
Clause 8. Here the generic principles and rules already stated in ISO/IEC 15944-1 pertaining fo Person are
used,| being/placed in a privacy protection requirements context. These include “persona”, “id¢ntifiers” (and
their @ssighment by Registration Authorities), signature, individual identity (ii)”, authentication, re¢ognition, i.e.,

as a recognized Individual identity (ri), recognized individual name (RIN), etc.

Many aspects of the individual as a sub-type of Person and the resulting link to privacy protection were
anticipated in the development of ISO/IEC 15944-1 and ISO/IEC 15944-5. The purpose of Clause 9 is to
consolidate those which apply to an individual, and do so in a privacy protection requirements context.
Clause 9 addresses role qualifications of an individual, a legally recognized name (LRN), truncation of LRNs,
anonymization and use of pseudonyms.

Clause 10 focuses on the process component of the Business Transaction Model (BTM) which is constructed
of five fundamental activities: planning, identification, negotiation, actualization and post-actualization. Here
the generic rules in Clause 6.5 of ISO/IEC 15944-1:2011 are brought forward, and those which pertain to an
individual as a buyer are adapted and applied from a privacy protection perspective.
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Similarly, Clause 11 focuses on the data component of the BTM and brings forward in summary form
applicable concepts and rules in ISO/IEC 15944-1 and ISO/IEC 15944-5 in the context of privacy protection
requirements. Specific aspects addressed in Clause 11 include the role or the business transaction identifier
(BTI), change management and records retention of personal information, and associated data
synchronization requirements, for personal information among all parties to a business transaction as well as
date/time referencing.

As in ISO/IEC 15944-1, ISO/IEC 15944-2, and ISO/IEC 15944-5, Clause 12 provides a checklist through the
use of templates, to guide the user through the mechanics of determining the source of the external
constraints where these are jurisdictional domains; and of determining the adequacy of a scenario
specification as well as of available scenario components.

Finally, annexes are provided for elaboration of points raised in the main body.

Annex A is al|consolidated list of the definitions and their associated terms used in this part of ISO/IEC 15944
in ISO English and ISO French. As stated in the main body of this part of ISO/IEC 15944) the isque of
semantics and their importance of identifying the correct interpretation across official aspects,is critical.

Annex B identifies rules stated in the other parts of ISO/IEC 15944 that are applicable to this pprt of
ISO/IEC 15944. Annex C is common to ISO/IEC 15944-2, ISO/IEC 15944-4,and ISO/IEC 15944-5. It
summarizes the Business Transaction Model (BTM). Annex D presents, in sumniary form, an integrated [set of
information life cycle principles (ILCM) in support of information law compliance*from a jurisdictional dpmain
perspective.

The purpose |of Annex E is to bring forward and highlight the key concepts and their definitions applicgble to
the establishinent and management, etc., of the multiple identities of'a single individual.

Annex F provides the primitive and essential set of coded domains whose interworking is required in orfder to
be able to $upport state changes and record retentiorirequirements in support of privacy protgction
requirements| '®

16 The coded domains presented in this Annex F are an application in a privacy protection context of those stated in
Clause 6.6.4 of ISO/IEC 15944-5:2008, which presents a high level generic approach. The reason that this normative text
is in an annex is to facilitate its possible future use of a new part of ISO/IEC 15944 which takes these coded domains as
new part of ISO/IEC 15944.
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Information technology — Business Operational View —

Part 8:
Identification of privacy protection requirements as external
constraints on business transactions

1.1
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jcope

Statement of scope
art of ISO/IEC 15944

ovides method(s) for identifying, in Open-edi modelling technologies and development of §
jditional requirements in Business Operational View (BOM), specifications for identifying
xternal constraints to be applied to recorded information ‘in business transactions relatin
formation of an individual, as required by legal and<egulatory requirements of applicablg
bmains having governance over the personal infermation exchanged among parties t
Ansaction;

cenarios, the
he additional
j to personal
jurisdictional
b a business

tegrates existing normative elements in _support of privacy and data protection requirements as are

ready identified in the current editions of ISO/IEC 14662 and ISO/IEC 15944-1, ISO
O/IEC 15944-4, and ISO/IEC 15944-5 which apply to information concerning iden|
dividuals as buyers17 in a business-tkansaction or whose personal information is used in the

ovides overarching operational-best practice’ statements for associated (and not necessar
ocesses, procedures, practices and governance requirements that must act in support of
nd enforcing technical mechanisms needed to support privacy/data protection requiremer
r the implementation in Open-edi transaction environments;

entifies and provides a sample scenario and implementation (use case) for one or more
ivacy/data protection in business transactions; and,

ovides-guidelines on the need for procedural mechanisms in the event that mandatory dig
transactional information must be implemented.

This

IEC 15944-2,
tifiable living
transaction;

ly automated)
implementing
ts necessary

use cases of

closure rules

irements of a

privacy protection environment, as legal requirements represented through jurisdictional domains, on business
transactions, and also integrates the requirements of the information technology and telecommunications
environments.

This part of ISO/IEC 15944 contains a methodology and tool for specifying common classes of external
constraints through the construct of "jurisdictional domains". It meets the requirements set in ISO/IEC 15944-1
and ISO/IEC 15944-2 through the use of explicitly stated rules, templates, and Formal Description Techniques
(FDTs).

17 As stated in Clauses 6.2.4 — 6.2.8, and Figure 18 of ISO/IEC 15944-1:2011, a natural person who provides a good,
service and/or right is deemed to be an organization. Most jurisdictional domains also view an unincorporated activity
providing a good, service and/or right to be an organization. {See further ISO/IEC 6523}
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1.2 Exclusions

1.2.1 Functional Services View (FSV)

This part of ISO/IEC 15944 focuses on the BOV aspects of a business transaction, and does not concern itself
with the technical mechanisms needed to achieve the business requirements (the FSV aspects, including the
specification of requirements of a Functional Services View (FSV) nature which include security techniques
and services, communication protocols, etc.). The FSV includes any existing standard (or standards
development of an FSV nature), which have been ratified by existing 1ISO, IEC, UN/ECE and/or ITU standards.

1.2.2 Internal behaviour of organizations (and public administration)

Excluded frg
requirements
behaviours o
behaviours p
As such, excl
1) internal u
organizat
2) implemer
controls

requirem
obligatior]

This should 1
model interng

1.2.3

From a publ
person” who
of which that
inherent righ
placed in an
domains hav

m the scope of this part of ISO/IEC 15944 is the application of privacy prot
within an organization itself. The Open-edi Reference Model, considers these to,‘be in
f an organization and thus not germane to business transactions (which focus.on ex
brtaining to electronic data interchange among the autonomous parties to a businéss transz
uded from the scope of this part of ISO/IEC 15944 are any:

se and management of recorded information pertaining to an identifiable organization Pers
on (or public administration) within an organization; and,

tation of internal information management controls, internal proc¢edural controls or opera
vithin an organization or public administration necessary forif-to comply with applicable p|
ents that may be required in observance of their lawful or contractual rights, dutie
s as a legal entity in the jurisdictional domain(s) of which they are part.

ot be taken to mean that an organization could not‘adapt this part of ISO/IEC 15944 in or|
I behaviour if they so wished, say when moving.personal data within the organization.

“organization Person”

¢ policy privacy protection requireménts perspective, an “organization Person” is a “n
bcts on behalf of and makes commitments on behalf of the organization (or public administ
natural person is an “organijzation part”’. But, as an “organization Person, they do not
s to privacy. Privacy protection requirements which do apply to an organization Persg
bmployee-employer context with associated contractual elements. In addition, some jurisdig
b privacy protection laws and regulations which apply specifically to employees of their

administrations.

As such, fror
makes comm
make decisio
{See further |
public admin
exchange for

124 Ove

N a business transaction perspective, it is an internal behaviour of an organization, as t
itments on behalf of an organization or public administration. How and why organization Pq
ns and cemmitments is not germane to the scope and purpose of this part of ISO/IEC 1
BSO/IEC\16944-1:2011, Clause 6.2 “Person and external constraints: Individual, organizatio
istration” as well as its Figure 17 “lllustration of commitment exchange versus inforn
organization, organization part(s) and organization Person(s)”}

bction
ternal
ternal
ction).

on an

tional
rivacy
5 and

der to

atural
ation)
ttract
n are
tional
public

b who
rsons
5944
h, and
nation

rlap of and/or conflict among jurisdictional domains as sources of privacy protection

requirements

A business transaction requires an exchange of commitments among autonomous parties. Commitment is the
making or accepting of a right, an obligation, liability or responsibility by a Person. In the context of a business
transaction, the making of commitments pertains to the transfer of a good, service and/or right among the
Persons involved.

Consequently, it is not an uncommon occurrence, depending on the goal and nature of the business
transaction, that the Persons (and parties associated) are in different jurisdictional domains, and that multiple
sets of external constraints apply, and overlap will occur. It is also not an uncommon occurrence that there is
overlap among such sets of external constraints and/or conflict among them. This is also the case with respect
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to laws and regulations of a privacy protection nature. Resolving issues of this nature is outside the scope of
this part of ISO/IEC 15944.

However, modelling business transaction as scenarios and scenario components as re-useable business
objects may well serve as a useful methodology for identifying specific overlaps and conflicts (thereby serving
as a tool for their harmonization, if only within the context of a specific transaction).

The application of business semantic descriptive techniques to laws, regulations, etc., of jurisdictional
domains and their modelling of such sets of external constraints as scenarios and scenario components is an
essential step to their application in a systematic manner to (electronic) business transactions (and especially
e-government, e-commerce, e-education, etc.).

Opentedi business agreement descriptive techniques methodologies can serve as a tool in the |
and sjmplification of external constraints arising from jurisdictional domains.

NOTH| This part of ISO/IEC 15944 is based on the following assumptions:

1) the privacy protection requirements of the individual, as a buyer in a business)transaction, aré

i

2) where the seller is in a jurisdictional domain other than that of the_.individual, as the buyer,

1.2.5

Excluded from the scope of this part of ISO/IEC 15944 is *publicly available personal informatior

busin
(parti

Fore

2) mlake use of any personal information declared to be of a public information by a regulation
Igw or regulation of the applicable jurisdictional domain; and, or,

3) include that which the*individual itself chose to make public, (e.g., via one or more In

In a privacy protection context, publicly available personal information is defined as follows:

tfansaction; and,

Klows of Personal Data”.[See further below Clause 2.2]

Aublicly-available personal information (PAPI)

yrisdictional domain in which the individual made the commitments associated)with the instant

50/IEC 15944 incorporates and supports the “OECD Guidelines on the-Rrotection of Privacy and Tre

Publicly available personal information

Bss transaction context, the seller does not collect\personal information of this nature from
tularly in the “planning phase” of the business tfansaction process).

ample, the seller in advertising product to the market may:

pplications such@as-*Facebook”).

armonization

those of the

ated business

this edition of
nsborder Data

” (PAPI). In a
the individual

plblish personal information that is\“publicly available personal information, such as that found in
tglephone directories;

based on an

ternet based

pgersonal information about an individual that the individual knowingly makes or permits to be made

available to the public, or is legally obtained and accessed from: (a) government records that are
available to the public; or, (b) information required by law to be made available to the public

EXAMPLE 1

Examples of personal information which an individual knowingly makes or permits to be made

available include public telephone directories, advertisements in newspapers, published materials, postings of a

S

imilar nature on the internet, etc.

EXAMPLE 2 Examples of government records that are publicly available include registers of individuals who are
entitled to vote, buy or sell a property, or any other personal information that a jurisdictional domain requires to be
publicly available, etc.

Further, determining whether or not personal information is of a “PAPI” nature is also excluded from the scope
of this part of ISO/IEC 15944.
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1.3 Aspects currently not addressed

This part of ISO/IEC 15944 focuses on the essential and basic aspects of privacy protection requirements.
The purpose of this Clause is to identify aspects not currently addressed. These will be addressed in either:

1/SC,

nized
of an

rivacy
public

order

of an

rivacy
of an

a) an Amendment to this part of ISO/IEC 15944,

b) new editions of this part of ISO/IEC 15944,

c) through a new part of ISO/IEC 15944,

d) in a new-editien-ofanexistingpartoHSOAHECH5944(asmeay-be-appheable);

e) through a new edition of an existing standard of ISO/IEC JTC1, or another existing ISO/IEC\JTG
or ISP, IEC or ITU; and/or,

f) new gtandard(s) by any of the above noted committees.

ISO/IEC 15944-8 also does yet address the following requirements:

1) differences in equality in the use of official languages by an individGal, in being informed and
exerdgising privacy protection rights within a jurisdictional domain'®;

2) interworking between privacy protection and consumer protéction requirements as two se¢ts of
exterhal constraints applicable to an individual as a buyer in a business transaction;

3) identification and registration of schemas involving the control and management of legally recog
namgs (LRNs) as personas and associated unique identifiers for the unambiguous identification
individual and/or the role qualification of an individuakin a specific context;

4) more| detailed information management and“audit requirements pertaining to ensuring p
proteftion of personal information that sheuld be enacted by and among organizations and
admipistrations as parties to a business transaction;

5) more|detailed rules and associated, text pertaining to the BOV perspective with respect to transk
data flows of personal information;

6) inter-pperation between jurisdictional domains where they do not possess defined equivalents t¢ their
protection requirements-(interoperability) or where protection requirements simply are different;

7) instapces in which privacy protection requirements continue to apply to the personal information
individual after his/her death;

In additionsfrom a business transaction perspective, there may be some continuity in p
proteftionrequirements, (e.g., those pertaining to temporal aspects of post-actualization aspects

instaptiated business transaction, (e.g., health care matters, warranties on products, service con

racts,

rights (including IP), etc.). Instantiated business transactions may require personal information to be
retained and continue to be protected following the death of the individual.

18 This part of ISO/IEC 15944 focuses on the essential basic, i.e. primitive, aspect of jurisdictional domains as sources of
external constraints. As such this edition of ISO/IEC 15944-8 does not address differences in status that may exist among
official languages within a jurisdictional domain. It is not uncommon that where a jurisdictional domain has three or more
official languages that not all of these have equal status. For example, for use of some official language(s) in a
jurisdictional domain, there could be criteria such as “where and when numbers warrant”, “there is a significant demand for
communication with and services from a public administration in that language”, etc. This impacts both the language in
which personal information is recorded by an organization or public administration as well as the language of
communications of the individual with the organization in a business transaction.
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D) the use of biological characteristics and attributes of an individual which require the phys
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NOTE 1 This may also include a settlement of wills, probate, investments, etc., pertaining to
once proved deceased.

that individual

NOTE 2 Tax information filed has 4-6 years record retention requirements in most jurisdictional domains. In
some jurisdictional domains, tax matters are confidential and in others they are public. The status of personal

information may change as a result of litigation and public hearings.

NOTE 3 Instantiated business transactions may require personal information to be retained and
protected following the death of an individual, (e.g., many credit card agreements exist after th
credit card holder).

NO 4

consequent upon the death of the individual.

personal information found in journalistic reports:

The use of personal information in a business transaction which is fouhd in journ
including news items, public broadcasts, items published by news media‘@about an indivig
information published and made available by third parties on the internety/(e.g., via Goog
Twitter, etc.), which in some jurisdictional domains is held to be “incthe public interest”, is
in this part of ISO/IEC 15944.

continue to be
e death of the

on individuals

blistic reports
ual, personal
e, Facebook,
not included

The reasons for exclusion are that a journalistic report Containing personal informafjon about an

individual:

e may contain inaccurate information, allegations, and thus should not (can not)
“personal information”;

e may be subject to libel and other legal actions by the individual;
e efc.

Further issues pertaining to privacy protection versus journalistic reports on identifie
resulting in the publishing of personal information is a “grey area” which courts in varioug
domains are addressing and(thus not yet resolved;

this part of ISO/IEC 15944 does not address the question of negotiated consent, but rat
the simplest case, that a scenario may be registered which includes a specific form of co
of an individual’and are physically “taken” from an individual in a particular context and f

role action of an individual;

Theserinclude the use of biometrics, biological (such as hair, blood, DNA samples), den
ete.

be used as

d individuals
jurisdictional

her considers
hsent within it;
ical presence
pr a specified

istry records,

11) the application of the rights of individuals who are disabled as stated in the “UN Convention on the

Rights of Persons with Disabilities” (2006)"°;

Of particular importance here is that this UN Convention takes as its basis the need to support
individuals with disabilities to be a fully functioning member of society means that information
necessary for these individuals to be able to make commitments including the undertaking of business
transactions shall be made available in a form and format so that the semantics are fully
communicated, the individual is able to have informed consent, etc.

19 Most, if not all, of the jurisdictional domains of the P-members of ISO/IEC JTC1 are signatories to this UN Convention
and are enacting the requirements of this UN Convention into their domestic legislation.
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12) this part of ISO/IEC 15944 does not address the role of an “ombudsperson”, “Privacy Commissioner”,
a “Data Protection Commissioner”, etc., who serves as an independent adjudicator of complaints and
ensures compliance with privacy protection requirements (including of internally of the organization or
public administration themselves);

Many jurisdictional domains provide for the role of an ombudsperson which may be a role similar in
application to public administration.

13) detailed rules pertaining to the use of agents and/or third parties by a seller in a business transaction

This includes their qualification and assurance of compliance with applicable privacy protection

requi

ements for the nersonal information pertainina to a business transaction
Lid Ll ~J

ent acting on behalf of an individual

14) an adg

Anin
to re

dividual may request an agent to act on its behalf and this may or may not includethe indi

vidual
juire the agent not to reveal the individual identity or any personal infermation abodit the

indivigual, i.e., as an anonymous “client” of the agent.

15) detailed rules governing the requirement to tag (or label) at the data elements (or field) level which
form |part of personal information of an individual generally as is réquired for as the buginess
transpctions(s) and its associated BTI(s);

16) mergers and acquisitions
It is gresumed that when an organization “A” merges with,-ef.is acquired by another organizatign “B”,
that the privacy protection requirements applicable te)personal information under the confrol of
orgarfization “A” continue to apply and be enforced. Itis.also assumed the personal information under
the cpntrol of organization “A” remains under its control and that a merger with or acquisitipn by

orgar
orgar
inforn

17) ICT 4

ization “A” without the express and informed consent of the individuals whose pe
hation is/was organization “A”.

nd other service providers

It is
servig
shall
orgar
priva

18) data

presumed that any ICT (orCother) services provider which is under contract to provid
not access or use such personal information processed as part of its services offering t
ization, unless it has-a formal contractual arrangement to do so, in compliance with appl
y protection requirements.

mining

It is also presumed that an organization shall ensure that any data mining activities undertak

itself

(or, Via“an agent or third party on its behalf) shall be in compliance with applicable p

prote

ctiof/requirements, and not involve any secondary use or any other use of personal inforn

for wi

T the ndividual(S ) concermed tave not provided expiicitty nformed—consent.

19) formal Conformance Statements

ization “B” does not allow organization “B” €0 access and/or use personal information hg¢ld by

sonal

e ICT

es to an organization or (public administration (which has personal information under its control)

Db that
cable

en by
rivacy
nation

Clause 13 below deals with conformance requirements at the most primitive level only. More detailed
conformance statements with associated rules and procedures are required in implementation. It is
also necessary to ensure that any such conformance statement, i.e., declaration by an organization or
public administration is “verifiable”.

20) linkages and similarities between privacy protection and consumer protection requirements

Many of the external constraints pertaining to personal information of a privacy protection nature in a business
transaction are similar to consumer protection requirements. {See further below Clause 7.2.2}
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It is anticipated that some or all of these requirements will be addressed in future editions of ISO/IEC 15944-8
or in companion standards or technical reports (including possible new parts of ISO/IEC 15944).

1.4 IT-systems environment neutrality

This part of ISO/IEC 15944 does not assume nor endorse any specific system environment, database
management system, database design paradigm, system development methodology, data definition language,
command language, system interface, user interface, syntax, computing platform, or any technology required
for implementation, i.e., it is information technology neutral. At the same time, this part of ISO/IEC 15944
maximizes an IT-enabled approach to its implementation and maximizes semantic interoperability.
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2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

21

ISO/IEC, ISO and ITU?®

ISO 639-2:1998(E/F), Codes for the representation of names of languages — Part 2: Alpha-3 code/Codes
pour la représentation des noms de langue — Partie 2: Code alpha-3

ation/Travaux

ISO/IEC 2382 (all parts) (E/F), Information technology — Vocabulary/Technologies de linformation —
Vocabulaire

ISO 3166-1:2006(E/F), Codes for the representation of names of countries and-their subdivisipns — Part 1:
Country codes/Codes pour la représentation des noms de pays et de leur 'subdivisions — Pgrtie 1: Codes
pays

ISO 3166-2:2007(E/F), Codes for the representation of names of countries and their subdivisipns — Part 2:

Coun
Code

ISO 5

ISO/I

Techmologies de l'information — Codes de représentation des sexes humains

ry subdivision code/Codes pour la représentation des noms de-pays et de leurs subdivisior
pour les subdivisions de pays

127:2001(E), Information and documentation — VocabuUlary

FC 5218:2004(E/F), Information technology — Codes for the representation of h

s — Partie 2:

Uman sexes/

ISO/IEC 6523-1:1998(E/F), Information technology — Structure for the identification of orgapizations and
organization parts — Part 1: Identification of organization identification schemes/Technologies de
l'information — Structures pour l'identification des organisations et des parties d'organisations — Partie 1:

Ident

1SO/I
orgari
l'infor

fication des systemes d'identification d'organisations

FC 6523-2:1998(E/F), Information technology — Structure for the identification of orga
ization parts Part 2: 'Registration of organization identification schemes/Tech
mation — Structures pour l'identification des organisations et des parties d'organisation

hizations and
nologies de
s — Partie 2:

Enregistrement des systémes d'identification d'organisations

ISO/IEC 7501-1:2008(E), Identification cards — Machine readable travel documents — Part 1. Machine
readdble passport

ISO/IEC 7504-21997(E), Identification cards — Machine readable travel documents — Palt 2: Machine
readgble visa

ISO/IEC-7501-3:2005(F),_Identification cards — Machine readable fravel documents — Part 3: Machine

readable official travel documents

ISO/IEC 7812-1:2006(E), Identification cards — Identification of issuers — Part 1: Numbering system

ISO/IEC 7812-2:2007(E), Identification cards — Identification of issuers — Part 2: Application and registration
procedures

20 For standards referenced for which both English and French versions are available both the English and French
language titles are provided. This is independent of whether the English and French language versions of the standard are
published as a single document or as separate documents. For those standards which are available in English only, only
the English language title is provided.
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ISO 8601:2004(E), Data elements and interchange formats — Information interchange — Representation of
dates and times

ISO/IEC 14662:2010(E/F), Information technology — Open-edi reference model/Technologies de
l'information — Modeéle de référence EDI-ouvert

ISO/IEC 15944-1:2011(E), Information technology — Business Operational View — Part 1: Operational
aspects of Open-edi for implementation

ISO/IEC 15944-2:2006(E), Information technology — Business Operational View — Part 2: Registration of
scenarios and their components as business objects

ISO/IEC 15944-4:2007(E), Information technology — Business Operational View — Part4: Buginess
transactions @nd scenarios — Accounting and economic ontology

ISO/IEC 15944-5:2008(E), Information technology — Business Operational View — Part 5: Identification and
referencing of requirements of jurisdictional domains as sources external constraints

ISO/IEC 15944-7:2009(E), Information technology — Business Operational Views— Part 7. eBusiness
vocabulary

ISO 19108:2002(E), Geographic information — Temporal schema

ISO/IEC 19501:2005(E), Information technology— Open Distributed:. Processing — Unified Mogeling
Language (UML) Version 1.4.2%'

ISO 22857:2004(E), Health informatics — Guidelines on data<{protection to facilitate trans-border flows of
personal health information

2.2 Referénced specifications?
APEC Privacy Framework. (2005)
Charter of thg United Nations (as signed 1945 and Amended 1965, 1968, and 1973+), United Nations (UN).
Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal data and on the free movement of such data ([1995)
Directive
OECD Guide|ines on the Protection of Privacy and Transborder Flows of Personal Data (1980)

UN Convention on the Rights of Disabled Persons (2006+)

Vienna Convéntion of the Law of Treaties (1969), United Nations (UN)

21 Throughout this part of ISO/IEC 15944, ISO/IEC 19501:2005 is simply referenced as “UML”".

22 All references in this sub-clause were correct at the time of approval of this part of ISO/IEC 15944. The provisions of
the referenced specifications, as identified in this sub-clause, are valid within the context of this part of ISO/IEC 15944.
The reference to a specification within this part of ISO/IEC 15944 does not give it any further status within ISO/IEC; in
particular, it does not give the referenced specification the status of an International Standard.
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3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1

address
set of data elements that specifies a location to which a recorded information item(s), a business
object(s), a material object(s) and/or a person(s) can be sent or from which it can be received

NOTE

NOTE=

1 An address can be specified as either a physical address and/or electronic address.

2 In tha identification—referencina-and-retrievina-of registerad-business-obiecte it is-nacessan,t
THtHE—TE B EaOHToter BRI g—aReTe eV GO o gTStoree—ous ) ERRATRAan 2 Fy—t

state whether

the pe

NOTE
(OeS)

rtinent recorded information is available in both physical and virtual forms.

3 In the context of Open-edi, a “recorded information item” is modelled and registered as an Op4
Information Bundle (IB) or Semantic Component (SC).

[ISO/IEC 15944-2:2006 (3.1)]

3.2
agen

Person acting for another Person in a clearly specified capacity in the-context of a business tra

NOTH

Excluded here are agents as "automatons" (or robots, bobots, etc.). In ISO/IEC 14662:2009, "a

bn-edi scenario

nsaction

Ltomatons" are

recognized and provided for but as part of the Functional Service View\(FSV) where they are defined as an "Information

Proce

Esing Domain (IPD)".

[ISO/IEC 15944-1:2011 (3.1)]

33

anon
proc
indiv

NOTE

ymization
ss whereby the association between\a set of recorded information (SRI) and 3
dual is removed where such an assqgciation may have existed

Adapted from ISO 25237.

3.4
attri

te

chargcteristic of an object.or-entity

[ISO/IEC 11179-3:2003(3.1.3)]

3.5

authgntication
provigion of @ssurance of the claimed identity of an entity

[ISO/IEC™0181-2:1996 (3.3)]

h identifiable

3.6

authenticity
property that ensures that the identity of a subject or resource is the one claimed. Authenticity applies to
entities such as users, processes, systems and information

NOTE

[1SO/I

Authenticity applies to entities such as users, processes, systems and information.

EC TR 13335-1:1996 (3.3)

© I1SO 2012 — All rights reserved
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3.7
business

series of processes, each having a clearly understood purpose, involving more than one Person, realised
through the exchange of recorded information and directed towards some mutually agreed upon goal,
extending over a period of time

[ISO/IEC 146

3.8

62:2010 (3.1.2)]

business event
occurrence in time that partners to a business transaction wish to monitor or control

NOTE 1
transaction a

phases of planhing, identification, negotiation, actualization, and post-actualization.

NOTE 2
(1) internal as

(2) reference s
the ISO 8601 &
[ISO/IEC 159

3.9

business ob
unambiguou
scenario cor

NOTE As
[ISO/IEC 159
3.10

Business Of
perspective g
and commitr

[ISO/IEC 146

3.11

business tr
predefined s
explicitly sha

Bukiness events are the workflow tasks that business partners need to accomplish to complete achu

Ogceurrences in time can either be:

ng themselves. As business events occur, they cause a business transaction to move through'its"V

utually agreed to among the parties to a business transaction; and/or,

ome common publicly available and recognized date/time referencing schema, (e.g., one based on
nd/or ISO 19135 standards).

14-4:2007 (3.5)]

ect

hponent of a business transaction

an “object”, a “business object” exists only in the context of a business transaction.

14-2:2006 (3.6)]

erational View (BOV)

f business transactions limited to those aspects regarding the making of business dec
nents among Persons, which’are needed for the description of a business transaction
62:2010 (3.1.3)]

saction

t of activities~and/or processes of Persons which is initiated by a Person to accompli
ed business goal and terminated upon recognition of one of the agreed conclusions by

involved Pe

[ISO/IEC 14

Ins although some of the recognition may be implicit

2:2010 (3.1.4)]

siness
arious

using

sly identified, specified, referenceable, registered ‘and re-useable Open-edi scenario or

sions

sh an
il the

3.12
business tra

nsaction identifier (BTI)

identifier assigned by a seller or a regulator to an instantiated business transaction among the Persons

involved

NOTE 1

business transaction)”.

NOTE 2

The identifier assigned by the seller or regulator shall have the properties and behaviours of an “identifier (in a

As an identifier (in a business transaction), a BTl serves as the unique common identifier for all Persons

involved for the identification, referencing, retrieval of recorded information, etc., pertaining to the commitments made and
the resulting actualization (and post-actualization) of the business transaction agreed to.

12
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NOTE 3 A business transaction identifier can be assigned at any time during the planning, identification or negotiation
phases but shall be assigned at least prior to the start or during the actualization phase.

NOTE 4  As and where required by the applicable jurisdictional domain(s), the recorded information associated with the
business transaction identifier (BTI) may well require the seller to include other identifiers, (e.g., from a value-added good
or service tax, etc., perspective) as assigned by the applicable jurisdictional domain(s).

[ISO/IEC 15944-5: 2008 (3.12)]

3.13

buyer
Person who aims to get possession of a good, service and/or right through providing an acceptable
equivplent value, usually In money, to the Person providing such a good, service and/or right

[ISO/IEC 15944-1:2011 (3.8)]

3.14
chargcteristic
abstraction of a property of an object or of a set of objects

NOTE| Characteristics are used for describing concepts.
[ISO 1087-1:2000 (3.2.4)]

3.15
chargcter set
finite set of different characters that is complete for a given purpose

EXAMPLE The international reference version of the character set of ISO 646-1.
[ISO/IEC 2382-4:1999 (04.01.02)]

3.16
classjfication system
systeatic identification and arrangement of business activities and/or scenario components into
categpries according to logically structured conventions, methods and procedural rules as gpecified in a
classification schema

NOTE/1  The classification‘code or number often serves as a semantic identifier (Sl) for which one gr more human
interface equivalents (HIEs)-exist.

NOTE|2  The rules‘ef a classification schema governing the operation of a classification system at times Jead to the use
of ID podes which~have an intelligence built into them, (e.g., in the structure of the ID, the manner in which it can be
parsed, etc.). Herethe use of block-numeric numbering schemas is an often used convention.

[ISO/EC {5944-5:2008 (3.17)]

3.17
code
data representation in different forms according to a pre-established set of rules

NOTE In this part of ISO/IEC 5944 the "pre-established set of rules" are determined and enacted by a Source
Authority and must be explicitly stated.

[ISO 639-2:1998 (3.1)]

3.18

code (in coded domain)

identifier, i.e.,, an ID code, assigned to an entity as member of a coded domain according to the pre-
established set of rules governing that coded domain
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[ISO/IEC 15944-5:2008 (3.19)]

3.19

coded domain

domain for which (1) the boundaries are defined and explicitly stated as a rulebase of a coded domain
Source Authority; and (2) each entity which qualifies as a member of that domain is identified through the
assignment of a unique ID code in accordance with the applicable Registration Schema of that Source
Authority

NOTE 1 The rules governing the assignment of an ID code to members of a coded domain reside with its Source
Authority and form part of the Coded Domain Registration Schema of the Source Authority.

NOTE 2  Sopurce Authorities which are jurisdictional domains are the primary source of coded domains.

NOTE 3 A poded domain is a data set for which the contents of the data element values are predetermingd and

defined accordjng to the rulebase of its Source Authority and as such have predefined semantics.

NOTE 4  Aspociated with a code in a coded domain can be:

- one and/or more equivalent codes;

- one and/or more equivalent representations especially those in the form of Human Interfacé Equivalent (HIE) (linguistic)
expressions.

NOTE 5 In g coded domain the rules for assignment and structuring of the ID codes must be specified.

NOTE 6 Where an entity as member of a coded domain is allowed to haye, ‘.., assigned, more than one ID code, i.e.,
as equivalent ID codes (possibly including names), one of these must be spetified as the pivot ID code.

NOTE 7 A poded domain in turn can consist of two or more eeded domains, i.e., through the application |of the
inheritance prifciple of object classes.

NOTE8 A poded domain may contain ID code which pertains to predefined conditions other than qualificafion of
membership of entities in the coded domain. Further, the rules governing a coded domain may or may not provide for user
extensions.

EXAMPLE Common examples include: (1) the-use of ID Code "0" (or "00", etc.) for “Others, (2) the use of 10 Code
"9" (or "99", etq.) for “Not Applicable”; (3) the uselef “8” (or “98”) for “Not Known”; and/or, if required, (4) the pre-resefvation
of a series of I[D codes for use of “user extensions”.

NOTE 9 In pbject methodology, entities which are members of a coded domain are referred to as instances of a ¢lass.
EXAMPLE In UML modelling notation, an ID code is viewed as an instance of an object class.
[ISO/IEC 159¢4-2:2006 (3:13)]

3.20
coded Domdin Registration Schema (cdRS)
formal definition“of both (1) the data fields contained in the identification and specification of an entity
forming part of the members a coded domain including the allowable contents of those fields; and, (2) the
rules for the assignment of identifiers

[ISO/IEC 15944-5:2008 (3.21)]

3.21

coded domain Source Authority (cdSA)

Person, usually an organization, as a Source Authority which sets the rules governing a coded domain

NOTE 1 Source Authority is a role of a Person and for widely used coded domains the coded domain Source Authority
is often a jurisdictional domain.
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NOTE 2  Specific sectors, (e.g., banking, transport, geomatics, agriculture, etc.), may have particular coded domain
Source Authority (ies) whose coded domains are used in many other sectors.

NOTE 3 A coded domain Source Authority usually also functions as a Registration Authority but can use an agent, i.e.,
another Person, to execute the registration function on its behalf.

[ISO/IEC 15944-2:2006 (3.14)]

3.22

collaboration space

business activity space where an economic exchange of valued resources is viewed independently and not
from the perspective of any business partner

NOTE| In collaboration space, an individual partner's view of economic phenomena is de-emphasized. Thus, the
commpn use business and accounting terms like purchase, sale, cash receipt, cash disbursement,Jraw|materials, and
finishgd goods is not allowed because they view resource flows from a participant’s perspective.

[ISO/IEC 15944-4:2007 (3.12)]

3.23
commitment
makirlg or accepting of a right, obligation, liability or responsibility by a Person that is capable of enforcement
in the|jurisdictional domain in which the commitment is made

[ISO/IEC 14662:2010 (3.5)]

3.24
composite identifier
ident|fier (in a business transaction) functioning, as\a single unique identifier consisting of|one or more
other fidentifiers, and/or one or more other data elemeénts, whose interworkings are rule-based

NOTE|1 Identifiers (in business transactions) are for the most part composite identifiers.
NOTE|2  The rules governing the structure-and working of a composite identifier should be specified.

NOTE/3  Most widely used composite(identifiers consist of the combinations of:

- the |D of the overall identification/numbering schema, (e.g., ISO/IEC 6532, ISO/IEC 7812, ISO/IEC 7506, UPC/EAN,
ITU{T E.164, etc.), which is often-assumed;

- the ID of the issuing organization (often based on a block humeric numbering schema); and,

- the ID of the entities farming part of members of the coded domain of each issuing organization.
[ISO/IEC 15944+2:2006 (3.16)]

3.25
computational integrity
expregsion of a standard in a form that ensures precise description of behaviour and semanticg in a manner
that allows for automated processing to occur, and the managed evolution of such standards in a way that
enables dynamic introduction by the next generation of information systems

NOTE Open-edi standards have been designed to be able to support computational integrity requirements especially
from a registration and re-use of business objects perspectives.

[ISO/IEC 15944-2:2006 (3.17)]
3.26

constraint
rule, explicitly stated, that prescribes, limits, governs or specifies any aspect of a business transaction
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NOTE 1

attributes, roles, and/or information bundles.

NOTE 2
identifiers.

NOTE 3

Constraints are specified as rules forming part of components of Open-edi scenarios, i.e., as scenario

For constraints to be registered for implementation in Open-edi, they must have unique and unambiguous

A constraint may be agreed to among parties, (condition of contract) and is therefore considered an "internal

constraint". Or a constraint may be imposed on parties, (e.g., laws, regulations, etc.), and is therefore considered an

"external const

raint".

[ISO/IEC 15944-1:2011 (3.11)]

3.27
consumer
buyer who is

constraints ¢n a business transaction

NOTE 1 Co
business trans

NOTE2 Th
individual. If th
components as

NOTE 3 Iti
specified jurisd

[ISO/IEC 159

3.28
consumer p

set of external constraints of a jurisdictional domain as rights of a consumer and thus as obligations

possible liab
forming the
interchange r

NOTE 1 Ju
only to individd
purposes, i.e.,

NOTE 2 Ju
individuals wh
(13) birthday).

NOTE3 So
the good, servi

[ISO/IEC 159

an individual to whom consumer protection requirements are applied as a set,'off ex

nsumer protection is a set of explicitly defined rights and obligations applicable as extérnal constrain{
bction.

e assumption is that a consumer protection applies only where a buyer in( ajbusiness transactior
s is not the case in a particular jurisdiction, such external constraints should¢be specified as part of sg
applicable.

5 recognized that external constraints on a buyer of the nature of consumer protection may be peculi
iction.

14-1:2011 (3.12)]

otection

ities) of a vendor in a business transaction which apply to the good, service and/o
object of the business transaction (including associated information managemen
equirements including applicable (sets of) recorded information

isdictional domains may restrict the application of their consumer protection requirements as app|
als engaged in a business transaction of a commercial activity undertaken for personal, family or hou

they do not apply to natural persons in their role as "organization" or "organization Person".

isdictional domains(may have particular consumer protection requirements which apply specific

me jurisdictional domains may have consumer protection requirements which are particular to the na|
ce and/erright being part of the goal of a business transaction.

14572008 (3.33)]

ernal

S on a

is an
enario

ar to a

5 (and
right
and

icable
5ehold

ally to

are considered to be a "child" or a “minor”, (e.g., those individuals who have not reached their thifteenth

fure of

3.29

controlled vocabulary (CV)
vocabulary for which the entries, i.e., definition/term pairs, are controlled by a Source Authority based on a
rulebase and process for addition/deletion of entries

NOTE 1

EXAMPLE

NOTE 2
equivalent, i.e.

16

In a controlled vocabulary, there is a one-to-one relationship of definition and term.

The contents "Clause 3 Definitions" in ISO/IEC standards are examples of controlled vocabularies with
the entities being identified and referenced through their ID codes, i.e., via their clause numbers.

In a multilingual controlled vocabulary, the definition/term pairs in the languages used are deemed to be
, with respect to their semantics.
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NOTE 3  The rule-base governing a controlled vocabulary may include a predefined concept system.
[ISO/IEC 15944-5:2008 (3.34)]

3.30

data (in a business transaction)

representations of recorded information that are being prepared or have been prepared in a form suitable for
use in a computer system

[ISO/IEC 15944-1:2011 (3.14)]

3.31
data element
unit gf data for which the definition, identification, representation and permissible values ‘arg specified by
means of a set of attributes

[ISO/IEC 11179-1:2004 (3.3.8)]

3.32
data ¢lement (in organization of data)
unit of data that is considered in context to be indivisible

EXAMPLE The data element "age of a person" with values consistingof-all combinations of 3 decimalldigits.
NOTE| Differs from the entry 17.06.02 in ISO/IEC 2382-17.
[ISO/IEC 2382-04:1998 (04.07.01)]

3.33
dataset
identifiable collection of data

NOTEH| A dataset may be a smaller grouping/of data which, though limited by some constraint such a$ spatial extent
or feafure type, is located physically within a larger dataset. Theoretically, a dataset may be as small as a s|ngle feature or
featurg attribute contained within a larger dataset. A hardcopy map or chart may be considered a dataset.

[1SO 19115:2003 (4.2)]

3.34
dataget series
colleqgtion of datasets sharing the same product specification

[ISO 19115:200844.3)]

3.35

data synchronization (in business transaction)
procLs_amemmus_hamDEaﬂm_nLLsa(s)_omeuied_mmmaﬂm_anmng_quba parties to a

business transaction to ensure that the current state of such a set(s) of recorded information is the same
in the IT systems of all the participating parties

NOTE Adapted from GS1 Global Traceability Standard (GDSN) Glossary.

3.36

Decision Making Application (DMA)

model of that part of an Open-edi system that makes decisions corresponding to the role(s) that the Open-
edi Party plays as well as the originating, receiving and managing data values contained in the instantiated
Information Bundles which is not required to be visible to the other Open-edi Parties

[ISO/IEC 14662:2010 (3.7)]
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3.37

de facto language

natural language used in a jurisdictional domain which has the properties and behaviours of an official
language in that jurisdictional domain without having formally been declared as such by that jurisdictional
domain

NOTE 1 A de facto language of a jurisdictional domain is often established through long term use and custom.

NOTE 2 Unless explicitly stated otherwise and for the purposes of modelling a business transaction through
scenario(s), scenario attributes and/or scenario components, a de facto language of a jurisdictional domain is assumed to
have the same properties and behaviours of an official language.

[ISO/IEC 15944-5:2008 (3.42)]

3.38
definition
representatioh of a concept by a descriptive statement which serves to differentiate it from related concepts

[ISO/IEC 108[7-1:2000 (3.3.1)]

3.39
designation
representatiop of a concept by a sign which denotes it

NOTE In ferminology work three types of designations are distinguished: symbols, appellations and terms.
[ISO 1087-1:2000 (3.4.1 adapted)]

3.40
distinguishing identifier
data that ungmbiguously distinguishes an entity in the@uthentication process

[ISO/IEC 101B1-2:1996]

3.41

eBusiness
business trgnsaction, involving the making of commitments, in a defined collaboration space, gmong
Persons usirg their IT systems, according to Open-edi standards

NOTE 1 eBlsiness can be conducted on both a for-profit and not-for-profit basis.

NOTE 2 A key distinguishing aspect of eBusiness is that it involves the making of commitment(s) of any kind among
the Persons in|support of @ mutually agreed upon goal, involving their IT systems, and doing so through the use pf EDI
(using a variety of communication networks including the Internet).

NOTE 3  eBpsiness includes various application areas such as e-commerce, e-administration, e-logistics, e-
government, efmedicine, e-learning, etc.

NOTE 4  The equivalent French language term for “eBusiness” is always presented in its plural form.

[ISO/IEC 15944-7:2009 (3.06)]

3.42

electronic address

address used in a recognized electronic addressing scheme, (e.g., telephone, telex, IP, etc.), to which
recorded information item(s) and/or business object(s) can be sent to or received from a Contact

[ISO/IEC 15944-2:2006 (3.32)]
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3.43

Electronic Data Interchange (EDI)

automated exchange of any predefined and structured data for business purposes among information
systems of two or more Persons

NOTE This definition includes all categories of electronic business transactions.

[ISO/IEC 14662:2010 (3.8)]

3.44

EXAMPLE A person, object, event, idea, process, etc.

NOTH| An entity exists whether data about it are available or not.
[ISO/IEC 2382-17:1999 (17.02.05)]

3.45
entity authentication
corroboration that the entity is the one claimed

[ISO/IEC 9798-1:1997 (3.3.11)
3.46
exchange code set
set of| ID codes identified in a coded domain as being:suitable for information exchange as shargable data
EXAMPLE The 3-numeric, 2-alpha and 3-alpha code sets in ISO 3166-1.
[ISO/IEC 15944-5:2008 (3.49)]

3.47
exterpal constraint
constraint which takes precedence over internal constraints in a business transaction, i.e.,|is external to
those|agreed upon by the parties{o a business transaction

NOTE|1 Normally external\“constraints are created by law, regulation, orders, treaties, conventipns or similar
instruents.

NOTE|2  Other sources of external constraints are those of a sectoral nature, those which pertain |to a particular
jurisdigtion or a mdtually agreed to common business conventions, (e.g., INCOTERMS, exchanges, etc.).

NOTE|3 External constraints can apply to the nature of the good, service and/or right provided [in a business
transaction:

NOTE 4  External constraints can demand that a party to a business transaction meet specific requirements of a
particular role.

EXAMPLE 1 Only a qualified medical doctor may issue a prescription for a controlled drug.

EXAMPLE 2 Only an accredited share dealer may place transactions on the New York Stock Exchange.

EXAMPLE 3 Hazardous wastes may only be conveyed by a licensed enterprise.

NOTES5  Where the information bundles (IBs), including their Semantic Components (SCs) of a business transaction
are also to form the whole of a business transaction, (e.g., for legal or audit purposes), all constraints must be recorded.

EXAMPLE There may be a legal or audit requirement to maintain the complete set of recorded information
pertaining to a business transaction, i.e., as the information bundles exchanged, as a "record".
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NOTE 6

A minimum external constraint applicable to a business transaction often requires one to differentiate whether

the Person, i.e., that is a party to a business transaction, is an "individual", "organization", or "public administration". For
example, privacy rights apply only to a Person as an "individual".

[ISO/IEC 15944-1:2011 (3.23)]

3.48

Formal Description Technique (FDT)
specification method based on a description language using rigorous and unambiguous rules both with
respect to developing expressions in the language (formal syntax) and interpreting the meaning of these
expressions (formal semantics)

[ISO/IEC 14662:2010 (3.9)]

3.49
Functional
perspective g
Systems neq

[ISO/IEC 146

3.50

Human Inter
representatio
transaction)

suitable for cpmmunication to and understanding by humans

NOTE 1 Hu

although their fepresentations may vary.

NOTE 2 In
localization req

NOTE3  Hu

text those of af audio, symbol (and icon) nature, glyphs, image, etc.).

[ISO/IEC 159
3.51
IB Identifier

unique, lingui
[ISO/IEC 159
3.52

ID Code
identifier asq

ervice View (FSV)
f business transactions limited to those information technology interoperability aspects
ded to support the execution of Open-edi transactions

52:2010 (3.10)]

face Equivalent (HIE)

of IT

h of the unambiguous and IT-enabled semantics of an IT, interface equivalent (in a busjness

often the ID code of a coded domain (or a composite identifier), in a formalized m
man interface equivalents can be linguistic or non-linguistic in nature but their semantics remain the
most cases there will be multiple Human Jaterface Equivalent representations as required to
uirements, i.e., those of a linguistic nature, jurisdictional nature, and/or sectoral nature.

man Interface Equivalents include representations in various forms or formats, (e.g., in addition to

14-2:2006 (3.35)]

Stically neutral, unambiguous referenceable identifier for an Information Bundle

44-2:2006(3.36)]

igned by the coded domain Source Authority (cdSA) to a member of a coded domain IL

anner

same

meet

vritten

NOTE 1 ID

NOTE 2

codes must be unique within the Registration Schema of that coded domain.

equivalent representations, especially those in the form of human equivalent (linguistic) expressions.

NOTE 3

codes (possibly including names), one of these must be specified as the pivot ID code.

NOTE 4

Associated with an ID code in a coded domain can be: - one or more equivalent codes; - one or more

Where an entity as a member of a coded domain is allowed to have more than one ID code, i.e., as equivalent

A coded domain may contain ID codes pertaining to entities which are not members as peer entities, i.e., have

the same properties and behaviours, such as ID codes which pertain to predefined conditions other than member entities.
If this is the case, the rules governing such exceptions must be predefined and explicitly stated.

20
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EXAMPLE Common examples include: (1) the use of an ID code "0" (or "00", etc.), for “Other”; (2) the use of an ID
code "9" (or "99") for “Not Applicable”; (3) the use of “8” (or “98”) for “Not Known”; if required, (4) the pre-reservation of a
series or set of ID codes for use for "user extensions".

NOTE 5 In UML modeling notation, an ID codes is viewed as an instance of an object class.
[ISO/IEC 15944-2:2006 (3.37)]

3.53

identification

rule-based process, explicitly stated, involving the use of one or more attributes, i.e., data elements, whose
value (or combination of values) are used to identify uniquely the occurrence or existence of a specified entity

[ISO/IEC 15944-1:2011 (3.26)]

3.54
identffier (in business transaction)
unanbiguous, unique and a linguistically neutral value, resulting from the @application of p rule-based
ident|fication process

NOTE|1 Identifiers must be unique within the identification scheme of the issuing-authority.

NOTE|2  An identifier is a linguistically independent sequence of characters capable of uniquely and permanently
identifying that with which it is associated. (See ISO 19135:2005 (4.1.5).

[ISO/[EC 15944-1:2011 (3.27)]

3.55
individual
Person who is a human being, i.e., a natural person;who acts as a distinct indivisible entity or fis considered
as suth

[ISO/IEC 15944-1:2011 (3.28)]

3.56
individual accessibility
set oflexternal constraints of a‘jurisdictional domain as rights of an individual with disabilitieg to be able to
use IT systems at the human,.i-e., user, interface and the concomitant obligation of a seller to|provide such
adapfjve technologies

NOTE| Although “accessibility” typically addresses users who have a disability, the concept is not limited to disability
issues.

EXAMPLE Examples of disabilities in the form of functional and cognitive limitations include:

- people whio are blind;

- people Wwith low vision;

- peo le with colour blindness:

- people who are hard of hearing or deaf, i.e., are hearing impaired;
- people with physical disabilities;

- people with language or cognitive disabilities.

[ISO/IEC 15944-5:2008 (3.60)]

3.57

individual anonymity

state of not knowing the identity or no having any recording of personal information on or about an
individual as a buyer by the seller or regulator, (or any other party) to a business transaction
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3.58

individual authentication

provision of the assurance of a recognized individual identity (rii) sufficient for the purpose of the business
transaction

3.59

individual identity (ii)

Person identity of an individual, i.e., an individual identity, consisting of the combination of the persona
information and identifier used by an individual in a business transaction, i.e., the making of any kind of
commitment

3.60

individual pelrsona Registration Schema (ipRS)

persona Registration Schema (pRS) where the persona is, or includes, that of an individual |being
registered
NOTE 1 Where an persona Registration Schema includes persona of sub-types of Persensy i.e., indivjduals,

organizations,
policy as exter

NOTE 2 In
persona, of th
formation of th

3.61
Information
formal descr
playing roles

[ISO/IEC 146

3.62

information
any law, red
description 9
recorded inf

and/or, public administrations, those which pertain to individuals shall be identified @s'such because
hal constraints apply including those of a privacy protection requirements nature.

e individual, is allowed or mandatory, and if so the ipRS shall explicitlyvstate the rules governi
P same.

Bundle (IB)
ption of the semantics of the recorded information)to be exchanged by Open-edi P
in an Open-edi scenario

52:2010 (3.11)]

aw
ulation, policy, or code (or any part thereof) that requires the creation, receipt, collg
r listing, production, retrieval, \submission, retention, storage, preservation or destruct
brmation, and/or that places ‘conditions on the access and use, confidentiality, privacy, int

public

An individual persona Registration Schema, one shall state whether or not a truncated name, i.e. registered

hg the

arties

ction,
on of
bgrity,

accountabiliti
sharing or oth

bs, continuity and availability”of the processing, reproduction, distribution, transmission,| sale,

er handling of recorded information

3.63
Information Processing Domain (IPD)

Information [Technology_System which includes at least either a Decision Making Application and/q
of the compgnents of an_Open-edi Support Infrastructure, and acts/executes on behalf of an Ope
Party (either directly ar under a delegated authority)

r one
n-edi

[ISO/IEC 146p2:2090 (3.12)]

3.64

Information Technology System (IT System)

set of one or more computers, associated software, peripherals, terminals, human operations, physical
processes, information transfer means, that form an autonomous whole, capable of performing information
processing and/or information transfer

[ISO/IEC 14662:2010 (3.12)]

3.65

internal constraint

constraint which forms part of the commitment(s) mutually agreed to among the parties to a business
transaction
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NOTE Internal constraints are self-imposed. They provide a simplified view for modelling and re-use of scenario
components of a business transaction for which there are no external constraints or restrictions to the nature of the
conduct of a business transaction other than those mutually agreed to by the buyer and seller.

[ISO/IEC 15944-1:2011 (3.33)]

3.66

IT-enablement

transformation of a current standard used in business transactions, (e.g., coded domains), from a manual
to computational perspective so as to be able to support commitment exchange and computational
integrity

[ISO/IEC 15944-5:2008 (3.48)]

3.67
IT-interface equivalent
complter processable identification of the unambiguous semantics of a scenafio, scengrio attribute
and/of scenario component(s) pertaining to a commitment exchange in a business transaction which
supparts computational integrity

NOTE|1 IT interface equivalents have the properties of identifiers (in businesstransaction) and are used to support
semaijtic interoperability in commitment exchange.

NOTE|2  The value of an IT interface equivalent at times is a composite.identifier.

NOTE|3  An IT interface equivalent as a composite identifier can’consist of the identifier of a coded donpain plus an ID
code gf that coded domain.

NOTE/4  An IT interface equivalent is at times used as a semantic identifier.
NOTE/5  AnIT interface equivalent may have associated with it one or more Human Interface Equivalentp (HIEs).
NOTE|6  The value of an IT Interface is independent of its encoding in programming languages or APlIs.
[ISO/IEC 15944-2:2006 (3.45)]

3.68
jurisdictional domain
jurisd|ction, recognized in law.as a distinct legal and/or regulatory framework, which is a source of external
consfraints on Persons;:their behaviour and the making of commitments among Persons |ncluding any
aspedt of a business transaction

NOTE|[1 The pivotal jurisdictional domain is a United Nations (UN) recognized member state. From a legal and
sovergignty perspéctive they are considered "peer" entities. Each UN member state, (a.k.a. country) rhay have sub-
admin|strative divisions as recognized jurisdictional domains, (e.g., provinces, territories, cantons, lander, efc.), as decided
by thaf UNmember state.

NOTE isdiction

Jurisdictional-de ral, multilateral
and/or international treaties).

EXAMPLE Included here, for example, are the European Union (EU), NAFTA, WTO, WCO, ICAO, WHO, Red Cross,
the ISO, the IEC, the ITU, etc.

NOTE 3  Several levels and categories of jurisdictional domains may exist within a jurisdictional domain.

NOTE 4 A jurisdictional domain may impact aspects of the commitment(s) made as part of a business transaction
including those pertaining to the making, selling, transfer of goods, services and/or rights (and resulting liabilities) and
associated information. This is independent of whether such interchange of commitments is conducted on a for-profit or
not-for-profit basis and/or includes monetary values.
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NOTE 5 Laws, regulations, directives, etc., issued by a jurisdictional domain are considered as parts of that
jurisdictional domain and are the primary sources of external constraints on business transactions.

[ISO/IEC 15944-5:2008: (3.67)]

3.69

jurisdictional domain identifier

ID code of a jurisdictional domain as recognized for use by peer jurisdictional domains within a system of
mutual recognition

[ISO/IEC 15944-2:2006 (3.47)]

3.70
language
system of sighs for communication, usually consisting of a vocabulary and rules

NOTE In |this part of ISO/IEC 156944, language refers to natural languages or special languages, but not
"programming Janguages" or "artificial languages".

[1ISO 5127-1:2001 (1.1.2.01)]

3.7
language cofde
combination ¢f characters used to represent a language or languages

NOTE In this multipart ISO/IEC 15944 standard, the ISO 639-2/T (terminology) three alpha-code, shall be used
[ISO 639-2:1998 (3.2. adapted)]

3.72
legally recognized language (LRL)
natural lanquage which has status (other than.an official language or de facto language)| in a
jurisdictional domain as stated in an act, regulatiagn, or other legal instrument, which grants a community of
people (or it individuals) the right to use that natural language in the context stipulated by the| legal
instrument(s)

NOTE The LRL can be specified through.either:

- the identificajion of a language by the name used,; or,
- the identification of a people and thus\their language(s).

EXAMPLE In addition tq acts and regulations, legal instruments include self-government agreements, land claim
settlements, cqurt decisions surisprudence, etc.

[ISO/IEC 15944-5:200843.71)]

3.73
legally recogni (LRN)
persona associated with a role of a Person recognized as having legal status and so recognized in a
jurisdictional domain as accepted or assigned in compliance with the rules applicable of that jurisdictional
domain, i.e. as governing the coded domain of which the LRN is a member

NOTE 1 A LRN may be of a general nature and thus be available for general use in commitment exchange or may
arise from the application of a particular law, regulation, program or service of a jurisdictional domain and thus will have a
specified use in commitment exchange.

NOTE 2  The process of the establishment of a LRN is usually accompanied by the assignment of a unique identifier.

NOTE 3 A LRN is usually a registry entry in a register established by the jurisdictional domain (usually by a specified
public administration within that jurisdictional domain) for the purpose of applying the applicable rules and registering and
recording LRNs (and possible accompanying unique identifiers accordingly).
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NOTE
[1ISO/

3.74
list

ISO/IEC 15944-8:2012(E)

4 A Person may have more than one LRN (and associated LRN identifier).

EC 15944-5:2008 (3.72)]

ordered set of data elements

[1ISO/I

3.75
local
pertai
of:

—
Q)

b

—_ —_ —_
I

(¢

—

(s

(f

[1SO/

3.76
locat
place

EC 2382-4:1999 (04.08.01)]

zation

hing to or concerned with anything that is not global and is bound through specified sets)o

) a linguistic nature including natural and special languages and associated
requirements;

) jurisdictional nature, i.e., legal, regulatory, geopolitical, etc.;

) a sectoral nature, i.e., industry sector, scientific, professional, etc;

) a human rights nature, i.e., privacy, disabled/handicapped pérsons, etc.;
) consumer behaviour requirements; and/or,

safety or health requirements.

Withir]v and among "locales", interoperability and harmenization objectives also apply

EC 15944-5:2008 (3.75)]

on
either physical or electronic, that'can be defined as an address

[ISO/IEC 15944-2:2006 (3.50)]

3.77

medi
physi
which
which

NOTH|
used

im
cal material which’serves as a functional unit, in or on which information or data is normall

f constraints

multilingual

recorded, in

information, 6r data can be retained and carried, from which information or data can be fetrieved, and

is non-volatile in nature

1 This definition is independent of the material nature on which the information is recorded ang

/or technology

owrecord the information, (e.g., paper, photographic, (chemical), magnetic, optical, ICs (integrated c|

rcuits), as well

as oth

: ! H lo m lo L ol okl el \ 1 4
I bdtUHUIIUD MU TUNYCI T LOrtmurim ust sutlt as VCIuUlT, Pdlblllllcllt alid utrict aritial SKITliS ), PIdstivs

or vinyl), textiles, (e.g., linen, canvas), metals, etc.).

NOTE

NOTE

, (e.g., bakelite

2 The inclusion of the "non-volatile in nature" attribute is to cover latency and records retention requirements.

3 This definition of "medium" is independent of:

i) the form or format of recorded information;

ii) the physical dimension and/or size; and,

iii) any container or housing that is physically separate from material being housed and without which the medium can
remain a functional unit.
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NOTE 4

This definition of "medium" also captures and integrates the following key properties:

i) the property of medium as a material in or on which information or data can be recorded and retrieved;

ii) the property of storage;

i) the property of physical carrier;

iv) the property of physical manifestation, i.e., material;

v) the property of a functional unit; and,

vi) the property of (some degree of) stability of the material in or on which the information or data is recorded.

[ISO/IEC 15944-1:2011 (3.34)]

3.78
model
abstraction of

some aspect of reality

[1ISO 19115:2003 (4.9)]
3.79
multilingualism

ability to su

I;if
associated riiles but also localization requirements, i.e., use of a langudge'from jurisdictional do

sectoral and/

[ISO/IEC 159

br consumer marketplace perspectives

44-5:2008 (3.82)]

3.80

mutually deffned - recognized individual identity (md-rii)

dividual identity (rii) which is mutually defined and agreed to for use between the selle

recognized }
the individual, as buyer, in a business transaction

NOTE1 Th
does not exting

NOTE2 A
individual no I3

b establishment of a mutually agreed to and,recognized individual between a seller and individual, as
uish the applicable privacy protection rights of that individual.

mutually defined recognized individual identity (md-rii) shall be established between the seller a
ter than the end of the negotiation phase.

e of a mutually defined “recognized individual identity (md-rii) may not be permitted where e
ly.

pf an individual concept by a linguistic expression

apted from ISO 1087-1:2000.

port not only character sets specific to a (natural) language \(orfamily of languages) and

main,

r and

buyer,

hd the

ternal

NOTE3  Us
constraints apq
3.81

name
designation
NOTE Ad
[1ISO 5217:2
3.82

D4 4 O NAN\]
O (T 1T-270Z2]]

natural language
language which is or was in active use in a community of people, and the rules of which are mainly deduced
from the usage

[ISO 5217:20

3.83
object

00 (1.1.2.02)]

anything perceivable or conceivable.
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NOTE Objects may be material (e.g. engine, a sheet of paper, a diamond), or immaterial (e.g. conversion ratio, a project
play) or imagined, (e.g., a unicorn).

[ISO 1087-1:2000 (3.1.1)]

3.84

object class
set of ideas, abstractions, or things in the real world that can be identified with explicit boundaries and

mean

[1SO/I

ing and whose properties and behaviour follow the same rules

EC 11179-1:2004 (3.3.22)]

3.85
offici
exter

bl language
hal constraint in the form of a natural language specified by a jurisdictional domain’for

Persons forming part of and/or subject to that jurisdictional domain for use in communication(s

(1) wi
(2) an

NOTH|
naturg

NOTE
langud

NOTH|
servic
that ju

NOTE
individ

NOTE|
termin|

hin that jurisdictional domain; and/or,

nong such Persons, where such communications are recorded information involving com

1 Unless official language requirements state otherwise, Persons ared{ree’to choose their mutu
| language and/or special language for communications as well as exchange’of commitments.

2 A jurisdictional domain decides whether or not it has an, offieial language. If not, it will hg
ge.

3  An official language(s) can be mandated for formal )communications as well as provision

bs to Persons subject to that jurisdictional domain and_for'use in the legal and other conflict resolutid
risdictional domain, etc.

4  Where applicable, use of an official language may be required in the exercise of rights and
uals in that jurisdictional domain.

5 Where an official language of a“jurisdictional domain has a controlled vocabulary of th
plogy, it may well have the characteristics of a special language. In such cases, the terminology to bg

pfficial use by
) either:

mitment(s)

ally acceptable

ve a de facto

of goods and
n system(s) of

obligations of

e nature of a
b used must be

specified.

NOTE/6  For an official languageg;, the writing system(s) to be used shall be specified, where the spoken yse of a natural
langugge has more than one writing’system.

EXAMPLE 1 The spokentlanguage of use of an official language may at times have more than one writing system. For
example, three writing systems exist for the Inuktitut language. Canada uses two of these writing systgms, namely, a
Latin-1 based (Roman), the other is syllabic-based. The third is used in Russia and is Cyrillic based.

EXAMPLE 2 Another example is that of Norway which has two official writing systems, both Latin-1 ased, namely,

Bokmal (Dano-Norwegian) and Nynorsk (New Norwegian).

NOTH| 7 , \Aljurisdictional domain may have more than one official language but these may or may not haJe equal status.
EXAMBLE ______ Canada has twao official languages_Switzerland has three while the Union of South Africa has eleven
official languages.

NOTE 8 The BOV requirement of the use of a specified language will place that requirement on any FSV supporting
service.

EXAMPLE A BOV requirement of Arabic, Chinese, Russian, Japanese, Korean, etc., as an official language requires

the FSV support service to be able to handle the associated character sets.

[1SO/I

3.86

EC 15944-5:2008 (3.87)]

Open-edi
electronic data interchange among multiple autonomous Persons to accomplish an explicit shared
business goal according to Open-edi standards
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[ISO/IEC 14662:2010 (3.14)]

3.87

Open-edi Description Technique (OeDT)

specification method such as a Formal Description Technique, another methodology having the
characteristics of a Formal Description Technique, or a combination of such techniques as needed to
formally specify BOV concepts, in a computer processable form

[ISO/IEC 14662:2010 (3.16)]

3.88

Open-edi disposition
process governing the implementation of formally approved records retention, destruction (or expungement)
or transfer of recorded information under the control of a Person which are documented in~dispagsition
authorities or[similar instruments

NOTE Adppted from ISO 15489-1.
[ISO/IEC 159144-5:2008: (3.90)]

3.89
Open-edi Pafty (OeP)
Person that participates in Open-edi

NOTE Offen in this ISO/IEC 15944-1 standard referred to generically as "party" or "parties" for any entity mode|led as
a Person as plaiying a role in Open-edi scenarios.

[ISO/IEC 146/62:2010 (3.17)]

3.90
Open-edi Record Retention (OeRR)
specification pf a period of time that a set of recorded information must be kept by a Person in orfler to
meet operatiInaI, legal, regulatory, fiscal or other.fequirements as specified in the external constraints (or
internal constraints) applicable to a Person who'is a party to a business transaction

[ISO/IEC 15944-5:2008 (3.92)]

3.91
Open-edi system
information fechnology system)which enables an Open-edi Party to participate in Open-edi transactions

[ISO/IEC 14662:2010 (3.22)]

3.92

organization
unique framework. of authority within which a person or persons act, or are designated to act, towards [some
purpose

NOTE The kinds of organizations covered by this International Standard include the following examples:
EXAMPLE 1 An organization incorporated under law.

EXAMPLE 2 An unincorporated organization or activity providing goods and/or services including:
1) partnerships;

2) social or other non-profit organizations or similar bodies in which ownership or control is vested in a group of
individuals;

3) sole proprietorships;

4) governmental bodies.
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EXAMPLE 3 Groupings of the above types of organizations where there is a need to identify these in information
interchange.

[ISO/IEC 6523-1: 1998 (3.1)]

3.93

organization part

any department, service or other entity within an organization, which needs to be identified for information
interchange

[ISO/IEC 6523-1:1998 (3.2)]

3.94

organization Person
organization part which has the properties of a Person and thus is able to make commitment$ on behalf of
that drganization

NOTE|1 An organization can have one or more organization Persons.

NOTE|2  An organization Person is deemed to represent and act on behalf of the organization and|to do so in a
specified capacity.

NOTE/3  An organization Person can be a "natural person" such as an employee or officer of the organizption.
NOTE/4  An organization Person can be a legal person, i.e., another.grganization.
[ISO/IEC 15944-1:2011 (3.46)]

3.95
Person
entity, i.e., a natural or legal person, recognized’by law as having legal rights and duties, able to make

commitment(s), assume and fulfil resulting obligation(s), and able of being held accountable for jts action(s)

NOTE|1 Synonyms for "legal person" include "artificial person”, "body corporate", etc., depending on the terminology
used ih competent jurisdictions.

NOTE|2  Person is capitalized to indi¢cate that it is being used as formally defined in the standards and to differentiate it
from ifs day-to-day use.

NOTE|3  Minimum and_.Common external constraints applicable to a business transaction often rfequire one to
differentiate among three-cammon subtypes of Person, namely "individual", "organization", and "public adm|nistration”.

[ISO/IEC 14662:2010 (3.24)]

3.96
PerS{n authentication

provigien_of the assurance of a recognized Person identity (rPi) (sufficient for the purpose of the business
transaction) by corroboration

[ISO/IEC 15944-1:2011 (3.48)]

3.97

persona

set of data elements and their values by which a Person wishes to be known and thus identified in a
business transaction

[ISO/IEC 15944-1:2010 (3.51)]
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3.98

persona Registration Schema (pRS)

formal definition of the data fields contained in the specification of a persona of a Person and the allowable
contents of those fields, including the rules for the assignment of identifiers. (This may also be referred to as
a persona profile of a Person)

[ISO/IEC 15944-1:2011 (3.52)]

3.99
personal information

any information on or about an identifiable individual that is recorded in any form, including electronically or
on paper

NOTE Some examples would be information about a person's religion, age, financial transactions, medical history,
address, or bldod type.

[ISO/IEC 15944-5:2008 (3.103)]

3.100
Person identity (Pi)
combination ¢f persona information and identifier used by a Person in a business transaction

[ISO/IEC 15944-1:2011 (3.49)]

3.101
Person signfture
signature, i.e|, a name representation, distinguishing mark or usual.mark, which is created by and pertgins to
a Person

[ISO/IEC 15944-1:2011 (3.50)]

3.102
personal infprmation filing system
any structurgd set of personal information awhich is accessible according to specific criteria, whether
centralized, decentralized or dispersed on a functional or geographical basis

3.103
physical address
address thaf is used/recognized.by a postal authority and/or courier service to deliver information item(s),
material object(s), or business object(s) to a Contact at either an actual address or a pick-up point adfress,
(e.g., P.O. Bax, rural route, etc.)

[ISO/IEC 15944-2:2006.(3-80)]

3.104
pivot code spt
set of ID coe in—a—coded ma—w i1 W
representing the defined semantics. Most often it is the same as the ID code

table,

NOTE 1 The use of the pivot code set as distinguished from the ID code supports the requirement of a Source
Authority to maintain internally and on a confidential basis the ID code of its members.

NOTE 2  Attimes a coded domain has more than one valid code set, (e.g., ISO 639, ISO 3166, etc.).

EXAMPLE In 1ISO 3166-1 the 3-digit numeric code is the pivot. The 2-alpha and 3-alpha code sets can change when
the name of the entity referenced is changed by that entity.

[ISO/IEC 15944-5:2008: (3.104)]
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3.105

pivot ID code

most stable ID code assigned to identify a member of a coded domain where more than one ID code may
be assigned and/or associated with a member of that coded domain

EXAMPLE ISO 3166-1:2006 (E/F) "Codes for the representation of names of countries and their subdivisions —
Part 1: Country codes/Codes pour la représentation des noms de pays et de leur subdivisions — Partie 1: Codes pays"
contains three code sets:

- a three digit numeric code;
- a two alpha code
- a three alpha code.

Here, A€ three digit numeric code Serves as the pivot 1D code. It 15 the most stable, remaimns the same_eyen though the
two alpha and/or three alpha codes may and do change.

[ISO/IEC 15944-5:2008: (3.105)]

3.106
princjple
fundarnental, primary assumption and quality which constitutes a source of action determining particulagr objectives or
resultg

NOTE|1 A principle is usually enforced by rules that affect its boundaries.

NOTE|2 A principle is usually supported through one or more rules.

NOTE|3 A principle is usually part of a set of principles which together form a unified whole.
EXAMPLE Within a jurisdictional domain, examples of @'set of principles include a charter, a constitutipn, etc.
[ISO/IEC 15944-2:2006 (3.80) ]

3.107|
privagy collaboration space (PCS)
mode]ling or inclusion of an Open-edi~scenario of a collaboration space involving an indiyidual as the
buyer in a potential or actualized, business transaction where the buyer is an individual and therefore
privagy protection requirements_ apply to personal information of that individual provided in that business
transpction

3.108
privagy protection
set ofl external constraints of a jurisdictional domain pertaining to recorded information of or about an
identifiable individual, i.e., personal information, with respect to the creation, collection, management,
retenfion, accesstand use and/or distribution of such recorded information about that individugl including its
accurpcy, timeliness, and relevancy

NOTE|1 Recorded information collected or created for a specific purpose on an identifiable individual, i.¢., the explicitly
Share BUG: Uf thC buo;ucae tlalloa\:t;ull ;IIVU:V;IIu (<10} ;nd;v;dua:, eha” IIUt bG uocd fUI GIIUthCI 'JUI'JUOC VV;tI OUt the eXleClt

and informed consent of the individual to whom the recorded information pertains.

NOTE 2 Privacy requirements include the right of an individual to be able to view the recorded information about
him/her and to request corrections to the same in order to ensure that such recorded information is accurate and up-to-
date, or have it deleted.

NOTE 3  Where jurisdictional domains have legal requirements which override privacy protection requirements these
must be specified, (e.g., national security, investigations by law enforcement agencies, etc.).

[ISO/IEC 15944-5:2008 (3.109)]
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3.109

privacy protection officer (PPO)

organization Person authorized by the organization to act on behalf of that organization and entrusted by
the organization as the officer responsible for the overall governance and implementation of the privacy
protection requirements for information life cycle management not only within that organization but also
with respect to any electronic data interchange of personal information on the individual concerned with
parties to the business transaction, including a regulator where required, as well as any agents, third
parties involved in that business transaction

3.110

process
series of actipns ar events taking place in a defined manner leading to the accomplishment of an expected

result

[ISO/IEC 15944-1:2011 (3.53)]

311
processing ¢f personal information
any operation] or set of operations which is performed upon personal data, whether ornot by automatic means,
such as collection, recording, organization, storage, adaptation or alteration, retrieval, consultation| use,
disclosure by transmission, dissemination or otherwise making available, alignment or combination, blogking,
erasure or degstruction

3.112
property
peculiarity common to all members of an object class

[ISO/IEC 111]79-1:2004(3.3.29)]

3.113

pseudonym
use of a pergona or other identifier by an individualbwhich is different from that used by the individual with
the intention {hat it be not linkable to that individual

NOTE Adppted from ISO TS 25237.

3.114
pseudonymization
particular tyge of anonymization.that removes the associate with an individual and adds an asspciate
between a pdrticular set of characteristics relating to the individual and one more pseudonym

NOTE Adppted from ISO-TR 25237.

3.115
public administration
entity, i.e., a| Person, which is an organization and has the added attribute of being authorized to zrct on

[ISO/IEC 15944-1:2011 (3.54)]

3.116

public policy

category of external constraints of a jurisdictional domain specified in the form of a right of an individual
or a requirement of an organization and/or public administration with respect to an individual pertaining to
any exchange of commitments among the parties concerned involving a good, service and/or right including
information management and interchange requirements

NOTE 1 Public policy requirements may apply to any one, all or combinations of the fundamental activities comprising
a business transaction, i.e., planning, identification, negotiation, actualization and post-actualization. {See further Clause
6.3 "Rules governing the process component" in ISO/IEC 15944-1:2010}.
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NOTE 2 It is up to each jurisdictional domain to determine whether or not the age of an individual qualifies a public
policy requirement, (e.g., those which specifically apply to an individual under the age of thirteen (13) as a "child", those
which require an individual to have attained the age of adulthood, (e.g., 18 years or 21 years of age) of an individual to be
able to make commitments of a certain nature.

NOTE 3  Jurisdictional domains may have consumer protection or privacy requirements which apply specifically to

individuals who are considered to be "children", "minors", etc. (e.g. those who have not reached their 18th or 21st birthday
according to the rules of the applicable jurisdictional domain).

[ISO/IEC 15944-5:2008 (3.113)]

3117

publi tion (PAPT):
persgnal information about an individual that the individual knowingly makes or permits| to be made
availgble to the public, or is legally obtained and accessed from: a) government records that ar¢ available to
the puiblic; or, b) information required by law to be made available to the public

EXAMPE 1 Examples of personal information which an individual knowingly makes or\pérmits to be ade available
include public telephone directories, advertisements in newspapers, published materials;Zpostings of thig nature on the
interngt, etc.

EXAMPLE 2 Examples of government records that are publicly available include registers of individuals who are
entitlefl to vote, buy or sell a property, or any other personal information that a-jurisdictional domain requireg to be publicly
available, etc.

3.118
recognized individual identity (rii)
identity of an individual, i.e., individual identity, established to the extent necessary for the spg¢cific purpose
of a business transaction

3.119
recognized individual name (RIN)
pers@na of an individual having the properties of a legally recognized name (LRN)

NOTE|1 On the whole, a persona presented by an individual should have a basis in law (or recognizgd jurisdictional
domaip) in order to be considered as the basis for a recognized individual name (RIN).

NOTE|2  Anindividual may have-more than one RIN and more than one RIN at the same time.

NOTE|3  The establishmentiof a RIN is usually accompanied by the assignment of a unique identiffer, i.e. by the
jurisdigtional domain (or public administration) which recognizes the persona as a RIN.

[ISO/[EC 15944-5:2008 (3.114)]

3.120
recognized'Person identity (rPi)
identity .of @ Person, i.e., Person identity, established to the extent necessary for a specific|purpose in a
business’transaction

[ISO/IEC 15944-1:2011 (3.55)]

3121

recorded information

information that is recorded on or in a medium irrespective of form, recording medium or technology used,
and in a manner allowing for storage and retrieval

NOTE 1  This is a generic definition and is independent of any ontology, (e.g., those of "facts" versus "data" versus
"information" versus "intelligence" versus "knowledge", etc.).

NOTE 2  Through the use of the term "information," all attributes of this term are inherited in this definition.
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NOTE 3  This definition covers:
(i) any form of recorded information, means of recording, and any medium on which information can be recorded; and,
(i) all types of recorded information including all data types, instructions or software, databases, etc.

[ISO/IEC 15944-1:2011 (3.56)]

3.122

register

set of files containing identifiers assigned to items with descriptions of the associated items

[ISO 19135:2005 (4.1.9)]

3.123
registration
rule-based ;lrocess, explicitly stated, involving the use of one or more data elements, whose vallie (or
combination ¢f values) is used to identify uniquely the results of assigning an OeRI

[ISO/IEC 15944-2:2006 (3.94)]

3.124
Registration|Authority (RA)
Person resgonsible for the maintenance of one or more Registration—Schemas (RS) including the
assignment of a unique identifier for each recognized entity in a Registration Schema (RS)

[ISO/IEC 15904-1:2011 (3.57)]

3.125
Registration|Authority Identifier (RAI)
identifier asgigned to a Registration Authority (RA)

[ISO/IEC 111]79-1:2004 (3.3.32)]

3.126
Registration|Schema (RS)
formal definition of a set of rules governingthe data fields for the description of an entity and the allowable
contents of those fields, including the rnules for the assignment of identifiers

[ISO/IEC 15944-1:2011 (3.58)]

3.127
Registration|Schema (based) —recognized individual identity (RS-rii)
recognized individualidentity (rii) for use in a business transaction, by the buyer as an individual, which
is one based on the. use by an individual as a member of a specified Registration Schema (RS) of a
particular Registration Authority (RA)

3.128

registry
information system on which a register is maintained

[ISO/IEC 19135:2005 (4.1.13)]

3.129

regulator

Person who has authority to prescribe external constraints which serve as principles, policies or rules
governing or prescribing the behaviour of Persons involved in a business transaction as well as the
provisioning of goods, services, and/or rights interchanged

[ISO/IEC 15944-1:2011 (3.59)]
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3.130

regulatory business transaction (RBT)

class of business transactions for which the explicitly shared goal has been established and specified by a
jurisdictional domain, as a Person in the role of a regulator

NOTE 1 A regulatory business transaction (RBT) can itself be modelled as a stand-alone business transaction and
associated scenario(s). For example, the filing of a tax return, the making of a customs declaration, the request for and
issuance of a license, the provision of a specified service of a public administration, a mandatory filing of any kind with a
regulator, etc.

NOTE 2 A regulatory business transaction (modelled as a scenario) can form part of another business transaction.

NOTE[3 A RBT may apply to a seller only, a buyer only or both, as well as any combination of partieg to a business
transation.

NOTE/4 A RBT may require or prohibit the use of an agent or third party.

NOTE|/5 A regulatory business transaction (RBT) may be specific to the nature of the,good, servicgés and/or right
forming part of a business transaction.

[ISO/[EC 15944-5:2008 (3.124)]

3.131
retention period
length of time for which data on a data medium is to be preservéd

[ISO/IEC 2382-12:1988 (12.04.11)]

3.132
role

specification which models an external intended ‘behaviour (as allowed within a scenario) of [an Open-edi
Party

[ISO/IEC 14662:2010 (3.25)]

3.133
rule
statement governing conduct, procedure, conditions and relations.

NOTE|1 Rules specify conditions that must be complied with. These may include relations among oljjects and their
attribuges.

NOTE|2  Rules are-of a mandatory or conditional nature.

NOTE|3 In_Open-edi, rules formally specify the commitment(s) and role(s) of the parties involved, and the expected
behavjour(s) of the parties involved as seen by other parties involved in (electronic) business transactions. [Such rules are
appliefl.tor -content of the information flows in the form of precise and computer-processable meaning, i.e| the semantics

of daté;-and,-the order and behaviour of the information flows themselves

NOTE 4 Rules must be clear and explicit enough to be understood by all parties to a business transaction. Rules also
must be capable of being able to be specified using a using a Formal Description Technique(s) (FDTs).

EXAMPLE A current and widely used FDT is "Unified Modelling Language (UML)".

NOTE 5  Specification of rules in an Open-edi business transaction should be compliant with the requirements of
ISO/IEC 15944-3 "Open-edi Description Techniques (OeDT)".

[ISO/IEC 15944-2:2006 (3.100)]
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3.134
rulebase

pre-established set of rules which interwork and which together form an autonomous whole

NOTE
[ISO/IEC 159

3.135

One considers a rulebase to be to rules as database is to data.

44-2:2006 (3.101)]

SC identifier
unique, linguistically neutral, unambiguous, referenceable identifier of a Semantic Component

[ISO/IEC 159

3.136

44-2:2006 (3.101)]

scenario attribute

formal specifi
roles norto |

[ISO/IEC 146

3.137
scenario cor

cation of information, relevant to an Open-edi scenario as a whole, which is neither speqd
hformation Bundles

52:2010 (3.26)]

hponent

one of the three fundamental elements of a scenario, namely role, Information Bundle, and Sen

Component
[ISO/IEC 159

3.138

14-2:2006 (3.103)]

scenario content

set of recor

Hed information containing registry entry:identifiers, labels and their associated defin

and related r¢corded information posted (or reposted) in any registry for business objects

[ISO/IEC 159

3.139
scenario sp
any attribut

[ISO/IEC 159

3.140
seller
Person who
Person and

14-2:2006 (3.104)]

cification attribute
of a scenario, role, Information Bundle, and/or Semantic Component

44-2 2006 (3.105)]

hims to-hand over voluntarily or in response to a demand, a good, service and/or right to a
N retun receives an acceptable equivalent value, usually in money, for the good, service

right provideg

[ISO/IEC 15944-1:2011 (3.62)]

3.141

Semantic Component (SC)
unit of recorded information unambiguously defined in the context of the business goal of the business

transaction
NOTE

[ISO/IEC 146

36

A SC may be atomic or composed of other SCs.

62:2010 (3.27)]

ific to

antic

tions

other
nd/or

© ISO 2012 — All rights reserved


https://iecnorm.com/api/?name=f4f8f9d12ff9b5cb58b4fd3ec42b1ab7

ISO/IEC 15944-8:2012(E)

3.142

semantic identifier (Sl)

IT-interface identifier for a semantic component or other semantic for which (1) the associated context,
applicable rules and/or possible uses as a semantic are predefined and structured and the Source Authority
for the applicable rulebase is identified and (2) for which more than one or more Human Interface
Equivalents(HIEs) exist

NOTE The identifier for a Semantic Component (SC), an Information Bundle (IB) and/or an ID Code for which one or
more Human Interface Equivalents (HIEs) exist are considered to have the properties or behaviours of semantic identifiers.

[ISO/IEC 15944-5:2008 (3.136)]

3.14

set of recorded information (SRI)
reconded information of an organization or public administration, which is under the\contro| of the same
and which is treated as a unit in its information life cycle

NOTE|1 A SRI can be a physical or digital document, a record, a file, etc., that can beyread, perceived or heard by a
persom or computer system or similar device.

NOTE|2 A SRl is a unit of recorded information that is unambiguously defined,in-the context of the buginess goals of
the organization, i.e., a semantic component.

NOTE/3 A SRI can be self-standing (atomic), or a SRI can consist of asblndling of two or more SRIs intq another “new”
SRI. Both types can exist simultaneously within the information management systems of an organization.

[ISO/[EC 15944-5:2008 (3.137)]

3.14
Sour¢e Authority (SA)
Person recognized by other Persons as the authofitative source for a set of constraints

NOTE|[1 A Person as a Source Authority for internal constraints may be an individual, organization, or public
admin|stration.

NOTE|2 A Person as Source Authority for external constraints may be an organization or public adminisfration.

EXAMPLE In the field of air travel\and transportation, IATA as a Source Authority, is an "organization,"|while ICAO as
a Source Authority, is a "public administration".

NOTE|/3 A Person as amrindividual shall not be a Source Authority for external constraints.

NOTE|4  Source Authorities are often the issuing authority for identifiers (or composite identifiers) for yse in business
transagtions.

NOTE/5 A.Source Authority can undertake the role of Registration Authority or have this role undertakgn on its behalf
by angther(Person.

NOTELe—Where-the-sets-ef constraints—of-a-Source-Autherity-control-a-ceded-demain—the-SA-have-thefole of a coded
domain Source Authority.

[ISO/IEC 15944-2:2006 (3.108)]

3.145

special language

language for special purposes (LSP), language used in a subject field and characterized by the use of
specific linguistic means of expression

NOTE The specific linguistic means of expression always include subject-specific terminology and phraseology and
also may cover stylistic or syntactic features.

[ISO 1087-1:2000 (3.1.3)]
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3.146

standard

documented agreement containing technical specifications or other precise criteria to be used consistently as
rules, guidelines, or definitions of characteristics, to ensure that materials, products, processes and
services are fit for their purpose

NOTE This is the generic definition of “standard” of the ISO and IEC (and now found in the ISO/IEC JTC1 Directives,
Part 1, Section 2.5:1998) {See also ISO/IEC Guide 2:1996 (1.7)}.

[ISO/IEC 15944-1:2011 (3.64)]
3.147

term
designation pf a defined concept in a special language by a linguistic expression

NOTE A term may consist of one or more words i.e. simple term, or complex term or even contain symbols.
[ISO 1087-1:2000 (3.4.3)]

3.148
text

data in the fQrm of characters, symbols, words, phrases, paragraphs, sentences, tables, or other chafacter
arrangementg, intended to convey a meaning and whose interpretation is essentially based upon the reader's
knowledge off some natural language or artificial language

EXAMPLE A business letter printed on paper or displayed on a screern
[ISO/IEC 238P-23:1994 (23.01.01)]

3.149

third party
Person besigles the two primarily concerned in a business transaction who is agent of neither and who
fulfils a specified role or function as mutually agreed to by the two primary Persons or as a result of external
constraints

NOTE It i$ understood that more than two Persons can at times be primary parties in a business transaction.
[ISO/IEC 159¢44-1:2011 (3.65)]

3.150
treaty
international |agreement «concluded among jurisdictional domains in written form and governged by

international faw

NOTE 1 Or| the whele a treaty is concluded among UN member states.

NOTE2  Trea
the United Nations for reglstratlon or flllng or recordlng as the case may be and for publication. {See further Artlcle 80 or
the Charter of the UN}

NOTE 3  Treaties can also be entered into by jurisdictional domains other than UN member states, i.e. non-members
such as international organizations and the rare sub-national units of federations which are constitutionally empowered to
do so.

NOTE4 A treaty can be embodied in a single instrument or in two or more related instruments and whatever its
particular designations. However, each treaty is a single entity.

NOTE 5  Jurisdictional domains can make agreements which they do not mean to be legally binding such as for
reasons of administrative convenience or expressions of political intent only, (e.g., as a Memorandum of Understanding
(MOU)).
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NOTE 6  Adapted from the Vienna Convention on the Law of Treaties, 1(a).
[ISO/IEC 15944-5:2008 (3.144)]

3.151

truncated name

short form of a name or persona of a Person resulting from the application of a rule-based truncation
process

[ISO/IEC 15944-5:2008 (3.145)]
3.152

trun&ted recognized name (TRN)
truncated name, i.e., persona, of a Person which has the properties of a legally recognized-name (LRN)

NOTE|1 Truncated recognized name(s) may be required for use in machine-readable “fravel doguments, (e.g.,
passpprts or visas), identity tokens, drivers’ licenses, Medicare cards, etc.).

NOTE|2  The source of a truncated recognized name may be a legally recognized name (LRN).
[ISO/IEC 15944-5:2008 (3.146)]

3.153
truncation
rule-ase process, explicitly stated, for shortening an existing~hame of an entity to fit within|a predefined
maximum length (of characters)

NOTE Truncation may be required for the use of names_invIT systems, electronic data interchange (BDI), the use of
labels|in packaging, in the formation of a Person identity (Pi)etc.

[ISOjEC 15944-5:2008 (3.147)]

3.15

unanmbiguous
level pf certainty and explicitness required in the completeness of the semantics of the recorded information
interchanged appropriate to the goaltef a business transaction

[ISO/IEC 15944-1:2011 (3.66)]

3.155
vendor
selley on whom consumer protection requirements are applied as a set of external congtraints on a
business transaction

NOTE|1 Censumer protection is a set of explicitly defined rights and obligations applicable as external constraints on a
busingss/transaction.

NOTE 2 It is recognized that external constraints on a seller of the nature of consumer protection may be peculiar to a
specified jurisdiction.

[ISO/IEC 15944-1:2011 (3.67)]

3.156

vocabulary

terminological dictionary which contains designations and definitions for one or more specific subject fields

NOTE The vocabulary may be monolingual, bilingual or multilingual.

[ISO 1087-1:2000 (3.7.2)]
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4 Symbols and abbreviations

For the purposes of this document, the following symbols and abbreviations apply.

Acronym Description

API Application Programming Interface

BOV Business Operational View

BTI Business Transaction Identifier

BTM Business Transaction Model

cdRS coded domain Registration Schema

CcdSA coded domain Source Authority

Ccv controlled vocabulary

DMA Decision Making Application

DMA |Interface Decision Making Application Interface

EC European Community

EDI Electronic Data Interchange

EU European Union

FDT Formal Description Technique

FSV Functional Service View

HIE Human Interface Equivalent

B Information-Bundle

IEC International Electrotechnical Commission

ii individual identity

IPD Information Processing Domain

ipRS individual persona Registration Schema

ISO International Organization for Standardization

IT System Information Technology System

ITU International Telecommunications Union

ITU-R International Telecommunications Union — Radiocommunications Sector
ITU-T International Telecommunications Union — Telecommunications Sector
JTC1 Joint Technical Committee 1 “Information Technology” (of the ISO and IEC)
LRL Legally Recognized Language

LRN Legally Recognized Name
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md-rii
OeBTO
OeDT
OeORI
OeP
OeR
OeRA
OeRI
OeRO
OeRR
OeS
OeSlI
PAPI
PCS
pRS
RA
RAI
RBT
rii

RIN
rPi

RA
RS
RS-rii
SA
SC

Si

SRI
TRN
UML

UN

42

mutually defined — recognized individual identity
Open-edi Business Transaction Ontology
Open-edi Descriptive Techniques

Open-edi Registration Organization Identifier
Open-edi Party

Open-edi Registry

Open-edi Registration Authority
Open-edi Registry ltem

Open-edi Registration Organization
Open-edi Records Retention
Open-edi scenario

Open-edi Support Infrastructure
publicly available personal information
privacy collaboration space
persona Registration Schema
Registration Authority

Registration Authority Identifier
Regulatory Business Transaction
recognized individualddentity
Recognized Individtal Name
recognized Péerson identity
Registration Authority

Registration Schema

Registration Schema (based) — recognized individual identity

Source Authority

Semantic Component
Semantic Identifier

set of recorded information
truncated recognized name
Unified Modelling Language

United Nations
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5 Fundamental principles and assumptions governing privacy protection
requirements in business transactions involving individuals (external constraints
perspective)

5.1

Introduction

Clause 5 introduces a fundamental set of principles and assumptions based on two primary sources; namely:

1)

to privacy protection requirements; and,
those introduced explicitly in this part of ISO/IEC 15944 addressing the BOV aspe

those already stated in other parts of the ISO/IEC 15944 eBusiness standards which are of relevance

Whils
goals

protection.

| there is acknowledgement that information must, of necessity, be exchanged in the furth

information is concerned particular external constraints apply, i.e., where the buyer is<an individ

to a b

usiness transaction.

Altholigh legislation and regulations of a privacy/data protection nature differ among jurisdictig

wherg
prote
well 3
lande
captu

The

they exist there are many common elements. A high level réeview and analysis of

s Europe (both at the EU level and that of component countries (and within country suc
I within Germany), etc., indicates that they have common primitive requirements. Thes
red and integrated below into a single set of common privaCy protection principles.

three most common and international recognized./and accepted sources for priva

requitements are:

the 1980 OECD Guidelines on the Protectiotr of Privacy and Transborder Flows of P&
Lignes directrices de 'OCDE sur la protection de la vie privée et les flux transfrontiére
de caractére personnel®

the Directive 95/46/EC of the Eurgpean Parliament and of the Council of 24 October|
protection of individuals with regard to the processing of personal data and on the free
such data / Directive 95/46/CE-du Parlement européen et du Conseil, du 24 octobre 19
la protection des personnes-physiques a I'égard du traitement des données a caractereg
a la libre circulation de/ces données?

the 2005 APEC Privacy Framework?®

Thes¢ three normative references, i.e., as referenced specifications, are indispensable to the U

and u
additi

se of this document. As such, they shall be referenced by users and implementers of this

Thes¢ are_stated in the following referenced specifications which shall apply and must be refer

three
They

sources of external constraints indentified are crucial to the understanding and use of th

bn, the follewing normative references also apply in a similar nature and shall be referenced.

ts of privacy

erance of the

and actualization of a business transaction, many jurisdictional domains requirg) that where personal

hal as a party

nal domains,
privacy/data

ttion legislation in Australia, Canada, Japan, USA, (and APEC member states), the EU, apd Norway as

h as those of
e have been

Cy protection

rsonal Data /
5 de données

1995 on the
movement of
95, relative a
personnel et

nderstanding
document. In

enced. These
is document.

shall be referenced and used by those implementing this part of ISO/IEC 15944. In

addition, the

following three normative references are also essential to the understanding and use of
ISO/IEC 15944 and shall be used; namely:

23 http://www.oecd.org/document/53/0,3343,fr 2649 34255 15591797 1 1 1 1,00.html.

this part of

24 This 1995 Directive is supplemented by the Directive 2002/58/EC of the European Parliament and of the Council of
12 July 2002 concerning the processing of personal data and the protection of privacy in the electronic communications
sector (Directive on privacy and electronic communications) / DIRECTIVE 2002/58/CE DU PARLEMENT EUROPEEN ET
DU CONSEIL DU 12 JUILLET 2002 CONCERNANT LE TRAITEMENT DES DONNEES A CARACTERE PERSONNEL
ET LA PROTECTION DE LA VIE PRIVEE DANS LE SECTEUR DES COMMUNICATIONS ELECTRONIQUES
DIRECTIVE VIE PRIVEE ET COMMUNICATIONS

ELECTRONIQUES http://ec.europa.eu/justice _home/fsj/privacy/law/index_en.htm

25 http://publications.apec.org/publication-detail.php?pub _id=390
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a) the Charter of the United Nations
b) the UN Convention on the Rights of Persons with Disabilities; and,
c) the Vienna Convention on the Law of the Treaties.

The essential aspects of each of these eleven (11) common privacy protection principles and their
requirements are captured below in the form of rules®. It is noted that for organizations and public
administrations to be able to comply with these rules as external constraints which apply to them, surrounding
and overarching business processes and systems may be required to be changed to be able to support
external constraints of this nature.

The approaclh to the development of the 11 principles governing privacy protection requirements is illustrated
in the followirjg Figure 3 below.

26 The development of the Parts of the multipart ISO/IEC 15944 set of eBusiness standards focuses on common
primitives which are captured in the form of principles and their rules along with clearly defined concepts, i.e. as a rule-
based approach in support of the Business Operational View. This is required to ensure unambiguity in the modelling of
business agreement semantic descriptive techniques through Open-edi scenarios and scenario components.
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Primary Sources for Privacy Protection Principles

International External Constraints

» OECD Guidelines

» Directive 95/46/EC of the European Parliament
» 2005 APEC Framework

(Common) Laws & Regs. of UN
member states of a Privacy Relevant interrfational |ISO
Protection nature & of their standards
admin. units, (e.g., states,
provinces, lander, etc., at

whatever level ) (including Privacy & Data
external constraints of localization Commissioners
requirements nature)
» Guidelines
. . > Publications
Relevant added public policy >  tools
requirements of jurisdictional domains, > rulings
(e.g., consumer protection, individual > etc.

accessibility) requirements/standards of
a jurisdictional domain

T

Eleven (11) Privacy protection Principles

eBusiness &
user —driven

reqg’mts (of a
BOV nature)

Clause 5
ISO/IEC 15944-8

Figure 3 — Primary sources for privacy protection principles

In thg text"which follows, these eleven (11) Privacy Protection principles are placed in a LET|and learning
transaction context, i.e. that of the parties making a commitment on a commonly agreed uppn goal for a

learning-transaction-

From a FSV perspective, this includes ensuring that the IT systems of an organization provide the technical
implementation measures which must be capable of exchanging the necessary information among the parties
to a business transaction. This is necessary to be able to determine when personal information is to be
processed as against all other recorded information forming part of the business transaction. This includes
ensuring that applicable controls are in place in the Decision Making Applications (DMAs) of the IT systems of
organizations (and public administration) where personal information is processed and interchanged among
all parties to a business transaction?’.

27 On Decision Making Applications (DMAs), Information Processing Domain (IPD) and Open-edi Support Infrastructure
(OCeSl) in IT systems, see further Clause 5.2 Functional Service View in ISO/IEC 14662:2010 (3rd edition) and its Figure 3
Open-edi system relationships.
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Finally, the privacy protection principles enumerated below represent a whole and should be interpreted and
implemented as a whole and not piecemeal. Be aware that in subsequent clauses of this part of
ISO/IEC 15944, two or more of the privacy protection principles referenced may be instantiated
simultaneously.

5.2 Exceptions to the application of the privacy protection principles

Privacy protection requirements of jurisdictional domains may contain exceptions (derogations) to the
application of external constraints of this nature. The most common exceptions are those relating to national
sovereignty and security, law enforcement, public safety and health.

Exceptions o
tracing of any
by particular
public admini

Rule 001:

Where excey

1) limited gnd proportional® to meeting the objectives to which these exceptions relate; and,

2) a) mag

b) ina

5.3 Fundamental Privacy Protection Principles®

5.3.1 Priva

Rule 002:

thisTTature often TequiTes acCess to personat mformation apout a particutar mdividuat =
other personal information pertaining to that individual®®, (e.g., access to personal infotn
Persons other than those who are parties to the business transaction, i.e., qualified ahd spg
strations based on predefined criteria).

ptions to the application of privacy protection principles exist, they shall be:

e known to the pubilic; or,

ccordance with law.

Cy Protection Principle 1: Preventing Harm

d the
hation
beified

The protection of personal information shall be designed to prevent the misuse of such personal

information.

A primary olpjective of the preventing jharm principle is to prevent misuse of personal information

consequently
regulatory eff
a priority gov
and/or right ¢

harm to individuals>".. Therefore, the implementation of privacy protection, including
brts, education, andfawareness campaigns, as well as enforcement mechanisms, etc., sho
ernance principle ‘of any organization and public administration which provides a good, s
an individualiby-a business transaction using electronic means,

28  Traceabilit

y issues including those pertaining to individuals are being addressed in the ISO/IEC 15944-9 “Tracq

Framework” st@ndard which is under development.

, and

self-
uld be
Brvice

bability

29

In relation to “limited and proportional”, the APEC Privacy Framework, Clause 13 states that “The Principles contained

in Part Il of the APEC Privacy Framework should be interpreted as a whole rather than individually, as there is a close
relationship among them.” It goes on to state that countries implementing the Framework “may adopt suitable exceptions
that suit their particular circumstances.” Further, “one should take into consideration the impact of these activities,” i.e.
invocation of an exception, “upon the rights, responsibilities and legitimate interests of individuals.”

30 The purpose here is simply to present, in summary form and in a non-technical BOV manner, key common
privacy/data protection requirements as promulgated. Other groupings of Privacy/Data Protection Principles have been
published elsewhere; and some may have more or fewer than these ten “principles”. The same set of requirements can
also be grouped differently or have different titles.

31 This privacy protection principle is introduced in the APEC Privacy Framework. It can be considered an application of
the generic aspect of the human rights of “do no harm”, already a well and long established principle in the field of
medicine.
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This requirement also applies to both the business operational view (BOV) and functional services view (FSV)
of the organization (and/or public administration) and especially to the interchange of personal information

among parties to a business transaction.

5.3.2

Privacy Protection Principle 2: Accountability

Rule 003:

An organization subject to privacy protection requirements in the jurisdictional domain (at whatever

level

3

) in which it delivers a good, service and/or rights, shall have in place implemented,

enforceable

policies and procedures with the proper accountability controls required to ensure its compliance

with appticabteprivacyprotectionrequirements:

This fneans that the ability to comply with applicable privacy protection requirements is a{preco

organ

Rule

An o

organization Person, i.e. a privacy protection officer (PPO), who is accountable for the o

comg
legal
the o

In prg
an or
office
the ‘pl
their (

Rule

Any

pract
busin
cond

Guideline 005G:

Orga
not ¢

ization to be able to offer goods, services and/or rights to individuals in that jurisdictional do
D04:
ganization33 is responsible for all personal information under its control and shall ¢

liance with established privacy principles which, in turn, are{.compliant with and
requirements of a privacy protection nature of the applicable jurisdictional domair
rganization operates.

ctice, this means that at any time, in the process of an individual establishing a business tra
janization or public administration, the individual isinformed of the presence of a priva
 (PPO) within the organization who has been assighéd this role®*. Most organizations alr
anning phase’ of the process for a business transaction by making such information readi
atalogue(s), on their website, etc.

05:

brganization to which privacy protection requirements apply shall have in place
ces which make it clear as to,who (and where), in an enforceable and auditable ma
ess operations is responsible for compliance with these external constraints as app
uct of business transactions’ where the buyer is an individual.

ndition for an
main.

Hesignate an
rganization’s
support the
(s) in which

nsaction with
cy protection
bady do so in
y available in

policies and
ner, in their
icable to the

hizations should ensure that their accountability policies, practices and controls are supported, if

mbedded, in.the operations of their DMAs in their IT systems to ensure that 1

information of individuals is managed through its information life cycle in compliance wi
privaty protection requirements.

It is r¢ecognized “best practice” that the design and operation of an organization’s IT systems in
busingss-operations should implement not only the information management polices of the org

he personal
'h applicable

support of its

anization but

also, and especially, any external constraints which may apply. In this context Privacy protection requirements

32

administrative unit of the UN member state, at a municipal level, or at any combination of the same.

In some jurisdictional domains, privacy protection requirements are found at the UN member state level, an

33 The use of the term “organization” in these Privacy Protection Principles includes “public administration”.

34 Within an organization it is a common and well accepted practice to label any organization Person who has a (legal)
responsibility at the organization—wide level as an “officer”, i.e., one who has an “official” responsibility on behalf of the
organization as a whole. The concept/term “controller” within an organization is usually related to “financial controls”.
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represent a defined set of external constraints of jurisdictional domains which apply when and where the
buyer is an individual.®

It is not uncommon that in the “actualization” of a business transaction that the seller may well utilize one or
more “agents”, now commonly known as “outsourcing”. The role of such agents (of whatever nature and role)
may range from a simple transport delivery role to one including the undertaking of many other business
operational functions which a seller may delegate to an agent (and in some cases also a third party, i.e. where
the use of such a designated third party is either mandated by the rules of the applicable jurisdictional domain
in which the business transaction is taking place, and/or the seller and buyer, i.e., as an individual agree to
such an arrangement (e.g., using a mutually. At the same time, it is also not uncommon that the actualization
of the business transactlon mvoIves the use of third part|es The use and role of third parties may be mutually
consented to b ed on
the requiremgnts of an appllcable regulator i.e. as external constraints.

Privacy prote|
a buyer who
functions in a

the seller, i.g.

requirements

ction requirements which apply to the organization when providing a good, service and/or r
is an individual often do not address directly the aspect of delegates (subcontraetors) of n
business transaction delegated to an agent or third party. Commonly, the organization act
, as primary party, remains responsible and accountable for ensuring that’privacy prot
are complied with for that business transaction regardless of how or whetr€.it is delivered.

ght to
ple or
ng as
Bction

Rule 006:

Where an organization, as a seller, delegates any aspect of a business transaction involving an
individual , [and interchanges of personal information pertaining, to“that individual, to an “agent”
(and/or “thind party”), the organization shall ensure that: (1) in its) arrangement with the desighated

agent (and/or third party), the agent (and/or third party) is-fally aware of the applicable pilivacy

protection r¢quirements; and, (2) such parties commit themselves to support the applicable p

protection r

This rule is ¢
components)
transaction a
FSV aspect t

It is noted th
where the bt

quirements pertaining to the business transaction*®

bnsistent with the overall approach that delegation of a BOV or FSV aspects (including sc:
to an agent (and/or third party) of commitments made by a Person as a seller in a bug
bply to any combination of agents and/or third parties where the seller may delegate a B
b them.

at should an organization make\use of an agent in the instantiation of a business trans
yer is an individual and thus‘personal information is involved, that the organization re

responsible for ensuring that privacy protection requirements are complied with.

Guideline 006G1:

Prior to an
agent, the ¢

brganization delegating part (or all) of the instantiation of a business transaction

protection r¢

With respect
of ISO/IEC 1

quirements and particularly in the DMAs in the IT systems of the agent.

o the engagement of a third party in a business transaction, it is already stated in Clause

ivacy

Bnario
iness
DV or

action
mains

to an

rganization~should obtain (written) assurance of the “agent’s compliance with privacy

6.2.5
Ifils a

944.- 1 that a thlrd party is not an agent of elther the buyer or seller but is one who f

specific role ©
Persons or as a result of applicable external constraints.

otimary

35 Privacy protection is but one set of external constraints of a public policy nature which apply when the buyer is an
individual. Others include those of a consumer protection, individual accessibility, etc. nature. {See further below, Clause 7
“Public policy requirements of jurisdictional domains”}

36 One should note that whether or not the seller in an business transaction, decides to delegate one or more role or
functions (if permitted in a scenario) to an agent and/or third party, that this is immaterial to the fact that the seller shall
ensure that it maintains control of any and all of the personal information associated with a business transaction where the
buyer is an individual.
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Guideline 006G2:

Where a third party is involved in a business transaction involving personal information, the seller and
buyer should be provided with the (legally binding) assurance of the “third party’s compliance with
privacy protection requirements and particularly in the DMAs in the IT systems of the third party.

Guideline 006G3:
Where:

1) due to the nature of the good, service and/or right of the goal of the

business transac

-

tion external

2) for a business transaction of this nature, the buyer may be an individual, the jurisdictional domain
hich is the source of such an external constraint should ensure that such a third payty is able to
domply with privacy protection requirements and particularly in the DMAs inithe IT syistems of the
third party.
Rule p07:
An agent (and/or third party) which commits itself to act on behalf‘of.a Person acting as|a seller in a

business transaction, where the buyer is an individual in a gurisdictional domain w
protection requirements apply, shall ensure that the DMA(s)”in its IT system(s) is
suppprting applicable external constraints requirements.

The purpose of this rule is to ensure that any agent (and/oy-third party) recognizes the fact that if
in a jurisdictional domain, is also bound by external constraints of a privacy protection nature w
that jprisdictional domain. This applies to any business’ transaction where the buyer is an i
privagy protection requirements apply. This also applies to applicable data synchronization

betwgen the sellers and its agent(s) and/or third-party (ies).
Rule p08:
An organization shall ensure that in\the execution of an (instantiated) business transac

identjfied by its business transaction identifier (BTI), that where these involve parties, o

here privacy
capable of

, as a Person
hich apply to
ndividual and
requirements

ttion, i.e., as
r than the

he
individual as a buyer, that such(parties, are capable of and have implemented the requirelnents of the

privagy protection principles® ;

It is fecognized that the‘development of efficient and cost-effective Open-edi scenarios ofter
among parties with varying business relationships. It is therefore not uncommon that the Persor
seller| in a business transaction, involve other Persons in the instantiation of the business tra
important for an erganization acting as a seller in a business transaction to ensure that these oth
busingss transaction are committed to, and do have in place (and have implemented), appli
protegtion requirements, i.e., where the buyer is an “individual” and the business transaction inv
of perlsonal information.

require EDI
s acting as a
nsaction. It is
br parties to a
cable privacy
plves the use

Finall

rements and

requirements here of synchronization of master data among all the parties to a business transaction.

The internal constraint of the general requirement of data synchronization with master data among parties to a
business transaction becomes an external constraint based on privacy protection principles where the buyer is
an individual and thus requiring data synchronization.

37 A key requirement is the ability for the seller to be able to support data synchronization among the IT systems of all
parties participating in a business transaction. This is particularly important where this data is of the nature of personal
information.
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5.3.3 Privacy Protection Principle 3: Identifying Purposes

Rule 009:

The specified purpose(s) for which personal information is collected with respect to the (the (potential)
goal of the business transaction shall be identified by the organization at or before the personal
information is collected.

Here the specified purpose is deemed to be the goal of the business transaction, i.e., that mutually agreed to
by the individual at the end of the negotiation phase, and prior to the actualization phase.

In an Open-

Lcontext the nurnase for which the nersanal information-is bheina collected is snecified a
T Lkl o Lig g g

(part

of) the purpog
scenarios in
requirements

5.3.4 Priva

The principle
informed by
(additional) p
to payment a

This principle]
surrounding
consent’ stat
develop the
data in a sing
addresses th
agreement.

It is noted th
practical purg
card (as auth
sales receipt
between the

Rule 010:

be of an Open-edi scenario, i.e., as the OeS purpose. The Clause 7.2 Rules for scoping Op4
ISO/IEC 15944-1 already make provision for supporting this rule from a privacy~prot
perspective.®®

Ly Protection Principle 4: Informed Consent

of “informed consent” requires that the individual, as prospective buyer, ‘be fully and ex
he seller as to why and for what purpose, the individual is requested (or required) to p
brsonal information (of various kinds), i.e., in addition to that which.may be required with reg
Spects.

is clearly a requirement to flag personal information supplied as being for limited use. It is f
BOV and FSV processes to identify what the use implications are, and how the ‘infq
s for the transaction has been achieved. Howeveryyit is clearly necessary for scenar

bn-edi
bction

licitly
ovide
spect

or the
rmed
os to

pranularity of what the informed consent being given“actually is for. It is possible that different

le transaction could be of different “informed consent” use; however, this part of ISO/IEC
b simplest case of all of the data to the transaction being subject to the single ‘informed co

bt in a substantial number of business-transaction, the buyer, as an individual, remains
oses “anonymous”. A good is purchased in a store, payment is made in cash or by credi
orized by the relevant financial, institution, etc. and the individual is provided by the sellg
which contains the associated business transaction identifier (BTI). As such the only b
ndividual as buyer and the-séller might be the BTI*°. Thus the use of a BTl is mandatory.*

5944
hsent’

for all
/debit
r of a
nding

Where in a business transaction, the seller requires the buyer, as an individual, to provide pe

information,
the informed

the seller shall ensure that the collection and use of such personal information sha

I'I[have
and explicit.consent of the individual and that the same be directly linked to the spegified

goal of the business/transaction (to be) entered into.

onal

38 See further below Clause 12.3 “Template for specifying an Open-edi scenario” for privacy protection requirements.

39

In the development of this part of ISO/IEC 15944, it has been taken into account that many organizations, especially

small and medium enterprises do not collect or maintain personal information pertaining to the individual as buyer. It is
also a common business practice that with respect to any complaint, return of merchandise, invocation of a warranty, that
the buyer (or now owner) must have the sales receipt (in hand) and/or be able to provide the BTI pertaining to the
business transaction.

40 On the role and importance of business transaction identifier (BTl) and associated rules, see below Clause 11.2
Business Transaction Identifier.
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The application of this rule also prevents the possible use of “automatic opt—in"41 by the seller, i.e., collection is
not allowed unless expressly consented to be the individual, since that may not be part of the “informed
consent” and may violate the principle of “limiting collection” and of limiting use”.

This includes the need for a seller to ask for explicit consent from the individual who is the buyer, for the use
of any of his/her personal information for any purpose which is different form that originally agreed to, i.e., as
the agreed upon goal of the business transaction. As such, privacy protection requirements preclude the use
by the seller of an “automatic opt-ins” in EDI and in links (including posting any and use of Internet-based
functional services which may be used to identify an individual). The following Guideline supports this privacy
requirement.

Guideline 010G1:

In support of privacy protection requirements, the seller shall ensure that there are no “aytomatic opt-
ins” py the seller with respect to aspects of the commitment exchange forming, the pasis of the
business transaction or any secondary use of the personal information of the‘individugl who is the
buyel in a business transaction.

Rule p11:

Any secondary use of personal information of the individual in a business transaction |[requires the
expli¢it and informed consent of the individual.

Here |it is understood that the organization in the role of seller ‘will maintain a record (as al SRI) on the
indiviflual providing such explicit informed consent, i.e., in compliance with documentary evidende rules of the
appligable jurisdictional domain.

The fpllowing Guideline represents a “best practice” approach42.
Guideline 011G1:

Any xse of “automatic opt-ins” shall be explicitly agreed to by the individual, i.e., as inforined consent,
and be recorded as such by the seller, i-e., in compliance with documentary evidentiary| rules of the
applicable jurisdictional domain.
This Guideline supports the fact that the use of “an automatic op-in” by a seller necessitates uge of personal

information of the buyer as af individual and therefore requires documented evidence of hislher informed
consgnt.

Rule p12:
Except with the explicit informed consent of the individual, or as required by law, persona| information
shall|not be used or disclosed for purposes other than those for which it was collectedl, i.e., in the

contgxt of the specified goal of the business transaction to which it pertains.

This means that:

e the personal information of the individual as the buyer in the business transaction collected by the
seller in that business transaction shall not be disclosed, i.e., communicated to any other party(ies)
unless so required for the actualization of that specific business transaction with the individual being
fully informed of the same by the seller and having consented to; seller;

41 With respect to rules governing the use of “automatic opt-in” by sellers, there is a link here to external constraints of a
privacy protection nature.

42 Rules pertaining to compliance with documentary evidence rules of jurisdictional domains are outside the scope of this
part of ISO/IEC 15944.
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personal information created or obtained for one business transaction shall be used for any
business transaction or purpose (such as aggregation);

unless the individual provides explicitly stated and documented informed consent, none of the

other

once the business transaction has been actualized all personal information shall be deleted unless

required for post-actualization purposes and/or other specified external constraints of an information

law nature require specific personal information to be retained; and,

the relevant jurisdiction for the purpose of satisfying national regulation for record keeping.

5.3.5 Privagy Protection Principle 5: Limiting Collection

Rule 013:

personal information concerning the transaction shall not be retained for longer that is necessary in

The collectign of personal information shall be limited to only that which is necessary.and relevant for

the identified and specified purpose, i.e., the goal, of the specified business transaction.

Only persondl information on the individual as a buyer that is essential, i.e., can bg proved to be releva
the completign of the business transaction “in hand” shall be collected. This also/means that any inforn
that is not essential to the business transaction shall be clearly identified, and the business transactior]

not fail if info

The impleme
before compl
only of the p
information a

Rule 014:

Any coIIectiJ)

pertains to
This rule recd

1)

laws (ang
dependin

2)
then that indi

business tran
to the actuali:

where th¢ (prospective) buyer is an individual,

mation that is not fundamental to the transaction is missing.

htation of this privacy protection principle requires that at_the planning phase, or no late
btion of the negotiation phase in a business transactien; that the individual is fully informe
urpose of the business transaction, but also why Specific sub-sets or components of pe
'e required or optional and that they are clearly and unambiguously identified.

n of personal information by the seller, or other parties to a business transaction, \
buyer as an individual in that business transaction, shall be lawful and fair.

gnizes the fact that:

regulations) of jurisdictianal domains, i.e., external constraints, may require data to be col
g on the nature of the good, service and/or right as the goal of the business transaction; an

Vidual is reguired to provide specified personal information either as part of the actualizatio
saction eréven during the planning, identification and/or negotiation phase, or at any timg
ration of.abusiness transaction. For example, an external constraint may be of the nature tf

nt, for
hation
shall

r than
d, not
sonal

vhich

ected
)

n of a
prior
at:

i

1) only anin

dividual (and not an organization) may purchase a specified good, service and/or right; and

2)

where this is the case the individual may be required to provide additional personal information before
making a purchase .This can include, the individual being required to provide proof of age, status (e.g.
citizenship, landed immigrant, etc.), credentials (e.g. as a licensed medical doctor, an engineer, qualified
technician, etc.).”®

This principle also provides that collection methods shall be lawful and fair. For example, fraudulent
misrepresentation in order to obtain personal information on an individual is considered unlawful in most
jurisdictional domains. This includes misrepresentation, via EDI, to deceive individuals, as (potential)

43 On this matter and for other examples see further, Clause 6.1.6 “Business model: Classes of External constraints”,
Clause 6.3.3 “Identification” and Annex F, Clause F.2.3 “Identification Phase” in ISO/IEC 15944-1.
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consumers to induce them to provide sensitive personal information such as credit/debit card numbers, bank
account information, etc.**

Rule 015:

An organization collecting personal information shall inform the individual concerned whether or not
the personal information collected is:

1) essential to the intention of the business transaction;

2) required to be provided by the individual due to identified and specified constraints of
jurisdictional domains applicable to the nature and goal of the business transaction] and/or,

3) [“optional”, i.e., desired to have by the organization, acting as the seller, but not.required.

44 The use “unfair” means includes of fraudulent means. The use of fraudulent means to obtain personal information on
or about an individual (irrespective of how it may be used) is likely subject to sanctions under the Criminal Code (or laws of
an equivalent nature) in most jurisdictional domains.
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5.3.6 Privacy Protection Principle 6: Limiting Use, Disclosure and Retention

This Privacy Protection Principle consolidates and integrates what are considered “generic, primitive”
Information Life Cycle Management (ICLM) principles which apply to any and all types of sets of recorded
information (SRIs) within an organization (including public administrations) and among organizations. This
addresses the “collaboration space” among all parties, i.e., types of Person, to a business transaction. As
such, Annex D below titled “Integrated set of information life cycle management principles in support of
information law compliance” applies to these privacy protection principles.45 The integrated set of information
life cycle management (ICLM) principles in support of information law compliance, which apply to data
management and interchange generally also apply to Open-edi46 within and among Persons ( and their IT
systems). In addition, Annex E below titled “Coded domains for the management and control of state changes,
destruction of personal informafion in commitment exchange, including business fransactions”

retention an

supports both

Rule 016:

The integrated set of ICLM principles applies to and supports the external constraints of a p

protection n

Parties to a
requirements
support the s

Note that thig
therefore this

Rule 017:

Personal in
than for th
consent of t
are not pern

OT; it was originally collected as part of the’business transaction, except with the infq

the implementation of the ICLM principles as well as privacy protection requirements.

hture for any business transaction involving an individual and its personal informati
business transaction are required to be able to support these six Open-edi characterist
governing the DMAs of the organization in their IT systems‘”. The/ICLM principles refleq
x key characteristics of Open-edi.

rule may require that some personal data must be retained specifically for this purpose an
purpose is implicitly necessary to a transaction involving personal data.

rmation shall not be used or disclosed by.the seller (or regulator) for purposes

ne individual, or as required by law. Secondary or derivative uses of personal inforn
itted.

45 The focus
was at first no
now also incly
collaboration {
management (

and scope of ISO/IEC JTG1/SC32 standards development work is “Data Management and Interc
only within the IT system(s) of a Person of primarily organizations (including public administratior]
des individuals (and their IT systems). As such, Open-edi standards development, which focuses
pace among Persons*and their IT systems, has from it inception supported information life
CLM) requiremeritsy The need to reflect and support ICLM requirements is of particular importance

external const
development

rules and incluple those found in the “Characteristics of Open-edi”, those pertaining to state changes, record retenti
specification of the cellaboration space, etc., as well as being found in the templates for scoping Open-edi transa
and modelling Ppen-edi scenarios and their components.

Annex D belo

aints apply ta_the-modelling of a business transaction. This was reflected and explicitly supported

ivacy
n.

cs as
t and

d that

other
rmed
ation

lange”
s) but
bn the
cycle
where
in the

the existingprinciples, rules and definitions in ISO/IEC 15944, i.e., its definitions of relevant concept, and

brings forward and states explicitly the ILCM principles in support of information law compliang

n, the
ctions

e, i.e.

external constraints, applicable to the modelling of common business fransactions via Open-edi scenarios.

46 While the focus here is on “Electronic data interchange (EDI)”, these ICLM principles apply to any internal or external
constraints applicable to any. set of recorded information (SRI) of any Person.

47

parties act

The six key characteristics by which Open-edi is recognized and defined are:
actions based upon following rules;

commitment of the parties involved;

communications among parties automated;

parties control and maintain their states;

autonomously; and,

multiple simultaneous transactions can be supported.

See further Clause 5 “Characteristics of Open-edi’ ISO/IEC 15944-1.
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This means that the purpose for which personal information was collected or requested from an individual
shall be directly related to, if not explicitly stated, in the mutually agreed upon and explicitly stated goal of the
business transaction being instantiated.

In scenario definitions, this shall require that the scenario definition identify explicitly all data that are subject to
this rule Other BOV processes will be required to enact this rule, so the scenario definition is required in order
to identify to the party(ies) subject to this rule that they are liable for non-compliance if they fail to instantiate
annual or other separate procedures in compliance with this rule.

Rule 018:

execlition of the business transaction, desires to use the relevant personal informatior] for another
purpose, it is necessary to obtain revised/new “informed consent” directly from the individual
concerned.

WheY the organization, having collected personal information for a specific purpose anil goal of the

This nule requires not only that:

1) tHe individual may refuse consent for a secondary, derivative or new use of its personal information; but
also;

2) where an organization is not able to contact the individual concerned to make request for apother use of
tHat individual's personal information, then such a proposed “new” use is not permitted.

Rule p19:

Persgnal information shall be retained by the seller only for as long as is necessary for the fulfillment
of thgse purposes as specified as part of the businéss transaction.

Persdnal information must be identified as having a specific ‘life’ of time of existence if this is to pe other than
that demanded for the purposes of national:record keeping. This retention time period shall foqm part of the
scengrio definition and the time period will\be explicit.

This @lso means that organizations shall have in place auditable rules and procedures as are [necessary to
ensure that personal information:nolonger required for the post-actualization phase of a businegs transaction
shall be destroyed (expunged)(by'the organization, or its agents where applicable, and in a manfper which can
be verified via audit procedures.

For most, if not all, instantiated business transactions, external constraints of the applicable| jurisdictional
domain(s) require that-specific sets of recorded information (SRIs) pertaining to any business tfansaction be
retained by the seller for a specified period of time.

It is fecognized that, depending on the nature of the good, service and/or right which is the goal of the
busingss fransaction, specified additional records retentions requirements of applicable jurisdictipnal domains
may apply‘to all or specified subsets of all the recorded information pertaining to a business trangaction.

It is also recognized that where the purchase of a good, service and/or right involves “post-actualization”
aspects of a temporal nature that these will also impact record retention requirements and obligations
resulting from an actualized business transaction. A primary example here of an internal constraint nature is
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that of a “warranty” for “n” number of years*®. This includes the possibility that the individual who made the
purchase may not be the “warranty holder”*°.

The following rules summarize these requirements from a BOV perspective:
Rule 020:
The seller shall identify to the buyer, especially where the buyer is an individual, any and all record

retention requirements pertaining the resulting sets of recorded information forming part of the
specified goal of a business transaction as a result of applicable external constraints of jurisdictional

domain(s) as a result of the actualization of the business transaction.

Rule 021:

Where the deller offers a warranty, or extended warranty, as part of the business transaction, the

seller shall
retention re
purchase by

The sale of
health consi
verifications ¢

Rule 022:

Where the b
and all reco
actualization

1) personal
for which

2) addition
retained

a{
domain(s

inform the buyer, when the buyer is an individual, of the associated added re
uirements for the personal information associated with the warranty*(includin
the individual of an extended warranty).

any types of goods or services, require the seller to inform the buyer of possible safet
erations with respect to whatever was purchased. These incldde product recalls, rg
hecks or testing of specific function or components, etc.

iyer in a business transaction is an individual, the-sSeller shall inform the individual g
ds retention requirements of personal information’which is recorded as the result ¢
of the business transaction, including:

nformation which is required to actualize‘the business transaction and the time per
such sets of personal information are to'be retained,;

personal information, i.e., in addition to (1), which is required to be collected
s a result of applicable external,constraints, of whatever nature, of relevant jurisdic
; and/or,

3) additiona

retained 3s a results of the inyocation of an associated warranty, purchase of an extended wat
or any other personal information which is required to be collected or retained as part of the

actualiza

From a custd
contact with
possible ass
announceme

personal information,(i.e: in addition to (1) or (2), which is required to be collecte

ion phase of an-instantiated business transaction.

mer service,smany sellers, i.e. organizations (including public administrations), wish to s
heir custotners for a variety of reasons. These include providing catalogues of their offe
pciated-goods or services, etc., as well as obtaining client feedback, surveys, new p
nts, etc.
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Rule 023:

Where the buyer in business transaction is an individual, the seller shall inform that individual of the
applicable record retention conditions where these pertain to personal information.

48 Here it is noted that in order to be able to support a “warranty” of whatever nature, the seller will need to maintain
personal information for a time period other, i.e. longer, than that required by law, i.e. as part of the applicable external
constraints of the relevant jurisdictional domain(s). This is especially so where consumers purchase an “extended
warranty”.

49 For example, where the good or service purchased as a gift. Here the recipient of the gift, as an individual, would
become the owner and also would complete the warranty information including personal information required for the
warranty to be invoked.
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It is important that when the buyer is an individual that, prior to and at the actualization phase in a business
transaction, that the buyer is fully informed of the records retention requirements and practices of the seller
particularly as these pertain to the personal information forming part of the set(s) of recorded information.
Here it may well occur, depending on the nature of the business transaction, that certain types of personal
information may be subject to differing records retention periods.

It is noted that where the business transaction is one of the nature of the provision of a service or a right,
(such as a license or authority of some kind) that the seller needs to retains a specified set(s) of personal
information for as long as a business transaction of this nature remains active.

Rule 024:

information

transaction. As such the personal information provided by the individual to the seller is no longer
therefore the organization concerned shall delete the personal informationpertaining to that indiv|

It is rfoted that this rule makes provision for the possibility that the-individual, as a prospectiv|
consgnt to be kept informed by the seller about product information(e.g. via a catalogue), spec
offerimgs, etc. Such a decision by the individual is of the nature éfobtaining “informed consent”.

Partiqular care must be taken to avoid collecting or proyiding data that are not actually necsq
purpgse(s) of the transaction itself. By way of example,:in‘the transaction given in section 6 of a

organization
tion of such

br negotiation
the business
relevant, and
dual.

e buyer, may

al sales, new

ssary for the
burchase and

r, but to have
t the seller is
e transaction
br to fulfill its
need to know

payment it may not be necessary for the seller to khew the actual personal identity of the buye
an identifier by which that buyer may be uniquelyddentified to the seller. It may be sufficient thg
of payment because the seller has an authority from a third party such as a bank that tH
will bp paid. Thus the bank may need to-know the identity of the buyer and seller in ordg
requitements in the transaction (but not the¢ontent of the transaction), whilst the seller does not
the igentity of the buyer. The same js true when agents are used, or when a public administration is a
supervisor to a transaction, where the other parties need to know and perhaps be able to prove l’rat the public
administration was involved, but.not-be able to identify the individual within the public administfation actually
involved (although the internal(functions of the public administration may need that information|for their own
supervisory purposes).

5.3.7| Privacy Protection Principle 7: Accuracy
ce, to ensure
te, complete,
grity*®” which

the mutuahbenefit of all parties to a business transaction, and also a good business pract

ny and allrecorded information pertaining to a business transaction be as timely, accurs
up-to{date, etc.; as possible. Accuracy of recorded information is an essential component of “inte
is a major_asset of any organization. No organization should keep recorded information on| its business
transaction or its clients which is not accurate or out-of-date, especially in the DMAs of its IT systems. As such
for this—generally accepted set of internal constraint on recorded information applicable 1o all parties to a
business transaction, organizations concluding business transactions with buyers as individuals, should have
no difficulties in support the external constraint of “accuracy” of a privacy protection nature (including in the
DMAs of their IT systems).

It is tq
that ¢

50 |t is noted that an organization which does not have policies and auditable procedures in place, as part of its overall
governance, to ensure that the recorded information on which its decisions and commitments are made, does not have the
required level of “integrity” (e.g. timeliness, accuracy, being-up-to data, etc.) and ensures that all its recorded information
which does not meet these criteria is expunged (unless required to be retained due to applicable external constraints),
may find itself (and particular its officers) being subject to legal action for not exercising stewardship, due diligence,
damages, etc., for not implementing these requirements (which in turn form part of the implementation of ILCM principles).
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Rule 025:

Personal information shall be as accurate, complete and up-to-date as is necessary for the specified
purposes for which it was collected in support of the business transaction.

Here, the scenario definition shall make it clear that the data identified shall subsequently be capable of
amendment (including deletion). It may be that there are other data for which alteration may be forbidden,
either by automatic or manually inspired processes.

One should consider the implementation of this principle to be of the nature of good corporate governance
and best practices. For a variety of reasons, organization should not retain personal information, or retain the
same in its IT, i i Talal -{o-

Guideline 025G1:

In order to gupport the privacy principle of accuracy, organizations should consider informing| their
clients, who| are individuals, of the personal information retained on that individual,and do so on a
cyclical basjs in order to ascertain whether such personal information, collected earlier and still
maintained by the organization, is still accurate.

5.3.8 Privagy Protection Principle 8: Safeguards
5 and
ction,
other

This Privacy
operational ¢

Protection Principle pertains to ensuring that the organization has in place policieg
bntrols and practices to ensure its policies for the retentionystorage, preservation or destrd

confidentiality
handling of
requirements

This principlg
business ope|
perspective.

Recognized i

, integrity, continuity and availability of the processing, reproduction, distribution, sharing or
1t1$ recorded information is “safeguarded” in compliance with applicable “information

b

is of the nature of an external constraint which makes such existing best practices f
rational view perspective mandatory from an'€kternal constraints privacy protection require

nternational standards for “safeguards” exist not only with respect to those pertaining to Op4

law”

om a
ments

en-edi

but also in the fields of:

e recor

syste

ds/information management.(including records retention and archiving as well as support
ms and their DMAs));

ng IT

audit|controls;

seculity services;

“quallfty” of communication services;

evidgntiary aspects of paper, microform and/or electronic based document;

database management.

International standards support and provide guidance to organizations for addressing address and
implementing most of the accountability, information managements, and “safeguard” requirements of a privacy
protection nature. Many organizations already have in place officers, mechanisms, procedures, etc., required
to provide safeguard measures in support of the implementation of this principle either directly or as an
integrated aspect of its overall approach to information management.

51 For a generic “information law” requirement from a BOV perspective, see further below Annex D (Normative)
Integrated set of information lifecycle management (ILCM) principles in support of information law compliance.
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Rule 026:

Personal information shall be protected by operational procedures and safeguards and safeguards
appropriate to the level of sensitivity of such recorded information and shall have in place (and tested)
measures in support of compliance of compliance with privacy protection requirements of applicable
jurisdictional domains, as well as any other external constraints which may apply such measures as
are appropriate to ensure that all applicable legal requirements are supported.

Guideline 026G1:

Where an organlzatlon does not have a smgle des:gnated focal point and offlcer i.e., a “privacy
of safeguard
requirements applicable to all of its recorded information, it should ensure that aII of |its personal
information meets privacy protection requirements.

This principle also introduces the concept of protection. Protection involves one or more_constraints that are to
be applied to specific data that are expected to provide the safeguard that is appropriate. It should be noted
that the actual sensitivity of the data to be protected may be of national or cultural’expectation, and need not
be copsistent. It should also be noted that in modelling, specific data fields are\abelled with the type of privacy
prote¢tion that is to be provided, but that it is for the FSV implementation to determine how|such privacy
prote¢tion requirements are given technical effect. In this part of 4SO/IEC 15944 only the means of
determining the agreed (or required) privacy protection that is attaching, to specified individual data elements
(fieldg and records) is addressed.

5.3.9| Privacy Protection Principle 9: Openness

The grinciple of “openness” pertains to the privacy protection requirement that any organization|which collect
and uses personal information shall be fully transparentiin its use of personal information. This means that all
of its| policies and business practices pertaining to.the collection, use and management of @ny personal
information shall be made readily and publicly ayailable, free of charge, and via various means [and media of
commnjunication.

Rule p27:
An organization shall have and make readily available to any Person®? specific informatjon about its
policies and practices pertaining to the management and interchange of personal information under

its cantrol.

In support of this principle.the organization will have explicitly stated such information:
(i) dn its website; and;

(ii) Have a policyin place to provide printed materials of this nature for free and upon request frgm anyone.

It is expected-that in support of this principle the organization will have explicitly stated such information.

I Hon  anvy anante oanA/ar thivA ~orting that tha ~Ar~on 1zation o ag ich ta tnunlun h b

n a TUUTT, T Iy (AUUIILQ artuarot anry '.J(JILI\J\J arat une T u(AIIILuLI\JII |||uy wWwiort W34 mrvurve III L e uSIneSS
transaction shall be fully cognizant of and able to comply with and support the privacy protection policies and
practices of the organization to which they are an agent or third party to.

Where protection scenarios are recorded for the purpose of Open-edi this principle is met by publishing the
agreed scenario constraints, together with any external manual processes that have been used or providing
references to them in an external source.

52 “pgrson” is used here, instead of individual so that other (potential) parties to a business transaction, (e.g.,
organizations and public administrations) need to have access to an organization’s privacy protection policies, practices
and related information.
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5.3.10 Principle Protection Principle 10: Individual Access

A key component of privacy protection requirements is that an individual shall be able to enquire of any
organization (private or public sector) whether or not that organization has and maintain personal information
about that individual anywhere in its record/information management systems. From a business transaction
and Open-edi perspective, this principle applies in particular to the DMAs in the IT systems of an organization.

It is anticipated that this principle will be enacted not through this part of ISO/IEC 15944 but through laws and
regulations of the applicable jurisdictional domain(s) pertaining to the business transaction where the
individual is the buyer.

Rule 028:

An individugl has the right to know whether or not an organization has personal information.under its
control®® onlor about that individual.

Rule 029:

An organizdtion, subject to privacy protection requirements, upon receiving-a request from an
individual shall inform that individual of the existence, use and disclosuné of his or her personal
information |n any and all records management/information systems and ingarticular the DMAs of the
IT systems which support the business transactions of that organization:

Where this principle is implemented through Open-edi, the scenario, ie.; model, shall show the protection
labels that arg applied to the fields of data as part of the implementatiohof the scenario. It must be noted that
this may be met by other means, such as the publishing of contagt information for the point at which this
information npay be requested since there will be a need for thevindividual to prove they have the correct
identity beforg¢ a disclosure can be made.

Guideline 029G1:
Upon receiving a request of this nature, the organization may request the individual to prpvide
personal information which will assist the organization in ascertaining whether or not it has under its
control perspnal information on that individual. Personal information of this nature requested hy the
organization may include provision by the‘individual making the request for access (any combination
of the followjing, in no particular order);

e one or more personae by which.the individual may represent itself**;
e the provision of a temporal period which may be applicable;

e the provision of one or more physical addresses which may be applicable;

e the provision<of one or more electronic addresses including telephone numbers, e-mails
addressTs, etc!;

e the Business transaction identifier (BTIl) pertaining to the business transaction which led to the
organization collecting and maintaining personal information about the individual making the
request; and/or,

53 The use of “under its control” covers the fact that the organization may engage agents, third parties, other parties to a
business transaction and thus provide them with personal information. However, the seller organization retains control of
all its recorded information including personal information. This is already stated in Clause 6.4 “Data component’ in
ISO/IEC 15944-1 and emphasized in Clause 6.4 “Data component” below in this document.

54 |t is a fact that an individual has and uses many differing personae. The organization receiving the request for
“individual access” can only assume that the name that the individual uses is the same (or 95%+) the same as the one
that it maintains in its IT systems. If not there may be no match. Thus, it is up to the individual to provide alternative
personae to be used in any search/discovery.

60 © ISO 2012 — Al rights reserved


https://iecnorm.com/api/?name=f4f8f9d12ff9b5cb58b4fd3ec42b1ab7

ISO/IEC 15944-8:2012(E)

e any other personal information, i.e. as data elements, which the organization receiving the request
may require to ensure that its search for the existence of personal information relating to the
requesting individual is as complete and thorough as possible.

Rule 030:

Where an organization discovers that it has personal information on the individual who made the
request, that individual shall be given full and complete access to any and all personal information
which the organization maintains on that individual (unless there exist specified and referenced
external constraints of the applicable jurisdictional domain(s) which prohibit access to one or more
sets of such personal information).

The (iualification on access to personal information in the above rule is necessary as this doctment applies to
both private and public organizations as well as regulators.

The ¢ost effective and efficient implementation of these privacy protection principles requires that the
organfization/public administration shall make publicly available its accessible fax or\phone numpers, website
URL, fand where relevant, the name of its privacy protection officer (PPO) as to:

1) where and how an individual is able to obtain a complete record of its pérsonal information; and,

2) Row and where such personal information is used and interchanged with other parties o a business
transaction.

The qverall purpose of this principle is to ensure that the persohal information which a Persor] retains on a
specified individual is as accurate and complete at all times-as possible. This means that where and whenever
personal information on a particular individual which an ©rganization has or retains for business|transactional
reasons (or related legal “upon request” requirements).shall provide (be able to provide) a complete transcript
of any and all personal information to the individual ¢édncerned about his/her personal information,.

Guideline 030G1:

On tIe whole, based both on requirements of jurisdictional domains as well as “best practices”
organizations should ensure that:

1) duch information and documentation is available without charge;
2) no costs are charged.to .an individual making a privacy protection request;

3) no costs are charged to the individual by the organization in providing the personal information it
has gdn or about thatindividual

4) 9such information and documentation is made available in the official language(s) of the

in order to

5) such information and documentation is made available to individuals in accordance with
consumer protection and individual accessibility requirements.

Rule 031:
Where an organization has and maintains personal information on the individual making the request

for access to his/her personal information and such personal information does exist, the organization
shall provide access to the personal information in a manner which is convenient to that individual.
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Guideline 031G1:

While it is up to the organization and the individual concerned to agree on the most effective and
efficient way to provide access to the personal information requested, it is up to the individual to
decide as to what is the most convenient means for providing the personal identification identified.

Guidelines 31G2:
In cases where there is a difference of opinion between an organization and an individual about the

accuracy of that individual’s personal information held by the organization, it is advisable for the
organization to maintain both (1) the personal organization which the organization considers to be

accurate; and,{(2) the personal information which the individual considers to be accurate.

This guideling supports a pragmatic approach in support of the fact that not all requesters use the-Inter]

have e-mail
information v
or printout of

5.3.11 Priva

Challenging ¢
and thus cha
organizationg
accurate, tim

hddress or fax machines, etc. which support the provision of access to the identified pe
a attachments to an e-mail or via fax. That is, the organization may well have to-send har
the personal information requested to the individual.

Ly Protection Principle 11: Challenging Compliance

ompliance is a key privacy protection principle. It pertains to the right-of an individual to qu
lenge whether or not: (1) an organization has under its control (or maintains on behalf of]

bly, and relevant to the nature of the informed consent provided by that individual.

het or
sonal
Hcopy

pstion
other

) personal information on the individual; and, (2) if it does/“that such personal informatjion is

Depending op the privacy protection requirements of the applicable‘jurisdictional domain, an individugl may
have the right to:

(a) challenge compliance directly with the organization to whom the challenge is directed;

(b) direct such a challenge, (e.g., complaint) to a privacy or data protection commissioner/ombudsmin as
provide for in|the jurisdictional domain; or,

(c) various qgombinations of (a) or (b) above”.

It is anticipated that this principle will be enacted not through this part of ISO/IEC 15944 but through laws and
regulations qf the applicable jurisdictional domain(s) pertaining to the business transaction where the

individual is the buyer.

Rule 032:

An individual shall be able’to challenge the accuracy and completeness of his or her personal
information held by an organization with respect to a business transaction (and/or part of a ggneral
client file) and have it.amended or deleted as appropriate55

It is to no ong’s benefit to maintain or make decisions on personal information which is not accurate. As|such,
one practical solutlon might be for the organization to malntaln in |ts records both (1) the personal mformation
which it cong to be

accurate. At the same tlme it may weII be that the orgamzatlon as the seller and the buyer as individual, in a
business transaction may not agree as to the accuracy of the personal information pertaining to that individual
with respect to the business transaction(s) entered into.

55 This rule requires an organization to tack its master data and have data synchronization. These and related matters of
traceability, including those pertaining to individuals are being addressed in the ISO/IEC 15944-9 “Traceability Framework”
standard which is under development.
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Guideline 032G1:

In cases where there is a difference of opinion between an organization and an individual about the
accuracy of that individual’s personal information, it is advisable for the organization to maintain both
(1) that of the organization; and (2) the personal information that the individual considers to be
accurate.

For example, an organization which maintains “credit information” on an individual may not be in a position to,
or even want to adjudicate, where there exist differences between an organization reporting personal

information on an individual and that individual questioning its accuracy.

Rule 033:

An individual shall be able to challenge an organization concerning its compliance with the above

privagy protection principles 1 through 10, including assurance of privacy protection for any personal

information that is interchanged with other organizations as agents or third_parties|(as well as
secondary or derivative uses of personal information).

In eﬁIct, this means that any organization, to which privacy protection requirements apply, shall have:

a) in place the identification of a public contact, if other than that of its Privacy Protection Offige (PPO), and
physical address (e-mail optional) to which an individual can diréct“and challenge compliance of that
drganization with respect to personal information which that organization currents has on that individual
(as well as secondary or derivative uses of that individual’s personal information);

b) gqvailable a document which states clearly and explicitly the)procedures the procedures thg organization
has in place to address a challenge to compliance with-privacy protection requirements.

5.4 |Requirement for tagging (or labelling) data-elements in support of privacy protection

requjrements

The @pplication of the general privacy protection principles, as stated in Clause 5.3 above| requires an

organfization to be able to identify and tag.any*and all personal information when it is created or gollected in its

IT syptems. Such tagging is required enable an organization’s compliance with specific priva

requi
such
granu

Rule
An o

sets
level

An S
scena

ements. (It also assists the organization in meeting general ICLM requirements). An organi
tagging of sets of recorded ‘information at the records level (e.g. client file level) down
lar data element level.
P34:

ganization shall have in place policies and procedures in order to identify and tag

cy protection
zation can do
to the more

(or label) all

bf recorded_information (SRIs) which contain personal information and do so at the appropriate

of granularity to facilitate compliance with specific privacy protection requirements.

RI cansbe any scenario component such as semantic component (SC), an Information H
rio’attribute.

undle (IB) or

Further from data interchange perspective, among parties to a business transaction, there are additional
privacy protection requirements which apply.

Rule 035:

For a field or data element comprising the recorded information pertaining to a business transaction,
for personal information the following requirements apply from a data interchange perspective, the

need

to ensure the provision of a tag(s) to note that the personal information:

1) shall not be communicated with other parties;

2) may be communicated to other parties but with restrictions; or,

3) may be communicated to other parties with no restrictions.
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Rule 036:
For a field or data element comprising the recorded information pertaining to a business transaction,
for personal information the following requirements apply from a data interchange perspective, i.e.,
the need to ensure the provision of a tag(s) to note that the personal information is subject to
mandatory disclosure is:

1) the actual information;

2) anonymous information that represents the actual information; or,

3) pseudopyms-thatrepresents-the-actual-information
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6 Collaboration space and privacy protection®®

6.1 Introduction

The focus of these Open-edi and eBusiness standards is modelling the collaboration space among the
primary parties to a business transaction. For modelling purposes a business transaction requires at the least
the roles of a “buyer” and a “seller”, based on “internal constraints” only. Depending on the nature of the good,
service and/or right (or combination of the same) one or more sets of “external constraints” may apply. These
are modelled through the introduction of the role of a “regulator”.

This section summarizes “collaboration space”, as already defined along with applicable rules in
ISO/IEC 15944-4 and TSO/TEC 15944-5 but does so from a Privacy Protection requirements_pédrspective. As
such,|users of this document shall use and reference these two standards in their use of this doetment.

6.2 (Basic Open-edi collaboration space: Buyer and seller

The grimary purpose of collaboration space is to avoid having the same commitment exchanges| comprising a
busingss transaction modelled multiple times, i.e., as mirror images views;0f)the same set§ of recorded
infornpation being interchanged among “Persons” in their roles of “buyer” and “seller” as informption bundles
(IBs) [and their semantic components (SCs)), as part of the scenario governing a business transgction.

By way of example, the “receipt of a sale” between a buyer and seller’always contains the samnie information
with respect to:

the business transaction identifier (BTI);

date (and time) of sale, i.e., the date of the instantiated business transaction;
¢| the price paid (often before and then including applicable taxes);

¢| identification (at various levels of granularity) of what was purchased/sold;

¢| the means and mode of payment;

¢| conditions, warranties, rebates, etc., as applicable; and,

¢| any other documentation provided (including that as part of the packaging, recorded infofmation in the
packaging, or “onlifie” via the Internet, including where it is a “virtual” good, service and/or right being
transacted).
The purpose of{business process modelling in an Open-edi context is to model the recorded information
exchgnged amohg the two primary Persons to a business transaction (and any others). In this gontext, there
are two roles of Person, one assuming the role of “buyer” and the other the role of “seller”, and the focus is on

the information bundles that are being interchanged among these two primary partners in [the business
transaction.

From an Open-edi perspective, the collaboration space is a view of transactions that take place outside the
internal control space of the Persons who are parties to a business transaction. This view sees both
interchanges of information, from seller to buyer and buyer to seller, as conceptually similar. Such a
perspective is quite different from that of the view taken inside an organization.

In Open-edi collaboration modelling, internal processes are not relevant until a resource, as an information
flow (or represented by it via a reference tag) crosses an organization’s logical boundaries. This independent

56 |n order to obtain a clear understanding of this Clause 6, users of this part of ISO/IEC 15944 should familiarize
themselves with Clauses 0.1-0.4 of ISO/IEC 15944-4 and Clauses 5.22 and 5.23 in ISO/IEC 15944-5.
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perspective is the focus of Open-edi and is represented by collaboration space, where values in the form of

sets of recorded information (SRIs) are interchanged among the parties to a business transaction.

This is illustrated in Figure 4 below (taken from Figure 3 “Concept of a Business Collaboration” in

ISO/IEC 15944-4).

Collaboration Space Perspective: Trading Partner vs. Independent
Enterprise #1 Independent view of
’R _ Inter-enterprise events
4
[ AR—

/ Enterprise #2 "y
\ ¢

/’ \

Trading Partner view of /

Inter-enterprise events
(upstream vendors and 8 3
downstream customers) T erTTTTTT e -

Enterprise #3

Dotted arrows represent flow of goods, services, and cash between -
different companies; solid arrows represent flows within compayties N

SOURCE: Adapted from ISO/IEC 15944, 2007

Figure 4 — Concept of acbusiness collaboration

6.3 Collaloration space: The role of buyer (as individual), seller and regulator>s”

The collaboration space, introduced and.'defined in ISO/IEC 15944-4 of this multipart standard, focus

es on

collaboration|space from an internal canstraints perspective only. ISO/IEC 15944-5 {Clause 5.2.2} focuges on
adding exterpal constraints from the .perspective of the requirements of jurisdictional domains 8 Thgy are
modelled by adding (1) a regulator” (as already introduced and provided for in Clause 6.4.6 in
ISO/IEC 15944-1 titled “Person-and external constraints: the “regulator”; and, (2) the three sub-types of

Person (seg Clause 6.2:7 -in ISO/IEC 15944-1 titled “Person and external constraints “indiv
“organization|, and “public-administration”).

Where a Pergon is acting as (1) an individual; and, (2) in the role of a buyer the external constraints ide
in Clause 5.3 in,this Part of ISO/IEC 15944 may be required. Thus, when modeling a scenario, two po
approaches may.be used. In the first it will be necessary to identify different scenario components

dual’,

htified
ssible
n the

model when addressing scenarios which InvoIVE privacy from those that do not. In the second the p
constraints must be included in the model with an option to switch them off for the scenarios where p
requirements are absent. Either approach is valid.

rivacy
rivacy

There may therefore be more than one role fulfilled by the regulator (or regulators) in the transaction, since the

regulator may act to supervise that the information constraint(s) have been applied, or may act to provi

de an

anonymous or pseudonymous identity for one or more of the parties to the transaction (which may include the

regulator).

57 This Clause is based on Clauses 5.2.2 and 5.2.3 in ISO/IEC 15944-5.
58 gee further ISO/IEC 15944-5.
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The regulator is the source of external constraints in a privacy collaboration space (PCS), defined as:

privacy collaboration space (PCS)

modelling or inclusion in an Open-edi scenario of a collaboration space involving an individual as the
buyer in a potential or actualized business transaction where the buyer is an individual and therefore
privacy protection requirements apply to personal information of that individual provided in that business
transaction

The overall business transaction being modelled (as a scenario or scenario component) involves (1) a “buyer”

who is an individual; and, (2) the jurisdictional domain(s) involved have external constraints of a privacy
proterﬁnn nature

Rule p37:

For any business transaction (or part thereof) which involves external constraint(s) pf a privacy
protection nature, the Open-edi model shall include:

1) the Person in the role of buyer as an individual;

2) the role of the regulator(s) representing the source of privacy protection requjrements for
modelling as part of a scenario and scenario components;

3) the role of the regulator(s) providing proof of identity of the individual withou{ necessarily
disclosing the actual identity of the individual.

This is illustrated in Figure 5 below (as adapted from Figdre' in ISO/IEC 15944-5.

It is noted that in some business transactions the seller as well as the buyer may be both makjng use of an
agenfor a third party supplier for the purpose(s).of<concluding a business transaction.
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Privacy Collaboration Space

(of a business transaction) [“privacy protection”
requirements perspective

Requlator

[as source of external constraints for
the specification of privacy protection
requirements of applicable

H racliat L dl ala)l
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!

Value
Exchange Seller
Buyer
[involving the making “‘Person” as
“Person” as of a commitment to
including associated “organization” or
“individual” EDI of personal “‘public
information] administration”
—»
4—.

Figure 5 — Privacy collaboration space (of a\business transaction) including the role of a regulator
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7 Public policy requirements of jurisdictional domains

71

Introduction

Clause 7 relates privacy protection in the context of public policy requirements, i.e., the overall legal and
regulatory requirements which apply to an “individual” as a “buyer”. The focus here is the fact that when the
buyer is an individual then the (legal) rights, which the individual has, must be supported and modelled in
scenarios and scenario components.

Clause 6.3 of ISO/IEC 15944-5 sets out the overall approach and key rules. They are summarized here, and
expanded with respect to the privacy protection perspective.

7.2

Increasingly jurisdictional domains require those providing a good, service and/or rightdin°makin

and t
rights
these
Claus

Claus
introd
mode

Therg
mode
"Busi
"Exte

Now
taken

Thosg already identified include:

This i

Jurisdictional domains and public policy requirements

nose executing resulting (electronic) business transactions, to comply with requirements
of natural persons in their role as individuals.*® Clause 0.2 and Figure 3, in\{SO/IEC 1594
as "public policy" requirements. “Public policy” is defined in ISO/IEG. 15944-5. (For te
e 3)

e 6.2.8 in ISO/IEC 15944-1 titled "Person and external constraints: constraints: consume
uced "consumer protection” as a minimum external constraint.which needs to be taken in

are other external constraints of a "public policy"-hature which need to be taken inf
ling business transactions. These include “individualaccessibility”, human rights, etc. In
ness transaction model: Classes of constraints" from*ISO/IEC 15944-1, these form part of th
'nal Constraints: Public Administration" (as identified in Figure 8 in ISO/IEC 15944-1).
ve focus on some of the most basic categories of public policy as external constraints th
into account when modelling (electronic) business transactions which involve "individuals
privacy protection
consumer protection;
individual accessibility; and,

human rights.

5 illustrated in Figure 6 below.

j such offers,
bxpressed as
}4-1:identified
Kt see above

"

 and vendor
to account in

ling business transactions, involving an individual as “buyer”,"but doing so in a limited manner.

o account in
Clause 6.1.6
e category of

bt need to be
' as "buyers".

59 Note: A natural person, a human being, acting in the role of “seller” is deemed to be an “organization” (as per
ISO/IEC 6523 definition and common (legal) practices.
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Common public policy requirements of
jurisdictional domains as external
constraints on business transactions
where the “buyer is an “individual’

consumer privacy individual human Others
protection protection accessibility rights (as defined)

Ot otIoTrT

Figure 6 -— Common public policy requirements, i.e., external constraints, applying:to a busingss
transaction where the “buyer” is an “individual”

The following| four sub-clauses summarize the minimal external constraints of this'nature in a very simpl¢ form.
It is outside the scope of this part of ISO/IEC 15944 to address and specify.external constraints on a buginess
transaction of the nature of "consumer protection”, "accessibility", etc., innspecific detail. The purpose o¢f this
clause is to gnsure that when ISO/IEC 15944-8 is used to model business transactions (or parts of buginess
transactions as reusable business objects in the form of scenarios and scenario components), one is gble to
identify in th¢ template provided in Clause 12 under "external cénstraints requirements of a "public policy"
nature.

7.21 Privagy protection

When modelling (electronic) business transactionsg>a* common minimum external constraint that needs|to be
taken into actount is that commonly referred to-as "privacy" requirements (or in some jurisdictional donains
as "data profection"). Here the term "privacy(protection" is used to identify the public policy requirements
addressing bpth of these topics. Privacy protection requirements apply to any business transaction in which
an individual |s a “buyer”.

Rule 038:

A common get of external constraints of a jurisdictional domain on a business transaction, where the
buyer is an ihdividual, are\those of a privacy protection nature.

Rule 039:

Where the buyer'in a business transaction is an individual, external constraints of a privacy protgction
nature of jurisdictional domains apply and shall be supported in applicable business scenarios and
scenario components.

The principles governing privacy protection and associated rules are in Clause 5 above.

The focus of this sub-Clause is to specify key rules which are applied to any Person in the role of a seller, i.e.,
as an organization and public administration, who offers or provides a good, service, and/or right to
prospective buyers.

It is noted that from a supplier perspective, privacy protection requirements can be summarized as
maintaining recorded information about an identifiable individual which is as timely, accurate, and relevant as
possible, is used only for its original purpose and not for any other purpose (unless consented to by the
individual concerned), and that any such recorded information which does not meet these requirements is
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expunged, unless there are other external constraints of a jurisdictional domain nature which override such
privacy protection requirements, (e.g., law enforcement, national security, etc.). The privacy protection
principles which apply here are stated above in Clause 5.

The application and implementation of this rule has as a logical consequence that any Person offering a good,
service and/or right as a seller in a business transaction shall explicitly state that the good, services and/or
right, as a goal in a business transaction, is, or is not offered to a buyer as an individual.

Rule 040:

Any Person offering a good, service, and/or right as a seller shall explicitly state whether or not the

[13 I”

xample, certain goods, services and/or rights may be proscribed from being offered for sale, and

Where the buyer in a business transaction is an individual, external constraint of a privagy protection
natune of jurisdictional domains apply and shall be supported in applicable business s¢enarios and
scenario components.

Rule p42:

whether or not the buyer is an individual (not someone-as organization Person buying on| behalf of an

A se:{‘er shall ascertain, at the identification phase in the process leading to a business|transaction,
organization or public administration)®.

Guideline 042G1:

Where a jurisdictional domain differentiates‘in criteria for privacy protection with respect to a natural
persan in its role as an "individual” or an;“organization Person,"” this needs to be specified.

Guideline 042G2:

Where a jurisdictional domain.has privacy protection requirements as a set of external constraints
which are applicable to a specific sector (public versus private, per industry sector, etcl), or type of
business transaction, this shall to be specified.

60 See further in ISO/IEC 15944-1 Clauses 6.2 “Rules governing Person’; Clause 6.3 “Rules governing the process
component”; and, Clause 6.4 “Rules governing the data component’. Here the development work on the “process”
component is specifically structured to support privacy protection requirements in its five fundamental activities which are:
- planning;

- identification;

- negotiation;

- actualization; and,

- post-actualization.

Examples in the text or in the footnotes for this Clause 6.3 are based on privacy protection requirements. Annex F
(Informative) titled “Business transaction model: process component” in ISO/IEC 15944-1 takes a similar approach.
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7.2.2 Person and external constraints: Consumer protection®’

In modelling (electronic) business transactions, an external constraint that needs to be taken into account is
that commonly known as "consumer protection”.®

Rule 043:

A common set of external constraints of a jurisdictional domain on a business transaction, where the
buyer is an individual, are those of a consumer protection nature®. As such, any business transaction
involving an “individual” in the role of buyer shall be structured to be able to support applicable
“consumer protection” requirements.

“Consumer” elmd “vendor’ have already been defined in ISO/IEC 15944-1:2010 and “consumer protéedti

ISO/IEC 1594
definitions of

Rule 044:

Where the b
required by

the good, service and/or right being offered in the proposed business transaction

Guideline 04

A seller shdll take the required precautions to ensure that it does not communicate inappro,
engage in monetary transactions, or in the making.of any commitments with those who

information,
do not have
parents or g
of the buyer

This rule and
well as to pa
in such actior

Rule 045:

}4-5:2008. {See further above Clauses 3.27, 3.115, and 3.28 respectively for thectext
these three concepts}.

iyer is an individual, the seller shall ascertain that the individual has the age qualifig
he jurisdictional domain to be able to be involved in and make commitments pertain

4G:

the capacity to engage in them such as minofrs,(without the verifiable consent of
Lardians), or those without legal capacity, as may be required by the jurisdictional dd

guideline captures common consumer prétection requirements pertaining to sales in gene
ticular goods or services to children and“minors who may not have the legal capacity to e
s in the jurisdictional domain of the buyer (and/or seller).

A seller sh
an individuél that consumer protection requirements of the applicable jurisdictional domain ¢

buyer are s

These consu
of the individ
personal info

of delivery may affect\the ability of the buyer and seller to act.

Il ensure that where (it)y'intends to sell a good, service and/or right to a buy
pported.
mer protection.requirements include the provision of “complete” information, the use of lan

hal, terms of ‘contract formation and fulfillment, privacy of the on-line information, security
mation and.payment, procedures for redress, stop to unsolicited e-mail, etc. Note that the

on” in
Df the

ation
ng to

briate

their
main

ral as
hgage

br as
of the

juage
of the
place

61
15944-1.

62 |t is noted

e many

that:
of the external constraints pertaining to personal information of an individual for

business transaction are similar in nature to consumer protection requirements; the 1% edition of his Part of
ISO/IEC 15944 focuses on most primitive aspects only; and,

the 2™ edition of ISO/IEC 15944-8 orin a separate new part of ISO/IEC 15944.

63 This is a restatement of "Rule 38" in ISO/IEC 15944-1.

72

Clause 6.3.2 builds on and uses Clause 6.2.8 "Person and external constraints: Consumer and vendor" of ISO/IEC

{orivacy protection in a

linkages and similarities between privacy protection and consumer protection requirements will be addressed in
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7.2.3 Individual accessibility

This is an external constraint of a public policy nature that shall to be taken into account in modelling
(electronic) business transactions through re-useable business objects, including those which are categorized
as individual accessibility® requirements. These take the form of either (1) rights of individuals in their use of
information technologies at the human interface; and/or (2) those providing goods or services in general or in
particular ensure that the provisioning of the same does not discriminate against or prevent participation by
“non-typical” users, i.e., those persons with an impairment or disability of some kind, who require some form of
adaptive semantics and technologies to participate in a business transaction, viz. “individual accessibility”.
Here “individual accessibility” pertains to ensuring that goods or services being provided in (electronic)
business transactions can be used by people with impairments or disabilities.

¢ nature and
d into among
and/or (2) as
accessibility
lander, etc.),

Jurisg
applid

ictional domains often specify human accessibility requirements as being: (1) of a gener
able irrespective of the goals of a business transaction and the commitments being entere
participating parties, (e.g., as part of basic human rights, as part of its constitution,’ etc.);
appliqable to a particular sector, (e.g., e-government, education, etc.). Particularyhuman
requifements may also exist at the UN member state’s sub-division level, (e.g., a state, province
at thejregional level, (e.g., the European Union)65.

Here fisabilities can be of either a functional or cognitive nature.

el as human
of short term
nization, and

It is moted that language and cognitive disabilities are very difficult~{o*specify and thus mod
interface requirements6 , but often it is possible to do so. They include mental retardation, lack
memgry, dyslexia, dyscalculia, dysgraphia, auditory and perceptuakdisabilities, cognitive disorga
visual perceptual disabilities.®’

Unless a human disability(ies) of an individual is of the/mature where the jurisdictional domain| considers or

declafes the individual to be "incompetent", i.e., not-able to make a commitment as a party t
transaction, from an external constraints perspective;'there is a need to be able to support huma
requitements. This includes the provision of “alternate formats”, i.e. the provision of the sen
recorfled information is in a representation ferm, which the individual as (prospective) buy
undefistand in an unambiguous manner insorder to be able to decide whether or not

comnitment(s) associated with the actualization of a business transaction. This also applies to

of thejr personal data.

64 The concept of “Individual accessibility” has already been defined in ISO/IEC 15944-5 and is
Claus¢ 3.56 above.

65 The United/Nations has published an “Overview of International Frameworks for Disability Legislatig
<<http://www.ln.org/esa/socdev/enable/disother.htm>>.

66 A

nnex A" in ISO/IEC 5218 “Codes representing the human sexes” titled “Annex A (Informative) —

0 a business
n accessibility
antics of the
er is able to
fo make the
he protection

reproduced in

n” available at

Codes for the

representdtion of the human sexes supporting (linquistic) cultural adaptability/Annexe A (Informative)

— Codes de

représentation des sexes humains supportant 'adaptabilité culturelle (linguistique)” provides an example of this.

67 See further the US National Institute of Neurological Disorders and Stroh

resources on dyslexia at

<http://www.ninds.nih.gov/disorders/dyslexia/dyslexia.htm>, and the "IMS Guidelines for Developing Accessible Learning
Applications", Version 1.0 White Paper, 2002-06-22, as well as other IMS documents containing IT systems specifications
for individual accessibility requirements from an “e-learning” perspective. {http://imsglobal.org/accessibility}. This IMS work
is being progressed as a multipart international standard through JTC1/SC36 as ISO/IEC 24751 Individualized Adaptability
and Accessibility in E-learning, Education and Training:

Part 1: Framework and Reference Model
Part 2: “AccessForAll” Personal Needs and Preferences for Digital Delivery”
Part 3 : “AccessForAll” Digital Resource Description”

The ISO/IEC JTC1/SC36 multipart ISO/IEC 20016 standard ITLET — Language Accessibility and Human Interface
Equivalencies (HIEs) in e-Learning applications: Principles, Rules, and Attributes is also relevant.
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Rule 046:

In the development of human interface equivalents (HIEs) for an ID code®® or a semantic identifier,
these must also include those HIEs of a nature to ensure individual accessibility®.

7.2.4 Human rights

The three public policy requirements identified above apply to Persons in their role as an individual engaged
as a "buyer" (or "consumer") in a business transaction. There are other public policy requirements which may
need to be supported of a "human rights" nature in modelling a business transaction. Here, in the context of
"cultural adaptability" as the third strategic direction of ISO/IEC JTC1 for its standards development70, other
public poIicy equirerments—which nmay neecttobe-incorporated-into-the—specificatiomand—re=useof busginess
objects incluge:

e the UN "Universal Declaration of Human Rights" (1948);

e the UN "Universal Declaration of Rights of Persons belonging to National or Ethnic, Religious and
Lingyistic Minorities";

e the UN "Universal Declaration of Cultural Diversity" (Paris, November, 2001);and,
e Interpational Covenant on Economic, Social and Cultural Rights 1966, Wnited Nations (UN).

¢ UN Jonvention on the Rights of Disabled Persons (2006).

7.2.5 Privagy as a right of an “individual” and not the right.of\an organization or public
administrati¢n”’

Rule 047:

Privacy protgction requirements apply only to a natural person, i.e., human being, acting in the rple of
an individual.

Organizationg or public administration do not'normally have any common law or statute law right” to pfivacy
protection befause public policy does not €onsider them to require statutory protection. They by definition are
“legal persons” and not “natural persons®. {See further Figure 16 Clause 6.2.7 and Figure E.19 Annek E in
ISO/IEC 15944-1 as well as associated rules and text}

An organizatjon or public administration may introduce and maintain requirements of a “confidentiallty” or
“secrecy” natpire with respect'to’an identified set(s) of recorded information (included as semantic compgnents
or informatiop bundles ameng participating parties to a business transaction). However, requirements of a
“confidentialiy” and “secfecy” nature would need to be identified, negotiated and agreed to as part of cgntract
formation peftaining\te”a business transaction, and are not in the scope of this part of ISO/IEC 15944,
although similar niethods may be used in modelling confidentiality or secrecy as those for privacy.

68 The development of “Coded domains” of ISO/IEC 15944-10 incorporates the ability to support individual accessibility
requirements.

69 Table 1 in Annex A of ISO/IEC 5218:2004 provides an example of an IT-enabled approach to supporting individual
accessibility. It has been reproduced in Annex D. ISO/IEC 15944-7 is structured to be able to support individual
accessibility requirements through the development of additional normative Annexes.

70 The other two strategic directions of ISO/IEC JTC1 for standards development are "portability" and "interoperability".

™ In the preparation of this part of ISO/IEC 15944 no applicable law or regulation has been identified in jurisdictional
domains which state that an organization has an explicit right to “privacy protection” as an organization.
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This is part of the broader field referred to as of information security labelling in ISO/IEC 27002. Information
is labelled according to the overall protection constraints that are to be applied to it. Information that is
confidential is generally labelled so that supporting FSV mechanisms can be provided that determine if the
information is being accessed by an entity that is properly authorized. Privacy protection labels (as shown in
Section 5) are used to indicate what subsequent use (if any) the authorized entity may make of the information
that is labelled. So, at a simple level, the recipient of information that is confidential is not limited in the
subsequent use that they make of that information, whilst the recipient of information that has privacy is
explicitly constrained as to the subsequent use. As such, privacy protection labelling is separate and
independent from confidentiality labelling, although both make use of similar supporting mechanisms (FSV).

72 gee further ISO/IEC 27002:2005 Information technology — Security techniques — Code of practice for information
security management. In addition, the ITU-T has standards development activities pertaining to privacy protection and use
of ICT, i.e., from a FSV perspective. Similar, ISO/IEC JTC1 has several standard development committees addressing
privacy protection issues from both a BOV and FSV perspective, (e.g., JTC1/SC31 and SC37) or from an FSV
perspective, (e.g., ISO/IEC JTC1/SC27)
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8 Principles and rules governing the establishment, management and use of
identities of an individual”

8.1 Introduction

The concept of “identity management” is not clearly defined with reference to international standards, although
there is relevant work in ISO/IEC JTC1/SC27/WG5 “Identity management and privacy technologies’.
Published work seems to focus on the Functional Services View (FSV) aspects: the “How to,” without first
defining the business operational view (BOV) requirements, the “WHATS”. In addition to addressing the
establishment, management, and use of identities of an individual based on external constraints, this section

focuses on supporting external constraints of a privacy protection nature.

The doncept of “identity management”, or more accurately “management of identity(ies)” of an. efj
viewed differently from various perspectives. Its widest perspective is that at the entity, i7e:’per
person, object, event, idea, process, etc. {See further Clause 3.44 definition of entity} Within an
eBusiness context, a differentiation is made between “Person” and “non-Person®.” {See fur
“Unambiguous identification of entities in (electronic) business transaction” in ISOAEC 15944-1
of thig part of ISO/IEC 15944 with respect to “management of identities” is not ‘@n-Persons in ge
of an jndividual and as a sub-type of Person in particular.”

The need for unambiguous identification of entities in (electronic) business’transaction is identifie
of ISPO/IEC 15944-1 titled “(informative) Unambiguous identification) of entities in (electro
transgctions. In Annex C of ISO/IEC 15944-1, (1) the ISO/IEC JT,C{1-definition for the concept “e
as exfamples “person, object, event, ideas, process”; and (2) that the focus of the multipart IS
standprd Is only the unambiguous identification in a business transaction of Persons’®, and thus
events, processes, etc. Objects, events, processes whendefined or referenced in the modeling
scengrios and scenario components, are registered as business objects. {See further ISO/IEC 1§

of this part of ISO/IEC 15944 should be, aware that many of the issues pertainin
gement” with respect to a Person (natural,eregal) are also identified and addressed in ISO
Il as ISO/IEC 15944-2. ISO/IEC 15944-4; and ISO/IEC 15944-5.

Userg
mana
as weg

This §

use of identities of an individual which<are to:
1) to be based on those which already apply to a Person in a generic manner, as already
following normative Clauses of ISO/IEC 15944-1,
Clause 6.1.4 — Business transaction: unambiguous identification of entities
73 d

J

ee further-Annex E below titled (Normative) Key existing concepts and definitions applicable to the

tity since it is
aining to any
Dpen-edi and
her Annex C
[} The focus
neral but that

d in Annex C
ic) business
tity” provides
O/IEC 15944
not objects77,
) of Open-edi
944-2}

j to “identity
/IEC 15944-1

Part of ISO/IEC 15944 sets out theprinciples and rules governing the establishment, management, and

found in the

establishment,

I to be able to

management, and use of identities of a single individual
%A guiding principle in the development of the multipart ISO/IEC 15944 standard is that it is structure
suppoyt_thé need to differentiate among the three sub-types of “Person” namely “individual’, “organizati

n” and “public

administration”.

75 This part of ISO/IEC 15944 maximizes the use of other ISO and IEC standards as well as Referenced Specifications

relevant to the privacy protection requirements in a BOV (and not FSV) context.
76

In support of this approach ISO/IEC 15944-1 also contains an Annex D titled “Existing standards for the unambiguous

identification of Persons in business transactions (organizations and individuals) and common policy and implementation
considerations”.

77 180, IEC and ITU standards for the unambiguous identification of objects (including tokens) are many. Standards here
developed and maintained by ISO/IEC JTC1/SC17 “Identification cards” and those by JTC1/SC31 “Automatic identification
and data capture techniques” and the resulting ubiquitous use of bar codes are the most commonly known. In addition,
various industry sectors also served by one or more international standard of registration and identification schemas and
assignment of unique identifiers for each unique objects, (which in turn usually has many clones with the same ID as result
of mass manufacturing, publishing, etc.).
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Clause 6.2.2 — Person, personae identification, and Person signature; and,
Clause 6.2.3 — Person, identity and authentication;

2) apply the Clause 5 Privacy Protection principles to an “individual” as a defined sub-type of “Person”;
and,

3) modify the relevant figures found Clause 6.2.2 and 6.2.3 to focus on ‘“individual” only, i.e.,
identification of organizations and/or public administrations is not included.

Key concepts and def|n|t|ons appllcable to the establlshment management and use of identities of a (single)
individual alopg-w , C o-alres dand-sta 2
ISO/IEC 159-r4-4 and ISO/IEC 15944 5

Annex E belgw contains the key concepts and definitions applicable to the estabhshment management and
use of identities of an individual in a business operational view (BOV) context’®

8.2 Rules|governing the establishment of personae, identifiers and signatures of an
individual

This sub-clause and its rules:

1) appligs the existing rules as well as associated concepts and their definitions in ISO/IEC 15944-1
pertajning to Person, and adapts them based on the privacy protection principles set out in Clduse 5
abovg, doing so from a collaboration space perspective as stated in Clause 6 above;

2) includles added rules which apply where an individual is albuyer in a business transaction; and,
3) dosqin an integrated approach.
4) supports this integrated approach and supportthe real world conditions noted above;

5) suppprts the fact that it is up to a Registration Authority to decide, and therefore accept due ligbility
(whigh must be made clear to the parties) for the correctness of their assertion, based on appljcable
criterla in the jurisdictional domain:-of that Registration Authority, i.e., applicable set(s) of internal
consfraints; whether or not to register an individual as a member, of a coded domain, and if so @ssign
an ID code, to that individual together with any qualifications as to the liability taken by the
Regigtration Authority as toitheé provenance they grant individuals.

(It is noted tHat a Registratiof Authority, i.e. an organization or public administration, may be responsible for
the managenpent of more.thian one registration schema (RS). Consequently, the “same” real world individual
may or may rfot be eligiblé-to become a member of the different RSs being managed by a single RA.)

From an extgrnal constraints perspective, a single organization may be a Person, as an incorporated (legal)
entity with the @ssociated accepted legal name(s)79 as part of the incorporation, and also may use|other

names in co

Here, a Registration Authority is an organization or public administration that is responsible for the
management of one or more registration schema (RS). Consequently, the “same” real world individual may or
may not be eligible to become a member of the different RSs being managed by a single RA.

78 |t is noted that various ISO/IEC, ISO, IEC and ITU communities are working on developing standards in support of
management of identities of entities (including individuals). This is especially true from a Functional Services View, i.e.,
FSV technical support services view perspective.

79 Where a jurisdictional domain has more than one official language, a “legal” person may well have more than one
official name, i.e. in each of those official languages. This is most often the case with public administrations.
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Rule 048:

The primary set of generic principles and rules, as well as associated concepts and their definitions
governing the creation, recognition, use, management of identities of a Person as stated in Clauses
6.1.4, and 6.2.2 of ISO/IEC 15944-1, apply here.

A Person has one or more personae (and associated identifier(s) with each resulting in one or more Person
identities (Pi) depending on the status and role qualification requirements of the Person to able to be
registered for and obtain the resulting assignment of a unique identifier. This also applies to an individual
obtaining a unique identifier from a RA.

The i = binations of
linkades currently existing among personae, identifications and Person signatures for the same single real
world|individual. This is illustrated in Figure *7” below, which integrates and is a composite ‘of [Figures 9, 10
and 11 found in Clause 6.2.2. of ISO/IEC 15944-1). Figure 7 uses different fonts and |repregentations for
“Perspn signature” to recognize the wide variety of forms and information technologies utilizeéd to capture
“Perspn signatures®®.”

80 One should note that the definition of signature created in Clause 6.2.2 in ISO/IEC 15994-1 allows for the use of
different forms and each may be created by different processes, ranging from physical to advanced biometrics
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Person Signa
Contexts of Different Business Identification ture(?lg_)
Real Transactions and Schemata
World Entity Governing Rules
persona A , . Signature
(common/default) identifier 1 9
Signature
4 R
persona B —
identifier 2
Signature
. gex persona C
individual
) identifier 3
Signature
7 ' (initial)
persona D
identifier(s) N
X
persona X, etc
|
» |dentifier S ____ | Signature
persona’Z I p| Signature
Figure 7|— lllustration of relationships of links of a (real world) individual to (its) persona (e) to
identificatipn schemas and-resulting identifiers to associated Person signatures — in the context of
different business transactions and governing rules
Clause 6.2.2[in ISOAEC 15944-1 has therefore been adapted to focus on “individual” as a sub-%ype of Ferson
as is illustratgd ify Figure 7 above. This includes and supports the following real world conditions '

1) in addition to identifiers, an individual, during its lifetime, may have many multiple different personae,
i.e. names, depending on the roles that it has or qualifies for.

81 Throughout this part of ISO/IEC 15944 the use of the phrase “real world conditions” means supporting identified
existing internal and external constraints. It is outside the scope of this part of ISO/IEC 15944 to identify data management
and interchange conditions of an external constraints nature which would result in more efficient and cost-effective data
management and interchange among parties to a business transaction involving personal information. This should reduce
significantly existing common “administrative” costs and inefficiencies in Open-edi among parties to a business transaction
(as well as in the internal behaviour of their data management).

In addition, identifier “S” is used to represent an identifier being assigned to an individual without a persona, (an
anonymous ID, usually associated in its use with techniques such as the introduction of a password or code or similar
which may be used instead of a persona).

80 © ISO 2012 — Al rights reserved
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For some personae, the individual may assign or adopt for itself, while other personae used may be
qualified as to whether or not they may be used as a persona in the identification schema of a
Registration Authority (based on the rules governing the formation, representation and use of names
of registrants of that Registration Authority) or otherwise. For instance, people at the time of marriage
may create personae that were not previously in existence, as well as retain previous personae. (At
the time of marriage an individual may acquire and use a new (legal) persona.)

Similarly, based on the rules and criteria of the applicable Registration Authority, the persona of an
individual as written on its birth certificate, may not be the same as stated on an immigration record, a
passport, a driver’s licence, a social insurance or health insurance card, and so on. Consequently, any
individual may well have multiple legally recognized names (LRNSs), recognized individual names

(RINs), recognized individual identities (riis) _all at the same time (and so used in various business
transactions).
unless proscribed by a specific _external constraint, an individual is free to use-any| “persona” to

represent itself®

an individual, during its lifetime, may have and use multiple different identifiérs, i.e. indivi

Hual identities

depending on the roles that it has, qualifies for, or is assigned by nature’of its status or a

rtions>:

It is likely that an individual identity (ii) established by an individual in the context
Registration Authority (RA) may have limited use as decided\by the individual and/o
Authority (see further Clause 6.4 below)

Examples include a persona which an individual assignto itself and is one which also
identifier such as an e-mail address (an anonymous-hotmail or gmail account), Facebo
an “avatar”, etc.

an individual, during its lifetime, often has and.does use different forms or representation

of a specific
Registration

serves as an
bk, Twitter as

of its Person

signature.

Common examples here include theluse by an individual of a “short name signature,
initial, the use of a first name and“surname only, the use of a initial and surname o
signature forms whether physieal or electronic in nature, (e.g. personal seals, symbd
embossings, stampings, etc.).

only a specific persora,of an individual may be eligible for use in an identification

he use of an
hly and other
Is, document

schema of a

Registration authority before an associated identifier can be assigned by the RA.

This is illustrated)with “persona C”, i.e., an individual shall use the persona as state
certificate, landed immigrant, or residence permit document (or its accepted Lati
equivalentiwhere the IT systems of identification schema of the Registration Authority
the Latin<] character subset of ISO/IEC 10646);

An individual, in qualifying for a new role and becoming a member of a reqistration

d in its birth
n-1 alphabet
supports only

schema of a

Registration Authority, may be assigned a “new persona” in addition to their associated iq

lentifier.

82 The misuse of an existing persona by an individual for fraudulent purposes, a.k.a. “personation” is a criminal offence
in (most) jurisdictional domains.

83 For example, at the time of marriage an individual may acquire and use a new (legal) persona. similarly, based on
rules and criteria of the applicable Registration Authority) the persona of an individual as written on its birth certificate may
not be the same as stated in an immigration record, a passport, a drivers’ licence, a social insurance or health insurance
card, etc. Consequently, an individual may and will have multiple legally recognized names (LRNs), recognized individual
names (LRNs), recognized individual identities (riis) at the same time (as so used in various business transactions.
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The fact that an individual is assigned a “new” persona is a not infrequent occurrence (for instance
where the movement of an individual from one jurisdictional domain to another results in the individual
obtaining a new or different civil status in that jurisdictional domain for no more reason than the written
form of the persona of the individual who moves to another jurisdictional domain as immigrant,
resident, refugee, etc., may well be in a language and or writing system which is different from or not
supported in the new jurisdictional domain). This is evidenced in documents issued as proof of civil
status.

7) the Person signature form used by the individual at the time the persona was registered and the
identifier assigned shall be same in all transactions (and interactions) of that individual when using the
identifier assigned by that Registration Authority.

Comrt'lon examples here include requirements in the financial services and banking sector, whefe the
signature form of the individual when first registered with a bank or financial service, recorded
mandally on a signature card maintained by the issuer or on the back of the card jissued) or
eIectI)nicaIIy by that registration authority, must match and continue to match the signature form used
by the individual when using that specific identifier for a particular purpose.

8) a pefsona used by an individual need not be linked to any registered identification schema and thus
any igentifier, i.e., ID code in a registration schema of an RA providing that-is fit for the purpose |of the
transpction.

This i illustrated by the box representing “persona Z”.

9) an individual may be registered in a registration schema (RS)©f a Registration Authority (RA)|by its
resulling identifier without a specific persona being maintained.

This |s illustrated by the box representing “identifier <S”."An example here is an individual haying a
numbered account with a bank which does not require the individual's persona for its use but|other
(non-) personal information which is deemed by’the RA to be sufficient to absolutely identify the
persdna for the purposes of effecting transactions for money or money’s worth.

10) the identifier assigned by the Source Authefity is of the nature of a composite identifier based or| a set
of rules, and the identifier assigned is therefore parse-able.

For example, the identifier on one’s;credit/debit card or any other card issued based on the use pf the
ISO/IEC 7812, is a composite identifier®, as is any organization identifier based on ISO/IEC 6528%

With respect|to the identificationsschema and the creation of identifiers®®, in that identification schema, it is
noted that

1) it is the Registration ‘Authority (RA) which assigns the identifier when the individual meets the $tated
criterla and is registered as a member of that coded domain(s) of the RA,;

84 For information on how this composite identifier is composed and related summary information, see ISO/IEC 15944-1,
Clause D.4.2.3 “(Global) unambiguous identification of “buyers” and “sellers”— ISO/IEC 7812

85 For information on how this composite identifier is composed and related summary information, see ISO/IEC 15944-1
Clause D.4.2.2 (Global) unambiguous identification of “organizations” — ISO/IEC 6523”. Here the IANA is registered under
ISO/IEC 6523 with its international code designation (IDC) being “0090” for the Internet IP addressing, i.e., internet IP
addresses, like international telephone numbers are composite identifiers and thus parse-able which facilitates their use in
IT systems.

86 Note that these can include the use of identifiers in coded domains. {See further ISO/IEC 159440-10}.
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2) the status, eligibility and/or qualifications of the individual may result in:

a) “mandatory87” registration with a particular RA, i.e. often due to specified external constraints
of a jurisdictional domain; or,

b) “voluntary” registration by the individual with an RA which can be based on a requirement of

an internal constraints nature by the seller; i.e. that based on internal constraints of the

seller®; or those based on external constraints of a regulator.89

Rule 049:

An individual-mayv_have and -often-does_have multiple different personae—i.e.—names-in-the lifetime of
that individual. More than one persona may be valid in one or more jurisdictional domaing at the same
time.

During the course of the life of an individual multiple personae may be required to beused. In addition, the

indiviflual may also use a variety of different personae. Significant factors here include

fact that this
jurisdictional
rent from the
or citizen of);

obility and migration of individuals from one jurisdictional domain to another including the
volves the use of different official languages. The most common example here is that thg
bmain in which the individual is born has a language and/or writing system which is diffe
risdictional domain into which the individual has immigrated to (or\becomes a legal residen

=253

e tHrough marriage (or similar change in civil status), the individual (legally) obtains or us¢s a persona
dffferent from its “birth certificate persona”;

e the individual decides to use a variant (or new) petsona which is different than that statdd on its birth
certificate, and uses this new persona as a default.“persona” which in turn may become a RIN;

e the fact that an individual as a child (or minor)yray be subject to a divorce of its parents and thus obtain, a
changed family name;

e tHe fact that an individual may request and receive a legal change of name in the applicablg jurisdictional
dpmain;

[V

n individual in using ICT and:in particular the Internet may well represent itself with a per

sona which is

qtite different from any of its/personae used in the “physical” or jurisdictional world.
Rule p50:
An individual may ‘have, and often has, one or more recognized individual names (RINs), including two

or mgre simultaneously existing RINs, and thus more than one recognized individual iden

A recpgnized-individual name is any persona associated with a role of an individual which is n
having legal status, so any legally recognized name (LRN) recognized in a jurisdictional domair
or asgigned in compliance with the rules applicable of the registration schema of that jurisdictior]

ity (rii).

ecognized as
as accepted
al domain as

governing the coded domain of which the RIN is a member can be valid. Associated with a registered

87 Primary examples here are the mandatory requirement of registration of an individual at birth, registration of marriage
i., or pursuant to the issue of a passport or similar travel document for crossing international boundaries, etc. Here the
individual is not issued an “identifier” as such but the document attesting the existence and status of an individual is
assigned an unique and unambiguous identifier. Often identities are linked to permitted methods of payment (e.g. use by
the buyer of a credit or debit card only for payment in a business transaction.

88 Often these are linked to permitted methods of payment (e.g. use by the buyer of a credit or debit card only for
payment in a business transaction.

89 Examples here include an individual qualifying for a license of some kind (driver’s license, professional license for a
doctor, engineer, architect, etc.)
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individual name is (usually) a registration number of the document attesting to the RIN and its legal status of
some kind.

Common examples of RINs with directly associated riis include:

e a birth certificate name and birth registration number as issued by the jurisdictional domain in which
the birth of the individual was registered;

e a marriage certificate name and marriage registration number as issued by the jurisdictional domain in
which the marriage of the individual was registered. Note: an individual may have more than one
married name but (normally) only one is valid at any one time.

e a papsport name and passport registration number as issued by the jurisdictional domain which
issueld the passport based on the applicable eligibility rules for that coded domain. Note: Anyindividual
may have more than one type of passport (depending on its role) as well as more than.one pagsport
issued by different jurisdictional domains (depending on the rules of those jurisdictional domfains).
Somg¢ individuals may hold multiple passports both in their own apparent names.and also different
appalent names;

e a mefical or health name and card registration number as issued by the(jurisdictional domain which
issues the card based on applicable eligibility rules;

e adriyer’s license and registration number as issued by a jurisdictional domain based on the indiyidual
qualifying for such a license.

It is noted that, on the whole, the establishment of a RIN and™its associated rii for an individual| by a
jurisdictional lomain may be based on, either or a combination of;

1) recognition of the status of an individual

This felates to the civil status of an individual in“a jurisdictional domain of a geo-political nature,|(e.g.,
such |as birth, marriage, death, citizenship;*landed immigrant, resident, etc.), and the rights and
obligations which are “automatically” conférred relating to the status of an individual.

2) the individual qualifying is based on.meeting a set of pre-defined criteria, and passing the assogiated
test.

Qualifications of the individual‘may include:

a) thpse of an age nature, i.e. an individual must have attained the age of “n” years to be able tp play
a [particular roley(€.9., get married, authority to buy cigarettes, alcohol, a firearm, vote in|local,
regional or ndtional elections, etc. );

b) thpse of<a“criteria and /or test nature, in addition to likely having to meet “1)” and “2.a” aspefts as
well, Examples here include a driver's license, a professional qualification (as an indiyidual
gyalified and so registered in a recognized “official” profession such as medical doctor or lawyer, in
a jurisdictional domain), etc.

8.3 Rules governing the assignment of unique identifiers to an individual by Registration
Authorities (RAs)

Rule 051:
Any Person acting in the capacity of a Registration Authority (RA) shall, for each of its Registration
Schemas (RS) involving the registration of an individual, be identified as observing the rules

governing and ensuring the assignment of a unique identifier for each individual as a member of that
registration schema.
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The rules governing the eligibility of an entity to become a member of a registration schema (RS),
administered by its Registration Authority are for the Registration Authority to determine. This includes
determining whether the entity, i.e., as a Person and then as “individual” has the qualification to be an eligible
candidate in order (to submit a request) to become a member of that Registration Schema, including the
assignment of a unique identifier.

Rule 052:

A Registration Authority shall assign a unique identifier to each of its registered members including,
where relevant, where the member is acting as an individual.

: h of Persons
and |differentiates among sub-types of Persons, i.e., individuals, organhizations and/or public
admihistrations, the Registration Authority shall ensure that:

1) any registration involving an individual is so identified; and;

) that privacy protection requirements which applyCto~ resulting or associatpd personal
information are identified and supported.

This is important because where different sub-types of Persgfis may be members of the same cpded domain,
resultjng from the application of a Registration Schema’ of a Registration Authority, privapy protection
requitements apply only to those members of the coded.domain who are individuals. This is becquse recorded
information about a member of a coded domain whglis an individual is personal information and thus subject
to priyacy protection requirements.

Where a Registration Authority (RA)-administers more than one Registration Schema which involves
individuals (and their associated, personal information), the RA shall not use personal| information
provided by the individual under,;one Registration Schema (RS) in another RS of the RA without the
expli¢it consent of the individual concerned unless required by applicable law.

This rule supports the privacy protection requirements stated in Clause 5.3.4 above.

8.4 |(Rules governing individual identity, authentication, recognition, and use

Business transactions differ in their nature and goals. The rules governing a business transagtion, may (a)
allow [a Person to use one of several Person identities, (e.g., one of several different credit cards|or passports);
or, (b)) require a Person to have/utilize a pre-specified Person identity (e.g. a Blue Cross cald, a national

Rule 055:

The individual identity, i.e., the persona and the associated identifier, used by an individual in a
business transaction, shall be capable of being prescribed depending on the context and goal of the
business transaction.

90 The rules and best practices governing the development, management and interchange of coded domain are the
focus of ISO/IEC 15944-10 on “Coded Domains”.
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Based on the rules in Clause 8.3 and 8.4 above, and drawing on elements in Figure 7 above, Figure 8 below
lllustrates the range of one-to-one bindings that can occur between the personae and identifiers of an
individual as individual identities (ii) defined as:

individual identity (ii)

Person identity of an individual, consisting of the combination of the persona information and
identifier used by an individual in a business transaction, i.e. the making of any kind of commitment

| individual identity(ii) A1

Real World
Entity persona A identifier 1

individual identity (ii) B2

persona B identifier 2

individual

individual identity (ii).A3

persona A identifier 3

individual identity (ii) Xn

persona X identifier n

individual identity (ii) Z

..................

—-—
T
o
(7]
o
=}
Q
N
F oo = mm

individual identity (ii) Xn

| identifier S

Figure 8 — lllustration of range of links between personae and identifiers of an individual identity(ies)
of an individual

Rule 056:

A specific individual identity (ii) established by a Registration Authority, (organization or public
administration), should not be used for any purpose other than that for which it was created, without
the express and explicit consent of the individual.

Guideline 056G1:

A recognized individual identity (riij) based on a Registration Schema(RS) of Registration Authority
(RA) has the added attribute of being re-useable and thus is the preferred approach for Open-edi.

86 © ISO 2012 — Al rights reserved


https://iecnorm.com/api/?name=f4f8f9d12ff9b5cb58b4fd3ec42b1ab7

ISO/IEC 15944-8:2012(E)

An individual identity which is recognized for use in a business transaction is know as a “recognized individual
identity” and is defined based on the existing ISO/IEC 15944-1 definition of for the concept of “recognized
person identity” (rPi)” adapted as follows:

recognized individual identity (rii)

identity of an individual, established to the extent necessary for the specific purpose of a business
transaction

As stated in Clause 6.2.3 in ISO/IEC 15944-1:

“

. . , , s . “« i .
Nhen a Person mlanhfy S praonnfnnl for use in a hiisiness. franoar\hnn’ it has-to-be “recognized by the

dther parties to the business transaction. Each party to the transaction may have its own' rules governing
he requirements for establishing a “recognized Person identity (rPi) A1

~

Applying the existing ISO/IEC 15944-1 rules governing identification and authentication of Person to an
indiviflual based on applicable common external constraints, i.e., those stated in CGlause 5 above is illustrated
in Figure 9 below, which is an adaptation of Figure 12 in Clause 6.2.3 in ISO/IEC 15944-1.

Sincela persona Registration Schema (RS), of a Registration Authority (RA),

1) may or may not, include the registration of individuals;-and,

2) ifthe RS, does allow for the registration of individuals as members,
then pxternal constraints of a privacy protection requirements nature apply, and it is necessary that one
distinguishes between a pRS which does not contain individUals as members and those which does, in whole
or in part, i.e., as individual persona Registration Schema (ipRS).
Rule p57:

For any persona Registration Schema which includes, in whole or in part, individuals ts members,
exterpal constraints of a privacy protection nature apply and all its registrants which arg¢ individuals
shall|be managed as members of an individual persona Registration Schema (ipRS) in| accordance

with applicable privacy protection requirements.

Expanding the ISO/IEC 15944-1" definition for the concept of “persona Registration Schema (pRS), an
“indiv|dual persona Registration Schema (ipRS)” is defined as follows:

~—_

hdividual persona-Registration Schema (ipRS)

persona Registration Schema (pRS) where the persona is, or includes, that of an indjvidual being
pgistered

=

NOTE_ 1 Where an persona Registration Schema includes persona of subtypes of [Persons, i.e.
i/|7dividuals, organizations, and/or, public administrations, those which pertain to individuals shall be
identified as such because public policy as external constraints apply including those of a privacy
protection requirements nature.

1 “Depending on the rules governing a business transaction, a Person identity for interchange purposes can be
comprised of a finite set of data elements such as those required for identification systems for Persons based on
international standards such as found in ISO/IEC 7501 or ISO/IEC 7812 (See further Annex D in ISO/IEC 15944-1). Or the
set of data element required may be more extensive, but it must still be finite and prescribed. These and similar
specifications are expected to be registered as “re-useable” in accordance with ISO/IEC 15944-2”
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NOTE 2 In an individual persona Registration Schema, one shall state whether or not a truncated name,
i.e. registered persona, of the individual, is allowed or mandatory, and if so the ipRS shall explicitly state

the rules

governing the formation of the same.*?

The selection of an individual identity in a business transaction between the seller and the buyer, where the
buyer is an individual, i.e., one which is recognized for use between the buyer and the seller in a business
transaction (as well as any other parties to that business transaction) is established in one of two ways:

1) the individual identity to be recognized (and accepted) for use in a business transaction is the one that
is established and mutually agreed to between the buyer and the individual. It is thus a “mutually
defined - recognized individual identity (md-rii)”.

Use of such Ja “md-rii” is found in business transaction involving internal constraints only. Such identitie

be of a one
Open-edi scq

have the gengrally property of re-usability and thus is not a preferred approach in Open-edi.

2) the individual identity to be recognized (and accepted) for use in a business ttansaction whe

buye
Regis

(RS-1ii").

These two b3
mutually

recogni:
and the

NOTE 1
individud

NOTE 2
and the

NOTE 3
external

and,

Registrdtion Schema(based) —recognized individual identity (RS-rii)

recogniz
which is
of a part

ime nature only and not “re-useable”. Although the use of a “md-rii” could be modelled
nario as a scenario component, information bundle, and/or semantic component,) jit" dog

is an individual is one based on that established through a Registratioh Schema (RS

5 may

in an
s not

e the

of a

tration Authority. It is thus a “Registration Schema (based) — recognized individual identity”

sic approaches to recognized individual identities are defined @s follows:
r defined - recognized individual identity (md-rii)

ted individual identity (rii) which is mutually definedvand agreed to for use between the
ndividual, as buyer, in a business transaction

The establishment of a mutually agreed t6yand recognized individual between a selle
, as buyer, does not extinguish the applicable privacy protection rights of that individual.

A mutually defined recognized individual identity (md-rii) shall be established between the
ndividual no later than the end of the negotiation phase.

Use of a mutually defined.recognized individual identity (md-rij) may not be permitted
constraints apply.

red individual identity (rii) for use in a business transaction, by the buyer as an indiv|

cular Registration Authority (RA)

seller

r and

seller

where

ydual,

one based on the use by an individual as a member of a specified Registration Schema (RS)

92 Note the ISO/IEC 7501 multipart standard re Machine Readable Travel documents (e.g. passports, already does this.
Similarly the ISO/IEC multipart 7812 Identification cards standard also does this.

88
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Basic Options

~\ mutually defined -
Mutual recognized
Recognition »] individual identity
(md-rii)
J
individual
identity z —
. Registration \
(i) Authority (RA
Registration
individual persona —p | Schema (based)-
Registration Schema RS recognijzed
(ipRS) individual {dentity
(RS-rji)
Figure 9 — lllustration of two basic options for establishment of a recognized individual {dentity (rii)
Rule p58:
A Registration Authority (RA) for individuals shall have explicitly stated rules for trarnsforming an
individual identity into a.recognized individual identity to meet a stated business requirement.
Rule p59:
The fules governing a business transaction shall either require the use of a specified recognized
individual identity (rii) or allow for several of a similar nature.
For example, if payment by credit or debit card is allowed in a business transaction, several diffefent brands of
cards' may be—aftowed;butrot ||c;ucaba|”y alt—tcanaiso happcll that-fot Dpcuiﬁu busifess—trahsactions, an

individual may be required to present a “legally” recognized individual identity such as a birth certificate,
passport, a driver’s license, a landed immigrant card, etc.

The establishment or verification of a recognized individual identity will require the capability for authentication,
i.e., individual authentication, especially in electronic business transaction. As such individual authentication is

defined as:

individual authentication

provision of the assurance of a recognized individual identity (rii) sufficient for the purpose of the
business transaction
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For individual
[ )

Rule 060:

authentication to be successful, the following actions must have taken place:

the individual identity must have been established; and,

the individual identity must be recognized, i.e. a recognized individual identity (rii), must exist.

In a business transaction, individual authentication is established by either:

1) mutual definition and acceptance: or,

2) refer
parti

8.5 Legall

A buyer may
the good, ser
unambiguity

qualification the individual needs to have, i.e., as a legally recognized individual identity (LRII) which in {

issued by a Iq

The definition

legally (|

individupl persona Registration Schema (ipRS) which<has legal status and is so recogniz

recogniz
and uniq

and,
legally r

recogni:
the asso

in the indlividual persona Registration Schema (ipRS)

Here with res

ly recognized individual identifies (LRIls)

. | efined—individual strati I GpRS) I
cular RA

remain “anonymous” in a business transaction or use a “pseudonym”ga. However, the nat

vice and/or right being provided by the seller (or a regulator as seller) may/require a high Ig
as to the identity of the individual. Where this is the case it is most often related to
gally (recognized) individual persona Registration Schema (LipRS):

s for these two concepts are as follows:

recognized) individual persona Registration Schema/(LipRS)

bd in a jurisdictional domain as being able (to\register a recognized individual name
Lie identifier associated with such a registration:

bcognized individual identity (LRII)

riated identifier, i.e., ID code, assigned as part of the personal information for that indi\

pect to a LipRS, it(isynoted that:
hve the status.and recognition in the jurisdiction domain in which they are based;
Fity of LipRS are the responsibility of a public administration in a jurisdictional domain;

LipRS is not a public administration, its operations and “legally recognized” status is co

a) itmusth

b) the majo

c) where a
through

of a

ure of
vel of
B role
urn is

ed in
(RIN)

red individual identity (rii) which includes the use of a recognized individual name (RIN) and

ridual

vered

pnhr\:\hln laws and ronnlahnnc (o G- the issuance of credit and debit cards is prner\rih
H

d by

rules of the financial services sector)

Further, with respect to LDII, it is recognized that the use of a LRIl is directly related to role qualification(s)
which apply to a business transaction. These include those which are:

a)

related to the age of the individual concerned to be able to make commitments with respect to certain

types of business transactions such as marriage, purchase property, issuance of a passport, etc., or
purchase of alcohol, tobacco, etc. These are related to applicable “age of majority” requirements in a
jurisdictional domain;

93 This requirement was already recognized in Clause D.5.2 “Anonymity”, in ISO/IEC 15944-1.
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b) related to the age of an individual and associate role qualification, (e.g., a driver’s licence, professional

q

ualifications, (e.g., doctors, accountants, lawyers, nurses, etc.).

In addition, a legally recognized individual identity (LRII) may:

a) be of general applicability such as those pertaining the existence and status of an individual (including
birth, marriage, or death certificates);

b) have a predefined purpose and use such as a passport, a licence or certificate, a security classification;

c) b

d) b

—

e independent of any particular use even though its use is strictly controlled and.’ regulat
bquirements, such as any biometric based data used to identify an individual.®*.

e used for both individual identity and civil status purposes in a business transaction; and/of

bd by privacy

94 The standards developed by ISO/IEC JTC1/SC37 Information technology — biometrics are relevant here.
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9 Person component — individual sub-type

9.1 Introduction
Many aspects of the individual as a sub-type of Person and the resulting link to privacy protection

requirements have already been addressed in Clauses 5, 7, and 8 above. This clause sets out additional
requirements on the Person component.

9.2 Role qualification of a Person as an individual

indiviglual (or not). Because if buyer is an “individual”, then public policy requirementsxof a public| policy nature
apply| including privacy protection, consumer protection, individual accessibility,(eiC. {See further Clause 6.3
Jurisdictional domains and public policy requirements (as well as assGgiated rules) as stated in
ISO/IEC 15944-5}.

Rule p61:

The Clause 8.4 “Rules for the specification of Open-edicroles and role attributes”, as stated in
ISO/IEC 15944-1 are mandatory where the business transaction involves an individual as g buyer.

Rule p62:

Prior|to the start of the actualization phase of a business transaction, a seller shall ascertain whether
or noft the Person acting as a buyer is doing soin its capacity or status as an individual (rather than as
an organization Person or other roles of a Person).

Guide¢line 062G1:
A seller should ascertain at the identification phase in a business transaction whethdr or not the
Person acting as a buyer is doing so in its capacity or status as an individual and not in one of the
othen valid capacities of a Person.
Rule p63:

Where the buyer in a-business transaction is an individual, the buyer shall:

1) ensure-that privacy protection requirements as stated in this part of ISO/IEC 15944 are applied,;
and,

2 ascertaln whether or not other external constramts apply W|th respect the indivigual meeting
ole of buyer
with respect to the good, service, and/or right which is the goal of the business transaction.

If the buyer does not wish to permit the transaction if either the seller offered scenario does not support
appropriate privacy constraints, or the seller’s jurisdictional domain does not offer appropriate safeguards then
the buyer should have the option to refuse the scenario.

Rule 064:
When the identification and negation phase of a business transaction does not result in its

actualization and the prospective buyer is an individual, the seller (or regulator) shall delete all
personal information on that individual gathered at that time.
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Guideline 064G1:

The deletion, i.e. expungement, of such recorded information should be part of the organization’s
“Open-edi disposition” process and be part of the operational policy of an organization or public
administration.

The rules stated below in Clauses 11.3 and 11.4 regarding state changes and records retention are applicable
here.

Guideline 064G2:

WhereRuIe' it-is—bes practice Ne Ne-Se4He - sg-tiato informs he-individus:
his/her perspnal information has been destroyed, [unless the individual requests that his/her pée
information be retained, i.e., “left on file”].

9.3 Persoha and legally recognized names (LRNs) of an individual

A Person may use any persona in a business transaction as is mutually accepted among all the partiegs to a
business trarjsaction. This is qualified where external constraints especially those imposed by jurisdigtional
domains are gpplicable.

However, ong result of the application of external constraints is that a Person(is)hot always free to choose and
negotiate the| nature of the Person identify (Pi) to be used in a business tfansaction, including the persona
forming part ¢f the Pi. Based on the external constraints applicable to thé.business transaction, a Person may
be required tp use a persona which is legally recognized, i.e., has the ‘properties and behaviour of a “legally
recognized ngme (LRN)”. This requirement is addressed in Clause)6.6.2.3 “Personae as legally recognized
names (LRNg)” in ISO/IEC 15944-5. The rules stated in Clause 6.6.2.3 ISO/IEC 15944-5 from a ggneric
Person perspective also apply here.

Rule 065:

The rules |n Clause 6.6.2.3 “Personae asclegally recognized names (LRNs)”, as statéd in
ISO/IEC 15944-5 apply.

Rule 066:
Where the buyer in a business transaction is an individual, the seller shall inform itself as to whether
external constraints apply which.require the individual to use a legally recognized name (LRN) ps its
persona, as well as the nature-of 'the Source Authority for such a LRN.
For example,|the persona presented by the individual for use in a business transaction must be one whigh has

the status of|being legadlly recognized for use in a jurisdictional domain, (e.g., the persona as stated on a
government issued hifth)certificate, a passport, a driver’s licence, health insurance card, etc.

9.4 Truncationof legally recognized names of individuals

Even though in many, if not most jurisdictional domains, there is no legal limit on the length, (number of
characters and/or number of discrete character strings) of the persona of an individual, including it being
qualified as a LRN. However, standards such as ISO/IEC 7812 for identification cards (including credit/debit
cards) and ISO/IEC 7501 for machine-readable travel documents, (e.g., passports), limit the persona which
has a maximum number of characters. The persona of a Person may therefore be truncated, i.e., is a
“truncated name” and that “truncated name” is legally recognized and known as a “truncated recognized name
(TRN)”.

Where a persona of the individual (including birth name) exceeds the maximum number of characters, it

needs to be truncated. Therefore, users of this document shall reference ISO 7501 and ISO 7812 these
standards shall be used for the technical details and rules for truncation.

94 © ISO 2012 — Al rights reserved


https://iecnorm.com/api/?name=f4f8f9d12ff9b5cb58b4fd3ec42b1ab7

ISO/IEC 15944-8:2012(E)

Rule 067:

The rules governing the truncation of a persona, as stated in ISO 7501 and ISO 7812 ISO/IEC 15944-1,

apply to this Part of ISO/IEC 15944.

Rule 068:

Where external constraints on a business transaction require an individual as a (potential) buyer

using a legally recognized name (LRN) as the persona for that individual, the seller shal
types of LRNs permitted to be used by the individual.

Rule p69;

| specify the

Where external constraints on a business transaction require that the personae of-the
provided using a specified language or character set which is different from the langua
individual uses for his/her persona (or is his/her birth name), then the transliteration rules
shall fapply®.

Quite
a bug
officig

often the persona of an individual (including its birth name) is in a language’other than that
iness transaction. In addition, external constraints of jurisdictional domains, often prescri
| languages (only).

9.5 [Rules governing anonymization of individuals in a business transaction
Comn
const
been
busin

nonly in business transactions, particularly electroni¢’,business transactions, terms sug
mers, customers, etc., are used rather than “individuals™ or "organizations". Significant dev
undertaken by the private and public sector alike to re-use business-to-business ftr
bss-to-consumer transactions.

an eBusiness perspective, it is not always.necessary to find out if the entity which is party
ction is a "natural person" or "legal person”, or an "individual" or "organization", etc. Cred
ability| to pay, secure payment, etc., of a."Person", as a buyer, is often a more important crite
busingss by the Person in the role of\'seller based applications, business (including e-c
government, e-health, etc.). This is(particularly so when modelling Open-edi scenarios
comppnents from an internal constraints perspective only.

In mych of consumer trade, a buyer can remain anonymous vis-a-vis a seller by presenting a n
in whjch a seller has 100%. trust, (e.g., cash). Similarly in electronic business transactions wh
token| when presented by the buyer to the seller has 100% trust of the seller, the buyer car
anonymous (providedthe"E-cash" really has the nature of cash, and does not identify the beare
the tgken). Similarly;. if 'a Person (undifferentiated as to organization or individual) with an e-m
"diamondsR4even@google.com" presents an acceptable value token which does not link the v
the bliyer, then buyer can remain anonymous to the seller.

dividual be

i
ge which the

of ISO 7501

to be used in
be the use of

h as clients,
elopment has
ansactions in

to a business
it worthiness,
rion for doing
pmmerce, e-
and scenario

oney token®’
ere the value
also remain
r or holder of
hil address of
alue token to

95 These are stated in Appendix 9 to Section IV of ISO/IEC 7501:2008. The source text for which in turn is ICAO

document 9303. This Appendix 9 has the following sub-divisions.

A. Transliteration of multinational characters

B. Transliteration of Cyrillic characters.
Depending on the source text for the persona of individual “A” or “B” apply.
96
in a privacy protection context.

97 The term “value token” is a generic term used to cover all such tokens including cash, money orders,
pre-paid value tokens, etc.
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Thus in electronic business transactions, unambiguous identification does not necessarily require one to
distinguish the nature, i.e., sub-type, of the Person |n a business transaction, i.e., whether the Person is an

individual or organization (or an organization Person)

Rule 070:

Identification of a Person as buyer in a business transaction is not always necessary in (electronic)

business tra

nsaction involving the seller knowing whether or not the buyer is an individual.

The Process Component of the Business Transaction Model has five basic sets of activities: Planning,
Negot|at|on Actuallzatlon and Post Actual|zat|on

Identification,

Privacy prot

creating the ¢

individup

state of

individupl as a buyer by the seller or regulator, (or any other party) to a-business transaction)

From a proce

anonymjzation

process

individupl is removed, even where such an association<previously existed

NOTE A
Rule 071:

Unless expl
applicable t
many decid
individual is

One commorn
as a buyer in
of products V
age” by an i
any personal

transaction. T

information)

‘f

oncept of “individual anonymity:”
| anonymity

hot knowing an identity or not having any recording of personal<information on or abq

ss perspective, “anonymization is defined as follows:

whereby the association between a set of recorded information (SRI) and an ident

dapted from 1ISO 25237:2008.

itly proscribed, (not allowed) by external constraints of the relevant jurisdictional dd
the specified goal of the.business transaction to be entered into, an individual as

maintained by the seller or other parties.

external constraint-of a jurisdictional domain is that of stating a role qualification for an indi
a transactionsFor example, an individual must be able to provide “proof of age” in the pur
hich are “age® dependent, (e.g., cigarettes, alcohol, etc.). However, the provision of “pr
dividual (orexternal constraints of a similar nature) does not necessarily require the capf
information (including any “individual identity”) by the seller on the individual as the buyer
hat lis, unless explicitly required by a regulator, the individual identity (and associated pe
rovided by the individual as its “proof of age” is simply “proven” and the actual age not recq

. In the Planning set of activities (the first

each
indings

orted,

ut an

fiable

ymain
buyer

to remain anonymous{in‘that business transaction, and no personal information gn the

vidual
Chase
bof of
ure of
n that
sonal
rded.

Only the bus

INness transaction 1aentirier generated (on the sales receiptl) Dy the seller 1or an Iinsta

tiated

business transaction needs to be retained by the parties to the business transaction. {See further Clause 11.2
below}

98 Privacy concerns of individuals, who are worried about who knows what you see and spend online on the Internet with
whom, for what, etc., have given rise to a demand for "anonymization services". Disabling "cookies" on one's browser's
preferences may prevent prospective buyers from exploring websites of sellers. Such services allow one: (1) to browse the
Web and go anywhere "cookie free"; (2) to send e-mail through a middle man "remailer"; (3) an anonymous website to
allow anyone (individual or organization) to have a homepage without identifying themselves; (4) to support the use of
synonyms, etc. {See further, Time, February 8, 1999, p. 62, or visit Internet anonymous based services such as
<www.anonymize.com>}, www.anonymize.net, www.anonymize.ws, etc.

99 See Clause 6.1.5 and Clause 6.3 "Rules Governing the Process Component".
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9.6 Rules governing pseudonymization of personal information in a business transaction’®

At times it is desired that an individual can establish a long-term relationship (including a reputation, trust
relationship, etc.), with some other Person, without the individual’s actual identity being disclosed. For
convenience, it may be useful for the individual, or the other party concerned, to establish a unique (new)
persona, identifier, token, etc., known as “pseudonym” with the other Person. Pseudonymization is recognized
as an important method for privacy protection of personal information. Pseudonymization techniques,
mechanisms and services may be used within an organization or public administration, within a jurisdictional
domain as a whole or across jurisdictional domains for transborder data flows.

Application areas for pseudonymization include, but are not limited to:

secondary use of personal information, (e.g., research);

use of pseudonym in publishing; and,

use on the internet and other computer networks.
In the| context of this part of ISO/IEC 15944, a “pseudonym” is defined as follows:
pseudonym

use of a persona or other identifier by an individual which is-different from that used by the individual
with the intention that it be not linkable to that individual

NOTE Adapted from ISO/TS 25237.
And ih the same context “pseudonymization” is defined as:
Aseudonymization

articular type of anonymization that removes the associate with an individual and adds|an associate
etween a particular set of characteristics relating to the individual and one more pseudohym

oo}

NOTE Adapted from ISO/TR 25237

100 This Clause 9.6 and its rules make extensive use in summary form of ISO/TS 25237:2008(E) titled “Health
Informatics — Pseudonymization”
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10 Process component

10.1 Introduction

The text and rules presented here are consistent with Clause 6.5 “Rules governing the process component” of
in ISO/IEC 15944-1. In Clause 6.3 in ISO/IEC 15944-1, and in its associated Annex F “(informative) Business
tfransaction model: process component”, the requirements for privacy protection as support for external
constraints, when modelling business transactions were already included.

Thus the following rules (39-42 from Clause 6.3.1 ISO/IEC 15944-1 and re-numbered), are reproduced here.

Rule p72:

Conceptually, a business transaction can be considered to be constructed from arset of fundamental
activities: planning, identification, negotiation, actualization and post-actualization,

Rule p73:

These five fundamental activities may take place in any order.

Rule p74:

A Pellson may terminate a business transaction by any agreed-method of conclusion.
Rule p75:

The 3ctivities may be completed in a single continuous interactive dialogue or through multiple sets
of interactions among buyer and seller.

10.2 [Planning

In thel planning phase, both the seller and blyer are engaged in a process to decide what actionq are taken for
seller|to offer to sell a product, or the buyer to request a product. As such, there is no direct bindihg between a
particular buyer and an identified seller:

Privagy protection requirements are not applicable in that, where a prospective buyer, as an indiyidual, issues
a requiest for purchase (RFP),.any personal information associated with such a request is considered to be of
a “publicly available personal information (PAPI)” nature.

Howegver, as part of.the’planning phase, a seller as an organization should make publicly available its privacy
policy| for the sale,6f*products for which the buyer can be an individual.

10.3 [Identification

The igentification phase refers to all those actions or events whereby data is interchanged anjong potential
buyers and sellers in order to establish a one-to-one linkage, i.e., binding, between a possible seller(s) and a
potential buyer(s). The identification phase also includes the exchange of information bundles (IBs) required to
progress from the planning phase to the negotiation phase as is mutually acceptable.

Rule 076:

During the identification phase, the seller shall ascertain whether or not the buyer is an individual, and
if so, inform the individual of the privacy policy of the seller.
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10.4 Negotiation

The negotiation phase covers all those actions and events involving the exchange of IBs following the
identification, i.e., a potential buyer and seller having (1) identified the nature of the goal of the business
transaction; and, (2) identified each other at the level of unambiguity, necessary for this mutual agreement to
be formalised.

Rule 077:

Where the buyer is an individual, the end of the negotiation phase shall include the explicit consent of
the individual for prowswn of |ts personal mformatlon as |dent|f|ed and specmed as weII as the
specification 5 2t 3 5 SHG ersonal
information,|as stated in Clause 5.3 “Prlvacy Prlnmples .

10.5 Actualization

The actualizgtion phase includes as activities or events and associated exchanges of IBsxnecessary fpr the
execution and fulfillment of the results of the negotiation for the actual business transactior.

Rule 078:

Where the bliyer is an individual, the seller shall ensure and have in place supporting procedures and
mechanismg to support both the generic privacy protection requirements as: (1) found in this ;:Ert of
ISO/IEC 159}7

negotiation

4 and stated in its rules and guidelines; and, (2) as’well as those resulting from the

hase, i.e., as negotiated between the seller and the/individual as buyer.

10.6 Post-Actualization

The post-actlialization phase includes all the activities, events and associated exchanges of IBs that |occur
between the [pbuyer and seller after the agreed upon good, service and/or right, or is deemed to have| been
delivered.

Common podt-actualization activities are those.of the nature of warranties, (extended) service contracts, etc.
Where the indlividual is the buyer it is not uncommon that the individual “gifts”, (e.g., as a present) the product
that it bought to another individual. In .this"case it is the individual who is the recipient of the “giftf who
completes thge warranty card, and becomes the owner of the extended service contract, etc. Actions of this
nature impact the creation, management and use of personal information of both the individual as the |pbuyer
and the indiyidual who is the recipient of the purchased product as a gift. The following set of|rules
summarizes the privacy protection requirements which apply.

Rule 079:

A buyer (anf its agent(s)) or third party (or any other party to the business transaction), shall not

Rule 080:

Where the buyer gifts the product to another individual, and the terms of the purchase allow the
recipient individual to assume the warranty, extended service contract, etc., the seller shall ensure
that such a recipient individual is fully informed of its privacy protection rights, including the record
retention requirements.
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11 Data component

11.1 Introduction

The text and rules presented here are based on Clause 6.6 “Rules governing the data component” of
ISO/IEC 15944-1, as well as Clause 6.6.4 “Data component” of ISO/IEC 15944-5. The generic perspectives of
ISO/IEC 15944-1, ISO/IEC 15944-2, and ISO/IEC 15944-5 form the basis for this Clause 11 in the context of

privacy protection requirements.

11.2 Rules governing the role of Business Transaction Identifier (BTI) in support of privacy

protection requirements

This
(BTI),

transaction or a regulatory business transaction. {See further Clause 6.6.4.4 Business)Tlransad

Clause creates the generic aspects of the role and requirements for the business transag
which is independent of whether internal or external constraints applying to‘a."gen

tion identifier
pric business
tion ldentifier

(BTI) land its associated rules and definitions in ISO/IEC 15944-5"°"}

Rule p81:

Each| instantiated business transaction involving an individual as”a buyer shall have| a business
transphction identifier (BTI) assigned by the seller or the regulator:

The gssignment of the BTI represents the actualization of a business transaction. When an indlividual is the
buyen privacy protection requirements apply to all personal information pertaining to that businesfs transaction.
So the seller or regulator when assigning the BTl also binds.itself to the privacy protection requirements of the

jurisd

requitements).

Guideline 081G1:

The s
indivi

Rule
Wher
the

(BTI)
Rule

Wher
rules

ctional domain of that individual (as well as applicable consumer protection and individua

eller (or the regulator) which assigns the BTI to an actualized business transaction
dual should use the BTI as the ID for all the personal information pertaining to that in

P82:

e an individual as a buyerin a business transaction decides to be anonymous (as
ternal constraints of the applicable jurisdictional domain), the business transact
erves as the soleidentifier.

83:

e the business transaction is of the nature of a regulatory business transaction (R

| accessibility

involving an
dividual.

permitted by
on identifier

BT) and the

governing the RBT permit an individual to be a buyer, such rules shall explicitly state and define
the agsociated personal information in conformance with this part of ISO/IEC 15944.

The

andatory use or unique B 1T In support of a KRB I IS necessary 10 be able 10 support the

les stated in

Clause 5 above. This is so that the SRIs pertaining to an instantiated business transaction (as SCs or IBs)
which are of the nature of personal information can be tagged and linked to the applicable BTI, and thus
managed accordingly from both a privacy protection and information life cycle management (ILCM
requirements perspective.

101 |t is advised that users of this part of ISO/IEC 15944 familiarize themselves with this Clause 6.6.4.4 in
ISO/IEC 15944-5.
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11.3 Rules governing state of change management of business transactions in support of
privacy protection requirements

A key characteristic of Open-edi is that “parties control and maintain the states of the recorded information”
pertaining to the business transaction of which they are part. {See Clause 5.4 ISO/IEC 14662} It is important
to specify whether or not the content of its Information Bundles (IBs) or its Semantic Components (SCs), once
interchanged among parties to a business transaction, is allowed to be changed during any phase of the
business transaction. Knowing whether or not state changes are allowed for a specific IB or SC is important
for the management of the state description and automated change management of the state machines of the
parties involved.

This general approach—to—state—changes—ealso—apphes—here—becausetheseare—andatery—requirerrents in

support of privacy protection.
Rule 084:

The rules doverning state changes of recorded information (Clause 6.6.4.3 “State Changes” in
ISO/IEC 15944-5) apply to any business transaction involving an individual as a buyer.

The execution and implementation of these rules requires any organization or, public administration which
collects or crgates personal information to determine whether or not a state changé; if any, is allowed onge the
personal infofmation in relation to a business transaction has been recorded¢ This pertains to any information
bundles (IBs), semantic components (SCs), data elements, etc., forming-part of the personal information
associated with a business transaction. Annex F below provides a formalized approach to specifying| state
changes. It incorporates two coded domains taken from ISO/IEC 159445-56 namely:

CodeLd Domain ID Title

ISO/IEC 15944-5:05 Codes for specifying state‘changes allowed for the values of

Information Bundles and&emantic Components

ISO/IEC 15944-5:06 Codes representing’ store change type for Information
Bundles and Semantic Components

-

11.4 Rules|governing records retention of personal information in a business transactio
ISO/IEC 15944-1 states that records, rétention requirements are to be specified:

¢ in theg scoping of an Open-edi scenario, e.g., as a post-actualization requirement or a data component
requirement; and,

e as ap attribute/ of an Information Bundle, e.g., for specifying internal constraints. {See ISP/IEC
159441-1, Clause 8.5.2.8, and Rule 140; and for external constraints see Clause 8.5.2.9 and Rulg 141}

A common r\‘qnwamanf of ovfarnol r\r\ncl’raunfo n'F a nub!:c pnlnr\y nature |e +|'\Q+ {'hay monr\lal’n rar\r\rdc ret r]tlon

(and deletion) requirements. These are specified in Clause 6.6.4.2 “Records Retention” of ISO/IEC 15944-5.

The general approach to records retention also applies to this part of ISO/IEC 15944 to meet the requirements
of privacy protection.

Rule 085:
The rules governing the specification of records retention requirements are stated in Clause 8.5.2.8

and 8.5.2.9 in ISO/IEC 15944-1 and in Clause 6.6.4.2 of ISO/IEC 15944-5 and are mandatory to any
business transaction involving an individual as a buyer, i.e., to all resulting information.
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Rule 086:

Where the buyer is an individual, the seller shall inform the buyer of all records retention aspects,
whether of internal or external information, with respect to the sets of recorded information (SRIs)
pertaining to the personal information forming part of the business transaction, and in particular
those pertaining to the post-actualization phase.

The execution and implementation of these rules are stated in Annex F, which also incorporates three coded
domains taken from ISO/IEC 15944-5; namely:

Coded Domain ID Title

ISO/IEC 15944-5:02 Codes representing specification of records retentiorli
responsibility

ISO/IEC 15944-5:03 Codes representing disposition of recorded information

ISO/IEC 15944-5:04 Codes representing retention triggers

11.5 |Rules governing time/date referencing of personal informyation in a business
trangaction

Unanjbiguous date and time referencing (a.k.a., “temporal referencing”) has always been an important aspect
in the recording of the establishment of the commitment, exchanges among all parties t¢ a business
transaction. Unambiguity in the specification of temporal référencing has become even more important in the
world|of e-business where “time” has become as important as “date”. This is especially so in online exchanges,
(e.g., stock markets, future markets, derivatives, currengy hedging, etc.), in actions, (e.g., eBay) ¢r similar very
time gensitive transactions where the level of granularity, i.e., detail or precision, used in temporal referencing
is of great importance.

In addlition, while based on internal constraints only, the seller and buyer can mutually decide ¢n a common
tempgral reference schema, or where extérnal constraints apply the use of a specific temporal referencing
scherpa may be proscribed.

Rule p87:

The rules governing temporal referencing as stated in Clause 6.6.4.5 “Date/time referencing” as stated
in ISQ/IEC 15944-5 apply-when the individual is a buyer in a business transaction and thus privacy
protection requirements apply.

Rule p88:

Unlegs otherwise specified and agreed to by the individual as buyer in a business transaction, the
common temporal referencing schema of the jurisdictional domain of the individual appli;[s

Rule 089:
The temporal referencing schema governing the business transaction where the buyer is an individual

shall also be used to ensure deletion of sets of personal information as required by privacy protection
requirements.
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12 Template for identifying privacy protection requirements on business
transactions'??

121

Introduction and basic principles

The approach taken for Clause 12 is the same as that for ISO/IEC 15944-1.

This Clause builds on the structure developed in Clauses 1 through 11. Together with the rules contained in
these clauses, it provides the user with the rules for the specification of Open-edi scenarios, Open-edi
scenario attributes and attributes of scenario components, e.g., roles, information bundles (IBs) and semantic

comp

onents (SCs). This template is used to capture these aspects in a systematic, coded form.

Note:
imple
sceng
applid
sceng

12.2

Open
Open
temp
imple

Rule

It is
cons

If the

mentation of this part of ISO/IEC 15944. In modelling, business transactions through
rio components, users/implementers will decide on the Decision Codes to becentered
able internal and external constraints for the scenario and scenario compdnénts for t
rio of the business transaction being modelled.

Template structure and contents

tedi scoping attributes from ISO/IEC 15944-1 sub clause 7.3;~Template for specifying
Ledi scenario, and specification attributes”, from ISO/IEC 15944-1 sub clause 8.2.3,
nte of attributes of Open-edi scenarios, roles and Information Bundles”, are included he
mentation.

090:

mportant in scoping an Open-edi scenario/to specify at the outset whether or
raints apply to the business transaction being modelled.

e are no external constraints, i.e., the~only internal constraints are those which the buy

mutually agree to, then such an Open-edivscenario can often serve as a generic re-useable 'L

supp(q

Rule

rt of those Open-edi scenarios which do include external constraints.

091:

It is equally important in_.scoping an Open-edi scenario which allows for an individual a

busin
orar

It is v
and,
incor

ess transaction to'note whether this is an adaptation of an existing “generic” Open-
ew Open-edi seenario.

nderstood-that (a) most of the Open-edi scenarios will be and are modelled at the
(b) that many of these need only minor modifications in their modelling of such
porate-privacy protection requirements.

From an ISO perspective, Decision Codes (in Column 2) are provided only where_they |pertain to the

enarios and
epending on
he (common)

scope of an
Consolidated
re to simplify
not external
er and seller
ego' block in
s buyer in a

edi scenario

rson level;

e
'Lcenarios to

he Business

Scenfrio scoping and specification attributes ensure that all the information required for ft
Operational View (BOV) of an Open-edi scenario, its components and all attributes required 1o
(and registered for re-use) are captured in a systematic and explicit manner. They are captured at the
scenario scoping level as “scenario scoping attributes'®” and at the scenario level itself as “attributes of

Open-

edi scenarios, roles and Information bundles”'®.

102 This Clause is based on and similar in structure to Clauses 7, 8 and 9 in ISO/IEC 15944-1.

103 See further ISO/IEC 15944-1 Clause 7.3 Template for specifying scope of an Open-edi Scenario”.

be specified,

104 see further ISO/IEC 15944-1 Clause 9.2.3 “Consolidated Template of attributes of Open-edi scenarios, roles and

Inform

ation Bundles”. (Also included here are attributes of Semantic Components (SCs)).
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Development of scoping of scenarios, the development of scenario components, etc., requires the use of
these templates and ensuring that for each of the attributes listed in the templates one enters a Decision Code
as specific in ISO/IEC 15944-1, Clause 7.3.1 and with its rules summarized here as follows:

1) Decision Code (Col.2) must be specified, i.e., it shall not have a “blank” or “null” value

2) The two valid Decision Codes are

e applies =1 (Yes)

e does not apply = 2 (No)

Once the Degision Codes for scenario scoping and specification attributes of ISO/IEC 15944-1 are determined,
the scenario |specification would then be formally expressed in an OeDT according to OeDT requirements
ISO/IEC 14662 and elaborated on in (future) ISO/IEC 15944-3 of this multipart standard. The
nario Scoping ID Tags and Open-edi scenario component ID codes of ISO/IECA15944-1 shall
ssociated with the OeDT artefacts. This having been done also permits for the registration of
d scenario components as identifiable and re-useable business objects. {See further

prescribed in
Open-edi Sc
be explicitly %
scenarios a

ISO/IEC 15944-2 titled “Part 2: registration of scenarios and their components as busihess objects”}

The two templates which follow are those taken from ISO/IEC 15944-1:2010.@s found in its 7.3.2 apd its
The attributes which have been added are those resulting from the identificatipn of
of jurisdictional domains as sources of external constraints, i.e., Clauses 5, 6 and 7 of
this documé¢nt and the rules it contains. These are in addition, ¢to" rules already stated in ISD/IEC
which pertain to external constraints. {See further, in this’”document, Annex B.3 “Consolldated
List of Rules |n ISO/IEC 15944-1 pertaining to External Constraints*

Clause 9.2.3
requirement

15944-1:201

Attributes which have been added to these two templates.resulting from the requirements of this part
of ISO/IEC 1p944-5 have been indicated with an asterisk-(*) and inserted in the existing templates of
ISO/IEC 15944-1.

12.3 Temp

te for specifying the scope of.an Open-edi scenario

Table 1 — Template for, specifying the scope of an Open-edi scenario

Table 1: Template-for specifying the scope of an Open-edi scenario
IT-Interface Linguistic Human-interface Equivalents

Scope || Decision Name Name Name Spare
Tag ID Code (English) (French) | (Other)
Code
(1) (2) (3) (4) (5) (6)
1000 BUSINESS GOAL OF BUSINESS

TRANSACTION-

NO EXTERNAL CONSTRAINTS
1010 Business goal of business transaction

includes external constraints

106
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Table 1: Template for specifying the scope of an Open-edi scenario
IT-Interface Linguistic Human-interface Equivalents
Scope | Decision Name Name Name Spare
Tag ID Code (English) (French) | (Other)
Code
(1) (2) 3) (4) (5) (6)
1040 2 Persons (no external constraint)
041+ 1 Persons: Individual <-> Individual
042+ 1 Persons: Individual <-> Organization™>
043+ 1 Persons: Individual <-> Public Administration
044 2 Persons: Organization <-> Organizations ™"
045 2 Persons: Organization <-> Public
Administration
046 2 Persons: Public Administration <-> Public
Administration
047 1 Business Transaction Identifier (BTI)
048 1 Regulatory Transactionddentifier (RTI)
060 Bilateral Transaction Model
061 Mediated Business Transaction Model
065 Defined Market Model
066 Undefined Market Model
070 Immediate Settlement Model
071 Separate Settlement Model
1080 EXTERNAL CONSTRAINTS AND PUBLIC
POLICY
1081*+ 1 External constraints of a (general) public policy
nature apply

105 Often referred to as “B2C”, i.e., as in “business-to-consumer”. Here it is understood that a “consumer” is an
“individual” and not an “organization”.

106 Often referred to as “B2B” i.e., as in “business-to-business”.

© I1SO 2012 — All rights reserved
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Table 1: Template for specifying the scope of an Open-edi scenario

IT-Interface Linguistic Human-Iinterface Equivalents
Scope | Decision Name Name Name Spare
Tag ID Code (English) (French) | (Other)
Code
(1 (2) 3) (4) (5) (6)
1082*+ External constraints of a consumer protection

nature are supported

1083*+ 1 External constraints of a privacy protection
nature are supported

1084*+ External constraints of an “individual
accessibility” nature are supported

1085*+ External constraints of a human rights nature
are supported

1100 AGENTS AND THIRD PARTIES

1110 Business Transaction allows for:Agents '’

1111 Buyer Agent

1112+ Seller Agent

1130 Business Transaction allows for Third "
Parties

1131 1 By mutual agreement of buyer and seller (as

internal. constraints only)

1132+ 1 Mandated external constraint(s)

1150* External Constraints and agents

1151*+ 1 External constraints require a3 buyerto use an
agent

1152* 1 External constraints require a seller to use an
agent

107 1t is assumed that business rules and constraints relevant to the ability of the two primary parties (the seller and
buyer), to be able to delegate all or part(s) of their role and associated commitment(s) to agent(s) will be specified as part
of “Role Attributes”, see further Clause 8.4.2.5 in ISO/IEC 15844-1.

108 |t is assumed that business rules and constraints pertaining to the ability of the two primary parties (the seller and
buyer), to agree to delegate all or part(s) of their role(s) and associated commitment(s) to a “third party(ies)” will be
specified as part of “Role Attributes”, see further Clause 8.4.2.5 in ISO/IEC 15944-1.
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Table 1: Template for specifying the scope of an Open-edi scenario
IT-Interface Linguistic Human-interface Equivalents
Scope | Decision Name Name Name Spare
Tag ID Code (English) (French) | (Other)
Code
(1) (2) (3) (4) (5) (6)
160 EXTERNAL CONSTRAINTS AND THIRD
PARTY
161* 1 External constraints require participation of a
qualified third party
170 EXTERNAL CONSTRAINTS AND
REGULATOR
171* 1 External constraints require direct participation
of a regulator
172* 1 External constraints allow for.a third party to
act on behalf of a regulator/i.e. interacting with
both buyer and seller
173* 1 External constraints allow for an agent to act
on behalf of theregulator
180 DATE/TIME REFERENCING ™
181*+ 1 Applicable Calendar Specified
182* 1 Applicable Clock (and level of granularity)
specified
183 1 Specification of date ( (time of sale)
1200 PROCESS COMPONENT: All five sets of
distinct activities covered.
1210 PLANNING
1215 1 Public information on goods/services provided
by a seller
109 For applicable rules, see above Clause 6.6.4.5.
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Table 1: Template for specifying the scope of an Open-edi scenario

IT-Interface Linguistic Human-Interface Equivalents
Scope | Decision Name Name Name | Spare
Tag ID Code (English) (French) | (Other)
Code
(1 (2) 3) (4) (5) (6)
1216 1 Privacy policy of seller publicly available
1220 Public information on goods/services needed

by buyer

1225 1 Predefined/referenceable Catalogue
1230 1 Buyer initiated goods/service request
1235+ 1 Seller initiated goods/service offer
1240 Predefined Market Model
1250 IDENTIFICATION
1255 1 Identification for informatioh exchange

purposes only (e.g. an-address) "’

1260 Identification of Person able to make
commitment "

1265+ 1 Identification of Person as “individual”

1270+ Identification of Person as “consumer”

1300 NEGOTIATION

1305 Monetary Payment Involved

1310 Immediate Settlement Model

1315 Separate Settlement Model payment

10 A typical example here is an e-mail address or a P.O. Box address.

M Thisis usually required for the Negotiation step and certainly for Actualization.
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Table 1: Template for specifying the scope of an Open-edi scenario

IT-Interface Linguistic Human-interface Equivalents
Scope | Decision Name Name Name Spare
Tag ID Code (English) (French) | (Other)
Code
(1) (2) (3) (4) (5) (6)
1350 ACTUALIZATION
355 Immediate Settlement
360 Separate Settlement
400 POST-ACTUALIZATION
405+ Includes warranties
410+ Includes records retention
415+ Includes staying in contact with/buyer (e.g.,
defect and recall notification)
500 DATA COMPONENT
505 1 Predefined and Structured, i.e., code sets
520 1 Data integrity of any IB
525+ 1 Retention /Latency Of Any IBs
530*+ 1 SPECIFICATION OF RECORDS RETENTION
RESPONSIBILIY ' (in support of internal
and/or external constraints)
540>+ 1 SPECIFICATION OF DISPOSITION OF
RECORDED-INFORMATION
1541*+ 1 Specification of disposition of recorded
information from an internal constraints
perspective

M2 applicable, i.e. as applying to the set of recorded information pertaining to the business transaction as a whole,
utilize Coded Domain ISO/IEC 15944-5:02 Codes representing Specification of Records Retention Responsibility. See
also Clause 6.6.4.2 above.

M3 yf applicable, i.e. as applying to the set of recorded information pertaining to the business transaction as a whole,
utilize Codes Domain “ISO/IEC 15944-5:03 “Codes Representing Disposition of Recorded Information”. See also Clause
6.6.4.2 above.
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Table 1: Template for specifying the scope of an Open-edi scenario

IT-Interface Linguistic Human-Iinterface Equivalents
Scope | Decision Name Name Name Spare
Tag ID Code (English) (French) | (Other)
Code
(1 (2) 3) (4) (5) (6)
1542*+ 1 Specification of disposition of recorded

information from an external constraints
(jurisdictional domain requirements)

perspective

1550*+ 1 SPECIFICATION OF RETENTION
TRIGGERS™

1560*+ 1 SPECIFICATION OF STATE CHANGES'™

1570+ 1 SPECIFICATION OF STORE CHANGE
TYPE™®

1600 Busines.s re197uirements on FSV — No external
constraints

1610+ 1 Service: Information Bundle Integrity.

1620+ 1 Service: Confidentiality of IB céntents

1625+ 1 Service: Non-repudiation:af receipt

1630+ 1 Service: Proof of Time IB creation™"

1635 1 Service: Notdrization of IBs

1640 1 Service; Quality of Service (QoS)

1700 1 EXTERNAL CONSTRAINTS

14 f applicable, i.e. as applying to the set of recorded information pertaining to the business transaction as a whole,
utilize Coded Domain “ISO/IEC 15944-5:04 Codes Representing Retention Triggers “. See also Clause 6.6.4.2 above.

15 yf applicable, i.e. as applying to the set of recorded information pertaining to the business transaction as a whole,
utilize Coded Domain “ISO/IEC 15944-5:06 Codes store change type for Information Bundles and semantic components”.
See also Clause 6.6.4.3 above.

116 If applicable, i.e. as applying to the set of recorded information pertaining to the business transaction as a whole, use
Coded Domain “ISO/IEC 15944-1:05 Codes for specifying state changes allowed for IBs and SCs”. See also Clause
6.6.4.3 above.

117 See further Clause 6.5.2 in ISO/IEC 15944-1.

118 Often referred to as time-stamping services. See further Clause 6.6.4.5, “Date/Time Referencing”.
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12.4 Consolidated template of attributes of Open-edi scenarios, roles and information

bundles

119

Table 2 — Consolidated template of attributes of Open-edi scenarios, roles and information bundles

Table 2: Consolidated template of attributes of Open-edi scenarios, roles and information bundles
IT-Interface Human-Interface Equivalents Spare
Open-edi Deci- Name Name Name
Scenario sion (Other)
Component | Code (ISO English) (ISO
French)
ID Gode
(1) (2) 3) (4) (5) (6)
2000 1 OPEN-EDI SCENARIO ATTRIBUTES
2010 1 OeS Identifier
2020+ 1 OeS Name(s)
203p+ 1 OeS Purpose
2040+ 1 OeS Set of Roles OeS Business Requirements,
Rules and Constraints
2050+ 1 OeS Set of Informatiop-Bundles OeS Scenario
Inheritance Identifier(s) and Cross-References
206D 1 OeS Set of Requirements on Open-edi Parties
2070 1 OeS Setof-external constraints on Business
Requirements, i.e., Laws and Regulations
208D 1 QeS8 Inheritance Identifier(s) and Cross
References
2090 1 OeS Security Service Requirements
2100 1 OeS Communication - Quality of Service
Requirements
212 4 OeS-ReleRequirements-and-Censtraints
2130 1 OeS Dependency among Roles in a Scenario
2140 1 OeS Dependency among Information Bundles in
a Scenario
2150 1 OeS Dependency among Semantic Components
of different Information Bundles
119" This template is based that found in Clause 9.2.3 in ISO/IEC 15944-1.
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Table 2: Consolidated template of attributes of Open-edi scenarios, roles and information bundles

IT-Interface Human-Interface Equivalents Spare
Open-edi Deci- Name Name Name
Scenario sion (Other)
Component | Code (ISO English) (ISO
French)
ID Code
(1) 2) (3) 4) (5) (6)
2500 1 OeS Demands on Open-edi Parties
1

2600 1 OeS Demands on Open-edi Infrastructure
3000 1 ROLE ATTRIBUTES
3005 1 Role Identifier
3010 1 Role Name(s)
3015 1 Role Purpose
3020 1 Role Business Goal(s)
3025 1 Role Business Rules and’Constraints
3030 Role Inheritance Identifiers and Cross-

References
3035+ 1 Role external-constraints on Business

Requirements, i.e., Laws and Regulations
3040 1 Role Security Service Requirements
3045 1 Role Communications and Quality of Service

Requirements
3050 1 ROLE Demands on Open-edi Parties
3060 1 Interoperability Demands among Roles
3065+ 1 Role States
3070+ 1 Role Transitions
3075+ 1 Role Events
3080+ 1 Role Actions
3085 1 Role Internal Function
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Table 2: Consolidated template of attributes of Open-edi scenarios, roles and information bundles

IT-Interface Human-Interface Equivalents Spare
Open-edi Deci- Name Name Name
Scenario sion (Other)
Component | Code (ISO English) (ISO
French)

ID Code
(1) (2) (3) (4) (5) (6)
309D+ 1 Role Demands on Open-edi Support

Infrastructure

1

4000 1 INFORMATION BUNDLE ATTRIBUTES
401p+ 1 IB Identifier
4020+ 1 IB Name(s)
403p+ 1 IB Purpose
404p+ 1 Business Rules Controlling Content of IBs
4050+ 1 IB external constraints on'Business

Requirements, Governing Content of an IB, i.e.,

Laws and Regulations
406p+ 1 IB contents
407Pp*+ 1 IB recorded information retention — business

rules.and’constraints '?°
408D*+ 1 IB.recorded information retention — external

constraints on business requirements, i.e., laws

and regulations121
4081 *+ 1 IB specification of disposition **
408p*+ 1 IB specification of retention triggers'>

120 it applicable, i.e. as applying to an IB in a scenario or related to a role being modelled, utilize Coded Domain
“ISO/IEC 15944-5:02 Codes Representing Specification of Records Retention Responsibility”. {See also Clause 6.6.4.2
above}

121 |dem.

122 applicable, i.e. as applying to an IB in a scenario or related to a role being modeled, utilize Coded Domain
“ISO/IEC 15944-5:03 Codes Representing Disposition of Recorded Information”. {See also Clause 6.6.4.2 above}

123 |f applicable, i.e. as applying to an IB in a scenario or related to a role being modeled, utilize Coded Domain
“ISO/IEC 15944-5:04 “Codes Representing Retention Triggers”. {See also Clause 6.6.4.2 above}
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Table 2: Consolidated template of attributes of Open-edi scenarios, roles and information bundles
IT-Interface Human-Interface Equivalents Spare
Open-edi Deci- Name Name Name
Scenario sion (Other)
Component | Code (ISO English) (ISO
French)
ID Code
(1) 2) (3) 4) (5) (6)
4083*+ 1 IB specification of state changes'**
4084*+ 1 IB specification of store change types '
4085+ 1 IB time validity characteristics ™*°
4090+ 1 IRBeIationship of Semantic Components within an
4100+ 1 IB security service requirements
4200+ 1 IB information for interoperability
4300 1 IB demands on Open-edi Supportiinfrastructure
5000 1 SEMANTIC COMPONENT ATTRIBUTES
5010+ 1 SC I|dentifier
5020+ 1 SC Name(s)
5030+ 1 SC Definition
5040+ 1 SC Security service requirements
5081*+ 1 IB specification of disposition >’

124 yf applicable, i.e. as applying to an IB in a scenario or related to a role being modeled, utilize Coded Domain
“ISO/IEC 15944-5:05 “Codes representing State Changes Allowed form the Values of Information Bundles and Semantic
Components”. {See also Clause 6.6.4.3 above}

125 |f applicable, i.e. as applying to an IB in a scenario or related to a role being modeled, utilize Coded Domain
“ISO/IEC 15944-5:06 Codes Representing Store Change Type”. {See also Clause 6.6.4.2 above}

126 |f applicable, apply rules of Clause 6.6.4.5, “Date/Time Referencing’.

127 |f applicable, i.e. as applying to a SC of an IB being modeled, utilize Coded Domain “ISO/IEC 15944-5:03 Codes
Representing Disposition of Recorded Information”. {See also Clause 6.6.4.2 above}
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Table 2: Consolidated template of attributes of Open-edi scenarios, roles and information bundles
IT-Interface Human-Interface Equivalents Spare
Open-edi Deci- Name Name Name
Scenario sion (Other)
Component | Code (ISO English) (ISO

French)
ID Code
(1) (2) (3) (4) (5) (6)
508p*+ 1 IB specification of retention triggers@8
508[3*+ 1 IB specification of state changes'>
5084*+ 1 IB specification of store change types'’

128 |f applicable, i.e. as applying to a SC of an IB being modeled, use Coded Domain “ISO/IEC 15944-5:04 Codes
Representing Retention Triggers”. {See also Clause 6.6.4.2 above}

129 |f applicable, i.e. as applying to a SC of an IB being modeled, utilize Coded Domain “ISO/IEC 15944-5:05 “Codes
representing State Changes Allowed from the Values of Information Bundles and Semantic Components”. {See also
Clause 6.6.4.3 above}

130 If applicable, i.e. as applying to a SC of an IB being modeled, utilize Coded Domain “ISO/IEC 15944-5:06 Codes
representing Store Change Type”. {See also Clause 6.6.4.3 above}
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THIS PAGE INTENTIONALLY LEFF BEANK
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13 Conformance statement

13.1 Introduction

The two types of conformance statements presented in Clause 13 below are at the most primitive level.
More detailed conformance statement(s) with associated rules and procedures, including those pertaining to
verification are expected to be developed either as Addendum(s) to this 1% edition or as part of the
development of a 2" edition for this part of ISO/IEC 15944

Clause 13 is modelled on that found in Clause 6 in the 3™ edition for ISO/IEC 14662.

Therd are two different categories of conformance statements for this part of ISO/IEC 15944; namely:

(@)
(b)

The
confo

13.2

Any user/implementer conformance statement of this nature~shall state:

(@)
(b)

(c)

13.3 |Conformance to ISO/IEC 15944-8

Any user/implementer conformance statement of this nature shall state:

(ategory B — ISO/IEC 15944-8 conformance only.

eason for these two categories is to permit users and implementers—of ISO/IEC 14

that it is conformant to the BOV class of standards.ef ISO/IEC 14662;

tandards) as stated in the ISO/IEC 15944-7 eBusiness Vocabulary; and,

n

whether or not it has any Open-edi compliant scenarios and scenario components reg
SO/IEC 15944-2.

“The existence and._interchange of personal information by XYZ [insert name of organiza
dministration] with any other party is conformant and consistent with the eleven Priva
principles stafed in ISO/IEC 15944-8 definitions its concepts, rules and related requirement”.

Q

(ategory A — ISO/IEC 14662 Open-edi Reference Model; and, ISO/IEC 15944 compliance; and,

944-8 to be

rmant to its requirements without using the Open-edi modelling construets as well as negistration of
Opentedi scenarios and scenario components as re-usable business objects.

Conformance to the ISO/IEC 14662 Open-edi Reference’Model and the multipart
ISO/IEC 15944 eBusiness standard

tihe list of the basic concepts of the ISO/IEC Open-edi Reference Model and ISO/IEC eBuisiness (BOV

istered using

tion or public
cy Protection
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Annex A
(normative)

Consolidated list of terms and definitions with cultural adaptability: ISO

A.1 Introd

This part of |
relevant and
contains only

English and ISO French language equivalency

iofion

WLIVIT

SO/IEC 15944 maximizes the use of existing standards where and whenever possible,inc
ppplicable existing terms and definitions. These are presented in Clause 3 above, -This An

English and |

The ISO/IEC
already contg
and definitior
Chinese lang
below will se

the ISO Russji

A.2 ISOE

This part of |9

50 French language HIEs.
15944-7 “eBusiness Vocabulary’ (a “freely available 1ISO standard”) in\its normative An
ins the consolidated ISO English and ISO French language equivalents)for all the other cor
s found in Clause 3 of this document ISO/IEC 15944-7 also contains ISO Russian an

've as the basis for an Addendum to ISO/IEC 15944-7 and that this Addendum will also ¢
ian and ISO Chinese HIEs for the contents of Annex A.5 béelow.

nglish and ISO French

BO/IEC 15944 recognizes that the use of English and French as natural languages is not u

those new concepts and their definitions introduced in this part of ISO/IEC 15944, i.e. ap

uding
nex A
ISO

nex E
cepts
i ISO

ue HIEs for all the concepts and their definitions. It is anticipated \that the contents of Annex A.5

bntain

niform

or harmonize[d globally. (Other examples include use ofArabic, German, Portuguese, Russian, Spanish, etc.,
as natural larjguages in various jurisdictional domains),

Consequently, the terms "ISO English" and "ISO-French" are used here to indicate the ISO's specializegd use
of English and French as natural languages in-the specific context of international standardization, i.e.| as a
"special langyiage".

A.3 Cultural adaptability and quality control

ISO/IEC JTC|l has "cultural adaptability” as the third strategic direction which all standards developmen{ work
should support. The twovether existing strategic directions are "portability" and "interoperability". Not all
ISO/IEC JTC{l standards, are being provided in more than one language, i.e., in addition to "ISO Engligh," in
part due to r

Terms and dlefinitions are an essential part of a standard. This Annex serves to support the "cultural
adaptability" atever

reason, an ISO/IEC JTC1 standard is developed in one ISO/IEC "official" language only, at the minimum the
terms and definitions are made available in more than one language.™"

131
the language(s

120

) in use in their countries.

Other ISO/IEC member bodies are encouraged to provide bilingual/multilingual equivalencies of terms/definitions for
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A key benefit of translating terms and definitions is that such work in providing bilingual/multilingual
equivalency:

e should be considered a "quality control check" in that establishing an equivalency in another language
ferrets out "hidden" ambiguities in the source language. Often it is only in the translation that
ambiguities in the meaning, i.e., semantics, of the term/definition are discovered. Ensuring
bilingual/multilingual equivalency of terms/definition should thus be considered akin to a minimum "ISO
9000-like" quality control check; and,

e is considered a key element in the widespread adoption and use of standards world-wide, especially
by users of this part of ISO/IEC 15944 who include those in various industry sectors, within a legal
perspective, policy makers and consumer representatives, other standards developers, IT hardware
and service providers, etc.

A.4 Organization of Annex A — Consolidated list in matrix form

The terms/definitions are organized in matrix form in alphabetical order (Englishlanguage). THe columns in
the miatrix are as follows:

Col. No. |Use

IT-Interface — Identification

1 Clause 3 ID (ID definition as per ISO/IEC15944-8 Clause 3)

2 Source. International standard referenced or that of ISO/IEC 15944-8 itself.

Human Interface Equivalent (HIE) Components

3 ISO English Language —Term

4 Gender of ISO English*Language Term+

5 ISO English Language — Definition

6 ISO French(Language - Term *

7 Gender, of the ISO French language Term+
8 ISO French Language - Definition

The primary_feason for organizing the columns in this order is to facilitate the addition pf equivalent
terms{definitions in other languages as added sets of paired columns, (e.g., Spanish, Japangse, German,
Russiany Chinese, etc)'*.

+ The codes representing gender of terms i natural tanguages are those found i Clause 6.2.6 in
ISO/IEC 15944-5 “Gender, and official, de facto, or LRL languages”, and especially its Table 1 —
“ISO/IEC 15944-5:01 “Codes representing gender and official languages”,

e ISO English, in Column 4, the gender code = “99” since the English language does not have
gender in its grammar; and,

e |ISO French, in Column 7, the gender codes are 01 = masculine, 02 = feminine, and 03 = neuter

* The use of [French language equivalent required] in Colum (8) means that for these terms and definitions,
ISO/IEC 20016-1 itself will be providing the ISO French language equivalent before the FDIS stage.

132 gee further ISO/IEC 15944-7 “eBusiness Vocabulary” of ISO/IEC 15944 for an implementation of this approach.
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