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Introduction

Security functional components, as defined in this document, are the basis for the security functional
requirements (SFRs) or components expressed in a Protection Profile (PP), PP-Module, functional

package or a Security Target (ST). These requirements describe the desired securit

y behaviour

expected of a Target of Evaluation (TOE) and are intended to meet the security objectives as stated in a

PP, PP-Module, functional package or an ST. These requirements describe security properti
can detect by direct interaction (i.e. inputs, outputs) with the IT or by the IT response to st

es that users
imulus.

Security functional components allow for the expression of SFRs intended to counter threats in the

The qudience for this document includes consumers, developers, and evaluators of se¢ure
ISO/IEC 15408-1:2022, 5.2, provides additional information on the target audience ofthe IS
serie$, and on the use of the ISO/IEC 15408 series by the groups that comprise|the targ
Thes¢ groups use this document as follows:
a) donsumers, who use this document when selecting components to expréss functional r
hich satisfy the security objectives expressed in a PP, PP-Module, functional pa
0O/IEC 15408-1:20—, Clause 7, provides more detailed information on the relations
curity objectives and security requirements;

|

S
b) developers, who respond to actual or perceived consumeér security requirements in
TOE, will find a standardized method to understand those requirements in this doc
Iso use the contents of this document as a basis forfurther defining the TOE security

aluators, who use the SFRs defined in this document in verifying that the TO
requirements expressed in the PP, PP-Module, functional package or ST satisfy thg
dbjectives and that all dependencies are‘accounted for and shown to be satisfied. Ev
this document to assist in determining:whether a given TOE satisfies stated requirems

NOTH This document uses bold and italic type in some cases to distinguish terms from the rg
The r¢lationship between componentsiwithin a family is highlighted using a bolding convention. T}
calls for the use of bold type for all new requirements. For hierarchical components, requirements
in bold type when they are ephanced or modified beyond the requirements of the previous @
additi

bold type.

The u
is for

se of italics indicates text that has a precise meaning. For security assurance requirements t
Epecial verbs relating to evaluation.

rity policies.

IT products.
D/IEC 15408
ret audience.

equirements
rkage or ST.
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ronstructing
ument. They
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E functional
IT security
aluators use
nts.

st of the text.
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hre presented
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on, any new or enhanced permitted operations beyond the previous component are also highlighted using
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Information security, cybersecurity and privacy
protection — Evaluation criteria for IT security —

Part 2:
Security functional components

1 3

This

purp
secut

cope

document defines the required structure and content of security functional components for the

bse of security evaluation. It includes a catalogue of functional componentsthat meets
ity functionality requirements of many IT products.

The
const
unda

[SO/I
for IT|

1SO/I
secur

1SO/1

secur

3 1

For
[SO/I

[SOa
— 1

]

2 r]IQormative references

llowing documents are referred to in the text in such a way that some or all of {
itutes requirements of this document. For dated references, only the edition cited
Fed references, the latest edition of the referenced docuinent (including any amendme

the common

heir content
applies. For
nts) applies.

EC 15408-1:2022, Information security, cybersecutity and privacy protection— Evaluqtion criteria

security — Part 1: Introduction and general model

EC 15408-3, Information security, cybersecurity and privacy protection— Evaluation ¢
ity — Part 3: Security assurance components

EC 18045, Information security, cybersecurity and privacy protection— Evaluation c
ity — Methodology for IT security evaluation

‘erms and definitions

he purposes of this document, the terms, definitions, and abbreviated tern
EC 15408-1, ISO/IE€:\15408-3, ISO/IEC 18045 and the following apply.

hd [EC maintain terminology databases for use in standardization at the following ad

50 Online®browsing platform: available at https://www.iso.org/obp

EC Electropedia: available at https://www.electropedia.org/

riteria for IT

riteria for IT

ns given in

dresses:

3.1

identity
representation uniquely identifying an entity within the context of the target of evaluation (TOE)

EXAMPLE An example of such a representation is a string.

Note 1 to entry: Entities can be diverse such as a user, process, or disk. For a human user, the representation can
be the full or abbreviated name or a unique pseudonym.

Note 2 to entry: An entity can have more than one identity.

3.2

inter TSF transfer
communication between the target of evaluation (TOE) and the security functionality of other trusted
IT products
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3.3
internal communication channel
communication channel between separated parts of the target of evaluation (TOE)

3.4
internal TOE transfer
communicating data between separated parts of the target of evaluation (TOE)

3.5

operation
(on an ISO/IEC 15408-2 component) modification or repetition of a component by assignment, iteration,
refinement, or selection

3.6

secret
information |that is known only to authorized users and/or the TOE security functionality (TYF) in
order to enfgrce a specific security function policy (SFP) (3.8)

3.7
secure stat¢
state in whi¢h the TOE security functionality (TSF) data are consistent andthe TSF continues cqrrect
enforcement of the security functional requirements (SFRs)

3.8
security function policy
SFP
set of rules describing specific security behaviour enforced by the TOE security functionality (TSH) and
expressible ds a set of security functional requirements (SERS)

3.9
TOE resourge
anything usgble or consumable in the target of evaluation (TOE)

3.10
transfer oufside of the TOE
target of evalluation (TOE) security funetionality (TSF)-mediated communication of data to entiti¢s not
under the control of the TSF

3.11
trusted chapnel
means by which a target of evalution (TOE) security functionality (TSF) and another trusted IT prpduct
can commurjicate with necessary confidence

3.12
trusted path
means by wtich a‘user and a target of evaluation (TOE) security functionality (TSF) can commurllicate
with the necessary confidence

Note 1 to entry: Communication typically implies the establishment of identification and authentication of both
parties, as well as the concept of a user specific session which is integrity-protected.

Note 2 to entry: When the external entity is a trusted IT product, the notion of trusted channel (3.11) is used
instead of trusted path.

Note 3 to entry: Both physical and logical aspects of secure communication can be considered as mechanisms for
gaining confidence.

3.13

TSF data

data for the operation (3.5) of the target of evalution (TOE) upon which the enforcement of the security
functional requirement (SFR) relies
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3.14

user data

data received or produced by the target of evaluation (TOE), which is meaningful to some external
entity, but which do not affect the operation (3.5) of the TOE security funtionality (TSF)

Note 1 to entry: Depending on the concept, this definition assumes that the same data created by users that has
an actual impact on the operation of the TSF can be regarded as the TSF data (3.13).

4 Abbreviated terms

API annlication neaagrar i g Intarfa g
SppPrreatonprog ot Heer At =2

CD compact disk

DAC discretionary access control

DRB deterministic random bit generator
EMS electromagnetic spectrum

GB gigabyte

GHz gigahertz

GUI graphical user interface

HSM hardware security module

HTTRS hypertext transfer protocol secure

IOCTL input output control

[P internet protocol

[Psed [P security (protocol)

LDAH lightweight dire€tory access protocol
MAC mandatory access control

MB megabyte

MBps megabytes per second

0S operating system

OTP one-time programmable

PC personal computer

PCI peripheral component interconnect
PKI public key infrastructure

PP protection profile

RAM random access memory

RBG random bit generator

RNG random number generator
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RPC remote procedure call

SFP security function policy

SFR security functional requirement
SSH secure shell

ST security target

TCP transmission control protocol
TLS [ransport layer security

TOE Farget of evaluation

TSF [OE security functionality
TSFI ['SF interface

USB iniversal serial bus

VPN yirtual private network

5 Overview

5.1 General

The ISO/IEC|15408 series and the associated security functional requirements (SFRs) described ip this
document affe not intended to be a definitive answet\to all the problems of IT security. This docyment
offers a set jof well understood security functional components that can be used to specify trpsted
products reflecting the needs of the market. Thiése security functional components are presented as
the current gtate of the art in security requirements specification.

This documdnt does not include all possible security functional components but contains those that are
known and 4greed to be of value by the'contributors to this document.

Since the upderstanding and .needs of consumers can change, the functional components i1 this
document will need to be maintained. It is envisioned that some authors of PPs, PP-Modules, functional
packages anfd STs can have\sécurity needs not covered by the security functional components ip this
document. [1 those cases;the author of a PP, PP-Module, functional package or ST may choose to corsider
using functipnal compenents and requirements that are not given in this document. The concepts of
extensibility] are explained in ISO/IEC 15408-1:2022, 8.4.

5.2 Organization of this document

Clause 5 describes the paradigm used in the SFRs of this document.

Clause 7 introduces the catalogue of functional components, while Clauses 8 through 18 describe the
functional classes.

Annex A provides explanatory information for potential users of the functional components.
Annex B provides a complete cross reference table of the functional component dependencies.

Annexes C through M provide the explanatory information for the functional classes. This material
shall be seen as normative instructions on how to apply relevant operations and select appropriate
audit or documentation information. Where different options are given, the choice is left to the PP, PP-
Module, functional package and ST author.
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Those who author PPs, PP-Modules, functional packages, or STs shall refer to ISO/IEC 15408-1:2022 for
relevant structures, rules, and guidance, in particular:

a)

b)
C

)

omponents;

the operations that may be applied to them;

d)

ISO/IEC 15408-1:2022, Clause 3 defines the terms and definitions used in the ISO/IEC 15408 series;
ISO/IEC 15408-1:2022, Clause 7 describes how SFRs can be specified using the security functional

ISO/IEC 15408-1:2022, Clause 8 describes how security functional components are organized, and

ISO/IEC 15408-1:2022, Annex A provides further information on the structure for security

f

e

f)

—

g)

6 K

This
SFRs

This
of SF

TOE
TOE 1
and t

The §
enfor]
infor
Func
neces

Thos
refer
direc

The 1
TOE
parts

inctional packages;
50/1EC 15408-1:2022, Annex B provides further information on the structure for'PPs

50/1EC 15408-1:2022, Annex C provides further information on the structure of PP-
P-Configurations;

50/IEC 15408-1:2022, Annex D provides further information on the istructure for STs

unctional requirements paradigm

Clause describes the paradigm used in the security functional components and the

Hocument is a catalogue of security functional components that may be used for the
Rs describing a TOE.

bvaluation is concerned primarily with ensuring that a defined set of SFRs is enfor
esources. The SFRs define the rules by:which the TOE governs access to and use of i
hus information and services controlled by the TOE.

FRs may define multiple Security Function Policies (SFPs) to represent the rules f
ces. Each SFP specifies its scope of control, by defining the subjects, objects, 1
mation, and operations to-‘which it applies. All SFPs are implemented by the T]
ionality (TSF) (see below), whose mechanisms enforce the rules defined in the SFRs
sary capabilities.

e portions of a TOEthat are relied upon for the correct enforcement of the SFRs are
red to as the TSF.)The TSF consists of all hardware, software, and firmware of a TOE
tly or indirectly relied upon for security enforcement.

'OE may be a monolithic product containing hardware, firmware, and software. Alt
may,be a distributed product that consists internally of multiple separated parts. E
of the TOE provides a particular service for the TOE and is connected to the other]

TOE

Modules and

lerivation of

specification

ced over the
LS resources,

hat the TOE
esources or
OE Security
and provide

collectively
that is either

ernatively, a
ach of these
parts of the

hirdugh an internal communication channel. This channel can he as small as a proa

essor bus or

may encompass a network internal to the TOE.

When the TOE consists of multiple parts, each part of the TOE may have its own part of the TSF which
exchanges user and TSF data over internal communication channels with other parts of the TSF. This
interaction is called internal TOE transfer. In this case, the separate parts of the TSF abstractly form the
composite TSF, which enforces the SFRs.

TOE interfaces may be localized to the particular TOE, or they may allow interaction with other IT
products over external communication channels. These external interactions with other IT products
may take two forms:

a) the SFRs of the other “trusted IT product” and the SFRs of the TOE have been administratively

coordinated and the other trusted IT product is assumed to enforce its SFRs correctly (e.g. by being
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separately evaluated). Exchanges of information in this situation are called inter-TSF transfers, as
they are between the TSFs of distinct trusted products;
b) the other IT product may not be trusted, it may be called an “untrusted IT product”. Therefore,
its SFRs are either unknown or their implementation is not viewed as trustworthy. TSF mediated
exchanges of information in this situation are called transfers outside of the TOE, as there is either
no TSF, or its policy characteristics are unknown, on the other IT product.

The set of interfaces, whether interactive (man-machine interface) or programmatic [application
programming interface (API)], through which resources are accessed that are mediated by the TSF, or
information is obtained from the TSF, is referred to as the TSF Interface (TSFI) The TSFI defines the
boundaries @

© that
e two
§ may
further be differentiated as local human users, meaning they interact directly with.the TOE via TOE
devices or remote human users, meaning they interact indirectly with the TOE through anotHer IT
product.

EXAMPLE 1

An example o

A period of i
sessions can|

EXAMPLE 2

User authenti
user or in tots

This documsg
or both that

fa TOE device is a workstation.

nteraction between users and the TSF is referred to as a‘user session. Establishment o
be controlled based on a variety of considerations.

cation, time of day, method of accessing the TOEj;and number of allowed concurrent session|

.

nt uses the term authorized to signifyAa user who possesses either the rights or privi
are necessary to perform an operation. The term authorized user, therefore, indicate

it is allowable for a user to perform a specific Operation or a set of operations as defined by the SF

To express

‘equirements that call for the separation of administrator duties, the relevant seq

functional c
A roleis ap
that role and

EXAMPLE 3

Roles related
Administrato

TOESs contai

e-defined set of rules establishing the allowed interactions between a user operat
the TOE. A TOE may:support the definition of any number of roles.

to the secuie operation of a TOE may include “Audit Administrator” and “User Acd

”

.

fuser

s (per

eges,
5 that
Rs.

urity

mponents (from family-FMT_SMR) explicitly state that administrative roles are reqfiired.

ng in

ounts

h resoprces that may be used for the processing and storing of information. The primary

goal of the T

SEis'the complete and correct enforcement of the SFRs over the resources and inform

ation

that the TO

CONCrois.

TOE resources can be structured and utilized in many different ways. However, this document makes a
specific distinction that allows for the specification of desired security properties. All entities that can
be created from resources can be characterized in one of two ways. The entities may be active, meaning
that they are the cause of actions that occur internal to the TOE and cause operations to be performed
on information. Alternatively, the entities may be passive, meaning that they are either the container
from which information originates or to which information is stored.

Active entities in the TOE that perform operations on objects are referred to as subjects. Several types
of subjects may exist within a TOE:
a)

those acting on behalf of an authorized user;

EXAMPLE 4  UNIX processes.
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b)

EXAMPLE 5

EXAMPLE 6

ISO/IEC 15408

Functions as can be found in client/server architectures.

those acting as part of the TOE itself.

Processes not acting on behalf of a user.

-2:2022(E)

those acting as a specific functional process that may in turn act on behalf of multiple users;

This document addresses the enforcement of the SFRs over types of subjects as those listed above.

Passive entities in the TOE that contain or receive information and upon which subjects perform
operations are called objects. In the case where a subject (an active entity) is the target of an operation,

a subjeet-may-also-be-acted-enasanobjeet
EXAMPLE7  Anexample of a subject is an inter-process communication.
Objedts can contain information. This concept is required to specify informationflow control policies

as ad

Users

certafin attributes that contain information that is used by the TOE for‘its correct ope

attril
resoy
the S
will b
nom
on at

Data
is inf
and y
decis

EXAM
User ¢
T

TSFd

[eXN9))

Ther
flow

attrik
Scope

dressed in the FDP class.

, subjects, information, objects, sessions, and resources controlled by fules in the SFRs

utes, such as file names, may be intended to be informational or'may be used to identi
rces while others, such as access control information, can existspecifically for the e
FRs. These latter attributes are generally referred to as “security attributes”. The w
e used as a shorthand in some places in this document for the term “security attribut
htter what the intended purpose of the attribute information, it can be necessary to h
fributes as dictated by the SFRs.

n a TOE is categorized as either user data or TSF‘data. Figure 1 depicts this relationsh
prmation stored in TOE resources that can be operated upon by users in accordance w
pon which the TSF places no special meaning. TSF Data is information used by the T
jons as required by the SFRs. TSF Data miay be influenced by users if allowed by the S

PLE 8

[ata:

he content of an electronic mail'message can be user data.
hta:

ecurity attributes,authentication data, TSF internal status variables used by the rules defing
r used for the protection of the TSF and access control list entries are examples of TSF data.

p are several SFPs that apply to data protection such as access control SFPs and
control SFPs. The mechanisms that implement access control SFPs base their policy

of centrol. These attributes are used in the set of rules that govern operations that §

perform'on objects.

may possess
ation. Some

fy individual
n(lforcement of

rd attribute
e”. However,
ave controls

ip. User data

rith the SFRs
bF in making
FRs.

bd in the SFRs

information
decisions on

utes-of-the users, resources, subjects, objects, sessions, TSF status data and operations within the

ubjects may

The mechanisms that implement information flow control SFPs base their policy decisions on the
attributes of the subjects and information within the scope of control and the set of rules that govern
the operations by subjects on information. The attributes of the information, which may be associated
with the attributes of the container or may be derived from the data in the container, stay with the
information as it is processed by the TSFE.
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LS 0 ‘ User attributes ’
Object attributes
USER DATA ~
Authentication ) )
data Subject attributes
Information
& ) \ attributes //

-

N

J

Two specifid
These are ay

Authenticati
most commd
to be an effdg

Figure 1 — Relationship between user data and TSF datd

types of TSF data addressed by this document can be, but are/not necessarily, the
thentication data and secrets.

on data is used to verify the claimed identity of a user requesting services from a TOH
n form of authentication data is the password, which depends on being kept secret in
ctive security mechanism. However, not all forms-0f authentication data need to be

secret. Biomletric authentication devices do not rely on the fact'that the data is kept secret, but 1

that the dat3
EXAMPLE 9
Examples of b

The term se
be applicablg

Therefore, s
are used as
data. In the

is something that only one user possesses and:that cannot be forged.

iometric authentication devices include fingerprint readers and retinal scanners.

‘rets, as used in this document, while applicable to authentication data, is also intend
 to other types of data that need'to be kept secret in order to enforce a specific SFP.

bme, but not all, authentication data needs to be kept secret and some, but not all, se
huthentication data. Figure 2 shows this relationship between secrets and authentic
figure, the types of data typically encountered in the authentication data and the se

subclauses afre indicated.

baIme.

. The
prder
kept
ather

ed to

crets
ation
crets

/AUTHENTICATION DATA \
BIOMETRICS
SMART CARDS
PASSWORDS

CRYPTO VARABLES

SECRETS

- /

Figure 2 — Relationship between “authentication data” and “secrets”
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7 Security functional components
7.1 Overview

7.1.1 General

This clause defines the content and presentation of the functional requirements of this document and
provides guidance on the organization of the requirements for new, extended components that may be
included in a PP, PP-Module, functional package or ST. As described in ISO/IEC 15408-1:2022, Clause 8,
the functional components and requirements are expressed in classes, families, components and
elemesnts-

7.1.2] Class structure

7.1.2]1 General

Figuile 3 illustrates the functional class structure in diagrammatic form. Each functional cjass includes
a clags name, class introduction, and one or more functional families.

Functional

class Class
name

Class
introduction

I I

o

I ) i 1

Functional
families

Eigure 3 — Functional class structure

NOTH A functional class.can contain multiple functional families.

7.1.2]2 Class name

The dlass namésubclause provides information necessary to identify and categorize a funftional class.
Every functional class has a unique name. The categorical information consists of a short npme of three
chardcters.,The short name of the class is used in the specification of the short names of the families of
that glass.

7.1.2.3 Class introduction

The class introduction expresses the common intent or approach of those families to satisfy security
objectives. The definition of functional classes does not reflect any formal taxonomy in the specification
of the requirements.

The class introduction provides a figure describing the families in this class and the hierarchy of the
components in each family, as explained in 7.2.
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7.1.3 Family structure

7.1.3.1 Ge

neral

Figure 4 illustrates the functional family structure in diagrammatic form.

Functional
family

— Family name

7.1.3.2 Fa

The family n
categorize a
consists of a
followed by
of the familyj

7.1.3.3 Fa

The family b
security obj
greater deta

— |  Family behaviour

Components leveling
and description

— Management

— Audit

— Components

Figure 4 — Functionalfamily structure

mily name

ame subclause provides categorical and descriptive information necessary to identif]
functional family. Every-fuictional family has a unique name. The categorical inform
short name of seven characters, with the first three identical to the short name of the
in underscore and the short name of the family as follows: XXX_YYY. The unique short
name provides the principal reference name for the security components.

mily behaviour

ehavipur-subclause provides the narrative description of the functional family stati
bctive)and a general description of the functional requirements. These are describ
j\below:

y and
ation
class
form

ng its
ed in

a) the security objectives of the family address a security problem that may be solved with the help of
a TOE that incorporates SFRs derived from a component of this family;

b) the description of the functional requirements summarizes all the requirements that are included in
the component(s). The description is aimed at authors of STs, PPs, PP-Modules or security functional

package

7.1.3.4 Co

s who wish to assess whether the family is relevant to their specific requirements.

mponents leveling and description

Functional families contain one or more components, any one of which may be selected for inclusion
in STs, PPs, PP-Modules or security functional packages. The goal of the components leveling and
description subclause is to provide information to users in selecting an appropriate functional

10
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component once the family has been identified as being a necessary or useful part of their security

requirements.

The functional family description describes the components available, and their rationale. The exact

details of the components are contained within each component.

The relationships between components within a functional family may be hierarchical. A component is

hierarchical to another if it offers more security.

As explained in 7.2 the descriptions of the families provide a graphical overview of the hierarchy of the

components in a family.

7.1.3|]5 Management

The 1
authg
of the
may |

hanagement subclauses contain information for ST, PP, PP-Module, or security functi
rs to consider as management activities for a given component. The clauses reference

management class (FMT) and provide guidance regarding potential management a
pe applied via operations to those components.

An apithor may select the indicated management components or may include other
requirements not listed to detail management activities. As such, the information should b
informative.

7.1.3{6 Audit

The qudit requirements subclauses contain auditable eveénts for the authors to select, if r
from|the class FAU are included in the ST, PP, PPzMo6dule, or security functional pad
requirements include security relevant events in terms of the various levels of detail supp
components of the security audit data generation'\(FAU_GEN) family.

It car] be observed that the categorization of aditable events is hierarchical.

EXAMPLE 1

An augdit note can include actions that are:

inimal: successful use of the.security mechanism;

asic: any use of the security mechanism as well as relevant information regarding the secuj
involved;

etailed: any configliration changes made to the mechanism, including the actual configuration
d after the change.

EXAMPLE 2

When| Basic’Audit Generation is needed, all auditable events identified as being both Minimal

nal package
components
ctivities that

management
e considered

pquirements
kage. These
orted by the

ity attributes

values before

hnd Basic are

includedfin the PP, PP-Module, functional package or ST through the use of the appropriate assignm

ent operation,

except when the higher-level event simply provides more detail than the lower level event. When
Generation is needed, all identified auditable events (Minimal, Basic and Detailed) are included
Module, functional package or ST.

In the FAU class the rules governing the audit are explained in more detail.
7.1.4 Component structure

7.1.4.1 General

Figure 5 illustrates the functional component structure.
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Component

Component
identification

Dependencies

Functional
elements

Figure 5 — Functional component structure

ponent identification

The component identification subclause(s) provide descriptive information mnecessary to ide

categorize,
functional c

a unique

a unique

egister, and cross-reference a component. The following is provided as part of
mponent:

name. The name reflects the purpose of the component;

short name. A unique short form of the functional compenent name. This short name s

as the prrincipal reference name for the categorization, régistration, and cross-referencing

compon
compon

7143 F

A set of el
contained.

When buildi
a componen

Module, sect

A unique shd

EXAMPLE
The compone
— DP:class

a hierar
this com

ent. This short name reflects the class and family to which the component belongs an
ent number within the family;

hical-to list. A list of other components that’this component is hierarchical to and for ¥
ponent can be used to satisfy dependencies to the listed components.

ctional elements

:Eents is provided for each*¢éemponent. Each element is individually defined and is

hg packages, PPs and/or STs, it is not permitted to select only one or more elements
[. The complete set'of elements of a component shall be selected for inclusion in a P
rity functionalpackage or an ST.

rt form ofthe'functional element name is provided.

ht@ame FDP_IFF.4.2 reads as follows:

ntify,
bvery

erves
f the
d the

vhich

self-

from
P, PP-

F: functional requirement;

“User data protection”;

_IFF: family “Information flow control functions”;
4: 4th component named “Partial elimination of illicit information flows”;

.2: 2nd element of the component.

7.1.4.4 Dependencies

Dependencies among functional components arise when a component is not self-sufficient and relies
upon the functionality of, or interaction with, another component for its own proper functioning.

12
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Each functional component provides a complete list of dependencies to other functional and assurance
components. Some components may list “No dependencies”. The components depended upon may in
turn have dependencies on other components. The list provided in the components will be the direct
dependencies, i.e. only references to the other functional components that are required for this
component to perform its job properly. The indirect dependencies, i.e. the dependencies that result
from the depended upon components, can be found in Annex B of this document. It is noted that in some
cases the dependency is optional in that a number of functional components are provided, where each

one o

EXAMPLE

The d

f them would be sufficient to satisfy the dependency.

FDP_UIT.1 Data exchange integrity.

secul
the id

The

packi
satisf
upon

7.2
The g

This

basis
infor
the c
exist

In th
comp

In ea
first

canb
and ¢

ependency list identifies the minimum functional or assurance components needed
ity requirements associated with an identified component. Components that arechi
entified component may also be used to satisfy the dependency.

lependencies indicated in this document are normative and they shall be-satisf
ige, PP or ST. In situations where the indicated dependencies are not applicable, the
y the dependency by providing a rationale why it is not applicable and 'may leave t
component from the package, PP or ST.

Component catalogue
rouping of the components in this document does not reflect any formal taxonomy.

document contains classes of families and components, which are rough group
of related function or purpose, presented in alphabetical order. At the start of eac
mative figure that indicates the taxonomy of eachclass, indicating the families in e3
bmponents in each family. Figure 6 is a usefuliindicator of the hierarchical relations
between components.

e description of the functional componeénts, a subclause identifies the dependencies
onent and any other components.

Ch class, a figure describing the-family hierarchy similar to Figure 6 is provided. In |
Family, Family 1, contains three hierarchical components, where component 2 and
oth be used to satisfy depetidencies on component 1. Component 3 is hierarchical to
an also be used to satisfy dependencies on component 2.

€Class name

Family 1

o satisfy the
brarchical to

ed within a
author shall
he depended

ings on the
h class is an
ch class and
hip that can

between the

Figure 6, the
omponent 3

romponent 2

Family 2

Family 3

Figure 6 — Sample class decomposition diagram
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In Family 2 there are three components, not all of which are hierarchical. Components 1 and 2 are
hierarchical to no other components. Component 3 is hierarchical to component 2 and can be used to
satisfy dependencies on component 2, but not to satisfy dependencies on component 1.

In Family 3, components 2, 3, and 4 are hierarchical to component 1. Components 2 and 3 are both
hierarchical to component 1, but non-comparable. Component 4 is hierarchical to both component 2
and component 3.

These diagrams are meant to complement the text of the families and make identification of the
relationships easier. They do not replace the “Hierarchical to:” note in each component that is the
mandatory claim of hierarchy for each component.

8 C(ClassF

8.1 Class

AU: Security audit

description

Security audjiting involves recognizing, recording, storing, and analyzing informatioprelated to sequrity

relevant acti
determine W

Figure 7 sho
the figure.

vities (i.e. activities controlled by the TSF). The resulting audit records’can be examirjed to
hich security relevant activities took place and whom (which uset) jis responsible for them.

ws the decomposition of this class, it’s families and components. Elements are not shown in

Annex C provides explanatory information for this class and, shHould be consulted when usinyg the

components

identified in this class.

FAU: Security audit

FAU_ARP: Security’audit automatic response

FAU.GEN: Security audit data generation

FAU_SAA: Security audit analysis

FAU_SAR: Security audit review

14

FAU_SEL: Security audit event selection

FAU_STG: Security audit event storage

Figure 7 — FAU: Security audit class decomposition
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Security audit automatic response (FAU_ARP)

Family behaviour

This family defines the response to be taken in case of detected events indicative of a potential security
violation.

8.2.2

Components leveling and description

Figure 8 shows the component leveling for this family.

At F/
deted

8.2.3
The f

a) t

8.2.4
The f]

PP, PP-Module, functional package or ST:

a) 1

8.2.5

Component relationships

FAU_ARP: Security audit automatic response — 1]

Figure 8 — FAU_ARP: Component leveling

LlU_ARP.1 Security alarms, the TSF shall take actions in case a potential security
ted.

Management of FAU_ARP.1
bllowing actions can be considered for the management furictions in FMT:

he management (addition, removal, or modification),of‘actions.

Audit of FAU_ARP.1
pllowing actions should be auditable if FAU'GEN Security audit data generation is in
hinimal: Actions taken due to potential security violations.

FAU_ARP.1 Security alarms

violation is

'luded in the

violation.

Hiergrchical to: No other components.

Depehdencies: FAU_SAA.1 Potential violation analysis

FAU_ARP.1.1

The TSF shall take [assignment: list of actions] upon detection of a potential security
8.3 Qnrnrify audit data gnnnrafinn (FA"_CF‘N)

8.3.1 Family behaviour

This family defines requirements for recording the occurrence of security relevant events that take
place under TSF control. This family identifies the level of auditing, enumerates the types of events that
shall be auditable by the TSF, and identifies the minimum set of audit-related information that should be
provided within various audit record types.

8.3.2

Components leveling and description

Figure 9 shows the component leveling for this family.
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FAU_GEN: Security audit data generation

Figure 9 — FAU_GEN: Component leveling

FAU_GEN.1 Audit data generation, defines the level of auditable events and specifies the list of data that

shall be reco

rded in each record.

In FAU_GEN.2 User identity association, the TSF shall associate auditable events to individual user

identities.

8.3.3 Man

The followinjg actions can be considered for the management functions in FMT:

a) therear

834 Aud

The followin
PP, PP-Modu

a) therear
8.3.5 FAU

Component

Hierarchical
Dependencice
FAU_GEN.1.
The TSF shd
a)
b)

Start-up

All audit
audit;

‘)
FAU_GEN.1.

[assignn

agement of FAU_GEN.1, FAU_GEN.2

e N0 management activities foreseen.

it of FAU_GEN.1, FAU_GEN.2

g actions should be auditable if FAU_GEN Security audit data)generation is included
e, functional package or ST:

b no auditable events foreseen.

GEN.1 Audit data generation

relationships

to: No other components:,

S: FPT_STM.1 Reliable time stamps
|
11 be able to generate audit data of the following auditable events:

and shutdown of the audit functions;

able events for'the [selection, choose one of: minimum, basic, detailed, not specified] le

nent: other specifically defined auditable events].

4

n the

vel of

The TSF shall record within the audit data at least the following information:

a)

(success

b)

or failure) of the event;

Date and time of the auditable event, type of event, subject identity (if applicable), and the outcome

For each auditable event type, based on the auditable event definitions of the functional components

included in the PP, PP-Module, functional package or ST, [assignment: other audit relevant
information].

8.3.6 FAU_

Component

16

GEN.2 User identity association

relationships

© ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=779666477d3d345403a7dab1be09baa3

ISO/IEC 15408-2:2022(E)

Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU_GEN.2.1

For audit events resulting from actions of identified users, the TSF shall be able to associate each
auditable event with the identity of the user that caused the event.

8.4 Security audit analysis (FAU_SAA)

8.4.1) Family behaviour

This family defines requirements for automated means that analyze system activity and audit data
lookihg for possible or real security violations. This analysis may work in suppogtof intrusipn detection,
or aufomatic response to a potential security violation.

The 3ctions to be taken based on the detection can be specified using the Security audit automatic
respdnse (FAU_ARP) family as desired.

8.4.2] Components leveling and description

Figurne 10 shows the component leveling for this family.

FAU_SAA: Security audit-analysis

Figure 10--<FAU_SAA: Component leveling

U_SAA.1 Potential violation.analysis, basic threshold detection on the basis of a fix¢d rule set is

_SAA.2 Profile based anomaly detection, the TSF maintains individual profiles of system usage,
wherg a profile represents the historical patterns of usage performed by members of the grofile target
group. A profile target-group refers to a group of one or more individuals who interact with the TSF.
Each |member of atprofile target group is assigned an individual suspicion rating that regresents how
well that member's'current activity corresponds to the established patterns of usage repregented in the
profile. This dnalysis can be performed at runtime or during a post-collection batch-mode ainalysis.

In FAU_SAA.3 Simple attack heuristics, the TSF shall be able to detect the occurrence |of signature
evenfs'\that represent a significant threat to enforcement of the SFRs. This search for signpture events
may occur in real-time or during a post-collection batch-mode analysis.

In FAU_SAA.4 Complex attack heuristics, the TSF shall be able to represent and detect multi-step
intrusion scenarios. The TSF is able to compare system events (possibly performed by multiple
individuals) against event sequences known to represent entire intrusion scenarios. The TSF shall be
able to indicate when a signature event or event sequence is found that indicates a potential violation of
the enforcement of the SFRs.

8.4.3 Management of FAU_SAA.1
The following actions can be considered for the management functions in FMT:

a) maintenance of the rules by (adding, modifying, deletion) of rules from the set of rules.
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8.4.4 Management of FAU_SAA.2

The following actions can be considered for the management functions in FMT:

a) maintenance (deletion, modification, addition) of the group of users in the profile target group.

8.4.5 Management of FAU_SAA.3

The following actions can be considered for the management functions in FMT:

a) maintenance (deletion, modification, addition) of the subset of system events.

8.4.6 Man

agement of FAU_SAA.4

The followinig actions can be considered for the management functions in FMT:

a) mainten

b) mainten

84.7 Aud

The followin
PP, PP-Modu

a) minimal
b) minimal
8.4.8 FAU

Component

Hierarchical

Dependencig

FAU_SAA.1.

ance (deletion, modification, addition) of the subset of system events;

ance (deletion, modification, addition) of the set of sequences of systém events.

it of FAU_SAA.1, FAU_SAA.2, FAU_SAA.3, FAU_SAA.4

g actions should be auditable if FAU_GEN Security audit data’generation is included
e, functional package or ST:

: Enabling and disabling of any of the analysis meclanhisms;

: Automated responses performed by the tool.

| SAA.1 Potential violation analysis

relationships

to: No other components.

S: FAU_GEN.T Audit data generation

|

The TSF shall be able to apply a set of rules in monitoring the audited events and based

these rules
FAU_SAA.1.
The TSF shd

indicate a potential violation of the enforcement of the SFRs.

p

11 enforce the following rules for monitoring audited events:

a) Accumu

n the

upon

atieh or combination of [assignment: subset of defined auditable events] known to ing

licate

a potent

ial security violation;

b) [assignment: any other rules].

8.4.9 FAU_SAA.2 Profile based anomaly detection

Component relationships

Hierarchical to: No other components.

Dependencies: FIA_UID.1 Timing of identification

FAU_SAA.2.1
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The TSF shall be able to maintain profiles of system usage, where an individual profile represents
the historical patterns of usage performed by the member(s) of [assignment: the profile target

groupl.
FAU_SAA.2.2

The TSF shall be able to maintain a suspicion rating associated with each user whose activity
is recorded in a profile, where the suspicion rating represents the degree to which the user's
current activity is found inconsistent with the established patterns of usage represented in the
profile.

FAU_SAA.2.3

The TSF shall be able to indicate a possible violation of the enforcement of the SFRs when a user's
suspjcion rating exceeds the following threshold conditions [assignment: conditions under which
anomalous activity is reported by the TSF].

8.4.10 FAU_SAA.3 Simple attack heuristics

Component relationships

Hiergrchical to: No other components.
Depepdencies: No dependencies.
FAU_SAA.3.1

The TSF shall be able to maintain an internal representation of the following signdture events
[assignment: a subset of system events] that may indicate a violation of the enforcement of the

discdrnible from an examination:of [assignment: the information to be used to determine system

The [I'SF shall be ableto indicate a potential violation of the enforcement of the|SFRs when
tem event is found to match a signature event that indicates a potential violation of the
enforcement of the SFRs.

8.4.11 FAU.SAA.4 Complex attack heuristics

Comporent relationships

Hierarchical to: FAU_SAA.3 Simple attack heuristics
Dependencies: No dependencies.
FAU_SAA.4.1

The TSF shall be able to maintain an internal representation of the following event sequences of
known intrusion scenarios [assignment: list of sequences of system events whose occurrence are
representative of known penetration scenarios] and the following signature events [assignment: a
subset of system events] that may indicate a potential violation of the enforcement of the SFRs.

FAU_SAA.4.2
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The TSF shall be able to compare the signature events and event sequences against the record of
system activity discernible from an examination of [assignment: the information to be used to determine
system activity].

FAU_SAA.4.3

The TSF shall be able to indicate a potential violation of the enforcement of the SFRs when system
activity is found to match a signature event or event sequence that indicates a potential violation of
the enforcement of the SFRs.

8.5 Security audit review (FAU_SAR)

8.5.1 Farr]ily behaviour

This family
the review o

8.5.2 Com

Figure 11 sh

FAU_SAR.1 A

FAU_SAR.2 |
identified in

FAU_SAR.3 §
based on cri

8.5.3 Man

The followinjg actions can,be-considered for the management functions in FMT:

a) mainten
audit re

8.5.4 Man

lefines the requirements for tools that are made available to authorized users'to ass
[ audit data.

ponents leveling and description

pws the component leveling for this family.

FAU_SAR: Security audit review

][] (=]

Figure 11 — FAU_SAR: Component leveling

udit review, provides the capability to fead information from the audit data.

estricted audit review, requires that there are no other users except those that have
FAU_SAR.1 Audit review that can read the information.

electable audit review, requires audit review tools to select the audit data to be revi
reria.

agement of FAU_SAR:1

ance (deletion, modification, addition) of the group of users with read access right {
Fords.

ist in

been

ewed

o the

agement of FAU_SAR.2, FAU_SAR.3

The following actions can be considered for the management functions in FMT:

there ar

a)

8.5.5 Aud

e no management activities foreseen.

it of FAU_SAR.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP, PP-Modu

le, functional package or ST:

a) basic: Reading of information from the audit records.

20
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8.5.6 Audit of FAU_SAR.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) basic: Unsuccessful attempts to read information from the audit records.

8.5.7 Audit of FAU_SAR.3

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) detailed: The parameters used for the viewing.

8.5.8 FAU_SAR.1 Audit review

Component relationships

Hiergrchical to: No other components.
Depehdencies: FAU_GEN.1 Audit data generation
FAU_SAR.1.1

The TSF shall provide [assignment: authorized users] with the capability to read [assignment:
list of audit information] from the audit data.

FAU_SAR.1.2

The [TSF shall provide the audit data in_ a manner suitable for the user to interpret the
inforymation.

8.5.9] FAU_SAR.2 Restricted audit review

Component relationships

Hiergrchical to: Np other components.
Depepdencies: FAU_SAR.1 Audit review
FAU_SAR.2.1

The TSF shall prohibit all users read access to the audit data, except those users that have been
granted explicit read access.

8.5.10. " FAU_SAR.3 Selectable audit review

Hierarchical to: No other components.
Dependencies: FAU_SAR.1 Audit review
FAU_SAR.3.1

The TSF shall provide the ability to apply [assignment: methods of selection and/or ordering] of
audit data based on [assignment: criteria with logical relations].

© ISO/IEC 2022 - All rights reserved 21


https://iecnorm.com/api/?name=779666477d3d345403a7dab1be09baa3

ISO/IEC 15408-2:2022(E)

8.6 Security audit event selection (FAU_SEL)

8.6.1 Family behaviour

This family defines requirements to select the set of events to be audited during TOE operation from

the set of all

auditable events.

8.6.2 Components leveling and description

Figure 12 sh

ows the component leveling for this family.

FAU_SEL.1S
auditable ev
by the autho|

8.6.3 Man

The followinig actions can be considered for the management functigns in FMT:

a) mainten

8.6.4 Aud

The followin
PP, PP-Modu

a) minimal
are ope

8.6.5 FAU

Component

Hierarchical

Dependencig

FAU_SEL.1.1

FAU_SEL: Security audit event selection

Figure 12 — FAU_SEL: Component leveling

blective audit, requires the ability to select the set of events to be audited from the set
bnts, identified in FAU_GEN.1 Audit data generation, based upon attributes to be spe
r of a PP, PP-Module, functional package or ST.

agement of FAU_SEL.1

ance of the rights to view/modify the audit data.

it of FAU_SEL.1

g actions should be auditable if FAU_GEN-Security audit data generation is included
e, functional package or ST:

: All modifications to the audit configuration that occur while the audit collection func
ating.

|SEL.1 Selective audit

relationships

to: No other components.

S: FAU_GEN.1 Audit data generation

FMT_MTD.1 Management of TSF data

of all
rified

n the

tions

The TSF shall be able to select the set of events to be audited from the set of all auditable events
based on the following attributes:

a)

[selection: object identity, user identity, subject identity, host identity, event type]

b) [assignment: list of additional attributes that audit selectivity is based upon)]

8.7 Secur

8.7.1 Fam

ity audit data storage (FAU_STG)

ily behaviour

This family defines the requirements for the TSF to be able to create and maintain a secure audit trail.
Stored audit data refers to those data stored within an audit trail, and not to any audit data that has
been retrieved (to temporary storage) through selection.

22
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Components leveling and description

Figure 13 shows the component leveling for this family.

FAU_STG: Security audit event storage

Figure 13 — FAU_STG: Component leveling

FAU_

FAU_
be pr

FAU_
the a

FAU_
store

FAU_

is full.

8.7.3
The f

&
=

8.7.4
The f

&
[

8.7.5
The f

a) 1

8.7.6

5TG.2 Protected audit data storage, requires that protections are placed on the audif
ptected from unauthorized deletion and/or modification.

5TG.3 Guarantees of audit data availability, specifies the guarantees that'the TSF mz¢
hdit data given the occurrence of an undesired condition.

5TG.4 Action in case of possible audit data loss specifies actions to be taken if a thre
d audit data is exceeded.

5TG.5 Prevention of audit data loss specifies actions to bé\taken in the case that audit

Management of FAU_STG.1
bllowing actions can be considered for the management functions in FMT:

haintenance of remote audit storage locations.

Management of FAU_STG.2
bllowing actions can be considered for the management functions in FMT:

here are no management activities foreseen.

Management of FAU_STG.3
bllowing actigns-can be considered for the management functions in FMT:

haintenance of the parameters that control the audit data storage capability.

Manhagement of FAU_STG.4

bTG.1 Audit data storage location, requires that the storage location(s) for audit data ll)e specified.

data. It will

intains over

shold on the

data storage

The ollowing actions can be considered for the management functions 1in FM1:

a) maintenance (deletion, modification, addition) of actions to be taken in case of imminent audit data
storage failure.

8.7.7

Management of FAU_STG.5

The following actions can be considered for the management functions in FMT:

a) maintenance (deletion, modification, addition) of actions to be taken in case of audit data storage
failure.
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8.7.8 Audit of FAU_STG.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) basic: Changes in the location of remote audit data storage.

8.7.9 Audit of FAU_STG.2, FAU_STG.3

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) therear

8.7.10 Aud

The followin
PP, PP-Modu

a) basic: A
8.7.11 Aud

The followin
PP, PP-Modu

a) basic: A

8.7.12 FAU

Component

Hierarchical

Dependencig

b no auditable events foreseen.

it of FAU_STG.4

g actions should be auditable if FAU_GEN Security audit data generatiomi§’included
e, functional package or ST:

tions taken due to exceeding of a threshold.

it of FAU_STG.5

g actions should be auditable if FAU_GEN Security audit data generation is included
e, functional package or ST:

tions taken due to the audit data storage failure;

[STG.1 Audit data storage location

relationships

to: No other components.

s: FAU_GEN.1*Audit data generation

FTP_ITC:I\Inter-TSF trusted channel

FAU_STG.1.1

The TSF shall be able to-store generated audit data on the [selection: TOE itself, tra
the generated audit data_to an external IT entity using a trusted channel according to FT
[assignmengt: other storage location(s)].]

8.7.13 FAU|STG:2Protected audit data storage

Component|relationships

Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation

FAU_STG.2.1

The TSF shall protect the stored audit data in the audit trail from unauthorized deletion.

FAU_STG.2.2

n the

n the

smit
 ITC,

The TSF shall be able to [selection, choose one of: prevent, detect] unauthorized modifications to
the stored audit data in the audit trail.

24
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8.7.14 FAU_STG.3 Guarantees of audit data availability

Component relationships

Hierarchical to: FAU_STG.2 Protected audit data storage
Dependencies: FAU_GEN.1 Audit data generation
FAU_STG.3.1

The TSF shall protect the stored audit data in the audit trail from unauthorized deletion.

FAU_STG.3.2

The TSF shall be able to [selection, choose one of: prevent, detect] unauthorized modifications to the
stored audit data in the audit trail.

FAU_STG.3.3

The TSF shall ensure that [assignment: metric for saving audit data]-stored audit data will be
maintained when the following conditions occur: [selection: dudit data storage|exhaustion,
failure, attack].

8.7.15 FAU_STG.4 Action in case of possible audit data loss

Component relationships

Hiergrchical to: No other components,
Depehdencies: FAU_STG.2 Protected audit data storage
FAU_STG.4.1

The TSF shall [assignment: actions to.be taken in case of possible audit data storage failure] if the
audit|data storage exceeds [assignment: pre-defined limit)].

8.7.1p FAU_STG.5 Prevention.of audit data loss

Component relationships

Hiergrchical to: FAU_STG.4 Action in case of possible audit data loss

Depepdencies; FAU_STG.2 Protected audit data storage
FAU_GEN.1 Audit data generation

FAU_STG.5.1

The TSF shall [selection: ignore audited events, “prevent audited events, except those taken by the
authorized user with special rights”, overwrite the oldest stored audit records], [assignment: other
actions to be taken in case of audit storage failure and conditions for the actions] if the audit data
storage is full.

9 (lass FCO: Communication

9.1 C(lass description

This class provides two families specifically concerned with assuring the identity of a party
participating in a data exchange. These families are related to assuring the identity of the originator
of transmitted information (proof of origin) and assuring the identity of the recipient of transmitted
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information (proof of receipt). These families ensure that an originator cannot deny having sent the
message, nor can the recipient deny having received it. Figure 14 shows the decomposition of the class.

Figure 14 shows the decomposition of this class, it’s families and components. Elements are not shown
in the figure.

Annex D provides explanatory information for this class and should be consulted when using the

components

identified in this class.

FCO: Communication

—| FCO_NRO: Non-repudiation of origin
—| FCO_NRR: Non-repudiation of receipt |—

Figure 14 — FCO: Communication class decomposition

9.2 Non-nlepudiation of origin (FCO_NRO)

9.2.1 Fa

Non-repudi

ily behaviour

ion of origin ensures that the originator of infermation cannot successfully deny h

sent the infgrmation. This family requires that the TSF previde a method to ensure that a subjec

receives infd
This evidend

9.2.2 Com

rmation during a data exchange is provided.with evidence of the origin of the inform
e can then be verified by either this subject,or other subjects.

ponents leveling and description

Figure 15 shpws the component leveling forthis family.

FCO_NRO.1 §
evidence of

FCO_NRO.2
transmitted

| FCO_NRO: Non-repudiation of origin

Figure'15 — FCO_NRO: Component leveling

elective proof of‘origin, requires the TSF to provide subjects with the capability to re
he origin ef information.

Fnforced-proof of origin, requires that the TSF always generate evidence of orig
information.

aving
t that
htion.

quest

n for

9.2.3 Management of FCO_NRO.1, FCO_NRO.2

The following actions can be considered for the management functions in FMT:

a) the management of changes to information types, fields, originator attributes and recipients of
evidence.

9.2.4 Audit of FCO_NRO.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: The identity of the user who requested that evidence of origin would be generated;
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b) minimal: The invocation of the non-repudiation service;

c) basic: Identification of the information, the destination, and a copy of the evidence provided;

d) Ddetailed: The identity of the user who requested a verification of the evidence.

9.2.5 Audit of FCO_NRO.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP, PP-Module, functional package or ST:

a) minimal: The invocation of the non-repudiation service;

b) Hasic: Identification of the information, the destination, and a copy of the evidencepro

c) detailed: The identity of the user who requested a verification of the evidence:

9.2.6] FCO_NRO.1 Selective proof of origin

Component relationships

Hiergrchical to: No other components.
Depehdencies: FIA_UID.1 Timing of identificatioh
FCO_NRO.1.1

vided;

The [TSF shall be able to generate evidence .of{origin for transmitted [assignment: list of

information types] at the request of the [selection: originator, recipient, [assignment:
parties]].

FCO_NRO.1.2

The [TSF shall be able to relate the“[assignment: list of attributes] of the origin

list of third

ator of the

inforjmation, and the [assignment} list of information fields] of the information t¢ which the

evidé¢nce applies.

FCO_NRO.1.3

The TSF shall provideta\capability to verify the evidence of origin of information t¢ [selection:

origipnator, recipient, Jassignment: list of third parties]] given [assignment: limital
evidgnce of origin).

9.2.7] FCO_NRO.2 Enforced proof of origin

Component relationships

ions on the

Hierarchical to: FCO_NRO.1 Selective proof of origin
Dependencies: FIA_UID.1 Timing of identification
FCO_NRO.2.1

The TSF shall enforce the generation of evidence of origin for transmitted [assignment: list of

information types] at all times.
FCO_NRO.2.2

The TSF shall be able to relate the [assignment: list of attributes] of the originator of the

information,

and the [assignment: list of information fields] of the information to which the evidence applies.

FCO_NRO.2.3
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The TSF shall provide a capability to verify the evidence of origin of information to [selection: originator,
recipient, [assignment: list of third parties]] given [assignment: limitations on the evidence of origin].

9.3 Non-repudiation of receipt (FCO_NRR)

9.3.1 Family behaviour

Non-repudiation of receipt ensures that the recipient of information cannot successfully deny receiving
the information. This family requires that the TSF provide a method to ensure that a subject that
transmits information during a data exchange is provided with evidence of receipt of the information.
This evidencecan then he verified hy either this subject or other subjects

9.3.2 Comnjponents leveling and description

Figure 16 shpws the component leveling for this family.

| FCO_NRR: Non-repudiation of receipt —|Z|

Figure 16 — FCO_NRR: Component leveling

FCO_NRR.1 $elective proof of receipt, requires the TSF to provide subjects with a capability to request
evidence of fhe receipt of information.

FCO_NRR.2 Enforced proof of receipt, requires that the TSF always generate evidence of receipt for
received inf¢rmation.

9.3.3 Management of FCO_NRR.1, FCO_NRR.2
The followinjg actions can be considered for the management functions in FMT:

a) the maragement of changes to information types, fields, originator attributes and third-party
recipients of evidence.

9.3.4 Audjt of FCO_NRR.1

The following actions should be auditable if FAU_GEN Security audit data generation is included jn the
PP, PP-Module, functional package or ST:

a) minimal: The identity:of the user who requested that evidence of receipt would be generated;
b) minimal: The inyocation of the non-repudiation service;

c) basic: Identification of the information, the destination, and a copy of the evidence provided;

d d t 1 d Thaoidaormdbie, Ol o o ozl oo daod o craifi oo o O] ridan
etalled™—rme ottty ororcasSCrwiioTCutsteCta v e Catro o trc v g CTites

9.3.5 Audit of FCO_NRR.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: The invocation of the non-repudiation service;
b) basic: Identification of the information, the destination, and a copy of the evidence provided;

c) detailed: The identity of the user who requested a verification of the evidence.
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9.3.6 FCO_NRR.1 Selective proof of receipt

Component relationships

Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FCO_NRR.1.1

The TSF shall be able to generate ev1dence of recelpt for recelved [assngnment list of information
hi

The [TSF shall be able to relate the [assignment: list of attributes] of the'recipient of the
inforjmation, and the [assignment: list of information fields] of the information t¢ which the

The TSF shall provide a capability to verify the evidence of receipt of information t¢ [selection:
originator, recipient, [assignment: list of third parties]] given' [assignment: limitations on the
eviddnce of receipt].

9.3.7] FCO_NRR.2 Enforced proof of receipt

Component relationships

Hiergrchical to: FCO_NRR.1 Selectiyve proof of receipt
Depehdencies: FIA_UID.1 Tinling of identification
FCO_NRR.2.1

The TSF shall enforce the generation of evidence of receipt for received [assignment: list of information
types| at all times.

FCO_NRR.2.2

The TSF shall be able-to.relate the [assignment: list of attributes] of the recipient of the infofmation, and
the [dssignment: list'of information fields] of the information to which the evidence applies.

FCO_NRR.2.3

The TSF (shall provide a capability to verify the evidence of receipt of information tp [selection:
originater; recipient, [assignment: list of third parties]] given [assignment: limitations on thge evidence of
receipt}

10 Class FCS: Cryptographic support

10.1 Class description

The TSF may employ cryptographic functionality to help satisfy several high-level security objectives.
These include, but are not limited to: identification and authentication, non-repudiation, trusted path,
trusted channel, and data separation. This class is used when the TOE implements cryptographic
functions, the implementation of which can be in hardware, firmware and/or software.

The FCS: Cryptographic support class is composed of four families.
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Figure 17 shows the decomposition of this class, it’s families and components. Elements are not shown
in the figure.

Annex E provides explanatory information for this class and should be consulted when using the
components identified in this class.

FCS: Cryptographic support

I LECC CRM. Crxxing a0
| T CO_CIXIVI. GI y ptogTap

— FCS_COP: Cryptographic operation

— FCS_RBG: Random bit generation

—| FCS_RNG: Random number generation

Figure 17 — FCS: Cryptographic support class decomposition

10.2 Cryptpgraphic key management (FCS_CKM)

10.2.1 Famfily behaviour

Cryptograplic keys mustbe managed throughout their life cycle. This family is intended to support
that lifecyclg and comsequently defines requirements for the following activities:

— cryptographickey generation;

— cryptogkaphickey-distribution:

— cryptographic key access;
— cryptographic key derivation;
— timing and event of cryptographic key destruction.

This family should be included whenever there are functional requirements for the management of
cryptographic keys.

10.2.2 Components leveling and description

Figure 18 shows the component leveling for this family.
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FCS_CKM: Cryptographic key management

Figure 18 — FCS_CKM: Component leveling
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[KM.1 Cryptographic key generation, requires cryptographic keys to be generated iIIl accordance

h specified algorithm and key sizes which can be based on an assigned standard.

[KM.2 Cryptographic key distribution, requires cryptographic keys to be distributed if accordance

b specified distribution method which can be based on an assigned standard.

[KM.3 Cryptographic key access requires access to cryptographic-keys to be p
dance with a specified access method which can be based on an,dssigned standard.

[KM.5 Cryptographic key derivation, requires that the methods, standards, and pa
erivation are specified.

erformed in

rameters for

[KM.6 Timing and event of cryptographic key desfruction, requires cryptograghic keys to

stroyed in accordance with specified destruction-xhiethods which can be based on
ard.

an assigned

Previous editions of this document specified FCS_CKM.4 which has been deprecated in this edition
5 document. In order to preserve consistency when applying different editions of this document, the

bnent number has not been re-used.

3 Management of FCS_CKM.1, FCSZCKM.2, FCS_CKM.3, FCS_CKM.5, CKM.6
bllowing actions can be considered for the management functions in FMT:

here are no management activities foreseen.

4 Audit of FCS_CKM.1, FCS_CKM.2, FCS_CKM.3, FCS_CKM.5, CKM.6

pllowing actigns-should be auditable if FAU_GEN Security audit data generation is in

PP, PP-Module, funetional package or ST:

a) 1

b) b

ninimak'Success and failure of the activity;

asie; The object attribute(s), and object value(s) excluding any sensitive information.

luded in the

10.2.5 FCS_CKM.1 Cryptographic key generation

Component relationships

Hierarchical to: No other components.
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Dependencies:

FCS_CKM.1.

ic key derivation, or

FCS_COP.1 Cryptographic operation]

FCS_CKM.3 Cryptographic key access
[FCS_RBG.1 Random bit generation, or
FCS_RNG.1 Generation of random numbers]
FCS_CKM.6 Timing and event of cryptographic
key destruction

1

[FCS_CKM.2 Cryptographic key distribution, or FCS_CKM.5 Cryptograph-

The TSF shptigemerate cryptograpitic Keys i accordance witlr a specified cryptograpii

generation
cryptograp

[assignment: list of standards].

10.2.6 FCS[CKM.2 Cryptographic key distribution

Component|relationships

Hierarchical|to: No other components.

Dependencigs: [FDP_ITC.1 Import of user data without security

FCS_CKM.2.11

attributes, or

FDP_ITC.2 Import of user data with&ecurity
attributes, or

FCS_CKM.1 Cryptographic kej.generation or
FCS_CKM.5 Cryptographickey derivation]
FCS_CKM.3 Cryptographickey access

The TSF shall distribute cryptographic Kkeys in accordance with a specified cryptogr

key distrib

ition method [assignment: “cryptographic key distribution method] that meet

following: [assignment: list of standards].

10.2.7 FCS|CKM.3 Cryptographic key access

Component|relationships

Hierarchical|to: No other components.

Dependencigs: [FDP_ITC.1 Import of user data without security

FCS_CKM.3.

attributes, or

algorithm [assignment: cryptographic key generation algorithm] and sped
hic key sizes [assignment: cryptographic key sizes] that meet the-following:

r key
ified

hphic
5 the

FDP_ITC.2 Import of user data with security

attributes, or
FCS_CKM.1 Cryptographic key generation or
FCS_CKM.5 Cryptographic key derivation]

1

The TSF shall perform [assignment: type of cryptographic key access] in accordance with a
specified cryptographic key access method [assignment: cryptographic key access method] that
meets the following: [assignment: list of standards].

10.2.8 FCS_CKM.4 Cryptographic key destruction

The component has been deprecated. See FCS_CKM.6 Timing and event of cryptographic key destruction

instead.
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10.2.9 FCS_CKM.5 Cryptographic key derivation

Component relationships

Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.6 Timing and event of cryptographic key
destruction

FCS_CKM.5.1

The [TSF shall derive cryptographic keys [assignment: key type] from [assignment: input
parameters] in accordance with a specified key derivation algorithm [assignment: key derivation
algornithm] and specified cryptographic key sizes [assignment: list of key ‘sizes] that meet the
following: [assignment: list of standards].

NOTH See E.2.6. for information on using this component.

10.2.10FCS_CKM.6 Timing and event of cryptographic key destruction

Component relationships

Hiergrchical to: No other components.

Depepdencies: [FDP_ITC.1 Import of user data without security
attributes, or

FDP_ITC.2 Import of\rser data with security
attributes, or

FCS_CKM.1 Cryptographic key generation]

FCS_CKM.6.1

The [TSF shall destroy [assignment: list of cryptographic keys (including keying material)]
when [selection: no longer needed, [assignment: other circumstances for key or keying material
destnuction]].

FCS_CKM.6.2

The [ISF shall destroy cryptographic keys and keying material specified by FCS|CKM.6.1 in
accordance with-a‘specified cryptographic key destruction method [assignment: cryptographic
key destruction.method] that meets the following: [assignment: list of standards].

10.3| Cryptographic operation (FCS_COP)

10.3.1 Family behaviour

In order for a cryptographic operation to function correctly, the operation shall be performed in
accordance with a specified algorithm and with a cryptographic key of a specified size. This family
should be included whenever there are requirements for cryptographic operations to be performed.

Typical cryptographic operations include data encryption and/or decryption, digital signature
generation and/or verification, cryptographic checksum generation for integrity and/or verification
of checksum, secure hash (message digest), cryptographic key encryption and/or decryption, and
cryptographic key agreement.

10.3.2 Components leveling and description

Figure 19 shows the component leveling for this family.
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| FCS_COP: Cryptographic operation

Figure 19 — FCS_COP: Component leveling

FCS_COP.1 Cryptographic operation, requires a cryptographic operation to be performed in accordance
with a specified algorithm and with a cryptographic key of specified sizes. The specified algorithm and
cryptographic key sizes can be based on an assigned standard.

10.3.3 Management of FCS_COP.1

The followidg actions can be considered for the management functions in FCS:

a) there arf no management activities foreseen.

10.3.4 Audjt of FCS_COP.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: Success and failure, and the type of cryptographic operation;

b) basic: Ahy applicable cryptographic mode(s) of operation, subjectattributes and object attriblites.

10.3.5 FCSJCOP.1 Cryptographic operation

Component|relationships

Hierarchical|to: No other components.

Dependencigs: [FDP_ITC.1 Import efiuser data without security
attributes, or

FDP_ITC.2 Impert of user data with security
attributes,.or

FCS_CKM.LCryptographic key generation, or
FCS_CKM:5 Cryptographic key derivation]
FCS.CKM.3 Cryptographic key access

FCS_COP.1.1)

The TSF shall perform\[assignment: list of cryptographic operations] in accordance wijith a
specified cryptographic algorithm [assignment: cryptographic algorithm] and cryptographic
key sizes [assigninent: cryptographic key sizes] that meet the following: [assignment: Ijst of
standards].

10.4 Random bit generation (FCS_RBG)

10.4.1 Family behaviour

Components in this family address the requirements for random bit/number generation.

10.4.2 Components leveling and description

Figure 20 shows the component leveling for this family.
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FCS_RBG: Random bit generation

Figure 20 — FCS_KBG: Component leveling

FCS_RBG.1 Random bit generation (RBG) requires random bit generation to be performed i1
with pelected standards. It also specifies whether the initial seeding is done via an/interng
noiselsource, as well as when and how an RBG’s state is updated.

FCS_RBG.2 Random bit generation (external seeding) gives requirements-for seeding byj
(outsjde the TOE) entropy source.

FCS_RBG.3 Random bit generation (internal seeding - single sour'Ce) gives requirements
using a TSF entropy source.

FCS_RBG.4 Random bit generation (internal seeding - multiple sources) gives requirement
using multiple TSF entropy sources.

FCS_RBG.5 Random bit generation (combining noiSe sources) gives requirements fo
multiple entropy sources (multiple internal sources,internal and external).

FCS_RBG.6 Random bit generation service regquires random numbers to be supplied over
interface as a service to other entities.

10.4.3 Management of FCS_RBG.1,FCS_RBG.2, FCS_RBG.3, FCS_RBG.4, FCS_RBG.5, FCS |
The fpllowing actions can be considered for the management functions in FMT:

a) there are no management-activities foreseen.

10.4.4 Audit of FCS.RBG.1, FCS_RBG.2

The fpllowing actions should be auditable if FAU_GEN Security audit data generation is in
PP, PP-Module,functional package or ST:

a) minimal: Failure of the randomization process, failure to initialize or reseed (as supp
bchnology).

—

h accordance
] or external

an external

for seeding

s for seeding

 combining

an external

RBG.6

luded in the

orted by the

10.4.5 Audit of FCS_RBG.3, FCS_RBG.4, FCS_RBG.5, FCS_RBG.6

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP, PP-Module, functional package or ST:

a) there are no auditable events foreseen.

10.4.6 FCS_RBG.1 Random bit generation (RBG)

Component relationships

Hierarchical to: No other components.
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Dependencies: [FCS_RBG.2 Random bit generation (external
seeding), or
FCS_RBG.3 Random bit generation (internal
seeding - single source)]
FPT_FLS.1 Failure with preservation of secure
state
FPT_TST.1 TSF self-testing

FCS_RBG.1.1

The TSF shall perform deterministic random bit generation services using [assignment: RBG

algorithm] jraccordance withr fassignment: 15t of standards|after imitiatizatiom withraseed.
FCS_RBG.1.2

The TSF shall use a [selection: TSF noise source [assignment: name of noise source], ISF interface
for seeding]|for initialized seeding.

FCS_RBG.1.3

The TSF shqll update the RBG state by [selection: reseeding, uninstantiating and re-instantiating]
using a [seléction: TSF noise source [assignment: name of noise source], TSF interface for seeding]
in the following situations: [selection:

— never;
— on demaqnd;

— on the cpndition: [assignment: condition];
— dfter [afsignment: time]]

in accordance with [assignment: list of standards].

10.4.7 FCS|RBG.2 Random bit generation (external seeding)

Component|relationships

Hierarchicalfto: No other components.
Dependencigs: FES_RBG.1 Random bit generation (RBG)
FCS_RBG.2.1

The TSF shall be.able to accept a minimum input of [assignment: minimum input length greater
than zero] from(a TSF interface for the purpose of seeding.

10.4.8 FCS_RBG.3 Random bit generation (internal seeding - single source)

Component relationships

Hierarchical to: No other components.
Dependencies: FCS_RBG.1 Random bit generation (RBG)
FCS_RBG.3.1

The TSF shall be able to seed the RBG using a [selection: choose one of: TSF software-based noise
source, TSF hardware-based noise source][assignment: name of noise source] with a minimum of
[assignment: number of bits] bits of min-entropy.
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10.4.9 FCS_RBG.4 Random bit generation (internal seeding - multiple sources)

Component relationships

Hierarchical to: No other components.

Dependencies: FCS_RBG.1 Random bit generation (RBG)
FCS_RBG.5 Random bit generation (combining
noise sources)

FCS_RBG.4.1

The TSF shall be able to seed the RBG using [selection: [assignment: number] TSF software-based
noisd source(s), [assignment: number]| TSF hardware-based noise source(s)].

10.4.10FCS_RBG.5 Random bit generation (combining noise sources)

Component relationships

Hiergrchical to: No other components.

Depehdencies: FCS_RBG.1 Random bit generation (RBG)
[FCS_RBG.2 Random bit generatigi(external
seeding), or

FCS_RBG.3 Random bit generation (internal
seeding - single source), ar

FCS_RBG.4 Random bit géneration (internal
seeding - multiple sources)]

FCS_RBG.5.1

The [ISF shall [assignment: combining-operation] [selection: output from TSF noige source(s),
input from TSF interface(s) for seeding)] to create the entropy input into the derivation function
as ddfined in [assignment: list of standards], resulting in a minimum of [assignment: number of
bits] pits of min-entropy.

10.4.11FCS_RBG.6 Random bit generation service

Component relationships

Hiergrchical to: No other components.
Depepdencies: FCS_RBG.1 Random bit generation (RBG)
FCS_RBG:6.1

The TSF shall provide a [selection: hardware, software, [assignment: other interface type]]
interface to make the RBG output, as specified in FCS_RBG.1 Random bit generation (RBG),
available as a service to entities outside of the TOE.

10.5 Generation of random numbers (FCS_RNG)

10.5.1 Family behaviour

This family defines quality requirements for the generation of random numbers which are intended to
be use for cryptographic purposes.
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10.5.2 Components leveling and description

Figure 21 shows the component leveling for this family.

| FCS_RNG: Random number generation

Figure 21 — FCS_RNG: Component leveling

FCS_RNG.1 Random number generation requires that random numbers meet a defined quality metric.

10.5.3 Management of FCS_RNG:1

The followinig actions can be considered for the management functions in FCS_RNG.1:

a) there arf no management activities foreseen.

10.5.4 Audjt of FCS_RNG.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) there arp no actions defined to be auditable.

10.5.5 FCS|RNG.1 Random number generation

Component|relationships

Hierarchical|to: No other components.
Dependencigs: No dependencies.
FCS_RNG.1.1

The TSF shiall provide a [selection: physical, non-physical true, deterministic, hybrid physical,
hybrid detefministic] random number generator that implements: [assignment: list of sequrity
capabilities|.

FCS_RNG.1.2

The TSF shall provide [seleetion: bits, octets of bits, numbers [assignment: format of the numbers]]
that meet [dssignmentta defined quality metric].

11 Class RDP; User data protection

11.1 Class description

This class contains families specifying requirements related to protecting user data. FDP: User data
protection is split into four groups of families (listed below) that address user data within a TOE, during
import, export, and storage as well as security attributes directly related to user data.

The families in this class are organized into four groups:
a) user data protection SFPs:

— Access control policy (FDP_ACC);
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— Information flow control policy (FDP_IFC).

Components in these families permit the author of a PP, PP-Module, functional package or ST to
name the user data protection SFPs and define the scope of control of the policy, necessary to
address the security objectives. The names of these policies are meant to be used throughout
the remainder of the functional components that have an operation that calls for an assignment
or selection of an "access control SFP" or an "information flow control SFP". The rules that
define the functionality of the named access control and information flow control SFPs will
be defined in the Access control functions (FDP_ACF) and Information flow control functions

(FDP_IFF) families (respectively).

b) f’\rmc ofuser data prnfnr‘h'nn-

d) i

Figun

Access control functions (FDP_ACF);
Information flow control functions (FDP_IFF);
Internal TOE transfer (FDP_ITT);

Information Retention Control (FDP_IRC)
Residual information protection (FDP_RIP);
Rollback (FDP_ROL);

Stored data confidentiality (FDP_SDC);

Stored data integrity (FDP_SDI).

ff-line storage, import and export:

Data authentication (FDP_DAU);
Export from the TOE (FDP_ETC);
Import from outside of the TOE (FDP_ITC).

Components in these families address the trustworthy transfer into or out of the 7

hter-TSF communication:

Inter-TSF userdata confidentiality transfer protection (FDP_UCT);
Inter-TSF user data integrity transfer protection (FDP_UIT).

Components in these families address communication between the TSF of the TOE
trusted IT product.

e22’shows the decomposition of this class, it’s families and components. Elements af

in theTigure.

OE.

and another

e not shown

Annex F provides explanatory information for this class and should be consulted when using the
components identified in this class.
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FDP: User data protection

FDP_ACC: Access control policy

FDP_ACF: Access control functions

FDP_DAU: Data authentication

FDP_ETC: Export from the TOE

FDP_IFC: Information flow control policy

FDP_IFF: Information flow control functions

FDP_IRC: Information retention control

FDP_ITC: Import from outside of the TOE

FDP_ITT: Internal TOE transfer

FDP_RIP: Residual information protection

] [~]

FDP_ROL: Rollback

IR R R R
o

FDP_SDC: Stored data confidentiality

EDP_SDI: Stored data integrity

EDP_UCT: Inter-TSF user data confidentiality
transfer protection

FDP_UIT: Inter-TSF user data integrity
transfer protection

Figure 22 — FDP: User data protection class decomposition

11.2 Access control policy (FDP_ACC)

11.2.1 Family behaviour

This family identifies the access control SFPs (by name) and defines the scope of control of the policies
that form the identified access control portion of the SFRs related to the SFP. This scope of control is
characterized by three sets: the subjects under control of the policy, the objects under control of the
policy, and the operations among controlled subjects and controlled objects that are covered by the
policy. The criteria allow multiple policies to exist, each having a unique name. This is accomplished
by iterating components from this family once for each named access control policy. The rules that
define the functionality of an access control SFP will be defined by other families such as Access
control functions (FDP_ACF) and Export from the TOE (FDP_ETC). The names of the access control SFPs

40 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=779666477d3d345403a7dab1be09baa3

ISO/IEC 15408-2:2022(E)

identified here in Access control policy (FDP_ACC) are meant to be used throughout the remainder of
the functional components that have an operation that calls for an assignment or selection of an “access
control SFP.”

11.2.2 Components leveling and description

Figure 23 shows the component leveling for this family.

| FDP_ACC: Access control policy

Figure 23 — FDP_ACC: Component leveling

FDP_ACC.1 Subset access control, requires that each identified access control SFP be inplac¢ for a subset
of thq possible operations on a subset of the objects in the TOE.

FDP_ACC.2 Complete access control, requires that each identified access controhSFP cover afll operations
on supjects and objects covered by that SFP. It further requires that all obje¢tsand operations protected
by the TSF are covered by at least one identified access control SFP.

11.2.8 Management of FDP_ACC.1, FDP_ACC.2
The fpllowing actions can be considered for the management functions in FMT:

a) there are no management activities foreseen.

11.2.4 Audit of FDP_ACC.1, FDP_ACC.2

The fpllowing actions should be auditable if FAY_GEN Security audit data generation is in¢luded in the
PP, PP-Module, functional package or ST:

a) there are no auditable events foreseén.

11.2.5 FDP_ACC.1 Subset access control

Component relationships

Hiergrchical to: No other components.
Depepdencies: FDP_ACF.1 Security attribute-based access control
FDP_ACC.1.1

The TSF shall enforce the [assignment: access control SFP] on [assignment: list of subjects, objects,
and gpérations among subjects and objects covered by the SFP].

11.2.6 FDP_ACC.2 Complete access control

Component relationships

Hierarchical to: FDP_ACC.1 Subset access control
Dependencies: FDP_ACF.1 Security attribute-based access control
FDP_ACC.2.1

The TSF shall enforce the [assignment: access control SFP] on [assignment: list of subjects and objects]
and all operations among subjects and objects covered by the SFP.

FDP_ACC.2.2
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The TSF shall ensure that all operations between any subject controlled by the TSF and any
object controlled by the TSF are covered by an access control SFP.

11.3 Acces

s control functions (FDP_ACF)

11.3.1 Family behaviour

This family describes the rules for the specific functions that can implement an access control policy
named in Access control policy (FDP_ACC). Access control policy (FDP_ACC) specifies the scope of
control of the policy.

11.3.2 Com

Figure 24 sh

This family
this family
identified in
may also ite

FDP_ACF.1 §
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11.3.3 Man
The followi

a) managi

11.3.4 Aud

The followin
PP, PP-Modu

a) minimal

b) basic: A

ponents leveling and description

pws the component leveling for this family.

FDP_ACF: Access control functions

Figure 24 — FDP_ACF: Component leveling

hddresses security attribute usage and characteristics of policies. The component w
s meant to be used to describe the rules for the function that implements the S
Access control policy (FDP_ACC). The author of a PP, PR-Module, functional package
ate this component to address multiple policies in the TOE.

ecurity attribute-based access control allows<the TSF to enforce access control I

thorize or deny access to an object based upon’security attributes.

agement of FDP_ACF.1

\lg actions can be considered for the management functions in FMT:

g the attributes used to make explicit access or denial-based decisions.

it of FDP_ACF.1

g actions should be auditable if FAU_GEN Security audit data generation is included
e, functional package or ST:

: Successfulrequests to perform an operation on an object covered by the SFP;

| requests to perform an operation on an object covered by the SFP;

c) detailed|

rithin
FP as
or ST

based

y attributes and named groups of attributes. Furthermore, the TSF may have the abiliity to

n the

The specific security attributes used in making an access check.

11.3.5 FDP_ACF.1 Security attribute-based access control

Component relationships
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute
FDP_ACF.1.1
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The TSF shall enforce the [assignment: access control SFP] to objects based on the following:
[assignment: list of subjects and objects controlled under the indicated SFP, and for each, the SFP-
relevant security attributes, or named groups of SFP-relevant security attributes].

FDP_ACF.1.2

The TSF shall enforce the following rules to determine if an operation among controlled subjects
and controlled objects is allowed: [assignment: rules governing access among controlled subjects
and controlled objects using controlled operations on controlled objects].

FDP_ACF.1.3

ruleq: [assignment: rules, based on security attributes, that explicitly authorize accesk of subjects

The ;[SF shall explicitly authorize access of subjects to objects based on the following additional
to objjects].
FDP_ACF.1.4

The TSF shall explicitly deny access of subjects to objects based on thefollowing additional rules:
[assignment: rules, based on security attributes, that explicitly deny dccess of subjects|to objects].

11.4|Data authentication (FDP_DAU)

11.4.1 Family behaviour

Data puthentication permits an entity to accept responsibility for the authenticity of inforjmation. This
family provides a method of providing a guarantee af)the validity of a specific unit of data that can be
subsdquently used to verify that the information cohtent has not been forged or fraudulently modified.
In contrast to FAU: Security audit, this family is inténded to be applied to "static" data rather than data
that is being transferred.

11.4.2 Components leveling and description

Figurne 25 shows the component leveling for this family.

| FDP_DAU: Data authentication

Figure 25 — FDP_DAU: Component leveling
FDP_DAU.1 Basic.Data Authentication, requires that the TSF is capable of generating a guarantee of
authénticity of the'information content of objects.

FDP_DAU,2"Data Authentication with Identity of Guarantor additionally requires that the TSF is capable
of estlablishing the identity of the subject who provided the guarantee of authenticity.

11.4.3 Management of FDP_DAU.1, FDP_DAU.2
The following actions can be considered for the management functions in FMT:

a) the assignment or modification of the objects for which data authentication may apply can be
configurable.

11.4.4 Audit of FDP_DAU.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: Successful generation of validity evidence;
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b) basic: Unsuccessful generation of validity evidence;

c) detailed: The identity of the subject that requested the evidence.

11.4.5 Audit of FDP_DAU.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: Successful generation of validity evidence;

b) Bbasic: Unsuccessful generation of validity evidence;

c) detailed} The identity of the subject that requested the evidence;

d) detailedf The identity of the subject that generated the evidence.

11.4.6 FDP|DAU.1 Basic Data Authentication

Component|relationships

Hierarchical|to: No other components.
Dependencigs: No dependencies.
FDP_DAU.1.1

The TSF shall provide a capability to generate evidencethat can be used as a guarantee df the
validity of [assignment: list of objects or information types].

FDP_DAU.1.p2

The TSF shpll provide [assignment: list of subjects] with the ability to verify evidence df the
validity of the indicated information.

11.4.7 FDP[DAU.2 Data Authentication-with Identity of Guarantor

Component|relationships

Hierarchical|to: FDP_DAU.1 Basic Data Authentication
Dependencigs: FIA_UID.1 Timing of identification
FDP_DAU.2.[L

The TSF shall provide a capability to generate evidence that can be used as a guarantee of the validity of
[assignment] list'of objects or information types].

FDP_DAU.2.2

The TSF shall provide [assignment: list of subjects] with the ability to verify evidence of the validity of
the indicated information and the identity of the user that generated the evidence.

11.5 Export from the TOE (FDP_ETC)

11.5.1 Family behaviour

This family defines functions for TSF-mediated exporting of user data from the TOE such that its
security attributes and protection either can be explicitly preserved or can be ignored once it has been
exported. It is concerned with limitations on export and with the association of security attributes with
the exported user data.
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11.5.2 Components leveling and description

Figure 26 shows the component leveling for this family.

2]

| FDP_ETC: Export from the TOE

Figure 26 — FDP_ETC: Component leveling

FDP_ETC.1 Export of user data without security attributes, requires that the TSF enforces the
appropriate SFPs when exporting user data outside the TSF. User data that is exported by this function
is exported without its associated security attributes.

FDP_ETC.2 Export of user data with security attributes, requires that the TSF enforces the appropriate
SFPs|using a function that accurately and unambiguously associates security @ttributes with the user
data that is exported.

11.5.3 Management of FDP_ETC.1
The fpllowing actions can be considered for the management fungtions in FMT:

a) there are no management activities foreseen.

11.5.4 Management of FDP_ETC.2
The fpllowing actions can be considered for the management functions in FMT:

a) the additional exportation control rules caprbe configurable by a user in a defined role|

11.5.5 Audit of FDP_ETC.1, FDP_ETC.2

The fpllowing actions should be auditable if FAU_GEN Security audit data generation is in¢luded in the
PP, PP-Module, functional package orST:

a) rhinimal: Successful exportof information;

b) Hasic: All attempts to'export information.

11.5.6 FDP_ETC.1 Export of user data without security attributes

Component relationships

Hiergrchical to: No other components.

Dependencies: [FDP_ACC I SUbSet access controt, or
FDP_IFC.1 Subset information flow control]

FDP_ETC.1.1

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control
SFP(s)] when exporting user data, controlled under the SFP(s), outside of the TOE.

FDP_ETC.1.2

The TSF shall export the user data without the user data's associated security attributes.

11.5.7 FDP_ETC.2 Export of user data with security attributes

Component relationships
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Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]

FDP_ETC.2.1

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control
SFP(s)] when exporting user data, controlled under the SFP(s), outside of the TOE.

FDP_ETC.2.2

The TSF shgll export the user data with the user data's associated security attributes.

FDP_ETC.2.

The TSF s
unambiguo

FDP_ETC.2 4

The TSF shd
intended by

FDP_ETC.2.
The TSF sh4

11.6 Information flow control policy (FDP_IFC)

11.6.1 Famfily behaviour
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as this would be in violation of an information flow control SFP. However, such operations may be
permitted as exceptions to the information flow control SFP if explicitly specified.

11.6.2 Components leveling and description

Figure 27 sh

46

ows the component leveling for this family.

FDP_IFC: Information flow control policy

Figure 27 — FDP_IFC: Component leveling
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FDP_IFC.1 Subset information flow control, requires that each identified information flow control SFPs
be in place for a subset of the possible operations on a subset of information flows in the TOE.

FDP_IFC.2 Complete information flow control, requires that each identified information flow control
SFP cover all operations on subjects and information covered by that SFP. It further requires that
all information flows and operations controlled by the TSF are covered by at least one identified
information flow control SFP.

11.6.3 Management of FDP_IFC.1, FDP_IFC.2

The following actions can be considered for the management functions in FMT:

a) there are no management activities foreseen.

11.6.4 Audit of FDP_IFC.1, FDP_IFC.2

The fpllowing actions should be auditable if FAU_GEN Security audit data generation is in¢luded in the
PP, PP-Module, functional package or ST:

a) there are no auditable events foreseen.

11.6.5 FDP_IFC.1 Subset information flow control

Component relationships

Hiergrchical to: No other components.
Depehdencies: FDP_IFF.1 Simple security attributes
FDP_[FC.1.1

The [ISF shall enforce the [assignment: information flow control SFP] on [assignient: list of
subjdcts, information, and operations that cause controlled information to flow tp and from
contnolled subjects covered by the SEP].

11.6.6 FDP_IFC.2 Complete-information flow control

Component relationships

Hiergrchical to: FDP_IFC.1 Subset information flow control
Depehdencies: FDP_IFF.1 Simple security attributes
FDP_[FC.2.1

The TSEshall enforce the [assignment: information flow control SFP] on [assignment: list of subjects and
information] and all operations that cause that information to flow to and from subjects covered by
the SFP.

FDP_IFC.2.2

The TSF shall ensure that all operations that cause any information in the TOE to flow to and
from any subject in the TOE are covered by an information flow control SFP.

11.7 Information flow control functions (FDP_IFF)

11.7.1 Family behaviour

This family describes the rules for the specific functions that can implement the information flow
control SFPs named in Information flow control policy (FDP_IFC), which also specifies the scope of
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control of the policy. It consists of two kinds of requirements: one addressing the common information
flow function issues, and a second addressing illicit information flows (i.e. covert channels). This
division arises because the issues concerning illicit information flows are, in some sense, orthogonal
to the rest of an information flow control SFP. By their nature, they circumvent the information flow
control SFP resulting in a violation of the policy. As such, they require special functions to either limit
or prevent their occurrence.

11.7.2 Components leveling and description

Figure 28 sh

ows the component leveling for this family.
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| FDP_IFF: Information flow control functions

Figure 28 — FDP_IFF: Component leveling
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11.7.3 ManagementofFPPIFELFDPEE2— — |

The following actions can be considered for the management functions in FMT:

a) managing the attributes used to make explicit access-based decisions.

11.7.4 Management of FDP_IFF.3, FDP_IFF.4, FDP_IFF.5

The following actions can be considered for the management functions in FMT:

a) there are no management activities foreseen.
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11.7.5 Management of FDP_IFF.6
The following actions can be considered for the management functions in FMT:
a) the enabling or disabling of the monitoring function;

b) modification of the maximum capacity at which the monitoring occurs.

11.7.6 Audit of FDP_IFF.1, FDP_IFE.2, FDP_IFF.5

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) rhinimal: Decisions to permit requested information flows;
b) Hasic: All decisions on requests for information flow;
c) detailed: The specific security attributes used in making an information flow enforcemlent decision;

d) detailed: Some specific subsets of the information that has flowed based upon policy gpals.

11.7.7 Audit of FDP_IFF.3, FDP_IFF.4, FDP_IFF.6

The fpllowing actions should be auditable if FAU_GEN Security-audit data generation is in¢luded in the
PP, PP-Module, functional package or ST:

a) minimal: Decisions to permit requested informatiamflows;
b)
c)

hasic: All decisions on requests for informationflow;
h
d) detailed: The specific security attributes used in making an information flow enforcement decision;
d
d
e

asic: The use of identified illicit information flow channels;

e)
)

etailed: Some specific subsets of the information that has flowed based upon policy gpals;

etailed: The use of identified-llicit information flow channels with estimated maximum capacity
xceeding a specified value;

11.7.8 FDP_IFF.1 Simple security attributes
Component relationships

Hiergrchical te: No other components.

Depehdericies: FDP_IFC.1 Subset information flow control
FMT_MSA.3 Static attribute

FDP_IFF.1.1

The TSF shall enforce the [assignment: information flow control SFP] based on the following
types of subject and information security attributes: [assignment: list of subjects and information
controlled under the indicated SFP, and for each, the security attributes].

FDP_IFF.1.2

The TSF shall permit an information flow between a controlled subject and controlled
information via a controlled operation if the following rules hold: [assignment: for each
operation, the security attribute-based relationship that hold between subject and information
security attributes].

FDP_IFF.1.3
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The TSF shall enforce the [assignment: additional information flow control SFP rules].

FDP_IFF.1.4

The TSF shall explicitly authorize an information flow based on the following rules: [assignment:

rules, based

FDP_IFF.1.5

on security attributes, that explicitly authorize information flows].

The TSF shall explicitly deny an information flow based on the following rules: [assignment:

rules, based

on security attributes, that explicitly deny information flows].

11.7.9 FDP
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ect and information security attributes].

| enforce the [assignment: @dditional information flow control SFP rules].
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on security a

FDP_IFF.2.6

| explicitly deny an information flow based on the following rules: [assignment: rules,

rolled

nvia

urity

[ hold

rules,

based

rtributes, that explicitly deny information flows].

The TSF shall enforce the following relationships for any two valid information flow control

security att

a)

ributes:

there exists an ordering function that, given two valid security attributes, determines if the

security attributes are equal, if one security attribute is greater than the other, or if the security
attributes are incomparable;

b)

there exists a “least upper bound” in the set of security attributes, such that, given any two valid

security attributes, there is a valid security attribute that is greater than or equal to the two valid
security attributes;
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c) there exists a “greatest lower bound” in the set of security attributes, such that, given any two valid
security attributes, there is a valid security attribute that is not greater than the two valid security
attributes.

11.7.10FDP_IFE.3 Limited illicit information flows

Component relationships

Hierarchical to: No other components.

Dependencies: FDP_IFC.1 Subset information flow control

FDP_LFF.B.I

The T'SF shall enforce the [assignment: information flow control SFP] to limit the|capacity of

[assignment: types of illicit information flows] to a [assignment: maximum capacity].

11.7.11FDP_IFF.4 Partial elimination of illicit information flows

Component relationships

Hiergrchical to: FDP_IFF.3 Limited illicit information flows
Depehdencies: FDP_IFC.1 Subset information flow control
FDP_[FF.4.1

The TSF shall enforce the [assignment: information flow control SFP] to limit the capacity of [assignment:
types|of illicit information flows] to a [assignment:‘wmaximum capacity].

FDP_|FF.4.2

The TSF shall prevent [assignment: typés of illicit information flows].

11.7.12FDP_IFE.5 No illicit information flows

Component relationships

Hiergrchical to: FDP_IFF.4 Partial elimination of illicit information flows
Depehdencies: FDP_IFC.1 Subset information flow control
FDP_|FF.5.1

The TSE §hall ensure that no illicit information flows exist to circumvent [assignmégnt: name of
information flow control SFP].

11.7.13FDP_IFF.6 Illicit information flow monitoring

Component relationships

Hierarchical to: No other components.
Dependencies: FDP_IFC.1 Subset information flow control
FDP_IFF.6.1

The TSF shall enforce the [assignment: information flow control SFP] to monitor [assignment:
types of illicit information flows] when it exceeds the [assignment: maximum capacity].
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11.8 Information Retention Control (FDP_IRC)

11.8.1 Fam

ily behaviour

The “Information retention control” family addresses a basic need in secure information processing
and storage applications for the secure management of data no longer needed by the TOE to perform its
operations, but that is still stored in the TOE.

The historical view of IT systems as data storage systems suggested that once entered, data would
seldom be deleted from the system, and if it was deleted, this would mainly be because of storage
exhaustion problems.

However, in fa multilateral or high security environment it is important to minimize the replicat
data, as well|as the time period during which data is stored in the system. It is also possible that
can want thdir IT products to avoid retaining sensitive data that they consider to be exploitable by
parties or that can threaten privacy. FDP_IRC may help users to gain confidence that.the prod
secure by déleting every copy of the data when it is no longer needed.

The FDP_RI

explicit requirement on the management of data that is no longer needed is missing.
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“Residual information protection” family addresses one side of\this problem, b

mpeting requirements can arise, since some data can be needed by the system for
ver a longer time period. Possible solutions to this probleryare:

rotecting the information objects stored in the TOE frdm access;
sting the protected information from the user each/time it is needed.

retention control ensures, that data no longer necessary for the operation of the T
e TOE. Components of this family require the author of a PP, PP-Module, functional pa

are not to be kept in the TOE, that are-the subject of those operations.

so required to keep track of suchstored information objects, and to delete both the o
ne information objects that are'rio longer required.

sets only requirements."on” information objects requested for specific activities i
bn, and not on general data gathering. The policies which control the collection, stc
lisclosure, and elimination of general user data stored on the TOE are detailed elsew
he domain of the/énvironmental objectives and organizational policies, not of the P
tional packagelor ST.
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11.8.2 Com

ponents leveling and description

Figure 29 sh

ows the component leveling for this family.

FDP_IRC: Information retention control

Figure 29 — FDP_IRC: Component leveling

FDP_IRC.1 Information retention control requires that the TSF ensure that any copy of a defined set
of objects in the TOE is deleted when no longer strictly necessary for the operation of the TOE, and to

identify and

52

define the operations for which the object is required.
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11.8.3 Management of FDP_IRC.1
The following actions can be considered for the management functions in FMT:

a) there are no management actions foreseen.

11.8.4 Audit of FDP_IRC.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP, PP-Module, functional package or ST:

a) there are no auditable events foreseen

11.8.5 FDP_IRC.1 Information retention control

Component relationships

Hiergrchical to: No other components.
Depepdencies: No dependencies.
FDP_[RC.1.1

The TSF shall enforce the [assignment: information erasure policy] on a [assignment: Ii
requjred for [assignment: list of operations] so that the selected objects are deleted

and untraceably from the TOE promptly upon termination of the selected operations.

FDP_[RC.1.2

The TSF shall ensure that [assignment: list of objects] cannot be accessed after their
prioq to their irreversible and untraceable(deletion.

11.9|Import from outside of the TOE (FDP_ITC)

11.9.1 Family behaviour

This family defines the mechahisms for TSF-mediated importing of user data into the T
it haq appropriate security attributes and is appropriately protected. It is concerned wit
on injportation, determination of desired security attributes, and interpretation of securi
assodiated with the (sgr data.

11.9.2 Companents leveling and description

Figune 30'shows the component leveling for this family.

5t of objects]
rreversibly

release and

DE such that
h limitations
Ly attributes

| FDP_ITC: Import from outside of the TOE

Rl
| —

Figure 30 — FDP_ITC: Component leveling

FDP_ITC.1 Import of user data without security attributes, requires that the security attributes

correctly represent the user data and are supplied separately from the object.

FDP_ITC.2 Import of user data with security attributes, requires that security attributes correctly
represent the user data and are accurately and unambiguously associated with the user data imported

from outside the TOE.
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11.9.3 Management of FDP_ITC.1, FDP_ITC.2
The following actions can be considered for the management functions in FMT:

a) the modification of the additional control rules used for import.

11.9.4 Audit of FDP_ITC.1, FDP_ITC.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: Successful import of user data, including any security attributes;

b) basic: All attempts to import user data, including any security attributes;

c) detailed} The specification of security attributes for imported user data supplied by-an‘authdrized
user.

11.9.5 FDPLITC.1 Import of user data without security attributes

Component|relationships

Hierarchical|to: No other components.

Dependencigs: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow.€ontrol]
FMT_MSA.3 Static attribute initjalization

FDP_ITC.1.1

The TSF shiall enforce the [assignment: access.¢ontrol SFP(s) and/or information flow cantrol
SFP(s)] whep importing user data, controlled under the SFP, from outside of the TOE.

FDP_ITC.1.

The TSF shall ignore any security attributes associated with the user data when imported [from
outside the[TOE.

FDP_ITC.1.

The TSF shall enforce the-following rules when importing user data controlled under the¢ SFP
from outside the TOE: [assignment: additional importation control rules].

11.9.6 FDP[ITC.2 Itnport of user data with security attributes

Component|relationships

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
[FTP_ITC.1 Inter-TSF trusted channel, or
FTP_TRP.1 Trusted path]
FPT_TDC.1 Inter-TSF basic TSF data consistency

FDP_ITC.2.1

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control
SFP(s)] when importing user data, controlled under the SFP, from outside of the TOE.

FDP_ITC.2.2
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The TSF shall use the security attributes associated with the imported user data.
FDP_ITC.2.3

The TSF shall ensure that the protocol used provides for the unambiguous association between
the security attributes and the user data received.

FDP_ITC.2.4

The TSF shall ensure that interpretation of the security attributes of the imported user data is
as intended by the source of the user data.

FDP_

The TSF shall enforce the following rules when importing user data controlled under the SFP
from|outside the TOE: [assignment: additional importation control rules].

Internal TOE transfer (FDP_ITT)

.1Family behaviour

This family provides requirements that address protection of user.data when it is transferfred between
sepatfated parts of a TOE across an internal channel. This may be’ contrasted with the Inter-TSF user
data ¢onfidentiality transfer protection (FDP_UCT) and Inter<I'SFuser data integrity transfer protection
(FDP[UIT) families, which provide protection for user data when it is transferred between flistinct TSFs
acrogs an external channel, and Export from the TOE EDP_ETC) and Import from outside of the TOE
(FDPJITC), which address TSF-mediated transfer of data‘to or from outside the TOE.

11.10.2Components leveling and description

Figuie 31 shows the component leveling for, this family.

| FDP_ITT: Internal TOE transfer . n

3
Figure 31 — FDP_ITT: Component leveling
FDP_ITT.1 Basic internal transfer protection, requires that user data be protected when|transmitted

betwgen parts of theTOE.

FDP_]TT.2 Transmission separation by attribute, requires separation of data based on the yalue of SFP-
relevhnt attributes in addition to the first component.

FDP_]TT1¢3 Integrity monitoring, requires that the TSF monitor user data transmitted between parts of

th T A radamtifiad st Qb s Qe
e ETOT ot e eC gty CITOTSss

FDP_ITT.4 Attribute-based integrity monitoring expands on the third component by allowing the form
of integrity monitoring to differ by SFP-relevant attributes.

11.10.3Management of FDP_ITT.1, FDP_ITT.2
The following actions can be considered for the management functions in FMT:

a) if the TSF provides multiple methods to protect user data during transmission between physically
separated parts of the TOE, the TSF can provide a pre-defined role with the ability to select the
method that will be used.
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11.10.4Management of FDP_ITT.3, FDP_ITT.4
The following actions can be considered for the management functions in FMT:

a) the specification of the actions to be taken upon detection of an integrity error can be configurable.

11.10.5Audit of FDP_ITT.1, FDP_ITT.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: Successful transfers of user data, including identification of the protection method used;

b) basic: All attempts to transfer user data, including the protection method used and any eftof that
occurredl.

11.10.6Audjt of FDP_ITT.3, FDP_ITT.4

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: Successful transfers of user data, including identification\of the integrity protgction
method jused;

b) basic: A]l attempts to transfer user data, including the integrity protection method used anf any
errors that occurred;

c) basic: Upauthorized attempts to change the integrity protection method;

d) detailed} The action taken upon detection of an integrity error.

11.10.7FDP[ITT.1 Basic internal transfer protection

Component|relationships

Hierarchical|to: No other.components.

Dependencigs: [FDP-.ACC.1 Subset access control, or
FRPNFC.1 Subset information flow control]

FDP_ITT.1.1]

The TSF shiall enforc¢e-the [assignment: access control SFP(s) and/or information flow cantrol
it is

Component relationships

Hierarchical to: FDP_ITT.1 Basic internal transfer protection

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]

FDP_ITT.2.1

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)] to
prevent the [selection: disclosure, modification, loss of use] of user data when it is transmitted between
physically-separated parts of the TOE.
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FDP_ITT.2.2

The TSF shall separate data controlled by the SFP(s) when transmitted between physically-
separated parts of the TOE, based on the values of the following: [assignment: security attributes
that require separation].

11.10.9FDP_ITT.3 Integrity monitoring

Component relationships

Hierarchical to: No other components.

Depepdencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FDP_ITT.1 Basic internal transfer protection

FDP_[TT.3.1

The [I'SF shall enforce the [assignment: access control SFP(s) and/er’information flow control
SFP(3)] to monitor user data transmitted between physically-separated parts of the|TOE for the
following errors: [assignment: integrity errors].

FDP_|TT.3.2

Uporn detection of a data integrity error, the TSF shall [assignment: specify the action to be taken
upon|integrity error].

11.10.10 FDP_ITT.4 Attribute-based integrity. monitoring

Component relationships

Hiergrchical to: FDP_ITT.3 Integrity monitoring

Depehdencies: [FDP_ACC.1 Subset access control, or
FDRIFC.1 Subset information flow control]
FDPITT.2 Transmission separation by attribute

FDP_|TT.4.1

The TSF shall enforce'the [assignment: access control SFP(s) and/or information flow contiol SFP(s)] to
monifor user dataransmitted between physically-separated parts of the TOE for the follgwing errors:
[assignment: integrity errors], based on the following attributes: [assignment: security attributes
that require separate transmission channels].

FDP_[TT#4.2

Upor\ dataction aofa data intaority arear thao TCE ch
1-aete e o o ra6aata te5 y— e ot e—1or-—511

integrity error].

y-specify-the-actionto-be taken upon

11.11 Residual information protection (FDP_RIP)

11.11.1Family behaviour

This family addresses the need to ensure that any data contained in a resource is not available when
the resource is de-allocated from one object and reallocated to a different object. This family requires
protection for any data contained in a resource that has been logically deleted or released but may still
be present within the TSF-controlled resource which in turn may be re-allocated to another object.
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11.11.2Components leveling and description

Figure 32 shows the component leveling for this family.

| FDP_RIP: Residual information protection

Figure 32 — FDP_RIP: Component leveling

FDP_RIP.1 Subset residual information protection, requires that the TSF ensure that any residual
information content of any resources is unavailable to a defined subset of the objects controlled by the

A rac

TSF upon the

FDP_RIP.2 H
information
deallocation

11.11.3Man

The followinjg actions can be considered for the management functions in FMT:

the choi

a)

can be npade configurable within the TOE.

11.11.4Aud
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PP, PP-Modu

a) therear
11.11.5FDP

Component

Hierarchical
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FDP_RIP.1.1]

The TSF sh;
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ull residual information protection, requires that the TSF ensure that any res
content of any resources is unavailable to all objects upon the resource's allocati

agement of FDP_RIP.1, FDP_RIP.2

Ce of when to perform residual information protection (i.e. upon allocation or dealloc:

it of FDP_RIP.1, FDP_RIP.2

g actions should be auditable if FAU_GEN Security audit data generation is included
e, functional package or ST:

b no auditable events foreseen.

| RIP.1 Subset residual informationprotection

relationships

to: No other'components.

S: No dependencies.

plection: gllocation of the resource to, deallocation of the resource from] the follo
signment: list of objects].

idual
bn or

ition)

n the

1l ensure-that any previous information content of a resource is made unavailable

wing

11.11.6FDP

Component

Hierarchical

Dependencies:

FDP_RIP.2.1

RIP.2 Full residual information prnfprﬁnn

relationships

to: FDP_RIP.1 Subset residual information protection

No dependencies.

The TSF shall ensure that any previous information content of a resource is made unavailable upon the
[selection: allocation of the resource to, deallocation of the resource from] all objects.
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11.12 Rollback (FDP_ROL)

11.12.1Family behaviour

The rollback operation involves undoing the last operation or a series of operations, bounded by some
limit, such as a period of time, and return to a previous known state. Rollback provides the ability to
undo the effects of an operation or series of operations to preserve the integrity of the user data.

11.12.2Components leveling and description

Figure 33 shows the component leveling for this family.

| FDP_ROL: Rollback

Figure 33 — FDP_ROL: Component leveling

FDP_ROL.1 Basic rollback addresses a need to roll back or undo a limited. nfumber of operdtions within
the dpfined bounds.

FDP_ROL.2 Advanced rollback addresses the need to roll back or unidoall operations within the defined
bounfls.

11.12.3Management of FDP_ROL.1, FDP_ROL.2
The fpllowing actions can be considered for the management functions in FMT:
a) the boundary limit to which rollback may be¢peéerformed can be a configurable item within the TOE;

b) permission to perform a rollback operatigh can be restricted to a well-defined role.

11.12.4Audit of FDP_ROL.1, FDP_ROL.2

The fpllowing actions should be auditable if FAU_GEN Security audit data generation is in¢luded in the
PP, PP-Module, functional package‘or ST:

a) inimal: All successful.rotlback operations;
b) Hasic: All attemptsto perform rollback operations;

c) detailed: All_attempts to perform rollback operations, including identification of the types of
perationsolled back.

11.12.5FDP. ROL.1 Basic rollback

Component relation chipc

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]

FDP_ROL.1.1

The TSF shall enforce [assignment: access control SFP(s) and/or information flow control SFP(s)]
to permit the rollback of the [assignment: list of operations] on the [assignment: information
and/or list of objects].

FDP_ROL.1.2
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The TSF shall permit operations to be rolled back within the [assignment: boundary limit to
which rollback may be performed].

11.12.6 FDP_ROL.2 Advanced rollback
Component relationships
Hierarchical to: FDP_ROL.1 Basic rollback
Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FDP_ROL.2.1
The TSF shall enforce [assignment: access control SFP(s) and/or information flow control,SFP||
permit the rollback of all the operations on the [assignment: list of objects].
FDP_ROL.2.p
The TSF shgll permit operations to be rolled back within the [assignment;~houndary limit to

rollback may

11.13 Stor

be performed].

ed data confidentiality (FDP_SDC)

11.13.1Fa

This family provides requirements that address protection.ofuser data confidentiality while the d
stored within memory areas protected by the TSF. The {I'SF provides access to the data in the me

through the
interfaces. |
from integri

11.13.2Com

Figure 34 sh|

FDP_SDC.1 S
the user dat;:

ily behaviour

specified interfaces only and prevents compromise of their information bypassing
complements the family Stored datasintegrity (FDP_SDI) which protects the user]
[y errors while being stored in the memory.

ponents leveling and description

pws the component leveling for this family.

FDP.SDC: Stored data confidentiality

Figure 34 — FDP_SDC: Component leveling

tored data confidentiality, requires the TSF to protect the confidentiality of informat
\ ifispecified memory areas.

5)] to

Wwhich

atais

mory

these
data

on of

FDP_SDC.2 Stored data confidentiality with dedicated method, requires the TSF to protect the
confidentiality of the user data according to data characteristics leading to specify a dedicated method
of protection of confidentiality.

11.13.3Management of FDP_SDC.1, FDP_SDC.2

The following actions can be considered for the management functions in FMT:

a)

60

there are no management activities foreseen.
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11.13.4Audit of FDP_SDC.1, FDP_SDC.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP, PP-Module, functional package or ST:

a) there are no auditable events foreseen.

11.13.5FDP_SDC.1 Stored data confidentiality

Component relationships

Hiergrchicatto: Noothrercomporments:

Depehdencies: No dependencies.

FDP_SDC.1.1

The [ISF shall ensure the confidentiality of [selection: all user datajthe followin

[assignment: list of user data]] while it is stored in the [selection: temporary memor)
mempry, any memory].

11.13.6 FDP_SDC.2 Stored data confidentiality with dedicatedimethod

Component relationships

Hiergrchical to: No other components.
Depehdencies: FCS_COP.1.
FDP_SDC.2.1

The TSF shall ensure the confidentiality: of the [selection: all user data, the followin
[assignment: list of user data]] according to [assignment: data characteristics] while
under the control of the TSF.

FDP_SDC.2.2

The TSF shall ensure the confidentiality of the user data specified in FDP_SDC.2.1 w
interjvention.

11.1# Stored data-integrity (FDP_SDI)

11.14.1Family)behaviour

This [family provides requirements that address protection of user data while it is st

g user data
y, persistent

g user data
it is stored

rithout user

ored within

contdiners controlled by the TSF. Integrity errors may affect user data stored in memory, o

[in a storage

device. This family differs from Internal TOE transfer (FDP_ITT) which protects the user data from

integrity errors while being transferred within the TOE.

11.14.2Components leveling and description

Figure 35 shows the component leveling for this family.

| FDP_SDI: Stored data integrity

Figure 35 — FDP_SDI: Component leveling

FDP_SDI.1 Stored data integrity monitoring, requires that the TSF monitor user data stored within

containers controlled by the TSF for identified integrity errors.
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FDP_SDI.2 Stored data integrity monitoring and action adds the additional capability to the first
component by allowing for actions to be taken as a result of an error detection.

11.14.3Management of FDP_SDI.1

The following actions can be considered for the management functions in FMT:

a) there are no management activities foreseen.

11.14.4Management of FDP_SDI.2

The followingactions cam be constdered for the management functions I eMT————————— |

a) the actid

11.14.5Aud

The followin
PP, PP-Modu

a) minimal

results ¢
b) basic: A
check, if
c) detailed|
11.14.6Aud

The followin
PP, PP-Modu

a) minimal
results ¢

b) basic: A

check, if]
c) detailed|

d) detailed]

11.14.7FDP

ns to be taken upon the detection of an integrity error can be configurable.

it of FDP_SDI.1

g actions should be auditable if FAU_GEN Security audit data generation is included
e, functional package or ST:

: Successful attempts to check the integrity of user data, incliding an indication
f the check;

1 attempts to check the integrity of user data, including an indication of the results
performed;

The type of integrity error that occurred.

it of FDP_SDI.2

g actions should be auditable if FAU_GEN Security audit data generation is included
e, functional package or ST:

f the check;

1 attempts to check the(integrity of user data, including an indication of the results
performed;

The type of integrity error that occurred;

The actionstaken upon detection of an integrity error.

| SDI.1.Stored data integrity monitoring

Component

rélationships

n the

f the

bf the

n the

: Successful attempts to check-the integrity of user data, including an indication ¢f the

bf the

Hierarchical

Dependencies:

FDP_SDI.1.1

to: No other components.

No dependencies.

The TSF shall monitor user data stored in containers controlled by the TSF for [assignment:
integrity errors] on all objects, based on the following attributes: [assignment: user data

attributes].

11.14.8FDP_SDI.2 Stored data integrity monitoring and action
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Hierarchical to: FDP_SDI.1 Stored data integrity monitoring
Dependencies: No dependencies.
FDP_SDI.2.1

The TSF shall monitor user data stored in containers controlled by the TSF for [assignment: integrity
errors] on all objects, based on the following attributes: [assignment: user data attributes].

FDP_SDI.2.2

Upon detection of a data integrity error, the TSF shall [assignment: action to be taken].

11.15 Inter-TSF user data confidentiality transfer protection (FDP_UCT)

11.15.1Family behaviour

This family defines the requirements for ensuring the confidentiality of usér/data when it i§ transferred
using an external channel between the TOE and another trusted IT product.

11.15.2Components leveling and description

Figuile 36 shows the component leveling for this family.

FDP_UCT: Inter-TSF user data cenfidentiality
- —.1
transfer protection .

Figure 36 — FDP_UCT: Component leveling

In FOP_UCT.1 Basic data exchange confidentiality, the goal is to provide protection from {lisclosure of
user flata while in transit.

11.1%.3Management of FDP_UCT.1
The fpllowing actions can belconsidered for the management functions in FMT:

a) there are no management activities foreseen.

11.1%.4Audit of FDP_UCT.1

The fpllowingactions should be auditable if FAU_GEN Security audit data generation is in¢luded in the
PP, P‘I—Module, functional package or ST:

a) inimal: The identity of any user or subject using the data exchange mechanisms;
b) basic: The identity of any unauthorized user or subject attempting to use the data exchange
mechanisms;

c) Dbasic: Areference to the names or other indexing information useful in identifying the user data that
was transmitted or received. This can include security attributes associated with the information.

11.15.5FDP_UCT.1 Basic data exchange confidentiality

Component relationships

Hierarchical to: No other components.
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Dependencies: [FTP_ITC.1 Inter-TSF trusted channel, or

FTP_TRP.1 Trusted path]
[FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]

FDP_UCT.1.1

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control
SFP(s)] to [selection: transmit, receive] user data in a manner protected from unauthorized
disclosure.

11.16 Intef-TSF user data integrity transfer protection (FDP_UIT)

11.16.1Famfily behaviour

This family ¢lefines the requirements for providing integrity for user data in transit-between th¢ TOE
and another] trusted IT product and recovering from detectable errors. At a mihimum, this family
monitors the integrity of user data for modifications. Furthermore, this family supports differentjways

of correcting detected integrity errors.

11.16.2 Coniponents leveling and description

Figure 37 shpws the component leveling for this family.

FDP_UIT: Inter-TSF user data integrity
transfer protection

Figure 37 — FDP_UIT: Component leveling

FDP_UIT.1 Djata exchange integrity addresses\detection of modifications, deletions, insertiond, and

replay errorg of the user data transmitted,

FDP_UIT.2 S¢urce data exchange recovery addresses recovery of the original user data by the recgiving

TSF with help from the source trustéd,IT product.

FDP_UIT.3 Destination data exchange recovery addresses recovery of the original user data by the

receiving TSF on its own witHout any help from the source trusted IT product.

11.16.3Management of FDP_UIT.1, FDP_UIT.2, FDP_UIT.3

The followinjg actienstan be considered for the management functions in FMT:

a)

there arpig, management activities foreseen.

11.16.4Audit of FDP_UIT.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a)
b)

c)

64

minimal: The identity of any user or subject using the data exchange mechanisms;

basic: The identity of any user or subject attempting to use the user data exchange mechanisms, but
who is unauthorized to do so;

basic: A reference to the names or other indexing information useful in identifying the user data
that was transmitted or received. This can include security attributes associated with the user
data;
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d) basic: Any identified attempts to block transmission of user data;

e) detailed: The types and/or effects of any detected modifications of transmitted user data.

11.16.5Audit of FDP_UIT.2, FDP_UIT.3

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: The identity of any user or subject using the data exchange mechanisms;

b) minimal: Successful recovery from errors including the type of error that was detected;

c)

o

asic: The identity of any user or subject attempting to use the user data exchange mechanisms, but

who is unauthorized to do so;

d) Hasic: A reference to the names or other indexing information useful in identifying the user data
that was transmitted or received. This can include security attributes‘associated with the user
data;

e) Hasic: Any identified attempts to block transmission of user data;

f) detailed: The types and/or effects of any detected modifications of transmitted user data.

11.16.6 FDP_UIT.1 Data exchange integrity

ComIonent relationships

Hiergrchical to: No other components:

Depepdencies: [FDP_ACC.1 Subsetaccess control, or

FDP_IFC.1 Subset information flow control]
[FTP_ITC.1 Tater-TSF trusted channel, or
FTP_TRP.I*Trusted path]

FDP_VIT.1.1

The [[SF shall enforce the\[Jassignment: access control SFP(s) and/or information flow control
SFP(4)] to [selection: transmit, receive] user data in a manner protected from| [selection:
modification, deletion; insertion, replay] errors.

Component relationships

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
[FDP_UIT.1 Data exchange integrity, or
FTP_ITC.1 Inter-TSF trusted channel]

FDP_UIT.2.1
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The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control
SFP(s)] to be able to recover from [assignment: list of recoverable errors] with the help of the
source trusted IT product.

11.16.8FDP_

Hierarchical

Dependencies:

UIT.3 Destination data exchange recovery

to: FDP_UIT.2 Source data exchange recovery

[FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
[FDP_UIT.1 Data exchange integrity, or

FDP_UIT.3.1

The TSF sha
able to recov
IT product.

12 Class K
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security atty
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FIA_AFL: Authentication failure

FIA_API: Authentication proof of identity

FIA ATD: User attribute definition

1NN (R

FIA_SOS: Specification of secrets

Il

FIA_UAU: User authentication

=

FIA_UID: Userddentification

o

FIA_USB: User-subject binding

12.2| Authentication failures.(FTA_AFL)

12.2.1 Family behaviour

This family contains réquirements for defining values for some number of unsuccessful ay
attenppts and TSF actions in cases of authentication attempt failures. Parameters include

Figure 38 — FIA: Identification and authentication class decomposition

limit¢d to, the number of failed authentication attempts and time thresholds.

12.2.2 Comiponents leveling and description

Figune 89,shows the component leveling for this family.

thentication
, but are not

FIA_AFL: Authentication failure

1]

Figure 39 — FIA_AFL: Component leveling

FIA_AFL.1 Authentication failure handling, requires that the TSF be able to terminate the session
establishment process after a specified number of unsuccessful user authentication attempts. It also
requires that, after termination of the session establishment process, the TSF be able to disable the
user account or the point of entry from which the attempts were made until an administrator-defined

condition occurs.
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12.2.3 Management of FIA_AFL.1

The following actions can be considered for the management functions in FMT:

a) management of the threshold for unsuccessful authentication attempts;

b) management of actions to be taken in the event of an authentication failure.

12.2.4 Audit of FIA_AFL.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP, PP-Modu

e, functional package or ST:

a) minimal
actions 1

12.2.5 FIA]

Component

Hierarchical
Dependencig
FIA_AFL.1.1
The TSF sh

: The reaching of the threshold for the unsuccessful authentication attempts Jan
aken and the subsequent, if appropriate, restoration to the normal state.

AFL.1 Authentication failure handling

relationships

to: No other components.

s FIA_UAU.1 Timing of authentication

hll detect when [selection: [assignment: positive integer number], an administ

configurable positive integer within [assignment: range of acceptable values]] unsucce

authenticat
FIA_AFL.1.2

When the ¢
surpassed],

12.3 Authg¢

ion attempts occur related to [assignment: list of authentication events].

lefined number of unsuccessful @iithentication attempts has been [selection:
the TSF shall [assignment: list of actions].

ntication proof of identity (FIA_API)

12.3.1 Famfily behaviour

This family

lefines functionsprovided by the TOE to prove its identity and so allow for verificat

the TOE by an external entity in the TOE’s IT environment.

12.3.2 Com

Figure 40 sh|

ponents leveling and description

ow's the component leveling for this family.

d the

rator
ssful

met,

on of

FIA_API: Authentication proof of identity

1

Figure 40 — FIA_API: Component leveling

FIA_API.1 Authentication Proof of Identity, provides proof of the identity of the TOE to an external

entity.

12.3.3 Management of FIA_API.1

The following actions can be considered for the management functions in FMT:

a) management of authentication information used to prove the claimed identity.
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12.3.4 Audit of FIA_APIL.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) there are no auditable events foreseen.

12.3.5 FIA_API.1 Authentication proof of identity

Component relationships

Hiergrchicatto: Noothrercomporments:
Depehdencies: No dependencies.
FIA_APIL.1.1

The [TSF shall provide an [assignment: authentication mechanism], to-prove the|identity of
[assignment: entity] by including the following properties [assignment: list of propérties] to an
external entity.

12.4|User attribute definition (FIA_ATD)

12.4.1 Family behaviour

All aythorized users may have a set of security attributes, other than the user's identity) that is used
to enforce the SFRs. This family defines the requirements for associating user security atffributes with
userd as needed to support the TSF in making secuyity decisions.

12.4.2 Components leveling and description

Figuije 41 shows the component levelingfer this family.

| FIA_ATD: User attribute definition |

Figure 41 — FIA_ATD: Component leveling

FIA_ATD.1 User attribute definition, allows user security attributes for each user to bg maintained
indivjdually.

12.4.3 Management of FIA_ATD.1

The fpllewing actions can be considered for the management functions in FMT:

a) if indicated 1n the assignment, the authorized administrator can be able to define additional
security attributes for users.

12.4.4 Audit of FIA_ATD.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) there are no auditable events foreseen.

12.4.5 FIA_ATD.1 User attribute definition

Component relationships
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Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_ATD.1.1

The TSF shall maintain the following list of security attributes belonging to individual users:
[assignment: list of security attributes].

12.5 Specification of secrets (FIA_SOS)

12.5.1 FanJin behaviour

This family |[defines requirements for mechanisms that enforce defined quality metrics on-proyided
secrets and generate secrets to satisfy the defined metric.

12.5.2 Coniponents leveling and description
Figure 42 shpws the component leveling for this family.

| FIA_SOS: Specification of secrets |

Figure 42 — FIA_SOS: Componentleveling

FIA_SOS.1 Verification of secrets, requires the TSF to verifythat secrets meet defined quality metfics.

FIA_SOS.2 TFF Generation of secrets, requires the TSEto be able to generate secrets that meet ddfined
quality metrjics.

12.5.3 Manlagement of FIA_S0S.1
The followinjg actions can be considered-for the management functions in FMT:

a) the manpgement of the metric.used to verify the secrets.

12.5.4 Management of FIA.'S0OS.2

The following actions can-be considered for the management functions in FMT:

a) the manpgement.of the metric used to generate the secrets.

12.5.5 AudjtoefFIA_SOS.1, FIA_SOS.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: Rejection by the TSF of any tested secret;
b) basic: Rejection or acceptance by the TSF of any tested secret;

c) detailed: Identification of any changes to the defined quality metrics.

12.5.6 FIA_SOS.1 Verification of secrets

Component relationships
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Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_SOS.1.1

The TSF shall provide a mechanism to verify that secrets meet [assignment: a defined quality
metric].

12.5.7 FIA_SOS.2 TSF Generation of secrets

4= h Ja-s
Componentretationships

Hiergrchical to: No other components.
Depepdencies: No dependencies.
FIA_$0S.2.1

The TSF shall provide a mechanism to generate secrets that meet [assignment: a defined quality metric].
FIA_$0S.2.2

The T'SF shall be able to enforce the use of TSF generated-secrets for [assignment: list of TSF
functions].

12.6|User authentication (FIA_UAU)

12.6./1 Family behaviour

This family defines the types of user authentication mechanisms supported by the TSF. This family also
definps the required attributes on which¢the user authentication mechanisms be based.

12.6.2 Components leveling and description

Figurne 43 shows the compongntieveling for this family.

FIA_UAU: User authentication

Figure 43 — FIA_UAU: Component leveling
FIA_UAU.1 Timing of authentication, allows a user to perform certain actions prior to the authentication
of the user's identity.

FIA_UAU.2 User authentication before any action, requires that users are authenticated before any
other action will be allowed by the TSF.

FIA_UAU.3 Unforgeable authentication, requires the authentication mechanism to be able to detect and
prevent the use of authentication data that has been forged or copied.
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FIA_UAU.4 Single-use authentication mechanisms, requires an authentication mechanism that operates

with single-use authentication data.

FIA_UAU.5 Multiple authentication mechanisms, requires that different authentication mechanisms be

provided and used to authenticate user identities for specific events.

FIA_UAU.6 Re-authenticating, requires the ability to specify events for which the user needs to be re-

authenticated.

FIA_UAU.7 Protected authentication feedback, requires that only limited feedback information is

provided to the user during the authentication.

12.6.3 Management of FIA_UAU.1

The followinjg actions can be considered for the management functions in FMT:
a) management of the authentication data by an administrator;

b) management of the authentication data by the associated user;

c¢) managing the list of actions that can be taken before the user is authenticated.

12.6.4 Marlagement of FIA_UAU.2

The followinig actions can be considered for the management functions in FMT:

a) manage

b) manage

12.6.5 Man

ment of the authentication data by an administrator;

ment of the authentication data by the user associated with this data.

agement of FIA_UAU.3, FIA_UAU.4, FIAUAU.7

The followinjg actions can be considered for the mmanagement functions in FMT:

a) there arp no management activities foréseen.

12.6.6 Marjagement of FIA_UAU.5
The followinjg actions can be considered for the management functions in FMT:

a) the manpgement of authepitication mechanisms.

12.6.7 MarlagementefFIA_UAU.6

The followinjg actions can be considered for the management functions in FMT:
a) if an az]thorized administrator can request re-authentication, the management includes

authentication request.

12.6.8 Management of FIA_UAU.7
The following actions can be considered for the management functions in FMT:

a) the management of the rules for authentication.

12.6.9 Audit of FIA_UAU.1

a re-

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP, PP-Module, functional package or ST:

a) minimal: Unsuccessful use of the authentication mechanism;
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b) basic: All use of the authentication mechanism;

c) detailed: All TSF mediated actions performed before authentication of the user.

12.6.

10Audit of FIA_UAU.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: Unsuccessful use of the authentication mechanism;

b)

asic: All use of the authentication mechanism.

12.6.
The f]

11Audit of FIA_UAU.3

pllowing actions should be auditable if FAU_GEN Security audit data generation is in

PP, PP-Module, functional package or ST:

a) 1

b) b

12.6.
The f]

hinimal: Detection of fraudulent authentication data;

asic: All immediate measures taken and results of checks on thé fraudulent data.

12 Audit of FIA_UAU.4

pllowing actions should be auditable if FAU_GEN Secufity audit data generation is in

PP, PP-Module, functional package or ST:

a) 1

12.6.
The f]

hinimal: Attempts to reuse authentication data.

13 Audit of FIA_UAU.5

pllowing actions should be auditableif FAU_GEN Security audit data generation is in

PP, PP-Module, functional package or ST:

a) n

b) b

12.6.
The f]

hinimal: The final decision on authentication;

asic: The result of each activated mechanism together with the final decision.

14 Audit of FIA_UAU.6

pllowing actigns-should be auditable if FAU_GEN Security audit data generation is in

PP, PP-Module, funeétional package or ST:

a) 1

b) b

ninimalEailure of re-authentication;

asie;All re-authentication attempts.

'luded in the

'luded in the

rluded in the

luded in the

12.6.

15Audit of FIA_UAU.7

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) well-formedness of rules regarding the semantics of rule-set;

b) basic: verification of enforceability of rules.

12.6.

16FIA_UAU.1 Timing of authentication

Component relationships
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Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FIA_UAU.1.1

The TSF shall allow [assignment: list of TSF mediated actions] on behalf of the user to be
performed before the user is authenticated.

FIA_UAU.1.2

The TSF shall require each user to be successfully authenticated before allowing any other TSF-
mediated a¢tions on behalf of that user.

12.6.17FIA_[UAU.2 User authentication before any action

Component|relationships

Hierarchical|to: FIA_UAU.1 Timing of authentication
Dependencigs: FIA_UID.1 Timing of identification
FIA_UAU.2.1

The TSF shall require each user to be successfully authenticated* before allowing any other| TSF-
mediated acfions on behalf of that user.

12.6.18FIA |UAU.3 Unforgeable authentication

Component|relationships

Hierarchical|to: No other components.
Dependencigs: No dependencies.
FIA_UAU.3.1

The TSF shall [selection: detect, prévent] use of authentication data that has been forged by any
user of the TSF.

FIA_UAU.3.

The TSF shall [selection: detect, prevent] use of authentication data that has been copied [from
any other uper of the TSF.

12.6.19FIA _|UAU:4 Single-use authentication mechanisms

Component relationships

Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_UAU.4.1

The TSF shall prevent reuse of authentication data related to [assignment: identified
authentication mechanism(s)].

12.6.20FIA_UAU.5 Multiple authentication mechanisms

Component relationships
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Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_UAU.5.1

The TSF shall provide [assignment: list of multiple authentication mechanisms] to support user
authentication.

FIA_UAU.5.2

The TSF shall authenticate any user's claimed identity according to the [assignment: rules
describing how the multiple authentication mechanisms provide authentication)].

12.6.21FIA_UAU.6 Re-authenticating

Component relationships

Hiergrchical to: No other components.
Depepdencies: No dependencies.
FIA_VAU.6.1

The TSF shall re-authenticate the user under the conditions [assignment: list of condjtions under
which re-authentication is required].

12.6.22FIA_UAU.7 Protected authentication feedback

Component relationships

Hiergrchical to: No other components.
Depehdencies: FIA_UAU,.1 Timing of authentication
FIA_UAU.7.1

The TSF shall provide only [assignment: list of feedback] to the user while the auth¢ntication is
in prpgress.

12.7|User identification (FIA_UID)

12.7.1 Familybehaviour

This famhily defines the conditions under which users shall be required to identify themgelves before

performing any other actions that are to he mediated hy the TSF and which require user identification.

12.7.2 Components leveling and description

Figure 44 shows the component leveling for this family.

| FIA_UID: User identification |

Figure 44 — FIA_UID: Component leveling

FIA_UID.1 Timing of identification, allows users to perform certain actions before being identified by
the TSF.
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FIA_UID.2 User identification before any action, requires that users identify themselves before any
action will be allowed by the TSF.

12.7.3 Management of FIA_UID.1

The following actions can be considered for the management functions in FMT:

a) theman

b)

agement of the user identities;

of the action lists.

if an authorized administrator can change the actions allowed before identification, the managing

12.7.4 Man

agement of FIA_UID.2

The followinig actions can be considered for the management functions in FMT:

the man

a)
12.7.5 Aud

The followin
PP, PP-Modu

a) minimal
provide

b) basic: A

12.7.6 FIA_

Component

Hierarchical
Dependencig
FIA_UID.1.1

The TSF sh
performed

FIA_UID.1.2

pgement of the user identities.

it of FIA_UID.1, FIA_UID.2

g actions should be auditable if FAU_GEN Security audit data.generation is included
e, functional package or ST:

: Unsuccessful use of the user identification mechanism, including the user id¢
1.

-

| use of the user identification mechanism, including the user identity provided.

UID.1 Timing of identification

relationships

to: No other components.

S: No dependehncies.

all allow [assignment: list of TSF-mediated actions] on behalf of the user f{

before the user-isidentified.

The TSF shall require each user to be successfully identified before allowing any TSF-med

actions on

ehalf of that user.

n the

entity

o be

jated

12.7.7 FIA_UID.Z User identification before any action

Hierarchical to: FIA_UID.1 Timing of identification

Dependencies: No dependencies.

FIA_UID.2.1

The TSF shall require each user to be successfully identified before allowing any TSF-mediated actions
on behalf of that user.
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12.8 User-subject binding (FIA_USB)

12.8.1 Family behaviour

An authenticated user, in order to use the TOE, typically activates a subject. The user's security
attributes are associated (totally or partially) with this subject. This family defines requirements to
create and maintain the association of the user's security attributes to a subject acting on the user's
behalf.

12.8.2 Components leveling and description

Figuije 45 shows the component leveling for this family.

| FIA_USB: User-subject binding |

Figure 45 — FIA_USB: Component leveling

FIA_USB.1 User-subject binding, requires the specification of any rules governing thg association
betwgen user attributes and the subject attributes into which they ate mapped.

12.8.3 Management of FIA_USB.1
The fpllowing actions can be considered for the managementfunctions in FMT:
a) ]n authorized administrator can define default subject security attributes;

b) an authorized administrator can change subject'security attributes.

12.8.4 Audit of FIA_USB.1

The fpllowing actions should be auditable’if FAU_GEN Security audit data generation is in¢luded in the
PP, PP-Module, functional package or-ST:

a) minimal: Unsuccessful binding of user security attributes to a subject;

b) Hasic: Success and failure-of binding of user security attributes to a subject.

12.8.5 FIA_USB.1 User:subject binding

Component relationships

Hiergrchical-to: No other components.
Depepdencies: FIA_ATD.1 User attribute definition
FIA_USB.1.1

The TSF shall associate the following user security attributes with subjects acting on the behalf
of that user: [assignment: list of user security attributes].

FIA_USB.1.2

The TSF shall enforce the following rules on the initial association of user security attributes
with subjects acting on the behalf of users: [assignment: rules for the initial association of
attributes].

FIA_USB.1.3
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The TSF shall enforce the following rules governing changes to the user security attributes
associated with subjects acting on the behalf of users: [assignment: rules for the changing of
attributes].

13 Class FMT: Security management

13.1 Class description

This class is intended to specify the management of several aspects of the TSF: security attributes,
TSF data and functions. The different management roles and their interaction, such as separation of
capability, cdn be specitied.

This class hgs the following objectives:
a) management of TSF data;

b) management of security attributes;
c¢) management of functions of the TSF;
d) definitign of security roles.

Figure 46 shows the decomposition of this class, it’s families and compdhents. Elements are not shown
in the figure

Annex H prpvides explanatory information for this class andyshould be consulted when usinlg the
components|identified in this class.

78 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=779666477d3d345403a7dab1be09baa3

ISO/IEC 15408-2:2022(E)

FMT: Security management

—| FMT_LIM: Limited capabilities and availability

—| FMT_MOF: Management of functions in TSF

1

FMT_MSA: Management of security attributes

HHEZIH; o[

FMT_MTD: Management of TSF data

FMT_REV: Revocation

FMT_SAE: Security attrsibute expiration

FMT_SMF: Specification of management functions

FMT_SMR: Security management roles

CTTT 1
IBE O 8

Figure 46 — FMT: Security management class decomposition

13.2|Limited capabilities and availability (FMT_LIM)

13.2.1 Family behaviour

This family defines requirements that limit the capabilities and availability of functions in a combined
manijer.

NOTE EDP_ACF restricts the access to functions whereas the component Limited Capability [of this family
requires.the functions themselves to be designed in a specific manner.

13.2.2 Components leveling and description
Figure 47 shows the component leveling for this family.

FMT_LIM: Limited capabilities and availability

Figure 47 — FMT_LIM: Component leveling

FMT_LIM.1 Limited capabilities requires that the TSF is built to provide only the capabilities (perform
action, gather information) necessary for its genuine purpose.
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FMT_LIM.2 Limited availability requires that the TSF restrict the use of functions (refer to Limited
capabilities (FMT_LIM.1)). This can be achieved, for instance, by removing or by disabling functions in a

specific phase of the TOE’s life-cycle.

13.2.3 Management of FMT_LIM.1, FMT_LIM.2

The following actions can be considered for the management functions in FMT:

there ar

a)
13.2.4 Aud

The followin
PP, PP-Modu

a) therear

e no management activities foreseen.

it of FMT_LIM.1

g actions should be auditable if FAU_GEN Security audit data generation is included
e, functional package or ST:

b no auditable events foreseen.

13.2.5 FMT_LIM.1 Limited capabilities

Component

Hierarchical
Dependencig
FMT_LIM.1.

The TSF sh4
the followin

relationships

to: No other components.

s: FMT_LIM.2 Limited availability
L

11 limit its capabilities so that in conjunction'with “Limited availability (FMT_LI
g policy is enforced [assignment: Limited.capability and availability policy].

13.2.6 FMT_LIM.2 Limited availability

Component

Hierarchical
Dependencice
FMT_LIM.2.
The TSF sh

relationships

to: No other.contponents.

s: FMT_LIM.1 Limited capabilities
il

hll be designed in a manner that limits its availability so that in conjunction

n the

M.2)”

with

“Limited capabilities: (FMT_LIM.1)” the following policy is enforced [assignment: Limited

capability a

13.3 Mana

nd availability policy].

gement of functions in TSF (FMT_MOF)

13.3.1 Family behaviour

This family allows authorized users to control over the management of functions in the TSF.

13.3.2 Components leveling and description

Figure 48 sh

80

ows the component leveling for this family.

Figure 48 — FMT_MOF: Component leveling

FMT_MOF: Management of functions in TSF
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FMT_MOF.1 Management of security functions behaviour allows the authorized users (roles) to
manage the behaviour of functions in the TSF that use rules or have specified conditions that may be
manageable.

13.3.

3 Management of FMT_MOF.1

The following actions can be considered for the management functions in FMT:

a) managing the group of roles that can interact with the functions in the TSF.

13.3.4 Audit of FMT_MOFE.1

The f]

pllowing actions should be auditable if FAU_GEN Security audit data generation is)in

PP, PP-Module, functional package or ST:

a) b

13.3

asic: All modifications in the behaviour of the functions in the TSF.

5 FMT_MOF.1 Management of security functions behaviour

Component relationships

Hiera

Depe

FMT]

rchical to: No other components.

hdencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification ofManagement Functions

MOF.1.1

The
the
iden

13.4

13.4.

This
mang

13.4.

Figun

[SF shall restrict the ability to [selection:'determine the behaviour of, disable, en
ehaviour of] the functions [assignment: list of functions] to [assignment: the
ified roles].

Management of security attributes (FMT_MSA)

1 Family behaviour

family allows authorized users control over the management of security atty
gement can includé&¢apabilities for viewing and modifying of security attributes.

2 Componehnts leveling and description

e 49 shaws'the component leveling for this family.

luded in the

nble, modify
authorized

ibutes. This

FMT_MSA: Management of security attributes

[+ ][] [§] [=]

Figure 49 — FMT_MSA: Component leveling

FMT_MSA.1 Management of security attributes allows authorized users (roles) to manage the specified
security attributes.

FMT_MSA.2 Secure security attributes ensures that values assigned to security attributes are valid
with respect to the secure state.
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FMT_MSA.3 Static attribute ensures that the default values of security attributes are appropriately

either permi

ssive or restrictive in nature.

FMT_MSA.4 Security attribute value inheritance allows the rules/policies to be specified that will

dictate the v

alue to be inherited by a security attribute.

13.4.3 Management of FMT_MSA.1

The following actions can be considered for the management functions in FMT:

a) managing the group of roles that can interact with the security attributes;

b) manage

13.4.4 Man

ment of rules by which security attributes inherit specified values.

agement of FMT_MSA.2

The followinjg actions can be considered for the management functions in FMT:

a) manage

13.4.5 Man

ment of rules by which security attributes inherit specified values.

agement of FMT_MSA.3

The followi

g actions can be considered for the management functionSin FMT:

a) managing the group of roles that can specify initial values;

b) managi

€c) manage

13.4.6 Man

g the permissive or restrictive setting of defaultyalues for a given access control SFP;

ment of rules by which security attributes inherit specified values.

agement of FMT_MSA.4

The followinjg actions can be considered for the.ianagement functions in FMT:

a) specifics

13.4.7 Aud

The followin
PP, PP-Modu

a) basic: A

13.4.8 Aud

The followin

ition of the role permitted to éstablish or modify security attributes.

it of FMT_MSA.1

g actions should be-auditable if FAU_GEN Security audit data generation is included
e, functional package or ST:

| modificatiens of the values of security attributes.

it of EMT_MSA.2

b

n the

n the

g.actions should be auditable if FAU_GEN Security audit data generation is included

PP, PP-Modu

g, functional package or ST:

a) minimal: All offered and rejected values for a security attribute;

b) detailed

: All offered and accepted secure values for a security attribute.

13.4.9 Audit of FMT_MSA.3

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) basic: Modifications of the default setting of permissive or restrictive rules;

b) basic: All modifications of the initial values of security attributes.
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13.4.10Audit of FMT_MSA.4

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) basic: Modifications of security attributes, possibly with the old and/or values of security attributes
that were modified.

13.4.11FMT_MSA.1 Management of security attributes

Component relationships

Hiergrchical to: No other components.

Depehdencies: [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT|MSA.1.1

The TSF shall enforce the [assignment: access control SFP(s), .information flow control SFP(s)]
to rgstrict the ability to [selection: change_default, query;,; modify, delete, [assignment: other
operdqtions]] the security attributes [assignment: list of security attributes] to [assignment: the
authgrized identified roles].

13.4.12FMT_MSA.2 Secure security attributes

Component relationships

Hiergrchical to: No other components.

Depehdencies: [FDP_ACG.I Subset access control, or
FDP_IEEC/ Subset information flow control]
FMTLMSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT]MSA.2.1

The [TSF shall ensure’ that only secure values are accepted for [assignment: list| of security
attributes].

13.4.13FMT MSA.3 Static attribute initialization

ComTonent relationships

Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1

The TSF shall enforce the [assignment: access control SFP, information flow control SFP] to
provide [selection, choose one of: restrictive, permissive, [assignment: other property]] default
values for security attributes that are used to enforce the SFP.

FMT_MSA.3.2
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The TSF shall allow the [assignment: the authorized identified roles] to specify alternative initial
values to override the default values when an object or information is created.

13.4.14FMT_MSA.4 Security attribute value inheritance
Component relationships

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]

FMT_MSA.4{1

The TSF shall use the following rules to set the value of security attributes: [assignment: rules
for setting the values of security attributes].

13.5 Management of TSF data (FMT_MTD)

13.5.1 Famfily behaviour

This family 3llows authorized users (roles) control over the management-of TSF data.

13.5.2 Coniponents leveling and description

Figure 50 shpws the component leveling for this family.

| FMT_MTD: Management of TSF data

Figure 50 — FMT_MTD: Component leveling

FMT_MTD.1[Management of TSF dataallows authorized users to manage TSF data.

FMT_MTD.2[Management of limits on TSF data specifies the action to be taken if limits on TSF data are
reached or ekceeded.

FMT_MTD.3|Secure TSE-data ensures that values assigned to TSF data are valid with respect fo the
secure state

13.5.3 Management of FMT_MTD.1

The following actions can be considered for the management functions in FMT:

a) managing the group of roles that can interact with the TSF data.

13.5.4 Management of FMT_MTD.2
The following actions can be considered for the management functions in FMT:

a) managing the group of roles that can interact with the limits on the TSF data.
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13.5.5 Management of FMT_MTD.3
The following actions can be considered for the management functions in FMT:

a) there are no management activities foreseen.

13.5.6 Audit of FMT_MTD.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) basic: All modifications to the values of TSF data

13.5.7 Audit of FMT_MTD.2

The fpllowing actions should be auditable if FAU_GEN Security audit data generatien is in¢luded in the
PP, PP-Module, functional package or ST:

a) Hasic: All modifications to the limits on TSF data;

b) Hasic: All modifications in the actions to be taken in case of violation of the limits.

13.5.8 Audit of FMT_MTD.3

The fpllowing actions should be auditable if FAU_GEN Secufity audit data generation is in¢luded in the
PP, PP-Module, functional package or ST:

a) minimal: All rejected values of TSF data.

13.5.9 FMT_MTD.1 Management of TSF data

Component relationships

Hiergrchical to: No othéncomponents.

Depehdencies: EMT _SMR.1 Security roles
FEMT_SMF.1 Specification of Management Functions

FMTJMTD.1.1

The [TSF shall restrict the ability to [selection: change_default, query, modify, delete, clear,
[assignment: othier operations]] the [assignment: list of TSF data] to [assignment: the authorized
identfified roles}.

13.5.10EMT_MTD.2 Management of limits on TSF data

Component relationships

Hierarchical to: No other components.

Dependencies: FMT_MTD.1 Management of TSF data
FMT_SMR.1 Security roles

FMT_MTD.2.1

The TSF shall restrict the specification of the limits for [assignment: list of TSF data] to
[assignment: the authorized identified roles].

FMT_MTD.2.2
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The TSF shall take the following actions, if the TSF data are at, or exceed, the indicated limits:
[assignment: actions to be taken)].

13.5.11FMT_MTD.3 Secure TSF data

Component

Hierarchical

relationships

to: No other components.

Dependencies: FMT_MTD.1 Management of TSF data

FMT_MTD.
The TSF shd

13.6 Revog

1
11 ensure that only secure values are accepted for [assignment: list of TSF datad].

ation (FMT_REV)

13.6.1 Famfily behaviour

This family 4
13.6.2 Com

Figure 51 sh

FMT _REV.1
time.

13.6.3 Man

ddresses revocation of security attributes for a variety of entities-within a TOE.

ponents leveling and description

pws the component leveling for this family.

| FMT_REV: Revocation

Figure 51 — FMT_REV: Component leveling

Revocation provides for revocation.of security attributes to be enforced at some po

agement of FMT_REV.1

The followi

g actions can be considered for the management functions in FMT:

a) managing the group of roles:that can invoke revocation of security attributes;

b) managing the lists of user's, subjects, objects, and other resources for which revocation is pos

c) managing the revocation rules.

13.6.4 Audjt of FMT_REV.1

int in

bible;

The following actions should be auditable if FAU_GEN Security audit data generation 1s included
PP, PP-Module, functional package or ST:

a) minimal: Unsuccessful revocation of security attributes;

b) basic: All attempts to revoke security attributes.

13.6.5 FMT_REV.1 Revocation

n the

Component relationships

Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
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FMT_REV.1.1

The TSF shall restrict the ability to revoke [assignment: list of security attributes] associated
with the [selection: users, subjects, objects, [assignment: other additional resources]] under the
control of the TSF to [assignment: the authorized identified roles].

FMT_REV.1.2

The TSF shall enforce the rules [assignment: specification of revocation rules].

13.7 Security attribute expiration (FMT_SAE)

13.7.1 Family behaviour

This family addresses the capability to enforce time limits for the validity of securityattribhutes.

13.7.2 Components leveling and description

Figune 52 shows the component leveling for this family.

| FMT_SAE: Security attribute expiration

Figure 52 — FMT_SAE: Component leveling

FMTJSAE.1 Time-limited authorization provides the-gapability for an authorized user tp specify an
expirption time on specified security attributes.

13.7.3 Management of FMT_SAE.1
The fpllowing actions can be considered for'the management functions in FMT:

a)

b) the actions to be taken if the'expiration time has passed.

=

nanaging the list of security attributes for which expiration is to be supported;

13.7.4 Audit of FMT_SAE.1

The fpllowing actions should be auditable if FAU_GEN Security audit data generation is in¢luded in the
PP, PP-Module, functiohal package or ST:

a) Hasic: Specification of the expiration time for an attribute;

b) Hasic-Action taken due to attribute expiration.

13.7 5—MT-SAEATime-limited-authorization

Component relationships

Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FPT_STM.1 Reliable time stamps

FMT_SAE.1.1

The TSF shall restrict the capability to specify an expiration time for [assignment: list of security
attributes for which expiration is to be supported] to [assignment: the authorized identified roles].

FMT_SAE.1.2
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For each of these security attributes, the TSF shall be able to [assignment: list of actions to be
taken for each security attribute] after the expiration time for the indicated security attribute

has passed.

13.8 Specification of Management Functions (FMT_SMF)

13.8.1 Fam

ily behaviour

This family allows the specification of the management functions to be provided by the TOE.
Management functions provide TSFI that allow administrators to define the parameters that control

the operatio
attributes, a
include thos
backup and

managemen
in FMT: Secy

13.8.2 Com

hdit attributes, and identification and authentication attributes. Management function
e functions performed by an operator to ensure continued operation of the TQOE, su
recovery. This family works in conjunction with the other components in the EMT: Sec

rity management restricts the ability to use these management functions,

ponents leveling and description

Figure 53 shpws the component leveling for this family.

FMT_SMF.1 §
functions.

13.8.3 Man

| FMT_SMF: Specification of management functions

Figure 53 — FMT_SMF: Component leveling

pecification of Management Functions requires that the TSF provide specific manage

agement of FMT_SMF.1

The following actions can be considered for the management functions in FMT:

there ar

a)
13.8.4 Aud

The followin
PP, PP-Modu

a) minima

P N0 management activitiesforeseen.

it of FMT_SMF.1

g actions should (beé auditable if FAU_GEN Security audit data generation is included
e, functional package or ST:

: Use of the’nianagement functions.

13.8.5 FMT_SMF.1 Specification of Management Functions

n of security-related aspects of the TOE, such as data protection attributes, TOE protection

s also
ch as
urity

[ class: the component in this family calls out the management functions, and other families

ment

n the

ralatios ol o

Component

tt

relationships
Hierarchical to: No other components.
Dependencies: No dependencies.
FMT_SMF.1.1

The TSF shall be capable of performing the following management functions: [assignment: list of
management functions to be provided by the TSF].
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13.9 Security management roles (FMT_SMR)

13.9.1 Family behaviour

This family is intended to control the assignment of different roles to users. The capabilities of these
roles with respect to security management are described in the other families in this class.

13.9.2 Components leveling and description

Figure 54 shows the component leveling for this family.

| FMT_SMR: Security management roles

Figure 54 — FMT_SMR: Component leveling

FMT |SMR.1 Security roles specifies the roles with respect to security that\the TSF recognifes.

FMT|SMR.2 Restrictions on security roles specifies that in additien_to the specification|of the roles,
thereg are rules that control the relationship between the roles.

FMT |SMR.3 Assuming roles, requires that an explicit requestis'given to the TSF to assumg a role.

13.9.3 Management of FMT_SMR.1
The fpllowing actions can be considered for the management functions in FMT_SMR.1:

a) rmanaging the group of users that are part.6fa role.

13.9.4 Management of FMT_SMR.2

The fpllowing actions can be considered for the management functions in FMT_SMR.2:

&
=

hanaging the group of userSthat are part of a role;

b) managing the conditions that the roles must satisfy.

13.9.5 Management of FMT_SMR.3
The fpllowing actions can be considered for the management functions in FMT_SMR.3:

a) there are.no management activities foreseen.

13.9.6 Audit of FMT _SMR.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: modifications to the group of users that are part of a role;

b) detailed: every use of the rights of a role.

13.9.7 Audit of FMT_SMR.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: modifications to the group of users that are part of a role;
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b) minimal: unsuccessful attempts to use a role due to the given conditions on the roles;

c) detailed

: every use of the rights of a role.

13.9.8 Audit of FMT_SMR.3

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP, PP-Module, functional package or ST:

a) minimal: Explicit request to assume a role.

13.9.9 FMT-SMR-tSecurityrotes

Component

Hierarchical
Dependencig
FMT_SMR.1
The TSF shg
FMT_SMR.1
The TSF shd

relationships

to: No other components.

s: FIA_UID.1 Timing of identification

1

1l maintain the roles [assignment: the authorized identified'roles].
2

111 be able to associate users with roles.

13.9.10FMT|_SMR.2 Restrictions on security roles

Component

Hierarchical
Dependencice
FMT_SMR.2
The TSF sha

FMT_SMR.2|

The TSF sha

FMT_SMR.2|

The TSF shiall ensure that the conditions [assignment: conditions for the different roles| are

satisfied.

relationships

to: FMT_SMR.1 Security:roles

s: FIA_UID.1 Timing of identification

L1

I maintain the roles: [assignment: authorized identified roles].
2

1 be able to a8sociate users with roles.

3

13.9.11FMT_SMR.3 Assuming roles

Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMR.3.1

The TSF shall require an explicit request to assume the following roles: [assignment: the roles].
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14 Class FPR: Privacy

14.1 Class description

This class contains privacy requirements. These requirements provide a user protection against
discovery and misuse of identity by other users.

Figure 55 shows the decomposition of this class, it’s families and components. Elements are not shown
in the figure.

Annex [ provides explanatory information for this class and should be consulted when using the
compoTents demtiffed T this tlass.

FPR: Privacy

— FPR_ANO: Anonymity {1

_| FPR_PSE: Pseudonymity }—.<[[

1
1
| FPR_UNL: Unlinkability H{1]

=]
=1 =] =]

]

— FPR_UNO: Unobservability

Figure 55 —FPR: Privacy class decomposition

14.2| Anonymity (FPR_ANO)

14.2.1 Family behaviour:

This family ensures‘that a user can use a resource or service without disclosing the user's identity.
The nequirementsfor anonymity provide protection of the user identity. Anonymity is nof intended to
protect the subjectidentity.

14.2.2 Components leveling and description

Figune 56 shows the component leveling for this family

| FPR_ANO: Anonymity

Figure 56 — FPR_ANO: Component leveling

FPR_ANO.1 Anonymity, requires that other users or subjects are unable to determine the identity of a
user bound to a subject or operation.

FPR_ANO.2 Anonymity without soliciting information enhances the requirements of FPR_ANO.1
Anonymity by ensuring that the TSF does not ask for the user identity.

© ISO/IEC 2022 - All rights reserved 91


https://iecnorm.com/api/?name=779666477d3d345403a7dab1be09baa3

ISO/IEC 15408-2:2022(E)

14.2.3 Management of FPR_ANO.1, FPR_ANO.2
The following actions can be considered for the management functions in FMT:

a) there are no management activities foreseen.

14.2.4 Audit of FPR_ANO.1, FPR_ANO.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: The invocation of the anonymity mechanism

14.2.5 FPR[ANO.1 Anonymity

Component|relationships

Hierarchical|to: No other components.
Dependencigs: No dependencies.
FPR_ANO.141

The TSF shall ensure that [assignment: set of users and/or subjects] are unable to determinie the
real user ngme bound to [assignment: list of subjects and/or operations and/or objects].

14.2.6 FPR[ANO.2 Anonymity without soliciting information

Component|relationships

Hierarchical|to: FPR_ANO.1 Anonymijty
Dependencigs: No dependencies.
FPR_ANO.2{1

The TSF shdll ensure that [assignment: set of users and/or subjects] are unable to determine the¢ real
user name bpund to [assignment; list of subjects and/or operations and/or objects].

FPR_ANO.2/)2

The TSF shall provide. [assignment: list of services] to [assignment: list of subjects] without
soliciting any reference to the real user name.

14.3 Pseudonymity (FPR_PSE)

14.3.1 Family behaviour

This family ensures that a user may use a resource or service without disclosing its user identity but
can still be accountable for that use.

14.3.2 Components leveling and description

Figure 57 shows the component leveling for this family.
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FPR_PSE: Pseudonymity

Figure 57 — FPR_PSE: Component leveling
FPR_PSE.1 Pseudonymity requires that a set of users and/or subjects are unable to determine the
identity of a user bound to a subject or operation, but that this user is still accountable for its actions.

FPR_PSE.2 Reversible pseudonymity, requires the TSF to provide a capability to determine the original
user [dentity based on a provided atias.

FPR_PSE.3 Alias pseudonymity, requires the TSF to follow certain construction rules forthie alias to the
user {dentity.

14.3.3 Management of FPR_PSE.1, FPR_PSE.2, FPR_PSE.3
The fpllowing actions can be considered for the management functions.in FMT:

a) there are no management activities foreseen.

14.3.4 Audit of FPR_PSE.1, FPR_PSE.2, FPR_PSE.3

The fpllowing actions should be auditable if FAU_GEN SeCurity audit data generation is in¢luded in the
PP, PP-Module, functional package or ST:

a) rhinimal: The subject/user that requested resolution of the user identity should be audited.

14.3.5 FPR_PSE.1 Pseudonymity

Component relationships

Hiergrchical to: No othier components.
Depehdencies: No'dependencies.
FPR_PSE.1.1

The TSF shall ensure that [assignment: set of users and/or subjects] are unable to defermine the
real iser name bound to [assignment: list of subjects and/or operations and/or objects].

FPR_PSE.1.2

The TSF shall be able to provide [assignment: number of aliases] aliases of the real user name to
[assigniment: list of subjects]. r

FPR_PSE.1.3

The TSF shall [selection, choose one of: determine an alias for a user, accept the alias from the
user] and verify that it conforms to the [assignment: alias metric].

14.3.6 FPR_PSE.2 Reversible pseudonymity

Component relationships

Hierarchical to: FPR_PSE.1 Pseudonymity

Dependencies: FIA_UID.1 Timing of identification
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FPR_PSE.2.1

The TSF shall ensure that [assignment: set of users and/or subjects| are unable to determine the real
user name bound to [assignment: list of subjects and/or operations and/or objects].

FPR_PSE.2.2

The TSF shall be able to provide [assignment: number of aliases] aliases of the real user name to
[assignment: list of subjects].

FPR_PSE.2.3

The TSF shaftfsetectiom, choose omeof determime amatias for o user;, uccept the atias fronT theusen| and
verify that if conforms to the [assignment: alias metric].

FPR_PSE.2.4

The TSF shiall provide [selection: an authorized user, [assignment: list of trusted subjecis]] a
capability tp determine the user identity based on the provided alias only under the follgwing
[assignment: list of conditions].

14.3.7 FPR|PSE.3 Alias pseudonymity

Component|relationships

Hierarchical|to: FPR_PSE.1 Pseudonymity
Dependencigs: No dependencies.
FPR_PSE.3.1

The TSF shalll ensure that [assignment: set of userssand/or subjects| are unable to determine th¢ real
user name bpund to [assignment: list of subjects and/or operations and/or objects].

FPR_PSE.3.2

The TSF shall be able to provide [assigiiment: number of aliases] aliases of the real user naine to
[assignment} list of subjects].

FPR_PSE.3.3

The TSF shall [selection, chooSe one of: determine an alias for a user, accept the alias from the usetf] and
verify that if conforms te.the [assignment: alias metric].

FPR_PSE.3.4

The TSF sh3ll provide an alias to the real user name which shall be identical to an alias proyided
previously undér the following [assignment: list of conditions] otherwise the alias provided|shall
be unrelated to previously provided aliases.

14.4 Unlinkability (FPR_UNL)

14.4.1 Family behaviour

This family ensures that selected entities can be linked together without external entities being able to
back trace these links.

14.4.2 Components leveling and description

Figure 58 shows the component leveling for this family.
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FPR_UNL: Unlinkability

Figure 58 — FPR_UNL: Component leveling

FPR_UNL.1 Unlinkability of operations requires that users and/or subjects are unable to determine
whether the same user caused certain specific operations in the system, or whether operations are
related in some other manner. This component ensures that users cannot link different operations in
the system and thereby obtain information.

14-_4-_3_Managnmpnf of FPR UNL 1

The fpllowing actions can be considered for the management functions in FMT:

a t

14.4.

The fpllowing actions should be auditable if FAU_GEN Security audit data generation is in
PP, PP-Module, functional package or ST:

a) rminimal: The invocation of the unlinkability mechanism.

14.4.

Com

Hiergrchical to: No other components:
Depepdencies: No dependencies:

FPR_UNL.1.1

he management of the unlinkability function.

4 Audit of FPR_UNL.1

5 FPR_UNL.1 Unlinkability of operations

onent relationships

luded in the

The TSF shall ensure that [assignmient: set of entities and/or operations] are unable t¢ determine

whether [assignment: list of entities and/or operations] [selection: were caused by th
are related as follows [assignment: list of relations]].

NOT
SFR i
trans

14.5

14.5.

P same user,

This SFR does«not only stipulate at the individual set of operations performed by one entity. This

tends to look at & chain of interlinked operations by multiple entities. This chain can be s
hction.

Unobsetrvability (FPR_UNO)

1 /Family behaviour

hbsumed as a

This family ensures that a user can use a resource or service without others, especially third parties,
being able to observe that the resource or service is being used.

14.5.

2 Components leveling and description

Figure 59 shows the component leveling for this family.
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FPR_UNO: Unobservability

Figure 59 — FPR_UNO: Component leveling

FPR_UNO.1 Unobservability, requires that users and/or subjects cannot determine whether an
operation is being performed.

FPR_UNO.2 |Allocation of information impacting unobservability, requires that the TSF)pfpvide
specific medhanisms to avoid the concentration of privacy related information within thePOE|Such
concentratigns can impact unobservability if a security compromise occurs.

FPR_UNO.3 Unobservability without soliciting information, requires that the TSF deés)not try to gbtain
privacy related information that can be used to compromise unobservability.

FPR_UNO.4 Authorized user observability, requires the TSF to provide one 6r)more authorized jusers
with a capalility to observe the usage of resources and/or services.

14.5.3 Manlagement of FPR_UNO.1, FPR_UNO.2
The followinjg actions can be considered for the management funetions in FMT:

a) the manpgement of the behaviour of the unobservability€unction.

14.5.4 Manlagement of FPR_UNO.3
The followinjg actions can be considered for the management functions in FMT:

a) there arp no management activities foreseen.

14.5.5 Manlagement of FPR_UNO.4
The followinjg actions can be considered for the management functions in FMT:

a) thelist qf authorized usersthat are capable of determining the occurrence of operations.

14.5.6 Audjt of FPR_UNQO:1, FPR_UNO.2

The following actions-should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, func¢tional package or ST:

a) minimal-The invocation of the nhr\hcnrv:\hi]ify mechanism

14.5.7 Audit of FPR_UNO.3

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) there are no auditable events foreseen.

14.5.8 Audit of FPR_UNO.4

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: The observation of the use of a resource or service by a user or subject.
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14.5.9 FPR_UNO.1 Unobservability

Component relationships

Hierarchical to: No other components.
Dependencies: No dependencies.
FPR_UNO.1.1

The TSF shall ensure that [a531gnment list of users and/or sub]ects] are unable to observe the
: i ment: list of

protécted users and/or sub]ects]

14.5.10FPR_UNO.2 Allocation of information impacting unobservability

Component relationships

Hiergrchical to: FPR_UNO.1 Unobservability
Depehdencies: No dependencies.
FPR_UNO.2.1

The TSF shall ensure that [assignment: list of users and/or, stibjects] are unable to observe the operation
[assignment: list of operations] on [assignment: list of objécts] by [assignment: list of protected users and/
or subjects].

FPR_UNO.2.2

The [['SF shall allocate the [assignment: sinobservability related information] among different
parts of the TOE such that the following\conditions hold during the lifetime of the ihformation:
[assignment: list of conditions].

14.5.11FPR_UNO.3 Unobservabhility without soliciting information

Component relationships

Hiergrchical to: No other components.
Depepdencies: FPR_UNO.1 Unobservability
FPR_{UNO.3.1

The [ISFcshall provide [assignment: list of services] to [assignment: list of subjeqts] without
soliciting any reference to [assignment: privacy related information].

14.5.12FPR_UNO.4 Authorized user observability

Component relationships

Hierarchical to: No other components.
Dependencies: No dependencies.
FPR_UNO.4.1

The TSF shall provide [assignment: set of authorized users] with the capability to observe the
usage of [assignment: list of resources and/or services].
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15 Class FPT: Protection of the TSF

15.1 Class description

This class contains families of functional requirements that relate to the integrity and management of
the mechanisms that constitute the TSF and to the integrity of TSF data. Although families in this class
appear to duplicate components in the FDP: User data protection class, and they can be implemented
using the same mechanisms. However, FDP: User data protection focuses on user data protection, while
FPT: Protection of the TSF focuses on TSF data protection. In fact, Components from the FPT: Protection
of the TSF class are necessary to provide requirements that the SFPs in the TOE cannot be tampered
with or bypassed.

From the polnt of view of this class, regarding to the TSF there are three significant elements:
a) the TSF's implementation, which executes and implements the mechanisms that enferce’the §FRs;
b) the TSF's data, which are the administrative databases that guide the enforcement-of the SFR§;

c) the extefnal entities that the TSF may interact with in order to enforce the SERs.
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— FPT_EMS: TOE emanation
— FPT_FLS: Fail secure
— FPT_INI: TSF initialization
—I FPT_ITA: Availability of exported TSF data
—l FPT_ITC: Confidentiality of exported data
—l FPT_ITI: Integrity of exported TSF data
—l FPT_ITT: Internal TOE TSF data transfer
-1 FPT_PHP: TSF physical protection B
—l FPT_RCV: Trusted recovery
— FPT_RPL: Replay detection
—l FPT_SSP: State synchrony protocol
—| FPT_STM: Time stamps
] FPT_TDC: Inter-TSF TSF data consistency
— FPT_TEE: Testing of external entities |—
FPT_TRC: Internal TOE TSF data replication .
consistency

- FPT_TST: TSF self-test

Figure 60-shows the decomposition of this class, it’s families and components. Elements a1

in the figure.

e not shown

Annex ] provides explanatory information for this class and should be consulted when using the
components identified in this class.
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FPT: Protection of the TSF

FPT_EMS: TOE emanation

FPT_FLS: Fail secure
FPT_INI: TSF initialization
FPT_ITA: Availability of exported TSF data

FPT_ITC: Confidentiality of exported data

FPT_ITI: Integrity of exported TSF data

FPT_ITT: Internal TOE TSF data transfer

FPT_PHP: TSF physical protection

FPT_RCV: Trusted recovery

FPT_RPL: Replay detection

FPT_SSP: State synchrony protocol . .

]

& @
FPT_STM<Time stamps

@

FPT_TDC: Inter-TSF TSF data consistency

R N e A W A

FPT_-TEE: Testing of external entities

FPT_TRC: Internal TOE TSF data replication
consistency

s

FPT_TST: TSF self-test

Figure 60 — FPT: Protection of the TSF class decomposition

15.2 TOE emanation (FPT_EMS)

15.2.1 Family behaviour

The family FPT_EMS (TOE Emanation) of the class FPT (Protection of the TSF) describes the IT SFRs of
the TOE related to leakage of information based on emanation.

If the TOE must prevent attacks against the TOE and secret data processed by the TOE where the attack
is based on external observable phenomena of the TOE during its operation, different types of emissions
and interfaces of the TOE as well as different types of TSF data and user data can be addressed.

EXAMPLE
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Examples of such attacks against the TOE and its processed secret data are simple power analysis (SPA),
differential power analysis (DPA), simple electromagnetic analysis (SEMA), differential electromagnetic analysis
(DEMA), timing attacks, padding oracle attacks, cache miss attacks.

This family describes the functional requirements for the limitation of intelligible emanations which
are not directly addressed by any other component of this document.

15.2.2 Components leveling and description

Figure 61 shows the component leveling for this family.

[ FPT_EMS: TOE emanation ==E1

Figure 61 — FPT_EMS: Component leveling

This family consists of one component, FPT_EMS.1 Emanation of TSF and Hser data, which defines
requirements for the TOE to mitigate intelligible emanations.

15.2.3 Management of FPT_EMS.1
The fpllowing actions can be considered for the management functions in FMT:

a) there are no management activities foreseen.

15.2.4 Audit of FPT_EMS.1

The fpllowing actions should be auditable if FAU,_ GEN Security audit data generation is in¢luded in the
PP, PP-Module, functional package or ST:

a) there are no auditable events foreseen.

15.2.5 FPT_EMS.1 Emanation of TSF-and User data

Component relationships

Hiergrchical to: No other components.
Depepdencies: No dependencies.
FPT_EMS.1.1

The TSF shall ensure that the TOE does not emit emissions over its attack surface in such amount
that these'emissions enable access to TSF data and user data as specified in Table 1:

Table1 — FPT EMS.11 Table

ID Emissions attack surface TSF data User data
1 [assignment: list of types of [assignment: [assignment: [assignment:
emissions] list of types of list of types of list of types of
attack surface] TSF data] user data]

15.3 Fail secure (FPT_FLS)

15.3.1 Family behaviour

The requirements of this family ensure that the TOE will always enforce its SFRs in the event of
identified categories of failures in the TSF.
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15.3.2 Components leveling and description

Figure 62 shows the component leveling for this family.

[ FPT_FLS: Fail secure

Figure 62 — FPT_FLS: Component leveling

This family consists of only one component, FPT_FLS.1 Failure with preservation of secure state, which
requires that the TSF preserve a secure state in the face of the identified failures.

15.3.3 Marlagement of FPT_FLS.1
The followinjg actions can be considered for the management functions in FMT:

a) there arp no management activities foreseen.

15.3.4 Audjt of FPT_FLS.1

The following actions should be auditable if FAU_GEN Security audit data.géneration is included in the
PP, PP-Module, functional package or /ST:

a) basic: Fdilure of the TSF.

15.3.5 FPT|[FLS.1 Failure with preservation of secure staté

Component|relationships

Hierarchical|to: No other components.
Dependencigs: No dependencies:
FPT_FLS.1.1

The TSF shall preserve a secure state' when the following types of failures occur: [assignipent:
list of types pof failures in the TSF].

15.4 TSF initialization (FPT_INI)

15.4.1 Famfily behaviour

This family |describes’ the functional requirements for the initialization of the TSF by a dedicated
function of the TOEthat ensures the initialization in a correct and secure operational state.

15.4.2 Components leveling and description

Figure 63 shows the component leveling for this family.

| FPT_INI: TSF initialization

Figure 63 — FPT_INI: Component leveling

This family consists of only one component, Component FPT_INI.1. This component requires the TOE
to provide a TSF initialization function that brings the TSF into a secure operational state at power-on.
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15.4.3 Management of FPT_INI.1
The following actions can be considered for the management functions in FMT:

a) there are no management activities foreseen.

15.4.4 Audit of FPT_INIL.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) there are no auditable events foreseen

15.4.5 FPT_INI.1 TSF initialization

Component relationships

Hiergrchical to: No other components.
Depepdencies: No dependencies.
FPT_INI.1.1

The [TOE shall provide an initialization function which:is self-protected for infegrity and
authenticity.

FPT_[NI.1.2

The TOE initialization function shall ensure that certain properties hold on certajn elements
immediately before establishing the TSF in a,;secure initial state, as specified in Table 2:

Table'2 — FPT_INI.1.2 Table

ID Properties Elements
1 [assignment: property, for.instance [assignment: list of TSF/user
authenticity, integrity, correct version] firmware, software or data]
FPT_INI.1.3

The |TOE initialization function shall detect and respond to errors and failyres during
initiglization such that the TOE [selection: is halted, successfully completes initialjzation with
[selegtion: reduced functionality, signaling error state, [assignment: list of actions]].

FPT_INL1.4

The ializationfunetion-shall-enly-interactwith-the infassignmen ~defined methods]
during initialization.

15.5 Availability of exported TSF data (FPT_ITA)

15.5.1 Family behaviour

This family defines the rules for the prevention of loss of availability of TSF data moving between the
TSF and another trusted IT product.

15.5.2 Components leveling and description

Figure 64 shows the component leveling for this family.
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| FPT_ITA: Availability of exported TSF data

Figure 64 — FPT_ITA: Component leveling

This family consists of only one component, FPT_ITA.1 Inter-TSF availability within a defined
availability metric. This component requires that the TSF ensure, to an identified degree of probability,
the availability of TSF data provided to another trusted IT product.

15.5.3 Management of FPT_ITA.1

The followidg actions can be considered for the management functions in FMT:

a) management of the list of types of TSF data that be available to another trusted IT produet.

15.5.4 Audjt of FPT_ITA.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: The absence of TSF data when required by a TOE.

15.5.5 FPT/[ITA.1 Inter-TSF availability within a defined availability metric

Component|relationships

Hierarchical|to: No other components.
Dependencigs: No dependencies.
FPT_ITA.1.1

The TSF shall ensure the availability of [assignment: list of types of TSF data] provided to
another trusted IT product within [assigiiment: a defined availability metric] given the following
conditions Jassignment: conditions ta ensure availability].

15.6 Configlentiality of exported TSF data (FPT_ITC)

15.6.1 Famiily behaviour

This family |defines the-rules for the protection from unauthorized disclosure of TSF data during
transmission between/the TSF and another trusted IT product.

15.6.2 Coniponents leveling and description

Figure 65 shows the component leveling for this family.

| FPT_ITC: Confidentiality of exported data

Figure 65 — FPT_ITC: Component leveling

This family consists of only one component, FPT_ITC.1 Inter-TSF confidentiality during transmission,
which requires that the TSF ensure that data transmitted between the TSF and another trusted IT
product is protected from disclosure while in transit.
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15.6.3 Management of FPT_ITC.1
The following actions can be considered for the management functions in FMT:

a) there are no management activities foreseen.

15.6.4 Audit of FPT_ITC.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) there are no auditable events foreseen

15.6.5 FPT_ITC.1 Inter-TSF confidentiality during transmission

Component relationships

Hiergrchical to: No other components.
Depepdencies: No dependencies.
FPT_[TC.1.1

The TSF shall protect all TSF data transmitted from the TSF'to another trusted IT product from
unauthorized disclosure during transmission.

15.7|Integrity of exported TSF data (FPT_ITI)

15.7.1 Family behaviour

This family defines the rules for the protection, from unauthorized modification, of TSF|data during
trangmission between the TSF and anothiér trusted IT product.

15.7.2 Components leveling and description

Figure 66 shows the componéntleveling for this family.

| FPT_ITI: Integrity of exported TSF data

Figure 66 — FPT_ITI: Component leveling

FPT_ITI.1 Inter-TSF detection of modification, provides the ability to detect modificatior] of TSF data
during transmission between the TSF and another trusted IT product, under the assymption that
anotherdrusted IT product is cognizant of the mechanism used.

FPT_ITI.2 Inter-TSF detection and correction of modification, provides the ability for another trusted
IT product not only to detect modification, but to correct modified TSF data under the assumption that
another trusted IT product is cognizant of the mechanism used.

15.7.3 Management of FPT_ITI.1
The following actions can be considered for the management functions in FMT:

a) there are no management activities foreseen.
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15.7.4 Management of FPT_ITIL.2
The following actions can be considered for the management functions in FMT:
a) management of the types of TSF data that the TSF tries to correct if modified in transit;

b) management of the types of action that the TSF takes if TSF data is modified in transit.

15.7.5 Audit of FPT_ITI.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: the detection of modification of transmitted TSF data;

b) basic: the action taken upon detection of modification of transmitted TSF data.

15.7.6 Audjt of FPT_ITL.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: the detection of modification of transmitted TSF data;
b) basic: t:]e action taken upon detection of modification of transmiitted TSF data;

c) basic: the use of the correction mechanism.

15.7.7 FPTLITI.1 Inter-TSF detection of modification

Component|relationships

Hierarchicallto: No other compongfits.
Dependencigs: No dependenties.
FPT_ITL.1.1

The TSF shall provide the capability to detect modification of all TSF data during transmifsion
between the TSF and another trusted IT product within the following metric: [assignment: a
defined modification metric}].

FPT_ITL.1.2

The TSF shall previde the capability to verify the integrity of all TSF data transmitted between
the TSF and another trusted IT product and perform [assignment: action to be takén] if
modifications are detected.

15.7.8 FPT_ITIL.2 Inter-TSF detection and correction of modification

Component relationships

Hierarchical to: FPT_ITI.1 Inter-TSF detection of modification
Dependencies: No dependencies.
FPT_ITI.2.1

The TSF shall provide the capability to detect modification of all TSF data during transmission between
the TSF and another trusted IT product within the following metric: [assignment: a defined modification
metric].
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FPT_ITL.2.2

The TSF shall provide the capability to verify the integrity of all TSF data transmitted between the
TSF and another trusted IT product and perform [assignment: action to be taken] if modifications are
detected.

FPT_ITL.2.3

The TSF shall provide the capability to correct [assignment: type of modification] of all TSF data
transmitted between the TSF and another trusted IT product.

15 8 Internal TOE-TSE datatransfar (EPT ITT)
Ot SRSy

T IO T O Tor ootortor

15.8.1 Family behaviour

This family provides requirements that address protection of TSF data when itis transferfed between
sepatfate parts of a TOE across an internal channel.

15.8.2 Components leveling and description

Figune 67 shows the component leveling for this family.

| FPT_ITT: Internal TOE TSF data transfer

Figure 67 — FPT_ITT: Component leveling
FPT_ITT.1 Basic internal TSF data transfer(protection, requires that TSF data be profected when
trangmitted between separate parts of the TOE.

FPT_|TT.2 TSF data transfer separation, requires that the TSF separate user data from TSH data during
trangmission.

FPT_]TT.3 TSF data integrity.mionitoring, requires that the TSF data transmitted betw¢en separate
partdg of the TOE is monitored for identified integrity errors.

15.8.3 Managementof FPT_ITT.1
The fpllowing actigns can be considered for the management functions in FMT:
a) rhanagentent of the types of modification against which the TSF should protect;

b) mandgement of the mechanism used to provide the protection of the data in tragsit between
ifférent parts of the TSF.

o

15.8.4 Management of FPT_ITT.2
The following actions can be considered for the management functions in FMT:
a) management of the types of modification against which the TSF should protect;

b) management of the mechanism used to provide the protection of the data in transit between
different parts of the TSF;

c) management of the separation mechanism.
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15.8.5 Management of FPT_ITT.3
The following actions can be considered for the management functions in FMT:
a) management of the types of modification against which the TSF should protect;

b) management of the mechanism used to provide the protection of the data in transit between
different parts of the TSF;

c¢) management of the types of modification of TSF data the TSF should try to detect;

d) management of the actions that will be taken.

15.8.6 Audjt of FPT_ITT.1, FPT_ITT.2

The following actions should be auditable if FAU_GEN Security audit data generation is incldded in the
PP, PP-Module, functional package or ST:

a) there arf no auditable events foreseen.

15.8.7 Audjt of FPT_ITT.3

The following actions should be auditable if FAU_GEN Security audit data’generation is included jn the
PP, PP-Module, functional package or ST:

a) minimal: the detection of modification of TSF data;

b) basic: the action taken following detection of an integrity error.

15.8.8 FPT|ITT.1 Basic internal TSF data transfer protection

Component|relationships

Hierarchical|to: No other components.
Dependencigs: No dependencies.
FPT_ITT.1.1

The TSF shall protect TSF data from [selection: disclosure, modification] when it is transmitted
between separate parts of the TOE.

15.8.9 FPT|ITT.2 TSEdata transfer separation

Component|relatienships

Hierarchicale* FRPT 1 1 Baste-internal FSE-datatransferproteetion
Dependencies: No dependencies.
FPT_ITT.2.1

The TSF shall protect TSF data from [selection: disclosure, modification] when it is transmitted between
separate parts of the TOE.

FPT_ITT.2.2

The TSF shall separate user data from TSF data when such data is transmitted between separate
parts of the TOE.
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10FPT_ITT.3 TSF data integrity monitoring

Component relationships

Hierarchical to: No other components.
Dependencies: FPT_ITT.1 Basic internal TSF data transfer protection
FPT_ITT.3.1

The TSF shall be able to detect [selection: modification of data, substitution of data, re-ordering

of data, deletion of data, [assignment: other integrity errors]] for TSF data transmitted between

sepa
FPT_

Upon

Fate parts of the TOE.
[TT.3.2

specify the action to be taken].

15.9

15.9.

TSF |
and t
TSF.

Ther
and i
and
is en
envir
regar

15.9.

Figun

TSF physical protection (FPT_PHP)

1 Family behaviour

equirements of components in this family ensute that the TSF is protected from physic
sed in such a manner that physical tampering is detectable, or resistance to physic

onments where physical damage. cannot be prevented. This family also provides r
ding how the TSF shall respond te\physical tampering attempts.

2 Components leveling and-description

e 68 shows the component leveling for this family.

| FPT_PHP: TSF physical protection

Figure 68 — FPT_PHP: Component leveling

FPT_

PHP/1 Passive detection of physical attack, provides for features that indicate when

detection of a data integrity error, the TSF shall take the following)actions: [assignment:

hysical protection components refer to restrictions orxuhauthorized physical accesfs to the TSF,
p the deterrence of, and resistance to, unauthorized, physical modification, or substifution of the

al tampering

hterference. Satisfying the requirements of‘these components results in the TSF being packaged

il tampering

forced. Without these components, the protection functions of a TSF lose their effgctiveness in

pquirements

h TSF device

or TSF element is subject to tampering. However, notification of tampering is not automatic; an
authorized user invokes a security administrative function or perform manual inspection to determine
if tampering has occurred.

FPT_PHP.2 Notification of physical attack, provides for automatic notification of tampering for an
identified subset of physical penetrations.

FPT_PHP.3 Resistance to physical attack, provides for features that prevent or resist physical tampering
with TSF devices and TSF elements.

© ISO/IEC 2022 - All rights reserved

109


https://iecnorm.com/api/?name=779666477d3d345403a7dab1be09baa3

ISO/IEC 15408-2:2022(E)

15.9.3 Management of FPT_PHP.1
The following actions can be considered for the management functions in FMT:

a) management of the user or role that determines whether physical tampering has occurred.

15.9.4 Management of FPT_PHP.2
The following actions can be considered for the management functions in FMT:

a) management of the user or role that gets informed about intrusions;

b) management of the list of devices that should inform the indicated user or role about the ingrysion.

15.9.5 Marlagement of FPT_PHP.3
The followinjg actions can be considered for the management functions in FMT:

a) management of the automatic responses to physical tampering.

15.9.6 Audjt of FPT_PHP.1

The following actions should be auditable if FAU_GEN Security audit data’generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: If detection by IT means, detection of intrusion.

15.9.7 Audjt of FPT_PHP.2

The following actions should be auditable if FAU_GEN@ecurity audit data generation is included jn the
PP, PP-Module, functional package or ST:

a) minimal: Detection of intrusion.

15.9.8 Audjt of FPT_PHP.3

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) there arp no auditable events foreseen.

15.9.9 FPT|PHP.1 Passive detection of physical attack

Component|relatienships

Hierarchical|to: No other components.
Dependencies: No dependencies.
FPT_PHP.1.1

The TSF shall provide unambiguous detection of physical tampering that can compromise the
TSF.

FPT_PHP.1.2

The TSF shall provide the capability to determine whether physical tampering with the TSF's
devices or TSF's elements has occurred.
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15.9.10FPT_PHP.2 Notification of physical attack

Component relationships

Hierarchical to: FPT_PHP.1 Passive detection of physical attack
Dependencies: FMT_LIM.1 Limited capabilities
FPT_PHP.2.1

The TSF shall provide unambiguous detection of physical tampering that can compromise the TSF.

FPT_PHP.2.2

The TSF shall provide the capability to determine whether physical tampering with\the TSF's devices
or TSF's elements has occurred.

FPT_PHP.2.3

For [assignment: list of TSF devices/elements for which active detection is requirdad], the TSF
shalllmonitor the devices and elements and notify [assignment: d designated user or role] when
physjcal tampering with the TSF's devices or TSF's elements has©ccurred.

15.9.11FPT_PHP.3 Resistance to physical attack

Component relationships

Hiergrchical to: No other components,
Depepdencies: No dependencies.
FPT_PHP.3.1

The TSF shall resist [assignment: physical tampering scenarios] to the [assignment: list of TSF
devides/elements] by responding atitomatically such that the SFRs are always enforced.

15.1P Trusted recovery (FRT_RCV)

15.1(.1Family behaviour

The rlequirements,of-this family ensure that the TSF can determine that the TOE is startefl up without
protgction compromise and can recover without protection compromise after discpntinuity of
operdtions. This-family is important because the start-up state of the TSF determines the protection of
subsequentstates.

15.1(0.2Components leveling and description

Figure 69 shows the component leveling for this family.

| FPT_RCV: Trusted recovery

Figure 69 — FPT_RCV: Component leveling

FPT_RCV.1 Manual recovery, allows a TOE to only provide mechanisms that involve human intervention
to return to a secure state.
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FPT_RCV.2 Automated recovery, provides, for at least one type of service discontinuity, recovery to a
secure state without human intervention; recovery for other discontinuities that can require human

intervention

FPT_RCV.3 Automated recovery without undue loss, also provides for automated recovery, but

strengthens

the requirements by disallowing undue loss of protected objects.

FPT_RCV.4 Function recovery, provides for recovery at the level of particular functions, ensuring either
successful completion or rollback of TSF data to a secure state.

15.10.3Management of FPT_RCV.1

The followirlg actions can be considered for the management functions in FMT:

a) manage

15.10.4Man

ment of who can access the restore capability within the maintenance mode.

agement of FPT_RCV.2, FPT_RCV.3

The followinjg actions can be considered for the management functions in FMT:

a) manage

b) manage

ment of who can access the restore capability within the mainténance mode;

ment of the list of failures/service discontinuities that_ will be handled throug

automatlic procedures.

15.10.5Man

agement of FPT_RCV.4

The followinjg actions can be considered for the management functions in FMT:

a) therear

15.10.6 Aud

The followin
PP, PP-Modu

a) Minimal
b) Minimal
c) Basic: ty
15.10.7 Aud

The followin
PP, PP-Modu

E no management activities foreseen.

it of FPT_RCV.1, FPT_RCV.2, FPT_RCV.3

g actions should be auditable if FAU_GEN Security audit data generation is included
e, functional package or ST:

: the fact that a failure dr service discontinuity occurred;
: resumption of thexregular operation;

pe of failure orlservice discontinuity.

it of FPT-RCV.4

g acfigns should be auditable if FAU_GEN Security audit data generation is included

e, functional package or ST:

h the

n the

n the

a) minimal: If possible, the impossibility to return to a secure state after a failure of the TSF;

b) basic: If

possible, the detection of a failure of a function.

15.10.8FPT_RCV.1 Manual recovery

Component relationships

Hierarchical to: No other components.

Dependencies: AGD_OPE.1 Operational user guidance

FPT_RCV.1.1
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After [assignment: list of failures/service discontinuities] the TSF shall enter a maintenance mode

where the ability to return to a secure state is provided.

15.10.9FPT_RCV.2 Automated recovery

Component relationships

Hierarchical to: FPT_RCV.1 Manual recovery

Dependencies: AGD_OPE.1 Operational user guidance

FPT_REV:2%

When automated recovery from [assignment: list of failures/service discontinuities|\Nis 1y
the TPF shall enter a maintenance mode where the ability to return to a secure state fis pro

FPT_RCV.2.2

For [pssignment: list of failures/service discontinuities], the TSF shallCensure the r¢
TOE fo a secure state using automated procedures.

15.10.10 FPT_RCV.3 Automated recovery without unduedoss
Component relationships

Hiergrchical to: FPT_RCV.2 Automated recovery

Depehdencies: AGD_OPE.1 Operationaluser guidance
FPT_RCV.3.1

When automated recovery from [assignment: list of failures/service discontinuities] is not

ot possible,
vided.

rturn of the

possible, the
d.

the TOE to a

hall ensure
1] for loss of

The TSF
being recovered.

15.10.11 FPT_RCV.4 Function recovery

Component relationships

Hierarchical to: No other components.
Dependencies: No dependencies.
FPT_RCV.4.1
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The TSF shall ensure that [assignment: list of functions and failure scenarios] have the property
that the function either completes successfully, or for the indicated failure scenarios, recovers
to a consistent and secure state.

15.11 Replay detection (FPT_RPL)

15.11.1Family behaviour

This family addresses detection of replay for various types of entities and subsequent actions to correct.
In the case where replay may be detected, this effectively prevents it.

15.11.2Coniponents leveling and description

Figure 70 shpws the component leveling for this family.

| FPT_RPL: Replay detection

Figure 70 — FPT_RPL: Component leveling

The family donsists of only one component, FPT_RPL.1 Replay detectiofn,ywhich requires that thg TSF
shall be able|to detect the replay of identified entities.

15.11.3Manfagement of FPT_RPL.1
The followinjg actions can be considered for the managementdunctions in FMT:
a) management of the list of identified entities for whichTeplay is detected;

b) management of the list of actions that need to be-taken in case of replay.

15.11.4 Audjt of FPT_RPL.1

The following actions should be auditablé-if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or-ST:

a) basic: Detected replay attacks;

b) detailed} Action to be taken based on the specific actions.

15.11.5FPT[RPL.1 Replay detection

Component|relationships

Hierarchicallta: No other components
Dependencies: No dependencies.
FPT_RPL.1.1

The TSF shall detect replay for the following entities: [assignment: list of identified entities].
FPT_RPL.1.2

The TSF shall perform [assignment: list of specific actions] when replay is detected.
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15.12 State synchrony protocol (FPT_SSP)

15.12.1Family behaviour

Distributed TOEs can give rise to greater complexity than monolithic TOEs through the potential for
differences in state between parts of the TOE, and through delays in communication. In most cases
synchronization of state between distributed functions involves an exchange protocol, not a simple
action. When malice exists in the distributed environment of these protocols, more complex defensive
protocols are required.

State synchrony protocol (FPT_SSP) establishes the requirement for certain critical functions of the

TSF t
parts

15.12

Figur

FPT_
recip

FPT_

15.1]
The f

15.17

The f
PP, Pl

a) 1

15.11

0 use this trusted protocol. state synchrony protocol (FPT_SSPJ ensures that twq
of the TOE have synchronized their states after a security-relevant action.

.2Components leveling and description

e 71 shows the component leveling for this family.

| FPT_SSP: State synchrony protocol

Figure 71 — FPT_SSP: ComponentTleveling

5SP.1 Simple trusted acknowledgement, requires only'a simple acknowledgment
ent.

5SP.2 Mutual trusted acknowledgement, requiressmutual acknowledgment of the dat3

P.3Management of FPT_SSP.1, FPT_SSP.2
pllowing actions can be considered fer‘the management functions in FMT:

here are no management activities'foreseen.

.4 Audit of FPT_SSP.1, FPT_SSP.2

pllowing actions should be auditable if FAU_GEN Security audit data generation is in
P-Module, functional-package or ST:

hinimal: Failure-to receive an acknowledgement when expected.

..5FPT_SSP.1 Simple trusted acknowledgement

ComTonent relationships

distributed

by the data

exchange.

rluded in the

Hierarchical to: No other components.
Dependencies: FPT_ITT.1 Basic internal TSF data transfer protection
FPT_SSP.1.1

The TSF shall acknowledge, when requested by another part of the TSF, the receipt of an
unmodified TSF data transmission.

15.12.6 FPT_SSP.2 Mutual trusted acknowledgement

Component relationships
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Hierarchical to: FPT_SSP.1 Simple trusted acknowledgement
Dependencies: FPT_ITT.1 Basic internal TSF data transfer protection
FPT_SSP.2.1

The TSF shall acknowledge, when requested by another part of the TSF, the receipt of an unmodified
TSF data transmission.

FPT_SSP.2.2

The TSF shall ensure that the relevant parts of the TSF know the correct status of transmitted
data among its different parts, using acknowledgements.

15.13 Timp stamps (FPT_STM)

15.13.1Famfily behaviour

This family addresses requirements for a reliable time stamp function within a TOE.

15.13.2Coniponents leveling and description

Figure 72 shpws the component leveling for this family.

| FPT_STM: Time stamps

Figure 72 — FPR_STM: Compeonent leveling

FPT_STM.1 Reliable time stamps, requires that the TSF provide reliable time stamps for TSF functfions.

FPT_STM.2 Time source, requires the description of the time source used in timestamps

15.13.3Manlagement of FPT_STM.1
The followinjg actions can be consideted for the management functions in FMT:

a) management of the time.

15.13.4Manlagement of EPF STM.2
The followinjg actions-can be considered for the management functions in FMT:

a) setting of tinte by user authorized according to security policy.

15.13.5Auditof FPT_STM.T

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: Changes to the time;

b) detailed: Providing a timestamp.

15.13.6Audit of FPT_STM.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: Discontinuous changes to the time;
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b) detailed: Changes to the time source.

15.13.7FPT_STM.1 Reliable time stamps

Component relationships

Hierarchical to: No other components.
Dependencies: No dependencies.
FPT_STM.1.1

The TSF shall be able to provide reliable time stamps.

15.13.8FPT_STM.2 Time source

Com

Hiera

Depe

FPT_

The
time,

15.1

15.14

In a ¢
This
betw

onent relationships

configure another time sourcel]].
4 Inter-TSF TSF data consistency (FPT_TDC)

}.1Family behaviour

family defines the requirements for sharing and consistent interpretation of thes
ben the TSF of the TOE and@different trusted IT product.

|.2 Components leveling and description

e 73 shows the,component leveling for this family.

| FPT_TDC: Inter-TSF TSF data consistency

Figure 73 — FPT_TDC: Component leveling

rchical to: No other components.
hdencies: FPT_STM.1 Reliable time stamps
FMT_SMR.1 Security roles
STM.2.1
TSF shall allow the [assignment: user authorized by security policy] to [assignment: set the

istributed environment, a TOE-may need to exchange TSF data with another trusted IT product.

e attributes

FPT_TDC.1 Inter-TSF basic TSF data consistency, requires that the TSF provide the capability to ensure

consi

stency of attributes between TSFs.

15.14.3Management of FPT_TDC.1

The following actions can be considered for the management functions in FMT:

a) there are no management activities foreseen.
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15.14.4 Audit of FPT_TDC.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: Successful use of TSF data consistency mechanisms;
b) basic: Use of the TSF data consistency mechanisms;
c) basic: Identification of which TSF data have been interpreted;

d) basic: Detection of modified TSF data.

15.14.5FPT[TDC.1 Inter-TSF basic TSF data consistency

Component|relationships

Hierarchical|to: No other components.
Dependencigs: No dependencies.
FPT_TDC.1.1

The TSF sh3ll provide the capability to consistently interpret [assignment: list of TSF data types]
when shared between the TSF and another trusted IT product,

FPT_TDC.1.2

The TSF shall use [assignment: list of interpretation.rules to be applied by the TSF] when
interpreting the TSF data from another trusted IT product.

15.15 Testing of external entities (FPT_TEE)

15.15.1Fan111y behaviour
This family dlefines requirements for the TSF to perform tests on one or more external entities.
This comporjent is not intended to be-applied to human users.

External enfities can includeyapplications running on the TOE, hardware or software rupning
“underneath’ the TOE (e.g. (platforms, operating systems) or applications/boxes connected to th¢ TOE
(e.g. intrusign detection.systems, firewalls, login servers, time servers).

15.15.2 Conlponents-leveling and description

Figure 74 shpwis the component leveling for this family.

I FPT_TEE: Testing of external entities I—

Figure 74 — FPT_TEE: Component leveling

FPT_TEE.1 Testing of external entities, provides for testing of the external entities by the TSF.

15.15.3Management of FPT_TEE.1
The following actions can be considered for the management functions in FMT:

a) management of the conditions under which the testing of external entities occurs, such as during
initial start-up, regular interval, or under specified conditions;
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b) management of the time interval if appropriate.

15.15.4Audit of FPT_TEE.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) basic: Execution of the tests of the external entities and the results of the tests.

15.15.5FPT_TEE.1 Testing of external entities

Componentretationships

Hiergrchical to: No other components.
Depehdencies: No dependencies.
FPT_TEE.1.1

The TSF shall run a suite of tests [selection: during initial start-up, periodically during normal
operdqition, at the request of an authorized user, [assignment: ather conditions]] t¢ check the
fulfillment of [assignment: list of properties of the external entities].

FPT_TEE.1.2

If thd test fails, the TSF shall [assignment: action(s)]-
15.1p Internal TOE TSF data replication consistency (FPT_TRC)

15.16¢.1Family behaviour

The ilequirements of this family are needed to ensure the consistency of TSF data when|such data is
repli¢ated internal to the TOE. Such data can become inconsistent if the internal channel b¢tween parts
of th¢ TOE becomes inoperative. If'the TOE is internally structured as a network and parts of the TOE
netwprk connections are broken; this can occur when parts become disabled.

15.16.2Components leveling and description

Figurne 75 shows the component leveling for this family.

FPT_TRC: Internal TOE TSF data replication .
consistency

Figure 75 — FPT_TRC: Component leveling

This family consists of only one component, FPT_TRC.1 Internal TSF consistency, which requires that
the TSF ensure the consistency of TSF data that is replicated in multiple locations.

15.16.3Management of FPT_TRC.1
The following actions can be considered for the management functions in FMT:

a) there are no management activities foreseen.
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15.16.4Audit of FPT_TRC.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: Restoring consistency upon reconnection;

b) basic: Detected inconsistency between TSF data.

15.16.5FPT_TRC.1 Internal TSF consistency

Component relationships

Hierarchical|to: No other components.

Dependencigs: FPT_ITT.1 Basic internal TSF data transfer protection

FPT_TRC.1.1

The TSF shgll ensure that TSF data is consistent when replicated between parts of the TOE.

FPT_TRC.1.2

When parts
the consiste
[assignmen

15.17 TSF

15.17.1Famlily behaviour

The family d
operation. E
critical part
authorized y
self-testing ¢

The require
(i.e. TSF exe
the TOE's of
because the
unforeseen f
because of nj

15.17.2Com

k: list of functions dependent on TSF data replication consistency].

of the TOE containing replicated TSF data are disconnected, the TSF shall er
ncy of the replicated TSF data upon reconnection before processing any reques

self-test (FPT_TST)

bfines the requirements for the self-testing of the TSF with respect to some expected ca
kamples are interfaces to enforcement functions, and sample arithmetical operatio
5 of the TOE. These tests can beycarried out at start-up, periodically, at the request

ser, or when other conditions are met. The actions to be taken by the TOE as the reg
re defined in other families.

ments of this family, are also needed to detect the corruption of TSF data and TSF
futable code or TSEthardware component) by various failures that do not necessarily
eration (whichrweuld be handled by other families). These checks need to be perfo
ce failures cannot necessarily be prevented. Such failures can occur either becau

alicioug/corruption of the TSF due to inadequate logical and/or physical protection.

ponents leveling and description

Isure
ts for

rrect
ns on
bf the
ult of

itself
r stop
rmed
se of

ailure modes-or associated oversights in the design of hardware, firmware, or softwalre, or

Figure 76 shows the component leveling for this family.

I

FPT_TST: TSF self-test

Figure 76 — FPT_TST: Component leveling

FPT_TST.1 TSF self-testing, provides the ability to test the TSF's correct operation. These tests can be
performed at start-up, periodically, at the request of the authorized user, or when other conditions are
met. It also provides the ability to verify the integrity of TSF data and TSF itself.
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15.17.3Management of FPT_TST.1
The following actions can be considered for the management functions in FMT:

a) management of the conditions under which TSF self-testing occurs, such as during initial start-up,
regular interval, or under specified conditions;

b) management of the time interval if appropriate.

15.17.4Audit of FPT_TST.1

“luded in the
-Module, functional package or ST:

a) minimal: Indication that the TSF self-tests were completed and any failures of thetests.

b) Hasic: Execution of the TSF self-tests and the results of the tests.

15.17.5FPT_TST.1 TSF self-testing

Component relationships

Hiergrchical to: No other components.
Depehdencies: No dependencies.
FPT_IST.1.1

The TSF shall run a suite of the following self-tests [selection: during initial start-up, periodically
during normal operation, at the request of the authorized user, at the conditions [assignment:
condijtions under which self-test should occuir]] to demonstrate the correct operation df [selection:
ignment: parts of TSF], the TSF]: [assignment: list of self-tests run by the TSF].

The TSF shall provide authorizéed users with the capability to verify the integrity of [selection:
[assignment: parts of TSF dataf;’'TSF datal.

FPT_[ST.1.3
The TSF shall provide-authorized users with the capability to verify the integrity of [selection:

[assignment: parts of TSF], TSF].

16 (lass FRU: Resource utilization

16.1[Cldss description

This class provides three families that support the availability of required resources such as
processing capability and/or storage capacity. The family Fault Tolerance provides protection against
unavailability of capabilities caused by failure of the TOE. The family Priority of Service ensures that the
resources will be allocated to the more important or time-critical tasks and cannot be monopolized by
lower priority tasks. The family Resource Allocation provides limits on the use of available resources,
therefore preventing users from monopolizing the resources.

Figure 77 shows the decomposition of this class, it’s families and components. Elements are not shown
in the figure.

Annex K provides explanatory information for this class and should be consulted when using the
components identified in this class.
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FRU: Resource
utilization

16.2 Fault

16.2.1 Fa

FRU_FLT: Fault tolerance

FRU_PRS: Priority of service

1]

FRU _RSA: Resource allocation I—E—@

Figure 77 — FRU: Resource utilization class decomposition

tolerance (FRU_FLT)

n]:y behaviour

The requirements of this family ensure that the TOE will maintain correet operation even in the

of failures.

16.2.2 Com

Figure 78 sh

FRU_FLT.1 [
capabilities

FRU_FLT.2 L
the event of

16.2.3 Man

ponents leveling and description

pws the component leveling for this family.

FRU_FLT: Fault tolerance

Figure 78 — FRU_FLT: Component leveling

n the event of identified failures.

imited fault tolerance, requires the TOE to continue correct operation of all capabilit
dentified failures.

agement of FRU,FLT.1, FRU_FLT.2

The followinjg actions ¢anrbe considered for the management functions in FMT:

there ar

a)

16.2.4 Aud

e no mahagement activities foreseen.

event

egraded fault tolerance, requives the TOE to continue correct operation of idenfified

ies in

tof FRU FLT.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP, PP-Modu

le, functional package or ST:

a) minimal: Any failure detected by the TSF;

b) basic: All TOE capabilities being discontinued due to a failure.

16.2.5 Aud

it of FRU_FLT.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP, PP-Modu

le, functional package or ST:

a) minimal: Any failure detected by the TSF.
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16.2.6 FRU_FLT.1 Degraded fault tolerance

Component relationships

Hierarchical to: No other components.
Dependencies: FPT_FLS.1 Failure with preservation of secure state
FRU_FLT.1.1

The TSF shall ensure the operation of [assignment: list of TOE capabilities] when the following
failures occur: [assignment: list of type of failures].

16.2.7 FRU_FLT.2 Limited fault tolerance

Component relationships

Hiergrchical to: FRU_FLT.1 Degraded fault tolerance
Depehdencies: FPT_FLS.1 Failure with preservation of s€cure state
FRU_FLT.2.1

The TSF shall ensure the operation of all the TOE's capabilities when the following fajlures occur:
[assignment: list of type of failures].

16.3| Priority of service (FRU_PRS)

16.3.1 Family behaviour

The fequirements of this family allow the ISF to control the use of resources under the control of the
TSF Wy users and subjects such that hightpriority activities under the control of the TSF wijill always be
accorpplished without undue interference or delay caused by low priority activities.

16.3.2 Components leveling and description

Figuije 79 shows the component leveling for this family.

| FRU_PRS: Priority of service

Figure 79 — FRU_PRS: Component leveling

FRU_PRS( Limited priority of service, provides priorities for a subject's use of a subset of the resources
undef thercontrol of the TSF.

FRU_PRS.2 Full priority of service, provides priorities for a subject's use of all of the resources under
the control of the TSF.

16.3.3 Management of FRU_PRS.1, FRU_PRS.2
The following actions can be considered for the management functions in FMT:

a) assignment of priorities to each subject in the TSF.
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16.3.4 Audit of FRU_PRS.1, FRU_PRS.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: Rejection of operation based on the use of priority within an allocation;

b) basic: All attempted uses of the allocation function which involves the priority of the service
functions.

16.3.5 FRU_PRS.1 Limited priority of service

Hierarchical|to: No other components.
Dependencigs: No dependencies.
FRU_PRS.1.1

The TSF shgll assign a priority to each subject in the TSF.
FRU_PRS.1.2

The TSF shgll ensure that each access to [assignment: controlled resources] shall be mediat¢d on
the basis of|the subjects assigned priority.

16.3.6 FRU|[PRS.2 Full priority of service

Component|relationships

Hierarchical|to: FRU_PRS.1 Limited priority of service
Dependencigs: No dependencies.
FRU_PRS.2.1

The TSF shall assign a priority to each subject in the TSF.
FRU_PRS.2.

N

The TSF shall ensure that each-access to all shareable resources shall be mediated on the basis pf the
subjects assigned priority.

16.4 Resouyrce allo¢ation (FRU_RSA)

ily, behaviour

v atiow the T O COMtTOI the USe of TeSOUTTes by USers ard such

that denial of service will not occur because of unauthorized monopolization of resources.

16.4.2 Components leveling and description

Figure 80 shows the component leveling for this family.

=
> |

| FRU_RSA: Resource allocation

Figure 80 — FRU_RSA: Component leveling

FRU_RSA.1 Maximum quotas, provides requirements for quota mechanisms that ensure that users and
subjects will not monopolize a controlled resource.
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FRU_RSA.2 Minimum and maximum quotas, provides requirements for quota mechanisms that ensure
that users and subjects will always have at least a minimum of a specified resource and that they will

not be able to monopolize a controlled resource.

16.4.3 Management of FRU_RSA.1

The following actions can be considered for the management functions in FMT:

a) specifying maximum limits for a resource for groups and/or individual users and/or subjects by an

administrator.

16.4.4 Management of FRU_RSA.2
The fpllowing actions can be considered for the management functions in FMT:

a) specifying minimum and maximum limits for a resource for groups and/or-individual
subjects by an administrator.

16.4.5 Audit of FRU_RSA.1, FRU_RSA.2

The fpllowing actions should be auditable if FAU_GEN Security audit'data generation is in
PP, PP-Module, functional package or ST:

a) rhinimal: Rejection of allocation operation due to resource limits.

isers and/or

luded in the

b) Hasic: All attempted uses of the resource allocationmfunctions for resources that are under control

df the TSF.

16.4.6 FRU_RSA.1 Maximum quotas

Component relationships

Hiergrchical to: No other components.
Depepdencies: No dependencies.
FRU_RSA.1.1

The [ISF shall enforee-maximum quotas of the following resources: [assignment:

resoyrces] that [selection: individual user, defined group of users, subjects] can usé¢
simuftaneously, over a specified period of time].

16.4.7 FRU.RSA.2 Minimum and maximum quotas

controlled
» [selection:

ComTonent relationships

Hierarchical to: FRU_RSA.1 Maximum quotas
Dependencies: No dependencies.
FRU_RSA.2.1

The TSF shall enforce maximum quotas of the following resources [assignment: controlled resources]
that [selection: individual user, defined group of users, subjects] can use [selection: simultaneously, over a

specified period of time].
FRU_RSA.2.2
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The TSF shall ensure the provision of minimum quantity of each [assignment: controlled
resource] that is available for [selection: an individual user, defined group of users, subjects] to
use [selection: simultaneously, over a specified period of time].

17 Class FTA: TOE access

17.1 Class description

This family specifies functional requirements for controlling the establishment of a user's session.

Figure 81 shows
in the figure

Annex L pr¢vides explanatory information for this class and should be consulted when usinlg the
components|identified in this class.

FTA: TOE Access

FTA_LSA: Limitation on scope of selectable

- Jl
attributes .

FTA_MCS: Limitation on multiple concurrent ﬂ

sessions
—| FTA_SSL: Session locking and termination B
—| FTA_TAB: TOE access banners
—| FTA_TAH: TOE access history
—| FTA_TSE: TOE session establishment

Figure 81 — FTA: TOE access class decomposition

17.2 Limitatien on scope of selectable attributes (FTA_LSA)

17.2.1 Family behaviour

This family defines requirements to limit the scope of session security attributes that a user can select
for a session.

17.2.2 Components leveling and description

Figure 82 shows the component leveling for this family.

FTA_LSA: Limitation on scope of selectable
- —-.1
attributes

Figure 82 — FTA_LSA: Component leveling
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FTA_LSA.1 Limitation on scope of selectable attributes, provides the requirement for a TOE to limit the
scope of the session security attributes during session establishment.

17.2.3 Management of FTA_LSA.1
The following actions can be considered for the management functions in FMT:

a) management of the scope of the session security attributes by an administrator.

17.2.4 Audit of FTA_LSA.1

m¢luded in the

17.2.6 FTA_LSA.1 Limitation on scope of selectable attributes

Component relationships

Hiergrchical to: No other components.
Depehdencies: No dependencies.
FTA_LSA.1.1

The TSF shall restrict the scope of the session security attributes [assignment: sesdion security
attributes], based on [assignment: attributes].

17.3|Limitation on multiple concurrent sessions (FTA_MCS)

17.3.1 Family behaviour

This family defines requitements to place limits on the number of concurrent sessions that belong to
the same user.

17.3.2 Components leveling and description

Figurne 83 shews the component leveling for this family.

FTA_MCS: Limitation on multiple concurrent _m_m

sessions

Figure 83 — FTA_MCS: Component leveling

FTA_MCS.1 Basic limitation on multiple concurrent sessions, provides limitations that apply to all users
of the TSFE.

FTA_MCS.2 Per user attribute limitation on multiple concurrent sessions extends FTA_MCS.1 Basic
limitation on multiple concurrent sessions by requiring the ability to specify limitations on the number
of concurrent sessions based on the related security attributes.
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17.3.3 Management of FTA_M(CS.1
The following actions can be considered for the management functions in FMT:

a) management of the maximum allowed number of concurrent user sessions by an administrator.

17.3.4 Management of FTA_MCS.2
The following actions can be considered for the management functions in FMT:

a) management of the rules that govern the maximum allowed number of concurrent user sessions by
an admipistrator

17.3.5 Audjt of FTA_MCS.1, FTA_MCS.2

The following actions should be auditable if FAU_GEN Security audit data generation is ineluded in the
PP, PP-Module, functional package or ST:

a) minimal: Rejection of a new session based on the limitation of multiple concurrent sessions;

b) detailed: Capture of the number of currently concurrent user sessions’and the user sequrity
attributg(s).

17.3.6 FTA[MCS.1 Basic limitation on multiple concurrent sessions

Component|relationships

Hierarchical|to: No other components.

Dependencigs:

0

FIA_UID.1 Timing of identification
FTA_MCS.1.1
The TSF sh3ll restrict the maximum number of concurrent sessions that belong to the samejuser.
FTA_MCS.1.p

The TSF shall enforce, by default, alimit of [assignment: default number] sessions per user.

17.3.7 FTA|MCS.2 Per user attribute limitation on multiple concurrent sessions

Component|relationships

Hierarchical|to: FTA_MCS.1 Basic limitation on multiple concurrent sessions
Dependencigs: FIA_UID.1 Timing of identification
FTA_MCS.2.1

The TSF shall restrict the maximum number of concurrent sessions that belong to the same user
according to the rules [assignment: rules for the number of maximum concurrent sessions].

FTA_MCS.2.2

The TSF shall enforce, by default, a limit of [assignment: default number] sessions per user.
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17.4 Session locking and termination (FTA_SSL)

17.4.1 Family behaviour

This family defines requirements for the TSF to provide the capability for TSF-initiated and user-
initiated locking, unlocking, and termination of interactive sessions.

17.4.2 Components leveling and description

Figure 84 shows the component leveling for this family.

| FTA_SSL: Session locking and termination

=] ][~][H]

Figure 84 — FTA_SSL: Component leveling
FTA_PSL.1 TSF-initiated session locking includes system-initiated locking of an interactive gession after
a sperified period of user inactivity.

FTA_PBSL.2 User-initiated locking, provides capabilities for the user to lock and unlock the user's own
interactive sessions.

FTA_PSL.3 TSF-initiated termination, provides requirements for the TSF to terminate the pession after
a spefified period of user inactivity.

FTA_PSL.4 User-initiated termination, provides capabilities for the user to terminate th¢ user's own
interactive sessions.

17.4.3 Management of FTA_SSL.1

The fpllowing actions can be considered for the management functions in FMT:
a) specification of the time.of user inactivity after which lock-out occurs for an individual user;
b) specification of the default time of user inactivity after which lock-out occurs;

c) managementofthe events that occur prior to unlocking the session.

17.4.4 Management of FTA_SSL.2

The fplewing actions can be considered for the management functions in FMT:

a) management of the events that occur prior to unlocking the session.

17.4.5 Management of FTA_SSL.3
The following actions can be considered for the management functions in FMT:

a) specification of the time of user inactivity after which termination of the interactive session occurs
for an individual user;

b) specification of the default time of user inactivity after which termination of the interactive session
occurs.
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17.4.6 Management of FTA_SSL.4
The following actions can be considered for the management functions in FMT:

a) there are no management activities foreseen.

17.4.7 Audit of FTA_SSL.1, FTA_SSL.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: Locking of an interactive session by the session locking mechanism;

b) minimal: Successful unlocking of an interactive session;

c) basic: Apy attempts at unlocking an interactive session.

17.4.8 Audjt of FTA_SSL.3

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: Termination of an interactive session by the session locking mechanism.

17.4.9 Audjt of FTA_SSL.4

The following actions should be auditable if FAU_GEN Security~audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: Termination of an interactive session by the user.

17.4.10FTA[SSL.1 TSF-initiated session locking

Component|relationships

Hierarchicallto: No other:components.
Dependencigs: FIA_UAU.1 Timing of authentication
FTA_SSL.1.1

The TSF sh3ll lock an interactive session after [assignment: time interval of user inactivity] by:
a) clearinglor overwriting display devices, making the current contents unreadable;

b) disabling any-activity of the user's data access/display devices other than unlocking the sessipn.

FTA_SSL.1.2

The TSF shall require the following events to occur prior to unlocking the session: [assignment:
events to occur].

17.4.11FTA_SSL.2 User-initiated locking

Component relationships

Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FTA_SSL.2.1

130 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=779666477d3d345403a7dab1be09baa3

ISO/IEC 15408-2:2022(E)

The TSF shall allow user-initiated locking of the user's own interactive session, by:

a) clearing or overwriting display devices, making the current contents unreadable;

b) disabling any activity of the user's data access/display devices other than unlocking the session.
FTA_SSL.2.2

The TSF shall require the following events to occur prior to unlocking the session: [assignment:
events to occur].

17.4.12FTA _SSL.3 TSF-initiated termination

Component relationships

Hiergrchical to: No other components.
Depepdencies: FMT_SMR.1 Security roles
FTA_SSL.3.1

The [TSF shall terminate an interactive session after a [assighment: time interjval of user
inactlivity].

17.4.13FTA_SSL.4 User-initiated termination

Component relationships

Hiergrchical to: No other components.
Depepdencies: No dependencies.
FTA_SSL.4.1

The TSF shall allow user-initiated‘termination of the user's own interactive session.
17.5| TOE access banners(FTA_TAB)

17.5.1 Family behaviour

This [family defines Trequirements to display a configurable advisory warning message to users
regarding the appropriate use of the TOE.

17.5.2 Components leveling and description

Figure'85 shows the component leveling for this family.

| FTA_TAB: TOE access banners

Figure 85 — FTA_TAB: Component leveling

FTA_TAB.1 Default TOE access banners, provides the requirement for a TOE Access Banner. This banner
is displayed prior to the establishment dialogue for a session.

17.5.3 Management of FTA_TAB.1
The following actions can be considered for the management functions in FMT:

a) maintenance of the banner by the authorized administrator.
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17.5.4 Audit of FTA_TAB.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) there are no auditable events foreseen.

17.5.5 FTA_TAB.1 Default TOE access banners

Component relationships

Hierarchicalfto: Noothrercomporments:
Dependencigs: No dependencies.
FTA_TAB.1.1

Before establishing a user session, the [selection: TSF, TOE platform] shall display-an [assignipent:
description pf the message] message.

17.6 TOE access history (FTA_TAH)

17.6.1 Famfily behaviour

This family defines requirements for the TSF to display to a useriupon successful session establishment,
a history of guccessful and unsuccessful attempts to access thé.user's account.

17.6.2 Conlponents leveling and description

Figure 86 shpws the component leveling for this family.

| FTA_TAH: TOEaccess history

Figure 86 <+ FTA_TAH: Component leveling

FTA_TAH.1 TOE access history, provides the requirement for a TOE to display information relafed to
previous attempts to establish a-session.

17.6.3 Marlagement of FTA_TAH.1
The followinjg actionS€an be considered for the management functions in FMT:

a) there arp nolmanagement activities foreseen.

17.6.4 Audit of FTA_TAH.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) there are no auditable events foreseen.

17.6.5 FTA_TAH.1 TOE access history

Component relationships

Hierarchical to: No other components.

Dependencies: No dependencies.

132 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=779666477d3d345403a7dab1be09baa3

ISO/IEC 15408-2:2022(E)

FTA_TAH.1.1

Upon successful session establishment, the TSF shall display the [selection: date, time, method,
location] of the last successful session establishment to the user.

FTA_TAH.1.2

Upon successful session establishment, the TSF shall display the [selection: date, time,
method, location] of the last unsuccessful attempt to session establishment and the number of

unsu

ccessful attempts since the last successful session establishment.

FTA_TAH.1.3

The
the u

17.7

17.7.
This

FTA
baseq

17.7.
The f

17.7.

['SF shall not erase the access history information from the user interface wit
ser an opportunity to review the information.

TOE session establishment (FTA_TSE)

1 Family behaviour

family defines requirements to deny a user permission to establish a session with the

£ Components leveling and description

e 87 shows the component leveling for this family.

| FTA_TSE: TOE session establishment

Figure 87 — FTATSE: Component leveling

[SE.1 TOE session establishment, provides requirements for denying users access
| on attributes.

3 Management of FTA_TSE:1
bllowing actions can be considered for the management functions in FMT:

hanagement of thesession establishment conditions by the authorized administrator.

4 Audit of ETA_TSE.1

The f]
PP, Pl

pllowing.actions should be auditable if FAU_GEN Security audit data generation is in
P-Module, functional package or ST:

hout giving

TOE.

to the TOE

luded in the

b) basic: All attempts at establishment of a user session;

c) detailed: Capture of the value of the selected access parameters.

17.7.

5 FTA_TSE.1 TOE session establishment

Component relationships

Hierarchical to: No other components.
Dependencies: No dependencies.
FTA_TSE.1.1
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The TSF shall be able to deny session establishment based on [assignment: attributes].

18 Class F

TP: Trusted path/channels

18.1 Class description

Families in this class provide requirements for a trusted communication path between users and the
TSF, and for a trusted communication channel between the TSF and other trusted IT products. Trusted

paths and ch

annels have the following general characteristics:
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FTP_ITC: Inter-TSF trusted channel
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Figure 88 — FTP: Trusted path/channels class decomposition

FTP_TRP: Trusted path
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18.2 Inter-TSF trusted channel (FTP_ITC)

18.2.1 Family behaviour

This family defines requirements for the creation of a trusted channel between the TSF and other
trusted IT products for the performance of security critical operations. The components of this family
may be included whenever there are requirements for the secure communication of user or TSF data
between the TOE and other trusted IT products.

18.2.2 Components leveling and description

Figuile 89 shows the component leveling for this family.

| FTP_ITC: Inter-TSF trusted channel I—

Figure 89 — FTP_ITC: Component leveling

FTP_]TC.1 Inter-TSF trusted channel, requires that the TSF provide a/trusted communication channel
between itself and another trusted IT product.

18.2.3 Management of FTP_ITC.1
The fpllowing actions can be considered for the managementfunctions in FMT:

a) donfiguring the actions that require trusted channel; if supported.

18.2.4 Audit of FTP_ITC.1

The fpllowing actions should be auditable if FAU_GEN Security audit data generation is in¢luded in the
PP, PP-Module, functional package or ST:

a) minimal: Failure of the trusted channel functions;
b) minimal: Identification of the initiator and target of failed trusted channel functions;
c) Hasic: All attempted uses'of the trusted channel functions;

d) Hasic: Identificatigmof the initiator and target of all trusted channel functions.

18.2.6 FTP_ITC:tInter-TSF trusted channel

Componentrelationships

Hiergrchieal to: No other components.
Dependencies: No dependencies.
FTP_ITC.1.1

The TSF shall provide a communication channel between itself and another trusted IT product
thatis logically distinct from other communication channels and provides assured identification
of its end points and protection of the channel data from modification or disclosure.

FTP_ITC.1.2

The TSF shall permit [selection: the TSF, another trusted IT product] to initiate communication
via the trusted channel.

FTP_ITC.1.3
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The TSF shall initiate communication via the trusted channel for [assignment: list of functions
for which a trusted channel is required].

18.3 Trusted channel protocol (FTP_PRO)

18.3.1 Family behavior

This family defines requirements for establishing a trusted channel and using the trusted channel to
transfer the TSF data or user data securely.

18.3.2 Co

oacceriniion

Figure 90 sh

FTP_PRO.1 T
defined prot

FTP_PRO.2
peers.

FTP_PRO.3 7|

18.3.3 Man

pws the component leveling for this family.

FTP_PRO: Trusted channel protocol

Figure 90 — FTP_PRO: Component leveling

rusted channel protocol requires that communicationce established in accordance ¥
pcol.

Tusted channel establishment requires that.kéys be securely established betwee

rusted channel data protection requirescthat data in transit be protected.

agement of FTP_PRO.1

The followinjg actions can be considered for.the management functions in FMT:

ing the protocols needed*for the trusted channel;
ing the credentials for using the trusted channel;

ing the conditiens-for initializing and terminating the trusted channel.

agementoOf-FTP_PRO.2

vith a

n the

r]g actions can be considered for the management functions in FMT:

configufingthe parameters for shared secrets;

a) configuy
b) configuj
c) configuy
18.3.4 Man
The followi
a)

b)

configuring the parameters for cryptographic key derivation.

18.3.5 Management of FTP_PRO.3

The following actions can be considered for the management functions in FMT:

a)

136

configuring the encryption and integrity mechanisms used by the trusted channel.
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18.3.6 Audit of FTP_PRO.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: Failure of the trusted channel establishment;
b) minimal: Identification of the initiator and target of failed trusted channel establishment;
c) Dbasic: All attempted uses of the trusted channel;

d) basic: Identification of the initiator and target of all trusted channel attempts.

Other events should be considered according to the specific protocols used.

18.3.[7 Audit of FTP_PRO.2

The fpllowing actions should be auditable if FAU_GEN Security audit data genération is in¢luded in the
PP/ST:

a) rhinimal: Authentication failures during channel establishment;

b) Hasic: All authentication attempts.

18.3.8 Audit of FTP_PRO.3

The fpllowing actions should be auditable if FAU_GEN Security audit data generation is in¢luded in the
PP/ST:

a) rminimal: Failures when attempting to verify’channel properties in FTP_PRO.3.2.

18.3.9 FTP_PRO.1 Trusted channel protocol

Component relationships

Hiergrchical to: No other components.

Depepdencies: ETP_PRO.2 Trusted channel establishment
FTP_PRO.3 Trusted channel data protection.

FTP_PRO.1.1

The TSF shall implement [assignment: trusted channel protocol] acting as [assignment: defined
protacol rolefs)] in accordance with: [assignment: list of standards].

FTP_PRO.1:2

The TSF-shattenforceusage of thetrustedchammetfor fassigmment—purpose(s}of the trusted
channel] in accordance with: [assignment: list of standards].

FTP_PRO.1.3
The TSF shall permit [selection: itself, its peer] to initiate communication via the trusted channel.
FTP_PRO.1.4

The TSF shall enforce the following rules for the trusted channel: [assignment: rules governing
operation and use of the trusted channel and/or its protocol].

FTP_PRO.1.5
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The TSF shall enforce the following static protocol options: [assignment: list of options and
references to standards in which each is defined].

FTP_PRO.1.6

The TSF shall negotiate one of the following protocol configurations with its peer: [assignment:
list of configurations and reference to standards in which each is defined].

18.3.10FTP_PRO.2 Trusted channel establishment

Component relationships

Hierarchical|to: No other components.

Dependencigs:

wn

FTP_PRO.1 Trusted channel protocol
[FCS_CKM.1 Cryptographic key generation, or
FCS_CKM.2 Cryptographic key distribution]
FCS_CKM.5 Cryptographic key derivation
FCS_COP.1 Cryptographic operation.

FTP_PRO.2.1

The TSF shall establish a shared secret with its peer using onecof-the following mechanjsms:
[assignment: list of key establishment mechanisms].

FTP_PRO.2.p

The TSF shall authenticate [selection: its peer, itself.to its peer] using one of the follgwing
mechanismfs: [assignment: list of authentication mechanisms] and according to the following
rules: [assr;.;rnment: list of rules for carrying out the authentication].

FTP_PRO.2.3

The TSF shhll use [assignment: key derivation function] to derive the following cryptographic
keys from a|shared secret: [assignment:[ist of cryptographic keys].

18.3.11FTP[PRO.3 Trusted channetl data protection

Component|relationships

Hierarchical|to: No other components.

wn

Dependencigs: FTP_PRO.1 Trusted channel protocol
FTP_PRO.2 Trusted channel establishment

FCS_COP.1 Cryptographic operation.

FTP_PRO.3.1

The TSF shall protect data in transit from unauthorised disclosure using one of the following
mechanisms: [assignment: list of encryption mechanisms].

FTP_PRO.3.2

The TSF shall protect data in transit from [selection: modification, deletion, insertion, replay,
[assignment: other]] using one of the following mechanisms: [assignment: list of integrity
protection mechanisms].
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18.4 Trusted path (FTP_TRP)

18.4.1 Family behaviour

This family defines the requirements to establish and maintain trusted communication to or from
users and the TSF. A trusted path can be required for any security-relevant interaction. Trusted path
exchanges can be initiated by a user during an interaction with the TSF, or the TSF can establish
communication with the user via a trusted path.

18.4.2 Components leveling and description

Figuie 91 shows the component leveling for this family.

| FTP_TRP: Trusted path 1]

Figure 91 — FTP_TRP: Component leveling

FTP_TRP.1 Trusted path, requires that a trusted path between the TSE-and a user be provided for a set
of evgnts defined by a PP, PP-Module, functional package or ST authot,/THe user and/or the TSF can have
the ability to initiate the trusted path.

18.4.3 Management of FTP_TRP.1
The fpllowing actions can be considered for the managemient functions in FMT:

a) donfiguring the actions that require trusted path, if supported.

18.4.4 Audit of FTP_TRP.1

The fpllowing actions should be auditable-if FAU_GEN Security audit data generation is in¢luded in the
PP, PP-Module, functional package or ST

a) rhinimal: Failures of the trustedpath functions;
b) mMinimal: Identification'ofthe user associated with all trusted path failures, if available;
c) Hhasic: All attempted.uses of the trusted path functions;

d) Hasic: Identification of the user associated with all trusted path invocations, if available.

18.4.5 FTP_TRP1 Trusted path

Componentrelationships

Hierarciticaltor No othercompornents.
Dependencies: No dependencies.
FTP_TRP.1.1

The TSF shall provide a communication path between itself and [selection: remote, local] users
that is logically distinct from other communication paths and provides assured identification of
its end points and protection of the communicated data from [selection: modification, disclosure,
[assignment: other types of integrity or confidentiality violation]].

FTP_TRP.1.2

The TSF shall permit [selection: the TSF, local users, remote users] to initiate communication via
the trusted path.
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FTP_TRP.1.3

The TSF shall require the use of the trusted path for [selection: initial user authentication,
[assignment: other services for which trusted path is required]].
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Annex A
(informative)

Security functional requirements (SFRs) structure of the

application notes

A1l
This

which may be required by users, developers, or evaluators to use the components! To facil

the a
repes

A.2

A.2.1

The
defin

A.2.2

General

hnnex contains additional guidance for the families and components defined)in th

bpropriate information, the presentation of the classes, families and copiponents in
ted from the presentation within the main clauses of this document.

Structure of the notes

General

fontent and presentation of the notes related to furictional requirements in this

ed below.
Class structure
L1 General
e A.1 illustrates the functional class;structure in this annex.
Functignal |
class Class

name
Class

general information

|
|
— Functional families JJ

s document,
itate finding
rhis annex is

document is

NOTE

A.2.2

Figure A.1 — Functional class structure

Some functional classes contain multiple functional families.

.2 Class name

This is the unique name of the class defined within the normative elements of this document.

A.2.2

.3 Class introduction

The class introduction provides information about the use of the families and components of the class.
This information is completed with the informative diagram that describes the organization of each
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class with the families in each class and the hierarchical relationship between components in
family.

A.2.3 Family structure

A.2.3.1 General

Figure A.2 illustrates the functional family structure for application notes in diagrammatic form.

Functional
family

each

1 Family name

User application
notes

- Evaluator notes

Notes for operations
on components

Figure A.2 — Functional family structure for application notes

A.2.3.2 Fammily name

This is the uhique name of the family defined within the normative elements of this document.

A.2.3.3 Usgpr application notes

The user nofles contain additional information that is of interest to potential users of the family, t|
PP, PP-Module, ST and functionalpackage authors, and developers of TOEs incorporating the funct
components| The presentation-is informative and can cover warnings about limitations of use and
where specific attention dan be required when using the components.

NOTE In the annexeés'the term PP, PP-Module, functional package or ST author includes authors of docu
used to formylate aRP.or ST, this includes PP-Modules and functional packages.

hat is
ional
areas

ments

A.2.3.4 Evaluator notes

The evaluator notes contain any information that is of interest to developers and evaluators of

TOEs

that claim conformance with a component of the family. The presentation provides information and
can cover a variety of areas where specific attention can be needed when evaluating the TOE. This can

include clarifications of meaning and specification of the way to interpret requirements, as w
caveats and warnings of specific interest to evaluators.

The user application notes and evaluator notes are not mandatory and appear only if appropriate.

A.2.4 Component structure

A.2.4.1 General

Figure A.3 illustrates the functional component structure for the application notes.

ell as
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Component [—

Component
identification

Component
rationale and
application notes

Notes on

operations —

Figure A.3 — Functional component structure

A.2.42 Component identification

This

s the unique name of the component defined within the normative-elements of this d

A.2.43 Componentrationale and application notes

Any dpecific information related to the component is foundn'the component rationale an
noteq subclause.

The d

The
comp
The 3

The d

A.2.4

This
comp

The

omponent rationale contains information thatrefines the general statements on rati

specjic component level and is used if level-specific:amplification is needed.

pplication notes contain additional refin€ment in the form of narrative qualifications
onent. This refinement may pertain_ to user notes, and/or evaluator notes as descri
pplication notes may be used to explain the nature of the dependencies.

omponent rationale and applieation notes subclause appear only if appropriate.

L4 Notes on operations

portion of each eomponent contains guidance relating to the permitted opera
onent.

ermitted operations subclause appears only if appropriate.

cument.

1 application

bnale for the

for a specific
bed in A.2.3.

tions of the
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Annex B
(informative)

Dependency tables for security functional components

B.1 Depe

ndency tables

Tables B.1 t

functional ¢

Each of the ¢

p Table B.11 show the hierarchical, direct, indirect, and optional dependencies a

pmponents.

omponents that is a dependency of some other functional component is allocated a co

Each functignal component is allocated a row. The value in the table cell indicates whether the cq

label compo

cross “X”), ipdirectly required (indicated by a dash

the row labe
and 02,

Where a def
to.

NOTE De
If no charact
EXAMPLE

An example

hent is a hierarchical requirement (indicated by an “H”). directly required (indicatec
“-"), or optionally required (iridicated by a “C
| component. Sets of optional requirements are indicated by using.asubscript group, €

endency is given for security assurance requirements, ISO/TEC 15408-3 shall be ref

pending upon the optional requirements chosen, some-indirect dependencies are not applical

er is presented, the component is not dependent tpon another component.

f a component with optional dependencies is FDP_ETC.1 Export of user data without se

attributes, w

ich requires either FDP_ACC.1 Subset access control or FDP_IFC.1 Subset information flow c

to be present|So, if FDP_ACC.1 Subset access controlis present, FDP_IFC.1 Subset information flow control

necessary anI

vice versa.

mong

umn.
lumn
| by a
") by
.g. 01

erred

—

ple.

curity
bntrol
is not
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Table B.1 — Dependency table for Class FAU: Security audit

T 2! T i ] T ] =i rq 2| r1 r] ]
EIE|E|E|E|E|E|Z|E|8|8 3 3
o w 1% 1% 17} 17} %) s | ! P L %) -
2 e|2|s|a|8|3|5|5|2|2|2|3
N S O B N N N e - I I N
FAU_ARP.1 X -
FAU_GEN.1 X
FAU_GEN.2 X X -
FAU_DAA.1 A -
FAU_SAA.2 X
FAU_SAA.3
FAU_SAA.4 H
FAU_SAR.1 X -
FAU_SAR.2 - X -
FAU_SAR.3 - X -
FAU_SEL.1 X - X - - -
FAU_STG.1 X - X
FAU_STG.2 X -
FAU_STG.3 X H -
FAU_STG.4 - X -
FAU_STG.5 X X | H -
Table B.2 — Dependencytable for Class FCO: Communication
E = =
P |8 |8
S | 5 | 3
[ =~ o
TN =
FCO_NRO.1 X
CO_NRO.2 X H
FCO_NRR.1 X
FCO_NRR.2 X H
Table B.3 — Dependency table for Class FCS: Cryptographic support
212|328 |8|8|2|2|8|2|2|8|S|S|S|2|8|g|2|2|2|2|2|R|IRIR|2|3
E R A R R AR T T L R B R B - I'-" 0 I'-] P e
F-tiqi»b-.'ch"‘iﬂivinihb-ni—ni—tnd““HNHE&E?HHL‘H_
FCS_CKM.1 o[ x |ot| X |0t |02 0?
FCS_CKM.2 | 0! X |ot ot | ot
FCS_CKM.3| 0! | - [ -|ot| - | - [-|-|- -] -] -1-1]-]ot|ot
FCS_CKM.5| - |0l |- |- |x]|o!
FCSCKM.6|O' | - [ -|-|-|-|-|-|- -l - -1-1]-]ot|ot
FCS_COP1 |02 | - [x |02 -| - |[-|-|- -l -] -|-|-]ot]ot
FCS_RBG.1 - |ot]o! - X | X
FCS_RBG.2 X
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Table B.3 (continued)

FTP_TRP.1

FTP_ITC.1

FPT_TDC.1

FPT_TST.1

FPT_FLS.1

FMT_SMR.1

FMT_SMF.1

FMT_MSA.3

FMT_MSA.1

FIA_UID.1

FDP_ITC.2

FDP_ITC.1

FDP_IFF.1

FDP_IFC.1

FDP_ACF.1

FDP_ACC.1

FCS_RNG.1

FCS_RBG.5

FCS_RBG.4

FCS_RBG.3

ol|ot

FCS_RBG.2

FCS_RBG.1

X |0t

FCS_COP.1

FCS_CGM.6

FCS_CKM.5

FCS_CKM.3

FCS_CKM.2

FCS_CKM.1

FCS_RBG.3
FCS_RBG.4

FCS_RBG.5

FCS_RBG.6

FCS_RNG.1
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Table B.4 (continued)
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Table B.5 — Dependency table for Class FIA: Identification and authentication

T°'dlV VId
avn vid
Tain vid

FIA_AFL.1

EIA _ADL1
T T

TIY 1Y T

FIA_ATD.1
FIA_SOS.1
FIA_SOS.2
FIA_UAU.1 X
FIA_UAU.2 H X
FIA_UAU.3
FIA_UAU.4
FIA_UAU.5
FIA_UAU.6
FIA_UAU.7 X -
FIA_UID.1
FIA_UID.2 H
FIA_USB.1 X

>

Table B.6 — Dependency table for Class FMT: Security management

2| 2| ez \% 2! 2| ez 2| 2! 2| 2! 2| "
= g 1 S| || =2 |2 | 2|2 = |F
'> Il> \... [ 'ﬁ |: |: |'-:I |'-:l |'-:l |: |: 'm
B|&FE|Z|5|S|E|5|5|5|¢2|¢8|3
SO E|BIR|EIEIE|E|2|E BT
FMT_LIM.1 _ X
FMT_LIM.2- ] X | -
FMT_MOF.1 - X | X
FMEMSA1 | o' | - [ot | - | - - | - X | X
EMT-MSA.2 | ol | - |0t | - | - X | - - | x
EMTMSA3 | - [ - [ - [ - | - X | - B
EMT _MSA.4. al . fatl ] ] ] ] . }
FMT_MTD.1 - X | X
FMT_MTD.2 - X | - | x
FMT_MTD.3 - x| -] -
FMT_REV.1 - X
FMT_SAE.1 - X | X
FMT_SMF.1
FMT_SMR.1 X
FMT_SMR.2 X H
FMT_SMR.3 - X
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Table B.7 — Dependency table for Class FPR: Privacy

"] =] = =]
> = 2 =
IG |;> I"U |c
S z 2 Z
= o ; =
[N = [
FPR_ANO.1
FPR_ANO.2 H
FPR_PSE.1
FPR_PSE.2 X H
FPR_PSE.3 H
FPR_UNL.1
FPR_UNO.1
FPR_UNO.2 H
FPR_UNO.3 X
FPR_UNO.4
Table B.8 — Dependency table for Class FPT: Protection of the TSF
> > ez " " " " " - | ez ez ez ez
THHHEBBEEBEHBEHE
— ! ! w wn
SHHELE R
A
FPT_EMS.1
FPT_FLS.1
FPT_INIL.1
FPT_ITA.1
FPT_ITC.1
FPT_ITI.1
FPT_ITIL.2 H
FPT_ITT.1
FPT_ITT.2 H
FPT_ITT.3 X
FPT_PHP.1
FPT_PHP.2 | 9 X | - H
FPT_PHP3 |
FPT_RCV.1 X =
FPT_RCV.2 X - H
FPT_RCV.3 X - H
FPT_RCV.4
FPT_RPL.1
FPT_SSP.1 X
FPT_SSP.2 X H
FPT_STM.1
FPT_STM.2 - X X
FPT_TDC.1
FPT_TEE.1
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Table B.8 (continued)

|
|
|

T'LLI Ldd
TLLI Ldd
T'dHd d.Ld

T°'AJY Ld4d

C’'AdY Ld4A

1°'4d0 dIV
T'dSd AQV
T'dSS Ldd

T'INLS LdA

TANS LN

T'ain vid
T'INIT LINA
TUNS LN

CINIT LN

FPT_TRC.1
FPT_TST.1

>

NOTE The AGD and ADV classes and their dependencies are described in ISO/IEC 15408-3.

Table B.9 — Dependency table for Class FRU: Resource utilization

T'STd Ld4
TL1d a4

T°'Sdd Ndd

Sd NY4d
3,

e

FRU_FLT.1 X
FRU_FLT.2 X H
FRU_PRS.1
FRU_PRS.2 H
FRU_RSA.1
FRU_RSA.2 H

Table B.10 — Dependency table for Class FTA: TOE access

N

'nvn vid

T'ain vid
TUNS LINA
T'SOIN V.LA

FTAZLSA.1

TA_MCS.1
FTA_MCS.2 X H
FTA_SSL.1 X -
FTA_SSL.2 X -
FTA_SSL.3 X
FTA_SSL.4

>

T T1iYD+vL

FTA_TAH.1
FTA_TSE.1
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FTP_PRO.3

FTP_PRO.2

FTP_PRO.1

FTP_TRP.1

FTP_ITC.1

FPT_TDC.1

FPT_TST|1

FPT_FLS|1

FMT_SMR.1

FMT_SMF.1

FMT_MSA.3

FMT_MSA.1

FIA_UID{1

FDP_ITC|2

FDP_ITCj1

FDP_IFF.JL

FDP_IFC{1

FDP_ACH1

FDP_ACQ.1

FCS_RNG.1

FCS_RBG.3

FCS_RBG@.2

FCS_RBG.1

FCS_COPj1

Table B.11 — Dependency table for Class FTP: Trusted Path/channels

FCS_CK]\T.&/
|

FCS_CKM.5

FCS_CKM.3

FCS_CKM.2

01!

FCS_CKM.1

0!

152

FTP_ITC.1
FTP_PRO.1

FTP_PRO.2

FTP_PRO.3

FTP_TRP.1
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Annex C
(normative)

Class FAU: Security audit — Application notes

C.1 General
C.1.1 General information about audit requirements
The audit families allow PP, PP-Module, functional package or /ST authors the” ability to define

requirements for monitoring user activities and, in some cases, detecting realpossible,

violat
secuf
audit
as we
in hu

EXAM
An ex
An ex

Whil

ST should take note of the inter-relationships among the audit families and components.

exist
lists,

EXAM

An au
them

C.1.2

Thei
from
thoug

ions of the enforcement of the SFRs. The TOE's security audit functions are defined to
ity-relevant events, and act as a deterrent against security violations. The require
families refer to functions that include audit data protection, record format, and evg
11 as analysis tools, violation alarms, and real-time analysis. THe audit records may |
man-readable format either directly or indirectly or both.

PLE1
hmple of direct presentation is storing the audit recordsin human-readable format.
hmple of indirect presentation is by using audit reduction tools.

e developing the security audit requirements;.the author of a PP, PP-Module, functions

b to specify a set of audit requirements that conform with the family/component d
while at the same time resulting in a-deficient audit function.

PLE 2

dit function that requires all séeurity relevant events to be audited but without the selectiy
pn any reasonable basis suchras individual user or object.

Audit requirenients in a distributed environment

mplementation(ofiaudit requirements for networks and other large systems can differ
those needed\for stand-alone systems. Larger, more complex, and active systems 1
tht concering which audit data to collect and how this can be managed, due to

feasi

ility of interpreting (or even storing) what gets collected. The traditional notion of a

or imminent
help monitor
ments of the
nt selection,
be presented

1l package or
he potential
ependencies

ity to control

significantly
equire more
the lowered
ime-ordered

list, set ofrecords or “trail” of audited events is not always applicable in a global asynchronfous network
with manyarbitrary events occurring at once.

Also, different hosts and servers on a distributed TOE can have differing naming policies and
values. Further, the use of symbolic names for audit review requires a net-wide convention to avoid
redundancies and “name clashes.”

A multi-object audit repository, portions of which are accessible by a potentially wide variety of
authorized users, are usually required if audit repositories are to serve a useful function in distributed
systems.

Finally, misuse of authority by authorized users can be addressed by systematically avoiding local
storage of audit data pertaining to administrator actions.
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C.2 Security audit automatic response (FAU_ARP)

C.2.1 User application notes

The security audit automatic response family describes requirements for the handling of audit events.
The requirement can include requirements for alarms or TSF action (automatic response).

EXAMPLE

The TSF can include the generation of real time alarms, termination of the offending process, disabling of a
service, or disconnection or invalidation of a user account.

An audit evgnt is defined to be an “potential security violation” when indicated by the Security|audit
analysis (FAJ_SAA) components.

C.2.2 FAU|ARP.1 Security alarms

C.2.2.1 Component rationale and application notes

One or more|actions should be taken for follow up action in the event of an alarm.

These actior]s can include informing the authorized user of the alarm, présenting the authorized user
with a set of|possible containment actions, or options for the authorized-i1ser to take corrective acfions.
The timing qf the actions should be carefully considered by the PP(PP-Module, functional packagg or /
ST author.

C.2.2.2 Operations

In FAU_ARP.IL.1, the author of a PP, PP-Module, function@l package or ST specifies the actions to be faken
in case of a gotential security violation.

EXAMPLE

An example of such a list is: “inform the authotized user, disable the subject that created the potential sefurity
violation.”

The list may/|also specify that the action to be taken can be specified by an authorized user.

C.3 Security audit data‘generation (FAU_GEN)

C.3.1 Gengral

C.3.1.1 Uspr application notes

The security-atdit-datagenerationfamily-includesrequirementsto-specify-theauditeventsthat shall

be generated by the TSF for security-relevant events.

This family is presented in a manner that avoids a dependency on all components requiring audit
support. Each component has an audit subclause developed in which the events to be audited for that
functional area are listed. When the PP, PP-Module, functional package or /ST is written, the items in
the audit area are used to complete the variable in these components. Thus, the specification of what
can be audited for a functional area is localized in that functional area.

The list of auditable events is entirely dependent on the other functional families within the PP, PP-
Module, functional package or ST./ST. Each family definition should therefore include a list of its family-
specific auditable events. Each auditable event in the list of auditable events specified in the functional
family should correspond to one of the levels of audit event generation specified in this family (i.e.
minimal, basic, detailed). This provides the author of a PP, PP-Module, functional package or ST with
the information necessary to ensure that all appropriate auditable events are specified in the PP, PP-
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Module, functional package or ST./ST. The following example shows how auditable events are to be
specified in appropriate functional families:

EXAMPLE 1

The following actions should be auditable if Security audit data generation (FAU_GEN) is included in the PP, PP-
Module, functional package or ST:

a) minimal: Successful use of the user security attribute administration functions;

b) basic: All attempted uses of the user security attribute administration functions;

¢) Dbasic: Identification of which user security attributes have been modified;

d) detailed: With the exception of specific sensitive attribute data items, the new values of theattiibutes should
ble captured.”

NOTE Sensitive attribute data items include passwords and cryptographic keys.

For epch functional component that is chosen, the auditable events that are indicated in that component,

at anfl below the level indicated in Security audit data generation (FAU_JGEN) should be guditable. So,

in the previous example “Basic” would be selected in Security audit(data generation (FAU_GEN), the

auditpble events mentioned in a), b) and c) should be auditable.

Obse
order.

This

A PP,
thos¢

EXAM

've that the categorization of auditable events (minimalZhasic, detailed) is hierarc

means that:

when minimal audit generation is desired, all auditable events identified as being mi
be included in the PP, PP-Module, functional package or ST through the use of the
assignment operation;

'hen basic audit generation is desired, all auditable events identified as being eithe
asic, should also be included in the PP, PP-Module, functional package or ST through {
dppropriate assignment operation,except when the higher-level event simply provideg
than the lower level event;

o <

o<

etailed) should be included in the PP, PP-Module, functional package or ST.

PP-Module, functiohal package or ST author may decide to include other auditable ey
required for a(given audit level.

PLE 2

The PP, PP-Modtle, functional package or ST may claim only minimal audit capabilities while incl

the b4
or ST

sic,capabilities because the few excluded capabilities conflict with other PP, PP-Module, funct
constraints (perhaps because they require the collection of unavailable data).

hical in that

nimal should
appropriate

" minimal or
he use of the
more detail

'hen detailed audit generation is desired, all identified auditable events (minimal, basic, and

ents beyond

uding most of
ional package

The functionality that creates the auditable event should be specified in the PP, PP-Module, functional
package or ST as a functional requirement.

EXAMPLE 3

The following are examples of the types of the events that can be defined as auditable within each PP, PP-Module,
functional package or ST functional component:

a)
b)
9
d)

introduction of objects within the control of the TSF into a subject's address space;
deletion of objects;
distribution or revocation of access rights or capabilities;

changes to subject or object security attributes;
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e) policy checks performed by the TSF as a result of a request by a subject;

f) the use of access rights to bypass a policy check;

g) use of Identification and Authentication functions;

h) actions taken by an operator, and/or authorized user (such as. suppression of a TSF protection mechanism
as human-readable labels);

i) import/export of data from/to removable media (such as printed output, tapes, USB sticks).

C.3.1.2 Evaluator notes

FAU_GEN.1.1
issue for thi
functional p

C.3.2 FAU

C3.2.1 Co

This compor
generated, a

FAU_GEN.1 A
identities be
package or §

has a dependency on FPT_STM.1 Reliable time stamps. If correctness of time ,i$§ o
5 TOE, elimination of this dependency can be justified by the author of a PP, PR+M¢
hckage or ST.

| GEN.1 Audit data generation

mponent rationale and application notes

hd the information to be provided in the audit records.

udit data generation by itself can be used when the SFRs'do not require that individua
associated with audit events. This can be appropriate when the PP, PP-Module, funcf
T also contains privacy requirements. If the user identity needs to be incorporated

ot an
dule,

ent defines requirements to identify the auditable events for which audit records should be

| user
ional
FAU_

GEN.2 User identity association can be used in addition to FAU_GEN.1.

If the subject is a user, the user identity may be recorded as the subject identity. The identity of th¢ user
may not yet have been verified if User authentication((FIA_UAU) has not been applied. Therefore, |n the
instance of gn invalid login the claimed user identity should be recorded. It should also be consiglered
whether to ipdicate when a recorded identity hagmnot been authenticated.

C.3.2.2 Oplerations

In FAU_GEN|1.1, the author of a PRPP-Module, functional package or ST should select the leyel of

auditable ev]
PP-Module, f
“not specifie

unctional package @n.ST. This level is one of the following: “minimum”, “basic”, “detailé¢
d”.

In FAU_GEN
specifically

1.1, the author of a PP, PP-Module, functional package or ST should assign a list of
fined auditable events to be included in the list of auditable events. The assignmen

e
comprise nof)e, or_events that can be auditable events of a functional requirement that are of a h

ents called out in the-audit subclause of other functional components included in the PP,

ed” or

other
[ may
igher

audit level than requested in b), as well as the events generated through the use of a specified API
In FAU_GENH-2;the author of a PP_PP.Mgdule functional package or ST should assign, for each of the

auditable events included in the PP, PP-Module, functional package or ST, either a list of other audit
relevant information to be included in audit events records or none.

C.3.3 FAU_

GEN.2 User identity association

C.3.3.1 Component rationale and application notes

This component addresses the requirement of accountability of auditable events at the level of individual
user identity. This component should be used in addition to FAU_GEN.1 Audit data generation.

There is a potential conflict between the audit and privacy requirements. For audit purposes, it can be
desirable to know who performed an action. It is possible that a user wants to keep his/her actions to
himself/herself and not be identified by other persons such as a site with job offers. Alternatively, it
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can be required in the Organizational Security Policy that the identity of the users must be protected.
In those cases, the objectives for audit and privacy can contradict each other. Therefore, if this
requirement is selected and privacy is important, inclusion of the component user pseudonymity should
be considered. Requirements on determining the real user name based on its pseudonym are specified
in the privacy class.

If the identity of the user has not yet been verified through authentication, in the instance of an invalid
login the claimed user identity should be recorded. It should be considered to indicate when a recorded
identity has not been authenticated.

C.3.3.

2 Operations

Ther

C4

C4.1

This
looki
or au

The 4
autor

Forr
into 3

C.4.2

C.4.2

This
occul
used

C.4.2

In FA
of de
indic
In FA
that t

b are no operations specified for this component.

Security audit analysis (FAU_SAA)

User application notes

family defines requirements for automated means that analyzé _system activity an
hg for possible or real security violations. This analysis can warkih support of intrusi
fomatic response to a potential security violation.

ction to be performed by the TSF on detection of a poténtial violation is defined in S
hatic response (FAU_ARP) components.

pal-time analysis, audit data can be transformed{into a useful format for automated tr|
different useful format for delivery to authorized users for review.

FAU_SAA.1 Potential violation analysis

1 Component rationale and application notes

component is used to specify-the set of auditable events whose occurrence or
rence held to indicate a potential violation of the enforcement of the SFRs, and anj
to perform the violatiop-analysis.

2 Operations

U_SAA.1.2, thevauthor of a PP, PP-Module, functional package or ST should identif]
fined auditdableé events whose occurrence or accumulated occurrence need to be de
htion of apotential violation of the enforcement of the SFRs.

[U_SAA¥1.2, the author of a PP, PP-Module, functional package or ST should specify an
hé/TSF should use in its analysis of the audit trail. Those rules can include specific r

d audit data
bn detection,

pcurity audit

eatment, but

hccumulated
’ rules to be

y the subset
tected as an

y other rules
equirements

to ex

+1 lo ¢ 1 ——t . — T A TR 1
PICSS LT IITTUS 10T UIC CVEIILS LU UOLLUl TIT 4 CET tdlll PeT1ouU UL ULHIIC, 1T LIITT € d1' € 11U dUU

itional rules

that the TSF should use in the analysis of the audit trail, this assignment can be completed with “none”.

EXAMPLE

Period of time: period of the day, duration.

C.4.3 FAU_SAA.2 Profile based anomaly detection

C4.3

.1 Component rationale and application notes

A profile is a structure that characterizes the behaviour of users and/or subjects; it represents how the
users/subjects interact with the TSF in a variety of ways. Patterns of usage are established with respect
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to the various types of activity the users/subjects engage in. The ways in which the various types of
activity are recorded in the profile are referred to as profile metrics.

EXAMPLE 1

Patterns of usage: patterns in exceptions raised, patterns in resource utilization (when, which, how), patterns in
actions performed.

Profile metrics: resource measures, event counters, timers.

Each profile represents the expected patterns of usage performed by members of the profile target
group. This pattern may be based on past use (historical patterns) or on normal use for users of similar

target grou
the TSF. The
usage patter]

a)
b)

single u

group I
using th

‘)
d)

operati
system;

Each membsg

closely that inember's new activity corresponds to the establishéd patterns of usage represented
group profileé.

The sophistication of the anomaly detection tool will largely be determined by the number of

profile grou
required prq

The author

should be m
ST should als
the usage pr

FAU_SAA.2 Profile based anomaly detection requires that the TSF maintain profiles of system

The word nf
on new acti
representing

EXAMPLE 2

There can be
can choose to

L todlaol 3 DA £ilo & 4 s o st
o \UAPCLLCU UCIIquUulJ- Y l_ll ullic tal ECle Uul,l ICICT O LU UIIU UL TIIUT'CU UOLCUT O vWiliIvu 111ILtT1 dac

activity of each member of the profile group is used by the analysis tool in establishix

ser account: one profile per user;

D or group account: one profile for all users who possess the same group ID or op
P same group account;

hg role: one profile for all users sharing a given operating role;
one profile for all users of a system.

r of a profile target group is assigned an individual suspicion rating that represent;

h

ps required by the PP, PP-Module, functional package or ST and the complexity ¢
file metrics.

f a PP, PP-Module, functional package or ST should enumerate specifically what ac
bnitored and/or analysed by the TSF. The author of a PP, PP-Module, functional packa
o identify specifically what inférmation pertaining to the activity is necessary to cons
Dfiles.

aintain implies that the anomaly detector is actively updating the usage profile |
Uity performed by<the profile target members. It is important here that the metri
user activity afedefined by the author of a PP, PP-Module, functional package or ST.

A thousand different actions an individual can be capable of performing, but the anomaly de
moniter a subset of that activity.

ns represented in the profile. The following are some examples of profile target@roups:

with
g the

erate

how
n the

arget
f the

tivity
ge or
truct

sage.
based
ts for

fector

e tool

Anomalous ¢

r‘fivify gets infpgrafpd into the prnfi]p }'ncf like non-anomalous :\r‘h'vify (accnming th

is monitoring those actions). Things that may have appeared anomalous four months ago, can over time
become the norm (and vice-versa) as the user's work duties change. The TSF wouldn't be able to capture
this notion if it filtered out anomalous activity from the profile updating algorithms.

Administrative notification should be provided such that the authorized user understands the
significance of the suspicion rating.

The author of a PP, PP-Module, functional package or ST should define how to interpret suspicion
ratings and the conditions under which anomalous activity is indicated to the Security audit automatic
response (FAU_ARP) mechanism.
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C.4.3.2 Operations

In FAU_SAA.2.1, the author of a PP, PP-Module, functional package or ST should specify the profile target
group. A single PP, PP-Module, functional package or ST may include multiple profile target groups.

In FAU_SAA.2.3, the author of a PP, PP-Module, functional package or ST should specify conditions under
which anomalous activity is reported by the TSF. Conditions may include the suspicion rating reaching
a certain value or be based on the type of anomalous activity observed.

C.4.4 FAU_SAA.3 Simple attack heuristics

C.4.4[T Component rationale and application notes

In practice, it is at best rare when an analysis tool can detect with certainty when a‘se€utity violation
is imminent. However, there do exist some system events that are so significant-that they are always
worthy of independent review.

EXAMPLE 1

Example of such events include the deletion of a key TSF security data file (such as the password file) or activity
such gs a remote user attempting to gain administrative privilege.

Thes¢ events are referred to as signature events in that their eccurrence in isolation from the rest of
the system activity are indicative of intrusive activity.

The dqomplexity of a given tool will depend greatly on the@assignments defined by the authqr of a PP, PP-
Modyle, functional package or ST in identifying the base set of signature events.

The guthor of a PP, PP-Module, functional package-or ST should enumerate specifically [what events
should be monitored by the TSF in order to perform the analysis. The author of a PP PP-Module,
functiional package or ST should identify specifically what information pertaining to [the event is
necegsary to determine if the event maps to,a'signature event.

Administrative notification should be“provided such that the authorized user unddrstands the
significance of the event and the apptopriate possible responses.

An efffort was made in the specification of these requirements to avoid a dependency on audit data as
the sgle input for monitoring'system activity. This was done in recognition of the existence pf previously
lely through

ipns of various

menting the
dia ! can develop
an mtrusmn detectlon component that operates mdependently of the system whose system activity is
being analyzed.

C.4.4.2 Operations

In FAU_SAA.3.1, the author of a PP, PP-Module, functional package or ST should identify a base subset of
system events whose occurrence, in isolation from all other system activity, can indicate a violation of
the enforcement of the SFRs. These include events that by themselves indicate a clear violation to the
enforcement of the SFRs, or whose occurrence is so significant that they warrant actions.

In FAU_SAA.3.2, the author of a PP, PP-Module, functional package or ST should specify the information
used to determine system activity. This information is the input data used by the analysis tool to
determine the system activity that has occurred on the TOE. This data may include audit data,
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combinations of audit data with other system data, or may consist of data other than the audit data.
The author of a PP, PP-Module, functional package or ST should define precisely what system events and

event attributes are being monitored within the input data.

C.4.5

FAU_

SAA.4 Complex attack heuristics

C.4.5.1 Component rationale and application notes

In practice, it is at best rare when an analysis tool can detect with certainty when a security violation is
imminent. However, there do exist some system events that are so significant they are always worthy of
independent review.

EXAMPLE 1

Example of sy
such as arem

These event

ch events include the deletion of a key TSF security data file (such as the password. file) or aq
bte user attempting to gain administrative privilege.

5 are referred to as signature events in that their occurrence in isolatien’from the r

the system gctivity are indicative of intrusive activity. Event sequences are an ordered set of sign|

events that d

The complex
Module, fung

The author
should be n
functional p
necessary to

Administrat
significance

An effort w3

an indicate intrusive activity.

tional package or ST in identifying the base set of signatureyevents and event sequen

bf a PP, PP-Module, functional package or ST should entumerate specifically what e
onitored by the TSF in order to perform the analysis. The author of a PP, PP-M
ackage or ST should identify specifically whatyinformation pertaining to the evq
determine if the event maps to a signature event.

ve notification should be provided sugh “that the authorized user understand
of the event and the appropriate possiblé responses.

s made in the specification of these’requirements to avoid a dependency on audit d3

tivity

est of
ature

ity of a given tool will depend greatly on the assignments defined by the author of a PP, PP-

[es.

vents
dule,
ent is

5 the

ita as

the sole input for monitoring system activity. This was done in recognition of the existence of previously
developed intrusion detection tools that do.not perform their analyses of system activity solely thfough
the use of audit data.

EXAMPLE 2

Examples of d
system data.

Levelling, th
of input datg

The element

ther input data include network datagrams, resource/accounting data, or combinations of v

brefore, requiires the author of a PP, PP-Module, functional package or ST to specify the
used toamonitor system activity.

s of(FAU_SAA.4 Complex attack heuristics do not require that the TSF implementin

complex attj

ickéheuristics be the same TSF whose activity is being monitored. Thus, one can de

Arious

type

g the
velop

an intrusion

J 4ot eale o4 4 LI | | 4] £1 4 h) 4 4o
UTLTLLIVIT CUTITPUITITIIU Al UPTT ALTS TTTUTPTITUTIILU Y UL LT S5 y SLTIT WITUST S y SLTIIT AU IV

being analyzed.

C4.5.2 Operations

ity is

In FAU_SAA.4.1, the author of a PP, PP-Module, functional package or ST should identify a base set of lists
of sequences of system events whose occurrence are representative of known penetration scenarios.
These event sequences represent known penetration scenarios. Each event represented in the sequence
should map to a monitored system event, such that as the system events are performed, they are bound
(mapped) to the known penetration event sequences.

In FAU_SAA.4.1, the author of a PP, PP-Module, functional package or ST should identify a base subset of
system events whose occurrence, in isolation from all other system activity, may indicate a violation of
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the enforcement of the SFRs. These include events that by themselves indicate a clear violation to the
SFRs, or whose occurrence is so significant they warrant action.

In FAU_SAA.4.2, the author of a PP, PP-Module, functional package or ST should specify the information
used to determine system activity. This information is the input data used by the analysis tool to
determine the system activity that has occurred on the TOE. This data may include audit data,
combinations of audit data with other system data, or may consist of data other than the audit data.
The author of a PP, PP-Module, functional package or ST should define precisely what system events and
event attributes are being monitored within the input data.

C.5 melrify audit review (FA"_QAR)

C.5.1 User application notes
The Security audit review family defines requirements related to review of the audit inforgmation.
Thes¢ functions should allow pre-storage or post-storage audit selection.
EXAMPLE

An expmple of requirement related to review of the audit information is the‘ability to selectively reyiew:

— theactions of one or more users (such as. identification, authentication, TOE entry, and access coptrol actions);
— the actions performed on a specific object or TOE resource;
— all of a specified set of audited exceptions; or

— akctions associated with a specific SFR attribute.

The distinction between audit reviews is based“on functionality. Audit review (only) encdgmpasses the
ability to view audit data. Selectable review~is more sophisticated and requires the ability to select
subséts of audit data based on a single criterion or multiple criteria with logical (i.e. and/or) relations
and drder the audit data before it is reviewed.

C.5.2 FAU_SAR.1 Audit review

C.5.2{1 Component rationale and application notes

This ¢omponent provides'authorized users the capability to obtain and interpret the inforriation. In the
case pf human usersithis information needs to be in a human understandable presentation. In the case
of exfernal IT entities, the information needs to be unambiguously represented in an electrpnic fashion.

This fomponent is also used to specify that users and/or authorized users can read the apidit records.
Thes¢ auditrecords will be provided in a manner appropriate to the user. There are diffefent types of
userq (human users, machine users) that can have different needs.

The content of the audit records that can be viewed can be specified.

C.5.2.2 Operations

In FAU_SAR.1.1, the author of a PP, PP-Module, functional package or ST should specify the authorized
users that can use this capability. If appropriate the author of a PP, PP-Module, functional package or ST
may include security roles (see FMT_SMR.1 Security roles).

In FAU_SAR.1.1, the author of a PP, PP-Module, functional package or ST should specify the type of
information the specified user is permitted to obtain from the audit records.

EXAMPLE

» o«

Examples are “all”, “subject identity”, “all information belonging to audit records referencing this user”.
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When employing the SFR, FAU_SAR.], it is not necessary to repeat, in full detail, the list of audit
information first specified in FAU_GEN.1. Use of terms such as “all” or “all audit information” assist
in eliminating ambiguity and the further need for comparative analysis between the two security
requirements.

C.5.3 FAU_SAR.2 Restricted audit review

C.5.3.1 Component rationale and application notes

This component specifies that any users not identified in FAU_SAR.1 Audit review will not be able to
read the audit records.

C.5.3.2 Oplerations

There are nd operations specified for this component.

C.5.4 FAU[SAR.3 Selectable audit review

C.5.4.1 Component rationale and application notes

This comporent is used to specify that it should be possible to perform selection of the audit datajto be
reviewed. Ifpbased on multiple criteria, those criteria should be relatedtogether with logical (i.e.[‘and”
or “or”) relations, and the tools should provide the ability to manipulate audit data

EXAMPLE

Means of manjipulating audit data include sorting and filtering.

C.5.4.2 Oplerations

In FAU_SAR{3.1, the author of a PP, PP-Module,‘functional package or ST should specify whether
capabilities fo select and/or order audit data is\required from the TSF.

In FAU_SARJ3.1, the author of a PP, PP-Module, functional package or ST should assign the criteria,
possibly with logical relations, to be used to select the audit data for review. The logical relations are
intended to gpecify whether the opetation can be on an individual attribute or a collection of attrilputes.

EXAMPLE An example of thissassignment can be: “application, user account and/or location”.

In this case,|the operation €an be specified using any combination of the three attributes: application,
user accounf and location.

C.6 Securityaudit event selection (FAU_SEL)

C 6 1 Use bk e licafinan natac
L] L] “yl’ll\'“tlvll ITUCCJT

The security audit event selection family provides requirements related to the capabilities of identifying
which of the possible auditable events are to be audited. The auditable events are defined in the Security
audit data generation (FAU_GEN) family, but those events should be defined as being selectable in this
component to be audited.

This family ensures that it is possible to keep the audit trail from becoming so large that it becomes
useless, by defining the appropriate granularity of the selected security audit events.
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C.6.2 FAU_SEL.1 Selective audit

C.6.2.

1 Component rationale and application notes

This component defines the selection criteria used, and the resulting audited subsets of the set of all
auditable events, based on user attributes, subject attributes, object attributes, or event types.

The existence of individual user identities is not assumed for this component. This allows for TOEs such
as routers that may not support the notion of users.

For a distributed environment, the host identity can be used as a selection criterion for events to be

|

audit

U.

The management function FMT_MTD.1 Management of TSF data will handle the rights g

users

C.6.2

In FA
secu]
subje]

In FA
attrih
selec

to query or modify the selections.

2 Operations

U_SEL.1.1, the author of a PP, PP-Module, functional package or ST-should select
ity attributes upon which audit selectivity is based, is related(to object identity,
ct identity, host identity, or event type.

U_SEL.1.1, the author of a PP, PP-Module, functional package or ST should specify ar
utes upon which audit selectivity is based. If there are' no additional rules upon
[ivity is based, this assignment can be completed with “none”.

f authorized

whether the

yser identity,

1y additional
which audit

C.7 |Security audit data storage (FAU_STG)

C.7.1 User application notes

The gecurity audit data storage family describes requirements for storing audit data for later use,
inclufling requirements controlling the“oss of audit information due to TOE failure, attack and/or

exhatistion of storage space.

C.7.2 FAU_STG.1 Audit data'storage location

C.7.2|]1 Component rationale and application notes

In a dlistributed environment, as the location of the audit trail is in the TSF, but not nefessarily co-
located with the function generating the audit data, the author of a PP, PP-Module, functignal package
or ST|can requestauthentication of the originator of the audit record, or non-repudiation of{the origin of
the r¢cord prier to storing this record in the audit trail.

The TSE will protect the stored audit records in the audit trail from unauthorised ¢leletion and
modifieation—ttisnoted-thatinseme TOEs the-auditer{rele}-cannotbe-authorized-to-delete the audit

records for a certain period of time.

FAU_STG.1.1 is dependent upon FTP_ITC.1 Inter-TSF trusted channel, if “transmit the generated audit
data to an external IT entity using a trusted channel according to FTP_ITC” is not selected then the
author of a PP, PP-Module, functional package or ST can satisfy the dependency by providing the
rationale explaining why it was not selected.

C.7.2.2 Operations

In FAU_STG.1.1the author of a PP, PP-Module, functional package or ST should select where the audit
data is stored. Audit data may be stored on the TOE itself, be transmitted to an external entity using a
trusted channel, or other storage options can be specified in the assignment.
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If additional or alternative storage locations for audit data need to be specified by the author of a PP,
PP-Module, functional package or ST then this requirement can be specified in FAU_STG.1.1 using the
assignment found within the selection.

C.7.3 FAU_STG.2 Protected audit data storage

C.7.3.1 Component rationale and application notes

In a distributed environment, as the location of the audit trail is in the TSF, but not necessarily co-
located with the function generating the audit data, the author of a PP, PP-Module, functional package
or ST can request authentication of the originator of the audit record, or non-repudiation of the origin of
the record prior storing this record in the audit trail.

The TSF will|protect the stored audit data in the audit trail from unauthorized deletion and modification.
It is noted that in some TOEs the auditor (role) can not be authorized to delete the auditjrecordd for a
certain perigd of time.

C.7.3.2 Operations

In FAU_STG.R.2, the author of a PP, PP-Module, functional package or ST should-specify whether the TSF
shall prevent or only be able to detect modifications of the stored audit data in the audit trail. Onlly one
of these optipns may be chosen.

C.7.4 FAU|STG.3 Guarantees of audit data availability

C.7.4.1 Component rationale and application notes

This compoment allows the author of a PP, PP-Module, fuinctional package or ST to specify to Wwhich
metrics the qudit trail should conform.

In a distribyted environment, as the location of-the audit trail is in the TSF, but not necessarily co-
located with the function generating the audif\data, the author of a PP, PP-Module, functional pagkage
or ST can request authentication of the origifiator of the audit record, or non-repudiation of the origin of
the record prfior storing this record in thé-audit trail.

C.7.4.2 Operations

In FAU_STG.B.3, PP, PP-Modulg€,functional package or ST author should specify the metric that the TSF
must ensureg with respect to the stored audit records. This metric limits the data loss by enumerating
the number pf records thatmust be kept, or the time that records are guaranteed to be maintainefl.

EXAMPLE

An example of the'metric can be “100,000” indicating that 100,000 audit records can be stored.

In FAU_STG.3-3 theauthor of = PP, PP-Modute, functiomal package or ST should specify thecomdition
under which the TSF shall still be able to maintain a defined amount of audit data. This condition can be
any of the following: audit storage exhaustion, failure, attack.

C.7.5 FAU_STG.4 Prevention of audit data loss

C.7.5.1 Component rationale and application notes

This component specifies the behaviour of the TOE if the audit trail is full: either audit records are
ignored, or the TOE is frozen such that no audited events can take place. The requirement also states
that no matter how the requirement is instantiated, the authorized user with specific rights to this
effect, can continue to generate audited events (actions). The reason is that otherwise the authorized
user can not even reset the TOE. Consideration should be given to the choice of the action to be taken by
the TSF in the case of audit storage exhaustion, as ignoring events, which provides better availability of
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the TOE, will also permit actions to be performed without being recorded and without the user being
accountable.

C.7.5

.2 Operations

In FAU_STG.5.1, the author of a PP, PP-Module, functional package or ST should select whether the TSF
shall ignore audited actions, or whether it should prevent audited actions from happening, or whether
the oldest audit records should be overwritten when the TSF can no longer store audit records. Only
one of these options may be chosen.

In FAU_STG.5.1, the author of a PP, PP-Module, functional package or ST should specify other actions

that g
other
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Class FCO: Communication — Application notes
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Subject that requests evidence of origin: a recipient or a third party such as an arbiter.

Subject to which the evidence is provided: A notary.

The author of a PP, PP-Module, functional package or ST specifies the conditions that must be met to be
able to verify the validity of the evidence.

EXAMPLE 3

An example of a condition which can be specified is where the verification of evidence must occur within 24 h.

166

© ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=779666477d3d345403a7dab1be09baa3

ISO/IEC 15408-2:2022(E)

These conditions, therefore, allow the tailoring of the non-repudiation to legal requirements, such as
being able to provide evidence for several years.

In most cases, the identity of the recipient will be the identity of the user who received the transmission.
In some instances, the author of a PP, PP-Module, functional package or ST does not want the user
identity to be exported. In that case, the author of a PP, PP-Module, functional package or ST considers
whether it is appropriate to include this class, or whether the identity of the transport service provider
or the identity of the host should be used.

In addition to (or instead of) the user identity, a PP, PP-Module, functional package or ST author can be
more concerned about the time the information was transmitted.

EXAMPLE 4
For eample, requests for proposals must be transmitted before a certain date in order to be considered.

In sufh instances, these requirements can be customized to provide a timestamp indicafion (time of
origin).

D.2.2 FCO_NRO.1 Selective proof of origin

D.2.2.11 User application notes

Ther¢ are no user application notes specified for this component:

D.2.2l2 Operations

In FQO_NRO.1.1, the author of a PP, PP-Module, functional package or ST should fill in [the types of
information subject to the evidence of origin funétion.

EXAMPLE 1

An expmple of the type of information is “ele¢tronic mail messages”.

In FCP_NRO.1.1, the author of a PP, PP3Module, functional package or ST should specify the[user/subject
who ¢an request evidence of origin.

In FQO_NRO.1.1, the author af/a PP, PP-Module, functional package or ST, dependent on the selection,
should specify the third parties that can request evidence of origin.

EXAMPLE 2

A thind party can be.an arbiter, judge, or legal body.

In FQO_NRO.1.2, the author of a PP, PP-Module, functional package or ST should fill in the list of the
attributes-that shall be linked to the information.

EXAMPLE 3

Attributes include originator identity, time of origin, and location of origin.

In FCO_NRO.1.2, the author of a PP, PP-Module, functional package or ST should fill in the list of
information fields within the information over which the attributes provide evidence of origin, such as
the body of a message.

In FCO_NRO.1.3, the author of a PP, PP-Module, functional package or ST should specify the user/subject
who can verify the evidence of origin.

In FCO_NRO.1.3, the author of a PP, PP-Module, functional package or ST should fill in the list of
limitations under which the evidence can be verified.

EXAMPLE 4
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An example of a limitation is “the evidence can only be verified within a 24-h time interval.”
An assignment of “immediate” or “indefinite” is acceptable.

In FCO_NRO.1.3, the author of a PP, PP-Module, functional package or ST, dependent on the selection,
should specify the third parties that can verify the evidence of origin.

D.2.3 FCO_NRO.2 Enforced proof of origin

D.2.3.1 User application notes

’I‘h mearanalioots o ot oo oot fiad Lot o et
ere are nc oIl d ITCALIVIT TIULC O O CUITICU IVUL UIT1O LUIIT UIICIIL,.
PV P P

D.2.3.2 Operations

In FCO_NROJ}2.1, the author of a PP, PP-Module, functional package or ST should fill,in“the types of
information|subject to the evidence of origin function.

EXAMPLE 1 Electronic mail messages.

In FCO_NROJ2.2, the author of a PP, PP-Module, functional package or ST.§hould fill in the list ¢f the
attributes that shall be linked to the information; for example, originator\identity, time of origin, and
location of ofigin.

In FCO_NRQ,2.2, the author of a PP, PP-Module, functional package or ST should fill in the list of
information|fields within the information over which the attribuifes provide evidence of origin, sych as
the body of 4§ message.

In FCO_NROJ2.3, the author of a PP, PP-Module, functional\package or ST should specify the user/sybject
who can ver|fy the evidence of origin.

In FCO_NRQ,.2.3, the author of a PP, PP-Module;functional package or ST should fill in the list of
limitations ynder which the evidence can be verified.

EXAMPLE 2 The evidence can only be verifiéd within a 24-h time interval.
An assignmgnt of “immediate” or “indefinite” is acceptable.

In FCO_NROJ2.3, the author of a,PP, PP-Module, functional package or ST, dependent on the seleftion,
should specify the third partiesithat can verify the evidence of origin.

EXAMPLE 3 | A third party can be an arbiter, judge, or legal body.

D.3 Non-repudiation of receipt (FCO_NRR)

D.3.1 Userapplication notes

Non-repudiation of receipt defines requirements to provide evidence to other users/subjects that the
information was received by the recipient. The recipient cannot successfully deny having received
the information because evidence of receipt provides evidence of the binding between the recipient
attributes and the information. The originator or a third party can verify the evidence of receipt. This
evidence should not be forgeable.

EXAMPLE1 Anexample of a receiptis a digital signature.

It should be noted that the provision of evidence that the information was received does not necessarily
imply that the information was read or comprehended, but only delivered.

If the information or the associated attributes are altered in any way, validation of the evidence of
receipt with respect to the original information can fail. Therefore, a PP, PP-Module, functional package
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or ST author should consider including integrity requirements such as FDP_UIT.1 Data exchange
integrity in the PP, PP-Module, functional package or ST.

In non-repudiation, there are several different roles involved, each of which can be combined in one
or more subjects. The first role is a subject that requests evidence of receipt (only in FCO_NRR.1
Selective proof of receipt). The second role is the recipient and/or other subjects to which the evidence
is provided). The third role is a subject that requests verification of the evidence of receipt, for example,
an originator or a third party such as an arbiter.

EXAMPLE 2  Arecipient or subject can be a notary.

The author of a PP, PP-Module, functional package or ST specifies the conditions that must be met to be
able o verify the validity of the evidence.

EXAMPLE 3
An expmple of a condition which can be specified is where the verification of evidence must occur within 24 h.

Thes¢ conditions, therefore, allow the tailoring of the non-repudiation to,légal requirements, such as
being able to provide evidence for several years.

In mqst cases, the identity of the recipient will be the identity of the uSerwho received the tfansmission.
In some instances, the author of a PP, PP-Module, functional paekage or ST does not wpant the user
identjty to be exported. In that case, the author of a PP, PP-Module; functional package or ST considers
whether it is appropriate to include this class, or whether the identity of the transport seryice provider
or th¢ identity of the host should be used.

In adflition to (or instead of) the user identity, a PP, BP-Module, functional package or ST ajuthor can be
more|concerned about the time the information was.received.

EXAMPLE4  When an offer expires at a certain date, orders must be received before a certain date in order to
be conpsidered.

In sufh instances, these requirements.can'be customized to provide a timestamp indicafion (time of
receipt).

D.3.2 FCO_NRR.1 Selective proof of receipt

D.3.2.1 User applicationnotes

Ther¢ are no user application notes specified for this component.

D.3.2l2 Operations

In FQO_NRR:171, the author of a PP, PP-Module, functional package or ST should fill in the types of
information subject to the evidence of receipt function, for example, electronic mail messages.

In FCO_NRR1-1, the author of a PP, PP-Module, functional package or ST should specify the user/subject
who can request evidence of receipt.

In FCO_NRR.1.1, the author of a PP, PP-Module, functional package or ST, dependent on the selection,
should specify the third parties that can request evidence of receipt.

EXAMPLE A third party can be an arbiter, judge, or legal body.

In FCO_NRR.1.2, the author of a PP, PP-Module, functional package or ST should fill in the list of the
attributes that shall be linked to the information; for example, recipient identity, time of receipt, and
location of receipt.

In FCO_NRR.1.2, the author of a PP, PP-Module, functional package or ST should fill in the list of
information fields with the fields within the information over which the attributes provide evidence of
receipt, such as the body a message.
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In FCO_NRR.1.3, the author of a PP, PP-Module, functional package or ST should specify the user/
subjects who can verify the evidence of receipt.

In FCO_NRR.1.3, the author of a PP, PP-Module, functional package or ST should fill in the list of
limitations under which the evidence can be verified. For example, the evidence can only be verified
within a 24-hour time interval. An assignment of “immediate” or “indefinite” is acceptable.

In FCO_NRR.1.3, the author of a PP, PP-Module, functional package or ST, dependent on the selection,
should specify the third parties that can verify the evidence of receipt.

D.3.3 FCO_

NRR.2 Enforced proof of receipt
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Class FCS: Cryptographic support — Application notes

E.1 General

The TSF may employ cryptographic functionality to help satisfy several high-level securitly objectives.
Thes¢ include, but are not limited to:

— iflentification and authentication;
— ron-repudiation;

— tfusted path;

— tfusted channel;

— data separation.

This ¢lass is used when the TOE implements cryptographic functions, the implementation pf which can
be inhardware, firmware and/or software.

The FCS: Cryptographic support class is composed of four families: Cryptographic key jmanagement
(FCS/CKM), Cryptographic operation (FCS_COP),"Random bit generation (FCS_RBG), and (feneration of
rand¢m numbers (FCS_RNG).

The [Cryptographic key management (FCS_CKM) family addresses the management aspects of
cryptographic keys; the Cryptographic\operation (FCS_COP) family is concerned with th¢ operational
use of those cryptographic keys; the Random bit generation (FCS_RBG) family provides requirements
for generating random bits; and (the Generation of random numbers (FCS_RNG) is concerned with
ensuring that random numbers:meet defined quality metrics.

For dach cryptographic key. generation method implemented by the TOE, if any, the author of a PP,
PP-Mpdule, functional-package or ST should select the FCS_CKM.1 Cryptographic key generation
complonent.

For epch cryptographic key distribution method implemented by the TOE, if any, the authdr of a PP, PP-
Modyle, functiohal package or ST should select the FCS_CKM.2 Cryptographic key distribution.

For each (cyyptographic key access method implemented by the TOE, if any, the author|of a PP, PP-
Modyle;functional package or ST should select the FCS_CKM.3 Cryptographic key access.

For each cryptographic key derivation method implemented by the TOE, if any, the author of a PP, PP-
Module, functional package or ST should select the FCS_CKM.5 Cryptographic key derivation.

For each cryptographic key destruction method implemented by the TOE, if any, the author of a PP, PP-
Module, functional package or ST should select the FCS_CKM.6 Timing and event of cryptographic key
destruction component.

For each cryptographic operation (such as digital signature, data encryption, key agreement, secure
hash, etc.) performed by the TOE, if any, the author of a PP, PP-Module, functional package or ST should
select the FCS_COP.1 Cryptographic operation component.

For each deterministic random bit generation service implemented by the TOE, if any, the author of
a PP, PP-Module, functional package or ST should select the FCS_RBG.1 Random bit generation (RBG)
component.
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For each external seeding source used by the TOE, if any, the author of a PP, PP-Module, functional

package or S

T should select the FCS_RBG.2 Random bit generation (external seeding) component.

For each internal seeding source (single) used by the TOE, if any, the author of a PP, PP-Module,
functional package or ST should select the FCS_RBG.3 Random bit generation (internal seeding - single
source) component.

Where internal seeding source (multiple) is to be specified, the author of a PP, PP-Module, functional
package or ST should select the FCS_RBG.4 Random bit generation (internal seeding — multiple sources)

component.

For cases wh

ere the TOE combines entropy sources, the FCS RBG.5 Random bit generation (combining

noise source

For each ra
functional p

For each rar
functional p

Cryptograph

s) component should be specified by PP, PP-Module, functional package or ST authan

hdom bit generation service implemented by the TOE, the author of a PP\PP-Mc

dom number generation service implemented by the TOE, the author6fa PP, PP-M(
hckage or ST should specify the FCS_RNG.1 Random number generation’component.

ic functionality may be used to meet objectives specified in ¢lass FCO: Communic

and in families Data authentication (FDP_DAU), Stored data integrity (FDP/SDI), Inter-TSF user

confidential
(FDP_UIT), §
objectives. |
the individu
satisfy. The
cryptograph

E.2 Crypf

E.2.1 Usel

Cryptograph
of a cryptog
storage, acce

EXAMPLE 1
— backup;
escrow;
archive;

recoveryl

ty transfer protection (FDP_UCT), Inter-TSF user data (integrity transfer protg
pecification of secrets (FIA_SOS), User authentication\(EIA_UAU), to meet a varig
1 the cases where cryptographic functionality is used to-meet objectives for other cl
al functional components specify the objectives that cryptographic functionality
objectives in class FCS: Cryptographic support-should be used when assurance fg
ic functionality of the TOE is sought by consumefts.

rographic key management (FCS<€KM)

- application notes

ic keys need to be managed throughout their lifetime. The typical events in the lifg
raphic key include but are not limited to key generation or derivation, distribution,
ss, and destruction.

hckage or ST should specify the FCS_RBG.6 Random bit generation service component].

dule,

dule,

ation,

data
ction
ty of
hSses,
must
r the

cycle
bntry,

The inclusion of other stages is dependent on the key management strategy being implemented, as the

TOE is not al
EXAMPLE 2

ways involved in all of the key life-cycle phases.

The TOE may only generate and distribute cryptographic keys.

This family is intended to support the cryptographic key lifecycle and consequently defines
requirements for the following activities:

172

cryptographic key generation;
cryptographic key derivation;
cryptographic key distribution;

cryptographic key access;
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— cryptographic key destruction.

This family should be included whenever there are functional requirements for the management of
cryptographic keys.

If Security audit data generation (FAU_GEN) is included in the PP, PP-Module, functional package or ST

then,

a)

in the context of the events being audited:

the object attributes may include the assigned user for the cryptographic key, the user role, the

cryptographic operation that the cryptographic key is to be used for, the cryptographic key
identifier and the cryptographic key validity period;

b) t

S|

Typic

Cryp
of se

gene

E.2.2

Evaly

speci

FCS_

of tw]
should keep in mind that the dependency of two directions shall be fulfilled, and should 4§

any i

prese

E.2.3

E.2.3

This
to be

crypt
the c
diffeq

EXAM

E.2.3

InFC
key g

e object value may include the values of cryptographic key(s) and parameters-e
ensitive information (such as secret or private cryptographic keys).

ally, random numbers are used to generate cryptographic keys. If this is thecasé€, the
ographic key generation should be used instead of the component FIA,SOS.2 TS}
Crets. In cases where random number generation is required for purposes other
ation of cryptographic keys, the component FIA_SOS.2 TSF Generatiomof secrets sho

Evaluator notes

ators should refer to ISO/IEC 15408-1:2022, B.4 for information in regard to the use
fied in FCS_CKM.5.

[KM.5 has a dependency on FCS_CKM.6, The dependéncy should be understood as the
o directions, 1) destruction of key derivation key; and 2) destruction of derived key

htermediate values (such as those from key.éstablishment) that should be destroye
rve the confidentiality of the key.

FCS_CKM.1 Cryptographic key generation

1 Component rationale andapplication notes

fomponent requires the cryptographic key sizes and method used to generate crypto
specified, this may be injaccordance with an assigned standard. It should be used t
ographic key sizes and-the method used to generate the cryptographic keys. Only on
pmponent is needed:for the same method and multiple key sizes. The key size may b¢
ent for the various’entities and may be either the input to or the output from the met

PLE Anjexample of a method is an algorithm.

2 Operations

kcluding any

h FCS_CKM.1
" Generation
than for the
11d be used.

of standards

dependency
5. Evaluators
Iso consider
1l in order to

oraphic keys
b specify the
e instance of
P common or
hod.

52CKM.1.1, the author of a PP, PP-Module, functional package or ST should specify the ct

yptographic

eneration algorithm to be used.

In FCS_CKM.1.1, the author of a PP, PP-Module, functional package or ST should specify the cryptographic
key sizes to be used. The key sizes specified should be appropriate for the algorithm and its intended
use.

In FCS_CKM.1.1, the author of a PP, PP-Module, functional package or ST should specify the assigned
standard that documents the method used to generate cryptographic keys. The assigned standard may
comprise none, one or more actual standards publications, for example, from international, national,
industry or organizational standards.
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E.2.4 FCS_

CKM.2 Cryptographic key distribution

E.2.4.1 Component rationale and application notes

This component requires the method used to distribute cryptographic keys to be specified, this may be
in accordance with an assigned standard. See ISO/IEC 15408-1 for information on using standards in
PPs, PP-Modules, functional packages and STs.

E2.4.2 Op

erations

In FCS_CKM.2.1 the author of a PP, PP-Module, functional package or ST should specify the cryptographic

key distribu

In FCS_CKM
standard th
may compri

national, industry or organizational standards.

E.2.5 FCS,

E.2.5.1 Co

This compor
TOE (e.g. ba
keys be sped

FCS_CKM.3
keys.

E.2.5.2 Operations

In FCS_CKM
cryptograph

EXAMPLE

backup, crypflographic key archival, cryiptographic key escrow, and cryptographic key recovery.

In FCS_CKM,
key access 1

In FCS_CKM
standard th
comprise n
industry or

e

ion method to be used.

2.1 the author of a PP, PP-Module, functional package or ST should specify thejass

se none, one or more actual standards publications, for example, fram’ internat

CKM.3 Cryptographic key access

mponent rationale and application notes

ent is intended to allow the specification of requiremefitston the usage of keys outsic
"kup, archival, escrow, recovery) and requires the methods used to access cryptogr
ified, this may be in accordance with an assignedstandard.

[ryptographic key access is not intended to pestulate the access control on cryptogr

3.1, the author of a PP, PP-Module, functional package or ST should specify the ty
ic key access being used.

Examples of types of cryptdgraphic key access include (but are not limited to) cryptograph

3.1, the author of a RByPP-Module, functional package or ST should specify the cryptogrn
ethod to be used.

3.1, the author'of a PP, PP-Module, functional package or ST should specify the ass
it documeérits the method used to access cryptographic keys. The assigned standarg
e, one.or more actual standards publications, for example, from international, nat
gafiizational standards.

gned

it documents the method used to distribute cryptographic keys. The assigned standard

ional,

e the
aphic

aphic

pe of

ic key

aphic

gned
may
ional,

E.2.6 FCS

lekvse tckev-dertvati

E.2.6.1 Component rationale and application notes

This component requires the specification of the methods and parameters associated with the key
derivation for a specified type of key.

FCS_CKM.5 has a dependency on FCS_CKM.6, The dependency should be understood as the dependency
of two directions, 1) destruction of key derivation key, and 2) destruction of derived keys. PP, PP-Module,
functional package and ST authors should keep in mind that the dependency of two directions shall be
fulfilled and should also consider any intermediate values (such as those from key establishment) that
should be destroyed in order to preserve the confidentiality of the key:.
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E.2.6.2 Operations

There are no operations specified for this component.

E.2.

7 FCS_CKM.6 Timing and event of cryptographic key destruction

E.2.7.1 Component rationale and application notes

This component requires the list of keys, including any keying material and the method used to destroy
cryptographic keys to be specified, this can be in accordance with an assigned standard.

The

NOTE
crypt

NOTE
desirg
keyin
in the
unins

E.2.7

In FC
keys

In FC
destn

In FC
the d

E.3

E.3.

A cry
case,

EXAM

Examples ofseryptographic modes of operation are cipher block chaining, output feedback mode, e
book

Cryp

in coisideration of threats related to their compromise.

1 Keying material includes keys and initialization vectors necessary to establish
bgraphic keying relationships.

2 When a DRBG is used to generate a cryptographic key or any keying material, and the
s to protect the DRBG state to avoid the possibility that knowledge of this;state can compron;
b material, then the PP/ST author includes DRBG entropy input, seed input, and internal stat
assignment in FCS_CKM.6.1. See also FCS_RBG.1 regarding the destruction of the DRBG sf
fantiate operation.

2 Operations

5_CKM.6.1, the author of a PP, PP-Module, functionalpackage or ST provides a list of c1
hnd keying material that should be destroyed under certain circumstances.

5_CKM.6.2, the author of a PP, PP-Module, functional package or ST provides the crypt
uction method and the standards specifying the cryptographic key destruction meth

S_CKM.6.1, the author of a PP, PP-Module, functional package or ST selects the circu
estruction of key or key material.

Cryptographic operatien (FCS_COP)

1 User application notes

ptographic operatipn may have cryptographic mode(s) of operation associated with it
then the cryptagraphic mode(s) shall be specified.

PLE

mode, and cipher feedback mode.

eir recovery

ind maintain

PP/ST author
ise the key or
e of the DRBG
ate using the

yptographic

bgraphic key
Dd.

mstances of

If this is the

ectronic code

(Ographic operations may be used to supportone ormore TOE security services: Thet€

operation (FCS_COP) component can need to be iterated more than once depending on:

a)
b)

c)

the user application for which the security service is being used;
the use of different cryptographic algorithms and/or cryptographic key sizes;

the type or sensitivity of the data being operated on.

yptographic

If Security audit data generation (FAU_GEN) Security audit data generation is included in the PP, PP-
Module, functional package or ST then, in the context of the cryptographic operation events being
audited:

a) the types of cryptographic operation may include digital signature generation and/or verification,

cryptographic checksum generation for integrity and/or for verification of checksum,
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(message digest) computation, data encryption and/or decryption, cryptographic key encryption
and/or decryption, cryptographic key agreement, and random number generation;

b)

the subject attributes may include subject role(s) and user(s) associated with the subject;

the object attributes may include the assigned user for the cryptographic key, user role,

cryptographic operation the cryptographic key is to be used for, cryptographic key identifier, and
the cryptographic key validity period.

When specifying cryptographic operations, the author of a PP, PP-Module, functional package or ST
should perform due diligence in order to have confidence that the specified cryptographic operations

are appropriate for the selected assurance requirements and in consideration of the technology types,
environment and use cases of the TOE.

NOTE In[some cases, certification bodies can apply policies in regard to the selection of enyptographic
operations. (Jee ISO/IEC 18045:2022, A.6 n).

E.3.2 FCSJCOP.1 Cryptographic operation

E.3.2.1 Component rationale and application notes

This compopent requires the cryptographic algorithm and key size\used to perform sperified
cryptographlic operation(s) which can be based on an assigned standard,

The dependgncies to FCS_RBG.1 or FCS_RNG.1 will be required for €ryptographic algorithm opergtions
which interrally generate random numbers.

EXAMPLE 1 | DSA signature generation, ECDSA signature generation, RSASSA-PSS signature generation.

The dependé¢ncies to FCS_RBG.1 or FCS_RNG.1 may not be necessary for deterministic cryptographic
algorithm operations.

EXAMPLE 2 | AES encryption / decryption in ECB mode.

E.3.2.2 Operations

In FCS_COP.1.1, the author of a PP, PR-Module, functional package or ST specifies the cryptographic
operations bing performed. Typical'eryptographic operations include digital signature generation and/
or verificatipn, cryptographic checksum generation for integrity and/or for verification of checksum,
secure hash| (message digest) \computation, data encryption and/or decryption, cryptographir key
encryption and/or decryption, cryptographic key agreement, and random number generation The
cryptographic operation.midy be performed on user data or TSF data.

In FCS_COP.1.1, the author of a PP, PP-Module, functional package or ST should specify the cryptographic
algorithm to be used.

EXAMPLE Examples of typical cryptographic algorithms include, but are not limited to, DES, RSA and [DEA.

In FCS_COP.1.1, the author of a PP, PP-Module, functional package or ST should specify the cryptographic
key sizes to be used. The key sizes specified should be appropriate for the algorithm and its intended
use.

In FCS_COP.1.1, the author of a PP, PP-Module, functional package or ST should specify the assigned
standard that documents how the identified cryptographic operation(s) are performed. The assigned
standard may comprise none, one or more actual standards publications, these may include standards
from international, national, industry or organizational standards.
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E.4 Random bit generation (FCS_RBG)

E.4.1 User application notes

When specifying random bit generation methods, the author of a PP, PP-Module, functional package or
ST should perform due diligence in order to have confidence that the specifications are appropriate for
the selected assurance requirements and in consideration of the technology types, environment and
use cases of the TOE.

NOTE In some cases, certification bodies can apply policies in regard to the selection of random bit
generators. (See [SO/IEC 18045:2022, A.6 n).

E.4.2 FCS_RBG.1 Random bit generation (RBG)

E.4.2{1 Component rationale and application notes
For FCS_RBG.1, these dependencies shall always be met.

ISO/IEC 15408-1:2022, 8.3 c) allows a justification to be provided if a dependency is ngt met is not
allowled for this component.

Rese¢ding is the typical mechanism for updating RBG state. If reseeding is not feasible, the TSF should
uningtantiate RBGs rather than produce output that is of insufficient quality.

“Uninstantiate” means that the internal state of the RBG js ne longer available for use.
The dituation “never” should be selected only if the RBG'¢annot be reseeded or uninstantiated.

The sfituation “on demand” indicates that there istanrinterface to trigger reseeding or uningtantiating of
the RBG, whether internal to the TOE or presented as a TSFI (e.g. an API call).

The dituation “on the condition” allows the\PP/ST author to specify application-specific cpnditions for
reseqding.

The list of standards should specify the reseed interval, and procedures for uninstahtiating and
resegding. This assignment shouldbe “None” if the situation is “never.”

Health tests for the RBG are specified in FPT_TST.1.

NOTH If a TOE needs\to protect the DRBG state to avoid the possibility that knowledge of this state can
compfomise a key or keying material derived from its output, then the PP/ST author will include DRBG entropy
inputfseed input, and internal state of the DRBG in the assignment in an instance of FCS_CKM.6.1. This applies
partiqularly where\neither ‘reseeding’ nor ‘re-instantiating’ apply in the last selection of FCSJRBG.1.3 (and
therefore whereadifferent method of destruction needs to be specified).

E.4.2|2/, Operations

There are no operations specified for this component.

E.4.3 FCS_RBG.2 Random bit generation (external seeding)

E.4.3.1 Component rationale and application notes

For this component, the interface to obtain the entropy noise source can be used multiple times to
provide input. For instance, if the input length is 128 bits, it can be used twice to gather 256 bits. In this
instance, the 128 bits would not be provided to the DRBG, since the DRBG can only be instantiated once,
rather a function would gather the 128 bits twice and provide the DRBG with 256 bits of entropy noise
source.
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This component does not describe requirements on seed quality: It is the responsibility of the
operational environment to define their requirement in this regard and to ensure that it is met by the
external source.

Guidance in the introduction to PP, PP-Module, functional package or ST authors should address
protection from modification and disclosure of the value from the external noise source, as well as the
leaking of any pertinent information (e.g. internal state) regarding the RBG.

E.4.3.2 Operations

There are no operations specified for this component.

E.4.4 FCS,
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RBG:6 Random bit generation service
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E.4.6.1 Component rationale and application notes

Specifying the interface type is important for developing evaluation activities and important

information

for an external instance requesting the RBG service from the TOE.

E.4.6.2 Operations

Other interface types can be a service over a network interface.

EXAMPLE

178

Ethernet, wireless.
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E.5 Generation of random numbers (FCS_RNG)

E.5.1 User application notes

When specifying random number generation methods, the author of a PP, PP-Module, functional package
or ST should perform due diligence in order to have confidence that the specifications are appropriate
for the selected assurance requirements and in consideration of the technology types, environment and
use cases of the TOE.

NOTE In some cases, certification bodies can apply policies in regard to the selection of random bit
generators. (See [SO/IEC 18045:2022, A.6 n).

E.5.2 FCS_RNG.1 Random number generation

E.5.2{1 Component rationale and application notes

The §T writer shall perform the missing operation appropriate for cryptographic appli¢ation of the
rand¢m numbers in the elements FCS_RNG.1.1 and FCS_RNG_1.2. The, ST writer shall jperform the
selections for specification of the security capabilities provided by the Frandom number generator of the
TOE.

NOTH Some users of FCS_RNG can find The National Institute of.Standards and Technology ([NIST) Special
Publi¢ation 800-90A Recommendation for Random Number Generation Using Deterministic] Random Bit
Generjators, June 2015 and NIST Special Publication 800-90B Recemmendation for the Entropy Sources Used for
Rand¢m Bit Generation, January 2018 useful.

The gvaluation of the random number generator shalifollow a recognized methodology,

EXAMPLE An example of a recognized methodology is AIS31, published by the Bundesamt fiif Sicherheit in
der Infformationstechnik (BSI) organization.

E.5.2|]2 Operations

In FCS_RNG.1.1 the author of a PP, PP<Module, functional package or ST should specify the list of security
capabilities.

EXAMPLE 1
Examples of security capabilities include:

— altotal failure test detects a total failure of entropy source immediately when the RNG has started. When a
tptal failure is detected, no random numbers will be output;

—-

a total failure of the entropy source occurs while the RNG is being operated, the RNG [selection: prevents the
utput efiany internal random number that depends on some raw random numbers that have bgen generated
ter the'total failure of the entropy source, generates the internal random numbers with a pgst-processing
:Fgorithm of class DRG.2 as long as its internal state entropy guarantees the claimed output erftropy];

@)

— theonline test detection non-tolerable statistical defects of the raw random number sequence (i) immediately
when the RNG has started, and (ii) while the RNG is being operated. The TSF must not output any random
numbers before the power-up online test has finished successfully or when a defect has been detected;

— the online test procedure be effective to detect non-tolerable weaknesses of the random numbers soon.

— the online test procedure checks the quality of the raw random number sequence. It is triggered [selection:
externally, at regular intervals, continuously, applied upon specified internal events]. The online test is
suitable for detecting non-tolerable statistical defects of the statistical properties of the raw random numbers
within an acceptable period of time;

— failure or severe degradation of the noise source be detectable;

— continuous tests or other mechanisms in the entropy source protect against producing output during
malfunctions.
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NOTE 1 In the case of a PP, PP-Module or functional package, FCS_RNG.1 .1 can be completed with a more
restrictive language such as:

— assignment: list of additional security capabilities.

In FCS_RNG.1.2 the author of a PP, PP-Module, functional package or ST should make the appropriate
selection in regard to the quality metric.

EXAMPLE 2
Examples of quality metrics include

— test procedure A [assignment: additional standard test suites] does not distinguish the internal random
numbers|from output sequences of an ideal RNG;

NOTE 2  The assignment for additional standard statistical test suite may be empty.
— the averdge Shannon entropy per internal random bit exceeds 0.998;
— each output bit is independent of all other output bits.

NOTE 3 In|the case of a PP, PP-Module or functional package, FCS_RNG.1 .2 cansbe completed with almore
restrictive laIguage such as:

— [selectiop:
— full ¢ntropy output;
— [assignment: bias and entropy rate of the output].
NOTE4  THe “quality metric” can include both qualitative metric:and quantitative metric.
EXAMPLE 3
In the case of p hybrid deterministic RNG, the following is-an example:
“FCS_RNG.1.1/HD

The TSF shall|provide a hybrid deterministic random number generator that implements: [selection: CTR_DRBG,
Hash_DRBG, HMAC_DRBG] as defined in NIST-Special Publication 800-90A.

FCS_RNG.1.2/HD

The TSF shal] provide [selections«hits, octets of bits, numbers [assignment: format of the numbers]] thaf meet
[assignment: fecurity bits].”
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Class FDP: User data protection — Application note

General

S

Class contains families specifying requirements related to protecting user data. Fhis
FIA and FPT in that FDP: User data protection specifies components to protect’us
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lass does not contain explicit requirements for traditional Mandatory Access Cor
ditional Discretionary Access Controls (DAC); however, such requiréments may be
components from this class.

User data protection does not explicitly deal with confidentiality, integrity, or avail
are most often intertwined in the policy and mechanism$-However, the TOE securit)

adequately cover these three objectives in the PP, PP-Modulej«functional package or ST.
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bd as a specific type of access on a specific object. It depends on the level of abstr
r of a PP, PP-Module, functional package or ST:xwhether these operations are descrilj

and/¢r “write” operations, or as more complex operations such as “update the database”.

The 4
repre
to mg
attril
the c
contg
acces
the ix

This

polic
a bas
defin

EXAM

ccess control policies are policies that ¢ontrol access to the information container. T
sent attributes of the container. Once'the information is out of the container, the acd
dify that information, including writing the information into a different container w

bntainer. The attributes of the“information, which may be associated with the attr

sor does not have the ability, in the absence of an explicit authorization, to change the
formation.

'lass is not meantto be a complete taxonomy of IT access policies, as others can be ima
es included here are simply those for which current experience with actual syste
is for specifying requirements. There may be other forms of intent that are not cap
jtions héTe.
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constructed

hbility, as all
 policy shall

operation is
hction of the
ed as “read”

e attributes
essor is free
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utes. By contrast, an information flow policy controls access to the information, inflependent of

butes of the

iner (or may not, as in thecase of a multi-level database) stay with the information as it moves. The

attributes of

gined. Those
ms provides
tured in the

A goe
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implementation of the NO FOREIGN handling caveat).

n automated

Such concepts can be handled as refinements of, or extensions to the FDP: User data protection
components.

Finally, it is important when looking at the components in FDP: User data protection to remember that
these components are requirements for functions that may be implemented by a mechanism that also
serves or can serve another purpose.

EXAMPLE 2

It is possible to build an access control policy (Access control policy (FDP_ACC)) that uses labels (FDP_IFF.1
Simple security attributes) as the basis of the access control mechanism.
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A set of SFRs may encompass many SFPs, each to be identified by the two policy-oriented components
Access control policy (FDP_ACC), and Information flow control policy (FDP_IFC). These policies will
typically take confidentiality, integrity, and availability aspects into consideration as required, to
satisfy the TOE requirements. Care should be taken to ensure that all objects are covered by at least one
SFP and that there are no conflicts arising from implementing the multiple SFPs.

When building a PP, PP-Module, functional package or ST using components from the FDP: User data
protection class, the following information provides guidance on where to look and what to select from
the class.

The requlrements 1n the FDP: User data protectlon class are deflned in terms of a set of SFRs that will
implement a e
Module fun

operations, ¢.g.

Each instanti
component {

instantiated
policies ifre

The key to sg
to enable prj
(FDP_ACC)
Information
flow control
subjects, obj
meant to be
calls foran a
rules that de

dnd Information flow control policy (FDP_IFC). In Aécess control policy (FDP_ACC

uested.

lecting components from this family is to have a well-defiged-Set of TOE security obje

flow control policy (FDP_IFC) respectively, all aceeSs control policies and all inform
policies are named. Furthermore, the scope of eontrol of these components in terms
ects and operations covered by this security functionality. The names of these policie

ssignment or selection of an “access contre! SFP” or an “information flow control SFP
fine the functionality of the named access control and information flow control SFP

multiple times within a PP, PP-Module, functional package or ST to account for diff

rtives

pper selection of the components from the two policy «components; Access control policy

and
ation
bf the
bS are

used throughout the remainder of the functional components that have an operation that

". The
5 will

be defined iy
families (res

the Access control functions (FDP_ACF) and Information flow control functions (FDR_IFF)

pectively).

The followin
functional p

a)

g steps are guidance on how this class is applied in the construction of a PP, PP-M¢dule,

nckage or ST:

flow
arity

the policies to be enforced from the Access control policy (FDP_ACC), and Informatior
bolicy (FDP_IFC) families. These families define scope of control for the policy, granu
bl and may identify’some rules to go with the policy;

identify
control
of contr

b) identify
assign

specifically (“Thetiles *

the compefients and perform any applicable operations in the policy componentsd.
ent operations may be performed generally (such as with a statement “All files

» o«

‘A”, “B”, etc.) depending upon the level of detail known;

identify any applicable functlon components from the Access control functlons (FDP_ ACF

Access control policy (FDP_ACC) and Information flow control policy (FDP_IFC). Perform the
operations to make the components define the rules to be enforced by the named policies. This
should make the components fit the requirements of the selected function envisioned or to be built;

d) identify who will have the ability to control and change security attributes under the function,
such as only a security administrator, only the owner of the object, etc. Select the appropriate
components from FMT: Security management and perform the operations. Refinements may be
useful here to identify missing features, such as that some or all changes shall be done via trusted

path;

identify any appropriate components from the FMT: Security management for initial values for new
objects and subjects;

f)

182

identify any applicable rollback components from the Rollback (FDP_ROL) family;
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g)
protection (FDP_RIP) family;

h)
handled during import and export, from the Import from outside of the TOE (FDP_ITC
from the TOE (FDP_ETC) families;

(FDP_ITT) family;
j)

identify any requirements for integrity protection of stored information from the
integrity (FDP_SDI);

identify any applicable residual information protection requirements from the Residual information

identify any applicable import or export components, and how security attributes should be

) and Export

identify any applicable internal TOE communication components from the Internal TOE transfer

Stored data

k)

—

lentify any applicable inter-TSF communication components from the Intef3TS
onfidentiality transfer protection (FDP_UCT) or Inter-TSF user data integrityransfe
FDP_UIT) families.

f

F.2 |Access control policy (FDP_ACC)

F.2.1] User application notes

This
The
attrik
contn

family is based upon the concept of arbitrary controls onthe'interaction of subjects
cope and purpose of the controls is based upon the attributes of the accessor (
utes of the container being accessed (object), the actions (operations) and any asso
ol rules.

The ¢omponents in this family are capable of identifying the access control SFPs (by
enforced by the traditional DAC mechanisms. It further defines the subjects, objects and op
are cpvered by identified access control SFPs. The rules that define the functionality of an a
SFP Will be defined by other families, such as‘Access control functions (FDP_ACF) and Exp
TOE (FDP_ETC). The names of the access.control SFPs defined in Access control policy (
mearft to be used throughout the remajnder of the functional components that have an o
calls for an assignment or selection of an “access control SFP.”

ccess control SFP covers a set of triplets: subject, object, and operations. Therefore,
ered by multiple access control SFPs but only with respect to a different operation ¢
. Of course, the same applies to objects and operations.

F user data
r protection

and objects.
subject), the
iated access

name) to be
prations that
Ccess control
ort from the
DP_ACC) are
eration that

W subject can
r a different

ity for users
y (FDP_ACC)
ran be added
MT: Security

cifies access

P_ACC) as this family spe

contnels eguirements.-Aug eguirements
the access control SFPs identified in this family.

ins to satisfy

This family provides a PP, PP-Module, functional package or ST author the capability to specify several
policies, for example, a fixed access control SFP to be applied to one scope of control, and a flexible access
control SFP to be defined for a different scope of control. To specify more than one access control policy,
the components from this family can be iterated multiple times in a PP, PP-Module, functional package
or ST to different subsets of operations and objects. This will accommodate TOEs that contain multiple
policies, each addressing a particular set of operations and objects. In other words, the author of a PP,
PP-Module, functional package or ST should specify the required information in the ACC component
for each of the access control SFPs that the TSF will enforce. For example, a TOE incorporating three
access control SFPs, each covering only a subset of the objects, subjects, and operations within the TOE,
will contain one FDP_ACC.1 Subset access control component for each of the three access-control SFPs,
necessitating a total of three FDP_ACC.1 Subset access control components.
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F.2.2 FDP_ACC.1 Subset access control

F2.2.1 Component rationale and application notes

The terms object and subject refer to generic elements in the TOE. For a policy to be implementable,
the entities shall be clearly identified. For a PP, the objects and operations can be expressed as types
such as: named objects, data repositories, observe accesses, etc. For a specific TOE these generic terms
(subject, object) shall be refined.

EXAMPLE Files, registers, ports, daemons, open calls.

This compone saciiesthat the nolicy covear soma well dolined set of serabionson-somesubscl of
the objects. |t places no constraints on any operations outside the set - including operations ox objects
for which other operations are controlled.

F.2.2.2 Operations

In FDP_ACC.1.1, the author of a PP, PP-Module, functional package or ST should specify a uniquely named
access contrpl SFP to be enforced by the TSF.

In FDP_ACCJ1.1, the author of a PP, PP-Module, functional package or ST<should specify the list of
subjects, objects, and operations among subjects and objects covered by(the SFP.

F.2.3 FDP| ACC.2 Complete access control

F.2.3.1 Component rationale and application notes

This component requires that all possible operationsc¢enobjects, that are included in the SFP, are
covered by an access control SFP.

The author ¢f a PP, PP-Module, functional package or ST shall demonstrate that each combinatijon of
objects and gubjects is covered by an access contbol SFP.

F.2.3.2 Operations

In FDP_ACC.2.1, the author of a PP, PR-Module, functional package or ST should specify a uniquely named
access contrpl SFP to be enforced by the TSF.

In FDP_ACC.2.1, the author of a BP, PP-Module, functional package or ST should specify the list of subjects
and objects ¢overed by the SEP. All operations among those subjects and objects will be covered hy the
SFP.

F.3 Access control functions (FDP_ACF)

F3.1 Userappticationnotes

This family describes the rules for the specific functions that can implement an access control policy
named in Access control policy (FDP_ACC) which also specifies the scope of control of the policy.

This family provides a PP, PP-Module, functional package or ST author the capability to describe the
rules for access control. This results in a TOE where the access to objects will not change.

EXAMPLE 1

An example of such an object is “Message of the Day”, which is readable by all, and changeable only by the
authorized administrator.
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This family also provides the author of a PP, PP-Module, functional package or ST with the ability to
describe rules that provide for exceptions to the general access control rules. Such exceptions would
either explicitly allow or deny authorization to access an object.

There are no explicit components to specify other possible functions such as two-person control,
sequence rules for operations, or exclusion controls. However, these mechanisms, as well as traditional
DAC mechanisms, can be represented with the existing components, by careful drafting of the access
control rules.

A var

iety of acceptable access control functionality may be specified in this family.

EXAMPLE 2

|

t

[0

ccess control lists (ACLs);
me-based access control specifications;

rigin-based access control specifications;

— owner-controlled access control attributes.

F.3.2| FDP_ACFE.1 Security attribute-based access control

F3.2J]1 Component rationale and application notes

This ¢omponent provides requirements for a mechanism thatmediates access control basedl on security
attrihutes associated with subjects and objects. Each~ebject and subject have a set df associated
attributes, such as location, time of creation, access{r¥ights such as Access Control Lists {ACLs)). This
component allows the author of a PP, PP-Module, functional package or ST to specify the atftributes that

will I
attril

EXAM

e used for the access control mediation. This“‘component allows access control rules
utes, to be specified.

PLE

Exam

o

— — q

El

les of the attributes that a PP, PP-Module, functional package or ST author can assign are:

identity attribute may be asseciated with users, subjects, or objects to be used for mediat
such attributes can be theiname of the program image used in the creation of the subject
tribute assigned to the program image;

time attribute can be:used to specify that access will be authorized during certain times of t
prtain days of the-week, or during a certain calendar year;

location attribute can specify whether the location is the location of the request for the
cation wherethe operation will be carried out, or both. It can be based upon internal tables tq
gical interfaces of the TSF into locations such as through terminal locations, CPU locations, €

grouping attribute allows a single group of users to be associated with an operation for th|

using these

on. Examples
or a security

he day, during

peration, the
translate the
kc.;

e purposes of

el

ccess control. If required, the refinement operation should be used to specify the maximu

m number of

definable groups, the maximum membership of a group, and the maximum number of groups to which a user
can concurrently be associated.

This component also provides requirements for the access control security functions to be able to
explicitly authorize or deny access to an object based upon security attributes. This can be used to
provide privilege, access rights, or access authorizations within the TOE. Such privileges, rights, or
authorizations can apply to users, subjects (representing users or applications), and objects.

E3.2.2 Operations

In FDP_ACF.1.1, the author of a PP, PP-Module, functional package or ST should specify an access control
SFP name that the TSF is to enforce. The name of the access control SFP, and the scope of control for that
policy are defined in components from Access control policy (FDP_ACC).
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In FDP_ACF.1.1, the author of a PP, PP-Module, functional package or ST should specify, for each
controlled subject and object, the security attributes and/or named groups of security attributes that

the function

EXAMPLE 1

will use in the specification of the rules.

Such attributes may be things such as the user identity, subject identity, role, time of day, location, ACLs, or any
other attribute specified by the author of a PP, PP-Module, functional package or ST.

Named groups of security attributes can be specified to provide a convenient means to refer to multiple
security attributes. Named groups can provide a useful way to associate “roles” defined in Security
management roles (FMT_SMR), and all of their relevant attributes, with subjects. In other words, each

role can relafe to a named group of attributes.

In FDP_ACF.
governing a
controlled o
control func

EXAMPLE 2

General 4

Granulan

In FDP_ACF.
based on se
to explicitly
included in K

EXAMPLE 3

An example @
always grant

If such a cap
specify “non

In FDP_ACF.]
security attr
specified in

to the rules

associated W
has been sp
package or §

F.4 Data

.2, the author of a PP, PP-Module, functional package or ST should specify the SFP
ccess among controlled subjects and controlled objects using controlled epefatio
bjects. These rules specify when access is granted or denied. It can specify-géneral a
fions or granular access control functions.

ccess control functions: typical permission bits;
access control: Access Control Lists (ACL).

1.3, the author of a PP, PP-Module, functional package or ST should specify the
Curity attributes, that explicitly authorize access ofssubjects to objects that will be
authorize access. These rules are in addition to-those specified in FDP_ACF.1.1. The
DP_ACF.1.3 as they are intended to contain exeeptions to the rules in FDP_ACF.1.1.

f rules to explicitly authorize access is based on a privilege vector associated with a subjed
access to objects covered by the access:control SFP that has been specified.

ability is not desired, then the author of a PP, PP-Module, functional package or ST s

”

e .

.4, the author of a PP, PP-Medule, functional package or ST should specify the rules, bas
ibutes, that explicitly deniy access of subjects to objects. These rules are in addition to
FDP_ACF.1.1 . They«are included in FDP_ACF.1.4 as they are intended to contain excef
n FDP_ACF.1.1 , An)example of rules to explicitly deny access is based on a privilege v

rules
NS on
ccess

rules,
used
y are

t that

hould

ed on
those
tions
ector

rith a subject, that always denies access to objects covered by the access control SFP that

pcified. If stich'a capability is not desired, then the author of a PP, PP-Module, funcf
T should-specify “none”.

ional

authentication (FDP_DAU)

F4.1 User application notes

This family describes specific functions that can be used to authenticate “static” data.

Components in this family are to be used when there is a requirement for “static” data authentication,
i.e. where data is to be signed but not transmitted.

NOTE

received during a data exchange.

186

The non-repudiation of origin (FCO_NRO) family provides for non-repudiation of origin of information

© ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=779666477d3d345403a7dab1be09baa3

ISO/IEC 15408-2:2022(E)

F.4.2 FDP_DAU.1 Basic Data Authentication

F.4.2.1 Component rationale and application notes

This component may be satisfied by one-way hash functions to generate a hash value for a definitive
document that may be used as verification of the validity or authenticity of its information content.

EXAMPLE Cryptographic checksum, fingerprint, message digest.

F.4.2.2 Operations

D 0T 0 e fist of objects

P-Module, Tunctional packag
of generating data authentication.gvidence.

—DAU T I, the auth a PP, )
ormation types for which the TSF shall be capable

In FO)P_DAU.1.2, the author of a PP, PP-Module, functional package or ST should ispecify the list of
subjejcts that will have the ability to verify data authentication evidence for the-objécts identified in the
previbus element. The list of subjects can be very specific, if the subjects areknown, or itican be more
generic and refer to a “type” of subject such as an identified role.

F.4.3] FDP_DAU.2 Data Authentication with Identity of Guarantor

F.4.3]1 Component rationale and application notes

This fromponent additionally requires the ability to verify(the identity of the user that provided the
guarantee of authenticity

EXAMPLE A trusted third party.

F4.32 Operations

In FD|P_DAU.2.1, the author of a PP, PP-Module, functional package or ST should specify the list of objects
or information types for which the TSFishall be capable of generating data authentication gvidence.

In F)P_DAU.2.2, the author of a PR-PP-Module, functional package or ST should specify the list of
subjects that will have the ability to verify data authentication evidence for the objects identified in the
previous element as well as the\identity of the user that created the data authentication ev]dence.

E.5 |Export from the TOE (FDP_ETC)

F.5.1] User application notes

This [family ‘defines functions for TSF-mediated exporting of user data from the TOE guch that its
secullity attributes either can be explicitly preserved or can be ignored once it has be¢n exported.
Consystency of these security attributes are addressed by Inter-TSF TSF data consistency (FPT_TDC).

Export from the TOE (FDP_ETC) is concerned with limitations on export and association of security
attributes with the exported user data.

This family, and the corresponding Import family Import from outside of the TOE (FDP_ITC), address
how the TOE deals with user data transferred into and outside its control. In principle, this family is
concerned with the TSF-mediated exporting of user data and its related security attributes.

A variety of activities can be involved here:
a) exporting of user data without any security attributes;

b) exporting user data including security attributes where the two are associated with one another
and the security attributes unambiguously represent the exported user data.
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If there are multiple SFPs (access control and/or information flow control) then it may be appropriate
to iterate these components once for each named SFP.

F.5.2 FDP

_ETC.1 Export of user data without security attributes

F5.2.1 Component rationale and application notes

This component is used to specify the TSF-mediated exporting of user data without the export of its
security attributes.

F5.2.2 Op

erations

In FDP_ETC.
SFP(s) and/q
data that thi

F.5.3 FDP

F5.3.1 Co

The user d
unambiguou
way that thi

EXAMPLE

An alternati
attributes a
attributes a1
(FPT_TDC) ¢
Trusted pat}

E5.3.2 Oplerations

In FDP_ETC|
control SFP(|
The user dat]

In FDP_ETC.
exportation

.1, the author of a PP, PP-Module, functional package or ST should specify the access$.Ca
r information flow control SFP(s) that will be enforced when exporting user data: Thg¢
5 function exports is scoped by the assignment of these SFPs.

| ETC.2 Export of user data with security attributes

mponent rationale and application notes

ata is exported together with its security attributes.(The security attribute
sly associated with the user data. There are several ways.ofiachieving this associatior

On the same external media.

Ve way is by using cryptographic techniquesisuch as secure signatures to associat
hd the user data. Inter-TSF trusted channel(FTP_ITC) can be used to assure thg
e correctly received at the other trusted €T product while Inter-TSF TSF data consis
an be used to make sure that those attributes are properly interpreted. Further
(FTP_TRP) can be used to make sureithat the export is being initiated by the proper

2.1, the author of a PP,_PP-Module, functional package or ST should specify the a
5) and /or information flow control SFP(s) that will be enforced when exporting user
a that this function éxports is scoped by the assignment of these SFPs.

D.5, the authorofa’ PP, PP-Module, functional package or ST should specify any addif
control rulesyor “none” if there are no additional exportation control rules. These

will be enfor

selected in FDP_ETC(2.1.

F.6 Information flow control policy (FDP_IFC)

ced by the ISF in addition to the access control SFPs and/or information flow control

b can be achieved is by physically collocating the user data and the security attributesd.

ntrol
user

5 are
.One

e the
t the
tency
more,
Luser.

ccess
data.

ional
rules
SFPs

F.6.1 User application notes

This family covers the identification of information flow control SFPs and, for each, specifies the scope
of control of the SFP.

The components in this family are capable of identifying the information flow control SFPs to be
enforced by the traditional MAC mechanisms that would be found in a TOE. However, they go beyond
just the traditional MAC mechanisms and can be used to identify and describe non-interference policies
and state-transitions. It further defines the subjects under control of the policy, the information under
control of the policy, and operations which cause controlled information to flow to and from controlled
subjects for each information flow control SFP in the TOE. The information flow control SFP will be
defined by other families such as Information flow control functions (FDP_IFF) and Export from the
TOE (FDP_ETC). The information flow control SFPs named here in Information flow control policy
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(FDP_IFC) are intended to be used throughout the remainder of the functional components that have an
operation that calls for an assignment or selection of an “information flow control SFP.”

These components are quite flexible. They allow the domain of flow control to be specified and there
is no requirement that the mechanism be based upon labels. The different elements of the information
flow control components also permit different degrees of exception to the policy.

Each SFP covers a set of triplets: subject, information, and operations that cause information to flow
to and from subjects. Some information flow control policies may be at a very low level of detail and
explicitly describe subjects in terms of processes within an operating system. Other information flow
control policies may be ata high level and descrlbe sub]ects in the generlc sense of users or input/output
channe 2 AC . 3 : s clearly define
the d 51red IT securlty functlons In such cases, 1t is more approprlate to mclude such descrlptlons of
information flow control policies as objectives. In this case the desired IT security fundtions can be
specified as supportive of those objectives.

In the second component (FDP_IFC.2 Complete information flow control),€ach information flow

contr
and f]
a SFP
whet
flow,

An in
“com
affec

An a
contr
infor
amu
the a

Infor
infor
throy
be ex

The d
ST to
polic

F.6.2

F.6.2

ol SFP will cover all possible operations that cause information coveted by that SH
Fom subjects covered by that SFP. Furthermore, all information flows-will need to b

Therefore, for each action that causes information to flow, there will be a set of rule
her the action is allowed. If there are multiple SFPs that areapplicable for a given
all involved SFPs shall allow this flow before it is permittedto take place.

formation flow control SFP covers a well-defined setof‘operations. The SFPs cove
blete” with respect to some information flows, or it may address only some of the op
the information flow.

rcess control SFP controls access to the objects' that contain information. An infor
ol SFP controls access to the informationjindependent of its container. The attri
mation, which may be associated with the@ttributes of the container (or may not, as
ti-level database) stay with the information as it flows. The accessor does not have t
psence of an explicit authorization, to-change the attributes of the information.

mation flows and operations .can be expressed at multiple levels. In the case

mation flows and operations can be specified at a system-specific level: TCP/IP pac
gh a firewall based upon kfiown IP addresses. For a PP, the information flows and op
pressed as types, e.g. email, data repositories, observe accesses.

omponents in this€amily can be applied multiple times in a PP, PP-Module, functiong
different subsets of operations and objects. This will accommodate TOEs that cont
es, each addressing a particular set of objects, subjects, and operations.

FDP _IEC.1 Subset information flow control

1./, €omponent rationale and application notes

P to flow to
e covered by
s that define
information

rage may be
prations that

mation flow
utes of the

i
illrjl the case of

he ability, in

bf a ST, the
kets flowing
erations can

1 package or
ain multiple

This component requires that an information flow control policy apply to a subset of the possible
operations in the TOE.

F.6.2

.2 Operations

In FDP_IFC.1.1, the author of a PP, PP-Module, functional package or ST should specify a uniquely named
information flow control SFP to be enforced by the TSF.

In FDP_IFC.1.1, the author of a PP, PP-Module, functional package or ST should specify the list of subjects,
information, and operations which cause controlled information to flow to and from controlled subjects
covered by the SFP. As mentioned above, the list of subjects can be at various levels of detail depending
on the needs of the author of a PP, PP-Module, functional package or ST.

EXAMPLE It can specify users, machines, or processes.
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Information can refer to data such as email or network protocols, or more specific objects similar to
those specified under an access control policy. If the information that is specified is contained within
an object that is subject to an access control policy, then both the access control policy and information
flow control policy shall be enforced before the specified information can flow to or from the object.

F.6.3 FDP_IFC.2 Complete information flow control

F.6.3.1 Component rationale and application notes

This component requires that all possible operations that cause information to flow to and from
subjects included in the SFP, are covered by an information flow control SFP.

The author ¢f a PP, PP-Module, functional package or ST shall demonstrate that each combination of
information [flows and subjects is covered by an information flow control SFP.

F.6.3.2 Operations

In FDP_IFC.2.1, the author of a PP, PP-Module, functional package or ST should spetify a uniquely named
information [flow control SFP to be enforced by the TSF.

In FDP_IFC.2 1, the author of a PP, PP-Module, functional package or ST should‘specify the list of subjects
and information that will be covered by the SFP. All operations that cause that information to flpw to
and from subjects will be covered by the SFP. As mentioned above, the list of subjects can be at various
levels of detqil depending on the needs of the author of a PP, PP-Moduile, functional package or ST.

EXAMPLE The list can specify users, machines, or processes.

Information|can refer to data such as email or network protocols, or more specific objects simi|ar to
those speciffed under an access control policy. If the infermation that is specified is contained within
an object that is subject to an access control policy, thren both the access control policy and information
flow control|policy shall be enforced before the specified information can flow to or from the objeft.

F7 Information flow control functions (FDP_IFF)

E7.1 User application notes

This family |[describes the rulestfor the specific functions that can implement the information| flow
control SFP§ named in Information flow control policy (FDP_IFC), which also specifies the scdpe of
control of the policies. It consists of two “trees:” one addressing the common information flow cgntrol
function issyes, and a second addressing illicit information flows (i.e. covert channels) with respgct to
one or mor¢g information flow control SFPs. This division arises because the issues concerning|illicit
information [flows are,in some sense, orthogonal to the rest of an SFP. Illicit information flows are flows
in violation ¢f palicy; thus, they are not a policy issue.

In order to Implemen ong protection against disclosure or modification in the face of untrhsted
software, controls on information flow are required. Access controls alone are not sufficient because
they only control access to containers, allowing the information they contain to flow, without controls,
throughout a system.

In this family, the phrase “types of illicit information flows” is used. This phrase may be used to refer
to the categorization of flows as “Storage Channels” or “Timing Channels”, or it can refer to improved
categorizations reflective of the needs of a PP, PP-Module, functional package or ST author.

The flexibility of these components allows the definition of a privilege policy within FDP_IFF.1 Simple
security attributes and FDP_IFF.2 Hierarchical security attributes to allow the controlled bypass of all
or part of a particular SFP. If there is a need for a predefined approach to SFP bypass, the author of a PP,
PP-Module, functional package or ST should consider incorporating a privilege policy.
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F.7.2 FDP_IFF.1 Simple security attributes

F.7.2.1 Component rationale and application notes

This component requires security attributes on information, and on subjects that cause that information
to flow and subjects that act as recipients of that information. The attributes of the containers of the
information should also be considered if it is desired that they should play a part in information flow
control decisions or if they are covered by an access control policy. This component specifies the key
rules that are enforced and describes how security attributes are derived.

This component does not specify the details of how a security attribute is assigned (i.e. user versus
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the security

attributes of a subject or object change as the result of an access operation. Some information flow
policies for example may limit the number of access operations to information with specific security
attributes. If there are no additional rules then the author of a PP, PP-Module, functional package or ST
should specify “none”.

In FDP_IFF.1.4, the author of a PP, PP-Module, functional package or ST should specify the rules, based
on security attributes, that explicitly authorize information flows. These rules are in addition to those
specified in the preceding elements. They are included in FDP_IFF.1.4 as they are intended to contain
exceptions to the rules in the preceding elements.

EXAMPLE 2
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An example of rules to explicitly authorize information flows is based on a privilege vector associated with a
subject that always grants the subject the ability to cause an information flow for information that is covered by
the SFP that has been specified.

If such a capability is not desired, then the author of a PP, PP-Module, functional package or ST should
specify “none”.

In FDP_IFF.1.5, the author of a PP, PP-Module, functional package or ST should specify the rules, based on
security attributes, that explicitly deny information flows. These rules are in addition to those specified
in the preceding elements. They are included in FDP_IFF.1.5 as they are intended to contain exceptions
to the rules in the preceding elements. An example of rules to explicitly deny information flows is based
on a privilege vector associated with a subject that always denies the subject the ability to cause an
information [flow for information that is covered by the SFP that has been specified. If such a capapility

is not desire

E7.3 FDP
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It is imports
only apply tqg

, then the author of a PP, PP-Module, functional package or ST should specify “neng”.

| IFF.2 Hierarchical security attributes

mponent rationale and application notes

hent requires that the named information flow control SFP uses hierarchical sec
at form a lattice.

nt to note that the hierarchical relationship requirements,identified in FDP_IFF.2.4
the information flow control security attributes for thé<nformation flow control SFP

have been identified in FDP_IFF.2.1. This component is not meant te’apply to other SFPs such as a

control SFPs,

FDP_IFF.2.6

information
of security §
information

If it is the c3
SFPs will ha
a PP, PP-Mo(
Otherwise, 4
not exist.

phrases the requirements for the set of security attributes to form a lattice. A numl
flow policies defined in the literature and implemented in IT products are based on|
ttributes that form a lattice. FDP_IFF.2,6<s specifically included to address this ty
flow policies.

se that multiple information flow\¢€ontrol SFPs are to be specified, and that each of
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F.7.3.2 Operations
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the SFP rules. For example, such security attributes may be things such the subject identifier, subject
sensitivity label, subject clearance label, information sensitivity label, etc. The types of security
attributes should be sufficient to support the environmental needs.

In FDP_IFF.2.2, the author of a PP, PP-Module, functional package or ST should specify for each
operation, the security attribute-based relationship that holds between a subject and the information
security attributes that the TSF will enforce. These relationships should be based upon the ordering
relationships between the security attributes.

In FDP_IFF.2.3, the author of a PP, PP-Module, functional package or ST should specify any additional
information flow control SFP rules that the TSF is to enforce. This includes all rules of the SFP that are
either not based on the security attributes of the information and the subject or rules that automatically
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modify the security attributes of information or subjects as a result of an access operation. An example
for the first case is a rule of the SFP controlling a threshold value for specific types of information.

EXAMPLE 1

This would for example be the case when the information flow SFP contains rules on access to statistical data
where a subject is only allowed to access this type of information up to a specific number of accesses. An example
for the second case would be a rule stating under which conditions and how the security attributes of a subject or
object change as the result of an access operation.

Some information flow policies may limit the number of access operations to information with specific
security attributes. If there are no additional rules then the author of a PP, PP-Module, functional
packggeorSTshoutdspecify “mome™

In FOP_IFF.2.4, the author of a PP, PP-Module, functional package or ST should specify\the
on sefcurity attributes, that explicitly authorize information flows. These rules are-invaddi
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rules, based
tion to those
d to contain

EXAMPLE 2

ciated with a
is covered by

An ex
subje
the SH

ample of rules to explicitly authorize information flows is based ow a’privilege vector assd
t that always grants the subject the ability to cause an information\flow for information that
P that has been specified.

If sud or ST should

speci

h a capability is not desired, then the author of a PP, PP-Module, functional package
“none”.

secu
in the
to the
on a

infor
is not

F.7.4

E7.4

This
flows

Fort
PP, P
flowd

Ly
In FD

ity attributes, that explicitly deny informationflows. These rules are in addition to th
preceding elements. They are included in FDP_IFF.2.5 as they are intended to contai
rules in the preceding elements. An example of rules to explicitly deny information f
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mation flow for information that is covered by the SFP that has been specified. If such
desired, then the author of a PP, PP-Module, functional package or ST should specify

FDP_IFF.3 Limited illicitinformation flows

1 Component rationale and application notes

fomponent showld be used when at least one of the SFPs that requires control of illicit
does not require elimination of flows.

e specifiedillicit information flows, certain maximum capacities should be provided.
-Module;functional package or ST author has the ability to specify whether the illicit
must be audited.

IFF.2.5, the author of a PP, PP-Module, functionial package or ST should specify the rulles, based on

bse specified
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ws is based
to cause an
a capability
none”.

information

n addition, a
information

E7.4.

2 Operations

In FDP_IFF.3.1, the author of a PP, PP-Module, functional package or ST should specify the information
flow control SFPs enforced by the TSF. The name of the information flow control SFP, and the scope of
control for that policy are defined in components from Information flow control policy (FDP_IFC).

In FDP_IFF.3.1, the author of a PP, PP-Module, functional package or ST should specify the types of illicit
information flows that are subject to a maximum capacity limitation.

In FDP_IFF.3.1, the author of a PP, PP-Module, functional package or ST should specify the maximum
capacity permitted for any identified illicit information flows.
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F7.5 FDP_

IFF.4 Partial elimination of illicit information flows

E7.5.1 Component rationale and application notes

This component should be used when all the SFPs that requires control of illicit information flows
require elimination of some (but not necessarily all) illicit information flows.

E7.5.2 Op

erations

In FDP_IFF.4.1, the author of a PP, PP-Module, functional package or ST should specify the information
flow control SFPs enforced by the TSF. The name of the information flow control SFP, and the scope of
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flows which are subject to a maximum capacity limitation.
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flows to be eliminated. This list may not be empty as this comiponent requires that
ation flows are to be eliminated.

| IFE.5 No illicit information flows

mponent rationale and application notes

lent should be used when the SFPs that requipe control of illicit information flows re
bf all illicit information flows. However, tlie author of a PP, PP-Module, functional pa
carefully consider the potential impadet that eliminating all illicit information flow
hormal functional operation of the TOE. Many practical applications have shown that
t relationship between illicit information flows and normal functionality within a TO
1l illicit information flows mayresult in less than desired functionality.

1, the author of a PR, PP-Module, functional package or ST should specify the inform
SFP for which illieitinformation flows are to be eliminated. The name of the inform
SFP, and the s¢ope of control for that policy are defined in components from Inform
policy (FDP_IEG).

| IFF.6 Illicit information flow monitoring
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mponent rationale and application notes

This component should be used when it is desired that the TSF provide the ability to monitor the use of
illicit information flows that exceed a specified capacity. If it is desired that such flows be audited, then
this component can serve as the source of audit events to be used by components from the Security
audit data generation (FAU_GEN) family.

E7.7.2 Operations

In FDP_IFF.6.1, the author of a PP, PP-Module, functional package or ST should specify the information
flow control SFPs enforced by the TSF. The name of the information flow control SFP, and the scope of
control for that policy are defined in components from Information flow control policy (FDP_IFC).

In FDP_IFF.6.1, the author of a PP, PP-Module, functional package or ST should specify the types of illicit
information flows that will be monitored for exceeding a maximum capacity.
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In FDP_IFF.6.1, the author of a PP, PP-Module, functional package or ST should specify the maximum

capacity above which illicit information flows will be monitored by the TSF.

NOTE
that act as recipients of that information.

F.8 Information retention control (FDP_IRC)

F.8.1 User application notes

2 at aspect of the 2 he obje as required 0 the
within the object as a container, it also includes all attributes (also in the meaning
that may be associated with the object.

In this aspect, the focus of FDP_IRC differs from other components related to access or info}
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F.8.2]2 Operations

In FDPP_IRC.1.1, the'author of a PP, PP-Module, functional package or ST should specify a uni
information erdasure policy to be enforced by the TSF.

In FDP_IRE 11, the author of a PP, PP-Module, functional package or ST should specify the |
that gre‘required for the respective list of activities, e.g. “all message objects”.
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In FDP_IRC.1.1, the author of a PP, PP-Module, functional package or ST should specif
activities that the information erasure policy is concerned with, e.g. “all activities related

y the list of
to passing a

message on, such as receiving a message, cryptographic handling of a message, sending a message”.

In FDP_IRC.1.2, the author of a PP, PP-Module, functional package or ST should specify the |

ist of objects

that are required for the respective list of activities. This assignment shall be identical to the assigned

objects in FDP_IRC.1.1.

© ISO/IEC 2022 - All rights reserved

195


https://iecnorm.com/api/?name=779666477d3d345403a7dab1be09baa3

ISO/IEC 15408-2:2022(E)

F9 Impo

rt from outside of the TOE (FDP_ITC)

F9.1 User application notes

This family defines mechanisms for TSF-mediated importing of user data from outside the TOE into
the TOE such that the user data security attributes can be preserved. Consistency of these security
attributes are addressed by Inter-TSF TSF data consistency (FPT_TDC).

Import from outside of the TOE (FDP_ITC) is concerned with limitations on import, user specification of
security attributes, and association of security attributes with the user data.
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Ftivities can be involved here:

o user data from an unformatted medium (e.g. tape, scanner, video_or“audio signal), w
any security attributes, and physically marking the medium to indicate its contents;

o user data, including security attributes, from a medium and yerifying that the object se
s are appropriate;

o user data, including security attributes, from a medium uSing a cryptographic sealing tech
t the association of user data and security attributes.

s not concerned with the determination of whether the user data may be imported
ith the values of the security attributes to associate with the imported user data.

o possibilities for the import of user data»either the user data is unambiguously assod
object security attributes (values and nieaning of the security attributes is not modji
b security attributes (or no securityzattributes at all) are available from the import sc
ddresses both cases.

reliable security attributes available, they may have been associated with the user
means (the security attributes are on the same media), or by logical means (the sec
e distributed differently-but include unique object identification).

Cryptographic checksum.

s concerned with TSF-mediated importing of user data and maintaining the associat
ibutes as required by the SFP. Other families are concerned with other import aspects
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Some of the wett-knmown import requirements are:
a) importing of user data without any security attributes;
b) importing of user data including security attributes where the two are associated with one another

and the security attributes unambiguously represent the information being imported.

These import requirements may be handled by the TSF with or without human intervention, depending
on the IT limitations and the organizational security policy. For example, if user data is received on a
“confidential” channel, the security attributes of the objects will be set to “confidential”.

If there are multiple SFPs (access control and/or information flow control) then it may be appropriate
to iterate these components once for each named SFP.

196 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=779666477d3d345403a7dab1be09baa3

ISO/IEC 15408-2:2022(E)

F.9.2 FDP_ITC.1 Import of user data without security attributes

F9.2.1 Component rationale and application notes

This component is used to specify the import of user data that does not have reliable (or any) security
attributes associated with it. This function requires that the security attributes for the imported user
data be initialized within the TSF. It can also be the case that the author of a PP, PP-Module, functional
package or ST specifies the rules for import. It may be appropriate, in some environments, to require
that these attributes be supplied via a trusted path or a trusted channel mechanism.
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FDP_ITC.2 Import of user data with security attributes

1 Component rationale and application notes

fomponent is used to specify the import of user data'that has reliable security attribute
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In FDIP_ITC.2.1, the author of PP, PP-Module, functional package or ST should specify the a
SFP(9) and/or information flow control SFP(s) that will be enforced when importing us
outsifle of the TOE. The user data that this function imports is scoped by the assignment of
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P_ITC.2.5, the author of a PP, PP-Module, functional package or ST should specify ar
Itation control rules or “none” if there are no additional importation control rules,
e enforced/by the TSF in addition to the access control SFPs and/or information flow
fed in FDP/ITC.2.1.
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F.10Unfernal TOE transfer (FDP_ITT)

F.10.1 User application notes

This family provides requirements that address protection of user data when it is transferred between
parts of a TOE across an internal channel. This may be contrasted with the Inter-TSF user data
confidentiality transfer protection (FDP_UCT) and Inter-TSF user data integrity transfer protection
(FDP_UIT) family, which provide protection for user data when it is transferred between distinct TSFs
across an external channel, and Export from the TOE (FDP_ETC) and Import from outside of the TOE
(FDP_ITC), which address TSF-mediated transfer of data to or from outside the TOE.

The requirements in this family allow a PP, PP-Module, functional package or ST author to specify the
desired security for user data while in transit within the TOE. This security can be protection against
disclosure, modification, or loss of availability.
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The determination of the degree of physical separation above which this family should apply depends
on the intended environment of use. In a hostile environment, there may be risks arising from transfers
between parts of the TOE separated by only a system bus. In more benign environments, the transfers
may be across more traditional network media.

If there are multiple SFPs (access control and/or information flow control) then it may be appropriate
to iterate these components once for each named SFP.

F.10.2 FDP_ITT.1 Basic internal transfer protection

F.10.2.1 Component rationale and application notes

No componept rationale or application notes have been given.

F.10.2.2 Operations

In FDP_ITT.1].1, the author of a PP, PP-Module, functional package or ST should specifythe access cqntrol
SFP(s) and/dr information flow control SFP(s) covering the information being transferred.

In FDP_ITT.1.1, the author of a PP, PP-Module, functional package or ST should specify the types of
transmission errors that the TSF should prevent occurring for user data while'in transport. The options
are disclosure, modification, loss of use.

F.10.3 FDPLITT.2 Transmission separation by attribute

F.10.3.1 Component rationale and application notes

This comporent can, for example, be used to provide different forms of protection to information with
different clefrance levels.

One of the Ways to achieve separation of data when it is transmitted is through the use of separate
logical or physical channels.

F.10.3.2 Operations

In FDP_ITT.2.1, the author of a PP, PP<Module, functional package or ST should specify the access cqntrol
SFP(s) and/dr information flow control SFP(s) covering the information being transferred.

In FDP_ITT.2.1, the author of-@ PP, PP-Module, functional package or ST should specify the types of
transmission errors that the TSF should prevent occurring for user data while in transport. The opjtions
are disclosuye, modification, loss of use.

In FDP_ITT.2.2, thexadthor of a PP, PP-Module, functional package or ST should specify the sequrity
attributes, the values of which the TSF will use to determine when to separate data that is peing
transmitted|between physically-separated parts of the TOE. An example is that user data assodiated
with the identity of one owner is transmitted separately from the user data associated with the identify
of a different owner. In this case, the value of the identity of the owner of the data is what is used to
determine when to separate the data for transmission.

F.10.4 FDP_ITT.3 Integrity monitoring

F.10.4.1 Component rationale and application notes

This component is used in combination with either FDP_ITT.1 Basic internal transfer protection or
FDP_ITT.2 Transmission separation by attribute. It ensures that the TSF checks received user data (and
their attributes) for integrity. FDP_ITT.1 Basic internal transfer protection or FDP_ITT.2 Transmission
separation by attribute will provide the data in a manner such that it is protected from modification (so
that FDP_ITT.3 Integrity monitoring can detect any modifications).
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The author of a PP, PP-Module, functional package or ST shall specify the types of errors that must be
detected. The author of a PP, PP-Module, functional package or ST should consider: modification of data,
substitution of data, unrecoverable ordering change of data, replay of data, incomplete data, in addition
to other integrity errors.

The author of a PP, PP-Module, functional package or ST specifies the actions that the TSF should take
on detection of a failure.

EXAMPLE

Ignore the user data, request the data again, inform the authorized administrator, reroute traffic for other lines.

F10.4.2 Operations

In FP_ITT.3.1, the author of a PP, PP-Module, functional package or ST shouldrspecif
contrjol SFP(s) and/or information flow control SFP(s) covering the information being tra
monitored for integrity errors.

y the access
nsferred and

In FI)P_ITT.3.1, the author of a PP, PP-Module, functional package or ST-should specify
possiple integrity errors to be monitored during transmission of the user data.

the type of

In FD action to be

taker

P_ITT.3.2, the author of a PP, PP-Module, functional package orST should specify the

by the TSF when an integrity error is encountered.
EXAMPLE

The T
the ad

SF should request the resubmission of the user data. The SFP(s) specified in FDP_ITT.3.1 will e enforced as
tions are taken by the TSF.

F.10/5 FDP_ITT.4 Attribute-based integrity‘mionitoring

F.10.5.1 Component rationale and application notes
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valué
packi
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The 3
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fomponent is used in combinationwith FDP_ITT.2 Transmission separation by attribu
he TSF checks received userx@data, that has been transmitted by separate channe
s of specified security attribuites), for integrity. It allows the author of a PP, PP-Modul
ige or ST to specify actipnisto be taken upon detection of an integrity error.

PLE 1

omponent can bg-used to provide different integrity error detection and action for informati
ity levels.

uthor of-a®P, PP-Module, functional package or ST shall specify the types of errors
ted. The'author of a PP, PP-Module, functional package or ST should consider: modific

subst

itution*of data, unrecoverable ordering change of data, replay of data, incomplete dat

te. It ensures
s (based on
e, functional

n at different

that must be
htion of data,
h, in addition

to otlller integrity errors.

The author of a PP, PP-Module, functional package or ST should specify the attributes (and associated

trans

mission channels) that necessitate integrity error monitoring.

The author of a PP, PP-Module, functional package or ST specifies the actions that the TSF should take
on detection of a failure.

EXAMPLE 2

Ignore the user data, request the data again, inform the authorized administrator, reroute traffic for other lines.
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F.10.5.2 Operations

In FDP_ITT.4.1, the author of a PP, PP-Module, functional package or ST should specify the access
control SFP(s) and/or information flow control SFP(s) covering the information being transferred and
monitored for integrity errors.

In FDP_ITT.4.1, the author of a PP, PP-Module, functional package or ST should specify the type of
possible integrity errors to be monitored during transmission of the user data.

In FDP_ITT.4.1, the author of a PP, PP-Module, functional package or ST should specify a list of security
attributes that require separate transmission channels. This list is used to determine which user data

to monitor

or integrity errors.. based on its security attributes and its transmission channel

This

element is di

In FDP_ITT.A4
be taken by
request the
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the TSF when an integrity error is encountered. An example can be that the:-TSF s
Fesubmission of the user data. The SFP(s) specified in FDP_ITT.4.1 will he*énforced ¢
pken by the TSF.

ual information protection (FDP_RIP)

- application notes

brmation protection ensures that TSF-controlled resources when de-allocated fro
efore they are reallocated to another object are trédted by the TSF in a way that it
construct all or part of the data contained in theresource before it was de-allocated

ly has a number of functions that potentially de-allocate resources from an objec
e-allocate those resources to objects. Some, but not all of those resources may have
e critical data from the previous usex0f* the resource and for those resources FD

sources as well as implicit actions ofthe TSF that result in the de-allocation and subse
of resources to different objects.

xplicit requests are the deletion or truncation of a file or the release of an area of main m¢
mplicit actions of the TSF are the de-allocation and re-allocation of cache regions.

The require
all informati

It also appligs te tesources that are serially reused by different subjects within the system. For exa

ment for objectreuse is related to the content of the resource belonging to an objec

.2, the author of a PP, PP-Module, functional package or ST should specify the-action to

hould
s the

m an
S not

t and
been
P_RIP
user
juent

mory.

t, not

n about the resource or object that may be stored elsewhere in the TSF. As an example, to
satisfy the FDP_RIP requirement for files as objects requires that all sectors that make up the file
to be prepargd for re-use.

need

ple,

most operafihg/systems typically rely upon hardware registers (resources) to support prodesses
within the system. As processes are swapped from a “run” state to a “sleep” state (and vice versa), these
registers are serially reused by different subjects. While this “swapping” action may not be considered
an allocation or deallocation of a resource, Residual information protection (FDP_RIP) can apply to such
events and resources.

Residual information protection (FDP_RIP) typically controls access to information that is not part of
any currently defined or accessible object; however, in certain cases this may not be true. For example,
object “A” is a file and object “B” is the disk upon which that file resides. If object “A” is deleted, the
information from object “A” is under the control of Residual information protection (FDP_RIP) even
though it is still part of object “B”.

It is important to note that Residual information protection (FDP_RIP) applies only to on-line objects
and not off-line objects such as those backed-up on tapes. For example, if a file is deleted in the TOE,
Residual information protection (FDP_RIP) can be instantiated to require that no residual information
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exists upon deallocation; however, the TSF cannot extend this enforcement to that same file that exists
on the off-line back-up. Therefore, that same file is still available. If this is a concern, then the author of a
PP, PP-Module, functional package or ST should make sure that the proper environmental objectives are
in place to support operational user guidance to address off-line objects.

Residual information protection (FDP_RIP) and Rollback (FDP_ROL) can conflict when Residual
information protection (FDP_RIP) is instantiated to require that residual information be cleared at
the time the application releases the object to the TSF (i.e. upon deallocation). Therefore, the Residual
information protection (FDP_RIP) selection of “deallocation” should not be used with Rollback (FDP_
ROL) since there would be no information to roll back. The other selection, “unavailability upon
allocation”, may be used with Rollback (FDP_ROL), but there is the risk that the resource which held
the irfformatiomrhasbeemratocatedtoarew object before the rottback took ptaceHfthat-were to occur,
then the roll back would not be possible.

Ther¢ are no audit requirements in Residual information protection (FDP_RIP) because|this is not a
user-fnvokable function. Auditing of allocated or deallocated resources would. be auditalle as part of
the agcess control SFP or the information flow control SFP operations.

This family should apply to the objects specified in the access control SER(s) or the infofjmation flow
contrjol SFP(s) as specified by the author of a PP, PP-Module, functionalpackage or ST.

F.112 FDP_RIP.1 Subset residual information protection

F.11.2.1 Component rationale and application notes

This fFomponent requires that, for a subset of the obje¢ts in the TOE, the TSF will ensure [that there is
no aviilable residual information contained in a resoutce allocated to those objects or deallocated from
thosq objects.

F11.2.2 Operations

In FIDP_RIP.1.1, the author of a PP, PP-Module, functional package or ST should specifly the event,
allocqtion of the resource to or deallocation of the resource from, that invokes the residuallinformation
protection function.

In FDP_RIP.1.1, the author of a PP, PP-Module, functional package or ST should specify the ljst of objects
subjefct to residual information protection.

F.11.3 FDP_RIP.2 Fullresidual information protection

F.11.3.1 Component rationale and application notes

This fompenent requires that for all objects in the TOE, the TSF will ensure that there is|no available
residpalk information contained in a resource allocated to those objects or deallocated from those
objedts:

F.11.3.2 Operations

In FDP_RIP.2.1, the author of a PP, PP-Module, functional package or ST should specify the event,
allocation of the resource to or deallocation of the resource from, that invokes the residual information
protection function.
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F.12 Rollback (FDP_ROL)

F.12.1 User application notes

This family addresses the need to return to a well-defined valid state, such as the need of a user to undo
modifications to a file or to undo transactions in case of an incomplete series of transaction as in the
case of databases.

This family is intended to assist a user in returning to a well-defined valid state after the user undoes
the last set of actions, or, in distributed databases, the return of all of the distributed copies of the

databases to the state before an operation failed.
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| ROL.1 Basic rollback

mponent rationale and application notes

possible within certain-limits, for example up to a number of characters or up to a

F.12.2.2 Operations

In FDP_ROL
control SFP(]
operations.

1.1, the author of a PP, PP-Module, functional package or ST should specify the 3

[his(isjnecessary to make sure that roll back is not used to circumvent the specified S
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operations tha

]

can be rolled back.

ist of

In FDP_ROL.1.1, the author of a PP, PP-Module, functional package or ST should specify the information
and/or list of objects that are subjected to the rollback policy.

In FDP_ROL.1.2, the author of a PP, PP-Module, functional package or ST should specify the boundary
limit to which rollback operations may be performed. The boundary may be specified as a predefined
period of time,

EXAMPLE

Operations may be undone which were performed within the past two minutes. Other possible boundaries may

be defined as

202

the maximum number of operations allowable or the size of a buffer.
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F.12.3 FDP_ROL.2 Advanced rollback

F.12.3.1 Component rationale and application notes

This component enforces that the TSF provide the capability to rollback all operations; however, the
user can choose to rollback only a part of them.

F12.3.2 Operations

In FDP_ROL.2.1, the author of a PP, PP-Module, functional package or ST should specify the access
control SFP(s) and/or information flow control SFP(s) that will be enforced when performing rollback
operdtions. This is necessary to make sure that roll back is not used to circumvent the spe¢ified SFPs.

In FDIP_ROL.2.1, the author of a PP, PP-Module, functional package or ST should specify-the list of objects
that gre subjected to the rollback policy.

In FOP_ROL.2.2, the author of a PP, PP-Module, functional package or ST should specify the boundary
limit to which rollback operations may be performed. The boundary may<be¢ specified as p predefined
period of time,

EXAMPLE
Operdtions may be undone which were performed within the past two-minutes.

Other possible boundaries may be defined as the maximum(umber of operations allowable or the size
of a bjuffer.

F.13|Stored data confidentiality (FDP_SDC)

F.13.)1 User application notes

This family provides requirements thataddress protection of user data confidentiality while the datais
stored within memory areas protected by the TSF. The TSF provides access to the data in[the memory
throygh the specified interfaces only and prevents compromise of their information bypassing these
interfaces. It complements the. family Stored data integrity (FDP_SDI) which protects the user data
from[integrity errors while being stored in the memory.

F.13.2 Evaluator notés
In practice, the dependency to FCS_COP.1 may be satisfied by a PP, PP-Module, functiona|l package or

ST aythor by providing a rationale explaining an alternative method to cryptography is used in some
dedidated cases.

F.13.3 FDP_SDC.1 Stored data confidentiality

F.13.3.1 Component rationale and application notes

In FDP_SDC.1 Stored data confidentiality, the author of a PP, PP-Module, functional package or ST
specifies which user data is to be protected and in which type of memory the user data is requested to
be protected. In the second selection the author of a PP, PP-Module, functional package or ST provides
the memory type where the user data is to be protected.

F13.3.2 Operations

In FDP_SDC.1.1 the author of a PP, PP-Module, functional package or ST shall select either “all user data”
or provide a list of user data using the assignment below. In the second selection, the author of a PP,
PP-Module, functional package or ST can specify either temporary memory, persistent memory or any
memory. “Any memory” includes both temporary (volatile) and persistent (non-volatile) memory.
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In FDP_SDC.1.1 the author of a PP, PP-Module, functional package or ST provides a list of the user data

thatis to be

protected in memory.

F.13.4 FDP_SDC.2 Stored data confidentiality with dedicated method

F.13.4.1 Component rationale and application notes

FDP_SDC.2 Stored data confidentiality with dedicated method refines the FDP_SDC.1.1 element by
allowing the author of a PP, PP-Module, functional package or ST to refine the list of user data using a
variety of data characteristics.

F.13.4.2 Oplerations

The operatid

For the seco
characterist
threshold),

character, fr

ns of selection and the first assignment are the same as that in FDP_SDC.1.

hd assignment the author of a PP, PP-Module, functional package or ST progvides thg
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lata type (binary, text, image, sound, video), and data representation (binary, v
hme).
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mponent rationale and application notes

This compoment monitors data stored on media for integrity errors. The author of a PP, PP-Mq
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hckdge or ST can specify different kinds of user data attributes that will be used 3
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F.14.2.2 Operations

In FDP_SDI.1.1, the author of a PP, PP-Module, functional package or ST should specify the integrity

errors thatt

he TSF will detect.

In FDP_SDI.1.1, the author of a PP, PP-Module, functional package or ST should specify the user data
attributes that will be used as the basis for the monitoring.
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F.14.3 FDP_SDI.2 Stored data integrity monitoring and action

F.14.3.1 Component rationale and application notes

This component monitors data stored on media for integrity errors. The author of a PP, PP-Module,
functional package or ST can specify which action should be taken in case an integrity error is detected.

F.14.3.2 Operations

In FDP_SDI.2.1, the author of a PP, PP-Module, functional package or ST should specify the integrity
errors that the TSF will detect.

In FOP_SDI.2.1, the author of a PP, PP-Module, functional package or ST should specifythe user data
attrilputes that will be used as the basis for the monitoring.

In FD|P_SDI.2.2, the author of a PP, PP-Module, functional package or ST should gpecify the actions to be
taker] in case an integrity error is detected.

F.15|Inter-TSF user data confidentiality transfer protection (FDP_UCT)

F.151 User application notes

This family defines the requirements for ensuring the confidéntiality of user data when it i§ transferred
using an external channel between the TOE and another{rusted IT product. Confidentiality is enforced
by preventing unauthorized disclosure of user data ifi transit between the two end poipts. The end
pointls may be a TSF or a user.

This |family provides a requirement for the protection of user data during transit. |In contrast,
Confidentiality of exported TSF data (FPT_ITC)handles TSF data.

F.152 FDP_UCT.1 Basic data exchange confidentiality

F.15.2.1 Component rationale and-application notes

Depepding on the access contrgl'or information flow policies the TSF is required to send or|receive user
data Jn a manner such that the confidentiality of the user data is protected.

F.15.2.2 Operations

In FD|P_UCT.1.1,theauthor of a PP, PP-Module, functional package or ST should specify the agcess control
SFP(4) and/or information flow control SFP(s) that will be enforced when exchanging uder data. The
specified pelicies will be enforced to make decisions about who can exchange data and which data can
be exchanged.

In FDP_UCT.IT, the author of a PP, PP-Module, Tunctional package or sT should specify whether this
element applies to a mechanism that transmits or receives user data.

F.16 Inter-TSF user data integrity transfer protection (FDP_UIT)

F.16.1 User application notes

This family defines the requirements for providing integrity for user data in transit between the TSF
and another trusted IT product and recovering from detectable errors. At a minimum, this family
monitors the integrity of user data for modifications. Furthermore, this family supports different ways
of correcting detected integrity errors.
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This family defines the requirements for providing integrity for user data in transit; while Integrity of
exported TSF data (FPT_ITI) handles TSF data.

Inter-TSF user data integrity transfer protection (FDP_UIT) and Inter-TSF user data confidentiality
transfer protection (FDP_UCT) are duals of each other, as Inter-TSF user data confidentiality transfer
protection (FDP_UCT) addresses user data confidentiality. Therefore, the same mechanism that
implements Inter-TSF user data integrity transfer protection (FDP_UIT) can possibly be used to
implement other families such as Inter-TSF user data confidentiality transfer protection (FDP_UCT) and
Import from outside of the TOE (FDP_ITC).

F.16.2 FDP_UIT.1 Data exchange integrity

F.16.2.1 Component rationale and application notes

Depending on the access control or information flow policies the TSF is required to send or réceivg
data in a mapner such that modification of the user data is detected. There is no requirement for
mechanism fo attempt to recover from the modification.
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ies to a TSF that is transmitting or receiving ebjects.

.1, the author of a PP, PP-Module, functional package or ST should specify whether thg
ptected from modification, deletion, insértion, or replay.

.2, the author of a PP, PP-Module,#unctional package or ST should specify whethe
type: modification, deletion, insertion, or replay are detected.

| UIT.2 Source data exchange recovery

mponent rationale and application notes

b of the other trusted IT product. As the other trusted IT product is outside the TO
rontrol its/behaviour. However, it can provide functions that have the ability to coop
er trusted\IT product for the purposes of recovery.

The TSF can includefunctions
that an error is detected.
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erate

This component deals with the ability of the TSF to handle such an error recovery.

F.16.3.2 Operations

helevent

In FDP_UIT.2.1, the author of a PP, PP-Module, functional package or ST should specify the access control
SFP(s) and/or information flow control SFP(s) that will be enforced when recovering user data. The
specified policies will be enforced to make decisions about which data can be recovered and how it can
be recovered.

In FDP_UIT.2.1, the author of a PP, PP-Module, functional package or ST should specify the list of
integrity errors from which the TSF, with the help of the source trusted IT product, is be able to recover
the original user data.
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F.16.4 FDP_UIT.3 Destination data exchange recovery

F.16.4.1 Component rationale and application notes

This component provides the ability to recover from a set of identified transmission errors. It
accomplishes this task without help from the source trusted IT product.

EXAMPLE

If certain errors are detected, the transmission protocol must be robust enough to allow the TSF to recover from
the error based on checksums and other information available within that protocol.

F16.4.2 Operations

' UIT.3.1, the author of a PP, PP-Module, functional package or ST should specify the agcess control
SFP(9) and/or information flow control SFP(s) that will be enforced when recoyering user data. The
specified policies will be enforced to make decisions about which data can berééovered and how it can
be refovered.

In FD|P_UIT.3.1, the author of a PP, PP-Module, functional package or ST should specify the lidt of integrity
errorfs from which the receiving TSF, alone, is able to recover the original user data.
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Annex G
(normative)

Class FIA: Identification and authentication — Application notes

G.1 General

A common decurity requirement is to unambiguously identify the person and/or entity perfoyming
functions in| a TOE. This involves not only establishing the claimed identity of each usér)but also
verifying that each user is indeed who he/she claims to be. This is achieved by requiring usersto prpvide
the TSF withl some information that is known by the TSF to be associated with the userin‘question.
Families in this class address the requirements for functions to establish and yerify a claimed user
identity. Ideptification and Authentication is required to ensure that users are associated with the
proper security attributes.

EXAMPLE Security attributes include identity, groups, roles, security, or integrity levels.

The unambiguous identification of authorized users and the correct association of security attriputes
with users apd subjects is critical to the enforcement of the securityopolicies.

The Authentication failures (FIA_AFL) family addresses defining limits on repeated unsucce¢ssful
authenticatipn attempts.

The Authentjication proof of identity (FIA_API) family addresses defining the functionality provided by
the TOE to pfove its identity and to be verified by an‘external entity in the TOE IT environment.

The User attfibute definition (FIA_ATD) family addresses the definition of user attributes that arg used
in the enfordement of the SFRs.

The Specifichtion of secrets (FIA_SOS) family addresses the generation and verification of secrety that
satisfy a defjned metric.

The User authentication (FIA_UAU) family addresses verifying the identity of a user.

The User identification (FIA-UID) family addresses determining the identity of a user.

The User-subject binding(FIA_USB) family addresses the correct association of security attributgs for
each authorized user:

G.2 Authentication failures (FIA_AFL)

G.2.1 User application notes

This family addresses requirements for defining values for authentication attempts and TSF actions
in cases of authentication attempt failure. Parameters include, but are not limited to, the number of
attempts and time thresholds.

The session establishment process is the interaction with the user to perform the session establishment
independent of the actual implementation. If the number of unsuccessful authentication attempts
exceeds the indicated threshold, either the user account or the terminal (or both) will be locked. If the
user account is disabled, the user cannot log-on to the system. If the terminal is disabled, the terminal
(or the address that the terminal has) cannot be used for any log-on. Both of these situations continues
until the condition for re-establishment is satisfied.
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G.2.2 FIA_AFL.1 Authentication failure handling

G.2.2.1 Component rationale and application notes

The author of a PP, PP-Module, functional package or ST may define the number of unsuccessful
authentication attempts or may choose to let the TOE developer or the authorized user to define this
number. The unsuccessful authentication attempts need not be consecutive, but rather related to an
authentication event. Such an authentication event can be the count from the last successful session
establishment at a given terminal.

The author of a PP, PP-Module, functional package or ST can specify a list of actions that the TSF shall

take

the €
actio

Nl the case of authentication railure. An authorized administrator can also be allowe
vents, if deemed opportune by the author of a PP, PP-Module, functional package
hs can be, among other things, terminal deactivation, user account deactivation;.or a

alarmp. The conditions under which the situation will be restored to normal be specified on

In or
cann

Furth
inclu

adm

EXAM

Exam

G.2.2
In F14

ler to prevent denial of service, TOEs usually ensure that there is at least’one user
bt be disabled.

er actions for the TSF can be stated by the author of a PP, PP-Module, functional pa
ling rules for re-enabling the user session establishment process, or sending an :
ipistrator.

PLE

les of these actions are:
ntil a specified time has lapsed;
ntil the authorized administrator re-enables theterminal/account;

time related to failed previous attempts (every time the attempt fails, the disabling time is d

L2  Operations

\_AFL.1 Authentication failure handling, the author of a PP, PP-Module, functional p

should select either the assigninent of a positive integer, or the phrase “an administrator

posi

In FI

tjve integer” specifying the range of acceptable values.

\_AFL.1 Authentjeation failure handling, the author of a PP, PP-Module, functional p

should specify the authentication events.

EXAM

Exam

PLE
ples of these authentication events are:

thesunhsuccessful authentication attempts since the last successful authentication for the i

d to manage
or ST. These
iministrator
the action.

Account that

ckage or ST,
hlarm to the

ubled).

hckage or ST
configurable

hckage or ST

ndicated user

—-

dentity;

the unsuccessful authentication attempts since the last successful authentication for the current terminal;

the number of unsuccessful authentication attempts in the last 10 min;

at least one authentication event shall be specified.

In FIA_AFL.1 Authentication failure handling, if the assignment of a positive integer is selected, the
author of a PP, PP-Module, functional package or ST should specify the default number (positive integer)
of unsuccessful authentication attempts that, when met or surpassed, will trigger the events.

In FIA_AFL.1 Authentication failure handling, if an administrator configurable positive integer
is selected, the author of a PP, PP-Module, functional package or ST should specify the range of
acceptable values from which the administrator of the TOE may configure the number of unsuccessful
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authentication attempts. The number of authentication attempts should be less than or equal to the
upper bound and greater or equal to the lower bound values.

In FIA_AFL.1.2, the author of a PP, PP-Module, functional package or ST should select whether the event
of meeting or surpassing the defined number of unsuccessful authentication attempts shall trigger an
action by the TSF.

In FIA_AFL.1.2, the author of a PP, PP-Module, functional package or ST should specify the actions to be
taken in case the threshold is met or surpassed, as selected. These actions can be disabling of an account
for 5 minutes, disabling the terminal for an increasing amount of time (2 to the power of the number of
unsuccessful attempts in seconds), or disabling of the account until unlocked by the administrator and

simultaneo lc]y infnrming the administrator -The actions should cpnr‘if“y the measures and.if app] cable
the duration|of the measure (or the conditions under which the measure will be ended).

G.3 Authentication proof of identity (FIA_API)

G.3.1 User application notes

The other families of the Class FIA describe only the authentication verification of users’ id¢ntity
performed ly the TOE and do not describe the functionality of the user.fg prove their identity. The
family FIA_API allows the specification the functionality allowing a TOEte\prove its own identity:.
G.3.2 FIAJAPI.1 Authentication proof of identity

G.3.2.1 Component rationale and application notes

FIA_API.1 Apithentication proof of identity allows the specification of the authentication mechgnism
used to support proving the identity of the TOE to extesnal entities.

G.3.2.2 Operations

The first agsignment is where a PP, PP-Module, functional package or ST author specifiep the
authenticatipn mechanism to be used.

EXAMPLE

Examples of such an authentication.method is “an Authentication Mechanism based on Triple-DES” and|“Chip
Authentication Protocol according to TR-03110".

The second pssignment allows the author of a PP, PP-Module, functional package or ST to specjfy to
what entity the proof ofjidentity is associated with.

The third agsignment’is used to provide a list of properties. The property list may include roles or
credentials.

G.4 User attribute definition (FIA_ATD)

G.4.1 User application notes

All authorized users may have a set of security attributes, other than the user's identity, that are used
to enforce the SFRs. This family defines the requirements for associating user security attributes with
users as needed to support the TSF in making security decisions.

There are dependencies on the individual security policy (SFP) definitions. These individual definitions
should contain the listing of attributes that are necessary for policy enforcement.
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G.4.2 FIA_ATD.1 User attribute definition

G.4.2.1 Component rationale and application notes

This component specifies the security attributes that should be maintained at the level of the user. This
means that the security attributes listed are assigned to and can be changed at the level of the user. In
other words, changing a security attribute in this list associated with a user should have no impact on
the security attributes of any other user.

In case security attributes belong to a group of users (such as a capability list for a group), the user will
need to have a reference (as a security attribute) to the relevant group.

G.4.212 Operations

In FIA_ATD.1.1, the author of a PP, PP-Module, functional package or ST should)specify [the security
attrilputes that are associated to an individual user.

» o«

EXAMPLE An example of such a list is {“clearance”, “group identifier”, “rights’}

G.5 [Specification of secrets (FIA_SOS)

G.5.1 User application notes

This family defines requirements for mechanisms thatcenforce defined quality metrics [on provided
secrets and generate secrets to satisfy the defined metfic.

EXAMPLE 1

Examples of such mechanisms may include automtated checking of user supplied passwords, pr automated
password generation.

A secfet can be generated outside the TQE:
EXAMPLE 2

An expmple of a secret generated.oitside of the TOE can be one that is selected by the user and intijoduced in the
TOE.

In sugh cases, the FIA_SOS:1 Verification of secrets component can be used to ensure that|the external
generated secret adheres to certain standards, for example a minimum size, not present infa dictionary,
and/¢r not previously-used.

Secrdts can alsg be generated by the TOE. In those cases, the FIA_SOS.2 TSF Generatign of secrets
complonent.¢can’be used to require the TOE to ensure that the secrets that will adhere to some specified
metrics,

Secrets—centain—theauthentication-dataprevided-by-the userforanauthentication—mechanism that
is based on knowledge the user possesses. When cryptographic keys are employed, the class FCS:
Cryptographic support should be used instead of this family.

G.5.2 FIA_SOS.1 Verification of secrets

G.5.2.1 Component rationale and application notes

Secrets can be generated by the user. This component ensures that those user generated secrets can be
verified to meet a certain quality metric.
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G.5.2.2 Operations

In FIA_SOS.1.1, the author of a PP, PP-Module, functional package or ST provides a defined quality
metric. The quality metric specification may be as simple as a description of the quality checks to be
performed, or as formal as a reference to a government published standard that defines the quality
metrics that secrets must meet.

EXAMPLE

Quality metrics can include a description of the alphanumeric structure of acceptable secrets and/or the space
size that acceptable secrets must meet.

G.5.3 FIAJSOS.2 TSF Generation of secrets

G.5.3.1 Component rationale and application notes

This compoment allows the TSF to generate secrets for specific functions such as adthenticati
means of pagswords.

bn by

When a pseydo-random number generator is used in a secret generation algorithm, it should accg
input randoin data that would provide output that has a high degree of unpredictability. This ra
data (seed)fan be derived from a number of available parameters sueh“as a system clock, sy
registers, dafte, time, etc. The parameters should be selected to ensureithat the number of unique
that can be generated from these inputs should be at least equal to the' minimum number of secret
must be gen¢rated.

bpt as
hdom
rstem
seeds
5 that

G.5.3.2 Oplerations

In FIA_SOS.
metric. The
performed d

.1, the author of a PP, PP-Module, functiohal package or ST provides a defined q;
quality metric specification can be as simiple as a description of the quality checks
r as formal as a reference to a government published standard that defines the qi

hality
to be
hality

metrics that|secrets must meet.
EXAMPLE 1

Quality metri
size that acce

cs can include a description of the alphanumeric structure of acceptable secrets and/or the
ptable secrets must meet.

space

In FIA_SOS.? tions

for which th

.2, the author of a PR, PP-Module, functional package or ST provides a list of TSF fungd
e TSF generated secrets shall be used.

EXAMPLE 2 | An example &f such a function can include a password-based authentication mechanism.

G.6 User puthentication (FIA_UAU)

G.6.1 Userapplication notes

This family defines the types of user authentication mechanisms supported by the TSF. This family
defines the required attributes on which the user authentication mechanisms are based.

G.6.2 FIA_UAU.1 Timing of authentication

G.6.2.1 Component rationale and application notes

This component requires that the author of a PP, PP-Module, functional package or ST define the TSF-
mediated actions that can be performed by the TSF on behalf of the user before the claimed identity
of the user is authenticated. The TSF-mediated actions should have no security concerns with users
incorrectly identifying themselves prior to being authenticated. For all other TSF-mediated actions not
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in the list, the user shall be authenticated before the action can be performed by the TSF on behalf of
the user.

This component cannot control whether the actions can also be performed before the identification took
place. This requires the use of either FIA_UID.1 Timing of identification or FIA_UID.2 User identification
before any action with the appropriate assignments.

G.6.2.2 Operations

In FIA_UAU.1.1, the author of a PP, PP-Module, functional package or ST specifies a list of TSF-mediated
actions that can be performed by the TSF on behalf of a user before the claimed identity of the user
is authemnticated—This tist tanmot beempty-Hf o actions are appropriate, compornent F1A4_UAU.2 User
authdntication before any action should be used instead.

EXAMPLE Such an action can include the request for help on the login procedure.

G.6.3 FIA_UAU.2 User authentication before any action

G.6.3l1 Component rationale and application notes

This fomponent requires that a user is authenticated before any othér TSF-mediated action can take
place|on behalf of that user.

G.6.312 Operations

No operations have been specified for this component:

G.6.4 FIA_UAU.3 Unforgeable authentication

G.6.41 Component rationale and application notes

This [component addresses requirements for mechanisms that provide protection of aythentication
data.|Authentication data that is copied from another user or is in some way construct¢d should be
detedted and/or rejected. Thesesmechanisms provide confidence that users authenticatefl by the TSF
are aftually who they claim tobe:

This fomponent may be useful only with authentication mechanisms that are based on aythentication
data fhat cannot be shayed. It is impossible for a TSF to detect or prevent the sharing df passwords
outsifle the control of the TSF.

G.6.42 Operations

In FIA_UAU:31, the author of a PP, PP-Module, functional package or ST should specify whgther the TSF
will detéct;prevent, or detect and prevent forging of authentication data.

In FIA_UAU.3.2, the author of a PP, PP-Module, functional package or ST should specify whether the TSF
will detect, prevent, or detect and prevent copying of authentication data.

G.6.5 FIA_UAU.4 Single-use authentication mechanisms

G.6.5.1 Component rationale and application notes

This component addresses requirements for authentication mechanisms based on single-use
authentication data. Single-use authentication data can be something the user has or knows, but not
something the user is.

EXAMPLE
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Single-use authentication data include single-use passwords, encrypted time-stamps, and/or random numbers

from a secret

lookup table.

The author of a PP, PP-Module, functional package or ST can specify to which authentication
mechanism(s) this requirement applies.

G.6.5.2 Op

erations

In FIA_UAU.4.1, the author of a PP, PP-Module, functional package or ST should specify the list
of authentication mechanisms to which this requirement applies. This assignment can be “all
authentication mechanisms”.

EXAMPLE

An example df this assignment can be “the authentication mechanism employed to authenticate people ¢n the
external network”.

G.6.6 FIA_|UAU.5 Multiple authentication mechanisms

G.6.6.1 Component rationale and application notes

The use of this component allows specification of requirements for more than one authentiqation
mechanism fo be used within a TOE. For each distinct mechanism, applicable requirements are chosen
from the FIA: Identification and authentication class to be applied:to each mechanism. It is pojsible
that the sanle component is selected multiple times in order to,réflect different requirements fgr the
different usq of the authentication mechanism.

The managé¢ment functions in the class FMT providexmaintenance capabilities for the get of
authenticatipn mechanisms, as well as the rules thatidetermine whether the authentication was
successful.

To allow anonymous users to interact with the*TOE, a “none” authentication mechanism may be
incorporated. The use of such access needs to be“¢learly explained in the rules of FIA_UAU.5.2.

G.6.6.2 Oplerations

In FIA_UAU|5.1, the author of a PB"PP-Module, functional package or ST defines the avajflable
authenticatipn mechanisms.

EXAMPLE 1

Such a list cai} be, “none, password mechanism, biometric (retinal scan), S/key mechanism”.

In FIA_UAU.5.2, the author of a PP, PP-Module, functional package or ST specifies the rules that deqcribe
how the authentication mechanisms provide authentication and when each is to be used. This means
that for each situation the set of mechanisms used for authenticating the user shall be described.

EXAMPLE 2

Alist of such rules is, “if the user has special privileges a password mechanism and a biometric mechanism both

shall be used,

with success only if both succeed; for all other users a password mechanism shall be used.”

The author of a PP, PP-Module, functional package or ST may give the boundaries within which the
authorized administrator may specify specific rules.

EXAMPLE 3

An example of arule is, “the user shall always be authenticated by means of a token; the administrator can specify
additional authentication mechanisms that also must be used.”

The author of a PP, PP-Module, functional package or ST also may choose not to specify any boundaries
but leave the authentication mechanisms and their rules completely up to the authorized administrator.
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G.6.7 FIA_UAU.6 Re-authenticating

G.6.7.1 Component rationale and application notes

This component addresses potential needs to re-authenticate users at defined points in time. These
may include user requests for the TSF to perform security relevant actions, as well as requests from
non-TSF entities for re-authentication.

EXAMPLE A server application requesting that the TSF re-authenticate the client it is serving.

G.6.7.2 Operations

In FIJ&_UAU.6.1, the author of a PP, PP-Module, functional package or ST specifies the listof conditions
requiring re-authentication. This list may include a specified user inactivity period\that|has elapsed,
the uger requesting a change in active security attributes, or the user requesting the TSF to perform
some|security critical function.

The dquthor of a PP, PP-Module, functional package or ST may give the boundaries within Which the re-
authgntication occurs and leave the specifics to the authorized administrator.

EXAMPLE

“The Juser shall always be re-authenticated at least once a day; theradministrator may specify that the re-
autheptication happens more often but not more often than once eyvery 10 min.”

G.6.8 FIA_UAU.7 Protected authentication feedback

G.6.8.1 Component rationale and application notes

This fomponent addresses the feedback on theatuthentication process that will be provided to the user.
In some systems, the feedback consists ofiindicating how many characters have been typed but not
showjing the characters themselves, in other systems even this information can not be appropriate.

This [component requires that the, authentication data is not provided as-is back to the user. In a
workstation environment, it can«display a substitute character for each password character provided,
and ot the original character:

EXAMPLE A star ”*” character.

G.6.8.2 Operations

In FIA_UAU.7 Protected authentication feedback, the author of a PP, PP-Module, functiongl package or
ST shiould spécify the feedback related to the authentication process that will be provided o the user.

EXAMPLE

Af ol cccigmaannt con b el n e A F b oo ab e Y oo A B £ £ =15
eedbackassignmenteanbethe numberof characterstypedanothertypeoffeedb

mechanism that failed the authentication”.

kis—theduthentication

G.7 User identification (FIA_UID)

G.7.1 User application notes

This family defines the conditions under which users are required to identify themselves before
performing any other actions that are to be mediated by the TSF and that require user identification.
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