INTERNATIONAL ISO/IEC
STANDARD 10021-5

Second edition
1994-12-15

Information technology’'— Text
Communication — Message-Oriented Text
Interchange Systems (MOTIS) —

Part 5:
Message Store: Abstract Service Defipition

Technologies'de I'information — Communication de texte + Systéme
d'échange. de texte en mode message (MOTIS) —

Partie~b: Dépét de messages. Définition de service abstrait

TR
* (SONEC 10051 5:19048)


https://iecnorm.com/api/?name=d7b855fbecd60a47d85e12bce940d02f

ISO/IEC 10021-5:1994 (E)

Contents
Foreword viii

Introduction ix

SeCtION 1 = GENEIAL.....ccoveeeeeeccirerssmenesresessnsssssssssssssnsasnnsssssessnnnnnsnsssennnsennnsnssssssnnnns |

1  Scope 1
2  Normdtive references 1
2.1 eference Model references .....cvvemeercrssaresssnnserns ereesresesenrernassentssrasiranes vevsoenes 2
2.2 esentation references. o immmineiienes rrsreresessisenns rereresasesanesansssarsssnsisassnes - 2
2.3 emote OPerations TEFEIENCES ..iwvisirereressrssissimsecsaesressessessessessessessassssressnssnsesssns 2
24 HEECLOTY TEFETENCES 1uiririereisiirecsessissassesstisessressessussnssnsansssesnsansssesassserassnsonsonssrsonssnsdassysfanse 2
2.5 essage Handling references ....uvivvnrriiinneissninioieniosiinienerssessasinesinssssessesshest 2
3  Definitions 3
3.1 ommon Definitions for MHS........cccccrrvineensnreonernsseccsccsosanss .- 3
3.2 e58age Store DefiNitions ...ocvveeimsiariisnisniesisaimenesseossnens Y 2\ A 4
4  Abbreyiations 8
§  Conventions 8
5.1 ONVENLIONS fOF ADSLIACI-SETVICES 1vevverrreressrrsrsnrssreesssiiniuserssesssessssesssasssssssssnessresssnssssnesssssessssssnassanssseslossrossnsssnessen 8
52 onventions for attribute-types used in Tables 2 and 3 of clause 11 ......ovvvviincnnniinninisiinindisss. 9
53 'onventions for attribute-types used in Table 4 0f clause 11 .....ccovevnveninnsacrosisnsnsssisssseraes .- 9
54 eneral font CONVENLIONS.....coverreereervereneesnens rerierressesneranesaseseeentsaranisassnses 10
55 ont conventions for ASN.1 defiNItiONS. ., i iiecreeressersersseesersesassessssssssssssssssssssssssssesnsssssssasassassasassassafase vevaeserenss 10
5.6 ules for ASN.1 definitions......... 10
5.7 |Conventions for previous editions of this part of ISO/IEC 10021.......... 10
Section 2 - Message Store’abstract-service definition .......ccccccevsennnnees
6 Message Store model
6.1 |Message Store 0bjects and CONIACES iuuiuieerenreisensrarecssressssssesssrassssaasnens
6.2  [MESSAZE STOTE OIS ..ccvevrierensersreseerssressesssistissssssssssessnossssssssessesstsssensssssssessenstsnssssssssstssssssssessnsssssnsraes
6.2.1 RETIEVAL POTLS..oveiererrereersnsscsrssoseersnessinressssessasssasssanssssneses ceenresseneeserantens
6.2.2  “\ MS-submission POILS .......cocveemeereerrenneeremsassssssssossssassrnessans
6.2.3 Administration POILS......oeveersreserssrarernsssssessansssasesseessne ceeseesnresennasenssssntisres evsrusresaneresstnssersadrrsssessssanne .13
6.3 [Information Mmodel.......ccceervnrcccreecrnesssnsssescesanes veeeesesesnerenaosessorpassantessanes reresessressanssnssesansssansssarssetuissesrassnaes 13
B +—Entry-classesrrrrrrrmm vevsessensanens 14
6.3.2 ENtrieS e, weresanns . 14
0.3.3  AUTIDULES ..coververereeereesecsnensnssessesssosessnssessessns . " 15

© ISO/IEC 1994

All rights reserved. Unless otherwise specified, no part of this publication may be
reproduced or utilized in any form or by any means, electronic or mechanical, including
photocopying and microfilm, without permission in writing from the publisher.

ISO/IEC Copyright Office® Case postale 56« CH-1211 Geneve 20 Switzerland
Printed in Switzerland



https://iecnorm.com/api/?name=d7b855fbecd60a47d85e12bce940d02f

© ISO/IEC

6.4
6.5

Abstrs
9.1
9.2
9.3
94
9.5
9.6
9.7
9.8
9.9
9.10
9.11
9.12
9.13

ISO/IEC 10021-

6.3.4  Main-entries, parent-entries, and Child-entries.......ceueivvesreressereresanes

5:1994 (E)

17

voe

6.3.5 Content-Specific AtIDULES..ccivervvirrerereerersrresaessessasssassassans

ssvrseseny

17

6.3.6

EIIY-LYPOS v1evierenriiveessirieressecssersossassaesssserssssassaosssassrsssnsssssnssassasessesssnssrasses

weeree 18

6.3.7 Organization of Nry-Classes .....ccevevrrvsrrsnererseesensessessanneone

ey

18

6.3.8 Retrieval-status ........

21

6.3.9 MatChing-rules.....coveeererreivrerererrrernenessnnne .- cerervsenneens 21
MesSage SrOUPING .....ovvmeressesecressrsesrsessesansessesnsaess . A
AULO-BCHONS. ... ceicreerrerrecerersanisnesraesasssressosssnsransanes ctrerrenneererstertensterassans . " 24

6.5.1

6.52 Auto-action registration ...

The AUTO ACTION mformatlon ob_]ect class irevessenens 25

25

LISt ADSIIACI-OPETAIION. cervereeivibetrossessornssssssssssnsssssisestosassnosessssesssssssassestsssrssseonsrassssasnsitesssosss
Fetch abstract-operation ...(..L..... veevresreestonsennas reeeivenseneessertesassarsraes

6.5.3  Auto-action errors.......... 26
654 Autoractiomrexecution s ereeersecsatieserseeres Trieeveeeeriieieseeresetiseteitaeety e 26
S EXLENSIONS ..vevreraessesserenserersartsssorsersessnssasstossessosssresnsssssssesssssasassnns 26
d and MS-unbind operations 27
S-bind abstract-Operation.......ccceverseesenrisecsaessess " w27
/.1.1 MS-bind-argument.......ccoevererversressnenenes erreevessnrene v . crevernsennees 27
[.1.2  MS-bind-result....cccorrivnriccsnnnens v .29
/.1.3 MS-bind-error ...covveerveereevens ereeneertreansens verveneenues sreesersresnressennesasasennisset bassassassenernesaesnsnnensesshasssasssassans 31
S-unbind abstract-operation ........ vevreressenenes reveretesaeireeesrrssnsaneesanesaresesssnion 32
act-operations 32
ommon data-types used in abSIACt-OPEIALIONS ..vuvviviisessssssesiserssseissioslenssrsssssssisssssssasessssasssssosssssasassshusssasssassass 32
A1 RANZE. cueeesisinnrisstinsinsinsssiosniesissnsstessnsossosssistssssossesssosaates censnenes 32
2 FIHRIS virvivreiennverrereoseeevessnnsensssnnorsssaessesssessnsesessessasfonssssssonssosssssssasssassanssssssans w33
13 SCIECHON. . veeueerererssensrenserearessssonsssasssessnsnsisassssssle virersssasberesserershererersarasass 39
1.4  Entry-information-selection ........... . 36
.1.5 - Entry-information ............ 37
1.6 MS-submission-OpiONS ..veecuveverveseses . e 37
1.7 Common-SuDMISSION-TESUILS 1veirverersiulinrssrsssassessrssssssssarssssnssnnssssiossansssasserasess srrnerens 38
etrieval Port abstract-operationS......c.vveeseessvees Teeveses cernrerenens verrneesssssresesnrsssisnne - . s 39
3.2.1 Summarize abstract-operation.,.;.e.. versanses 39

41
vered2

sseossecsansace

44

46

8.2.4  Delete abstract-Operation........eeeeseesseesasseesessaesansss .“
2.5 Register-MS abstraCt-OPEIation . .covivviesrisserissrissssessessessassassnsssesssssorsessassesesons
2.6 Alert abStract-OpPeration.iv.uiivecicssecsseessssassriseessessissssssosssssssessessoassnsrese . R 1 |
2.7 Modify abstragt-operation ...c......ceenees rentsstesasssstasanfresanensssesses 32

MS -submission Portabstract-operations............
8.3.1

.............. P Y LT Ty LT T Y P Y P P P T T L LY PP LT T PR PR PR TR X L

MS-message-submission absStract-OPEration ... ccsmissiissimsnsssssssmissssnssmmississssines,
MS:-probe-submission abstract-Operation.........eoeueeess

veresererennes 30
57

MS-cancel-deferred-delivery abstract-operation.........cveeense. seseensnene
MS-submission-control abstract-operation .

57

sessesee

58

ct<errors

58

Attribute-error..ccoeeereieererssens teeresssssrasererrerenssusennnnsnrane rrereeeressorses

58

AULO-ACHON-TEQUEST-CITOT 1eevrererrerssrarersrossaessssessansssssssanessses 59
DIELELE-CITO e vrrreicarorersniserassrsessassssrsssnsasersessssssssasnsssssnions “ . 60
Fetch-restriCion-eITOr ..oeverreerersereraeersens - 60
Invalid-parameters-e1ror. ......vmeesesees 61
RANZE-EITOT oeveerrirvecensorsneresssonsesesseesessasssssrssneossoses 61
Security-error......... veeserreeteesnesresrnesneas ervveneenns . “ . SRR .1 |

Sequence-number-error
SEIVICe-CITOr ..cvvivecnirrsanarsane

eearscsccsssrtrseesssesnssrrsenee

MeSSage-ZIOUP-CITOL vverererssrsressseesssssserssssisassassoses - 62
MS-EXIENSION-EILOT «vrvverrreseerenseeressessassssssassisasssaressronsarsssssssesese corses i w03
Register-MS-€IT0r .....oovvvrrerersens vrereseseeresrssesaasaenes venes 64



https://iecnorm.com/api/?name=d7b855fbecd60a47d85e12bce940d02f

ISO/IEC 10021-5:1994 (E) © ISO/IEC

9.14 Old-credentials-inCOrreCtly-SPECIfIEU....ocvuierrreeresssvirserersessssessssserasassessrensnsrasassssrsensnsarsassrsnessssnsserassnsssstsresnsansss 64
9,15 New-credentials-UnacCeptable iiveiiemeiiecmmeionsimersieeratssseessnssmmesssosssarsssessssossnsrensssasessanss veveeses crresressareres 64
0,16 MOGIEY-CITOL.c.cuiiuiinnsanriensnssessonsesassaessssssssestssssossssessnssassassnersorsasasessssesssssonses 64
9.17 Entry-Class-error......cococevreeeercensenas 65

Section 3 - General-attribute-types, matching-rules and auto-action-types...66

10 Overview 66
11 Gengral-attribute-types 66
11.1] General-attribute-tyPes OVEIVIEW ..cicvereerestnessessnsisessraessacssesrassraessasraseranss “ 66
11.1.1  MS support requirements for general-atiribute-types ....c.oceeeereess 67
11.1.2  MS-user support requirements for general-attribute-types........... 67
11,21 Description of the general-attribute-types.......ccrveeereecenns 70
11.2.1  AC-correlated-report-list . reeesersatstesesrnsnsntsttsansnsissaneters 70
1122 AC-repOort-SUmMmary .......ceveesseesssssssessessoses veesessunssesassrssnnese 71
11.2.3  AC-uncorrelated-report-list ...cveereessirecsessserensecsessnsssecasres o 72
1124 AULO-ACHON-EITOL. ouivtsreesesssrssssnrenssnsesenssirsvassnssessossssevassssssssas 72
11.2.5 Auto-action-registration-identifier ............ resneerareressesnnessrsestatl 72
11,26 Auto-action-subjeCt-entry ....oevieerseereessess \ 73
11.2.7  AUt0-aCHON-LYPE 1eecrirreriessessnsrssnsssresssorsisensassassssssessasdasiipaesas 73
11.2.8  Child-sequence-numbers ......cccsueencsrene 73
11,29 COMENL.cucireenriesseessrssnssrrmssissssssnennsssssssnssasssassssssstossbadussstsssnssns 73
11.2.10 Content-confidentiality-algorithm-identifier ...« 73
112,11 Content-correlator ......... . 74
11.2.12 Content-identifier .......ccucvveirensiencecsserscssioumsnssasensonss “ seessrenssnssnesnsssserssseeessnssnasunsseanine 74
11.2.13 Content-integrity-Check......cccurvriersenssboiviencens 74
11.2.14 Content-length.........cccerveerrrerrcseersuoaiisbencss reeresaesenssresersesaaversestesansenaes - 74
11.2.15 Content-returned w rerseenresesasanstesnaresaesneresnenass veeresnssnensenfsrsarsersessesenans 74
11,216  CONIENL-LYPC...cccvrecreecterrenersessiivronssenssssrsssaessonsores a5
11.2,17 Conversion-with-loss-prohibited............oceennes resersessnessressasssssessraressasfssaessaaisasssnee 75
11,2.18 Converfed-EITS ...c.ccrrieifiiorsrnssaecssaasonns ceseesseresnnessesessnrorerssareses v 75
11.2.19 Creation-time . rrreessrtssernesesssenssrsssssraes “ . 75
11.2.20 Deferred-delivery-¢ancellation-tilme .....coveeeereressssncsnressssssescsssnsissssesssssansosassssassssanssssosfosassnsnsrassssnnes 76
11.2.21 Deferred-delivéry-time..........covcerrunesees eetrestesansnnsseresns 76
11.2.22  DEIEtON-IME ....eevveerivrenrerreisessniiensenssssisssssrssessssssssssssssassssssssssossassssessassssrassasssssses . 76
11.2.23  DElVEIEd-BITS.....ccccnreerersecreersrsecsamsressosssoseoresssossossmsssssssssssssssossorssssssssessssssssasssssesansassashonssosans 76
11.2.24  DeliVery=flags......ccerecseesessrismssisnnssessmsissscssssssssssssssessasssssasssasssssasssssasssassnssossasasssassassnsans fusssesassnsssassons 77
11,225 DlL-expansion-history reeresrearresresetresaeatrsensEran s aR s eSRS St s Lt s RO bSORS w17
11.2.26 /DL expansion-prohibited.....ocucvecrrernmscscnsessesianssssiassisiosissossssnisisesisinssinesssssons 17
11.2.27 \ERUY-LYPE oevrveerrreossonsrassorsnsssanssanssssnsssrsssarssssssssrsssssesssas a7
11,2:28 " Internal-trace-infOrmation .....civuicvsesssressrecssessrsessssssssarssansssaneies eersrersresenns 77
11,2129 Latest-delivery-time ......ccorvvenensenvecssnsnnsnreasssnsrosessssssns . " 78
11.2.30 Marked-for-deletion ..........ccoosiveerecsirersssssnnssassensssssssnsssssaessasssnsssassasssssesassasssssrorers o .78
I1.2.3T Message-GeliVErY-ENVEIOPE .ovueeicrvririsrrreriniecsssrersssreeeersnessesseneossrnsessssssesrssnesssssersssanessssssasssannessssnassss 78
11.2.32  MeSSaZe-AeliVEIY=HINE ...ovicercrrerriissosrsrsssrscssrsssrsssessnsssosessassssssssaessessassnsssssessossassnssaosassnsssessessesasssassasss 78
11.2.33  MeSSaZe-ZIOUP-NAME. vcrveereresrsssereseasssesstsressssssssssssssssestsssssssessossessssasssssssssassssssssssssnsssossnssssssanssasssnsss 79
11.2.34 Message-identifier.....curvene ceeeressssasersersestesas st sbesaeraeet 79
11.2.35 MeSSaZE-TIOES .cverecerenesrersacsssssasssssssssssssnnssane creesresesessanes 19
11.2.36 Message-origin-authentication-Check ....vuemecrcerisiiinsnssnsnssnainnsesnssesnens crereenssnsaesasneresnsnes 80
11.2.37  Message-seCUIity-Iabel .....cecrrerereernssissrstmnsrssssisssnsnsmsssmsesssssnssssssesssssasssnsrsssssssasssassssssnsnsasssssassensassoss 80
11.2.38 Message-submission-eNVEIOPE......ccvvvrirercriseninsinsisesisisessiressisesssessesssrensssasassassorsnsassesssassesnons .80
11.2.39 Message-Submission-time.....ococeveeisesssrssesasassesssserssassenes . 80
11,240 MeSSaZE-T0KEIuuiiiiiveerinrinssmssnnressessssnssssssorsssssonssssssssssssrorsssssseesssssossrsnns . 80
11,241 MS-OTIZINALEA ..oovireriirerrrneerssnssererssssssessesesnsessissesssssssstsssssssstossasssssssssssssisssssssssssassssssssstarsssssonsrassonse 81
11.2.42 MS-5ubMISSION-CITOT ..cccuerrrraernerrerrersessosersarsassassne srrsestesanensisas “ - 81
11.2.43  Original-BITS ....ccccccvmrerececrmenrversessesssressessasnns 81

iv


https://iecnorm.com/api/?name=d7b855fbecd60a47d85e12bce940d02f

© ISO/IEC

® “

ISO/IEC 10021-5:1994 (E)

11.2.44 Originally-intended-recipient-name................... 82
11.2.45 Originating-MTA-CErtifiCate .....oonvusrerererssarererasasnesses reseenessenens . 82
11,246 Originator-certificate.......ouurrerervesrersnnne - 82
11.2.47  Originator-NAmMe.......oiiierernsarseerereoresserseressssnssssneresasaees 82
11.2.48 Originator-report-request...crerevcesseeeess 82
11.2.49  Originator-return-address ..........ccuveemreeereerervineesesssreseesessssessesanne rvvesersranssenens 83
11.2.50 Other-recipient-names..... . . 83

- 11.2.51  Parent-SeqUENCe-NUMDET ......ovivveisesnsnssnsssssnssensasnasssasnsnes 83
11.2.52 Per-message-indicators....eecnnecrness . .83
11.2.53 Per-recipient-message-submission-fields.........c.overere 83
11.2.54 Per-recipient-probe-submission-fields ......c..ccecereererusiecrnsrosrens 84
11.2.55 Per-recipient-report-delivery-fields ........ueeeveresans 84
L11.2.56  PLHOTILY . ccovecrviieseensrennvenressssosssnsssrernssessasssrersssenssasssavsrsassossansessssesssense 84
11.2.57 Probe-origin-authentication-check . 84
11.2.58 Probe-submission-envelope.........cvvvereerereessneressussassersnssnconnree 84
11.2.59  Proof-0f-AeliVEry-TEQUESE ....coririvessesssrnsisasnssesisssansssessosmsssssnssnsesssnsassssssssnseensbinsornssarsaesosss 85
11.2.60 Proof-0f-SUDIMISSION ...oviisierirerenisesssresnnererosssssssesssssssssassosssssesssassssessassasseniivastéosssssnsassonerssssdpasasncassnsase 85
11.2.61  RECIPICNI-NAIMES ..ocoverrerrrrrensanracresracssessansesssssussssssessssessasossssssassasssssassessinssbsssasssscstssansasssssasshassasssessssss 85
11.2.62 Recipient-reassignment-prohibited.......ccivveeveereerrensssnssseseasanns ‘ w83
11.2,63 Redirection-history ...... eresreerssanertsssernesnesnestosntsrssesssrsasansiarsiiessresassassrsrsessesenssessessisheserssanosnee 86
11.2.64 Report-delivery-envelope.......... . 86
11.2.65 Reporting-DL-name.......ccceeererurrrenenens w e 86
11.2.66 Reporting-MTA-CEItifiCate .cvevirvrcseeransrersirenssecassnssassonsansy cesorersasssussareresssiesrossnssanes 86
11.2.67 Report-origin-authentication-Check .......uiseeerersersassons ‘ 86
11.2.68 Retrieval-Stats .ocimeeinriniennioensiinssonisnisssssaiogion SRR ST 87
11.2.69 Security-classification.....c..cceeersrenns JO S 87
11.2.70  Sequence-NUMDEL.......coreisirmrsecssssosesasssnrssnsbossssns reesaesrstsrer s ssesterssaertetessornsaessnedhesressrrsatess 87
11.2.71  StOrage-periof....c.irverveercrevsssereersnererseasnsbssesiiseres veventerersasssasasserersersasysrerasaoraserareidhensesneneres 87
11.2,72  SUOTAZE-LMNE .vvrevurirrraerercssarirossasssssssusneiGisssssesssssssassarsssssssssesssssasssnssserssasorsessassssosonsoss 88
11.2.73 Subject-submisSiOn-identifier........iefiiveiiimcniiinmniiseeemmsiomiisssoiissrsdoscsacsssons 88
11.2.74 This-TeCiPIENt-NAME .covesriereereerresiobsesssssssrsssssssssnsssssessrssas ceresrensassaestesssneasstans SN A 88
11.2.75 Trace-information .....c.eveerceiiod@lonnnsmrnmaninsssscsneniisnes teresnetssssassasststessestsastasssesrderesaonansnens 88

11.3 [The Attribute-table INfOrmation OBJECESEL.....cvreesristrsirrerrnsasssssosrssnsssssssassssesssssssasssassassssssesassnsnsanassssdesssnssnsssesas 88
11.4 |Generation of the general-attributes il ..ccvnnenccccsnsassnssrosnsresessnssnisessecssssaone SRR P 89
11.5  JAttribute-types SUDSCIIPLION ... orvirissisaeersssessessesssrsessasssnsssonsssnsssossassssssssosssssrsessosassnessssasssssssssessssarssforcsnserassasss 95
11.6 [General-attribute-types subject'to modification ........cevevveeveererseesvisnnens .95
General matching-rules 95
12,1 [MS-SINE SYNEAX ...(i. )it veiiriensieensssieorioninaenmssssssnesssisrsossessesssrossossrsssssssassssssnorasranss erisesresassrsssntfsssnsaasesanees 95
12,2 [String MatChing-TUIES ..cveecrrererereeressrsnensnrersesssssessssnrsstassarssrassssnsssansssnsssssessssssassos wresessrosreresarornrasssanes 96
12,21 MS=SHNZ-MAICH ....covviiiiireriecstnninenrnnsinninieneesessssssssesssismssnsisassssssasssassens . ... 96
12,22 MS8=string-ordering-match........cocoeeeemernrseseesissesnsassons resnetensseentststrensrnsassesssssssssasarsefssnentsasinaans 96
12.2.3_~ MS-subStrings-match ......ceievrsvemreeirenssesnnnienssnssnessssssesnses . . .97
12244 ~ MS-single-subsString-matCh ........eccccvcnsiarisssseisnisesnsiisessesisnessesossosaessessosssses soferreneninesaees 97
122.5 MS-string-case-sensitive-MAlCh uieieecerisessessessesssssassrssisssssessessassssssssssrassessestesanssnsssssssssfsaserassasssns 3’;
12.2.7  MS-string-list-elementS-MAaICH c..ivivissineeressnssnisecsssessessessaisassassessrssassissessassasnssssstsasensonsissssonssnssssssnss 98
12.2.8  MS-single-substring-list-Match ....ouvvviniivisesinisinncnnns e ee et Eesanesanaaes .98
12.2.9  MS-single-substring-list-elements-match «.......ocvinsrnsesniisisssnsansaninn “ 99

12.3  Syntax-based MatChing-Tules.......covuereessrsmrsinssssssinssisenserssmssssssssssnasssens 99
12.4 Matching-rules for complex Message Store atriDULES ....ccvcievirivmriessrsierimiimiesssssnssnerississssnacssniaiiiae 99
12.4.1  OR-AAAIessS-IMAICH. ... iciteiiineerssreortimmesertisessecssessssssssossosesssessssnessesssssssssssassosssssessassisnssnssssssssssessussses 99
1242  OR-address-clements-matCh.....ocvueveireerenrssscsessesseressossosssnnsarsssssosssssns e saeassrsas st e basa s st enes 100
12.4.3  OR-address-substring-elements-mMatCh .. ...ciieiiessisississessinismseinssssassisnsosisssssesasassosssessess 101
1244 OR-NAME-MALCH.....cverrrrererererrerereseseresesssrssenssenes . vrrsrensreneees eererenerserarenes 101
12.4.5 OR-name-CleMENES-MALCH........urivierecreceersssenreranssersstsssssssssarssastssesesesssssssssssssstsssssssassessssssnsanersassanes 101
124.6 OR-name-substring-elements-matCh ......ocevveeeveeererrenecservaeseesns vereseeesrresessreraatttosanseranesene 102
12.47 OR-name-single-element-matCh........cccccrevrreernrserreessvecsesnesnessssssannes srreesseesanssssnrsssennasens 102



https://iecnorm.com/api/?name=d7b855fbecd60a47d85e12bce940d02f

ISO/IEC 10021-5:1994 (E) © ISO/IEC
12.4.8 Redirection-or-DL-expansion-match .....ccuvmeeesseicsesssseesssnssanss cesersressbtressrnensesaraere 102

12.4.9 Redirection-or-DL-expansion-elements-match .....cooeennees treressesessressstesnsasbsessasesstssasesrrteses 103

12.4.10 Redlrectlon-or-DL-expansmn-subsmng-elements-match......; ...... 103

12.4.11 Redirection-reason-match....... teeereeebtraesanesteteseR o esbes RS SRS NSRS s RSO RS R E RS SRRSO RO SRS S " 103

12.4.12 MTS-identifier-match......cccvniinnininiscinensenssiinneissssesaissssnossns 103

12.4.13  CONtent-COTTEIAtOr-INAICHL ..vererrerrererserrrresressrrrerisrssssessssnennsstsssssssessesssrssssssssssassssisssernsnestssnsassaosssasses 103

12.4.14 Content-identifier-match ......cocoevvernisrsrivecsosessaneess . 104

12,5 MaAatChiN-TULE SUPPOIL ..veevereessseriverrsassresessessesissmstsssosisasssinssrssnssastssssssssosessssssnesnessssesaonesasesssnsnsntosssssstarsrtssasass 104

12.6 The Matching-rule-table information object set.... 104

13 General-auto-actions 108
13,1 AULO-BLETT.010ereererranivereerersessessessnensereessssessnsssesasssssesssossesnsassssssntsstesessssssonsessessassessassasassasssssassresesbasshessssansansresns 106

13.2| AUO-MOGILY .1erririessrencsrssssssnsesssssarstssassanssessassessesisssessasssssnsnssstesassnsrassrsonnossn 107

13.3| AUto-COrrelate-rEPOTLS cucvvunrisessssressesssssrssanssnsrassassosss serssassessussssseasansssstnesserressonsertsefiarlssnsssbosssrnsaesersans 108

13.4] AO-Aelete..iucniriinisniisissesstesisssssessnisnisnesisnessasisssesessnsessessens rerteerennsssnes 108
Sectign 4 - Procedures for Message Store and port realization...........{.........110
14 Ovepview 110
15 Conpumption of the Message Transfer abstract-service 110
15.1) Consumption of the Delivery Port abstraCt-SerViCes .ciuemnesgitierersssrerssrssssrossssassasassnsrssassaes 110
15.1.1  Performance of the Message-delivery abstract-0peration .......ueeerssessesaess wrsssedsasssrnesonesans 110

15.1.2  Performance of the Report-delivery abstract-operation.. cerssasernens 111

15.1.3  Invocation of the Delivery-control abstract-Operation.....uiecersesisssssacinsssnsnessssansanssasrnsisdssessssasssessess 112

15.1.4 Generation rules for general-attributes ...« oes 112

15.2) Consumption of the Submission Port abSIract-SEIVICES ....uvirercrrorminssssassorescssssesssssnssssssssesss 112
15.2.1 Invocation of the Message-submission’abstract-Operation.......covuvusisrsnssesssesssesseressasnenseefssssanssnsasaosss 113

15.2.2 Invocation of the Probe-submission abstract-Operation ........ivsvesmsnssessesssasssassens 113

15.2.3  Invocation of the Cancel-deferted-delivery abstract-OPeration.....cueiuivesecrnsiossessssssssstssnsasssesassaese 113

15.2.4 Performance of the Submission-control abstract-operation ......... 113

15.3] Consumption of the AdminiStrationNPOrt aDSIIAC-SETVICES cuevrererrersrsrsssssssasrsassasssrsssssesssssssssstsnsassesfosesssassnsssssss 114
15.3.1 Invocation of the Register abstract-operation.........eeeees .- 114

15.3.2 Invocation of the Change-credentials abstract-operation.......... . wessessfereniosiesanenes 114

15.3.3  Performance of.thie Change-credentials abStract-OPEIation.......cvesesisrssissssesescsesesessasassfassasonsnsnsssnse 114

16 Supply of the Message Store abstract-service 114
16.1 Supply of the Retricval Port abstract-SErviCes......umimreessssrimsniessssasiessssnssnssesss o 115
16.1.1  Petformance of the Summarize abstract-OPEIALON.......ccvuverersrssresnssrssinssessosasencssass 115

16.1.2 (Performance of the List abstract-operation ..........coeeueuss 115

16.1.3(_ ) Performance of the Fetch abstract-Operation.........cesreessssesesseresasassese 116

16,54" Performance of the Delete absStract-Operation ....cueessssessesssssssssessasassnsssssssess 116

16:1.5 Performance of the Register-MS abstract-operation....... - veessssassarssserronessssheseisanssrsieses 117

16,1.6  Performance of the Modify abstract-Operation......ceesssssssssssenssasassssone v 117

16.1.7 Invocation of the Alert abstract-Operation.........eiveeeseess teeberesstsssresrestisrtssasssansbrerassasbaes 117

16.2 Supply of the MS-submission Port abstract-services .........oeeuveees - 118
16.2.1  Performance of the MS-message-submission abstract-Operation ..........ueecsseeses 118

16.2.2  Performance of the MS-probe-submission abstract-operation ........ sresesssasasssarsves 119

16.2.3  Performance of the MS-cancel-deferred-delivery abstract-operation . 120

16.24 Invocation of the Submission-control abstract-operation. dsrsessssrsassaasassstssebare 121

16.2.5 Generation rules for general-attributes.. veveentststsseresnsatste Rt sasassne s et sR TR ReS 121

16.3 Supply of the Administration Port abstract-services......ivueerseeees rresarsreraerennsanens 121
16.3.1  Performance of the Register abstract-0pPeration......c.cevcvisiisiisiseisinsississeresassssssssissiesasssssssscsssassssses 121

16.3.2 Invocation of the Change-credentials abStract-OPEIration....ueiseesissssissisesessssasassssnsessesssasseresrsaasonsases 122

16.3.3  Performance of the Change-credentials abstract-Operation........ccevveisissverssacsnssnssrsnssessssnsassnssnseesasaes 122



https://iecnorm.com/api/?name=d7b855fbecd60a47d85e12bce940d02f

© ISO/IEC ISO/IEC 10021-5:1994 (E)

17 Ports realization 122

I7.1  REHIEVAL POIL.ccuccviirerisisiisisessssisicssnisesmssnessisrerssssassssessosssnssesssassessssssessasesssssstssssssassantiotesssasserssssssasssssensrsssssenses 123

172 MS-submiSSION POIL .....vveciiveisiennnsreseesseessesvansesesnsneseresssses crssessasseraestesasnsareneans . e 123

17.3  AAMiniSIation POTL......ucvceiirevisnssonsesssssescsesssmisasssnssssssesnssosssesessssssensanssssses . 123
Annex A Formal assignment of Object Identifiers 124
Annex B Formal definition of the Message Store abstract-service 127
Annex C Formal definition of general-attribute-types 141
Annex D Formal definition of general matching-rules 151
Annex E Hormal definition of general-auto-action-types 155
Amnex F Summary of Changes to previous editions ‘ 157
Annex H [vlessage-grouping 161
AnnexI Example of the Summarize abstract-operation 163
AnnexJ Differences between ITU-T Rec. X.413 and ISO/IEC 10021-5:1994 165

INDEX : 166

vii


https://iecnorm.com/api/?name=d7b855fbecd60a47d85e12bce940d02f

ISO/TEC 10021-5:1994 (E)

Foreword

ISO (the international Organization for Standardization) and IEC (the International
Electrotechnical Commission) form the specialized system for worldwide
standardization. National bodies that are members of ISO or IEC participate in the
development of International Standards through technical committees established by the

respectlve orgamzatlon to deal w1th partlcular ﬁelds of techmcal act1v1ty ISO and IEC

committee, ISO/IEC JTC 1. Draft International Standards adopted by the joint technical
committeg| are circulated to national bodies for voting. Publication as an International
Standard rpquires approval by at least 75% of the national bodies casting a vote.
International Standard ISO/IEC 10021-5 was prepared by Joint Technical Committee
ISO/IEC JTC 1, Information technology, Subcommittee SC 18, Document processing
and related communication.

This second edition cancels and replaces the first edition (ISO/IEC, 10021-5:1990),
which has [been technically revised.

This secorld edition consolidates Technical Corrigenda 1, 2, 3, 4,5, 6, 7 and 8.
ISO/IEC 10021 consists of the following parts, under(the general title Information
technology - Text Communication - Message-Oriented Text Interchange Systems
(MOTIS):
- Par} 1: System and Service Overview
- Part2: Overall Architexture
- Par} 3: Abstract Service Définition Conventions
- Par} 4: Message Transfer System: Abstract Service Definition and Procedures
- Part 5: Message/Siore: Abstract Service Definition

- Part 6. Protocol Specifications

- Part 7:Interpersonal Messaging System

- Part 8: Electronic Data Interchange Messaging Service
- Part 9: Electronic Data Interchange Messaging System

Annexes A to F form an integral part of this part of ISO/IEC 10021. Annexes G to J are
for information only.

viii

©ISO/IEC


https://iecnorm.com/api/?name=d7b855fbecd60a47d85e12bce940d02f

© ISO/IEC ISO/IEC 10021-5:1994 (E)

Introduction

This part of ISO/IEC 10021 is one of a number of parts of ISO/IEC 10021 defining Message Handling in a distributed open
systems environment,

Message Handling provides for the exchange of messages between users on a store-and-forward basis. A message submitted
by one user (the originator) is transferred through the message-transfer-system (MTS) and delivered to one or more other
users (the regipients):

retrieval from a Message Store (MS) and message-submission through the MS in a Message Handling Systen} (MHS). The
MS abstract-service also provides message-administration services, as defined by the Message Transfer System (MTS)

ISO/IEC 10021 has been produced by joint ITU-T - ISO/IEC agreement’ The correspopding ITU-T
ation is X.413 (_1 ). Annex J lists the differences between the two documents.

1) To be published.
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Information technology — Text Communication — Message-
Oriented Text Interchange Systems (MOTIS) —

Part 5:
Messag

e dtore: Abstract dervice Derinition

Section 1 - General

1 Scope

This part of |ISO/IEC 10021 defines the Message Store abstract-service. This abstract-service is provided by
Store access| protocol (specified in ISO/IEC 10021-6) in conjunction with the MTS abstract-service (defineq
10021-4), together with the Remote Operations Service Element (ROSE) services (defined in ISO/IEC 9072-1).
syntax for the application-layer protocols used in this part of ISO/IEC)10021 is defined in ISO/IEC 8824-1.

the Message
| in ISO/IEC
The abstract-

Other parts jof ISO/IEC 10021 define other aspects of the MHS. ISO/IEC 10021-1 defines the user-oriehted services
provided by|the MHS. ISO/IEC 10021-2 provides an architéctural overview of the MHS. ISO/IEC 10021-§ defines the
abstract-service for Interpersonal Messaging and defines the format of Interpersonal Messages.

Section 2 offthis part of ISO/IEC 10021 contains the Message Store abstract-service definition. Clause 6 describes the MS
model. Clauge 7 defines the semantics and abstract-syntax of the MS-bind and the MS-unbind abstract-operatipns. Clause 8

defines the semantics and abstract-syntax of the-operations of the MS abstract-service. Clause 9 defines the
abstract-syntax of the errors of the abstract-service.

Section 3 of this part of ISO/IEC 10021 defines the general-attribute-types, general-matching-rules, and general
types related to the MS. Clause 10'contains an overview, Clause 11 defines the semantics and abstract-syntax o
attribute-typgs. Clause 12 defines' the semantics and abstract-syntax of the general-matching-rules. Clause 1
semantics abstract-syntax of the general-auto-action-types. '

Section 4 of this part-of \ISO/IEC 10021 describes the procedures for Message Store and the ports realizatio
contains an joverview. Clause 15 describes how the Message Transfer System abstract-service is consume

mantics and

-auto-action-
f the general-
3 defines the

n. Clause 14
d. Clause 16

describes hojv thé Message Store abstract-service is supplied. Clause 17 describes how the MS ports are realized.

The requirements for conformance

2 Normative references

The following International Standards contain provisions which, through reference in this text, constitute provisions of this
part of ISO/IEC 10021. At the time of publication, the editions indicated were valid. All Standards are subject to revision,
and parties to agreements based on this part of ISO/IEC 10021 are encouraged to investigate the possibility of applying the
most recent edition of the Standards listed below. Members of IEC and ISO maintain registers of currently valid
International Standards.
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2.1 Reference Model references
This part of ISO/IEC 10021 cites the following Reference Model specification:

ISO/IEC 7498:1984,  Information processing systems - Open Systems Interconnection - Basic Reference Model.

2.2 Presentation references

This part of ISO/IEC 10021 cites the following Presentation specifications:

ISO/IEC 8824-1: 1), Information technology - Open Systems Interconnection - Abstract Syntax Notation One (ASN.1):
Specification of Basic Notation.

ISO/IEC 8824-2: 1),  Information technology - Open Systems Interconnection - Abstract Syntax Notation One (ASN.1):
Information Object Specification.

ISO/IEC 8824-3: 1), Information technology - Open Systems Interconnection - Abstract Syntax Notation One (ASN.1): .
Constraint Specification.

ISO/IEC 8825-1: ),  Information technology - Open Systems Interconnection ~Specification of ASN.1 Encdding Rules:
Basic Encoding Rules (BER).

2.3 Remote Operations references

This part of ISO/IEC 10021 cites the following Remote Operations specification:

ISO/IEC 1B712-1: 1),  Information technology - Remote Operations: Concepts, model and notation.

24 Djrectory references

This part of ISO/IEC 10021 cites the following Directory specifications:

ISO/IEC 9594-2: 1), Information técknology —Open Systems Interconnection—The Directory: Models.
ISO/IEC 9594-6: 1),  Information technology —Open Systems Interconnection —-The Directory.' Selected Aftribute Typgs. '
ISO/IEC 9594-8: V),  Information technology —Open Systems Interconnection — The Directory: Authenticqtion

Framework.

25 essage Handling references

This part of ISO/IEC 10021 cites the following Message Handling System specifications:

ISO/IEC 10021-1:1990, Information technology —Text Communication - Message Oriented Text Interchange Systems
(MOTIS) - Part 1: System and service overview.

ISONEC 10021-1/Amd.1:1994, Information technology —Text Communication - Message Oriented Text Interchange Systems
(MOTIS) - Part 1: System and service overview - Amendment 1: Message Store Extensions.

1) To be published.
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ISO/IEC 10021-2:1990, Information technology —Text Communication - Message Oriented Text Interchange Systems

(MOTIS) - Part 2: Overall Architecture.

ISO/IEC 10021-2/Amd.1:1994, Information technology —Text Communication - Message Oriented Text Interchange Systems
(MOTIS) - Part 2: Overall Architecture - Amendment 1: Representation of O/R addresses for

human exchange.

ISO/IEC 10021-2/Amd.2:1994, Information technology —Text Communication - Message Oriented Text Interchange Systems
(MOTIS) - Part 2: Overall Architecture - Amendment 2: Minor Enhancements - Multinational

organizations and terminal-form addresses.

ISO/IEC 100

ISO/IEC 100

ISO/IEC 100

ISOMEC 100
ISO/IEC 100
ISO/IEC 100

ISO/IEC 100

‘ ISO/IEC 100

ISO/IEC 104

(MOTIS) - Part 2: Overall Architecture - Amendment 3.
P1-4:1990, Information technology —Text Communication - Message Oriented Text Interchange §
P1-4/Amd.1:1994, Information technology —Text Communication - Message Oriented Text Interc

(MOTIS) - Part 4: Message Transfer System: Abstract Service Definition and Proced,
Amendment 1: Minor Enhancements: Notification type and Directory substitution.

(MOTIS) - Part 4: Message Transfer System: Abstract.Service Definition and Proced
Amendment 2: ASN.1 and P3 extensions.

21-6:1990, Information technology —Text Communication - Message Oriented Text Interchange §
(MOTIS) - Part 6. Protocol Specifications.

(MOTIS) - Part 6: Protocol Specifications - Amendment 1: Message Store Extensions

21-7:1990, Information technology —Text Communication - Message Oriented Text Interchange §
(MOTIS) - Part 7: Interpersonal messaging system.

1-7/Amd.1:1994, Information technology —Text Communication - Message Oriented Text Interc
(MOTIS) - Part 7: Interpersonal messaging system - Amendment 1: Minor Enhance
transfer body part and auto-submission indication.

21-7/Amd.2: 1), Information technology —Text Communication - Message Oriented Text Interchang

ASN.1.

p1-2/Amd.3:1), Information technology —Text Communication - Message Oriented Text Interchangk Systems

ystems

(MOTIS) - Part 4: Message Transfer System: Abstract Service Definition'and Proceduyes.

ge Systems
es -

R1-4/Amd.2: V), Information technology —Text Communication - Message Oriented Text Interchanje Systems

es -

ystems

D1-6/Amd.1:1994, Information technology —Text’‘Communication - Message Oriented Text Interchgnge Systems

bystems

ge Systems
nts: File

e Systems

(MOTIS) - Part 7: Interpersonal messaging system - Amendment 2: Voice body part and new

21-7/Amd.3:1994, Information technology —Text Communication - Message Oriented Text Interchange Systems

xtensions.

(MOTIS) - Part 7: Interpersonal messaging system - Amendment 3: Message Store E|

3

3.1

Definitions

Common Definitions for MHS

For a list of the common definitions for MHS refer to ISO/IEC 10021-2,

1) To be published.
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3.2

Message Store Definitions

For the purposes of this part of ISO/IEC 10021 the following definitions apply:

.21

3.2.2
3.2.3

3.24
3.2.5
3.2.6

3.2.7
3.2.8
3.2.9

3.2.10
3.2.11
3.2.12

3.2.13
3.2.14
3.2.15
3.2.16
3.2.17
3.2.18

3.2.19

3.2.20

© ISO/IEC

abstract-association: An abstract binding between two communication partners. In this part of ISO/IEC 10021,

the binding between an MS-user and an MS for the provision of the MS abstract-service, or between an MS and

the MTS for the provision of the MTS abstract-service.

Administration Port: A port which supports the administration services (of the MTS) within the MS abstract-

service.

Alert abstract-operation: An abstract-operation which enables the MS to inform the MS-user thlit a message or

report has been delivered to the MS. May be issued only over an existing abstract-association.
attribute: The information of a particular type appearing in an entry.
attribute-type: That component of an attribute which indicates the class of infortmation given by t

attribute-value: A particular instance of the class of information indicated(by an attribute type.

hat attribute.

attribute-value-assertion: A proposition, which may be true, false, or undefined, concerning the values of an

attribute in an entry.

auto-action: Actions that are performed automatically by the MS according to instructions previpusly registered

by the MS-user.

Auto-action-log: An entry-class which contains entries that record the performance of certain aut
MS.

b-actions by the

auto-action-event: An entry of the Auto-action-log entry-class which represents an auto-action execution.

auto-action-type: The type of an auto-action, e.g., Auto-alert.

Auto-alert: An auto-action which-alerts the MS-user when a message or report is delivered.

Auto-correlate-reports: An auto-action which correlates delivery reports with the originally submitted messages

or probes to which they.are related.

Auto-delete: Af anto-action that deletes messages whose storage period has expired.

Auto-forward: A class of auto-actions which causes the MS to forward a delivered message
recipients.) As the definition of Auto-forward is content-specific, it is not defined in this part of
Rather, each type of Auto-forward auto-action is defined in the Specification for the content-type

child-entry: An entry immediately subordinate to another entry (its parent-entry) in a tree-structur
An entry which is not a child-entry is a main-entry.

child-sequence-number: A sequence-number in a parent-entry pointing to a child-entry. A parent-entry has one

value of child-sequence-number for each child-entry it possesses.

constraining set: An information object set used to constrain the values of related components within a Set or

Sequence. See ISO/IEC 8824-3.

content-specific: Describes a specification or action whose effect depends on the content-type of the message

being handled.

0 one or more
SO/IEC 10021.
oncerned.

ed relationship.
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3.2.21
3.2.22

3.2.23

3.2.24
3.2.25

3.2.26

3.2.27

3.2.28
3.2.29
3.2.30

3.2.31

3.2.32

3.2.33

3.2.34

3.2.35

3.2.36

3.2.37

3.2.38

3.2.39

3.2.40

3241

3.2.42

creation-time: An attribute which records the date and time at which the entry was created by the MS.
Delete abstract-operation: An abstract-operation used to delete one or more entries of a specified entry-class.

delivered-EITs: A multi-valued attribute which indicates the encoded-information-types present in the content of
a delivered-message.

delivered-message: An entry of the Delivery or Delivery-log entry-classes which represents a delivered-message.

delivered-report: An entry of the Delivery or Delivery-log entry-classes which represents a delivered-report.

elivery: An eniry-class which contains entries that represent messages and reports delivered by t}le MTS to the
S.

elivery-log: An entry-class which contains entries that provide, for logging purposes, a‘testricted [representation
f messages and reports delivered by the MTS to the MS.

Praft: An entry-class which contains draft-message entries.
graft-message: An entry of the Draft entry-class which represents a message not yet submitted to the MTS,
entry: An information object stored in the MS. See 3.2.17, 3.2.45, and 3.2.61 for further classificaion of entries.

entry-class: A category of entry which represents a particular-type of information object. The principal entry-
¢lasses are the Stored-message, the Message-log and the Auto-action-log entry-classes.

entry-information: A parameter, used in abstract-operations, which conveys selected information from an entry.

entry-information-selection: A parameter, used'in abstract-operations, which indicates what information from an
entry is being requested.

entry-type: An attribute which indicates whether an entry contains a delivered-message, a deliyered-report, a
feturned-content, a submitted-message, a submitted-probe, a draft-message or an auto-action-event pntry.

Fetch abstract-operation: An.abstract-operation which allows an unrestricted set of attribute information for one
pelected entry of a specified.entry-class to be fetched from the MS by the MS-user.

Fetch-restrictions: Restrictions, imposed by the MS-user, on the type of information it is prepared [to receive as a
result of Fetch, The possible restrictions are on attribute-length, content-types and encoded information types.

filter: A parameter, used in abstract-operations, which applies a test to a particular entry and is either satisfied or
hot by that entry.

filter-item: An assertion about the presence or value(s) of an attribute of a particular type in an entry under test.
Each such assertion is either true, false, or undefined. T

forwarding-request: A parameter that may be present in the argument of the MS-message-submission abstract-
operation, invoked by the MS-user, to request that a stored message is forwarded from the MS.

general-attribute: An attribute which is valid for all types of messages and reports, independent of content-type.
Only attributes of this type are defined in this part of ISO/IEC 10021,

general-auto-actions: An auto-action which is valid for all types of messages and repdrts, independent of
content-type. Only auto-actions of this type are defined in this part of ISO/IEC 10021.

grade: Defined in 5.2 of ISO/IEC 10021-2.
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3.2.43

3.2.44

3.2.45

3.2.46

3.2.47

3.248

3.249

3.2.50

3.2.51

3.2.52

3.2.53

3.2.54

3.2.55

3.2.56

3.2.57

3.2.58
3.2.59

3.2.60

3.2.61

3.2.62

limit: A component of the selector parameter which specifies the maximum number of selected entries to be
returned in the result of an abstract-operation.

List abstract-operation: An abstract-operation which allows the selection of entries of a specified entry-class
and requests certain attribute information to be returned for those entries,

main-entry: An entry which may form the root of a set of related entries, organized in a tree-structured fashion,
Zero or more child-entries may be associated with a main-entry.

matching-rule: A rule which allows entries to be selected by making assertions concerning their attribute-values.

message-group: A set of related entries, An entry’'s message-group-name attribute indicates the njessage-groups
bf which it is a member.

Message-log: An entry-class which incorporates all entries of the Submission-log and Delivery-log entry-classes.
Message-submission abstract-operation: An abstract-operation the MS invokes to submit a message to the
MTS when the MS-user invokes MS-message-submission, or when certain_content-specific ayto-actions are

berformed.

Modify abstract-operation: An abstract-operation used to modify the attributes of one or more entries within an
pnitry-class.

MS abstract-service: The set of capabilities that the MS offerso its users by means of its ports.

MS abstract-service-user: The user of the MS abstract~sérvice. An end-user may employ different UAs, at
fifferent times, to act as the MS-abstract-service-user. when accessing the MS abstract-service.

MS abstract-service-provider: The MS which provides the MS abstract-service.

MS-message-submission abstract-operation: An abstract-operation which enables the MS-user to submit a
nessage to the MTS (and optionally storeé@ copy), or to store a draft message.,

MS-probe-submission abstract-operation: An abstract-operation which enables the MS-user to $ubmit a probe
o the MTS, and optionally store a copy.

MS-submission Port: A-pott which supports the MS-submission services of the MS abstract-seryice. The MS-
bubmission abstract-service offers the same services as the Message-submission abstract-servicg (of the MTS
hbstract-service), and in addition, offers services for the storage of submitted messages, the logging of submitted
messages, and the forwarding of messages residing in the MS,

MS-submission-options: A parameter used in abstract-operations and auto-actions to determiine whether a
message orprobe is to be submitted to the MTS, or stored in the MS, or both submitted and stored.

MS<user: A shorter form of "MS abstract-service-user”.

multi-valued attribute: An attribute which may have several values associated with it.

override: A component of the selector parameter which indicates that previously registered restrictions for the
performance of theis Fetch abstract-operation shall not apply in this instance of the abstract-operation.

parent-entry: An entry immediately superior to one or more child-entries. A parent-entry which is not a child-
entry of some other entry is a main-entry,

parent-sequence-number: A sequence-number which identifies a child-entry's parent-entry. Each child-entry has
one value of parent-sequence-number,
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3.2.63

3.2.64

3.2.65

3.2.66

3.2.67
3.2.68

3.2.69

3.2.70

3.2.71

3.2.72

3.2.73
3.2.74

3.2.75

3.2.76

3.2.77

3.2.78

3.2.79

3.2.80

3.2.81

partial-attribute-request: A form of the entry-information-selection parameter which requests the return of
selected values only, from a multi-valued attribute. See 3.2.33.

range: A parameter used in abstract-operations to select a contiguous sequence of entries of a specified entry-
class.

Register-MS abstract-operation: An abstract-operation which allows the MS-user to register information
relevant to its interworking with the MS.

registration: Information which is registered with the MS and stored between abstract-associations (until
c ister- - i e 3.2.65.

régistration-identifier: An identifier for one particular set of registration parameters for an auto-actipn-type.
Retrieval Port: A port which supports the retrieval services of the MS abstract-service.

rétrieval-status: An attribute which records whether an entry has been retrieved from the MS by the MS-user.
Possible values are new, listed and processed.

-t

turned-content: An entry of the Delivery entry-class which contains‘the returned content of (a previously
submitted message.

se¢lector: A parameter used in abstract-operations to select entries of a specified entry-class,

slquence-number: An attribute which unambiguously identifies an entry. Sequence-numbers are allocated in
agcending order.

w

ingle-valued attribute: An attribute which may have.one value only associated with it.
Stored-message: An entry-class which incorporates all entries of the Submission and Delivery entry4classes.

Submission: An entry-class which contains entries that represent messages and probes which have been
bmitted to the MTS via the MS.

w

o2

rbmission-log: An entry-class which contains entries that provide, for logging purposes, a restricted
presentation of messages andprobes which have been submitted to the MTS.

-

frbmitted-message: An‘éntry of the Submission or Submission-log entry-classes which represents a submitted-
essage.

shbmitted-probe: An entry of the Submission or Submission-log entry-classes which represents| a submitted-
probe.

spbscription: A long-term agreement between the MS supplier or administrator and the MS customers on the
at:ailability and use of optional MS features. This part of ISO/IEC 10021 assumes that such an agrgement can be
made, but does not prescribe the method by which it is made.

Summarize abstract-operation: An abstract-operation which provides an overview of the kind and number of
entries of some entry-class which are currently stored in the MS.

UA-registration: Information registered with the MS which is specific to one of a user's UAs. See 3.2.66.
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4 Abbreviations

'll)"hle abbreviations used in this part of ISO/IEC 10021 are defined in clause 5, and in ISO/IEC 10021-2, except where noted
elow.

ASN.1 Abstract Syntax Notation One

DL distribution-list

EIT encoded-information-type

MASE-88 Message Administration Service Element 1988
MASE-94 Message Administration Service Element 1994
MHS Message Handling Systems

MRSE-88 Message Retrieval Service Element 1988
MRSE-94 Message Refrieval Service Element 1994

MS Message Store

MSSE Message Submission Service Element

MS-MSSE MS Message Submission Service Element

MTS Message Transfer System

ROS Remote Operations

UA User Agent

uTC Universal Co-ordinated Time (see ISOAEC 8824-1)
5 Conventions

This part pf ISO/IEC 10021 uses the descriptive conventions listed below,

5.1 Conventions for abstract-services

This part pf ISO/IEC 10021 uses the following ASN.1-based descriptive conventions for the indicated purposes:

a) 0 define the information objects of the MS abstract-service, and other data types and values, ASN.] itself. ‘
b) o define theMS abstract-service, the MHS-OBJECT, PORT, ABSTRACT-OPERATION, and ABSTRACT-

OR information object classes of ISO/IEC 10021-4. These are derived directly from th¢ corresponding
ipformation object classes defined in ISO/IEC 13712-1, which also defines the CONTRACT and CONNECTION-
'ACKAGE information object classes.

<) ;
d) To define auto-actions, the AUTQ-ACTION and AUTO-ACTION-ERROR information object classes of 6.5.
e) To define matching-rules, the MATCHING-RULE information object class of ISO/IEC 9594-2; see also 6.3.9.3.

Whenever this part of ISO/IEC 10021 describes a class of data structure having components, each component is categorized
as one of the following grades:

a) Mandatory (M): A mandatory component shall be present in every instance of the class.

b) Optional (O): An optional component may be present in an instance of the class at the discretion of the
object (e.g. user) supplying that instance.
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c) Conditional (C): A conditional component shall be present in an instance of the class as specified by this part

of ISO/IEC 10021.

52 Conventions for attribute-types used in Tables 2 and 3 of clause 11

This part of ISO/IEC 10021 uses the conventions listed below in its definition of the attribute-types for the MS abstract-

service.

For the column headed "Single/Multi-valued” the following values may occur:

S single-valued
M multi-valued

In Table 2, for the column headed "Support level by MS", the sub-heading "Stored-message entry-class® refers|to the Stored-
message (anid the Submission, Delivery and Draft) entry-classes, and the sub-heading "Message-log entry-clasg" refers to the
Message-log (and the Submission-log and Delivery-log) entry-classes. The following values-may occur in this column in

Tables 2 angl 3:

M mandatory
6] optional
— not supported

For the colfimns headed "Presence in" any of delivered-message, delivered-report, returned-message, sub.
submitted-probe entry, draft-message, and Auto-action-log entries, the presence of each attribute-type is desc

the following values:
P always present in the entry because:

- it is mandatory for generation by.the MS; or

C conditionally present in the enfry. It is present if:

- ii is supported by the MS and subscribed to by the user, and

— always absent, etherwise.

For the coldmns headed "Available for List", and "Available for Summarize", the following values may occur:

- it is a mandatory or defaulted parameter in the relevant abstract-operation.

- itis present i an optional parameter in the relevant abstract-operation.

rr;:tt)ted-message.
ed by one of

N - no
Y yes
53 Conventionsforattributestypesusedim Fable4-of clause 1t

This part of ISO/IEC 10021 uses the conventions listed below in its definition of the attribute-types for the MS abstract-

service.
For the column headed "Single/Multi-valued" the following values may occur:

S single-valued
M multi-valued
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For the column headed "Source generated by" the following values may occur:

Amod Auto-modify auto-action

Md Message-delivery abstract-operation

Mod Modify abstract-operation

MS Message Store

Ms Message-submission and MS-message-submission abstract-operations
Ps Probe-submission and MS-probe-submission abstract-operations

Rd Report-delivery abstract-operation,

© ISO/IEC

54 General font conventions
Throughoug this part of ISO/IEC 10021, terms are rendered in bold when defined. Terms that jare’ pro
capitalized] generic terms are not. Multi-word generic terms are hyphenated.
5.5 Font conventions for ASN.1 definitions

Throughoug this part of ISO/IEC 10021, ASN.1 definitions appear in Courier f£ént to highlight the diffe

per nouns are

rence between

normal text and ASN.1 definitions. The font used for ASN.1 definitions is also one size smaller than normal tejxt.

5.6 Rules for ASN.1 definitions

ASN.1 deflinitions appears both in the body of the document to aid’ the exposition, and again, formally,
reference. [f differences are found between the ASN.1 used in the exposition and that formally defined in the
annex, a sglecification error is indicated.

5.7 Cpnventions for previous editions of this part of ISO/IEC 10021

ms-reliabld-access-88 Application Contexts originally defined in CCITT Rec. X.419 (1988 and 19

n annexes for
corresponding

2) | ISO/IEC

This part of ISO/IEC 10021 uses the term "1988)Application Contexts" to refer to MS operation using the nHaccess-88 and

10021-6:1990. The term "1994 Application Contexts" refers to MS operation using the ms-access-94
access-94 Application Contexts defined in ISO/IEC 10021-6:1990, Amendment 1:1994.

d ms-reliable-

The abstragt-syntax defined in this‘part of ISO/IEC 10021 may be mapped to that used in previous editions

ASN.1 definitions of objectsets’and Enumerated types which contain the ASN.1 extensions marker ("...") are treated as if
any extensjon additions following the marker are absent. For definitions where the extension marker is not uged, the ASN.1
comment '-- 1994 extension --" has a similar interpretation. The effect of this is that certain abstract-opgrations, entry-
classes, enjry-types/ attribute-types, matching-rules, and auto-action-types are not standardized for use in 1988 Application
Contexts. [n addition, attribute-types and columns marked with an asterisk (*) in Table 2 are not defined for 1988

Application Contexts,

10

s follows. All ‘
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Section 2 - Message Store abstract-service definition

6 Message Store model

The Message Store (MS) is modelled as an object which acts as a provider of services to the MS abstract-service-user (the
MS-user), and as a user of services provided by the Message Transfer System (MTS).

The MS serves an intermediary role between the MS-user and the MTS. Its primary function is to provide storage for
messages submitted by and dehvered toa smgle MHS end-user, and to retam these for subsequent retneval by the end-users

Like the M§-user, the MS acts on behalf of a single MHS end-user only; i.e. it does not providé)a common or|shared multi-
user MS seryice.

‘ NOTE-Ina

The MS is described using an abstract model to define the service it provides - the\Message Store abstract-seryice. Figure 1
shows the MS abstract-service in relation to the MS-user and to the Message Transfer System abstract-service. In this Figure,

the open bokes represent the consumption of the abstract service, and the ¢losed boxes represent the supply 9f the abstract
service.

pical implementation, a single system will serve many users and hence comprise many Message Stores.

Figure 1 - Message Store abstract-service

For an intrpduction and)description of the abstract-service concept and its definition conventions, see ISO/IEC 10021-2.
These conventions make use of various information object classes used for the specification of ROS-based application
protocols which aredefined in ISO/IEC 13712-1.

In secure nlessaging the MS is treated as a separate object with a unique identity and has a separate key (or|a set of keys)
from the MS-user.

6.1 Message Store objects and contracts

The Message Store (MS) is modelled as an object which acts as provider of the MS abstract-service to the MS-user under
the terms of an MS-access-contract. The MS is the responder to both the MS-access-contract-88 and the MS-access-
contract-94, which are associated with 1988 and 1994 Application Contexts respectively.

ms MHS~OBJECT ::= {
Is {mts—~user}
RESPONDS {ms-—-access-contract—-88 | ms—access—contract-94}
ID id-ot=-ms }

11
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To provide the MS-user with access to the services of the MTS, the MS also acts as an MTS-user object; see Figure 2 (part
2) and clause 8 of ISO/IEC 10021-4, In this role it consumes the Submission, Delivery, and Administration abstract-services
of the MTS and acts as supplier of the MTS Submission and Administration abstract-services to the MS-user,

The MS-user is also modelled as an object. It initiates the MS-access-contract-94 and MS-access-contract-88 under which it
acts as consumer of the MS abstract-service.

ms—-user MHS-OBJECT ::= ({
INITIATES {ms-access-contract-88 | ms-access-contract-94}
D id~ot-ms~-user }

The MS-access-contract-94 defines an association contract established by means of the MS-connect connection package,
under which the initiator (the MS-user) acts as consumer of the Retrieval Port and MS-submission Port fbstract-services
provided directly by the MS, and of the Administration Port abstract-services provided transparently by fhe’ MS.

s—access~contract-94 CONTRACT ::= {
CONNECTION ms-connect
INITIATOR CONSUMER OF ({retrieval | ms-submission | administration}
ID id-crt-ms—~access~-94 }

The MS-access-contract-88 defines an association contract established by means of the' MS-connect conrjection package, ‘
under which the initiator (the MS-user) acts as consumer of the Retrieval-88 Port@bsttact-services provided directly by the
MS, and ]f the Submission and Administration-88 Port abstract-services provided transparently by the MS.

s—-access~contract-88 CONTRACT ::= {
CONNECTION ms-connect -~ with all 1994 extension additions omitted --
INITIATOR CONSUMER OF {retrieval-88 | submission 4 administration-88}
iDb id-crt-ms-access-88 }

The MS-¢onnect connection package specifies the operations used'in the establishment and release of an absjract-association
between Te MS and MS-user.

s—connect CONNECTION-PACKAGE ::= {
BIND ms~-bind
UNBIND ms-unbind
D id-cp-ms-connection }

6.2 Message Store ports

provided |by these ports constitutes the MS abstract-service. The retrieval capabilities are unique to [the MS. These
capabilities include obtaining summaries of messages, fetching messages (in whole or in part), deleting messages residing in
the MS, and registering requests for the MS to perform certain message management activities automatically

The MS provides the Retrieval, MS-submission, and Administration Ports to the MS-user. The collectioI of capabilities

Additiongl message management services are performed by the MS on the MS-user's behalf, for logging incoming and
outgoing [messages, for the automatic classification of stored messages, and for auto-correlating delivery peports with the
submitted messages or probes to which they are related.

By means of the MS-bind abstract-operation, the MS authenticates an MS-user before providing it with any of the storage
and retrieval capabilities indicated above. Similarly, the MTS abstract-service shall authenticate the MTS abstract-service
user before extending its services to the MTS abstract-service-user (the MS).

Except for the Alert service of the Retrieval Port, the Submission-control service of the MS-submission Port, and the
Change-credentials service of the Administration Port, all the services provided by the MS abstract-serwce are invoked by
the MS-user and performed by the MS.

Security-labels may be assigned to the MS in line with the security-policy in force. The security-policy may also define how
security-labels are to be used to enforce the security-policy. If security-labels are assigned to the MS, the handling of stored
messages and reports bearing message-security labels may be affected by the security-policy in force. If security-labels are
not assigned to the MS, the handling of stored messages and reports bearing message-security labels is discretionary.

12
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If security-contexts are established between the UA and the MS, and between the MS and the MTS, the security-label that is
assigned to a message or probe is confined by the security-context in line with the security-policy in force. If security-

contexts are not established, the assignment of a message-security-label to a message or probe is at the discretion of the
originator,

6.2.1 Retrieval Ports

The Retrieval Port is defined as follows:

retrieval PORT ::= {
[ CONSUMER INVORES {summarize | list | fetch | delete | register-Ms,
, == 1994 extension addition --,
modify)

SUPPLIER INVOKES {alert}
D id-pt-retrieval~94 }

Details of the Retrieval Port abstract-services are given in 8.2 and claunse 9,

The Retrieyal-88 Port provided under the MS-access-contract-88 is defined as follows:

refrieval—-88 PORT ::= {

-- With all 1994 extension additions to the abstract-operations absent --
CONSUMER INVOKES  {summarize | list | fetch | delete |, ,register-MS}
SUPPLIER INVOKES {alert}

D id-pt-retrieval-88 }

6.2.2 MS-submission Ports

The MS-subpmission Port is defined as follows:

mstsubmission PORT ::= {
CONSUMER INVOKES {ms-message-submission | ms-probe-submission | ms-cancel-deferged-delivery}
SUPPLIER INVOKES {ms-submissien~control}
iD id-pt~ms-submission }

Details of the MS-submission Port abstract-services are given in 8.3 and clause 9.

The Submission Port provided under the' MS-access-contract-88 is defined in 8.2 of ISO/IEC 100214,

6.2.3 Administration Ports

The Administration Portis defined in 8.4 of (and the Administration-88 Port in Annex C of) ISO/IEC 10021-4.

When inv

with the Mi the MS-use
operation is used. See 8.2. 5

6.3 Information model

The MS models each information object that it stores as an entry, which consists of the collection of information known
about that object. Each entry belongs to an entry-class, which identifies the class of object which the entry describes. An
entry comprises a set of attributes, which represent the component elements of information associated with the entry, The
types of attribute which are present in an entry depend, in part, on the entry-class of the entry.

13
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6.3.1 Entry-classes

An entry-class comprises a category or categories of entries that represent a particular type of information object. Three
principal entry-classes are defined: the Stored-message entry-class, the Message-log entry-class, and the Auto-action-log
entry-class,

a) The Stored-message entry-class contains entries which correspond to messages, reports, probes, and draft
messages.
b) The Message-log entry-class contains entries that provide a restricted representation of messages, reports, and

probes. These entries closely resemble the corresponding entries of the Stored-message entry-class, but contain
only a subset of the attributes present in the latter in accordance with their logging function.

c) The Auto-action-log entry-class contains entries that record the performance of auto-actions bythe MS; see 6.3.7.3.

Five suborflinate entry-classes are defined which contain subsets of the entries contained in the principal entfy-classes. The
Delivery, Submission, and Draft entry-classes are subordinates of the Stored-message entry-class. The Delivery-log and
Submissiop-log entry-classes are subordinates of the Message-log entry-class. Further details of the organization of entry- .
classes are|given in 6.3.7. ' ‘

When invpking the abstract-operations of the MS abstraci-service the MS-user.confines the effect of [these abstract-
operations|to those entries of immediate concern by specifying the entry-class of-the entries on which to operate.

EftryClass ::= INTEGER {

delivery (0),

-- 1994 extensions --

submission 1),

draft (2),

stored-message (3),

delivery-log (4),

submission-log (5),

message~log (6),

auto-action-log (7) } (0..ub-entry-classes)
NOTES
1. The term information-base used in ISO/IEC 10021-5:1990 has been replaced by entry-class in this part of ISO/T!C 10021.
2. In|this part of ISO/IEC 10021 the description of the MS abstract-service assumes that all defined entry-classes|are available for
use. In prictice, the behaviour of a _given MS implementation will depend on its support for optional service components (e.g., the
optional enly-classes and attribute-types) and on subscription. See 6.3.7.4. ‘

6.3.2 Entries

Each information-object stored in the MS (e.g., each submitted-message or delivered-report) is represented af an entry. An
entry is identified by its sequence-number which the MS generates when the entry is created. Sequenge-numbers are
generated n\ascending order and are never re-used. r

SequenceNumber ::= INTEGER (0..ub-messages)

No two entries within the MS possess the same sequence-number except in the following case. Because of the close
relationship between entries of the Stored-message entry-class and entries of the Message-log entry-class, corresponding
entries of these entry-classes have identical sequence-numbers.

NOTE - The MS may choose to allocate sequence-numbers by using the time of entry creation to a sufficient granularity to ensure
uniqueness.

All entries have three further properties in common. The entry-type indicates the type of information object represented by
the entry, the creation-time indicates the date and time at which the entry was created, and the retrieval-status indicates
whether the entry has been retrieved by the MS-user.

14
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6.3.3 Attributes
An entry consists of a set of attributes. This is depicted in Figure 2.
ENTRY Attribute Attribute I Attribute
\‘s
Attribute Attribute
ATTRIBUTE type value(s)
iz ™y
—'——'—' - ~\
ATTRIBUTE Attribute Attribute Attribute
VALUE(S) value value ‘A value

Figure 2 - The Components’of an entry

Each attribjute provides a piece of information about, or derived from, the data to which the entry correspopds. One such

piece of infprmation is the sequence-number of the entry itself, and another is the creation-time.

Each attribyte is defined as an instance of the ATTRIBUTE information object class; see 6.3.3.3.

An attribufe consists of an attribute-type, which identifies the class of information contained in the attribufe, and one or
more attribute-values, which are the particular instances of that class appearing in the entry. The cgnstraining set

(Attribute-thble) is defined in 11.2.

Attribute ::= SEQUENCE( {

attribute~type ATTRIBUTE. &id ({AttributeTable}),

attribute-values( SEQUENCE SIZE (1..ub-attribute-values) OF ATTRIBUTE.&Type
({AttributeTable} {@attribute-type}) }

NOTE 1 - Thus, for example; in a delivered-message entry (described in 6.3.6) the attribute-type could be the message's

corresponding attributé-value could be urgent.

All attributes in'‘an' entry shall be of distinct attribute-types.

Priority, and the

For some attribute-types, an attribute shall contain only a single attribute-value. Such an attribute-type is said to be single-
valued. For others, an attribute may contain one or more attribute-values, all of the same ASN.1 data-type. Such an attribute-
type is said to be multi-valued. Whether an attribute-type is single-valued or multi-valued is stated when the attribute-type is

defined (see 6.3.3.3).

NOTE 2 - Thus, for example, the originator-name attribute-type (described in 11.2.47) is single-valued, whereas the other-recipient-

names attribute-type (described in 11.2.50) is multi-valued.

In order to select entries from the MS according to the values of their attributes, a set of maiching-rules may be associated

with the attribute-type to specify the type of matches which may be applied to it (see 6.3.9).

15
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6.3.3.1

Attribute-type

© ISO/IEC

Some attribute-types are internationally standardized. Other attribute-types may be defined by national administrative
authorities and private organizations. This implies that a number of separate authorities will be responsible for assigning
types in a way that ensures that each is distinct from all other assigned types. This is accomplished by identifying each
attribute-type with an Object Identifier when the attribute-type is defined.

AttributeType ::= OBJECT IDENTIFIER

Certain general-purpose attribute-types applicable to entries of all content-types are defined in clause 11. Such attribute-
types are known as general-attribute-types and attributes of these types as general-attributes.

6.3.3.2

Attribute-values

Defining ap attribute-type also involves specifying the syntax, and hence data-type to which every. value in thg attribute shall

conform. 7|

6.3.3.3

An attribuf-type is- defined as an instance of the ATTRIBUTE information ebject class. 'This class is defi

The ATTRIBUTE information object class

specifications each of which corresponds to some property possessed by each instance of the clas

identifier for the attribute which denotes the attribute-type;
e attribute-syntax to which every value of the attribue shall conform;

collection of matching-rules identifying the types of matches which may be applied to the attribute

named fiel

are:

a) an

b) thy

c) a

d) an
\/

The definad syntax for specifying instances,of the ATTRIBUTE information object class is shown below. 1

ues, all of the same ASN.1 type.

he data-type of an attribute-value for the attribute-type is indicated by the Object Identifier for the gttribute-type.

ed by a set of
. These fields

(see 6.3.9);

indication of whether an attribute of this type shall contain only a single value, or may contain one or more

"his specifies a

notation for defining attribute-types that is'used throughout this part of ISO/IEC 10021,
ATTRIBUTE ::= CLASS {
&id AttributeType UNIQUE,
&Type,
&equalityMatch MATCHING-RULE OPTIONAL,
&substringsMatch MATCHING~RULE OPTIONAL,
&oxrderingMatch MATCHING-RULE OPTIONAL,
snumeration ENUMERATED {single-valued(0), multi-valued(l)},
~~ 1994 extension =-
&0therMatches MATCHING-RULE OPTIONAL }
WITH SYNTAX {
WITH ATTRIBUTE~SYNTAX &Type,
[EQUALITY MATCHING-RULE &equalityMatch, ]
[SUBSTRINGS MATCHING-RULE &substringsMatch, ]
[ORDERING MATCHING-RULE &orderingMatch, ]
[OTHER MATCHING-RULES &0OtherMatches, ]
NUMERATION &numeration,
D &id }

The field specifications have the following meaning:

ia) The &id value field is the identifier field for the class. It distinguishes a particular attribute-type from all others in
the class. ‘
‘b) The &Type type field indicates the attribute-syntax to which every value of the attribute-type shall conform.

‘16
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c)

item when applied to the attribute; see 8.1.2.2.

d)

filter-item when applied to the attribute; see 8.1.2.2,

€)

f)

) T

6.3.4

Although entries are generally independent of each other, certain entries are related. A child-entry may 1
another, its

This relatio

a)

is

b) C

pafent-entry. It is absent from an entry which is not a parent-entry. Its definition is given in 11.2.8.

The abstragt-operations of the MS abstract-service (see clausé.8)ract by default only on main-entries. Some i

to act on

8.2.4) shall

be deleted.

The one cagse defined in this part of ISO/IEC 10021 where a child-entry is generated is where a delivered-rej
‘returned-cq

Specificati
prescribe

6.3.5

This part ¢f ISO/IEC 10021 defines only general-attribute-types which model those properties of messaggs
ch pertainrégardless of content-type. However, to draw information from the content of a messag}‘,

reports whi
know the
attribute-ty

A particul

parent-sequence-number: This single-valued attribute gives the sequence-number of a child-entry's

equal and less-or-equal) of a filter-item when applied to the attribute; see 8.1.2.2.

ISO/IEC 10021-5:1994 (E)

The &equalityMatch value field identifies the matching-rule used to evaluate the equality component of a filter-
The &substringsMatch value ficld identifies the matching-rule used to evaluate the substrings component of a
The &orderingMatch value field identifies the matching-rule used to evaluate the ordering components (greater-

Or-

The &OtherMatches value set field identifies any further matching-rules defined for the attribute-type.

numeration value field specifies whether the attribute-type is single-valued or multi-valued.

in-entries, parent-entries, and child-entries

parent-entry, in a tree-structured relationship. An entry which is not a child-enfry is termed a ma

nship is recorded by means of two special general-attributes:

hbsent from a main-entry. Its definition is given in 11.2,51.

ild-sequence-numbers: This multi-valued attribute gives'the sequence-numbers of all the chil

1 entries, both main-entries and child-entries. Ifi;particular, the argument of the Delete abstracts
select only main-entries, in which case the main-entry and all its children and children's children

ntent. - The delivered-report entryis the main-entry and the returned-content entry is its child
ns which define message content-types may set down additional rules for the storage of message
e use of a main-entry and one or more related child-entries,

Content-specific Attributes

e the child of
n-entry.

parent-entry, It

d-entries of a

ay be directed
operation (see
etc., will also

bort contains a
-entry. Other
content which

content'sssyntax and semantics, as indicated by the content-type. The content-specific attrib
pes which are defined in the relevant Specification for support of a particular content-type.

, probes, and
the MS must
tes are those

e content-types.

When an MS encounters a message w1th a content-type of which it has no knowledge, it is unable to generate any content-
specific attributes in the message entry.

Except for the single case described in 6.3.4, the rules governing the use of child-entries for storing components of message-
content are specific to each content-type. If child-entries are used in this way, a content-specific synopsis attribute may

provide de

tails of these child-entries (e.g., sizes, sequence-numbers).

Where the content-specific rules defined for a content-type contained in a returned-content entry requlre the generation of
child-entries, such entries shall be assigned an entry-type of delivered-message.
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NOTES

1. The Interpersonal Messaging content-type makes use of child-entries for storing message content (see 19,2 of ISO/IEC 10021-7). An
IP-message which contains one or more forwarded IP-message body-parts is represented in the MS by a main-entry and one child-entry
for each IP-message body-part. The content general-attribute of the main-entry comprises the complete content. Consequently, each IP-
message body-part is notionally present both in its own child-entry and in the main-entry.

2. A body-part of type IP-message may itself contain further encapsulated IP-messages in a recursive fashion. The MS models this
structure by the recursive allocation of child-entries.

3. The internal structure of the contents of an IP-message is defined by its IPM synopsis attribute. This attribute-type is an example of a
content-specific-synepsis-attribute:

6.3.6 ntry-types

Every entry belongs to one of the entry-types defined below.

EntryType ::= INTEGER {

elivered~message (0),
elivered-report (1),
eturned-content {2),
- 1994 extensions --
ubmitted-message (3),
ubmitted-probe (4),
raft-message (5),
uto-action-event (6) 1}

A deliverel-message entry is created by the performance of the Message-delivery abstract-operation of the [Delivery Port,
and contains the information associated with a delivered message. Delivered-report entries and returned-dontent entries
are created|by the performance of the Report-delivery abstract-operation of the Delivery Port and represent, yespectively, a
delivered rgport, and the returned-content conditionally preseént in a delivered report.

A submitt¢d-message entry is created by the performance of the MS-message-submission abstract-operati¢n of the MS-
submission|Port, or by the performance of an auto-action that invokes the Message-submission abstract-opjeration of the
MTS Subnlission Port, and contains the information associated with a submitted message. A submitted-probe entry is
created by [the performance of the MS-probe-submission abstract-operation of the MS-submission Port andl contains the
informatior] associated with a submitted-probe.

A draft-mpssage entry is created by the performance of the MS-message-submission abstract-operation of the MS-
submission| Port, and represents-a message which has not been submitted to the MTS, but is stored for Iossible future
retrieval submission. The creation of a draft-message entry is at the discretion of the MS-user for each MS-message-

An auto-action-event éntry is created by the performance of an auto-action by the MS, and records the outconje of that auto-
action execution (see 6.5). One or more entn’es may be created for each occasion on which an auto-action is ecuted by the

A delivered-message, returned-content, submitted-message, or draft-message entry may contain a message content of any
content-type.

The general-attribute-types present in each of the entry-types listed above are enumerated in Tables 2 and 3 and defined in
clause 11.

6.3.7 Organization of entry-classes

The class of information object represented by and the entry-types present in each entry-class are defined below. Table 1
gives a summary of the entry-types present in each entry-class. The general-attribute-types supported in each entry-class are
listed in Tables 2 and 3 and defined in clause 11.
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Table 1 - Entry-types present in entry-classes
Entry-types
Entry-classes delivered- | delivered- | returned- | submitted- | submitted- draft- auto-action-

message report content message probe message event

entry entry entry entry entry entry entry
Delivery X X X - - -
Submission - - - X X -
Draft - - - - - X
Stored-message X X ! X X X
Deliverv-log X X - - - -
Submission-log - - - X X -
Message-log X X - X X -
Auto-action-log z = z z - -

Legend

6.3.7.1

The Stored-

entry-type present

entry-type absent

['he Stored-message entry-class

essage entry-class contains entries which represent complete messages, reports, probes, and draft

messages for

an unrestricted range of content-types. Three subordinate entry~¢classes are defined which contain subsets ¢f the entries

contained in [the Stored-message entry-class:

a) The{Delivery entry-class contains entries with entry-type delivered-message, delivered-report, and ret

b) Thel Submission entry-class contains-entries with entry-type submitted-message and submitted-pro!

usey.
autd

c) The
par;
whd

8.1,

those 2
by the MTS after successful submission.

6.3.7.2

The Message-log entry-class

Draft entry-class contains entries with entry-type draft-message.
ymeter (which is optionally present in the argument of the MS-message-submission abstract-opera
ther a Draft entry is created (with no submission to the MTS), or whether the message is actually s
6)< The entnes of the Draft entry- class dlffer mamly from those of the Subm1ss1on emry-class in

The request may be made explicitly in the argument of the submission or the registration-par
-action, or may be registered for all submissions by means of the Register-MS abstract-operation.

The value of the subm

ion) controls
bmitted (see
that they lack

-Esion-options

The Message-log entry-class contains entries which provide a restricted representation of messages, reports, and probes for
messages of any content-type. These entries are intended to be long-lived, and contain only a subset of the attributes present
in the corresponding entries of the Stored-message entry-class; see Table 2.

Two subordinate entry-classes are defined which contain subsets of the entries contained in the Message-log entry-class:

a) The Delivery-log entry-class contains entries with entry-type delivered-message and delivered-report.
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b)
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The Submission-log entry-class contains entries with entry-type submitted-message and submitted-probe.

A close relationship exists between entries of the Message-log and Stored-message entry-classes, the Delivery-log and
Delivery entry-classes, and the Submission-log, and Submission entry-classes. The relationship between these paired entry-
classes is realized by the application of the following rules:

a)

b)

c)

@

€)

)

One Message-log entry exists for every Stored-message main-entry, each possessing identical sequence-number and
creation-time attributes. However, a Message-log entry may be retained after the corresponding Stored-message

~ entry has been deleted. A Message-log entry is created at the same time as the corresponding Stored-message entry

is created.

Submission-log entry shall be created upon the submission of a message or probe, regardless
sibmission is successful or of whether a Submission entry is also created; see 6.3.7.1. If thie'su
syccessful, the Submission-log entry shall not contain those attributes which are derived fromMes:
ot Probe-submission result but shall contain an MS-submission-error attribute to indicate(the reaso!
of the submission. The MS-user has no selective control over the creation of Submission-log

entries.

ery attribute of a Message-log entry (except for deletion-time and MS-spbmission-error, which
essage-log entries) is identical with its counterpart in the corrésponding<Stored-message entry. T

to-modify auto-action), except for the message-group-name attribute-which may be modified if n

Stored-message entry exists, However, when an attribute of a Stored-message entry is modified the
also apparent in the corresponding Message-log entry.

ese: ar¢ message-delivery-envelope, message-submission-envelope, probe-submission-envelope, |

of whether the
bmission is not
ge-submission
for the failure
br Delivery-log

are specific to ‘
he attributes of

corresponding
modification is

essage-log entries shall not be subject to modification directly (by means of the Modify abstract-reration or the

rtain attributes present in Stored-message entries shallybe’ absent from the corresponding Messhge-log entries.

feport-delivery-

epvelope, and content. The set of attribute-types-available in Message-log entries is not pregcribed, and is

determined by subscription.

a matter of local policy, the deletion bf<Message-log entries may be subject to additional restric
shall continue to update attributes which hold correlation information in a Message-log entry
corresponding Stored-message entry has been deleted.

Message-log entry cannot be deleted before any corresponding Stored-message entry has been del¢ted, However,

tions. The MS
even after the

e deletion-time attribute of a Message—log entry is created when the corresponding Stored-
deleted. In the case of a Submission-log entry for which no Submission entry is created, the deleti
iy generated when the Submission-log entry is created, and is assigned the same value as the entry's

ther Specifications/which define message content-types may set down rules for the creation o
hild-entry for'each child-entry present in a Stored-message entry. No such rules are defined in this
D021. In particular, the Message-log entry-class shall not contain a child-entry representing the ret
deliveréd-report.

()

-]

NOTE - Entries of the Draft and Auto-action-log entry-classes are not related to entries of the Message-log entry-class.

6.3.7.3

The Auto-action-log entry-class

ssage entry is
-time attribute
eation-time.

a Message-log
art of ISO/IEC
ned-content of

The Auto-action-log entry-class contains entries of a single entry-type which record the outcome of auto-action executions;
see 6.5. No subordinate entry-classes are defined. The definition of an auto-action-type specifies whether it may cause the
generation of Auto-action-log entries. As a subscription option, the MS may record all such auto-action executions or only
those which result in an auto-action-error, or may record no executions; see 6.5.3.

6.3.7.4

Entry-class support

When using a 1988 Application Context only the Delivery entry-class shall be available.
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When using a 1994 Application Context support for the Delivery entry-class is mandatory. Support for a subordinate entry-
class implies support of the entry-class to which it is subordinate. Consequently, support for the Stored-message entry-class
is also mandatory (but if no other entry-classes are supported, it shall contain only those entries also present in the Delivery
entry-class). Similarly, the Message-log entry-class shall be supported if either the Submission-log or Delivery-log entry-
classes is supported. The Submission-log entry-class shall be supported if both the Submission entry-class and the Delivery-
log entry-class are supported. The Delivery-log entry-class shall be supported if the Submission-log entry-class is supported.

The availability of the optional entry-classes is subject to subscription.

NOTE - Support for an auto-action does not in itself imply support for the Auto-action-log entry-class.

6.3.8 Retrieval-status

An important property of each entry in any entry-class is its retrieval-status;

ReffrievalStatus ::= INTEGER {
new {(0),
listed {1),
processed (2) }

The values pf retrieval-status are as follows:

a) new: The entry has neither been Listed by the MS-user nor has it been-automatically processed by the MS,

b) listed: Information about the entry has been returned to the-MS-user in either a List abstract-operatjon or a Fetch
abgtract-operation, but the entry has not yet been completely processed.

c) pricessed: Either an MS-user has 'completely fetched the entry, or the MS has performed an auto-action on it, and
the definition of that auto-action causes its retrieval=status to be set to processed. (Note that some autg-actions result
in the message being deleted.) The meaning of ‘completely fetched' depends on the message content-type and is
defined in the relevant Specification.

The retrieval-status of a delivered-report beconi€s processed when the report-delivery-envelope is retrieved. |The retrieval-

status of an|entry in the Auto-action-log entry-class becomes processed when all its attributes are retrieved.

The retrievhl-status of a child-entry is-maintained according to the same rules as apply to a main-entry. A|change in the

retrieval-status of an entry may result from operations performed on the entry's parent or child-entry. If a
logically present in an attribute,of its parent-entry, the retrieval of the attribute is regarded as equivalent to the
attributes of the child-entry. If an attribute of an entry is logically present in one or more child-entries, then.
those child{entries is equivalent to retrieval of the attribute,

The retrieval of attributes from a Message-log entry shall not affect the retrieval-status of that entry or of the
Stored-message eitry. The retrieval-status of a Message-log entry shall not be affected by the deletion of the
Stored-mesgage entry.

child-entry is
retrieval of all
retrieval of all

corresponding
corresponding

NOTE - The term entry-status used in ISO/IEC 10021-5:1990 has been replaced by the term retrieval-status in this part of ISO/IEC

10021.

6.3.9 Matching-rules

An important capability of the Message Store abstract-service is the ability to select a set of entries of some entry-class based

on assertions concerning attribute-values held by those entries.

A matching-rule allows entries to be selected by making a particular assertion concerning their attribute-values.
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The most primitive type of assertion is the attribute-value-assertion (see 8.1.2.3). More complex assertions may be supported

© ISO/IEC

using matching-rule-assertions. A matching-rule-assertion is a proposition, which may be true, false or undefined,
concerning the presence in an entry of an attribute-value which meets the criteria defined by the matching-rule.

An attribute-value-assertion or matching-rule-assertion is evaluated based on the matching-rule associated with the assertion.

A matching-rule is defined through the specification of:

- the types of matches supported by the rule;

- the syntax required to express an assertion of each type of match.

Some matdhing-rules are defined in ISO/IEC 9594-2 and 9594-6 and in clause 12. Other matching-rulesreqtired to support
content-s;ﬁ;ific attributes may be defined in the Specifications for those content-types, and yet others.may

national a
NOTE - No
Specificatio;

Sometime
example,

inistrative authorities and private organisations.

hs should be used in preference to the creation of new ones.

e MS Abstract Service supports a presence relation allowing a preserit match.

be defined by

restrictions are placed on the matching-rules that may be defined for a content-type or may, be locally defined. However,
locally defified rules may not be widely supported by MSs and UAs. Wherever possible the matching rules defined

in this or other .

there will be a one to one correspondence between a matching-rule and the types of matches supported. For

Someﬁmelmere will be a many to one correspondence between a rule and the types of matches supported. FIr example, the

MS Abstr

6.3.9.1

t Service supports a generic ordering rule allowing greater than-or equal and less than or equal typ

Generic Matching Rules

s of matches.

There are 4 number of generic matching rules common tovaltes of many different types of attribute. These ryles are:

- pr

- equality;

- substrings;

- or

- aI:

psent;

fering;

proximate.

Syntax for asserting certain types of matches associated with these generic rules has been built into the MS Abstract Service:

- a

bresent.syntax for the present match;

- an

in

| equality syntax for the equality match:

itial, any and final syntaxes for the substrings match;

greaterOrEqual and lessOrEqual syntaxes for the ordering match;

- an approximateMatch syntax for the approximate match.

The MS supports a present matching-rule which may be applied to an attribute of any type. The present match tests for the

presence of any value of a particular type.

The MS supports an approximate matching-rule whose definition is a local matter to an MS.
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When an attribute-type is defined, the matching-rules associated with the equality, substrings, and ordering generic rules
supported by the MS Abstract Service shall be indicated. These rules are used when evaluating assertions of the equality,
ordering and substrings relations made using the syntax provided in the MS Abstract Service. If specific rules are not
defined, then the only assertion which may be made concerning the attribute is the present match.

When a generic match is performed, the syntax of the presented value must be identical with the attribute-syntax. However,
a matching-rule may be defined with an assertion-syntax which is a CHOICE of types, so that it can be applied to attribute-
types with different atiribute-syntaxes (e.g., different character string types). Consequently, the possible matching-rules that

may be specified as a generic matching-rule in an attribute definition are constrained to those for which the attribute-syntax
is a subtype of the assertion-syntax.

A matching-rule may be used both as a generic matching-rule for one attribute-type and as an other-match rule for some
other attribute-type; see 8.1.2.2.

6.3.9.2 Matching Rule definition
The definiion of a matching-rule involves:
a) asgigning an Object Identifier to the matching-rule;

b) specifying the different types of matches supported by the rule;

c) dgfining the syntax of an assertion of the matching-rule;
d) defining the appropriate rules for evaluating a presented assertion with respect to target attribute-vajues held in an
entry.

A matching-rule may apply to different types of attributes with different attribute syntaxes.

The definition of a matching-rule shall include a specification of the syntax of an assertion of the matching-rule, and the way
in which vhlues of this syntax are used to perform a‘match. This does not require a full specification of the attfibute syntax to
which the fnatching-rule may apply. The definition of a matching-rule for use with attributes with different }SN.I syntaxes
shall specify how matches shall be performéd.” The syntax used in the maiching-rule-assertion (i.e. for the match-value
component of the matching-rule-assertion)-is the matching-rule's assertion-syntax.

6.3.9.3 The MATCHING-RULE information object class

Each matching-rule defined in’this part of ISO/IEC 10021 is an instance of the MATCHING-RULE informatipn object class,
which is defined in ISO/IEC 9594-2. It is reproduced below as an aid to exposition:

MATCHING<RULE ::= CLASS {

&AssertionType OPTIONAL,

&ld OBJECT IDENTIFIER UNIQUE }
WITRB{SYNTAX {

[QV’M'T‘AV Shssertd nnﬂ"yr\n]

ip &id }

The object class contains the following fields:

a) The &AssertionType type field indicates the assertion-syntax, i.e. the syntax to which every value in a presented
matching-rule-assertion shall conform. It is always present in matching-rules used in this part of ISO/IEC 10021.

b) The &id value field is the identifier field for the class and contains an Object Identifier.

NOTES

1. No support is provided in the defined syntax for actually defining the matching-rules themselves; this must be done by natural
language or by other means.
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2. The defined syntax is used to define matching-rules in this and other Specifications.

64 Message grouping

The purpose of message-grouping is to provide an organizational framework which enables the user to establish a
classification scheme for the storage of messages, supported by the manual and automatic assignment of messages to user-
defined categories. The allows the user to arrange that submitted messages and probes, delivered messages and reports, and
draft messages are stored in such a way that they may be subsequently located, by selection based upon classifications
devised by the user and tailored to suit that user's pattern of communication.

Message-

ouping employs the message-group-name attribute-type (see 11.2.33) which has the following attfibute-syntax:
MesgageGroupName ::= SEQUENCE SIZE (l..ub-group-depth) OF GroupNamePart

GroypNamePart ::= GeneralString (SIZE(l..ub-group-part-length))

Zero or mqre message-group-name values may be attached to any entry in the MS, with the-exception of entries of the Auto-
action-log pntry-class. All entries which possess the same message-group-name attribute-value may be regarded as members
of the sam¢ message-group. The MS provides the following facilities to support message-grouping:

es that the user intends to employ for the classification of messages. This is analogous to thg creation of a
irectory structure in a filestore. Subsequently, the MS shall verify that only registered message-gfoup-names. are
agsigned to entries, to ensure internal consistency. A message-group-descriptor may accompany [each message-
up-name registered to provide an informal description of itg'contents. . See 8.2.5.

a) The MS-user shall register with the MS, by means of the Register-MS abstract-operation, the set ot}nessage—group—

istration exists for that message-group-name's parent, i.c. the message-group-name formed by ofnitting the last

b) }e MS allows the registration of a message-group-name containing more than one group-namerpart only if a
r
up-name-part of the name,

i‘c) The MS allows the dereglstrauon of a registered message- group-name provided that the name is noj present in the
' ssage-group-name attribute of any entry, that the name is not the parent of any other registered message-group,

d that the name is not referenced in the modifications component of a registered Auto-modify autotaction.
d) The MS may be instructed to automatically assign appropriate message-group-names to messages, cqntrolled by the
specification of selection criteria. This is performed by the Auto-modify auto-action; see 13.2.

e TIe MS-user may manually amend the membership of a message-group. This is performed by thevModify abstract-‘
operation; see 8.2.7.

1)) The MS-userdmay retrieve details of the set of registered message-group-names for display to the end-user. This is
performed by)the Register-MS abstract-operation,

g) The membership of a message-group may be determined by selection based on the value of the essage-group-
name attribute. The MS need not make any special provision for this as selection of entries based gn the values of
their attributes is a basic capability of the MS,

NOTE - However, some performance gains may be derived from organizing the storage of entries to reflect message-group
membership.

Annex H contains further description of message-grouping and its uses.

6:8 Auto-actions

An auto-action is an action performed automatically by the MS whenever the conditions defined for its performance are
satisfied. These conditions are registered with the MS either by subscription, or by means of the Register-MS abstract-
operation (see 8.2.5). The result of the performance of an auto-action is visible externally to the MS.
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Each type of auto-action is identified by its auto-action-type. The definition of some auto-actions specifies a parameter
which the MS will use in performing the auto-action. This parameter, the registration-parameter, is presented to the MS
when the auto-action is registered. As certain auto-action-types permit more than one registration, each registration is
identified by a registration-identifier. Registered auto-actions of a given type are executed in ascending order of
registration-identifier, :

Where a registration-parameter is defined for an auto-action-type, the information it contains may be conveyed to the MS by
means of subscription. However, some auto-actions may require that the MS also supports registration of its registration-
parameter by means of the Register-MS abstract-operation.

The general-auto-actions apply to entries of all content-types and are defined in clause 13. Other auto-action-types specific
to a given gontent-type are defined in the Specification for that content-type.

6.5.1 The AUTO-ACTION information object class

Each type pf auto~action is defined as an instance of the AUTO-ACTION information objectclass:

AUTO-ACTION ::= CLASS {

&id AutoActionType UNIQUE,
&RegistrationParameter OPTIONAL,
&Errors AUTO-ACTION-ERROR OPTIONAL-}
WITH SYNTAX
[REGISTRATION PARAMETER IS &RegistrationParameter]
[ERRORS &Errors])
IDENTIFIED BY &id }
AjtoActionType ::= OBJECT IDENTIFIER

The object|class contains the following fields:
a) The &id is the identifier field for the class and ¢ontains an Object Identifier,

b) The &RegistrationParameter type field defines the syntax of the registration-parameter associated with the auto-
agtion-type; see 6.5.2. The ficld is optional as some auto-action-types require no registration-parameler.

c) he &Errors value set field defings a set of errors, any of which may arise from an unsuccessful performance of
e auto-action. See 6.5.3. ' :

= e

6.5.2 Auto-action registration

An auto-aTtion is registered with the MS by means of the auto-action-registrations parameter of the Register-MS abstract-

operation;[see 8.2.5,1-(if€m a). ‘
AgptoActionRegistration ::= SEQUENCE. {
auto—-action-type AUTO-ACTION. &id ({AutoActionTable}),

registration-identifier fo} INTEGER (1..ub-per—auto-action) DEFAULT 1,
— registratich-parameter (R AUTOSACTION IREgiStrationParameter ({AutoactionTable}
{@auto-action~type}) OPTIONAL } ‘

The components of auto-action-registration are as follows:

a) Auto-action-type (M): The Object Identifier which identifies the auto-action-type, The constraining set (Auto-
action-table) is defined in clause 13.

b) Registration-identifier (O): Used to distinguish this auto-action-registration from other registrations of the same
auto-action-type. This component also governs the order of execution of registered auto-actions of this auto-action-
type.

c) Registration-parameter (O); The parameter that the MS shall use when it performs this registered auto-action.
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605.3

Auto-action errors
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The Auto-action-log entry-class provides a record of the auto-actions performed by the MS (see 6.3.7.3), and is available to
the MS-user subject to subscription. The definition of an auto-action-type specifies whether execution of that auto-action
may result in the generation of an entry in the Auto-action-log entry-class. Where auto-action processing results in an error,
an auto-action-error attribute may be attached to the Auto-action-log entry associated with that execution (if processing is
successful, the attribute is absent). In the first abstract-association established after the occurrence of an auto-action-error,
the MS informs the MS-user of the error by means of the auto-action-error-indication parameter of the MS-bind-result. This
parameter indicates the sequence-number of the first Auto-action-log entry, created since the last abstract-association was

established,

Each type of auto-action-error is an instance of the AUTO-ACTION-ERROR information object class whid

with the

AUFO-ACTION~ERROR :

Whereas abstract-errors are defined in the context of ROS, and are reported across the boundary between

in which an auto-action-error attribute is present.

STRACT-ERROR information object class:

:= ABSTRACT-ERROR

h'is identical

Dpen-systems,

auto-action-errors cause the creation of auto-action-error attributes (see 11.2.4) in entries of the’ Auto-action-19g entry-class.

This attribu

Aut

The constraining set (Auto-action-error-table) is defined in clause 13.¢ This part of ISO/IEC 10021 does no

action-error
error,

6.5.4

Auto-actiong are performed autonomously by the MS (possibly in the absence of an abstract-association with

when given
candidate f
processing i
such as the ¢

The second

Auto-action execution

-type has the following syntax:

oActionError ::
error-code
error-parameter

SET {

[0] AUTO-ACTION~ERROR. &errorCode ({AutoActionErrorTable}),

[1] AUTO-ACTION~ERROR. &ParameterType'.({AutoActionErrorTable}
{@error-code}) OPTIONAL }

8 where identical abstract-errors have already been defined) “Any abstract-error may be used as a]

conditions are fulfilled. The first stage of this process is the identification of an entry which
r auto-action processing as a consequence of some event. The most common event which initiag

the creation of an entry (as the'tesult of Message-delivery or Message-submission, for example).
expiry of a timer, may also initiate auto-action processing.

t define auto-
h auto-action-

the MS-user)
has become a
bs auto-action
Other events,

stage in the performante of an auto-action is the evaluation of selection criteria optionally prese:

action regis

ation-parameter, that the candidate entry must satisfy before the auto-action is applied to it. So

t in the auto-
auto-action-

types allow[more than one sét of auto-action registration-parameters to be registered with the MS. The defipition of such
auto-action-types determines whether the execution of the first auto-action for which the entry has satisfied the selection
e only one‘performed for that auto-action-type, or whether all registered auto-actions of that type are applied.
The order of execution of registered auto-actions of a given auto-action-type is fixed according to the ascending value of the
auto-action pegistration-identifier, The order of execution of each defined auto-action-type is described in clauges 15 and 16.

criteria is

6.6

MS extensions

This part of ISO/IEC 10021 defines MS operation regardless of the content-types of the messages present. To accommodate
the additional functions which may be required to support specific content-types, and other extensions, the following

information

object class is defined:

MS-EXTENSION ::= TYPE-IDENTIFIER

- This information object class has two fields: an identifier field (an Object Identifier), and a type field which defines the
ASN.1 type of each instance of that class of information. See Annex A of ISO/IEC 8824-2. This object class is used where
the MS abstract-syntax requires a placeholder for information which is specific to each possible content-type. Refer to the

Specification for a given content-type for the definition of each instance of use of this object class.
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NOTE - For example, 19.5.2.2 of ISO/IEC 10021-7 defines IPMS-specific submission options that occupy the MS extensions placeholder
defined in MS-submission-options; see 8.1.6.

The following types are derived from the MS-EXTENSION information object class:

MSExtensionItem ::= INSTANCE OF MS-EXTENSION

MSExtensions ::= SEQUENCE SIZE(l..ub-extensions) OF MSExtensionItem

Where the argument of an abstract-operation (other than MS-bind) contains an MS-extension component unknown to the
MS, the MS shall generate an MS-extension-error; see 9.12. An MS-extension specific to a particular content-type shall be
disregarded when processing an entry of some other content-type. Where the result of an abstract-operation contains an MS-
extension cqmponent unknown to the MS-user, the MS-user shall ignore the MS-extension.

NOTE - Thg MS-bind abstract-operation reports unsupported extensions in the MS-bind-result, to permit the“establishment of the
abstract-assogiation even where an unsupported extension is present.

7 MB-bind and MS-unbind operations

7.1 MS$-bind abstract-operation

The MS-bind abstract-operation binds the MS-submission, Retrieval and Administration Ports of the MS-user (consumer) to
the MS (suiplier). The initiator (of the MS-bind) is the MS-user, while the tesponder is the MS itself. Information exchanged
in the argunjent and result of MS-bind shall apply for the duration of the @bstract-association. MS-bind is defin¢d as follows:
mst+bind. ABSTRACT-OPERATION ::= {
ARGUMENT MSBindArgument
RESULT MSBindResult
ERRORS {ms-bind~error} }

NOTE - The|[MS abstract-service does not provide any explicit mechanisms to support multiple associations; the effect of|simultaneously
invoking abstract-operations over different abstract-associations is not defined. Where multiple associations are suppofted (as a local
matter) it is fhe responsibility of the MS-user to co-ordinate such invocations so that mutual interference is avoided (e.g., simultancous
invocations ¢f Modify abstract-operations could fail'or produce unintended results).

7.1.1 S-bind-argument
The MS-bipd-argument parameters are used to identify, authenticate and set the security-context for an MS-yser. They also
contain a $et of restrictions-for entries to be returned as the result of the Fetch abstract-operation, identify a set of
registrations associated-with this instance of the MS-user, and may contain a request to be informed of the entry-classes,
auto-actiontypes, attribute-types, matching-rules, message-group support and content-types to which thq MS-user has
subscribed.

MSBindArgument ::= SET ({
ipiti ORAddressAndQOrDirectoryName,
initiator-credentials [2] InitiatorCredentials,
security-context [3] IMPLICIT SecurityContext OPTIONAL,
fetch-restrictions [4] Restrictions OPTIONAL -~ default is none--,
ms~-configuration-request [5] BOOLEAN DEFAULT FALSE,

-- 1994 extensions --
ua-registration-identifier [6] RegistrationIdentifier OPTIONAL,
bind-extensions [7] MSExtensions OPTIONAL}

The parameters of MS-bind-argument have the following meaning:

a) Initiator-name (C): This parameter contains the name of the MS-user and is defined further in 8.1.1.1.1.1 of
ISO/IEC 10021-4, »
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b) Initiator-credentials (M): This parameter contains the credentials of the MS-user. The initiator-credentials may
be used by the MS to authenticate the identity of the MS-user (see ISO/IEC 9594-8).

If simple-authentication is used, the initiator-credentials comprise a simple password. The password is defined in
8.5.11 of ISO/IEC 10021-4.

If strong-authentication is used, the initiator-credentials comprise an initiator-bind-token, and, optionally, an
initiator-certificate. The initiator-bind-token and initiator-certificate are defined in 8.1.1.1,1.2 of ISO/IEC 10021-4.
The initiator-credentials of the MS-user may differ from the initiator-credentials used in the MTS-bind as defined in
8.1.1.1.1.2 of ISO/IEC 10021-4.

c) Security-context (O): This parameter identifies the security-context within which the MS-user proposes to operate,
The security-context is defined in 8.1.1.1.1.3 of ISO/IEC 10021-4,

The security-context comprises one or more security-labels that define the sensitivity of interactions [that may occur
bgtween the MS-user and the MS for the duration of the abstract-association, in line with.the sequrity-policy in
farce. The security-context shall be one that is allowed by the registered user-security-labéls of the MS-user and by

security-labels associated with the MS,

the absence of this parameter, security-contexts are not established between the MS-user and the MS, and the.
sensitivity of interactions that may occur between the MS-user and the MS/is-at the discretion of th¢ invoker of an
aljstract-operation.

operation. The fetch-restrictions remain in force for the duration 'of the abstract-association and apply unless the

d) F{t’ch-restrictions (0): This specifies restrictions on the entries to-be returned as result of the Fetch abstract-
Fe¢tch argument explicitly overrides the restriction.

In the absence of this argument, the MS shall not enforce any fetch-restrictions during the abstract-agsociation.

Rgstrictions ::= SET {

allowed-content-types [0} SET SIZE (1..ub-content-types) OF OBJECT IDENTIFIER OPTIONAL
-~default' is no restriction--,
allowed~EITs [1] MS-EITs' OPTIONAL -=~default is no restriction--,

maximum-attribute-~length [2] INTEGER OPTIONAL ~--default is no restriction--}

The parameter contains the following.components:

1) Allowed-content-types:(C): The content-types that the MS abstract-service-user is prepdred to
accept as the result of the Fetch abstract-operation. Any message with a content-type othgr than
those specified.will not be returned, but result in a fetch-restriction-error.

In the absence of this component, the MS shall not enforce fetch-restrictions on the contenf-types
of entries:

2) Allowed-EITs (C); The encoded-information-types that the MS abstract-service-user is prppared
to accept as the result of the Fetch abstract-operation. If a message contains encoded-infornpation-
types other than those speclﬁed a fxltermg will take place 50 that drsallowed EIT parts are

fetch-restnctlon-error w111 be reported

MS~EITs ::= SET SIZE (l..ub-encoded-information-types) OF MS-EIT

MS-EIT ::= OBJECT IDENTIFIER

In the absence of this component, the MS shall not enforce fetch-restrictions on the encoded-
information-types of entries.

NOTE 1 - The allowed-EITs component is present for historical reasons and its use is deprecated. The
body-parts present in the content of an entry may be discovered by inspecting a content-specific synopsis
attribute, and an implementation need only Fetch those body-parts which are acceptable to it.

28


https://iecnorm.com/api/?name=d7b855fbecd60a47d85e12bce940d02f

®

© ISO/IEC ISO/IEC 10021-5:1994 (E)

e)

g)

7.1.2

MSBindResult “:'+= SET {
resgonder-credentials {2] ResponderCredentials,
availlable~auto-actions [3] SET SIZE (l..ub-auto-actions) OF AUTO-ACTION.&id

avaitabte~s= thute ype 4 T Ub=a bute wge)wie ed SF—ATPRIBHIRE 64

3) Maximum-attribute-length (C): The maximum attribute length, in octets, that the MS-user is
prepared to accept as the result of the Fetch abstract-operation. Where the MS-user attempts to
Fetch an attribute-value where the length of the encoding exceeds the maximum-attribute-length,
then the MS shall return a fetch-restriction-error.

NOTE 2 - The size in octets of the encoding of an attribute-value may vary where ASN.1's Basic Encoding
Rules permit several encodings (e.g., primitive and constructed),

NOTE 3 - In 1988 Application Contexts, the maximum-attribute-length restriction applies only to an
entry's content attribute.

[ e AbseceE isTomponent; thev att ot enforce ferch=resticto o the—fength of
attributes,

M3-configuration-request (C). This parameter specifies whether the MS is requested to return information which
idgntifies the auto-action-types, attribute-types, entry-classes, content-types, matching-rules, and gny additional
capabilities to which the MS-user has subscribed, and which consequently are available in the |course of the
abstract-association.

In the absence of this parameter, the MS shall not return MS-configuration information in the MS-bing-result.

NOTE 4 - In practice, an MS-user may cache this information rather than requést)it in every MS-bind. The M§ may indicate a
chdnge in the services supported by means of the service-information parametep of MS-bind-result.

UA-registration-identifier (O): This parameter specifies an/identifier for-a set of registration information, If a
pr¢vious invocation of Register-MS recorded a UA-registration bearing this value of UA-registrafion-identifier
th¢n that UA-registration shall apply for the duration of the present abstract-association. If the parameter does not
idgntify a previously recorded UA-registration then the MS shall indicate this in the MS-bind-fesult. If this
parameter is absent, then the general defaults (list-attribute-defaults, fetch-attribute-defaults, and submission-
defaults) shall apply, if previously registered by means of Register-MS (see 8.2.5.1).

Registrationldentifier ::= PrintableString
(SIZE({(l. .ub~ua-registiration-identifier-length))

Bihd-extensions (O): This parameter specifies extensions requested by the MS-user; if the M$ supports the
requested bind-extensions, they- shall apply for the duration of the abstract-association. Any bind-extension not
supported by the MS shall be(reported in the MS-bind-result. Any bind-extension that is improperly [specified shall
be|reported in MS-bind-error, Extensions associated with a particular message content-type may be|defined in the
relevant Specification. In-the absence of this parameter, no extensions are requested.

MS-bind-result

({AutoActionTable}) OPTIONAL,

({AttributeTable}) OPTIONAL,

alert-indication [5] BOOLEAN DEFAULT FALSE,

content-types~supported [6) SET SIZE (l..ub-content-types) OF OBJECT IDENTIFIER OPTIONAL,
) -~ 1994 extensions -~

entry-classes-supported {71 SET SIZE(l..ub-entry-classes) OF Entryclass OPTIONAL,

matching-rules-supported [8] SET SIZE(l..ub-matching~rules) OF OBJECT IDENTIFIER OPTIONAL,

additional-capabilities [9] MSExtensions OPTIONAL,

message-group-~depth [10) INTEGER (l..ub-group-depth) OPTIONAL,

auto-action-error-indication {ll] AutoActionErrorIndication OPTIONAL,

unsupported-extensions [12] SET SIZE(l..ub-extensions) OF OBJECT IDENTIFIER OPTIONAL,

uva-registration-id-unknown [13] BOOLEAN DEFAULT FALSE,

service-information [14] GeneralString (SIZE(l..ub-service-information-length)) OPTIONAL }
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The parameters of MS-bind-result have the following meaning:

a) Responder-credentials (M): This parameter contains the credentials of the responding MS. The responder-
credentials may be used by the MS-user to authenticate the identity of the MS (see ISO/IEC 9594-8).

If simple-authentication is used, the responder-credentials comprise a simple password associated with the MS. The
password is defined in 8.5.11 of ISO/IEC 10021-4. If strong-authentication is used, the responder-credentials
comprise a responder-bind-token generated by the MS. The responder-bind-token is defined in 8.1.1.1.2.2 of
ISO/IEC 10021-4, ‘

b) Available-auto-actions (C): This identifies the set of auto-action-types to which the MS-user has subscribed. This
p}ameter shall be present if the MS-configuration-request parameter of the MS-bind-argument is frje and at least

ong auto-action-type is available; it is absent otherwise. The constraining set (Auto-action-table) is defined in
clduse 13.

¢) Available-attribute-types (C): This identifies the set of attribute-types to which the MS-user has sybscribed. This
parameter shall be present if the MS-configuration-request parameter of the MS-bind-argument is trie; it is absent
otherwise.

NOTE 1 - All available attribute-types should be identified in this parameter, including those for which support is mandatory.
set of attribute-types for which support is mandatory may change over time,

d) Alert-indication (C): If true, then an alert condition has occurred since’the last successful alert-indigation.
e) CIntent-types-supported (O): This identifies the set of contefit-types to which the MS-user has subsgribed, and for
which the MS offers specific support, as defined in the-relevant content-type Specification. A message whose

content-type is absent from this set may still be submitted, or delivered, and subsequently retrieved. In this case,
nane of the attribute-types or auto-action-types specific to that content-type will be available to the MS-user.

THis parameter shall be present if the MS-configuration-request parameter of the MS-bind-argument is true and at
legst one content-type is supported; it is absent'otherwise.

try-classes-supported (C): This identifies the entry-classes supported by the MS. Support for|an entry-class
infplies that it shall be available to the-Summarize, List, Fetch, Delete, and Modify abstract-operatipns, and to the
auto-action-types supported by the;MS. In addition, support for the Submission entry-class implies|support for its

b in the MS-message-submission and MS-probe-submission abstract-operations. Support for the lgtaft entry-class
injplies support for its use in the MS-message-submission abstract-operation. This parameter shall bg present if the
-configuration-request parameter of the MS-bind-argument is true; it is absent otherwise.

atching-rules-supported (C): This identifies the matching-rules supported by the MS. Support for a matching-
rule implies that:it shall be available for use with an attribute for which the matching-rule is defined, where support
fof that attribute-type is also claimed. This parameter shall be present if the MS-configuration-request parameter of
the MS-bind-argument is true and at least one matching-rule is supported; it is absent otherwise.

g)

NOTE 2 - All supported matching-rules should be identified in this parameter, including those for which supan is mandatory.

h) Additional-capabilities (C): This parameter indicates additional capabilities, possibly content-specific, supported
by the MS. It shall be present if the MS-configuration-request parameter of the MS-bind-argument is true and at
least one additional capability is supported; it is absent otherwise.

i) Message-group-depth (C): This indicates the maximum number of group-name-parts that may be present in a
message-group-name. It shall be present if the MS-configuration-request parameter of the MS-bind-argument is
true and the MS supports the message-group-name attribute-type; it is absent otherwise, If the MS-user presents, in
the argument of an abstract-operation or in an auto-action registration-parameter, a message-group-name which
contains more group-name-parts than are specified in this parameter, then a message-group-error results.
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b)) Auto-action-error-indication (C): This shall be present if an auto-action performed by the MS since the previous
abstract-association was established caused the generation of an auto-action-error, Since this information cannot be
reported when a 1988 Application Context is in use, the establishment of such an association shall not affect the
setting of this parameter which shall be presented when a 1994 Application Context is next used.

AutoActionErrorIndication ::= CHOICE (
indication-only [0] NULL,
auto-action-log~entry [l] SequenceNumber }
If the Auto-action-log entry-class is subscribed to, the parameter indicates the sequence-number of the first entry
which records an auto-action-error which occurred since the previous abstract-association (which used a 1994
Application Context) was established. Otherwise it contains a Null. The parameter shall be absent if no auto-
actipn-errors occurred since the previous abstract-association was established.

k) Unsupported-extensions (C): If the MS-user supplied a bind-extensions parameter in the MS-bind-argument and
ong or more of these extensions are not supported by the MS, this parameter identifies-all such |unsupported-
extgnsions. The parameter contains the Object Identifier values of each of these unsupported-extensions, drawn
from the bind-extensions parameter. The parameter is present if the bind-extensiofis, parameter of fhe MS-bind-
argpment is present and at least one of the extensions is not supported; it is absent otherwise.

)} UAlregistration-id-unknown (C): This parameter is present and has the value ¢rue if the MS-Hind-argument
spepifies a UA-registration-identifier which has not been registered previously by means of the|Register-MS
absjract-operation. It is absent otherwise.

m) Senvice-information (C): This provides information concerning the operation of the servide. An MS
implementation may use this to report operational matters such as service availability and resourc¢ usage. The
parameter shall be present at the discretion of the MS service provider.

7.1.3 S-bind-error

An MS-bind-error reports a problem in attempting to establish an abstract-association. It is defined as follows}

ms-bind-error ABSTRACT-ERROR ::i= {
PARAMETER CHOICE {
ynqualified-error BindProblem,
-- 1994 )extension --
qualified-error SET {
bind-problem [0] BindProblem,
supplementary-infoxmation [1l] GeneralString (SIZE(l..ub-supplementary-info-length)) OPTIONAL,
bind~extension-ercors [2] SET SIZE(l..ub-extensions) OF OBJECT IDENTIFIER OPTIPNAL } } }
BindPro¢blem ::= ENUMERATED {
authhentication~error (0),
una¢ceptable-security-context (1),
unable~-to~establish-association (2),
. -- 1994 extension addition -- ,
bingi-~extension-problem (3)}
The parameters-of MS-bind-error-are-asfollows:

a)

b)

Unqualified-error (C):  This indicates the nature of the error. If authentication-error is indicated, the abstract-
association cannot be established because the initiator's credentials are not acceptable or are improperly specified.
If unacceptable-security-context is indicated, then the security-context proposed by the initiator of the abstract-
association is unacceptable to the responder. If unable-to-establish-association is indicated, then the responder has
rejected the initiator's attempt to establish an abstract-association for an unspecified reason. If bind-extension-
problem is indicated, the abstract-association cannot be established because the bind-extensions parameter specified
in the MS-bind-argument contains an improperly specified extension.

Qualified-error (C): This parameter indicates the nature of the error, and may, in addition, specify
supplementary-information which expands on the error. Where one or more bind-extensions parameters have

31


https://iecnorm.com/api/?name=d7b855fbecd60a47d85e12bce940d02f

ISO/IEC 10021-5:1994 (E) ©ISO/IEC

been improperly specified, the Object Identifier values of these extensions shall be reported in bind-extension-
errors.

7.2 MS-unbind abstract-operation

The MS-unbind abstract-operation closes the abstract-association, and causes the relaxation of any fetch-restrictions that
were specified in the argument of the MS-bind abstract-operation. There is no argument, result, or error associated with the
MS-unbind abstract-operation.

ms-unbind ABSTRACT-OPERATION ::= emptyUnbind

8 Abpstract-operations

This claus¢ defines the capabilities of the MS abstract-service provided to an MS-user at-the Retrieval [Port and MS-
submission| Port of the MS. These capabilities are modelled as abstract-operations which fiiay’cause abstract-errors when
invoked. The abstract-operations available at the Retrieval Port are defined in 8.2 and those of the MS-submission Port in .
8.3. The abstract-errors they may give rise to are the subject of clause 9. The ports are formally defined in 6.2.

8.1 Copmmon data-types used in abstract-operations

This subclduse defines a number of common data-types which are used in several of the abstract-operatlons defined in clause
8. The following common data-types are defined:

a) ge;

b) Filter;

c) Sdlector;

d) Entry Information Selecﬁon;
e Euntry Information;

f) MS Submission Options;

g) Common Submission Resultsi

8.1.1 Range

A range parameter is used to select a contiguous sequence of entries of a specified entry-class.

Rgnge :¢=2CHOICE {
sequence-number-range [0] NumberRange,

cfeation-time-range [1] TimeRange }
NumberRange ::= SEQUENCE ({
from [0] SequenceNumber OPTIONAL -~ omitted means no lower bound--,
to {1] SequenceNumber OPTIONAL -~ omitted means no upper bound--}
TimeRange ::= SEQUENCE {
from [0] CreationTime OPTIONAL ~- omitted means no lower bound--,
to [1] CreationTime OPTIONAL -- omitted means no upper bound--}
CreationTime ::= UTCTime

The components of range have the following meaning:

a) Sequence-number-range (C), and
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b) Creation-time-range (C): Both of these parameters identify the contiguous sequence of entries to be selected. The
sequence-number-range is given in terms of sequence-numbers, and the creation-time-range is given in terms of
creation-times. The creation-time of an entry is the time at which the MS generated the entry. The sequence-
numbers of successive entries are always in ascending order, but several adjacent entries may have the same
creation-time, The parameters of both number-range and time-range have the following meaning:

8.1.2

8.1.2.1

A filter p:
_terms of

to true. A filter may be true, false, or undefined.

If from is greater than to then the range is defined in descending order; otherwise, the range is define
orfler (see 8.1.3). If a 1988 Application Context is in use, range shall be specified-in ascending ord
in¢lusive of its upper and lower bounds.

a) From (O): This is the lower bound for the range.

In the absence of this component, the default is no lower bound, and the selection starts with the

carliest entry (lowest sequence-number) of the specified entry-class.

b) To (O): This is the upper bound for the range.

latest entry (highest sequence-number) of the specified entry-class.

Filters

Filter

ameter applies a test to a particular entry and is either satisfied or not by the entry. The filter
ertions about the presence or value(s) of certain attributes of the entry, and is satisfied if and only

In the absence of this component, the default is no upper bound, and the selection finishes with the

d in ascending
er. A range is

s expressed in
if it evaluates

Fijlter ::= CHOICE ({

item ({0] FilterItem,

and [1) SET OF Filter,

or [2] SET OF Filter,

not {3] Filter }
A filter is pither a filter-item, or an eXpression involving simpler filters composed together with the logical |operators and,
or, and not:
a) Alfilter which is an item has the value of the filter-item (i.e. true, false, or undefined).
b) Alfilter which-is'the and of a set of filters is true if the set is empty or if each filter is true; it is fals¢

filter is false; otherwise it is undefined (i.e. at least one filter is undefined and no filters are false).

) Alfilter which is the or of a set of filters is false if the set is empty or if each filter is false; it is true
filter is true; otherwise it is undefined (i.e. at least one filter is undefined and no filters are true).

if at least one

if at least one

d) A filter which is the not of a filter is true if the filter iS false; false if it is true; and undefined if it is undefined.

8122

Filter-item

A filter-item is an assertion about the presence or value(s) of an attribute of a particular type in the entry under test. Each
such assertion is true, false, or undefined.
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FilterItem ::= CHOICE {
equality [0] AttributevalueAssertion,
substrings {1] SEQUENCE {
type ATTRIBUTE.&id ({AttributeTable}),
strings SEQUENCE OF CHOICE {
initial [0] ATTRIBUTE.&Type ({AttributeTable} {@substrings.typel),
any {1] ATTRIBUTE.&Type ({AttributeTable} {@substrings.type}),
final [2]) ATTRIBUTE.&Type ({AttributeTable} {@substrings.typel)} 1},
greater-or~equal [2] AttributeValueAssertion,
less—-or-equal [3] AttributevValueAssertion,
present [4] ATTRIBUTE.&id ({AttributeTable}),
approximate-match (5) AttributevValueAssertion,
-~ 1984 extension --
other-match {61 MatchingRuleAssertion }
MJtchianuleAssertion t:= SEQUENCE {
matching-rule [0] MATCHING~RULE.&id{{MatchingRuleTable}),
attribute~type {1] ATTRIBUTE.s&id,
match-value [2) MATCHING-RULE.&AssertionType ({MatchingRuleTable}  {€matchipg-rule})}

Every filter-item includes an atiribute-type which identifies the attribute under test.

An assertign about the value of an attribute can be evaluated only if properly specified. "I the MS does 1
attribute-type (or it is not subscribed to by the MS-user), or the MS does not support the matching-rule, o
value does|not conform to the matching-rule's assertion-syntax, or the definition of the attribute-type does
type of match requested, then the abstract-operation or auto-action which contains the assertion shall fail
operation shall return an attribute-error,

ot support the
the presented
ot include the
; the abstract-

NOTE - In the case where the presented attribute-syntax or assertion-syntax is invalid, this may be detected by the Presentation Service

and cause the rejection of the protocol data unit.

Assertions pbout the values of an attribute are evaluated using the generic matching-rules (equality, substrin
equal, les

, greater-or-

or-equal, and approximate-match), or any other matching-rules defined for that attribute-type] The present

match is sppported for all attribute-types. A matching-rule used as a generic matching-rule is constraingd to have an
assertion-syntax compatible with the syntax of the corresponding component of filter-item. A matching-rjle used as an

other-match is not constrained in this way. A matching-rule may be used as a generic matching-rule for on
and as an gther-match for a different attribute-type,

All the majching-rules defined in this part of ISO/IEC 10021 have an outcome of true or false. However,
defined elspwhere, may also allow the outcome-undefined.

If the filtenr-item is properly specified,(then where it asserts:

a) equality, it is true if and only if there is a value of the attribute for which the attribute's equality
applied to that value-and'the presented value returns true;

atiribute-type

matching-rules

matching-rule ‘

b) substrings, it is true if and only if there is a value of the attribute in which the attribute's substrin
applied to that value and the presented value in strings returns rue. The meaning of the compone:
defined in-the appropriate matching-rule definition; see 12.2.3 for an example of a substrings matchi

c) greater-or-equal, it is true if and only if there is a value of the attribute for which the attri

matching-rule
of strings is
-rule,

te's ordering

matching-rule applied to that value and the presented value retrns false, i.e. there is a value of the attribute which

is greater than or equal to the presented value;

d) less-or-equal, it is true if and only if there is a value of the atiribute for which either the attribute's equality
matching-rule or ordering matching-rule applied to that value and the presented value returns true, i.e. there is a

value of the attribute which is less than or equal to the presented value;

e) present, it is true if and only if such an attribute is present in the entry;

f) approximate-match, it is true if and only if there is a value of the attribute for which the approximate-match

matching-rule applied to that value and the presented value returns true. The approximate-match

matching-rule

may provide phonetic matching to accommodate spelling variations, and is locally defined; there are no specific
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g)

8.1.2.3

guide-lines for approximate matching in this part of ISO/IEC 10021. If approximate-match is not supported, this
filter-item shall be treated as a match for equality;

other-match, it is true if and only if there is a value of the attribute with the indicated attribute-type for which the
matching-rule, applied to that value and the presented-value, returns frue. If the matching-rule is one of those
specified as an other-matching-rule in the definition of the specified attribute-type, and is supported by the MS, then
matching proceeds as specified in the matching-rule definition; otherwise an attribute-error of inappropriate-

matching may result. As a local matter, an MS may support matching-rules in addition to those defined in this part
of ISO/IEC 10021, The constraining set (MatchingRuleTable) is defined in clause 12,

Attribute-value-assertion

An attribute-value-assertion is a proposition, which may be true, false, or undeﬁned, concerning the,values 0f an entry. It is
evaluated|using a matching-rule specified for the attribute-type, and which is appropriate for ¢he context in which the

attribute-yalue-assertion is evaluated. It involves an attribute-type and an attribute-value:

AktributeValueAssertion ::= SEQUENCE ({
attribute-type ATTRIBUTE.&id ({AttributeTable}),
attribute-value ATTRIBUTE. &Type ({AttributeTable} {@attribute-type}) }

If the attribute-value-assertion is properly specified (see 8.1.2.2) its evaluation has'one of the following outcomes:

a)

b)

¢)

true, if the eniry contains an attribute of that attribute-type, one, of Whose attribute-values matchgs the presented
agtribute-value;

defined, if the entry contains an attribute of that attribute-type, and the spec1ﬁed matching-rule deglares the result
the match to be undefined;

Ise, otherwise.

NOTE - None of the matching-rules defined in this part of ISO/IEC 10021 returns undefined. However, matching-rules defined in other

Specificatipns for given content-types may do so.

813

Selector

A selector parameter is used to select eniries of a specified entry-class. The selection operates in three stages. Firstly, the
total set of entries of the entry-¢lass may be restricted to a particular contiguous set by specifying its range. Secondly, entries
from witllin this set may be-selected by specifying a filter which the selected entries shall satisfy. Thirdly, a limit may be
placed on| the number of:entries thus selected. If the range is defined in ascending order (or is omitted), those entries with
the lowedt sequence-nuinbers are selected; if the range is defined in descending order, those entries with the highest
sequence numbers are selected (see 8.1.1). Abstract-operations are applied to selected entries according to their range order;
i.e. wherd the range is defined in ascending order, the selected entry with the lowest sequence-number is opeyated on first.

Seleg¢tof /z = SET {
ohildeantriacs [ﬂ} BOQOLEAN DEFAULT FAL QF"
range [1] Range OPTIONAL --default is unbounded--,
filter [2] Filter OPTIONAL -- default is all entries within the specified range--,
limit [3] INTEGER (l..ub-messages) OPTIONAL, ‘
override [4] OverrideRestrictions OPTIONAL

~- by default, any fetch-restrictions in force apply--}

The components of selector have the following meaning:

a)

Child-entries (0): If false, only main-entries are considered for selection. If true, both main-entries and child-
entries are considered for selection. In the absence of this component, only main-entries are considered for
selection.

35


https://iecnorm.com/api/?name=d7b855fbecd60a47d85e12bce940d02f

ISO/IEC 10021-5:1994 (E) © ISO/IEC

b) Range (0): The abstract-syntax-notation of range is given in 8.1.1. In the absence of this component, the range is
unbounded,
c) Filter (O): The abstract-syntax-notation of filter is given in 8.1.2.1. In the absence of this component, all entries

within the specified range are selected.

d) Limit (O): This allows the specification of an upper limit to the number of entries selected. In the absence of this
component, there is no limit to the number of entries selected,

NOTE - The primary role of the limit is to protect against huge results from an abstract-operation as a consequence of badly
formulated selections. It may also be used to retrieve an exact number of information-sets to fit a particular output device.

e) Olverride (O): If an override of any of the fetch-restrictions is required, the corresponding chponent(s) of
override-restrictions shall be present.

OverrideRestrictions ::= BIT STRING {

override-content-types-restriction (0),
override-EITs~restriction (1),
override-attribute~length-restriction (2) } (SIZE (l.. ub-restrictions)) ‘

The values of override-restrictions have the following meaning:

1) Override-content-types-restriction (M): This bit shall be set_to 1 if the fetch-restrictigns on
content-types are to be overridden. If this bit is set to 0, the-fetch-restrictions on content—tjpes as
specified in the MS-bind-argument shall apply.

2) Override-EITs-restriction (M): This bit shall beset to 1 if the fetch-restrictions on enjoded-
information-types are to be overridden. If this bit is set to 0, the fetch-restrictions on en¢oded-
information-types as specified in the MS-bind-argument shall apply.

3) Override-attribute-length-restriction(M): This bit shall be set to 1 if the fetch-restrictions on
attribute length are to be overriddens If this bit is set to 0, the fetch-restrictions on atfribute
length as specified in the MS-bind“argument shall apply. f

In| the absence of override-restrictions; all the fetch-restrictions specified in the MS-bind-argument{shall apply.

8.14 Entry-information-selection

o

An entry-jnformation-selection’ parameter indicates. what information from an entry is being requested. | An empty set
indicates that information about the entry itself, rather than the attributes of the entry, is being requested.

EntryInformationSelection ::= SET SIZE (0..ub-per—-entry) OF AttributeSelection

AgtributeSelection ::= SET {
type ATTRIBUTE.&id {{AttributeTabklel),
from {[0] INTEGER (l..ub-~attribute-values) OPTIONAL --used If type 1s multl valuedt-,

The components of attribute-selection have the following meaning:

a) Type (M): This indicates the attribute-type of the attribute. If an attribute of that type is not present in the entry
then no values are returned for the attribute. If the attribute-type is not supported by the MS or is not subscribed to
by the MS-user then an attribute-error shall be generated.

b) From (O): When an attribute is multi-valued, this Integer gives the relative position of the first value to be returned.
If it specifies a value beyond those present in the attribute, no values are returned. This component shall not be
present unless the attribute-type is multi-valued. If this component is omitted, values starting at the first value are
returned. '
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c) Count (O); When an attribute is multi-valued, this Integer gives the maximum number of values to be returned. It is
not an error if count is greater than the number of values present in the entry. This component shall not be present

unless the attribute-type is multi-valued. If this component is omitted, there is no limit as to how many values are
returned.

Where either from or count (or both) are specified, the attribute-selection constitutes a partial-attribute-request.

Where an attribute of the type specified in an attribute-selection is supported by the MS, but is absent from a particular entry,

or is not applicable to an entry of that entry-type, then that attribute-selection shall be regarded as absent when applying the
associated abstract-operation to the entry.

8.1.5 Entry-information

An entry-information parameter conveys selected information from an entry.

EngryInformation ::= SEQUENCE {
sequence-number SequenceNumber,
attributes SET SIZE (l..ub-per-entry) OF Attribute OPTIONAL,

-- 1994 extension «-
value-count-exceeded [0] SET SIZE(l..ub-per-entry) OF AttributeValueCount OPTIONAL }

AttributeValueCount ::= SEQUENCE ({
type [0] ATTRIBUTE.&id ({AttributeTable}),
total [1] INTEGER }

The comporents of entry-information have the following meaning:

a) Sequence-number (M): The sequence-number identifying the entry. See 6.3.2.

b) Atfributes (C): The set of selected attributes fromcthe entry. Where the corresponding attribute-selection constitutes
a plartial-attribute-request, only the requested subset of the attribute-values actually present in that attribute are
returned. This component is absent if the requested-attributes parameter was omitted from the lisj-argument or

fet¢h-argument, and no (UA-specific or general) list-attribute-defaults or fetch-attribute-defaults are n force. The
component is also absent if none of the téquested-attributes are present in the entry.

c) VaIue-count-exceeded (C): This:component is present where, in the performance of the List or Ketch abstract-
opgration, count is specified in_the attribute-selection, and the specified attribute contains values beyond the limit
set|by count. The type indicates the attribute-type concerned, and total indicates the total nur%t:er of values

pogsessed by the attribute:” One value of the component is present for each attribute-selection which exceeds the
lintit set by count. The component is absent if none of the attribute-selections exceeded their count limits.

8.1.6 MS-submission-options

The MS-s mnssnon-optlons parameter is used to request the creation of an entry m a specified em:ry—cls, containing
attributes derive . e-submigsion abstract-
operation, Other components of MS submlsswn-opuons control the ass1gnment of further attributes to the created entry.

MSSubmissionOptions ::= SET {
object-entry-~class [0] EntryClass (submission | submission-log | draft) OPTIONAL,
disable~auto-modify [1] BOOLEAN DEFAULT FALSE,
add-message-group-names [2] SET SIZE(l..ub-message~groups) OF MessageGroupName OPTIONAL,
ms-submission~extensions [3] MSExtensions OPTIONAL }

The components of MS-submission-options have the following meaning:

a) Object-entry-class (O): This specifies the entry-class of the entry to be created, that will contain details of the
associated message or probe submission. Three values are defined:
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1) Submission. The message or probe shall be submitted to the MTS and an entry created in the

Submission, and, subject to subscription, the Submission-log entry-classes.

2) Submission-log. The message or probe shall be submitted to the MTS and an entry created
Submission-log entry-class only.

in the

3) Draft. An entry shall be created in the Draft entry-class but the message shall not be submitted to

the MTS. This option is not available for MS-probe-submission.

If the specified object-entry-class is not subscribed to then an error is generated. If the object-entry-class is
omitied, and the Submission-log entry-class is subscribed to, the component defaults to Submission-log. If the

b) D

c) A

to| the entry of the Submission, or Submission-log, or Draft entry-class, which may. be created
performing the associated message or probe submission. This component shall be¢ omitted if no
created. In the absence of this component the currently registered Auto-modify auto-actions shall be
new entry,

1 be submitted to the MTS and no storage shall take place.

sable-Auto-modify (O): This specifies whether the currently registered Auto-modify auto-actions

d-message-group-names (O): This specifies one or more message-group-name attribute-values

aspigned to the entry of the Submission, or Submission-log, or Draft entry-class, which may be creat
pearforming the associated message or probe submission. This attribute-type is defined in 11.2.33.

Sl
at

NOTE - Message-group-names assigned to an entry by the performance of the Auto-modify auto-action are no

se

d) l\‘f-submission-extensions (0): This component-allows for future general and content-specific ex
5

cqntent-type defines its use of this component. In the absence of the component no MS-submission
specified.

8.1.7

1 be omitted if no entry is to be created. In the absence of this.component no message-group-
ached to the new entry.

ting of this component.

mission-options. No extensions are defined in this part of ISO/IEC 10021. The Specificati

Common-submission-results

sage or probe

all be applied
as a result of
entry is to be
applied to the .

hich shall be
as a result of
is component
¢ attribute is

affected by the

nsions to MS-
n for a given

Lextensions are

The commtn-submission-results parameter contains information common to the results of the MS-message-$ubmission and ‘

MS-probe-

ubmission abstractéoperations.
CogmmonSubmissionResults ::= SET {
created-entry [0] SequenceNumber OPTIONAL,
autoraction-error~indication [1] AutoActionErrorIndication OPTIONAL,

The compc1nents of common-submission-results have the following meaning:

ms=~submission-result-extensions [2] MSExtensions OPTIONAL }

a) Created-entry (C): This shall be present if the MS-user requested storage of a submitted message or probe in the
Submission or Submission-log entry-classes, or storage of a draft-message entry in the Draft entry-class. It indicates
the sequence-number of the newly created entry.

b) Auto-action-error-indication (C): This shall be present if an auto-action performed by the MS concerning the
submitted-message or probe, or stored draft-message, caused the generation of an auto-action-error. If the Auto-
action-log entry-class is subscribed to, this parameter indicates the sequence-number of the first entry which records
these unsuccessful auto-action executions. Otherwise it contains a Null; see 7.1.2 item (j). The parameter shall be
absent if no auto-action-errors occurred.

c) MS-submission-result-extensions (C): This component allows for future general and content-specific extensions to
common-submission-results. No extensions are defined in this part of ISO/IEC 10021. It shall be present if the MS-
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user specified MS-submission-extensions in the submission-options parameter of the MS-message-submission or
MS-probe-submission argument, and those extensions caused the generation of this corresponding result.

8.2 Retrieval Port abstract-operations.

The following abstract-operations are available at the Retrieval Port:

a)
b)
9]
d)
e)
f)
g)

Summarize;
List;

Fetch;
Delete;
Register-MS$;
Alert;
Modify.

Abstract-opgrations are performed asynchronously subject to the following conditions:

Because of
results of th

8.2.1 S

The Summ

summaries, [a count of the entries selected{ and their lowest and highest sequence-numbers is also returned.

individual spmmaries may be requested.

The Summjg
security-con

pmmarize abstract-operation

the Delete, Register-MS, and Modify abstract-operations shall not be/performed until all outstanding
abstract-operations have been completed;

the Delete, Register-MS, and Modify abstract-operations.are performed in the order in which they are
invoked and are allowed to complete before any other abstract-operation is performed.

this, and the fact that the List and Fetch abstract:operations may change the retrieval-status of|an entry, the
p Summarize, List and Fetch abstract-operations may be non-deterministic,

Zero or more

‘]:‘ze abstract-operation returns summary counts of selected entries of a specified entry-class. In addlition to these

rize abstract-operationwill be successful only when access to the entry-class is permitted according to the
text and the security-policy in force.

The attributes that may be-réquested for summaries are restricted. For the general-attributes of entries of the|various entry

classes, the

Specificatio

sun

restrictions-are defined in Tables 2 and 3. For content-specific attributes, the attribute definition in the relevant

n shall state whether the attribute is available for Summarize.
imarize ABSTRACT~OPERATION ::= {
ARGIMENT SnmmarizeArgument
RESULT SummarizeResult
ERRORS {attribute~error | invalid-parameters-error | range-error |
security-error | sequence-number—error | service-~error,
-~ 1994 extension additions == ,
entry-class—error | ms-extension-error}
CODE op~summarize }

NOTE - An example of the Summarize abstract-operation is given in Annex I.
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8.2.1.1 Summarize-argument
SummarizeArgument ::= SET {
entry-class [0] EntryClass DEFAULT delivery,
selector [1) Selector,
summary-requests [2] SEQUENCE SIZE (l..ub-summaries) OF ATTRIBUTE.&id ({AttributeTable})

OPTIONAL -- absent if no summarles are requested--,
-- 1994 extension --
summarize-~extensions [3] MSExtensions OPTIONAL }

The parameters of summarize-argument have the following meaning:

a)
b) Selector (M): This is a set of selection criteria to determine which entries shall be summarized, See 8.1.3.
c) Summary-requests (0): This is the sequence of attribute-types for which summaries are requested{ This parameter
i§ present only if a summary is requested.
d) mmarize-extensions (0): This parameter allows for future general and content-specific extensions to summarize- .
gument. No extensions are defined in this part of ISO/IEC 10021,
8.2.1.2 Semmarize-result

Should the¢ request succeed, the summarize-result will be returned.

mmarizeResult ::= SET {
next [0] SequenceNumber OPTIONAL,
count {1} INTEGER (0%.,ub-messages) =-- of the entries selected--,
span {2] Span OPTIONAL -- of the entries selected,
-~ omitted 1f count 1s zero--,
summaries [3] SEQUENCE SIZE (l..ub-summaries) OF Summary OPTIONAL,

-~ 1994 extension —-
summarize~result-extensions [4]) . MSExtensions OPTIONAL }

The pararpeters of summarize-result have the following meaning:

a) ext (C): This is returned in the-case where the number of entries selected would have been greatpr if it were not

r the limit specified in the_selector. The parameter contains the sequence-number of the next entry that would

ave been selected, as determined by the range order which determines the direction of searching (s¢e 8.1.3). ‘
b) Count (M): This i§ an‘integer giving the count of entries that match the selection criteria.
) Span (C): This-contains the lowest and highest sequence-numbers of the entries that match the selgction criteria. It

ip absent.if there are no such entries, '
Span ::= SEQUENCE {
lowest {01 SequenceNumber,

—hrighest—f i —SequenceNumber}

The components of span have the following meaning:

1) Lowest (M): Identifies the entry with the lowest sequence-number which matches the selection
criteria,

2) Highest (M): Identifies the entry with the highest sequence-number which matches the selection
criteria,

NOTE --The values of lowest and highest are not affected by the order of the range (ascending or descending); see 8.1.1.

40


https://iecnorm.com/api/?name=d7b855fbecd60a47d85e12bce940d02f

© ISO/IEC

d)
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8.2.1.3

abstract-e;

ISO/IEC 10021-5:1994 (E)

Summaries (C): One summary is returned for each summary-request. The summaries are returned in the order that

they were requested.

Summary ::= SET

absent (0] INTEGER (1..ub-messages) OPTIONAL =--count of entries where attribute is absent--,
present (1] SET SIZE (l..ub-attribute-values) OF --one for each attribute value present-«

SEQUENCE {
type ATTRIBUTE.&id ({AttributeTable}),
value ATTRIBUTE.&Type ({AttributeTable} {@.type}),
count INTEGER (1..ub-messages)} OPTIONAL}

The components of summary have the following meaning:

19

2

Absent (C): A count of the entries that do not contain an attribute of the attribute-type specified in
the request. The component is omitted if there are no such entries.

Present (C): A summary of the entries that contain an attribute of the attribute-type specified,
broken down by the attribute-values actually present. The component is omitted if there are no

such entries,

The components of present have the following meaning:

i) Type (M): The type of the attribute.

ii) Value (M): The attribute-value for which the count is given.

ii) Count (M): A count of entries with this attribute-value.

Summarize abstract-errors

ors will be reported are definedin-clause 9. The attribute-error abstract-error shall be reported bo:

Sttmmarize-result-extensions (C): This parameter, allows for future general and content-specifi¢ extensions to
summarize-result. No extensions are defined in this part of ISO/IEC 10021.

in the case of

Should tth request fail, one of the listed abstract-errors will be reported. The circumstances under whici the particular

an improperly specified filter, and where the summary-requests parameter specifies an attribute-type which i
by the M| or is not subscribed to by the' MS-user.

8.2.2

[List abstract-operation

not supported

The List abstract-opefation is used to search a specified entry-class for entries of interest, and to return selected information

from thosg entries:

The List

gbstract-operation will be successful only when access to the entry-class is permitted according
context ancli-dae-secu;ny—pehey—m-force

to the security-

The information that may be selected for entries of a given entry-class may be restricted. For the general-attributes of entries
of the various entry-classes, the restrictions are defined in Tables 2 and 3.

list ABSTRACT-OPERATION ::= {
ARGUMENT ListArgument
RESULT ListResult
ERRORS {attribute-error | invalid-parameters-error | range-error |
security-error | sequence-number-error | service-error,
-~ 1994 extension additions -- ,
entry-class—error | ms-extension-error}
CODE op~list }
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8.2.2.1 List-argument

ListArgument ::= SET {
entry-class {0] EntryClass DEFAULT delivery,
selector [1] Selector,

requested-attributes [3) EntryInformationSelection QPTIONAL,
-~ 1994 extension --
list-extensions [4] MSExtensions OPTIONAL }

The parameters of list-argument have the following meaning:

a) Entry-class (O): This specifies which entry-class is addressed by the abstract-operation. See 6.3.1.
b) Sdlector (M): This is a set of selection criteria to determine which entries shall be returned. See 8.1:3
) Requested-attributes (O): This indicates what information from the selected entries is to be returne] in the result.

See 8.1.4. If this parameter is absent, the registered set of UA-list-attribute-defaults is used: * If no WA-registration
w3s specified when the abstract-association was established, or no UA-list-attribute-defaults are registered for the
currently active UA-registration, then the general (non UA-specific) list-attribute/defaults are used. See 8.2.5.1

(items ¢ and g). , .

d) LIt-extensions (O): This parameter altows for future general and content-§pecific extensions to listiargument. No
exftensions are defined in this part of ISO/IEC 10021,

8.2.2.2 List-resuit

Should thelrequest succeed, the list-result will be returned.

ListRgsult ::= SET {
nexy [0] SequenceNumber OPTIONAL,
reqyested [{1] SEQUENCE SIZE (I .ub-messages) OF EntryInformation OPTIONAL

~-omitted if none found--,
-~ 1994 extension. -
lisy~result-extensions [2] MSExtensiohsCOPTIONAL }

The parameters of list-result have the following meaning:

a) Next (C): This is returned in the.case where the number of entries selected would have been greater if it were not
for the limit specified in the selector. The parameter contains the sequence-number of the next entry that would
have been selected, as determined by the range order which determines the direction of searching (seg 8.1.3). ‘

entry-information\appears in the same order (ascending or descending) as the range order (se¢ 8.1.3). The

b) Requested (C): This conveys the requested entry-information (see 8.1.5) from each selected entry.| Each item of
pizaymeter is-absent if no entries were selected.

N¢ ¢xtensions are defined in this part of ISO/IEC 10021.

e L'r-result-extensions (C): This parameter allows for future general and content-specific extensions to list-result.

8.2.23 List abstract-errors

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under which the particular
abstract-errors will be reported are defined in clause 9.

8.2.3 Fetch abstract-operation

The Fetch abstract-operation is used to return selected information from a specific entry of some entry-class. Alternatively,
it is used to return selected information from the first entry from among several entries of interest; in this case the sequence-
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numbers of the other selected entries are also returned. The Fetch abstract-operation will be successful only when access to
the entry-class is permitted according to the security-context and the security-policy in force.

Information from an entry may be fetched several times, until the entry is explicitly deleted using the Delete abstract-

operation,
fetch ABSTRACT-OPERATION ::= {
ARGUMENT FetchArgument
RESULT FetchResult
ERRORS {attribute~error | fetch-restriction-error | invalid-parameters-error |
range-error | security~error | sequence~number-error | service-error,
-~ 1984 extension additions -~ ,
entry~-class~error | ms—-extension-error}
CODE op-fetch }
8.23.1 Fetch-argument
FgtchArgument ::= SET {
entry~class [0] EntryClass DEFAULT delivery,
itenm CHOICE {
search {1] Selector,
precise [2] SequenceNumber},

requested~attributes [3] EntryInformationSelection OPTIONAL¢
-- 1994 extension --
fetch—extensions [4] MSExtensions OPTIONAL }

The paramgters of fetch-argument have the following meaning:

a)
b)

d)

8.2.3.2

Eptry-class (O): This specifies which entry-class is addressed by the abstract-operation. See 6.3.1.

Iqwest sequence-number otherwise. See 8.1.3.

2 Precise (C): This is the sequence-number of the entry to be fetched. See 6.3.2.

[72]

¢ 8.1.4. If this parameter is absent, the registered set of UA-fetch-attribute-defaults is used. If no

e

and g).

etch-extensionis (O): This parameter allows for future general and content-specific extensions to
o extensions are defined in this part of ISO/IEC 10021.

7

1é
—Fetch=result

Item (M): One of the components described below shall be specified in order to determine which entry to fetch,

1) Search (C): This is a selector specifying'a set of entries. Of the entries selected (if any) the entry fetched
shall be the one with the highest sequence number if the range is defined in descending order, and that with the

quested-attributes (O): This indicates what information from the selected entry is to be returned in the result.

[JA-registration

as specified when the-abstract-operation was established, or the currently active UA-registration does not specify
A-fetch-attribute-défanlts, then the general (non UA-specific) fetch-attribute-defaults are used. Se¢ 8.2.5.1 (items

fetch-argument,

Should the request succeed, the fetch-result will be returned,

FetchResult ::= SET {
entry-information [0] EntryInformation OPTIONAL ~-if an entry was selected--,
list {1] SEQUENCE SIZE (1..ub-messages) OF SequenceNumber OPTIONAL,
next [2] SequenceNumber OPTIONAL,

-- 1994 extension -~
fetch-result~extensions [3] MSExtensions OPTIONAL }
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The parameters of fetch-result have the following meaning:

© ISO/IEC

a) Entry-information (C): This is the set of all those requested attributes that are present in the selected entry. See
8.1.5. It is not present in the case that a search was performed and no eniry was selected.

b) List (C): This is returned in the case that more than one entry matched the search selector. The list gives the
sequence-numbers of these further entries in the same order (ascending or descending) as the range order (see
8.1.3). :

9] Next (C): This is returned in the case where the number of entries selected would have been greater if it were not
for the limit specified in the selector. The parameter contains the sequence-number for the next entry that would

v n ¢ Yange order which determines the direction of searching,

d) Fetch-result-extensions (C): This parameter allows for future general and content-specifi¢)éxtgnsions to fetch-
fesult. No extensions are defined in this part of ISO/IEC 10021.

8.2.3.3 Fetch abstract-errors

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under which the particular

abstract-¢rrors will be reported are defined in clause 9.

8.2.4 Delete abstract-operation

The Deldte abstract-operation is used to delete selected entries of-a.specified entry-class. A main-entry and @il its dependent

child-entties shall only be deleted together. This is achieved by specifying just the main-entry as an argu
abstract-pperation will be successful only when the entry-clags permits deletion, and this is allowed by the
and the spcurity-policy in force,

ent. The Delete
security-context

Certain
specifie
in a dele
Delivery
applying
which a{

An attempt to delete an entry of the Delivery entry-class which has a retrieval-status of new (see

-error of new-entry-specified; the retrieval-status shall not be considered when entries of entry-c
are deleted. The retrieval-status ‘of ‘any child-entry associated with a main-entry shall not be
the Delete abstract-operation. to the main-entry. An attempt to delete an entry of the Message-1
orresponding entry exists imthe Stored-message entry-class shall result in a delete-error of stored-

.3.8) shall result
sses other than
considered when
entry-class for
ssage-exists.

ntries are not subject to deletion. An attempt to delete a child-entry shall result in a delete-err{; of child-entry-

content-type as

oldest entry, or a

’NOTE - Implemeritations may choose to prohibit the deletion of entries of the Message-log entry-class except for the
contiguous sequence that includes the oldest.
RA rs S o= ‘
ARGUMENT DeleteArgument
RESULT DeleteResult
ERRORS {deleteError | invalid-parameters—error | range-error | security-e
sequence-number~error | service-error,
-- 1994 extension additions -~ ,
entry-class—-error | ms-extension-error}
CODE op-delete }

rror |

[ prohibited, and‘
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8.24.1 Delete-argument

DeleteArgument ::= SET {

entry-class [0] EntryClass DEFAULT delivery,
items CHOICE {
selector [1] Selector,

sequence~-numbers (2] SET SIZE (1..ub-messages) OF SequenceNumber},
-~ 1994 extension --
delete-extensions [3] MSExtensions OPTIONAL '}

The parameters of delete-argument have the following meaning:

a) Entry-class (O): This specifies which entry-class is addressed by the abstract-operation. See 6.3.1.

b) Itzlms (M): One of the components described below shall be specified in order to determine which entLies to delete.
1) Selector (C): See 8.1.3.
2) Sequence-numbers (C): An unordered list of sequence-numbers. See 6.3.2.

c) Ddlete-extensions (O): This parameter allows for future general and content-specific extensions to deflete-argument.
Ng extensions are defined in this part of ISO/IEC 10021.

NOTE - The Interpersonal Messaging content-type makes use of delete-extensions as defined in 19.5.3 of ISO/IEC 10021-7.

8.2.4.2 Delete-result

Should therequest succeed, the delete-result shall be returned:

DefleteResult ::= CHOICE {

delete~result-88 NULL,
-~ 1994 extension --
delete~result-94 SET {
entries—-deleted I01 SEQUENCE SIZE(l..ub-messages) OF SequenceNumher OPTIONAL,

delete-result-extensions“[1] MSExtensions OPTIONAL 1} }
The paramegters of delete-result have the following meaning:

a) Delete-result-88 (C): This parameter is returned if a 1988 Application Context is in use.

’ b) Delete-result-94 (C): This parameter is returned if a 1994 Application Context is in use. It containp the following

cqmponents:

1) Entries-deleted (C): This identifies the entries deleted. Itis presént if the selector compone.nt was
présent in the delete-argument, and at least one entry has been deleted. It is absent otherwise.

2)\_Delete-result-extensions (C): This component allows for future general and content-specific
extensions to delete-result. No extensions are defined in this part of ISO/IEC 10021. ST

8243  Delete abstract-errors

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under which the particular
abstract-errors will be reported are defined in clause 9.
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8.25 Register-MS abstract-operation

The Register-MS abstract-operation is used to register or deregister various information with the MS, and retrieve registered
information from it;

a) auto-actions;

b) default requested attribute-types for List and Fetch;
c) credentials;

d) user-security-labels

e UA registrations;

f) submission defaults;

g

Where aj MS supports both a 1988 and 1994 Application Context for some MS-user, then registrations made using one
Applicatipn Context shall be effective when the other Application Context is in use,

NOTE - Hor example, the registered general submission-defaults registered when using a 1994 Application Context will apply to
submissions invoked in an abstract-association established using a 1988 Application Context.

feglister-MS ABSTRACT-OPERATION ::= {

ARGUMENT Register-MSArgument
RESULT Register-MSResult
ERRORS {attribute-error | auto-action-request-error ‘| invalid-parameters-error |

security-error | service-error | old~credentials-incorrectly-specified |
new-credentials~unacceptable, )

-~ 1994 extension additions -- ,
message—group-error | ms-extension~error | register-ms—-error}
CODE op-register-ms }

8.2.5.1 Register-MS-argument

Register-MSArgument ::= SET {

autd-action~registrations {0) SET SIZE (lv.ub-auto-registrations) OF AutoActionRegistrlation
OPTIONAL, ]
autd-action~deregistrations [1] SET SIZE (l..ub-auto-registrations) OF AutoActionDeregisgtration
OPTIONAL,
list-attribute-defaults {2] SET )SIZE (0..ub-default-registrations) OF ATTRIBUTE.é&id
({AttributeTable}) OPTIONAL,
fet¢h-attribute-defaults [3]",SET SIZE (0..ub-default-registrations) OF ATTRIBUTE.&id
({AttributeTable}) OPTIONAL,
chanpge—-credentials 4] SEQUENCE {
old-credentials [0] Credentials,
new-credentials {1] Credentials} OPTIONAL,
user~-security-labels {5] SET SIZE (l..ub-labels-and~redirections) OF SecuritylLabel OPTIONAL,
-~ 1994 extension -~ ]
ua~registrations [{6) SET SIZE(l..ub-ua-registrations) OF UARegistration OPTI(NAL,
submission-defaults (7] MSSubmissionOptions OPTIONAL,

message~group~régistrations [8] MessageGroupRegistrations OPTIONAL,
registration-status~request [9] RegistrationTypes OPTIONAL,
reglster-ms-extensions [10]) MSExtensions OPTIONAL }

The paramieters of register-MS-argument have the following meaning:

a) Auto-action-registrations (O): This is a set of auto-action-registration (see 6.5.2), one for each auto-action to be
registered. The new auto-action registration-parameter replaces any previously registered auto-action (if any) with
that registration-identifier and auto-action-type.

In the absence of auto-action-registrations, no new auto-actions are registered.
b) Auto-action-deregistrations (O): This is a set of auto-action-deregistration, one for each auto-action to be

deregistered. Any registered auto-action with registration-identifier and auto-action-type matching those in an auto-
action-deregistration is deregistered.
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AutoActionDeregistration ::= SEQUENCE ({
auto-action-type AUTO~ACTION.&1d ({AutoActionTable}),
registration-identifier (0] INTEGER (1l..ub-per-auto-action) DEFAULT 1 }

In the absence of auto-action-deregistrations, the existing set of registered auto-actions remains unchanged, except
where updated by auto-action-registrations,

List-attribute-defaults (O): This specifies the types of the attributes which shall be returned in any subsequently
invoked List abstract-operation if the requested-attributes argument is absent, and either no UA-registration was
specified when the abstract-association was established, or the currently active UA-registration does not specify
UA-list-attribute-defaults.

In tHe absence of list-attribute-defaults, there is no change to the registered default (if any). The. ljst-attribute-
defaglts are the empty set until explicitly changed by the MS-user via the Register-MS abstract-opefation.

NOTE 1 - In versions of this part of ISO/IEC 10021 published prior to 1994, the Set had a lower bound/of one.
invoked Fetch abstract-operation if the requested-attributes argument is absent, and'¢ither no UA-registration was

specified when the abstract-association was established, or the currently active- UA-registration does|not specify
UA-fetch-attribute-defaults.

Fetch-attribute-defaults (O); This specifies the types of the attributes which shall be returned in any ;;msequently

In the absence of fetch-attribute-defaults, there is no change to the registered default (if any). The fetch-atiribute-
defayplts are the empty set until explicitly changed by the MS-user via the-Register-MS abstract-operatiof.,

NOTE 2 - In versions of this part of ISO/IEC 10021 published prior to 1994, the Set had a lower bound of cne.

Chapge-credentials (O): This specifies a change in the credentials used in MS-bind to authenticate the identity of
the NS-user to the MS. »

The |old-credentials are the current credentials. 6f the MS-user, and the mew-credentials are thd credentials
proppsed for future use in MS-bind.

In the absence of this parameter, the previously registered credentials remain unchanged.
The tredentials of the MS-user may differ in value from the initiator-credentials detailed in 8.1.1.1.1.2 of ISO/IEC
10021-4. The credentials used between the MTS-user (the MS) and the MTS are maintained separately and may be
charjged by use of the Administration Port's Register abstract-operation. :

Usex-security-labels (0):)This contains the security-label(s) of the MS abstract-service-user, if they are t0 be
changed. User-security-labels is defined in 8.4.1.1.1.7 of ISO/IEC 10021-4,

In the absence-Of this parameter, the user-security-labels remain unchanged.

NOTE 3 ¢ Seme security-policies may permit the user-security-labels to be changed in this way only if a pecure link is
employed. Other local means of changing the user-security-labels in a secure manner may be provided.

UA-registrations (O): This specifies one or more amendments to the set of UA-registrations. If the MS-bind-
argument of the present or a subsequently established abstract-association identifies a UA-registration that was
registered by means of this parameter, then the defaults specified below, associated with that registration, shall
apply for the duration of that abstract-association; see 7.1.1 (item f).

NOTE 4 - On different occasions a user may employ different UAs to communicate with the MS.
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UARegistration ::= SET {

ua-registration-identifier [0] RegistrationIdentifier,

ua-list—attribute-defaults [1] SET SIZE(0..ub-default-registrations) OF ATTRIBUTE.&ld
({AttributeTable}) OPTIONAL,

ua-fetch-attribute-defaults {2] SET SIZE(0..ub-default-registrations) OF ATTRIBUTE.&id
({AttributeTable}) OPTIONAL,

uva-submission~defaults [3] MSSubmissionOptions OPTIONAL,

content-specific~defaults [4] MSExtensions OPTIONAL }

The components of UA-registration are as follows:

1) UA-registration-identifier (M): An identifier for this UA-registration. If the same value of UA-
reglstranon-ldennﬁer was spec1f1ed in a prev1ous mvocanon of this abstract-operauon then the

registration; otherwise a new UA-reglstratlon is created If the value of UA-registration-ig
matches that optionally present in the MS-bind-argument which established the current §
association, then the new UA-registration takes immediate effect.

If the UA-registration-identifier is the only component present in a UA-registration then po UA-
registration is recorded and any existing UA-registration bearing this UA-registration-identifier is
deleted. .

NOTE 5 - A UA-registration is likely to contain values influenced both by the design of the UA [md by
user controlled options. It may be desirable for the UA-registration-identifier to be made configurable by
the user rather than fixed in the UA implementation.

2) UA-list-attribute-defaults (O): This specifies the types of the attributes which shall be aﬁtumed
in a subsequently performed List abstract-operationif the entry-information-selection parameter is
absent. In the absence of this component, there’is no change to the UA-list-attribute-flefaults
defined for this UA-registration (if any).

3) UA-fetch-attribute-defaults (O): This-specifies.the types of the attributes which shall be feturned
in a subsequently performed Fetch abstract-operation if the entry-information-selection parameter
is absent. In the absence of this component, there is no change to the UA-fetch-attribute-fiefaults
defined for this UA-registration\(if any).

4) UA-submission-defaults(O): This specifies the submission-options parameter which shallbe used
in a subsequently performed MS-message-submission or MS-probe-submission abstract-operation
when the submission-options parameter is absent. The value draft is not permitted for the object-
entry-class component. See 8.1.6. In the absence of this component, there is no chang., to the
UA-submission-defaults defined for this UA-registration (if any) ‘

5) Content-specific-defaults (O): This specifies registrations specific to a particular content-type.
Theé definition of a content-specific default appears in the Specification for the contgnt-type
concerned. In the absence of this component, there is no change to the content-specific-defaults
defined for this UA-registration (if any).

Any-existing UA-registration omitted from UA-registrations remains unaltered. In the absence of UA-registrations,
no change is made to existing registrations,

Submission-defaults (O): If the submission-options argument of MS-message-submission or MS-probe-submission
is absent when those abstract-operations are invoked, and no UA-registration is specified when the abstract-
association is established (or that UA-registration did not specify UA-submission-defaults), or where the MS itself
performs submission while processing an auto-action, this parameter supplies defaults for the submission-options
argument. The initial state of the parameter, which is described in 8.1.6, is that all its components are absent and
assume their default values. These values persist until changed by an invocation of the Register-MS abstract-
operation. The value draft is not permitted for the object-entry-class component. In the absence of this parameter,
the value of submission-defaults is unchanged.
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Message-group-registrations (O): This specifies amendments to the set of message-group-names registered by the
MS-user which may be employed for the classification and organization of MS entries; see 6.4. An attempt to add a

value to an entry's message-group-name attribute shall result in an error unless the specified value was previously
registered by means of this parameter.

MessageGroupRegistrations ::= SEQUENCE SIZE(l..ub-default-registrations) OF CHOICE {
register-group [0] MessageGroupNameAndDescriptor,
deregister-group [1] MessageGroupName,
change-descriptors [2] MessageGroupNameAndDescriptor }
MessageGroupNameAndDescriptor ::= SET {

fessage-group-name o MessageGroupName;
hessage-group-descriptor [1] GeneralString (SIZE(l..ub-group-descriptor-length)) OBTJONAL }

The| components of message-group-registrations are as follows:

1) Register-group (O): The message-group-name specified is added to the set of registered mesgage-
groups. A message-group-name remain registered until explicitly deregistered in a subsequent
Register-MS abstract-operation. An error results from an attempt to register a message-gfoup-
name which is already registered. Where a specified message-group-name contains more thar one

group-name-part, an error results unless a registration currently exists-for that name less its final
group-name-part.

NOTE 6 - Consequently, every message-group-name that contains more than one group-name-part has a
parent message-group-name above it in the notional message-group-name hierarchy.

The message-group-descriptor is an optional component which provides an informal description
of each message-group registered.

2) Deregister-group (O): The message-group-name specified is removed from the set of message-
group-registrations. A message-group-error is reported if any child message-group-name (i.e| one
formed by adding a group-name-part;to the specified message-group-name) is currently registered.
A message-group-error is also reported if the specified message-group-name is not registered,|or is
in use, i.e. is assigned to the message-group-name attribute of any entry, or is referenced|in a
registered Auto-modify auto-action.

3) Change-descriptors (O): The supplied value of message-group-descriptor replaces the sjored
value for the message-group-name specified. A message-group-error is reported if a spedified
message-group-name is not registered.

Th¢ components.of message-group-registrations shall be applied in the order presented. In the absence of message-
gropp-registrations, no change is made to the registered set of message-group-names and descriptors.

~
)

gistration-status-request (O): This parameter is used to request information from the MS concerni

g the current
mgs of defaults and other reglstered items, The result retumed reﬂects the state of regxstered inf¢

prmation after
Dars al elements each
of whnch 1f set, requests the reglstrauon status of the correspondmg class of 1nformat10n. In the absence of this
parameter, no registration status information is requested,

RegistrationTypes ::= SET {

registrations [0] BIT STRING {
auto-action-registrations (0),
list-attribute-defaults (1),
fetch~-attribute-defaults (2),
ua-registrations {3),
submission-defaults (4),

message-group-registrations (5) }OPTIONAL,
extended~registrations ([1] SET OF MS-EXTENSION.&id OPTIONAL,
restrict-message-groups (2] MessageGroupsRestriction OPTIONAL }
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8.2.5.2

The components of registration-types have the following meaning:

1) Registrations (O): This specifies the items of registered information requested. One or
auto-action-registrations,  list-attribute-defaults,  fetch-attribute-defaults, UA-regis
submission-defaults, and message-group-registrations may be requested.

© ISO/IEC

more of
trations,

2) Extended-registrations (O): This specifies those items of extended registered information

requested.

3) Restrict-message-groups (O): If message-group-registrations is requested, this component

MessageGroupsRestriction ::= SET {
parent-group [0]) MessageGroupName OPTIONAL,
immediate~descendants-only [1] BOOLEAN DEFAULT TRUE,
omit-descriptors {2] BOOLEAN DEFAULT TRUE }

If parent-group is specified only those registered-message-groups which are children
parent-group shall be returned, i.e. those message-group-names which are formed by ad

contain a single group-name-part are returned. If omit-descriptors is true, then messag
descriptors shall be omitted from the result.

If restrict-message-groups is absent (and.message-group-registrations is requested)
registered message-group-names and descriptors are returned. Restrict-message-groups
omitted if message-group-registrations is:not specified.

MS-argument. No extensions are definedn this part of ISO/IEC 10021.

Register-MS-result

Should the request succeed, the register-MS-result shall be returned.

Regi

pter~MSResult ::= CHOICE ({

nof-status-~informatipn NULL,

-~ 1994 extension -~

registered-information SET {

of this
ing one

or more group-name-parts to the parent-group name. If immediate-descendants-only is tfue then
only those message-group-names formed by adding a single group<name-part to the parent-group
are returned; otherwise all descendant message-group-names are returned. If immediate-
descendants-only is true and parent-group is absent thenonly those message-group-names which

-group-

then all
shall be

Register-MS-extensions (O): This parameter allows for future general and content-specific extensions to register-

huto-actien-registrations [0] SET SIZE(l..ub-auto-registrations) OF AutoActionRegistration
OPTIONAL,

listratfribute~defaults {1} SET SIZE(l..ub-default-registrations) OF ATTRIBUTE{&id
({AttributeTable}) OPTIONAL,

fetch-attribute-defaults {2] SET SIZE(l..ub-default~registrations) OF ATTRIBUTE}&id
HEttributefabtet) OPFIONAL;

ua~registrations [3) SET SIZE(l..ub-ua-registrations) OF UARegistration OPTIONAL,

submission-defaults {4} MSSubmissionOptions OPTIONAL,

message-group~registrations [5] SET SIZE(l..ub-message-groups) OF
MessageGroupNameAndDescriptor OPTIONAL,
register-ms-result-extensions [6] MSExtensions OPTIONAL } }

The parameters of register-MS-result have the following meaning:

a)
b)

50

No-status-information (C): Present if registration-status-request was absent from the register-MS-argument.

Registered-information (C): This contains the information requested in the registration-status-request parameter of

the register-MS-argument. Each component of registered-information corresponds to the

similarly named

component of the register-MS-argument. The presence of an element of information is conditional upon the setting

of the corresponding component of registration-status-request, and upon the availability of a value

for that element.
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8.2.5.3

The information conveyed in the result reflects the values of the registered information subsequent to the processing
of any registrations or deregistrations requested in the register-MS-argument. The register-MS-result-extensions
component allows for future general and content-specific extensions to register-MS-result. No extensions are
defined in this part of ISO/IEC 10021.

Register-MS abstract-errors

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under which the particular
abstract-errors will be reported are defined in clause 9. In addition to those abstract-errors which arise directly (e.g., from an
invalid chanffe-credentials parameter), the MS shall gencrate an abskact-etror where a registation alfectng the subsequent

performance{of List, Fetch, or an auto-action would cause that abstract-operation or auto-action to fail.

NOTE - This pccurs, for example, where list-attribute-defaults include an unavailable attribute-type, or where an auto-actipn-registration

contains a filter which makes reference to an unavailable attribute-type.

8.2.6

Alert abstract-operation

The Alert abstract-operation enables the MS to inform the MS-user of the delivery of/a message or report, whpse attributes
malch the sdlection criteria of one of the auto-alert-registration-parameters (see 13,1) previously supplied by jmeans of the

Register-M$ abstract-operation or by subscription.

The Alert aﬂstract-operation may be invoked only during an existing abstract-association initiated by the MS-yser, and only

as aresult o

entries created after the establishment of the abstract-assgciation.

The presenct of entries which have been created between abstract-associations, and match the registered selection criteria,
shall be indicated in the result of the MS-bind abstract-operation which establishes the next abstract-association. No Alert

abstract-operation will be invoked for these entries. See 7.1:2item d).

The Alert altstract-operation will be successful only when access to the Delivery entry-class is permitted accprding to the

security-con

8.2.6.1

The parameters-of-the-alert-argument-have the-following meaning:

a)

b)

ext and the security-policy in force.

alefprt ABSTRACT~OPERATION ::= {
ARGUMENT AlertArgument
RESULT AlertResult
ERRORS {security~error}
CODE op=alert }
Alert-argument
AlertArgument) ::= SET {
alert-=registration-identifier [0] INTEGER (l..ub-auto-actions),
new-entry [2] EntryInformation OPTIONAL }

Alert-registration-identifier (M): Indicates the registration-identifier of the registered Auto-alert auto-action which
caused the alert (see 6.5.2 and 13.1),

New-entry (O): This conveys the information from the new entry which was requested in the auto-alert-registration-
parameter (see 13.1). It may be absent if the MS-user did not specify requested-attributes in the auto-alert-
registration-parameter.

NOTE - Even if requested-attributes is not specified in the auto-alert-regisiration-parameter, new-entry, if present, will indicate
the sequence-number of the entry.
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8.2.6.2 Alert-result

Should the request succeed, the alert-result will be returned.

AlertResult ::;= NULL

8.2.6.3 Alert abstract-errors

© ISO/IEC

Should the request fail, the security-error will be reported. This occurs when the abstract-operation‘ violates the security-

policy in force.

827 Modify abstract-operation

The Modify abstract-operation enables the MS-user to add or remove attributes, or individual -attribute-

ues associated

with one pr more MS entries. Only certain general-attribute-types are subject to modification using this abstract-operation
(see 11.6). Attribute-types specific to a particular content-type, and subject to modification, are defined in the relevant

Specificafion, The definition of an attribute-type which is subject to modification\may specify res
ce of the Modify abstract-operation. The Modify abstract-operation is_not standardized for|

ictions for the
use with 1988

bne of the listed
gument, shall be

state and pre reported in the modify-etror,

odify ABSTRACT-OPERATION ::= {
BRGUMENT MocifyArgument
RESULT ModifyResult
ERRORS {attribute-error | invalid-parameters-error | security-error |

sequence-number-error | service-error | modify-error | message-gro
entry~class-error | ms—-extension-error,
e =— For future extension additions --}

CODE op-modify }

8.2.7.1 Modify-argument

ModifyArgument ::= SET {
entry-class [0] EntryClass DEFAULT delivery,
éntries CHOICE {(

specified in the

ument. All modifications shall be applied to a selected entry before any modifications are ap‘ﬁ:ed to the next

their modified

ip-error |

selegctor {1] Selector

specific-entries [2] SEQUENCE SIZE(l..ub-messages) OF SequenceNumber },
modifications [3] SEQUENCE SIZE{l..ub-modifications) OF EntryModification,
modify~extensions [4) MSExtensions OPTIONAL }

The parameters of modify-argument have the following meaning:

a) Entry-class (O): This specifies the entry-class which contains the entries to be modified. If an entry-class not

subject to modification is specified then an entry-class-error is generated.

b) Entries (M): The entries to be modified are identified either by selector (see 8.1.3), or explicitly by sequence-
number. If the specific-entries component is present, the existence of each entry shall be verified before any

modifications are applied and a sequence-number-error reported if one or more does not exist.
processed in the order specified.
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c) Modifications (M): This defines a sequence of modifications, which shall be applied to each selected entry in the
order specified. The attribute-types present in the parameter shall be examined before any modifications are
applied, and an- attribute-error reported if an unsupported attribute-type, or one not subject to modification, is

specified.
EntryModification ::= SET (

strict [0] BOOLEAN DEFAULT FALSE,

modification CHQICE { ’
add-attribute [1] Attribute,
remove~attribute [2] ATTRIBUTE.&id ({AttributeTable}),
add=-values [3] OrderedAttribute,
remove—-values [4] OrderedAttribute } }

OrderedAttribute ::= SEQUENCE { ;
attribute~type ATTRIBUTE. &id ({AttributeTable}),
attribute-values SEQUENCE SIZE(l..ub-attribute-values) OF SEQUENCE {
-~ at least one must be specified ~-

value [0] ATTRIBUTE.&Type ({AttributeTable} {@attribute-type}) OPTIONAL,
position [1} INTEGER (1,.ub-attribute-values) OPTIONAL ).}
‘ The components of entry-modification have the following meaning:

1) Strict (O): This specifies whether a strict interpretation of the/modification requests shall be
followed. For each type of modification defined below, one or\thore minor error conditiops are
defined. If strict is irue, the occurrence of any of these minor errors shall cause the termination of
the abstract-operation with a modify-error. If strict is false, then the performance of the abptract-
operation shall continue regardless of the occurrence of a minor error.

2) Modification (M): This indicates the modification requested.

If add-attribute is specified, this identifies.a’new attribute to be added to the selected eptries,
which is fully specified by the argument. (f strict interpretation is requested an attempt to gdd an
already existing attribute to an entry‘causes the termination of the abstract-operation with a
modify-error. If strict interpretation'is not requested then the new attribute replaces any existing
attribute.

If remove-attribute is specified, this identifies (by its type) an attribute to be removed frgm the
selected entries. If strictinterpretation is requested an attempt to remove an attribute whichj is not

present in an entry(causes the generation of a modify-error; otherwise the abstract-opgration
continues.
‘ If add-values.is specified this identifies an attribute by the attribute-type in the argument and one

or more walues to be added to it for each selected entry. If strict interpretation is requested and an
attributeof the specified type is not already present in the entry, a modify-error is gengrated;
otherwise the attribute is created. If strict interpretation is requested, an attempt to add 4 value
which is already present in the attribute causes the generation of a modify-error; otherwjse the
wvalue is added. If strict interpretation is requested, an attempt to add a second instance of g value
to an attribute which does not permit multiple instances of the same value causes the generafion of
a modify-error; otherwise the request is ignored. I posifion 1s Speciied 1t 1den
within the sequence of attribute-values that the supplied value shall occupy. If a position is
specified which exceeds the number of attribute-values present by more than one, a modify-error

- is generated, regardless of the value of the strict parameter. If an attribute-value already occupies
the specified position, then that value, and all values which follow it, are displaced. Where
position is omitted, the new values are added to the end of the sequence of attribute-values. An
attribute's first value occupies position 1,

If remove-values is specified this identifies an attribute by the attribute type in the argument and
one or more values to be removed from it for each selected entry. If strict interpretation is
requested and the attribute is absent from the entry (or lacks any of the specified values) then a
modify-error is generated; otherwise the abstract-operation continues. If more than one attribute-
value matches a specified value, and a position component is not present, then all such attribute-
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values are removed.  If a position component is present then only the atiribute-value at that
position is removed; the value component need not be supplied and is ignored if present. If a
position is specified which exceeds the number of attribute-values present then a modify-error is
generated regardless of the value of the strict parameter. If all attribute-values are removed then
the attribute is removed from the entry.

An attribute-error is generated if add-values or remove-values is specified for a single-valued attribute-type. This
static error is detected before any modifications are applied.

d) Modify-extensions (O): This parameter allows for future general and content-specific extensions to modify-
argument. No extensions are defined in this part of ISO/IEC 10021.

NOTE - To gummarize, the following static errors are detected before any modifications are attempted:

a) entry is specified which does not exist, or belongs to an entry-class not subject to modification;

b) odification is requested for an unavailable attribute-type (i.e. one not supported by the MS or not subscribed|to by
e MS-user), or for an attribute-type not subject to modification;

c) add-values or remove-values modification is specified for a single-valued attribute-type;

d) 4 request is made to assign an unregistered message-group-name to an entry.

8.2.7.2 Modify-result

Should the tequest succeed, the modify-result shall be returned.

Mogli fyResult ::= SET { :
bntries-modified [0] SEQUENCE SIZE(l..ub-messages) OF SequenceNumber OPTIONAL,
odify-result-extensions [1] MSExtensions OPTIONAL }

The paramdters of modify-result has the following meaning:

a) Entries-modified (C): The sequence-numbers of the’entries selected for modification. Present if at Jeast one entry
was selected for modification. :

NQTE - It is possible for an entry selected for modification to remain unchanged after the modifications have bepn applied.
b) Modify-result-extensions (C): This parameter allows for future general and content-specific extensions to modify-
result. No extensions are defined.in this part of ISO/IEC 10021.

8.2.7.3 Modify Abstract-errors ‘

Should the fequest fail, one.of the listed abstract-errors shall be reported. Clause 9 defines the circumstances under which
each abstragt-error is reported.

8.3 MB-submission Port abstract-operations

The following abstract-operations are available at the MS-submission Port:

a) MS-message-submission;

b) MS-probe-submission;

) MS-cancel-deferred-delivery;
d) MS-submission-control.

These abstract-operations correspond directly to those supplied at the Submission Port of the MTS Abstract Service, but
offer additional functionality related to the storage capabilities of the MS. When an MS-message-submission abstract-
operation or MS-probe-submission abstract-operation is invoked, the MS extracts those parameters of the abstract-operation
argument which concern MS-specific activity and, where submission is requested, invokes the corresponding operation at the
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MTS Submission Port. Where submission to the MTS is not requested, the effect of the MS-message-submission abstract-
operation is to create an entry in the Draft entry-class.

8.3.1

MS-message-submission abstract-operation

The MS-message-submission abstract-operation is used to submit a message to the MTS and optionally store a copy of it,
either in the Submission-log entry-class, or in both the Submission and Submission-log entry-classes. Alternatively, the
message may be stored (without submission) in the Draft entry-class. MS-message-submission makes use of the MTS
Message-submission abstract-operation, which is defined in 8.2.1.1 of ISO/IEC 10021-4,

8.3.1.1

The paramegers of MS-message-submission-argument have the following meaning:

a)

b)

msqmessage-submission ABSTRACT-OPERATION ::= {

ARGUMENT MsSMessageSubmissionArgument

RESULT MSMessageSubmissionResult

ERRORS {submission-control-violated | element-of-service-not-subscribed, |
originator-invalid | recipient-improperly-specified | inconsistent-request |
security~error | unsupported-critical-function | remote-bind~error,

. == 1994 extension additions -~ ,
ms-extension-error | message-group-error | entry-class-=error | service-error}
CODE op-ms-message-submission }

MS-message-submission-argument

MSNessageSubmissionArgument ::= SEQUENCE {

COMPONENTS OF MessageSubmissionArgument ~- This Imported type has IMPLICIT tags| ——
~-= 1994 extension --
submission-options [4] MSSubmissionOptions OPTIONAL(}

Mjssage-submission-argument: (M): This contains, the argument of the Message-submission abstragt-operation as
defined in 8.2.1.1.1 of ISO/IEC 100214,

This part of ISO/IEC 10021 defines an ¢xtension (see 9.1 of ISO/IEC 10021-4) to the message-submission-
argument of the MTS abstract-service. This extension, forwarding-request, may be present oply if a 1988
Application Context is in use:

forwarding-request EXTENSION ::= {
SequenceNumber,
IDENTIFIED BY standard-extension:36 }

s extension is present if the MS-user requests that a delivered-message stored in the MS is to bg forwarded to
other users. It indicates the sequence-number of the entry to be forwarded. The request is processed as defined in
¢ Specification for the content-type of the forwarding message. An error in processing the forwarding-request is

TE 1.- When a 1988 Application Context is in use forwarding-request provides a mechanism for forwa
mdssage’ entries. In the 1994 Application Contexts a contcnt—spccxfxc mechamsm may be avaxlable to €
messages to incorporate the comen qE

10021-7 for an instance of use of each of these mechamsms

[ding delivered-
able submitted

Submission-options (0): This contains submission requests which are specific to MS operation (see 8.1.6). If
these indicate that submission to the MTS is requested, the MS removes this parameter from the argument before
invoking Message-submission, If the parameter is absent and the present abstract-association identified a UA-
registration in its MS-bind-argument, the submission-options are drawn from the UA-submission-defaults of that
UA-registration; see 8.2.5.1 (item g). If the parameter is absent and the present abstract-association did not identify
a UA-registration, or the UA-registration did not contain UA-submission-defaults, the submission-options are drawn
from the general (non UA-specific) submission-defaults registered by Register-MS.

NOTE 2 - Where submission-options request the creation of a draft-message entry, the message—submission—érgument must be
syntactically complete, in order to conform to the abstract-syntax of the abstract-operation.
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8.3.1.2 MS-message-submission-result

Should the request succeed, the MS-message-submission-result shall be returned.

MSMessageSubmissionResult ::= CHOICE ({
mts-result SET {
COMPONENTS OF MessageSubmissionResult -- This imported type has IMPLICIT tags =~- ,

-~ 1994 extension --
ms-message-result [4] CommonSubmissionResults OPTIONAL 1},
-~ 1994 extension =--
store-draft-result [4] CommonSubmissionResults }

The parameters

a) [TS-result (C): This is returned only if the MS-user requested submission of the message 0, the| MTS and that
- submission was successful. It contains the following components:

1) Message-submission-result (M): This contains the result of the Message<submission abgtract-
operation defined in 8.2.1.1.2 of ISO/IEC 10021-4.

2) MS-message-result (C): This contains results specific to MS opération. The componehts of
common-submission-results shall be present in the cases defined in'8.1.7.

b ere-draft-result (C): This is returned if the MS-user requested.creation of a draft-message entyy in the Draft

y-class rather than submission to the MTS. The created-entry ¢component indicates the sequencetnumber of the
newly created draft-message entry. The other components of store<draft-result are defined in 8.1.7.

8.3.1.3 MS-message-submission Abstract-er'rors

Should the request fail, one of the abstract-errors defined<in clause 9 of this part of ISO/IEC 10021, or fn 8.2.1.1.3 of
ISO/IEC 10021-4 shall be reported.

8.3.2 MS-probe-submission abstract-operation

The MS-probe-submission abstract-operation is used to submit a probe to the MTS and optionally store a cqpy of it, either
in the Subrhission-log entry-class, or in-both the Submission and Submission-log entry-classes. MS-probe-submission makes

use of the MTS. Probe-submission abstract-operation, which is defined in 8.2.1.2 of ISO/IEC 10021-4. ‘
my~probe~submission-ABSTRACT-OPERATION ::= {
ARGUMENT MSProbeSubmissionArgument
RESULT MSProbeSubmissionResult
ERRORS {submission-control-violated | element-of-service-not-subscribed |

originator-invalid | recipient-improperly-specified | inconsistent-request |
security-error | unsupported-critical-function | remote-bind-error,

ese == 1994 extension additions ~-- ,
ms~-extension-error | message~group-error | entry-class-error | service-error}
CODE op-ms-probe-submission }

8.3.2.1 MS-probe-submission-argument

MSProbeSubmissionArgument ::= SET {
COMPONENTS OF ProbeSubmissionArgument -~ This imported type has IMPLICIT tags —— ,
~- 1994 extension --
submission-options [4] MSSubmissionOptions OPTIONAL }

The parameters:of MS-probe-submission-argument have the following meaning:

a) Probe-submission-argument (M): This specifies the argument of the Probe-submission abstract-operation as
defined in 8.2.1.2.1 of ISO/IEC 10021-4,
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b) Submission-options (O): This contains submission requests which are specific to MS operation (see 8.1.6). The
MS removes this parameter from the argument before invoking Probe-submission. The object-entry-class
component of this parameter shall not contain the value draft; the relevant Specification may indicate what action
(if any) is taken concerning the MS-submission-extensions component, if one is present. If submission-options is
absent and the present abstract-association identified a UA-registration in its MS-bind-argument, the submission-
options are drawn from the UA-submission-defaults of that UA-registration; see 8.2.5.1 (item g). If the parameter is
absent and the present abstract-association did not identify a UA-registration, or the UA-registration did not contain
UA-submission-defaults, the submission-options are drawn from the general (non UA-specific) submission-defaults
registered by Register-MS.

8.3.2.2

MS -proBe-suBmlsswn-result

Should thg request succeed, the MS-probe-submission-result is returned.

MSProbeSybmissionResult ::= SET {

COMPONENTS OF ProbeSubmissionResult -- This imported type has IMPLICIT tags —-- ,
-~ 1994 extension =-
ps-probe~result {4] CommonSubmissionResults OPTIONAL }

The parameters of MS-probe-submission-result have the following meaning:

a)

=]

o]

[ ISO/IEC 10021-4.

b) IT
r¢sults shall be present in the cases defined in 8.1.7.

8.3.2.3

MS-probe-submission Abstract-errors

Should th¢ request fail, one of the abstract-errors defined in clause 9 of this part of ISO/IEC 10021, or 8.2.1

10021-4

8.3.3

shall be reported.

MS-cancel-deferred-delivery abstract-operation

robe-submission-result (M): This is the result of the Probe-submission abstract-operation as defiped in 8.2.1.2.2

S-probe-result (C): This contains results specific to MS<eperation. The components of commnjon-submission-

2.3 of ISO/IEC

The argument, result, and errors of the MS-cancel-deferred-delivery abstract-operation are identical with those of the
Cancel-defferred-delivery abstract-operation defined in 8.2.1.3 of ISO/IEC 10021-4.

If the re

ms-cancel-deferred-~delivery ABSTRACT-OPERATION ::= cancel-deferred-delivery

est for cancellation of deferred delivery is successful, the MS searches for an entry in the

Sﬁbmission and

Submissign-log enfry-classes corresponding to the submitted-message for which deferred-delivery has been cancelled. If this
entry is pfesent; the MS shall attach a deferred-delivery-cancellation-time attribute to it to record the date an

delivery

8‘3.4

ncellation occurred, and shall update the AC-report-summary attribute to record the cancellation.

d time at which

MS-submission-control abstract-operation

The argument, result, and errors of the MS-submission-control abstract-operation are identical with those of the
Submission-control abstract-operation defined in 8.2.1.4 of ISO/IEC 10021-4.

ms~submission-control ABSTRACT-OPERATION ::= submission-control
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9 Abstract-errors

This clause defines the following abstract-errors associated with using the abstract-operatlons at the Retrieval Port and MS-
submission Port:

a) Attribute error;

b) Auto-action request error;
c) Delete error;

d) Fetch restriction error;

e) AMCTIETS CITOT;
f) ge erTor;

) Sqcurity error;

h) Sequence-number error;
i) Sgrvice error;

b)) ssage-group error;

-extension error;

)] Old credentials incorrectly specified;
m) New credentials unacceptable;

Register-MS error

9.1 Error precedence

When an efror is detected during the performance-of an abstract-operation, the MS shall discontinue processing the abstract-
operation gnd return the error to the MS-user:\Where more than one error is manifest, the actual errors returned are at the
discretion ¢f the MS. ‘

NOTE - When using a 1988 Application Context, the MS is not required to discontinue processing the abstract-operation when an error is
encountered, Consequently, several abstract-errors allow more than one error to be reported.

9.2 Attribute-error

An Attribyte-error reports an attribute related problem.

attribute-error ABSTRACT-ERROR ::= {
ARAMETER SET (

problems [U] SET SIZE (I.. ub-per~entryJ OF SET {
problem {0] AttributeProblem,
type [1) ATTRIBUTE.&id ({AttributeTable}),
value [2) ATTRIBUTE.&Type ({AttributeTable} {@.typel}) OPTIONAL} }
CODE err-attribute-error }

AttributeProblem ::= INTEGER {

invalid-attribute-value (0),
unavailable-attribute-type (1),

inappropriate-matching (2},
attribute-type-not—-subscribed (3),
inappropriate-for-operation (4),

-= 19894 extensions --

inappropriate~modification {5),
single-valued-attribute (6) } (0..ub-error-reasons)
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The parameter has the following meaning:

Problems (M): The particular problems encountered. Each problem is accompanied by an indication of the attribute-type,
and, if necessary to avoid ambiguity, the value which caused the problem:

a)

b)

c)

d

g)

9.3

An Auto-aftion-request-error reports a problem related to the registration of an auto-action.

The paramgter-has the following meaning:

invalid-attribute-value: A purported attribute-value specified as an argument of the abstract-operation does not
conform to the data-type defined for the attribute-type concerned.

unavailable-attribute-type: A purported attribute-type used as an argument of the abstract-operation is not one of
those which is supported by the MS,

infippropriate-matching: The filter contains a filter-item in which an attribute is matched using a:leatching rule

(equality, ordering, substrings, or other-match) that is not defined for that attribute-type or is not\supported by the
MS.

atiribute-type-not-subscribed: An attribute-type used as an argument of the abstract-operation is not pne of those to
which the MS-user has subscribed.

NOQTE - A change in subscription is not necessarily reflected in the attributes present in.an entry created before the change.

ingppropriate-for-operation: An attribute-type used as an argument of the abstract-operation is unguitable for its
required use. : '

ingppropriate-modification: An attribute-type which is not subject to modification has been used as gn argument of
the Modify abstract-operation,

sipgle-valued-attribute: An attempt has been made to.use the Modify abstract-operation to apply ar] add-values or
remove-values modification to a single-valued attributestype.

Apto-action-request-error

agto—~action-request-error ABSTRACT~ERROR ::= {
PARAMETER SET (
problems [0] SET\SIZE (l..ub-auto~reglstrations) OF SET {
problem 0] AutoActionRequestProblem,
type {11 AUTO-ACTION.&id ({AutoActionTable})} }
CODE err~aubo-action~request-error }
AydtoActionRequestProblem ::= INTEGER {
unavailable<auto-action-type (0},

auto-action~type-not-subscribed (1),
-- 1994 _extension ~--
not=willing-to-perform (2) } (0..ub-error-reasons)

Problems (M): The particular problems encountered. Each problem is accompanied by an indication of the auto-action-type
which caused the problem:

a)

b)

©)

unavailable-auto-action-type: An auto-action-type used as an argument of the abstract-operation is not one of those
which is supported by the MS abstract-service-provider.

auto-action-type-not-subscribed: An auto-action-type used as an argument of the abstract-operation is not one of
those to which the MS-user has subscribed.

not-willing-to-perform: The auto-action registration is refused because, when executed, it would lead to an
excessive consumption of resources.
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94 Delete-error

A Delete-error reports a problem in an attempt to delete one or more entries of an entry-class.

delete-error ABSTRACT~ERROR ::= {
PARAMETER SET {

problems [0] SET SIZE (l.;ub-messages) OF SET {
problem [0] DeleteProblem,
sequence-number [1] SequenceNumberl},

-~ 1894 extension =--
entries~deleted [1]) SET SIZE (1..ub-messages) OF SequenceNumber OPTIONAL }
CODE err~delete-error }

DgleteProblem ::= INTEGER {
child~-entry-specified (0),
delete-restriction-problem (1},
~- 1994 extensions --

new-entry-specified 2),

entry~class~restriction (3),

stored-message—-exists (4) } (0..ub~error-reasons)
The parampter has the following meaning: i .
a) Problems (M): The particular problems encountered. Each problem is‘accompanied by an indication of the

sequence-number of the entry which caused the problem:
1) child-entry-specified: An attempt has been made to deletea chxld-entry

2) delete-restriction-problem: An attempt has been made to violate a restriction specified for the
Delete abstract-operation (see 8.2.4). :

3) new-entry-specified: An attempt has been 'made to delete an entry of the Delivery entry-class
which has a retrieval-status of new.

4) entry-class-restriction: An attempt has been made to delete an entry of an entry-class for [which
deletion is restricted or prohibited.

5) stored-message-exists; An-attempt has been made to delete an entry of the Message-log |entry-
class for which a corresponding entry exists in the Stored-message entry-class.

b) Fﬁtrles-deleted (C): This parameter identifies the entnes deleted before the abslract-operatlon teyminated. The ‘
parameter is absent if/fig entries were deleted.

9.5 Fetch-restriction-error

A Fetch-restriction-error reports an attempt to violate a restriction associated with the Fetch abstract-operation.

fetch-reatriction~error ARSTRACT-ERROR ss= {
PARAMETER SET {
problems [0} SET SIZE (l..ub-default-registrations) OF SET {
problem [3] FetchRestrictionProblem,
restriction CHOICE {
content-type {0] OBJECT IDENTIFIER,
eit {1] MS-EITs,
attribute-length {2} INTEGER} } }
CODE err-fetch-restriction-error }

FetchRestrictionProblem ::= INTEGER {

content-type-problem (1),
eit-problem (2),
maximum-length-problem {3) } (0..ub~error-reasons)
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The parameter has the following meaning;

Problems (M): The particular problems encountered. Bach problem is accompanied by an indication of the offending
content-type, encoded-information-type or attribute-length which caused the problem:

a) content-type-problem: The content-type of the message being fetched is disallowed by the fetch-restrictions
currently in force. :

b) EIT-problem : The encoded-information-types requested in the Fetch abstract-operation are disallowed by the fetch-
restrictions currently in force.

c) maximum-length-problem: The length of the encoding of an attribute-value being fetched exceeds. that allowed by
thg fetch-restrictions currently in force.

9.6 In['alid-parameters-error

. An Invalidtparameters-error reports an undefined problem in processing the argument of an abslract-operalon. This error
may be usefl, for example, to report that an optional parameter was present in the wrong context, or to report that a value for
one of the parameters is inappropriate. '

injalid-parameters—-error ABSTRACT-ERROR ::= {
PARAMETER NULL
CODE err-invalid-parameters-~error }

This error has a Null parameter,

9.7 Range-error

A Range-efror reports a problem related to the range specified in a selector as an argument of an abstract-operation.

rahge—error ABSTRACT~ERROR ::= {
PARAMETER SET {
problem [0] RangeProblem}

CODE err-range—-error-y
RangeProblem ::= INTEGER {
reversed ) } (0..ub-error-reasons)

’ The parameter has the following meaning:

Problem (M): The particular problem encountered. The value reversed is returned if the upper bound indicated a sequence-
number or preation-timée before that indicated by the lower bound.

This abstrth-error shall not be generated when a 1994 Application Context is in use.

2.8 Security-error

A Security-error reports that the requested abstract-operation cannot be provided because it would violate the security-
policy in force. This error is defined in 8.2.2.8 of ISO/IEC 10021-4.

9.9 Sequence-number-error

A Sequence-number-error reports a problem related to the sequence-number specified in the ai’gument of an abstract-
operation.
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sequence-number-error ABSTRACT-ERROR ::= {

PARAMETER SET {
problems [1] SET SIZE (l..ub-messages) OF SET ({
problem [0} SequenceNumberProblem,
sequence-number {1] SequenceNumber} }
CODE err-sequence-number-error }

SequenceNumberProblem ::= INTEGER {

no=-such-entry {0)} (0..ub-error-reasons)

The parameter has the following meaning:

Problems (M): The particular problems encountered. Each problem is accompanied by an indication of the sequence-

number which caused the problem. II no-such-eniry is returned the sequence-number supplied does not maic
entry of thq specified entry-class. :

9.10 Service-error

A Service-grror reports an error related to the provision of the service.

sepvice~error ABSTRACT-ERROR ::= {

SefviceErrorParameter ::= SET ({

SefviceProblem ::= INTEGER {

The paramgter has the following meaning:

a) Prioblem (M): The particular problem encountered:

b) Supplementary-information (C): This provides further details of the reported problem. It is

di

PARAMETER ServiceErrorParameter
CODE err~service-error }

problem [0] ServiceProblem,
-- 1994 extension ~--

h that of any

supplementary-information (1] GeneralString (SIZE+(I\.ub-supplementary-info-length)) |OPTIONAL }

busy (0),
unavailable Ly,
unwilling-~to-perform (2) } (0..ub-error-féasons)

1) busy: The MS, or some part of it, is too busy at present to perform the requested abstract-operation

but may be able to da so after a short while.

2) unavailable: THe-MS, or some part of it, is unavailable at present.

3) unwilling-to-perform: The MS is not prepared to execute this request because it would Igad to

excessive consumption of resources.

cretion of the MS service provider.

9.11 Message-group-error

A Message-group-error reports a problem in the use of a message-group-name,

message—-group-~error ABSTRACT-ERROR ::= {

PARAMETER MessageGroupErrorParameter
CODE err-message—-group-error }

MessageGroupErrorParameter ::= SET {
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MessageGroupProblem ::= INTEGER {

name-not-registered (0),
name~already-registered (1),

parent-not-registered (2},

group-not-empty (3),

name-in~use (4},

child-group-registered (5),

group~depth-exceeded (6) } (0..ub-error-reasons)

The parameter has the following meaning:

a) Problem (M): This identifies the problem encountered. The following problems may be indicated:

b) Nhme (M): This indicates thé message-group-name which is the subject of the abstract-error.

‘ 9.12 W

An MS-extension-error-reports a problem concerning an extension parameter presented in the argument

operation.

m

D

2

3)

4

4)

5

6)

[S-extension-error

~extension~-error ABSTRACT~ERROR ::= {
PARAMETER MSExtensionErrorParameter
CONFE,

name-not-registered: An attempt has been made to assign an unregistered message~group-nine to
an entry's message-group-name attribute using the Modify abstract-operation, or to deregister an
unregistered message-group-name using the Register-MS abstract-operation.

name-already-registered: An attempt has been made to register a message-group name which is
already registered.

parent-not-registered: An attempt has been made (o register a message-group-name comtining‘

more than one group-name-part, whose parent is not registered (where-the parent is defined ps the

name formed by omitting the message-group-name's last group-name-part).

group-not-empty: An attempt has been made to deregister a'message-group-name which is present
in at least one entry's message-group-name attribute.

name-in-use: An attempt has been made to deregister a message-group-name which is refefenced
in a registered Auto-modify auto-action.

child-group-registered. An attempt has been made to deregister a message-group-name for which
at least one child message-group-name. is currently registered (where child is defined as a|name
formed by adding one group-name-part to the message-group-name).

group-depth-exceeded: An atiempt has been made to register a message-group-name containing
more than the maximum nuniber of group-name-parts supported by the MS.

arr-ms—-extension-error }

MSExtensionBrrorParameter ::= CHOICE {

ms-extension-problem [0] MSExtensionltem,
unknown-ms—extension [1] OBJECT IDENTIFIER }

The parameter has the following meaning:

of an abstract-

a) MS-extension-problem (C): This identifies the problem encountered. The definition of an instance of an MS-
extension-problem may appear in the Specification for a given content-type.

NOTE - The MS-extension-problems specified for Interpersonal Messaging are enumerated in the IP-submission-errors
. information object set. See 19.5.2.3 of ISO/IEC 10021-7.
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b) Unknown-MS-extension (C): An extension presented in the argument of an abstract-operation is not known to the
MS. The parameter contains the Object Identifier value of the unknown extension drawn from its identifier field.

9.13 Register-MS-error

A Register-MS-error reports a problem in an attempt to register information with the MS.

register-ms—error ABSTRACT-ERROR ::= {
PARAMETER SET {
problem [0] RegistrationProblem,
registration-type [1] RegistrationTypes }
CODE err-register-ms-error }

RegistrationProblem ::= ENUMERATED ({ )
registration-not-supported (0),
registration-improperly-specified (1),
registration-limit-exceeded (2),

. == For future extension additions -- }

The parameter has the following meaning: '

a) Problem (M): The particular problem encountered. Either the requested-régistration is not one of those supported
by the MS, or the request was improperly specified, or a pragmati¢ limit has been reached in [the number of
rdgistrations that the MS is able to record.

b) gistration-type (M): This indicates the type of registration requested by the MS-user with which| the problem is
agsociated. See 8.2.5.1 (item j) for the definition of registration-types.

NOTE - Where-a different abstract-error provides a more precise description of a regisu'aﬁon problem, Register-MS-error is not reported.
9.14  Qld-credentials-incorrectly-specified
An Old-credentials-incorrectly-specified abstract-error reports that the credentials cannot be changed becduse the current

(old-) credentials were incorrectly specified. This error is defined in 8.4.2.3 of ISO/IEC 100214,

9.15  New-credentials-unacceptable

A New-crpdentials-unacceptable abstract-error reports that the credentials cannot be changed because the new-credentials‘
are unacceptable. This errof is defined in 8.4.2.2 of ISO/IEC 100214,

9.16 odify-error

A Modifyterror reports a problem in an attempt to modify the attributes of an entry.

modify-error ABSTRACT-ERROR ::= {
PARAMETER ModifyErrorParameter
CODE err-modify-error }

ModifyErrorParameter ::= SET {
entries-modified [0] SEQUENCE SIZE(l..ub-messages) OF SequenceNumber OPTIONAL,

failing~-entry [1] SequenceNumber,
modification-number [2] INTEGER,
problem [3] ModifyProblem }

The parameter has the following meaning:

a) Entries-modified (C): The sequence-numbers of the entries to which modifications were applied successfully.
Present if at least one entry was modified successfully.

64


https://iecnorm.com/api/?name=d7b855fbecd60a47d85e12bce940d02f

©ISO/IEC

b)
c)

d)

Failing-entry (M): The sequence-number of the entry for which a modification failed.

ISO/IEC 10021-5:1994 (E)

Modification-number (M): This identifies which modification, in the sequence presented in the modifications
parameter of modify-argument, caused the generation of the error, The first modification is numbered '1'

Problem (M): This identifies the problem encountered.

ModifyProblem ::= INTEGER ({
attribute-not-present (0),
value~not-present ),
attribute~or~value-already-exists (2),
invalid-position (3),
modify~restriction-problem (4)} (0..ub~error-reasons)

operation,
operation,

existed in the entry, or a value which already existed in the attribute:
4) invalid-position: The attribute contains too few values for the-modification to be valid.

5) modify-restriction-problem: An attempt has been made to violate a restriction specified
Modify abstract-operation,

If no enirles have been modified successfully and an error, other than those defined in problem occurs,

abstract-efror shall be returned. However, if some entries-have been modified successfully, the MS shall r

error which specifies the entries-modified and reports the‘error.

9.17

Hntry-class-error

An Entryiclass-error reports a problem in an attempt to address an entry-class in an abstract-operation.

The parameter-has-the-following-meaning:

a)
b)

eptry-class—error ABSTRACT-ERROR ::= {
PARAMETER EntryClassErrorParameter
CODE err-entry-class~error }

EhtryClassErroxParameter ::= SET {

entry-class\[0] EntryClass,

problem [1}] BIT STRING {
unsupported-entry-class (0),
entry-class-not-gubscribed (1),
imappropriate-entry-class (2) } }

1) attribute-not-present: The entry lacks one of the attribute-types specified as an argument

2) value-not-present: The entry lacks one of the attribute values specified as|an argument

3) auribute-or-value-already-exists: An attempt has been made to add’an attribute which ¢

of the

of the

Jiready

for the

the appropriate
eturn a modify-

Entry-class (M): This indicates the entry-class specified in the abstract-operation.

Problem (M): Either the entry-class specified is not one of those supported by the MS, or is not one of those to

which the MS-user has subscribed, or is inappropriate for the requested abstract-operation.
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Section 3 - General-attribute-types, matching-rules and auto-action-types

10 Overview

The MS information model and the attribute, matching-rule, and auto-action cdncepts are introduced in 6.3 and 6.5. Clause
11 defines the general-attribute-types which are specified for the MS. Clause 12 defines the general-matching-rules
which are specified for the MS. Clause 13 defines the general-auto-action-types which are specified for the MS.

11 General-attribute-types

The genertatlribute-typcs are valid for all message content-types. Other attribute-types, which are. content-specific, are
defined in fheir respective Specification, e.g. the IPMS-specific attribute-types for MS are defined<in clause |9 of ISO/IEC
10021-7.

11.1  Ge¢neral-attribute-types overview

mainly frop the parameters of the Message-submission, Probe-submission, Message-delivery and Report-deljvery abstract-
operations of the MTS abstract-service as defined in clause 8 of ISO/IEC 10021-4, and such attributes are cgrrespondingly
named. Some general-attributes are generated, and some of these also maintained by the MS,

The general-attributes defined for the entries of each of the entry-classes are listed\in"Tables 2 and 3, They Je constructed

Table 2 defjnes the following for each of the general-attribute-types:

— for entries of the Delivery and Delivery-log entry-classes, whether the attribute-type is always present,
conditionally present, or absent in a delivered=message entry, a delivered-report entry, or a refurned-content
entry respectively;

— for entries of the Submission and Submission-log entry-classes, whether the attribute-type is ajways present,
conditionally present, or absent in a.submitted-message entry and submitted-probe entry;

—_ for entries of the Draft entry-class, whether the attribute-type is always present, conditionally present, or absent
in a draft-message entry.

—_ whether support by ¢he*MS is mandatory or optional for entries of the Stored-message and Message-log entry .
classes;

— whether thetattribute-type is single-valued or multi-valued;

— whether values of the attribute may be returned in a List abstract-operation (and, for entries of the Delivery
entry-class only, in an Alert abstract-operation);

Table 3 defines equivalent information for entries of the Auto-action-log entry-class.
For a more detailed description of the classifications in Tables 2 and 3 refer to the conventions in 5.2.

An optional attribute-type which is supported by an MS may be available to the MS-user subject to subscription. Each
optional attribute-type may be the subject of individual subscription.

Attribute-types defined as present in a delivered-message entry may not always be present in a child-entry. The rules
governing the presence of attribute-types in child-entries may be supplemented in the Specification which defines the
content-type of the child-entry.
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11.1.1  MS support requirements for general-attribute-types

The general-attribute-types for which support by the MS is mandatory are shown in Tables 2 and 3. Where an attribute is
supported, it shall be supported in all entry-classes for which it is defined (with the possible exception of the Message-log
entry-class). All supported attributes shall be available for retrieval by the Fetch abstract-operation, and, where indicated in
Tables 2 and 3, by the List abstract-operation. Attribute-types that may be present in entries of the Delivery entry-class and
are shown in Table 2 as available for List are also available for the Alert abstract-operation,

Selection of an entry (by means of Filter) for a supported attribute-type using one of its matching rules shall be available if
support is also claimed for the matching-rule concerned.

be. See 12.5.

094, additional
generic matching-rules are deflned in this version. In 1988 Application Contexts, support for these additional generic|matches is not
prohibited. However, some MS implementations will generate an attribute-error if requested to perform a match/of this type.

11.1.2  MS-user support requirements for general-attribute-types
No requirements are placed on the MS-user for the support of any of the general-attribute-types.
NOTE - The|MS-user may employ a variety of strategies for retrieving information. for)display to the user. For example, the MS-user

may choose fo retrieve the complete message-delivery-envelope, or, alternatively, ‘may selectively retrieve attributes which are derived
-from the message-delivery-envelope. Since both approaches are valid, no one method is prescribed.
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Attribute-type name

Presence in:

Support level by
MS
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NOTE - Atiribute-types and table columns marked with an asterisk (*) are not defined for 1988 Application Contexts.
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Table 3 - General-attribute-types for the Auto-action-log entry-class
Presence
| Support Single/ | Available | Available
Attribute-type name faute | teverby | mun for for
log entry MS valued List Summarize
Auto-action-error C M S Y N
Auto-action-registration-identifier P M N Y N
Auto-action-subject-entry P M S Y N
Auto-action-type P M S Y Y
Content-type C M S .Y Y ]
Creation-time P M S Y N
Entry-type P M S Y Y
Retrieval-status P M S Y Y
Sequence-number P M S Y N
NOTE - The auto-action-log entry-class is not defined for 1988 Application Contexts
11.2  Dgscription of the general-attribute-types
The followjing subclauses contain a short description of each general-attribute-type together with its abstract-syntax using the
defined syntax of the ATTRIBUTE information object class described in 6.3.3.3;

structured

SN.1 data-types) and potentially voluminous information. Only a few general-attributes are suitable fpr use with the

NOTE - ST: general-attributes are used primarily for filtering and listing purposes while others may contain more qomplex (further

Summarize pbstract-operation.

11.2,1  AC-correlated-report-list

This generpl-attribute, which is multi-valued, identifies the delivered-report entries which have been corrglated with the
originally $pecified recipients of a submitted message or probe. The attribute contains one value for each value of the

recipient-nagme argument of the Message-submission or Probe-submission abstract-operation. Values at

numbers of relevant delivered-report entries, and the positions within their per-recipient-report-delivery-fields

corresponding

ttribute of the

positions in this attribute and in the recipient-names attribute refer to the same recipient. Each value indicateEhe sequence-

values whigh relate to that specified récipient. The attribute is generated by the MS. Subscription to this at
subscriptiop to the Auto-correlate-reports auto-action; see 13.3.

ms~dc-correlated-report~list ATTRIBUTE ::= {
ITH ATTRIBUTE-SYNTAX ReportLocation,
UMERATION malti-valued,
D id-att~ac-correlated-report-list }

ReportLocation ::= CHOICE {
no=-correlated-reports [0] NULL,
loeation [1] SEQUENCE OF PerRecipientReport }

ibute requires

PerRecipientReport ::= SEQUENCE {
report-entry [0] SequenceNumber,
position [1] INTEGER (l..ub-recipients) DEFAULT 1}

The components of report-location have the following meaning:

a) No-correlated-reports (C): No reports have been received which can be correlated with this originally specified

recipient of the submitted message or probe. This is the initial value of the attribute.

b) Location (C): Identifies the sequence-numbers of the delivered-reports and the positions of the values within their

per-recipient-report-delivery-fields attributes which relate to this originally specified recipient.

70



https://iecnorm.com/api/?name=d7b855fbecd60a47d85e12bce940d02f

© ISO/IEC ISO/IEC 10021-5:1994 (E)

The attribute is created when the message or probe is submitted and is updated as reports are delivered. The content of this
attribute is unaffected by any subsequent deletion of the delivered-report entries to which it refers.

11.2.2  AC-report-summary

This general-attribute, which is multi-valued, contains a summary of the reports requested and reports received from each
originally specified recipient of a submitted message or probe. The attribute contains one value for each value of the
recipient-name argument of the Message-submission or Probe-submission abstract-operation.  Values at corresponding
positions in this attribute and in the recipient-names attribute refer to the same recipient. The initial values of the attribute
are set according to the values of the originator-report-request specified for each recipient, and are amended as reports are
delivered. The attribute is generated by the MS. Subscription to this attribute requires subscription to the Apito-correlate-
reports auto{action; see 13.3.

ms-ackreport—-summary ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ReportSummary,
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integerOrderingMatch,
NPMERATION multi-valued,
Ip id-att-ac~report-summary }
ReportSummary ::= ENUMERATED ({
no-report-requested (0) -~ non-deldvery report suppressed -~ ,
no-report-received (1) -- non-deldvery report requested - ,
report-outstanding {(2) -- delivery report requested -- ,
delivery-cancelled (3),
delivery-report-from—-another-recipient (4),
non-delivery-report-from-another-recipient (5),
delivery~report-from-intended-recipient (6)5

non-delivery-report-from-intended-recipient (7} }
The values gf report-summary have the following meaning:

a) no-feport-requested: The suppression of non-delivery-reports was requested for this originally specified recipient
and no reports have been received. This is.apossible initial value of the attribute.

b) no-feport-received: A request for the.réporting of non-delivery was made of this originally specified|recipient and
no teports have been received. This.is a possible initial value of the attribute.

c) reppre-outstanding: A requestfor the reporting of delivery and non-delivery was made of this originally specified
recjpient and no reports have been received. This is a possible initial value of the attribute.

d) deljvery-cancelled: NoTeports shall be received because the delivery of the message was cancelled by means of the
M§-cancel-deferred-delivery abstract-operation.

e delfvery-repori-from-another-recipient: A delivery-report has been received concerning this originally specified
recipient-which indicates successful delivery of the message (or the potentially successful delivery pf the probe's
sublject-message) to another recipient (possibly following redirection or DL-expansion).

f) non-delivery-report-from-another-recipient. A non-delivery-report has been received concerning this originally
specified recipient which indicates a failure to deliver the message (or, potentially, the probe's subject message) to
another recipient (possibly following redirection or DL-expansion).

g) delivery-report-from-intended-recipient. A report has been delivered confirming delivery to this originally
specified recipient.

h) non-delivery-report-from-intended-recipient: A report has been delivered indicating non-delivery to this originally
specified recipient.

The attribute is created when the message or probe is submitted. When reports are delivered to the MS, the value of AC-
report-summary is updated if the resulting value is greater than that already recorded. This is in recognition that more than
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one report may be generated as result of PDS delivery or DL expansion. The method by which an MS determines the
intended recipient to whom a report refers is not prescribed and is therefore implementation dependent. The content of this
attribute is unaffected by any subsequent deletion of the delivered-report entries to which it refers,

NOTE - An MS which is colocated with an MTA may make use of the originally-specified-recipient-number component of per-recipient-
report-transfer-fields to determine the intended recipient who is the subject of an incoming report.

11.2.3

AC-uncorrelated-report-list

This general-attribute, which is multi-valued, identifies each of the per-recipient-report-delivery-fields which have been

correlated

recipients) It is generated by the MS. Subscription to this attribute requires subscription to the Auto-cotrel
action; seq 13.3.

ms—-pc-uncorrelated-report-list ATTRIBUTE ::= {

WITH ATTRIBUTE~-SYNTAX PerRecipientReport,
NUMERATION multi~-valued,
ID id-att-ac-uncorrelated-report-list }

The attribute is created when the message or probe is submitted, and is updated as reports of the kin

delivered.
refers.

11.24

The content of this attribute is unaffected by any subsequent deletion\of the delivered-report en

Auto-action-error

This genefal-attribute identifies the auto-action-error which occurred when a registered auto-action was app
The atu'ibJ:tc may be present only in entries of the Auto-action-log entry-class. See 6.5.3. Itis generated by

ms

11.25

Auto-acti

uto-action-error ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX AutoActignError,
NUMERATION singlervalued,

ID id-att-auto-action-error }

Auto-action-registration-identifier

This genefal-attribute indicates the registration-identifier of the auto-action whose execution is the subject of

of the aut

-action-type general-attribute. The attribute may be present only in entries of the Auto-action-log

with a submitted message or probe but which have not been correlated with any of its originally specified

e-reports auto-

described are
ies to which it

ied to an entry,
e MS.

this entry in the

n-log entry-class, The:registered auto-action is identified by this attribute combined with the corr¢gsponding valu

entry-class. See

6.5.2. It i§ generated by the MS.
ms-auvto-actien—registration-identifier ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX INTEGER,
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integerOrderingMatch,
NUMERATION single-~valued,
ID Ta=att=auto=acttiomregtstratiortdentifier—}
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11.2.6  Auto-action-subject-entry

This general-attribute indicates the sequence-number of the Stored-message entry which was the subject of the auto-action
processing recorded by the present entry. The attribute may be present only in entries of the Auto-action-log entry-class. It
is generated by the MS.

ms-auto-action-subject~entry ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX SequenceNumber,
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integerOrderingMatch,
NUMERATION gingle~valued,
ID id-att-auto~-action-subject-entry }

11.2,7 |Auto-action-type

This geneyal-attribute identifies the type of the auto-action whose execution is the subject of this entry. The|registered auto-
action is identified by this attribute combined with the corresponding value of the auto-acﬁon-registration-ijentiﬁer general-

attribute, [Che attribute may be present only in entries of the Auto-action-log entry-class. See 6.5.1. It is genegated by the MS
msqauto-action-type ATTRIBUTE ::= {
WITH ATTRIBUTE~SYNTAX AutoActionType,
EQUALITY MATCHING-RULE objectIdentifierMatch,
NUMERATION single~valued,
D id-att-auto-action-type }

11.2.8 | Child-sequence-numbers

This genaral-attribute, which is multi-valued, identifies the child-entries of a parent-entry, if such exist. It/is generated by
the MS. [t is present in a entry that has one or more child-entries associated with it. It is absent in an entry without child-
entries. See 6.3.4.

mstchild~sequence-numbers ATTRIBUTE :j&) {
WITH ATTRIBUTE~SYNTAX SequenceNumber,
NUMERATION malti-~-valued,
D id-att~child~sequence-nunbers }

11.2.9 | Content

This gengral-attribute contains/the complete content of a message as submitted by the MS-message-subthission abstract-
operation}, or as delivered by the Message-delivery abstract-operation, or as presented in the returned-contept of the Report-
delivery gbstract-operation. In this last case, the content general-attribute is created in the returned-content|child-entry, and
not in the delivered-report entry itself. See 8.2.1.1.1.37 and 8.3.1.2.1.14 of ISO/IEC 10021-4. The encoding of the content
contained in the-Octet String that constitutes this attribute shall be identical, when retrieved, to that delivered to the MS;
there is np constraint on the encoding employed for the containing Octet String itself.

mt—-content ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX Content,
NUMERATION single-valued,
ID id-att-content }

11.2.10 Content-confidentiality-algorithm-identifier

This general-attribute contains the content-confidentiality-algorithm-identifier argument of the Message-submission and
Message-delivery abstract-operations. See 8.2.1.1.1.27 of ISO/IEC 10021-4,

mt-content-confidentiality-algorithm~identifier ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX AlgorithmIdentifier,
NUMERATION single-valued,
iD id-att-content-confidentiality-algorithm—-identifier }
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11.2.11 Content-correlator

This general-attribute contains the content-correlator argument of the Message-submission, Probe-submission,
delivery abstract-operations, See 8.2.1.1.1.36 of ISO/IEC 10021-4,

mt~content-correlator ATTRIBUTE :
WITH ATTRIBUTE-SYNTAX

EQUALITY MATCHING-RULE

{
ContentCorrelator,
contentCorrelatorMatch,

NUMERATION single=-valued,
D id-att-content-correlator }
11.2,12 Cgntent-iden

© ISO/IEC

and Report-

This general{attribute contains the content-identifier argument of the Message-submission, Probe-submissio

delivery, and Report-delivery abstract-operations. It may be generated by the originator. See 8:2.1.1.1.35
100214, :
mt-corftent-identifier ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ContentIdentifier,
EQUALITY MATCHING-RULE contentIdentifierMatch,
NUMERATION single-valued,
ID id-att~content-ideritifier }

11.2.13 Cqntent-integrity-check

This general-pttribute contains the content-integrity-check argument of the Message-delivery abstract-operatior
the MS-user with a means of verifying that the content of a delivered-message has not been modified. It may

n, Message-
of ISO/IEC

; it provides
be generated

by the originator of the message. In submitted-message entries,.this information is contained in the per-recipi¢nt-message-

submission-fields attribute. See 8.2.1.1.1.28 of ISO/IEC 10021-4.

mt-corfjftent-integrity~check ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ContentIntegrityCheck,
NUMERATION single-valted,
1D id-att-content-integrity-check }

11.2.14 Cqntent-length

attribute indicates the.length of the content, in octets, of a submitted message, a submitted prf
livered message, or.the returned-content of a delivery-report. For a submitted probe, the attribute
ts of the content of the subject-message. It is generated by the MS.

This general
message, a d
length in octe

bbe, a draft-
indicates the

ms-coftent-lengbth “ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ContentLength,
ORDERING "MATCHING~-RULE integerOrderingMatch,
NUMERATION single-valued,
D id~att~-content-length }
11.2.15 Content-returned

This general-attribute indicates whether a content has been returned in the Report-delivery abstract-operation. It is generated

by the MS. See 6.3.4.

ms-content-returned ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX BOOLEAN,

EQUALITY MATCHING~RULE booleanMatch,

NUMERATION single-valued,

ID id-att-content-returned }
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11.2.16 Content-type

This general-attribute identifies the type of the content of a message, and is generated from the content-type argument of the
Message-submission, Probe-submission, Message-delivery, and Report-delivery abstract-operations. See 8.2.1.1.1.34 of
ISO/IEC 10021-4. When present in an entry of the Auto-action-log entry-class it identifies the content-type of the entry
which was the subject of auto-action processing; where that entry is a delivered-report, the presence of the attribute is
conditional. ‘

mt-content-type ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX OBJECT IDENTIFIER,
EQUALITY MATCHING-RULE objectIdentifierMatch,
NUMBRARION single—valued;
I id-att-content-type }

11.2.17 Cpnversion-with-loss-prohibited

This generaltattribute contains the conversion-with-loss-prohibited argument of the Message-submission, Prob¢-submission,
and Message-delivery abstract-operations. It indicates whether conversion with loss of -information was allowed or
prohibited by the originator. See 8.2.1.1.1.10 of ISO/IEC 10021-4,

mt~copversion-with~loss-prohibited ATTRIBUTE s:= {

WITH ATTRIBUTE-SYNTAX ConversionWithLossProhibited,

EQUALITY MATCHING-RULE integerMatch,

NUMERATION single-valued,

Ip id-att-conversion-with-loss-prohibited }

11.2.18 Converted-EITs

This general-attribute, which is multi-valued, identifies the @€ncoded-information-types of the content after cpnversion, as
indicated bj the Message-delivery abstract-operation, ™It is generated from the converted-encoded-information-types
argument of|the Message-delivery abstract-operation. It\is absent if no conversion took place. See 8.3.1.1.1.8 and 8.3.1.2.1.5
of ISO/IEC 10021-4, ‘

mt-cdnverted-EITs ATTRIBUTE ::= {
WELTH ATTRIBUTE-~SYNTAX MS=EIT,
EEUALITY MATCHING-RULE objectIdentifierMatch,
NUMERATION multi-valued,
Ip id-att-converted-EITs }

11.2.19 (reation-time
This general-attribute-indicates the time at which an entry was created in the MS. It is generated by the MS. S¢e 6.3.2.

NOTE - Twolor more consecutive entries may have the same creation-time.

ms—cr = —ATIRIBUTE = 1
WITH ATTRIBUTE-SYNTAX CreationTime,
EQUALITY MATCHING-RULE uTCTimeMatch,
ORDERING MATCHING-RULE uTCTimeOrderingMatch,
NUMERATION single-valued,
D id-att~creation~time }
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11.2.20 Deferred-delivery-cancellation-time
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This general-attribute indicates the time at which the MTS confirmed the successful cancellation of the deferred-delivery of
a previously submitted message; see 8.3.3. It is generated by the MS.

ms-deferred-delivery-cancellation~time ATTRIBUTE ::=

Def

WITH ATTRIBUTE-SYNTAX
EQUALITY MATCHING-RULE
ORDERING MATCHING-RULE
NUMERATION

iDp

prredpetiveryCancetiationfime—tw—YPEciime

DeferredDeliveryCancellationTime,
uTCTimeMatch,

uTCTimeOrderingMatch,

single-valued,
id-att-deferred~delivery~cancellation-time }

11.2.21 [Deferred-delivery-time
This general-attribute contains the deferred-delivery-time argument of the Message-submission abstrac{-operation, It
indicates the time before which a submitted message shall not be delivered to its recipient(s), See 8.2.1.1.1,12 of ISO/IEC
10021-4. Bubscription to this attribute requires subscription to the Auto-correlate-reports/auto-action; see 13.3. .
mt-geferred~delivery~time ATTRIBUTE ::= {

WITH ATTRIBUTE~SYNTAX DeferredDeliveryTime,

EQUALITY MATCHING-RULE uTCTimeMatch,

ORDERING MATCHING-RULE uTCTimeOrderingMatch,

NUMERATION single-valued,

ID id-att~deferred-delivery-time }
11.2.22 [Deletion-time
This geneyal-attribute may be present in entries of the MMessage-log entry-class, and indicates the time¢ at which the

corresponding entry in the Stored-message entry-class*was deleted. In the case of a Submission-log entry for which no

Submissio
the same v

ms-fleletion-time ATTRIBUTE :

WITH ATTRIBUTE-SYNTAX
EQUALITY MATCHING-RULE
ORDERING MATCHING-RULE
NUMERATION

ID:

DelletionTime ::= UTCTime

11.2.23

This gen

Delivered-EITs

1=

DeletionTime,
uTCTimeMatch,
uTCTimeOrderingMatch,
single-valued,
id-att~deletion~time }

n entry is created, the deletion-time attribut@ is generated when the Submission-log entry is created|and is assigned
alue as the entry's creation-time. It is genierated by the MS., See 16.1.4.

J<attribute, which is multi-valued, identifies the encoded-information-types in the content of a message as
delivered.| 'It“is generated by the MS, and is derived from the original-encoded-information-types and|the converted-

encoded-information-types arguments of the Message-delivery abstract-operation.

ms-delivered-EITs ATTRIBUTE

WITH ATTRIBUTE-SYNTAX
EQUALITY MATCHING-RULE
NUMERATION

ip

si= {

MS-EIT,
objectIdentifierMatch,
multi-valued,
id-att-delivered-EITs }

NOTE - This attribute has the same value as converted-encoded-information-types (if present); otherwise, the same value as original-
‘encoded-information-types. 1t provides a convenient way of determining, in a single operation, the EITs present in the content,
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11.2.24 Delivery-flags

This general-attribute contains information derived from the arguments of the Message-delivery abstract-operation, It
indicates whether implicit-conversion of the content is prohibited. See 8.2.1.1.1.9 of ISO/IEC 10021-4.

mt-delivery~flags ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX DeliveryFlags,
EQUALITY MATCHING-RULE bitStringMatch,
NUMERATION single-valued,

ID id-att~delivery-flags }

11.2,25 DL-expansion-history

This genergl-attribute, which is multi-valued, contains a history of distribution-list expansion. If present ip a delivered-
message, it|contains one or more distribution-list names used during the expansion process. It is‘absent if delivery to the
MS-user did not involve any expansion of a distribution-list. If present in a delivered-report, it-.contains the ofiginator name
and one or ore distribution-list names used during the expansion process. It is absent if the message, or the report's subject
message, difl not involve any expansion of a distribution-list. See 8.3.1.1.1.7 and 8.3.1.2.1:3'of ISO/IEC 1002]-4.

mt-d]l~expansion-history ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX DLExpansion,

GTHER MATCHING-RULES {redirectionOrDLExpansionMatch |
redirectionOrDLExpansionElementsMatch |
redirectionOrDLExpansionSubstringElementsMatch},
NUMERATION multi-valued,

D id-att-dl-expansion-history }

11.2.26 DL-expansion-prohibited

This genergl-attribute contains the DL-expansion-prohibited argument of the Message-submission and Probe-submission
abstract-op¢rations; it indicates whether DL-expansion within the MTS is prohibited for a recipient-name which denotes a
DL. See 8.2.1.1.1.6 of ISO/IEC 10021-4,

mt-djl~expansion~-prohibited ATTRIBUTE ::= {

ITH ATTRIBUTE-SYNTAX DLExpansionProhibited,

FQUALITY MATCHING-RULE integerMatch,

NUMERATION single-valued,

[D id-att-dl-expansion-prohibited }

11.2.27 Entry-type

This genergl-attribute identifies the type of an entry; see 6.3.6. It is generated by the MS.

ms-gntry~type ATTRIBUTE ::= {
ITH ATTRIBUTE~SYNTAX EntryType,
QUALITY MATCHING-RULE integerMatch,

Contexts --
NUMERATION single-valued,
ID id-att-entry~type }

11.2.28 Internal-trace-information
This general-attribute, which is multi-valued, documents the actions taken on the message (or probe or report) by each MTA

through which it passed as it transferred within an MD. It is generated from the Message-delivery-envelope and the Report-
delivery-envelope. See 12.2.1.1.1.4 of ISO/IEC 10021-4,

mt-internal-trace-information ATTRIBUTE ::= {

WITH ATTRIBUTE~SYNTAX InternalTraceInformationElement,
NUMERATION multi-valued,
1D id-att-internal-trace-information }
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11.2.29 Latest-delivery-time
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This general-attribute contains the latest-delivery-time argument of the Message-submission abstract-operation; it indicates

the time after which a message shall not be delivered to its recipient(s). See 8.2.1.1.1.13 of ISO/IEC 10021-4.

mt-latest-delivery-time ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX LatestDeliveryTime,
EQUALITY MATCHING-RULE uTCTimeMatch,
ORDERING MATCHING-RULE uTCTimeOrderingMatch,
NUMERATION single-valued,
ID id-att~latest~delivery-time }

11.2.30 rked-for-deletion

This generpl-attribute indicates (by its presence or absence) whether the MS-user has marked the ‘entry
deletion, $upport for this atiribute implies that the MS-user shall be able to create it or amend it by means
abstract-operation and the Auto-modify auto-action,

ms-njarked-for-deletion ATTRIBUTE ::= {
ITH ATTRIBUTE-SYNTAX NULL,
UMERATION single-valued,
D id-att-marked-for-deletion }

NOTE - Thq MS-user may use this attribute-type to support a two-stage entry deletionfunction, i.e. a 'wastebasket'.

11.2.31 Message-delivery-envelope

This genergl-attribute contains the message-delivery-envelope component of the argument of the Message-de!
operation. [See Figure 2 (part 5) of ISO/IEC 10021-4,

mt-nessage—~delivery-envelope ATTRIBUTE ::i= {
nkITH ATTRIBUTE~SYNTAX MessageDeliveryEnvelope,
UMERATION single-~valued,
1D id-att-message-delivery-envelope }

11.2.32 Message-delivery-time

for subsequent
of the Modify

livery abstract-

This genefal-attribute contains the message-delivery-time argument of the Message-delivery abstract-operation. See ‘

8.3.1.1.1.2|of ISO/IEC 10021-4.

NOTE - Theére is no general-attribute corresponding to the delivery-time parameter of the Report-delivery abstract-oper;
order to be [useful, this delivery-time must be correlated with the name of the recipient the message was delivered to
information|are preserit in the per-recipient-report-delivery-fields general-attribute.

ation, because in
Both items of

mt-pessage-delivery~time ATTRIBUTE ::= {
kITH ATTRIBUTE~-SYNTAX MessageDeliveryTime,
unPefimeMatchy

ORDERING MATCHING-RULE uTCTimeOrderingMatch,
NUMERATION single-~valued,
Ib : id-att-message~delivery-time }
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11.2.33

Message-group-name

ISO/IEC 10021-5:1994 (E)

This general-attribute, which is multi-valued, identifies the message-group-names which the MS-user has attached to an
entry; see 6.4. Support for this general-attribute implies that the MS-user shall be able to create or amend it by use of the
Modify abstract-operation and the Auto-modify auto-action. An attempt to assign a message-group-name attribute-value
which has not been registered previously by means of the Register-MS abstract-operation shall result in the generation of a
message-group-error. Each value of the attribute shall be distinct,

ms-message—-group-name ATTRIBUTE ::= {
WITH ATTRIBUTE~SYNTAX MessageGroupNanme,
EQUALITY MATCHING-RULE m$StringListMatch,
OTHER MATCHING~RULES {mSSingleSubstringlListMatch |

NOTE - The

mSStringListElementsMatch |
mSSingleSubstringListElementsMatch |

valueCountMatch},
NUMERATION multi-valued,
10 id~att-message-group-name }

‘ message-group-depth parameter of MS-bind-result; see 7.1.2 (item h).

®

11.2,.34 Message-identifier

maximum number of group-name-parts which will be present in a message-group-name may be determjned from the

This generaliattribute contains an MTS-identifier that distingnishes this message-or probe from all other submitted messages
and probes, Imd delivered messages. It contains the message-submission-identifier or probe-submission-identifier result of

the Messag

Message-deljvery abstract-operation. It is generated by the MTS. _See¢/8.2.1.1.2.1, 8.2.1.2.2,1, and 8.3.1.1.1.

10021-4.

mt-mepsage-identifier ATTRIBUTE ::= {

11.2.35

WITH ATTRIBUTE-SYNTAX MTSIdentifiery

EQUALITY MATCHING-RULE mTSIdentifierMatch, ~- rule not defined in 1988 Application
NUMERATION single-valued,

I id-att-message-identifier }

Message-notes

This generaltattribute, which is multi-valued, contains textual annotations specified by the MS-user. The me
to message-1jotes is of concern only.{o the MS-user. Support for this attribute implies that the MS-user shall be
or amend it by means of the Modify abstract-operation and the Auto-modify auto-action.

NOTE - The

conveyed by the MTS.

ms-mejssage-notes ATTRIBUTE :t:= {

-submission or Probe-submission abstract-operation, or<the message-delivery-identifier argu

ent of the
of ISO/IEC

Contexts ==

ing attached
ble to create

attribute may ‘contain keywords, annotations, or reminders chosen by the MS-user, but does not represent information

WLTH ATTRIBUTE-SYNTAX GeneralString (SIZE (l..ub-message-notes-length)),
ERUALITY MATCHING~RULE nSStringMatch,

SYBSTRINGSMATCHING—RULE mSSulestringsMatehs

NUMERATION multi-valued,

ID id-att-message~notes }
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Message-origin-authentication-check
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This general-attribute contains the message-origin-authentication-check argament of the Message-submission and Message-
delivery abstract-operations. It provides the recipient(s) of a message with a means of authenticating its origin and may be

generated

by the originator of the message. See 8.2.1.1.1.29 of ISO/IEC 10021-4,

mt-message~origin-authentication-~check ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX MessageOriginAuthenticationCheck,
NUMERATION single-valued,
iDb id-att-message-origin-authentication-check }

11.2.37
This gene

policy-id
10021-4.

nmt 4

11.2.38

This geng

Figure 2 (part 3) of ISO/IEC 10021-4,

nmt -

Message-security-label

ntifier, a security-classification, a privacy-mark, and a set of security-categories) See 8.2.1.1.1

message-security-label ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX MessageSecurityLabel,
NUMERATION single-valued,

1D id-att-message-security-label (}

Message-submission-envelope

ral-attribute contains the envelope component of the argament of the Message-submission abstract

message-submission-envelope ATTRIBUTE =1

WITH ATTRIBUTE~SYNTAX MessageSubmlssionEnvelope,
NUMERATION single~valued,
Ip id-atil~“message~submission-envelope }

pal-attribute contains the message-security-label argument of the Message-submission, Probe-submission, Message-
delivery, ermd Report-delivery abstract-operations. It comprises a set of security attributes which may inc

lude a security-
.30 of ISO/IEC

-operation. See

It contains the

d 8.2.1.2.2.2 o

11.2.39 | Message-submission-time
This general-attribute indicates the time at which the MTS accepted responsibility for the message or probe
message-§ubmission-time result of Message-submission, or the probe-submission-time result of Probe-submission, or th
message-submission-time argument of Message-delivery, It is generated by the MTS. See 8.2,1,1,2.2 an
ISO/IEC |0021-4.
mttmessage~submission-time ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX MessageSubmissionTime,

EQUALITY MATCHING-RULE uTCTimeMatch,:

ORDERING MATCHING-RULE uTCTimeOrderingMatch,

NUMBRATION single-valued,

1D id-att-message-submission-time }
11.2.40 Message-token

This general-attribute contains the message-token argument of the Message-delivery abstract-operation. It is generated by
the originator of the message. See 8.2.1.1.1.26 of ISO/IEC 10021-4. In submitted-message entries, this information is
contained in the per-recipient-message-submission-fields attribute.

mt-message~token ATTRIBUTE ::= {

WiITH ATTRIBUTE-SYNTAX MessageToken,
NUMERATION single-~valued,
Ip id~att-message~token }
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11.2.41 MS-originated

This general-attribute indicates whether the message represented by a submitted-message entry was submitted by the MS as
a consequence of the performance of an auto-action, or whether it was submitted by the MS-user. The attribute is present in
the former case and absent in the latter. It is generated by the MS,

ms—-originated ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX NULL,
NUMERATION single-valued,
iDp jd~att-ms-originated }

11.2.42 [MS-submission-error

This genefal-attribute may be present in entries of the Submission-log entry-class and indicates the error-returped by the MS-

message-spbmission or MS-probe-submission abstract-operation that caused the creation of the entry. It is generated by the
MS.

ms-pubmission—error ATTRIBUTE ::= {

WITH ATTRIBUTE~SYNTAX SubmissionError,
NUMERATION single-valued,
D id«att—ms—submissiqn-error }

SubpissionError ::= CHOICE ({
ubmission~control-violated fi1] NULL,
riginator-invalid [2] NULL,
eciplent-improperly-~specified [3] ImproperlySpecifiedRecipients,
lement-of~service-not-subscribed [4] NULL,

nconsistent-request [11] NULL,

ecurity-error [12] SecurityProblem,
nsupported-critical-function {13] NULL,

emote-bind-error {157 NULL,

ervice-error [27) ServiceErrorParameter,
essage~-group-error [30] ‘MessageGroupErrorParameter,
s-extension-error [31)\ MSExtensionErrorParameter,
bntry~class—error [347 EntryClassErrorParameter }

Each component of submission-error corresponds to one of the errors defined for the MS-message-submjssion and MS-
probe-submission abstract-operations. The tag numbers correspond to the remote error codes. See 8.3.1 and 8.3.2.

11.2.43 |Original-EITs

This genefal-attribute, whichis multi-valued, identifies the encoded-information-types in the content of the message as
submitted| or specified in\the envelope of a submitted probe. It is generated from the original-encoded-ir‘rormation-types

argument jof the Message-delivery, Report-delivery, Message-submission, and Probe-submission abstract-dperations. See
8.2.1.1.1.33 of ISO/IEC 10021-4.

mtjoriginal ~-EITs ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX MS-EIT,
—ROUALTPYMATCHENG—RULEE ohjectidentifierMateh;
NUMERATION multi-valued,

ID id-att-original~EITs }
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11.2.44 Originally-intended-recipient-name

This general-attribute contains the originally-intended-recipient-name argument of the Message-delivery abstract-operation,

and is present if the message has been redirected. See 8.3.1.1.1.4 of ISO/IEC 10021-4.

mt-originally-intended-recipient-name ATTRIBUTE ::= {
WITH ATTRIBUTE~SYNTAX ORName,
EQUALITY MATCHING-RULE oRNameMatch,
OTHER MATCHING-RULES {oRNameElementsMatch | oRNameSubstringElementsMatch |
oRNameSingleElementMatchl},
NUMERATION single-valued,
iDp id-att-originally-intended~recipient-name }
11.2.45 OQriginating-MTA-certificate

© ISO/IEC

This generpl-attribute contains the originating-MTA-certificate result of the Message-submission‘abstract-operation, It is

generated b

y the MTA to which the message was submitted. See 8.2.1.1.2.3 of ISO/IEC 10021-4,

mt-griginating-MTA~certificate ATTRIBUTE ::= {

11.2.46
This gene
Message-d
by the orig

mt.~o

11.247

NITH ATTRIBUTE-SYNTAX OriginatingMTACertificate,
NUMERATION single~valued,
LD id-att-originating-MTA-certificate \}

Driginator-certificate

-attribute contains the originator-certificate argument of the Message-submission, Probe-s
livery abstract-operations. It is generated by a trusted sourCe (e.g. a certification-authority), and
nator of the message. See 8.2.1.1.1.25 of ISO/IEC 10021-4.

riginator-certificate ATTRIBUTE ::= {

ITH ATTRIBUTE-SYNTAX OriginatorCertificate,
UMERATION single-vadued,

1D id-att~goriginator-certificate }

Driginator-name

This gener.

-attribute contains the originator-name argument of the Message-submission, Probe-submission,

delivery abjtract-operations. See 8:2.1.1.1.1 of ISO/IEC 10021-4.

mt-originator-name ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ORName,
EQUALITY MATCHING-RULE oRNameMatch,
DTHER MATCHING-RULES {oRNameElementsMatch | oRNameSubstringElementsMatch |
oRNameSingleElementMatch},
NUMERATION single-valued,
[D id-att-originator-name }

11.2.48 Originator-report-request

This general-attribute, which is multi-valued, contains the originator-report-request argument of the Message-submission
and Probe-submission abstract-operations. See 8.2.1.1.1.22 of ISO/IEC 10021-4. The ordering of the values of this attribute

matches the ordering of the values of the per-recipient-message-submission-fields attribute.

mt-originator-report-request ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX OriginatorReportRequest,
NUMERATION multi-valued,
ID id-att~originator-report-request }
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11.2.49 Originator-return-address

This general-attribute contains the originator-return-address argument of the Message-submission and Message-delivery
abstract-operations; it indicates the postal-OR-address of the originator of the message. See 8.2.1.1.1.21 of ISO/IEC
10021-4.

mt-originator-return-address ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX OriginatorReturnAddress,
NUMERATION ) single-valued,
ID id~att-originator~return-address }

11.2.50 Qther-recipient-names

This general-attribute, which is multi-valued, contains the other-recipient-names argument of the Message-dclivery abstract-
operation. See 8.3.1.1.1.6 of ISO/IEC 100214,

mt~otfher~recipient-names ATTRIBUTE ::= {

TH ATTRIBUTE-SYNTAX ORName,
. ERUALITY MATCHING-RULE oRNameMatch,
HER MATCHING-~RULES {ocRNameElementsMatch | oRNameSubstringElementsMatch |
oRNameSingleElementMatch},
NUMERATION multi~valued,
ip id-att~other-recipient~names }

11.2.51 Pprent-sequence-number

This general-attribute identifies the entry's parent-entry. It is generated by the MS. It is always present in a child-entry and
is absent in 3 main-entry. See 6.3.4.

ms-pgrent-sequence-number ATTRIBUTE ::= {
ITH ATTRIBUTE-SYNTAX SequenceNumber,
UALITY MATCHING-RULE integerMatch,
DERING MATCHING-RULE integerQfderingMatch,
UMERATION single-=valued,

id-dtt-parent-sequence~number }

11.2.52 r-message-indicators

This general-attribute comprises-various arguments of the Message-submission and (for the first two arguments) the Probe-
submission pbstract-operationss. , These include the implicit-conversion-prohibited, alternate-recipient-allowed, (disclosure-of-
other-recipignts, and contenit-return-request arguments. See Figure 2 (part 10) of ISO/IEC 10021-4,

mt-pgr-message-indicators ATTRIBUTE ::= {

ITH ATTRIBUTE-SYNTAX PerMessagelIndicators,

QUALITY MATCHING-RULE bitStringMatch,

UMERATION single-valued,

D ld-att-per-message-indicators }

11.2.53 Per-recipient-message-submission-fields

This general-attribute, which is multi-valued, contains the per-recipient-fields component of the Message-submission-
envelope. See Figure 2 (part 7) of ISO/IEC 10021-4.

mt-per-recipient-message—-submission-fields ATTRIBUTE ::= {

WITH ATTRIBUTE-~SYNTAX PerRecipientMessageSubmissionFields,
NUMERATION multi-valued,
D id-att-per~recipient-message-submission-fields }
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11.2.54 Per-recipient-probe-submission-fields

This general-attribute, which is multi-valued, contains the per-recipient-fields component of the Probe-submission-envelope.
See Figure 2 (part 8) of ISO/IEC 10021-4. ‘

mt-per-recipient-probe-submission-fields ATTRIBUTE ::= {
WITH ATTRIBUTE~SYNTAX PerRecipientProbeSubmissionFields,
NUMERATION multi-valued,
ID id~att-per-recipient-probe-submission~fields }

11.2.55 Per-recipient-report-delivery-fields

This general-attribute, which is multi-valued, contains the per-recipient-fields component of the Report-delivery-envelope.
See Figurg 2 (part 9) of ISO/IEC 10021-4, ‘

mt-per-recipient~report-delivery-fields ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX PerRecipientReportDeliveryFields,
NUMERATION multi-valued,
ID id~att-per-recipient~report-delivery-fields }
11.2.56 Priority

This genefal-attribute contains the priority argument of the Message-submission and Message-delivery abiract-operations.
If no valug for the parameter is supplied in the Message-submission or’Message-delivery abstract-operation then the attribute
is generat¢d with the default value for priority. See 8.2.1.1.1.8 of ISO/IEC 10021-4.

nt-priority ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX Priority,

EQUALITY MATCHING-RULE integerMatch;,

ORDERING MATCHING-RULE integerOrderingMatch, -~ rule not defined 1in 1988 Application|Contexts --
NUMERATION single-valued,

iD id~att-priority }

11.2.57 |Probe-origin-authentication-check

This general-attribute contains the probe-origin-authentication-check argument of the Probe-submission abttract-operaﬁon.
It provides any MTA through which the probe is transferred with a means of authenticating its origin. It may be generated
by the MS-user when originating.the probe. See 8.2.1.2.1.1 of ISO/IEC 10021-4, ‘

mt-probe-origin-authentication~check ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ProbeOriginAuthenticationCheck,

NUMERATION single-valued,

iD id-att~probe—origin-authentication-check }

11.2.58 |Probe-submission-envelope

This general-attribute contains the envelope component of the argument of the Probe-submission abstract-operation. See
Figure 2 (part 3} of ISO/IEC 10021-4. '

mt-probe-submission-envelope ATTRIBUTE :1:= {
WITH ATTRIBUTE~SYNTAX ProbeSubmissionEnvelope,
NUMERATION single-valued,
ip id-att-probe-submission-envelope }
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11,259 Proof-of-delivery-request

This general-attribute contains the proof-of-delivery-request argument of the Message-delivery abstract-operation. It may be
generated by the originator of the message. In submitted-message entries, this information may be found in the per-
recipient-message-submission-fields attribute, See 8.2.1.1.1.32 of ISO/IEC 10021-4.

mt~proof-of-delivery-request ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ProofOfDeliveryRequest,
EQUALITY MATCHING-RULE integerMatch, ~-- rule not defined In 1988 Application Contexts =-
NUMERATION single~valued,
iDp ld-att~proof-of-delivery-request }

11.2.60 Proof-of-submission

This geneml-attribute contains the proof-of-submission result of the Message-submission abstract<operation. |It provides the
MS-user with proof of submission of a message to the MTS, See 8.2,1.1.2.4 of ISO/IEC 10021-4.

mt-proof-of-submission ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ProofOfsubmission,
NUMERATION single~valued,
D id-att-proof~of-submission }

11.2.61 Recipient-names

This general-attribute, which is multi-valued, contains the recipient-name components specified in the perirecipient-fields
componenis of the Message-submission-envelope and Probe-submission-envelope. It is generated by the MS|. The ordering
of the valyes of this attribute matches the ordering of the values of the per-recipient-message-submissiont-fields (or per-
recipient-probe-submission-ficlds) atiribute. See 8.2.1.1.1.2 of ISO/IEC 10021-4.

ms-recipient-names ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ORName,

EQUALITY MATCHING-RULE oRNameMatch,

OTHER MATCHING~RULES {oRNameElementsMatch | oRNameSubstringElementsMatch |
oRNameSingleElementMatchl},

NUMERATION multi-valued,

ip id-att-recipient-names }

11.2.62 [Recipient-reassignment-prohibited

This genepal-attribute contains the recipient-reassignment-prohibited argument of the Message-submission and Probe-
submissiop abstract-operations. It indicates whether a message or probe submitted by the MS-user may be|redirected to a
recipient-gssigned-alternate-recipient registered by the intended-recipient. See 8.2.1.1.1.4 of ISO/IEC 100214,

mt-pecipient-reassignment-prohibited ATTRIBUTE ::= {

WITH-ATTRIBUTE~SYNTAX RecipientReassignmentProhibited,

EQUALITY MATCHING~RULE integerMatch,

"NUMERATION single-valued,

1D id-att-recipient~reassignment-prohibited }
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11.2.63 Redirection-history

This general-attribute, which is multi-valued, contains the history of recipient redirection(s) with reason(s) from the

© ISO/IEC

Message-delivery or Report-delivery abstract-operations. In the latter case, the redirections concern the delivery report itself

rather than the report's subject message. See 8.3.1.1.1.5 of ISO/IEC 10021-4,

mt-redirection-history ATTRIBUTE ::= {

WITH ATTRIBUTE~SYNTAX Redirection,

OTHER MATCHING-RULES {redirectionOrDLExpansionMatch |
redirectionOrDLExpansionElementsMatch |
redirectionOrDLExpansionSubstringElementsMatch |
redirectionReasonMatch},

NUMERATION multi-valued,

1D id-att-redirection-history }

11.2.64 Report-delivery-envelope

This genesal-attribute contains the report-delivery-envelope component of the argument of the Report-de]

operation. (See Figure 2 (part 9) of ISO/IEC 10021-4,

mt-geport-delivery-envelope ATTRIBUTE ::= {
ITH ATTRIBUTE-SYNTAX ReportDeliveryEnvelope,
NUMERATION single-valued,
ID id-att-report~delivery-envelope -}

11.2,65 Reporting-DL-name

This generpl-attribute contains the reporting-DL-name argument.of the Report-delivery abstract-operation. It identifies the

DL that foywarded the report to the owner of the DL. See 8.3:1.2.1.4 of ISO/IEC 10021-4.

mt-geporting-~-DL-name ATTRIBUTE ::= {

11.2.66 Reporting-MTA-certificate

This generpl-attribute contains)the reporting-MTA-certificate argument of the Report-delivery abstract-operamon. It contains

the certificpte of the MTA that generated the report. See 8.3.1.2.1.12 of ISO/IEC 10021-4.

mt-feporting-MTA~certificate ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ReportingMTACertificate,
NUMERATION single-valued,
1D id-att-reporting-MTA-certificate }

ITH ATTRIBUTE-SYNTAX ReportingDLName,
EQUALITY MATCHING~RULE oRNameMatech, -- rule not defined in 1988 Application Conte.
OTHER MATCHING-RULES {oRNameElementsMatch | oRNameSubstringElementsMatch |
oRNameSingleElementMatch},
NUMERATION single-valued,
ID td-att-reporting-DL-name }

ivery abstract-

ktg —=—

11.2.67 Report-origin-authentication-check

This general-attribute contains the report-origin-authentication-check argument of the Report-delivery abstract-operation. It

provides a means of authenticating the origin of the report. See 8.3.1.2.1.13 of ISO/IEC 10021-4,

mt-report-origin-authentication-check ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ReportOriginAuthenticationCheck,
NUMERATION single~valued,
D id-att-report-origin~-authentication-check }
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11.2.68 Retrieval-status

This general-attribute indicates the retrieval-status of an entry; see 6.3.8. If the Modify abstract-operation is available, the
MS-user shall be able to amend the attribute, provided that its existing value is listed and the replacement value is processed.
The attribute is not subject to modification by means of the Auto-modify auto-action. In an entry of the Message-log entry-
class, the attribute reflects the retrieval-status of the corresponding Stored-message entry. In an entry of the Auto-action-log
entry-class, the attribute indicates the retrieval-status of the entry itself (not that of the auto-action-subject-entry). The
attribute is created and maintained by the MS.

ms-retrieval-status ATTRIBUTE ::= {
WITH ATTRIBUTE~-SYNTAX RetrievalStatus,
U. = rMatch
(UMERATION single-valued,
D id-att-retrieval-status }

11.2.69 Security-classification

This generdl-attribute comprises the security-classification component of the message-seCurity-label. It is| defined as a
‘ separate attfibute to allow its use in the Summarize abstract-operation. See 8.5.9 of ISO/IEC 10021-4. '

mt-security~classification ATTRIBUTE ::= {
ITH ATTRIBUTE-SYNTAX SecurityClassification,
gQUALITY MATCHING-RULE integerMatch,
UMERATION single~valued,
1D id-att-security-classification }

11.2.70 Sequence-number

This general-attribute identifies the entry containing the attribute. It is allocated by the MS when the entry iy created. See
6.3.2,

ms~sequence-number ATTRIBUTE ::i= {
WITH ATTRIBUTE-SYNTAX SequengeNumber,
BQUALITY MATCHING-RULE integerMatch,
QRDERING MATCHING-RULE integerOrderingMatch,
NUMERATION single~valued,
D id-att-sequence-number }

. 11.2.71 Storage-period

This generdl-attribute indiGates the period, in seconds, for which the MS-user anticipates that storage of the entry will be
required, rejative to its€reation-time. An entry becomes subject to deletion by the Auto-delete auto-action when its storage-
period expites; see 13.4." An MS that supports this general-attribute shall support its creation and amendment py the Modify
abstract-ol‘y{ation and the Auto-modify auto-action; it shall also support the storage-time general-attribute|to which this

general-attibute~is semantically related. A given value of the storage-period attribute is equal to the{ value of the
corresponding. sforage-time minus the creation-time, expressed in seconds. The creation, modification, or deletion of the
storage-period general-attribute is reflected in the creation, modification, or deletion of the storage-time general-attribute;
i.e. the semantic link between the two is always preserved. ’ ‘

ms—-storage-period ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX StoragePeriod,
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING~RULE integerOrderingMatch,
NUMERATION single-valued,
D id-att-storage-period 1}
StoragePeriod ::= INTEGER ~~ secondg~-

NOTE - This attribute is intended for use with the Auto-modify auto-action, to enable the MS-user to add a storage-time equal to a fixed
period after entry creation to selected entries. This is not possible using storage-time directly as that attribute contains an absolute time.
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11.2.72 Storage-time
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This general-attribute indicates the date and time at which the MS-user estimates that storage for the entry will no Ionger be
required. An entry becomes subject to deletion by the Auto-delete auto-action when its storage-time is reached; see 13.4.
An MS that supports this general-attribute shall support its creation and amendment by the Modify abstract-operation and the
Auto-modify auto-action; it shall also support the storage-period general-attribute to which this general-atiribute is
semantically related. The creation, modification, or deletion of the storage-time general-attribute is reflected in the creation,
modification, or deletion of the storage-period general-attribute; i.¢. the semantic link between the two is always preserved.

ms~storage-~time ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX StorageTime,
FEQUALTTY MATCHING-RULE NTCTimeMat ch
ORDERING MATCHING-RULE uTCTimeOrderingMatch,
NUMERATION single-valued,
iD id-att-storage~time }
StokageTime ::= UTCTime

11.2.73 [Subject-submission-identifier

This general-attribute contains the subject-submission-identifier argument of théReport-delivery abstrac
indicates the message-submission-identifier or the probe-submission-identifier of the subject of the report. Se
ISO/IEC 10021-4.

-operation. It

e 8.3.1.2.1.1 of

mt-pubject~-submission-identifier ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX SubjectSubmissionIdentifier,
" |EQUALITY MATCHING-RULE mTSIdentifierMatch, ~~= /rule not defined in 1988 Applicatiqn Contexts =--
NUMERATION single-valued,
ID id-att~subject-submission-identifier }
1L.2.74 ([This-recipient-name

This gene

mt~Lhis-recipient-name ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ORName,
EQUALITY MATCHING-RULE oRNameMatch,
OTHER MATCHING-RULES {oRNameElementsMatch | oRNameSubstringElementsMatch |
oRNameSingleElementMatch},
NUMERATION single-valued,
iDp id-att-this-recipient-name }
11.2.75 |Trace-information
This genel al-atmbute, whlch is multi-valued, documents the actlons taken on the message (or probe or repo
through w ; ; : 3 ¢
Report-dehvery-envelope See 12.2.1.1.1.3 of ISO/IEC 10021—4
nmt-trace~information ATTRIBUTE ::= {
WITH ATTRIBUTE~-SYNTAX TraceInformationElement,
NUMERATION multi-valued,
ID id-att~trace-information }

T1.3  The Attribute-table information object set

al-attribute contains the this-recipient-name argument of the Message-delivery abstract-operationl, and identifies
the MS-uspr. See 8.3.1.1.1.3 of ISO/IEC 100214,

rt) by each MD

ivelope and the

'The Attribute-table information object set is used as a constraining set in this part of ISO/IEC 10021 where related fields of
ithe ATTRIBUTE information object class are referenced in the MS abstract-syntax. It comprises two object sets:
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AttributeTable ATTRIBUTE ::= {
GeneralAttributes | ContentSpecificAttributes }

The General-attributes information object set contains the general-attributes defined in this part of ISO/IEC 10021. It is
defined in Annex C. An MS implementation is not constrained to support only those general-attributes present in the
General-attributes object set.

The Content-specific-attributes information object set is an empty, extensible set. Where an MS offers support for a given
content-type, the attribute-types associated with that content-type shall be regarded as objects populating the Content-
specific-attributes object set.

conf ntSnacificittributes ATTRIBUTE v oo 1
L 3 ?

11.4  Generation of the general-attributes

This subclduse describes how the general-attributes are generated. The information is summarized in Table 4; fefinitive
attribute ddscriptions are given in 11.2. For a description of the classifications used see 5.3.
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Table 4 - Generation of the General-attribute-types

Stngle/ | Source Source
Attribute-type name multl | o rameter generated | Generation rules
. valued . by
AC-correlated-report-list M |- MS A value is generated for each
originally specified recipient,
identifying the per-recipient-report-
delivery-fields which have been
correlated with that recipient,
AC-report-summary M |- MS The initial values are the values of
Originator-report-request. [hey are
updated as reports are regeivefd. One
value is generated for each orjginally
specified recipient.
AlC-uncorrelated- M |- MS A value is generated for each per-
report-list recipient-repoftidelivery-fields which
cannot be correlated with anT
originally specified recipient.
Apto-action-error S - MS The attribute-value is the value of the
error generated as the result of auto-
action processing.
Anto-action-registration- S - MS The attribute-value is the registration-
identifier identifier of a registered auto-pction
executed by the MS.
Apto-action-subject S - MS The attribute-value is the sequence-
number of an entry to which guto-
action processing was applied
Apto-action-type S - MS The attribute-value is the typelof a
registered auto-action executefd by
the MS.
Child-sequence-numbers M |- MS A value is generated for each phild-
entry belonging to a parent-engry.
Content S content Ms, The attribute-value in the deliyered
Md or submitted message entry is|the
value of the source parameter.
returned-content Rd The attribute-value in the retuyned-
content child-entry of the deliyered-
report entry is the value of thg source
parameter.
Content-confidentiality- S content- Ms, The attribute-value is the valug of the
algorithm-identifier confidentiality- Md source parameter,
algorithm-identifier
Content-correlator S | content-correlator Ms, Ps, | The attribute-value is the valug of the
Rd source parameter,
Coment-identificr S conten-idenutier M5, P3, The atribute-vatue isthe vatue of the
Md, Rd | source parameter.
Content-integrity-check S content-integrity- Md The attribute-value is the value of the
check SOUICe parameter,
Content-length S - MS The (approximate) size of the content
in octets,
content-length Ps The attribute-value is the value of the

source parameter.
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Table 4 (continued)
Slnglt_!/ Source Source

Attribute-type name multh |y rameter generated | Generation rules

valued by

Content-returned S - MS The value is set to true if returned-
content is present in a Report-
delivery and to false if not present.

Content-type S content-type Ms, Ps, | If represented by Object Identifier,

Md, Rd | the value of the source parameter. If
represented by Integer, converted to
the corresponding Object Identifier.

Conversion-with-loss- S conversion-with- Ms, Ps, | The attribute-value is the valug of the

prghibited loss-prohibited Md source parameter.

Converted-EITs M | converted- Md A corresponding value is genefated

' encoded- from each bit that\is'set to 1 injthe
information-types built-in-encoded-information-types
component of; and from each
extended-encoded-informationttype
present in the converted-encodpd-
information-types parameter.

Creation-time S - MS The time of creation of the entfy.

Deferred-delivery- ) - MS The time at which the Cancel-

cancellation-time deferred-delivery abstract-opezation

‘ was performed.

Deferred-delivery-time S | deferred-delivery- Ms The attribute-value is the valug of the
time source parameter.

Delletion-time S |- MS Generated when the entry to which
this Message-log entry corresppnds is
deleted.

Ddlivered-EITs M | converted-encoded- MS Converted-EITs if converted-
information-types, encoded-information-types is present;
if present; Original-EITs otherwise.
original-encoded-
information-types
otherwise

Dglivery-flags S | delivery-flags Md The attribute-value is the valu¢ of the

| source parameter. If there are no
delivery-flags in the Md, generate a
default value with no flags set

DLL-expansion-history M | dl-expansion- Md A corresponding value is genefated
history from each component of the

SEQUENCE.,
originator-and-dl- Rd A corresponding value is generated
expansion-history from each component of the
SEQUENCE ———————

DL-expansion-prohibited S dl-expansion- Ms, The attribute-value is the value of the

prohibited Ps source parameter.
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Table 4 (continued)
Single/ | Source Source
Attribute-type name mult] parameter generated | Generation rules
valued hy
Entry-type S Md Argument MS The value is "delivered-message".

Rd Argument MS The value is "delivered-report”. Ifa
returned-content is present, a child-
entry which contains the returned-
content is created and given an entry-
type of "returned-content”.

Ms Argument MS The value is "submitted-message".

Ps Argument MS The value is "submitted-probg"”

Ms Argument MS The value is "draft-message"

MS The value is "auto-gction-event”
Internal-trace- M | internal-trace- Md A corresponding value is genjrated
information information Rd from each component of the
SEQUENCE:
Lrtest—delivery-time S latest-delivery- Ms The attribute-value is the vall.r of the
time sourCe parameter.
Marked-for-deletion S Modify Argument, Mod, Generated by the Modify absmLact-
Auto-modify Amod operation or the Aunto-modify jauto-
Argument action,
I\:lessage-delivery- S MegsageDelivery Md The attribute-value is the value of the
enpvelope Envelope source parameter.
Message-delivery-time N message-delivery- Md The attribute-value is the value of the
time source parameter,
Message-group-name M | Modify Argument; Mod, Generated by the Modify abstract-

Auto-modify Amod | operation or the Auto-modify jauto-

Argument action.

Message-identifier S message- Ms, The attribute-value is the value of the
submission- source parameter.,

identifier,

probe-submission- Ps

identifier,

message-delivery- Md

identifier

Message-notes M | Modify Argument, Mod, Generated by the Modify abstract-

Auto-modify Amod operation or the Auto-modify [auto-

Argument action.

Message-origin- ) message-origin- Ms, The attribute-value is the valye of the
a‘}thentication-check authentication- Md source parameter,

check

A Nlessage—secuﬁty-label S message-security- Ms, Ps, | The attribute-value is the valde of the

i label Md, Rd | source parameter.
Message-submission- S Message- Ms The attribute-value is the value of the
envelope: Submission- source parameter,

Envelope

Message-submission- S | message- Ms,Md | The atiribute-value is the value of the
time submission-time source parameter.

probe-submission- Ps The attribute-value is the value of the

time source parameter,

Message-token S | message-token Md The attribute-value is the value of the

source parameter.
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Table 4 (continued)
Single/ | Source Source
Attribute-type name multi | 5o rameter generated | Generation rules
valued by
MS-originated S - MS Set true if the MS originated this
message in auto-action processing,
MS-submission-error S MS-message- MS Generated from the ERROR returned
submission error, by the MS-message-submission or
MS-probe- MS-probe-submission abstract-
submission error operations.
QFiginal-E1Ts M origimatencoied- M5 Ps,—TATOm rated
‘ information-types Md, Rd | from each bit that is set to, Iin the
built-in-encoded-informationttypes
component of, and.from eac
extended-encoded-informatign-type
present in the©riginal-encod¢d-
information-types parameter.
QOriginally-intended- S originally- Md The attribute-value is the valyie of the
recipient-riame intended-recipient- source parameter.
name
iﬁginating-MTA- S originating-mta- Ms The attribute-value is the valpe of the
rtificate certificate source parameter
riginator-certificate S | originator- Ms, Ps;. | The attribute-value is the valpe of the
certificate Md source parameter.
(Triginator—name S originator-name Ms, Ps, | The attribute-value is the valipe of the
Md source parameter.
(Triginator-report-request M | originator-repott- Ms, The attribute-value is the valpe of the
request Ps source parameter
Qriginator-return-address S originatorsreturn- Ms, Md | The attribute-value is the valpe of the
address source parameter
Other-recipient-names M | other-fecipient- Md A corresponding value is gerjerated
names from each component of the
SEQUENCE.
Rarent-sequence-number ) - MS When creating a child-entry|this
attribute is generated with the
corresponding parent-entry's
sequence-number as value.
Per-message-indicators S per-message- Ms, The attribute-value is the vajue of the
indicators Ps source parameter, If absent from Ms
or Ps, generate a zeroed bit gtring by
default.
Per-recipient-message- M | PerRecipient- Ms The attribute-value is the value of the
ubmission-fields Message- source parameter
1 SubmissionFields
Per-recipient-probe- M | PerRecipient- Ps The attribute-value is the value of the
submission-fields Probe- source parameter
SubmissionFields
Per-recipient-report- M | per-recipient- Rd A corresponding value is generated
delivery-fields fields from each component of the
SEQUENCE.
Priority S | priority Ms, The attribute-value is the value of the
Md SOurce parameter.
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Table 4 (concluded)
Single/ | Source Source
Attribute-type name multl | o rameter generated | Generation rules
valued : by
Probe-origin- S probe-origin- Ps The attribute-value is the value of the
authentication-check authentication- source parameter.
check .
Probe-submission- S ProbeSubmission- Ps The attribute-value is the value of the
envelope Envelope source parameter
Proof-of-delivery-request S proof-of-delivery- Md | The atribute-value is the value of the
req!!gs,t _ se.‘.n:ee.ﬁafa.me{er—] -
Broof-of-submission S | proof-of- Ms The attribute-value is the-valjie of the
submission source parameter
Recipient-names M | recipient-name Ms The attribute-valug is the valjie of the
Ps source parameter
Recipient-reassignment- S recipient-reassign Ms, The attribute-valie is the valpe of the
prohibited ment-prohibited Ps source parameter
Redirection-history M | redirection-history | Md,Rd | A corresponding value is generated
from ‘each component of the '
SEQUENCE.
Report-delivery-envelope | S | ReportDelivery Rd The attribute-value is the valyie of the
Envelope source parameter, »
Reporting-DL-name S | reporting-dl-name Rd The attribute-value is the valye of the
source parameter.
Reporting-MTA- S reporting-MTA- Rd The attribute-value is the valpe of the
certificate certificate source parameter.
eport-origin- S report-origin- Rd The attribute-value is the valpie of the
;}whenticalion-check authentication source parameter,
check o
Retrieval-status S - MS Generated when the entry is ¢reated;
given the value 'new’.
Sgcurity-classification ) security- Md The attribute-value is the valye of the
classification Rd source parameter.
Sjorage-period S Modify Argument, Mod, Generated by the Modify abstract-
Auto-modify Amod | operation or the Auto-modif{:uto-
Argument action, Storage-time is generated at
the same time,
Sjorage-time S Modify Argument, Mod, Generated by the Modify abstract-
Auto-modify Amod | operation or the Auto-modify| auto-
Argument action. Storage-period is generated at
the same time. nr
Skquence:number s |- MS When creating an entry, the NIS
assigns a unique value for thi
attribute in ascending order,
Subject-submission- S subject- Rd The attribuie-value is the value of the
identifier submission- source parameter.
identifier
This-recipient-name S this-recipient- Md The attribute-value is the value of the
name source parameter, ‘
Trace-information M | trace-information Md A corresponding value is generated
Rd from each component of the

SEQUENCE.
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11.5  Attribute-types subscription

Attribute-type subscription is a local matter. If the attribute-type subscription is changed so that fewer attribute-types are
subscribed to, then the MS-user may continue to have access to all attributes originally subscribed to for messages present in
the MS at the time the subscription was changed. The handling of attributes for which subscription has been cancelled is a
local matter. Similarly, when a new attribute is subscribed to, the MS-user may not have access to this attribute for messages
present in the MS at the time the subscription was changed.

11.6  General-attribute-types subject to modification

Of the gengral-attribute-types, only those listed below are subject to modification by the Modify abstract-dperation, and,
except for retrieval-status, by the Auto-modify auto-action. With the exception of retrieval-status, whete, an MS supports
one of thes¢ attributes, it shall support its modification by the Modify abstract-operation.

a) Marked-for-deletion
b) Message-group-name
c) Mgssage-notes

d) Rdtrieval-status

e) Storage-period

D Strage-time

Details of dontent-specific attributes that are subject to modification aré.given in the Specification which defings the content-
type concemned.

12 General matching-rules

are conten{-specific, are defined in the relevant Specification. Some of the rules are based on matching-ryles defined in
ISO/IEC 9§94-2 and ISO/IEC 9594-6. The MATCHING-RULE information object class used in this part of ISO/IEC 10021
is describeq in 6.3.9.3. '

The genergl-matching-rules may be applied to the atiributes of an entry of any content-type. Other matchig:-rules, which

12.1 S-string syntax
The attribufe-syntax of some attribute-types allows the same information to be represented in different forms:
— as|either a Numieric String or Printable String;

— agleitheraPrintable String or Teletex String.

For the stapdard attributes of OR-address, these alternative forms of representation are listed in Table 9 of ISO/IEC 10021-2.
It is convenient to define an ASN.1 syntax for specifying these optional forms in matching-rule-assertions:

Msstring {INTEGER : maxSize} ::= CHOICE ({
printable PrintableString (SIZE (1..maxSize)),
teletex TeletexString (SIZE(l..maxSize)),
general GeneralString (SIZE (l..maxSize)),
universal UniversalString (SIZE(l..maxSize)),
bmp BMPString (SIZE (l..maxSize)) }

When the MS-string type is used as the assertion-syntax in a matchmg-rule-assemon, the choice of string types is confined to
that represented in the attribute-syntax of the attribute under test.

95


https://iecnorm.com/api/?name=d7b855fbecd60a47d85e12bce940d02f

ISO/IEC 10021-5:1994 (E)

©ISO/IEC

Constraints on the set of Universal String characters that may be present in an MS-string will be laid down in Specifications
which define attribute-types with an attribute-syntax of Universal String. No such attribute-types are defined in this part of
ISO/IEC 10021.

12.2  String matching-rules

In the matching-rules specified in 12.2.1 to 12.2.9, the following spaces are not regarded as significant:

- leading spaces (i.e. those preceding the first printing character);

- trpiling spaces (i.e. those following the last printing character);

- nfultiple consecutive internal spaces (these are taken as equivalent to a single space character),

In the matfhing-rules to which these apply, the strings to be matched shall be matched as if the insignificant spaces were not

present in

The following rules also apply:

Space and those used for code extension procedures;

Where thej

Teletex String), the comparison proceeds as normal so long as.the corresponding characters are in both ¢

compariso

12.21

e Non-spacing underline graphic character shall be considered insignificant, as shall all control f]

e choice between different encodings of the same character shallybe considered insignificant.

n is based on the equivalence of the characters andthe choice of encoding is ignored. Otherwise m

MS-string-match

The MS-s
case (up

NOTE -In

3

The rule 1

identical {except that‘the case shall be ignored), Where the attribute-type allows the choice between

character §

ring-match compares for equality a presented string with attribute-values of type MS-string witho
or lower) of the strings (e.g., "Dundee" and "DUNDEE" match).

ome: languages, the concept of distinct upper-case and lower-case letters does not exist.

EstringMatch MATCHING-=RULE ::= { .
SYNTAX MSstring {ub~msstring-match}
b ig-mr-msstring-match }

either string. A value which contains only space characters is regarded as containing la single significant space.

inctions except

acter sets; the
tching fails.

strings being matched are of different ASN.1 character string types (e.g., a presented Printable Str{:g and a stored
hi

ut regard to the

tring types, the comparison is based on the equivalence of the characters and the choice of encodin

fferent ASN.1
is ignored.

eturas frue if;-and only if, the strings have the same number of characters and correspondinﬁﬁcharacters are

12.2.2

MS-string-ordering-match

The ‘MS-string-ordering-match compares the collation order of a presented string with attribute-values of type MS-string
without regard to the case (upper or lower) of the strings.

mSStringOrderingMatch MATCHING-RULE ::= {
SYNTAX Msstring {ub~msstring-match}
1D id-mr-msstring-ordering-match }

The rule returns true if, and only if, some value of the attribute is 'less’ or appears earlier than the presented value, when the
strings are compared using the normal collation order for their syntax after lower-case letters in both strings have been
replaced by their upper-case equivalents,
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NOTES

1. For example, the rule returns frue where a presented value of "Falkirk" is compared with an attribute containing the values
"Glasgow" and "Edinburgh”, since the value "Edinburgh" is 'less than' the presented value,

2. The definition of normal collation order may be the subject of National Decision.

12.2.3 MS-substrings-match

The MS-substrings-match determines whether a presented value is a substring of some value of an attribute of type MS-

string wiIurumﬂ-m-thrmv(uwn-m—wa) of thestrings:
SubstringsMatch MATCHING-RULE ::= {

SYNTAX SubstringAssertion

iDp id~-mr~ms~substrings-match }
SphbstringAssertion ::= SEQUENCE OF CHOICE {

initial [0} MSString {ub-msstring-match},

any f1] MSString {ub-msstring-match},

final (2] MSString {ub-msstring-match} }

-- at most one initial and one final component --

For a subpiring value to match, the specified substrings must appear in the dsserted order. The substrings shall be non-
overlapping, and may (but need not) be separated from the ends of the atiributé-value and from one another py zero or more
string elements.

If initial is present, the substring shall match the initial string of the value; if final is present, the substring shall match the
final subsfring of the value; if any is present, the substring shall match any substring in the value. Each subsjring is matched
according|to the MS-string-match rule.

For a conjponent of substring-assertion to match a portion-of the attribute-value, corresponding characters mpst be identical,
except in|regard to case. Where the attribute-type allows the choice between different ASN.1 character §tring types, the
comparisqn is based on the equivalence of the characters and the choice of encoding is ignored.
NOTE - Fqr example, the rule returns true where 4 presented value containing initial "mes", any "age" and final "ore" [is compared with

an attribut¢ containing the value "Message Store”.

12.2.4 | MS-single-substringsmatch

The MS-dingle-substring-match determines whether a presented string is a single substring of some value gf an attribute of
type MS-string without.régard to the case (upper or lower) of the strings.

nsSingleSubstringMatch MATCHING~RULE ::= ({
SYNTAX Msstring {ub-msstring-match}
D id-mr-ms~single~substring~-match }
The rule fs-iden S-substrings-match-rule,excep y component of

the substring-assertion; the initial and final components are absent.
NOTE - For example, the rule returns rue when a presented value of "Age" is compared with an attribute containing the value "Message
Store".

1225 MS-string-case-sensitive-match

The MS-string-case-sensitive-match compares for equality a presented string with atiribute-values of type MS-string.

mSStringCaseSensitiveMatch MATCHING-RULE ::= {
SYNTAX MsSString {ub-msstring-match}
1D id~mr-msstring-case~sensitive-match }
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NOTE - For example, the rule returns true for a presented value of "CaSe® if and only if that value is compared with an atmbute

containing the value "CaSe".

12.2.6 MS-string-list-match

The MS-string-list-match compares for equality a presented sequence of strings with attribute-values which are sequences

of MS-string without regard to the case (upper or lower) of the strings.

1=
SYNTAX SEQUENCE OF MSString {ub-msstring-match}
iD id-mr-msstring-list-match }

The rule geturns true if, and only if, the number of strings in each is the same, and corresponding’ strings match using the

MS-stringt match matching-rule.

NOTE - F¢r example, the rule returns frue when a presented value of "ms projects+milestones+announcements" is compared with an

attribute cgntaining the value "MS Projects+Milestones+Announcements” (where “+" separates the'stfings in the sequeng

12,27 |MS-string-list-elements-match

The MS-sgring-list-elements-match determines whether a presented sequénce of sirings is a leading subset

e).

of the sequence

of strings present in some value of an attribute containing sequences of MS-string without regard to the case (upper or lower)

of the stritLgs.
mpStringListElementsMatch MATCHING-RULE ::= {
SYNTAX SEQUENCE OF MSString {ub-msstring-match}
ip id-mr-msstring-list-elementsg>match }

(beginnin

The rule ¥ identical to the MS-string-list-match ruleexcept that strings are matched in the order presented
(ie.then

mber of strings in the presented sequence shall be less than or equal to the number of strings in the

in the sequence

with the first string in each sequence);and the rule returns true when all strings in the presented sequence match

stored value).

NOTE - Fgr example, the rule returns frue when a presented value of "ms projects+milestones” is compared with an atfribute containing

the value "MS Projects+Milestones+Announcements” (where "+" separates the strings in the sequence).

12.2.8 |MS-single-substring-list-match

The MS-single-substring-list-match determines whether each siring in a presented sequence is a single sybstring of each

correspongling stringin a sequence that constitutes some value of an attribute containing sequences of MS
regard to the case (upper or lower) of the strings.

SirigleSubstringlListMatch MATCHING-RULE ::= {

-string, without

SYNTAX SEQUENCE OF MSString {ub-msstring-match}

iD id-mr-ms-single~substring~list-match }

The rule returns frue if, and only if, the number of strings in each is the same, and corresponding strings match usmg the

MS-single-substring-match rule.

NOTE - For example, the rule returns true when a presented value of "projects+miles+ounce” is compared with an attribute containing

the value "MS Projects+Milestones+Announcements” (where "+" separates the strings in the sequence).
) _ 8 q
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12.2.9 ~ MS-single-substring-list-elements-match

The MS—single-substring-list-eleinents-match determines whether a presented sequence of single substrings is a subset of

the sequence of strings present in some value of an attribute containing sequences of MS-string, without regard to the case
(upper or lower) of the strings.

mSSingleSubstringlistElementsMatch MATCHING-RULE ::= {
SYNTAX SEQUENCE OF MSString {ub-msstring-match}
ID id-mr-ms-single-substring-list-elements-match }

The rule is identical to the MS-single-substring-list-match rule except that strings are matched in the order presented in the
sequence (beginning with the first string in each sequence), and the rule returns frue when all strings in the presented

sequence match (i.e. the number of strings in the presented sequence shall be less than or equal to the numbér of strings in
the stored value).

NOTE - For pxample, the rule returns true when a presented value of "ms+stones"” is compared with an attributé-containing the value "MS
Projects+Milestones+Announcements” (where "+" separates the strings in the sequence).

This part ¢f ISO/IEC 10021 makes use of the following syntax-based matching-riles defined in ISO/IEC 9594-2 and
ISO/IEC 9494-6: Bit String Match, Object Identifier Match, Distinguished Name Match, Boolean Match, Integer Match,
Integer Ordering Match, Octet String Match, UTC Time Match, UTC Time Ordermg Match, and Presentation Address
Match. In gddition to these a Value-count matching-rule is defined.

NOTE - ThelInteger Match rule defined in ISO/IEC 9594-6 is also applied here to Enumerated types.

The value-gount-match determines whether the number of values present in an attribute of an entry is equal [to a presented
Integer.

valueCountMatch MATCHING-RULE ::= {
SYNTAX INTEGER (1..ub-attribute-values)
ID id-mr-value-count-match }

The rule refurns true if, and only if, the nominated attribute contains a number of values equal to the presented| Integer.

NOTE - This rule could be used in a filtér that selects entries which belong to a given message-group to identify those entries which
belong only o that message-group.

12.4  Matching-rules for'complex Message Store attributes

The compdnents of an,OR-address are defined in clause 18 of ISO/IEC 10021-2 as standard attribute typ¢s and domain
defined atjribute-types (but are not formally defined as instances of the ATTRIBUTE information object|class). Many
standard atfribute types are complex data-types (e.g., personal-name) and are not always suitable for matching as complete
units. For [thisreason, the standard attribute types are broken into their primitive components which are refefred to as OR-
address elements in this part of INO/IEC TOUZT.

NOTE - Thus the standard attribute type personal-name comprises the four OR-address elements surname, given-name, mmals, and
generation-qualifier.

124.1 OR-address-match

The OR-address-match rule compares for equality a presented value with attribute-values of type OR-address.

oRAddressMatch MATCHING~RULE ::= {
SYNTAX ORAddress
ID id-mr-oraddress-match }
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The rule returns true if the presented value and at least one value of the stored attribute both contain the same number of
OR-address elements of the same type, and corresponding elements match, Otherwise matching fails.

Matching of elements is performed according to the following rules, which reflect the rules for Attribute List Equivalence
defined in ISO/IEC 10021-2,

a) All elements are matched using the MS-string-match rule, except for:
1) terminal-type, which is matched using Integer Match;

2) the extended form of network-address. The E163-4-address alternative is matched using the MS-
€SS alternative is matched using Ihe Presen \ddress

b) here the value of an element may be a Numeric String or an equivalent Printable String, either fofm of presented
ue shall match ¢ither form of stored value.

OTE 1 - For administration-domain-name, private-domain-name, and postal-code the same.numeric value mpy be represented
either a Numeric or Printable String.

c) e equivalence rule between the X.121 and ISO 3166 forms of the country-name element shall apply (see ISO/IEC
10021-2).

OTE 2 - As a local matter, where X.121 allocates more than one number 0 a country, these may be regarded as equivalent.

d) here the value of an element may be a Printable String/0r an equivalent Teletex String, or both} either form of
sented value shall maich either form of stored value.{ /Where both forms are present (in the presented value, or
sfored value, or both) then matching of the element succeeds if the matching of at least one form sucpeeds.

OTE 3 - For example, the organization-name elementay be present as a built-in-standard-attribute (a Printgble String), or as
extension-attribute (a Teletex String), or as both."Similarly, the common-name element may be present as gither, or both, of
two extension-attributes: common-name (a Printable String), and teletex-common-name (a Teletex String).

e) e type and value components of adomain-defined-attribute element may be a Printable String gr an equivalent
eletex String value pair; either form'of presented value pair shall match either form of stored value [pair.

f) order of elements is not significant, except for the elements derived from organizational-unit-names, which
ust appear in the same order in the presented value and stored value.

NOTE 4 -|As a local matter, where an MS has specific knowledge of certain domain-defined-attributes, it may apply additional rules
which attagh significance to the punctuation characters, the case of letters, or the relative order of those domain-defined-attributes.

NOTE 5 - [An MD maydmpose additional rules for matching based on local equivalence rules upon the attributes it Isigns to its own
users and PLs. The MS may utilize local information about the equivalence of attribute-values or combinations of vajues to determine
whether a gupplied OR-address unambiguously identifies a stored OR-address.

124.2 OR-address-elements-match

The OR-address-elements-match rule determines whether a presented value is a subset of the elements present in some
value of an attribute of type OR-address.

oRAddressElement sMatch MATCHING~RULE ::= {
SYNTAX ORAddress
1D id-mr-oraddress-elements-match }

The rule returns frue if, and only if, at least one value of the attribute includes those elements which comprise the presented

walue, and the values of the presented clements match those of the corresponding elements in the stored value. Matching of
selements is performed according to the rules defined for the OR-address-match rule.
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NOTE 1 - Care should be taken when constructing a complex filter, Where a filter consists of two filter-items, each containing a subset
of OR-address elements, and the and operator (e.g., "C=xx and O=zz") each filter-item might match on different attribute-values.
Consequently an entry could be selected even where no single attribute-value contains both elements; this occurs if one attribute-value
contains C=xx and another O=zz. This is avoided if both elements are presented in the same OR-address-elements-match.

For the complex components (personal-name, organizational-unit-names, domain-defined-attributes, and the extended form
of network-address) only those elements presented are considered.

NOTE 2 - This allows a match to proceed on a part of a complex component, e.g., "PersonalName.surname=Maruba".

1243 OR-.addressssubstring-clements-match

The OR-gddress-substring-elements-match rule determines whether a presented value is a subset of the eleincnts present in
some valye of an attribute of type OR-address, where each presented string value is a substring of the corresponding stored
value.

dRAddressSubstringElementsMatch MATCHING-RULE ::= {
SYNTAX ORAddress
ID id-mr-oraddress-substring~elements-match }

This rule §s identical to the OR-address-elements-match rule except that for those €léments which are matched using the MS-
string-mafch rule, the MS-single-substring-match rule is applied.

NOTE - Hor example, the rule returns frue when a presented value of "OrganizationName=rc", "PersonalName.syrname=arthur” is
compared With an attribute which includes the value "OrganizationName=RCC", "PersonalName.surname=McArthur",

12.4.4 |OR-name-match

The OR-pame-match rule compares for equality a presefited value with attribute-values of type OR-name.

gRNameMatch MATCHING-RULE ::= {
SYNTAX ORName
ID id-mr-orname~match }

The rule feturns true if, and only if, the présented value and at least one value of the attribute contains an DR-name which
matches gccording to the following rules:

a) the presented OR-name contains only an OR-address, the rule matches if the presented value matches an OR-
ddress in the stored\value according to the OR-address-match rule.

b) the presented OR-name contains only a directory-name, the rule matches if the presented yalue matches a
irectory-name in the stored value according to the Distinguished Name Match rule.

<) f the presented OR-name contains both an OR-address and a directory-name, the rule matches if ejther of the rules
esefibed above matches.

Otherwise matching fails.

NOTE - It will not always be possible for the MS to perform a Distinguished Name Match, where the directory-name contains an
attribute-value whose type is unknown to the MS.

12.4.5 OR-name-eclements-match

The OR-name-elements-match rule determines whether a presented value is a subset of the elements present in some value
of an attribute of type OR-name.
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oRNameElement sMatch MATCHING-RULE ::= {
SYNTAX ORName
ID id-mr-orname-elements-match }

The rule returns true if, and only if, at least one value of the attribute includes those elements which comprise the presented
value, and the values of the presented elements match those of the corresponding elements in the stored value.

This rule is identical to the OR-name-maich rule except that the OR-address- elements-mawh rule is used instead of the OR-
address-match rule,

NOTE - As a local matter an MS may relax the definition of the Distinguished Name Match such that only those relative-distinguished-
names which appear in the presented value are required to match.

12.4.6 |OR-name-substring-elements-match

The OR-name-substring-elements-match rule determines whether a presented value is a subset of the elements present in
some valug of an attribute of type OR-name, where each presented string value is a substring of the correjponding stored
value,

oRNameSubstringElementsMatch MATCHING-RULE ::= {
SYNTAX ORName
iD id-mr-orname-substring-elements-match }

This rule if identical to the OR-name-elements-match rule except that for those elements which are matched using the MS-
string-match rule, the MS-single-substring-match rule is applied.

NOTE - As|a local matter an MS may relax the definition of the Distinguished Name Match such that only those relatiye-distinguished-
names which appear in the presented value are required to match as substrings of the stored value.

124.7 PR-name-single-clement-match

The OR-npme-single-element-match rule determines whether a presented string and some OR-address elenent present in
the OR-adfiress component of some value of an-attribute of type OR-name match for equality,

oRjNameSingleElementMatch MATCHING-RULE ::= {
SYNTAX MSstring Mub-msstring-match}
iDp id~-mr-orname~single-element-match }

The rule returns true if, and orly if, the stored OR-name contains an OR-address component in which af] least one OR- ‘
address elljment matches thepresented value according to the MS-string-match rule. The terminal-type and|extended form
of networl address elements are not considered when evaluating the OR-name-single-element-match rule,

12.4.8 Redirection-or-DL-expansion-match

The Redirection-or-DL-expansion-match rule compares for equality a presented value with the OR-addregs-and-optional-
directory-name component of attribute-values of type Redirection-history or DL-expansion-history.

redirectionOrDLExpansionMatch MATCHING-RULE ::= ({
SYNTAX ORAddressAndOptionalDirectoryName
iD id-mr~redirection-or-dl-expansion-match }

The rule returns true if, and only if, the presented value and at least one value of the attribute contains an OR-address-and-
optional-directory-name which matches according to the OR-name-match rule.
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1249  Redirection-or-DL-expansion-elements-match

The Redirection-or-DL-expansion-elements-match rule determines whether a presented value is a subset of the elements

present in the OR-address-and-optional-directory-name component of some value of an attribute of type Redirection-history
or DL-expansion-history.

redirectionOrDLExpansionElementsMatch MATCHING-RULE ::= {
SYNTAX ORAddressAndOptionalDirectoryName
ID id-mr-redirection-or-dl-expansion-elements-match }

The rule returns true if, and only if, the presented value and at least one value of the attribute contains an OR-address-and-
optional-dir, - i i . - -

12.4.10 Redirection-or-DL-expansion-substring-elements-match

The Redirgction-or-DL-expansion-substring-elements-match rule determines whether a presented valle of element
substrings i§ a matching subset of the elements present in the OR-address-and-optional-dirgétory-name comppnent of some
value of an jattribute of type Redirection-history or DL-expansion-history.

reflirectionOrDLExpansionSubstringElementsMatch MATCHING-RULE ::= {{
SYNTAX ORAddressAndOptionalDirectoryName
iDp id-mr~redirection-or-dl-expansion-substring-elements-match }

This rule i identical to the Redirection-or-DL-expansion-elements-match tule except that for those elements which are
matched usjng the MS-string-match rule, the MS-single-substring-match rule is applied.

12.4.11 Redirection-reason-match

The Redirg¢ction-reason-match rule compares for equality a presented value with the Redirection-reason [component of
attribute-vallues of type Redirection-history.

refilirectionReasonMatch MATCHING-RULE\ ::= {
SYNTAX RedirectionReason
D id-mr-redirection~reason-match }

The rule refurns zrue if, and only if, the presented value matches the redirection-reason component of at leagt one value of
the attribut¢ according to the Integer Match rule.

12.4.12 MTS-identifier-match

The MTS-{dentifier-match rule compares for equality a presented value with attribute-values of type MTS-identifier.

mTsIdentifierMatch MATCHING-RULE ::= {
SYNTAX } MTSIdentifier
1D id-mr-mts-identifier-match }

Each element of MTS-identifier (country-name, administration-domain-name, private-domain-identifier, and local-identifier)
is matched using the MS-string-match rule. The rule returns true if, and only if, at least one value of the attribute contains
elements which match those of the presented value. The equivalence rule between the X.121 and 1SO 3166 forms of the
country-name element may be applied (see ISO/IEC 10021-2).

12.4.13 Content-correlator-match

The Content-correlator-match rule compares for equality the presented value with attribute-values of type content-
correlator,

103


https://iecnorm.com/api/?name=d7b855fbecd60a47d85e12bce940d02f

ISO/IEC 10021-5:1994 (E) © ISO/IEC

contentCorrelatorMatch MATCHING~RULE ::= {
SYNTAX ContentCorrelator
Ip id-mr-content-correlator-match }

If the presented and stored values are encoded as Octet Strings, then the rule matches according to the Octet String Match

rule. If both are encoded as character string types, the rule matches according to the MS-string-céase-sensitive-match rule.
Otherwise matching fails.

12.4.14 Content-identifier-match

The Content- - i i ibute- type content-
identifier,

0

ntentIdentifierMatch MATCHING-RULE ::= {
SYNTAX ContentIdentifier
IDb id-mr-content—-identifier-match }

The rule returns true if, and only if, the presented value matches at least one value of the.attribute according to the MS-
string-casg-sensitive-match rule. .

12.5

d

fatching-rule support

Support fqr the following general-matching-rules is mandatory; Integer Match, Integer Ordering Match, Object Identifier
Match, UYC Time Match, and UTC Ordering Match. An MS that claims support for a matching rule shall sypport its use in
a Filter for any attribute-type for which it also claims support, where'the attribute-type includes that matching-rule in its
attribute definition. See 11.1.1.

The preseyt match is supported for all supported atiribute-types.

12.6  The Matching-rule-table informationobject set

The Matgring-rule-table information object set’is used as a constraining set in this part of ISO/IEC 10021 vieere related
fields of the MATCHING-RULE information object class are referenced in the MS abstract-syntax. It comprises two object
sets:

MatphingRuleTable MATCHING=RULE ::= {
GeneralMatchingRules® | ContentSpecificMatchingRules }

The General-matching-rules’object set contains the general-attributes defined in this part of ISO/IEC 1002). It is defined
as follows}

GeneralMatchingRules MATCHING-RULE ::= {

bitStringMatch | booleanMatch | contentldentifierMatch | integerMatch |
integerOrderingMatch | mSStringCaseSensitiveMatch | objectIdentifierMatch | oRNameMatch |
uTCTimeMatch | uTCTimeOrderingMatch,

«e. == 1999 extension additions -- ,

contentCorrelatorMatch | mSSingleSubstringMatch | mSStringCaseSensitiveMatch |
mSStringlistElementsMatch | mSStringListMatch | mSStringMatch | mSStringOrderingMatch |
nSSingleSubstringlListElementsMatch | mSSingleSubstringListMatch | mSSubstringsMatch |
nTSIdentifierMatch | oRAddressElementsMatch | oRAddressMatch |
oRAddressSubstringBlementsMatch | oRNameElementsMatch | oRNameMatch |
oRNameSingleElementMatch | oRNameSubstringElementsMatch |
redirectionOrDLExpansionElementsMatch | redirectionOrDLExpansionMatch |
redirectionOrDLExpansionSubstringElementsMatch |redirectionReasonMatch | valueCountMatch )

The Content-specific-matching-rules object set is an empty, extensible set. Where an MS offers support for a given
content-type, the matching-rules associated with that content-type shall be regarded as objects populating the Content-
specific-matching-rules object set.

ContentSpecificMatchingRules MATCHING-RULE ::= { ... }

104


https://iecnorm.com/api/?name=d7b855fbecd60a47d85e12bce940d02f

© ISO/IEC ISO/IEC 10021-5:1994 (E)

13 General-auto-actions

The general-auto-actions are applicable to entries of all content-types. Other auto-actions, specific to a content-type are
defined in the relevant Specification,

Auto-actions are introduced in 6.5. The registration and deregistration of auto-actions by means of the Register-MS
abstract-operation is described in 8.2.5. Alternatively, registration information may be conveyed to the MS by means of
subscription. However, some auto-action-types may require that the MS supports registration by means of the Register-MS
abstract-operation,

The followi are defined:

a) to-alert;

b) to-modify;

©) to-correlate-reports;

d) to-delete.

NOTE - Auto-forward auto-action defined in previous editions of this Specification is now/defined as the IPM ajto-forward auto-

action in ISP/IEC 10021-7.

Each general-auto-action-type is defined as an instance of the AUTO-ACTION information object class (jee 6.5.1). The
Auto-actign-table information object set is used as a constraining set in this part of ISO/IEC 10021 where felated fields of
the AUTQ-ACTION information object class are referenced in the MS.abstract-syntax. It comprises two objegt sets:

AttoActionTable AUTO-ACTION ::= {
GeneralBAutoActions | ContentSpecificAutoActions }

The Genetal-auto-actions object set contains the general-auto-actions defined in this part of ISO/IEC 10021, It is defined
as follows|

GeneralAutoActions AUTO~ACTION ::= {

auto-alert,

.. -~ 1994 extenslon ddditions -~ ,

auto-~modify | auto-correlate~reports | auto-delete }

The Cont¢nt-specific-auto-actions object set is an empty, extensible set. Where an MS offers support for a given content-
type, the quto-actions associated with that content-type shall be regarded as objects populating the Content-specific-auto-
actions object set.

CpntentSpecificAutoActions AUTO~ACTION :1:= { ... }

-action-errdr, that shall be generated by the general-auto-action-types is defined as an instance|of the AUTO-
OR 0rABSTRACT-ERROR information object classes (the two are identical); see 6.5.3. The Auto-action-
error-tabje information object set is defined below. It comprises the General-auto-action-errors and the Content-specific-

AutoActionErrorTable AUTO-ACTION-~ERROR ::= {
GeneralAutoActionErrors | ContentSpecificAutoActionErrors }

GeneralhutoActionErrors AUTO-ACTION-ERROR ::= {
autoAlertError | modifyError | serviceError | securityError | messageGroupError,
-~ For future extension additions =-- }
ContentSpecificAutoActionErrors AUTO-ACTION-ERROR ::= { ... }

The operation of auto-actions may be affected by the implementation of a security-policy.

Unless explicitly stated, the performance of an auto-action has no effect on the value of an entry's retrieval-status general-
attribute. None of the auto-actions defined in this part of ISO/IEC 10021 affect the value of the retrieval-status general-
attribute.
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13.1  Auto-alert

The Auto-alert auto-action enables the MS-user to instruct the MS to alert the user automatically when the delivery of
selected messages or reports causes the creation of an entry in the Delivery entry-class,

The alert may be conveyed to the MS-user by means of the Alert abstract-operation (see 8.2.6). Alternatively, (or in
addition), the alert may be conveyed to the entity utilizing the services of the MS-user (e.g., a person) by means of some
other alert mechanism, e.g., a pager, a light on a telephone, or other terminal equipment, In this case, the device which
receives the alert is called the alert-destination, and is identified by an alert-address.

The Auto-alert auto-actlon-type allows one or more auto alert-regnstratlon-parameters to be reglstered w1th the MS, each
identified py itz i ;

Register-MS absl:ract-operauon or by subscnpnon Each auto- alert-regtstrauon-parameter specifies cnten to determine
whether it|applies to a particular delivered-message or delivered-report. It may also specify one or more-alert-destinations,
and the atfributes of the delivered-message or delivered-report which are to be conveyed in the Alert abstract-pperation,

afito-alert AUTO-ACTION ::= {
REGISTRATION PARAMETER IS AutoAlertRegistrationParameter
ERRORS {auto-alert-error}
IDENTIFIED BY id-act-auto-alert }

AutoAlertRegistrationParameter ::= SET (

filter [0] Pilter OPTIONAL,

alert-destinations [1] SEQUENCE SIZE (1..ub-alert-addresses) OF
AlertDestination “ORTIONAL,

requested~attributes [2] EntryInformationSeleétion OPTIONAL,

-— 1994 extension —-
suppress-alert-destinations [3] BOOLEAN DEFAULT _TRUE }

The compgnents of the auto-alert-registration-parameter have.the following meaning;

a) Fjlter (O): This specifies a set of criteria which a new entry representing a delivered-message or
delivered-report shall satisfy before the MS will perform this registered Auto-alert auto-action. Inj the
absence of this component, this Auto-alert auto-action will be performed for all new delivered-messpges

d delivered-reports.

b) lert-destinations (O): This component identifies one or more alert-destinations, each identified by an
alert-address, together with any information required to control the alert and qualify the information|it is
tq convey to the alert-destination. The MS shall attempt to alert the alert-destinations subject tq the
qpalification specified in item (d). «

AlertDestinatibn) t:= SEQUENCE {
alert-address EXTERNAL,
alert-qualifier OCTET STRING OPTIONAL }

e |

he alert-address identifies the type of alert to be performed (e.g., the paging system to be used){ and
e address of an entity reachable by an alert of that type. The alert-qualifier specifies any addi;Fnal

information required to control the alert, and other information to be conveyed to the alert-destination.
In the‘absence of this component, no control information is specified, and no additional information| will
be conveyed to the alert-destination (unless the required information has been registered by
subscription).

Some types of alert may be internationally standardized. Others may be defined by national
administrative auwhorities and private organizations. This implies that a number of separate authorities
will be responsible for assigning identifiers for each type of alert in a way that ensures that each is
unique. Each alert type is identified by an Object Identifier which is assigned when the alert type is
defined. The Object Identifier is contained in the alert-address component. The ASN.1 data-type of the
alert-address, and any further rules for processing the alert-qualifier are defined when the alert type is
defined.
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c) Requested-attributes (O): This indicates what information from the delivered-message or delivered-
report is to be included in the argument of the Alert abstract-operation. See 8.1.4.

The Alert abstract-operation shall be invoked if this component is present or if alert-destinations is
absent. ‘

d) Suppress-alert-destinations (O): This component is meaningful only if both the alert-destinations and
requested-attributes components are present; it is disregarded otherwise. If this component is t7ue, and
the Alert abstract-operation has been invoked successfully, then no attempt shall be made to convey the
alert to the alert-destinations.

When a meSSage or teport is delivered, cach of the registered Auto-alert auto-actions is processed in turn, in order of their
registrationtidentifiers, until one is completed successfully. This occurs when the delivered-message or'd¢livered-report
satisfies th¢ selection criteria of the registered Auto-alert, and the MS-user or one of the alert-destinations is alerted as
described apove. If the requested-attributes component is present or the alert-destinations componént is abgent, the Alert
abstract-opgration shall be invoked. This is possible only if an abstract-association already exists beétween th¢ MS and MS-
user. If the alert-destinations component is present (and the Alert was not performed successfully, or the puppress-alert-
destination§ component is false), the MS attempts to issue the alert to each alert-destination in turn, until one attempt
succeeds. ¥, after processing all Auto-alert registrations, the entry has been found to satisfy the selection criteria of at least
one registration, but none of the attempts to convey the alert to an alert-destination, or'to’invoke the Alert abstract-operation
has been successful, then the MS shall set the alert-indication which is reported to the-MS-user when an abstrr;:t-association
is next established; see 7.1.2 (item d).

The following auto-action-error is generated if none of the alert-destinations can be alerted, or if some locally
r condition arises:

aufpo-alert~error AUTO-ACTION-ERROR ::= {
PARAMETER SEQUENCE SIZE (l..ub-alert-addresses) OF AutoAlertErrorIndication
CODE global:id-aae~auto-alert-erraor.}

AukoAlertErrorIndication ::= SET {

failing-alert~destination [0] AlertDestination OPTIONAL,

supplementary-information [1] GeneralString (SIZE(l..ub-supplementary-info-length))
OPTIONAL }

The paramgter has the following meaning:

a) Fdiling-alert-destination (O): This identifies the alert-destination, if any, associated with the efror
copdition described in supplementary-information,

b) Sypplementary-inforiation (O): A description of the error condition.

NOTE - As  local matter, the MS may generate an auto-action-error concerning one alert-destination even if another alerj-destination has
been succesgfully alerted,e:g., where an alert-destination is registered with an erroneous address which may be detectgd only when an
attempt is made to alert this destination.

The execution of-the Auto-alert auto-action may cause the creation of an entry in the Auto-action-log entry-clz]ss.

13.2  Auto-modify

The Auto-modify auto-action enables the MS-user to instruct the MS to apply modifications automatically to the attributes
of an entry provided that the entry satisfies given criteria. The auto-action is performed whenever an entry of the Stored-
message or Message-log entry-classes is created, i.c., when a message or report is delivered, or when a draft message is
stored, or when a message or probe is submitted and stored. The Auto-modify auto-action also applies to entries created as a
consequence of the performance of content-specific auto-actions.

Only certain general-attribute-types are subject to modification using this auto-action (see 11.6). Attribute-types specific to
a particular content-type, and subject to modification, are defined in the relevant Specification. The definition of an
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attribute-type which is subject to modification may specify additional rules for the performance of the Auto-modify auto-
action,

The Auto-modify auto-action-type allows one or more auto-modify-registration-parameters to be registered with the MS,
each identified by its registration-identifier. Each auto-modify-registration-parameter identifies the entry-class addressed by
the auto-action, and specifies criteria which determine whether the auto-action shall apply to the particular entry, in which
case the entry is subjected to the corresponding set of modifications. For every registered Auto-modify auto-action for
which the entry satisfies the selection criteria, the corresponding set of modifications is applied.

auto-modify AUTO-ACTION ::= {
REGISTRATION PARAMETER IS AutoModifyRegistrationParameter
ERRORS {securityError | serviceError | modifyFrror |
messageGroupError}
IDENTIFIED BY id~act—~auto-modify }
AgtoModifyRegistrationParameter ::= SET {
entry-class [0} EntryClass DEFAULT delivery,
filter [1) Filter OPTIONAL,
modifications [21 SEQUENCE SIZE(l..ub-modifications) OF(EntryModification }
The compgnents of the auto-modify-registration-parameter have the following meaning:
a) try-class (O): This specifies the entry-class addressed by the auto-action.
b) Iter (O): This specifies a set of criteria which a new entry shall satisfy before the MS will perforn] this registered

to-modify auto-action. In the absence of this component, all\entries created in the specified |entry-class are
subject to modification,

c) odifications (M): This defines a sequence of modifications, which shall be applied in the order $pecified in the
quence (see 8.2.7.1).

w2

The execufion of the Auto-modify auto-action may causetiie’ creation of an entry in the Auto-action-log entrytclass.

modify-registration-parameter by means of the-Register-MS abstract-operation. Registration informatio) may also be

Support the Auto-modify auto-action by an MS, or UA accessing an MS, requires that it supports registratjon of the auto-
conveyed jo the MS by subscription,

13.3  Auto-correlate-reports

The Auto{correlate-reports auto-action enables the MS-user to instruct the MS to correlate, automatically, elivered-repon‘

entries of the Delivery entry-class with the submitted messages and probes to which they are related. The guto-action also
records eaEh, successfuldnvocation of the MS-cancel-deferred-delivery abstract-operation. The Auto-correlate-reports auto-
action-typg is available'only by subscription, not by registration using the Register-MS abstract-operation.

alito-correlate-reports AUTO-ACTION ::= {
IDENTIFIED BY id-act-auto-correlate-reports }

The MS supports the Auto-correlate-reports auto-action by means of the AC-correlated-report-list, AC-report-summary, AC-
uncorrelated-report-list, and deferred-delivery-cancellation-time general-attributes. See 11.2.1, 11.2.2, 11.2.3, and 11.2.20.

No entry shall be created in the Auto-action-log entry-class as the result of performing the Auto-correlate-reports auto-
action.

13.4 Auto-delete

The Auto-delete auto-action enables the MS-user to instruct the MS to delete an entry (and any child-entries associated with
it) automatically at a predetermined interval after its creation. The MS shall subject to Auto-deletion every entry in the
Stored-message entry-class which possesses a storage-time general-attribute whose value is less than the current date and
time. Auto-deletion shall not be performed while an abstract-association exists between the MS and MS-user. All
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restrictions specified for the Delete abstract-operation apply equally to the Auto-delete auto-action. Consequently, Auto-
delete shall not apply to child-entries nor to entries of the Delivery entry-class which have a retrieval-status value of new
(see 8.2.4).

auto-delete AUTO-ACTION ::= {

ERRORS {securityError}
IDENTIFIED BY ld~act~auto-delete }

No registration-parameter is defined for the Auto-delete auto-action,

NOTES

1.
rather than

This apto-action differs from the others defined in this part of ISO/IEC 10021 in that its activity is initiated by the
the creation of an entry. The period within which deletion shall occur after the storage-time is reached is'npt prescribed. In

practice, injplementations may choose to perform this action at fixed intervals, e.g., hourly, daily, or weekly.

2. Anew|

3.

An enfry which contains the storage-period general-attribute also contains the storage-timie\general-attribute.

lexpiry of a timer

ly-created entry is subject to Auto-delete processing only after all other registered auto-actionsjhave been performed.

Both attributes

indicate, in|different ways, the date and time after which the message is to be deleted, i.e. storage-period in combinatipn with creation-
time is equjvalent to storage-time. See 11.2.71.

4. The mprked-for-deletion attribute-type is not considered when performing the Autg-delete auto-action.

Support
action wi
subscripti

(o)

i‘n the MS by means of the Register-MS abstract-operation, “The Auto-delete auto-action is al
n,

The execution of the Auto-delete auto-action may cause the creation of an entry in the Auto-action-log entry-

the Auto-delete auto-action by an MS, or UA accessing an MS; requires that it supports registratjon of the auto-

bo available by

Class.
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Section 4 - Procedures for Message Store and port realization

Overview

© ISO/IEC

This section describes the procedures for the MS and the port realization. It contains a description of the consumption of the
MTS abstract-service in clause 15. The provision of the MS abstract-service is described in clause 16. The port realization in
the form of application service elements is described in clause 16.

The performance of the abstract-operatlons descnbed in clauses 15 and 16 may be subJect to the reqmrements of a security-

policy, (if on

15

This clausI specifies how the MS consumes the MTS abstract-service which is defined in clause 8 of ISO/IE(
consumpti

Gonsumption of the Message Transfer abstract-service

n by the MS of the services of the MTS Delivery, Submission, and Administration Ports is defined

[ 10021-4. The

151  Cpnsumption of the Delivery Port abstract-services

This claus¢ describes the performance of the Message-delivery and Report-d€livery abstract-operations, and|the invocation
of the De{very-control abstract-operation. The MS consumption of the-Delivery Port abstract-services agsumes that an
abstract-asgociation exists between the Delivery Port supplier (the MTS) and the Delivery Port consumer [(the MS). The
performange of the abstract-operations is in sequential order; no. parallel processing takes place. Error|cases are not
described.

151.1  Performance of the Message-delivery abstract-operation

When the MTS invokes the Message-delivery abstract-operation, the MS performs the following actions:

a)

b)

c)

110

Delivery entry-class and sets its retrieval-status to new. A corresponding entry with the same sequ
crpated in the Delivery-log entry-class. The mandatory and optional attribute-types for delivered-me
the Delivery and Delivery-log entry-classes are indicated in Table 2.

The MS returns a Mdssage-delivery result to the MTS to indicate that the delivery was successful,
ddlivery result shall contain proof-of-delivery information if the delivered-message contains a prg
uest argument,> This proof-of-delivery may be computed using the subject-MS secret key;
B.1.1,2.2 of ISO/IEC 10021-4.

e MS determines if any auto-actions are to be performed. In addition to the general-auto-action-t

nce-number is
sage entries of

The Message- ‘

of-of-delivery-
see 8.5.7 and

e MS creates an entry (and conditionally one or more child-entries) with entry-type delivered-}nessage in the

ypes defined in
nt-types in the

S part of ISO/IEC 10021 content—spemflc auto- actlon-types may be deflned for md1v1dual contg

relevant Specxflcanon auto actlons are executed in the order mdlcated below

s—specified in the

1) If Auto-modify auto-actions have been registered, the new entry is matched against the entry-class
and any selection criteria specified in each Auto-modify registration-parameter. If the entry
satisfies these criteria, then the sequence of entry-modifications is applied. This is repeated for

each registered Auto-modify auto-action,

2) If Auto-alert auto-actions have been registered, the new entry is matched against the selection
criteria specified in each Auto-alert registration-parameter. If the entry satisfies the selection
criteria of any of these, the MS shall attempt to invoke the Alert abstract-operation or issue the

alert to an alert-destination (or perform both of these actions) as defined in 13.1.
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15.1.2

When the MTS invokes the Report-delivery abstract-operation, the MS performs the following actions:

o’
b)

c)

d)

e)

NOTE - If the delivered-message is deleted as a result of a content-specific auto-action, the Auto-alert is
not performed.

Certain auto-actions, when executed, cause the creation of an entry in the Auto-action-log entry-class. If one of
these auto-actions causes an auto-action error, the MS shall attach an auto-action-error attribute indicating the
nature of the error to the Auto-action-log entry, and shall set the auto-action-etror-indication, which is reported to

the MS-user when an abstract-association is next established. The MS then resumes processing of registered auto-
actions.

After the actions described above have been performed, the new entry is made accessible to the MS-user over the
Retrieval Port.

Performance of the Report-delivery abstract-operation

Thet MS creates an entry with entry-type delivered-report in the Delivery entry-class-and sets its retrieval-status to
new. A corresponding entry with the same sequence-number is created in_the“Delivery-log entry-class. The

mandatory and optional attribute-types for delivered-report entries of the Delivéry and Delivery-log|entry-classes
are ndicated in Table 2.

If the delivered-report contains the originally submitted message in\its'returned-content field, then the MS shall
cregte a child-entry containing the returned-content-entry in the Delivery entry-class; no entry is created in the
Deljvery-log entry-class.

The MS returns a Report-delivery result to the MTS to ‘indicate that the delivery was successful.| The Report-
delivery result has no parameters. For details see 8.3.1,2.2 0of ISO/IEC 10021-4.

Thd MS determines if any auto-actions are to b¢ performed. Auto-actions are executed in the orfler indicated
belgw,

1) If the Auto-correlate-reports auto-action is in effect then the MS attempts to correlatg the
delivered-report with the entry)in the Submission or Submission-log entry-class which ig the
subject of the report. If dn-entry corresponding to the report's subject-message is found i the
Submission or Submission=log entry-class, then the MS shall update the auto-correlation attribu
indicated in 13.3.

2) If Auto-modify auto-actions have been registered, the new entry is matched against the entry-tlass
and any selection criteria specified in each Auto-modify registration-parameter. If the ¢ntry
satisfies.these criteria, then the sequence of entry-modifications is applied. This is repeateql for
each régistered Auto-modify auto-action.

3) Af Auto-alert auto-actions have been registered, the new entry is matched against the selection
crltcna spec1f1ed in each Auto alert reglstratlon-parameter If the entry sansﬁes the selec ion

alert to an alert-destmatlon (or perform both of these actlons) as defmed in 13,1,

Certain auto-actions, when executed, cause the creation of an entry in the Auto-action-log entry-class. If one of
these auto-actions causes an auto-action error, the MS shall attach an auto-action-error attribute indicating the
nature of the error to the Auto-action-log entry, and shall set the auto-action-error-indication, which is reported to

the MS-user when an abstract-association is next established. The MS then resumes processing of registered auto-
actions.

After the actions described above have been performed, the new entry is made accessible to the MS-user over the
Retrieval Port.
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15.1.3 Invocation of the Delivery-control abstract-operation

If the MS requires a temporary restriction on the delivery abstract-operations that the MTS may invoke, or requires an
alteration to the existing restrictions, it performs the following actions:

a) The MS invokes the Delivery-control abstract-operation, containing the parameters to be changed. See 8.3.1.3 of
ISO/IEC 100214,
b) The MTS returns a result to signify that the specified controls are now in force; alternatively, an error is returned.

The result indicates any abstract-operations that the MTS would invoke, or any message types that it would deliver,
were it not for the prevailing controls. See 8.3.1.3.2 of ISO/IEC 10021-4.

c) Vl/hcn the MS is able to accept messages or reports held for delivery, it may invoke the Delivery-qontrol abstract-
operation to relax the restrictions. The effects of a Delivery-control abstract-operation are carncellefl when either a
new Delivery-control abstract-operation alters the restrictions or when the abstract-association betwgen the MS and
MTS is released.

15,14 |Generation rules for general-attributes ‘

Attributes|shall be generated when a message or report is delivered, and may be genefated when an auto-actign is performed.

contain the mandatory attributes indicated in Table 2, and such optional attributes as are supported by the MS
implementation and subscribed to by the MS-user. The generated attributes form a new entry, or in some|cases a parent-
entry and pne or more child-entries; see 6.3.4. Each attribute of anjentry in the Delivery-log entry-class is identical with the
attribute ¢f the same name in the corresponding entry of the Delivery entry-class (except for the deletiop-time attribute
which may be present only in Delivery-log entries). The following kinds of general-attributes shall be generated:

The entri:}saof the Delivery and Delivery-log eniry-classes created as a result.of Message-delivery and Repoft-delivery shall

a) neral-attributes generated by the MS itself (e:g. sequence-number);
b) ineral-atm'butes generated from components of the message-delivery-envelope and report-delivery-envelope. For
pmponents which are not present, but for which default values are defined, a general-attributel containing the
efault value is generated.

[~ o]

See Tablg 4 and 11.4 for the rules on the generation of the general-attributes, The generation rules for fontent-specific
attributes [are defined in the relevant Specifications, e.g., the IPMS-specific atiributes are described in 1p.7 of ISO/IEC
10021-7.

15.2 Consumption.of the Submission Port abstract-services

This clause describes the invocation of the Message-submission, Probe-submission, and Cancel-deferred-

Submission Port consumer (the MS). The performance of the absiract-operations is in sequential order, no parallel processing
takes place. Error cases are not described.

112


https://iecnorm.com/api/?name=d7b855fbecd60a47d85e12bce940d02f

© ISO/IEC ISO/IEC 10021-5:1994 (E)

15.2.1 Invocation of the Message-submission abstract-operation

The invocation of the Message-submission abstract-association results from the performance of an auto-action by the MS or
from the invocation of the MS-message-submission abstract-operation by the MS-user. The definition of the performance of
MS-message-submission includes a description of the invocation of the Message-submission abstract-operation; see 16.2.1,

If the Message-submission is the consequence of an auto-action execution, the following additional actions are taken:

a) The submission-options parameter of the MS-message-submission abstract-operation is obtained as follows. If the
auto-action's registration-parameter contains a submission-options parameter, that value is used directly, Otherwise
the general (non UA-specific) submission-defaunlts previously registered by means of the MS-register abstract-

eration are used.

b) r auto-actions which cause the creation of an entry in the Auto-action-log entry-class,-an efror in the MS-
essage-submission abstract-operation shall cause the MS to attach an auto-action-error, attribute indicating the
ture of the error to the Auto-action-log entry. In addition, the MS shall present an auté-action-erfor-indication to

the MS-user in MS-bind-result when an abstract-assaciation is next established.

15.2.2 |Invocation of the Probe-submission abstract-operation
The invodation of the Probe-submission abstract-operation results from the invocation of the MS-probe-subrllission abstract-
operation|by the MS-user. The definition of the performance of MS-probe-submission includes a description of the
invocation of the Probe-submission abstract-operation; see 16.2.2.

15.2.3 |Invocation of the Cancel-deferred-delivery abstract-operation

When the[MS-user invokes the Cancel-deferred-delivery abstract-operation, the MS performs the following agtions:

a) The MS invokes the Cancel-deferred-delivery abstract-operation over its abstract-association with [the MTS, using
the Cancel-deferred-delivery argument supplied by the MS-user; see 8.2.1.3.1 of ISO/IEC 10021-4.

b) IF the MTS returns a result (indicating success) and the Auto-correlate-reports auto-action is subscribed to, then the
S searches the Submission and Submission-log entry-classes for an entry corresponding to the submitted message

br which deferred-delivery hag-been cancelled. If such an entry is found, then the MS attaches a dgferred-delivery-
ancellation-time attribute: to it to record the date and time at which the cancellation occurred. |[The AC-report-

ummary attribute is also.updated.

c) f the abstract-operation is performed successfully, the result is returned to the MS-user in the foym of a Cancel-
deferred-delivéry result issued by the MS. Otherwise the error is returned to the MS-user.

a) If no abstract-association exists between the MS and MS-user, a remote-bind-error is returned to the MTS and the
procedure terminates. :
b) The MS invokes a Submission-control abstract-operation over its abstract-association with the MS-user using the

Submission-control argument supplied by the MTS.

) The MS-user may return a result to signify that the specified controls are now in force; alternatively an error is
returned. The result indicates any abstract-operations that the MS-user would invoke, or any message types that it
would submit, were it not for the prevailing controls. See 8.2.1.4.2 of ISO/IEC 10021-4,

d) The result or error returned by the MS-user is returned to the MTS.
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€ When the MTS is able to accept the submission of messages or probes, it may invoke the Submission-control
abstract-operation to relax the restrictions. The effects of a Submission-control abstract-operation are cancelled
when either a new Submission-control abstract-operation alters the restrictions or when the abstract-association
between the MS and MTS is released.

15.3 Consumption of the Administration Port abstract-services

This clanse describes the performance of the Register and Change-credentials abstract-operations. The consumption of the
Administration Port abstract-services assumes that an abstract-association exists between the Administration Port supplier
(the MTS) and the Administration Port consumer (the MS). The performance of the abstract-operations is in sequential order,
no parallel 1 ; ribed:

The MS usg of the Administration Port is subject to the security-policy in force.

15.3.1 nvocation of the Register abstract-operation
‘When the MS-user invokes the Register abstract-operation, the MS performs the following actions:

a) THe MS invokes the Register abstract-operation over its abstract-association with the MTS, using the Register
argument supplied by the MS-user. See 8.4.1.1.1 of ISO/IEC 10021-4.

b) THe result or error returned by the MTS is returned to the MS-user.

NOTE - Sone security-policies may permit the user-security-labels to be changed only if a secure link is employed.

15.3.2 Invocation of the Change-credentials abstract-operation

When the ¥S-user invokes the Change-credentials abstract-operation, the MS performs the following actions:

a) The MS invokes the Change-credentials-abstract-operation over its abstract-association with the MTS, using the
Change-credentials argument supplied by the MS-user. See 8.4.1.2.1 of ISO/IEC 10021-4,

b) The MTS generates a Change-credentials result or error, which the MS returns to the MS-user. If the abstract-
operation is successful, the MS-stores the new credentials.

15.3.3 erformance of the Change-credentials abstract-operation

When the MTS invokes the Change-credentials abstract-operation, the MS performs the following actions:

a) THe MS-verifies that the supplied arguments are valid for the Change-credentials abstract-operation.|See 8.4.1.2 of
ISDAEC-10021-4. If the old credentials are incorrect or the new credentials are not acceptable, an efror is returned
al terminates.

b) The MS stores the new credentials for use on subsequent occasions when it binds to the MTS.

16  Supply of the Message Store abstract-service

This clause specifies how the MS supplies the MS abstract-service, This describes the supply of the abstract-services
available at the Retrieval, MS-submission, and Administration Ports.
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16.1  Supply of the Retrieval Port abstract-services
This clause describes the supply of the Summarize, List, Fetch, Delete, Register-MS, Modify, and Alert abstract-operations.
The MS abstract-service supply of the Retrieval Port abstract-services assumes that an abstract-association exists between

the Retrieval Port supplier (the MS) and the Retrieval Port consumer (the MS-user). The performance of the abstract-
operations is asynchronous, subject to the conditions stated in 8.2. Not all error cases are described.

16.1.1  Performance of the Summarize abstract-operation

When the MS-user invokes the Summarize abstract-operation, the MS performs the following actions:

a) Th¢ MS verifies that the supplied arguments are valid for the Summarize abstract-operation. Any gtiribute-types
sperified in summary-requests must be available for use with Summarize and subscribed to by-the MS-user. See
8.211.1 and Table 2. If an error is found, the procedure terminates and the error is returned.

b) Th¢ MS establishes which entry-class is addressed by the abstract-operation and ddentifies the e or entries
‘ specified in the argument. If no entries are selected, this is reported to the MS-userin the Summarize [result and the
procedure terminates.
¢) If any entries are selected, the MS accumulates counts in accordance with-the supplied summary-requests argument.
e) The MS returns the Summarize result to the MS-user; see 8.2.1.2,
) If 3 security-policy is in force, then to ensure that such a sécurity-policy is not violated during the Summarize

abstract-operation, the message-security-label is checked against the security-context by the MS. If |the requested

opgration is barred by the security-policy the Summarize abstract-operation shall be abandoned and a|security error
shall be indicated.

16.1.2  Performance of the List abstract-operation
When the MS-user invokes the List abstract-operation, the MS performs the following actions:

a) The MS verifies that the supplied @rguments are valid for the List abstract-operation. Any attribute-types specified
in fequested-attributes must be available for use with List and subscribed to by the MS-user. See 8.22.1 and Table
2. [If an error is found, the procedure terminates and the error is returned.

‘ b) Thi MS establishes which entry-class is addressed by the abstract-operation and identifies the entry or entries
spgcified in the argument, If no entries are selected, the MS returns a List result to the MS-user and [the procedure
terminates.

) If 3 requested-attributes parameter is specified in the List argument, then for each selected entry thesp attributes (if
prdsent) are returned. If no requested-atmbutes are spemfied in the List argument, the MS determin s whether the

atmbutes Gf present) spemfled in the general (non UA~specxf1c) hst—attrlbute-defaults if the MS user has previously
registered these using the Register-MS abstract-operation; see 8.2.5.1 (item c). The retrieval-status of each Stored-
message entry for which entry-information is returned is set to listed if its current value is new. Additional rules
affecting the setting of retrieval-status may be defined in the Specifications for particular content-types.

d) The MS returns a List result to the MS-user; see 8.2.2.2.

€) If a security-policy is in force, then to ensure that such a security-policy is not violated during the List abstract-
operation, the message-security-label is checked against the security-context by the MS. If the requested operation

is barred either by the security-policy or by temporary security restrictions, the List abstract-operation shall be
abandoned and a security error shall be indicated.
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16.1.3  Performance of the Fetch abstract-operation
‘When the MS-user invokes the Fetch abstract-operation, the MS performs the following actions:

a) The MS verifies that the supplied arguments are valid for the Fetch abstract-operation. Any attribute-types specified
in requested-attributes must be subscribed to by the MS-user. See 8.2.3.1 and Table 2. If an error is found, the
procedure terminates and the error is returned.

b) The MS establishes which entry-class is addressed by the abstract-operation and identifies the entry or entries
specified in the argument. If no entries are selected, the MS returns a Fetch result to the MS-user and the procedure
terminates.

c) The fetch-restrictions on allowed-content-types established by the MS-bind abstract-operation (inless overridden)
applied to determine whether requested-attributes of the selected entry shall be returned ‘or whether an error

results. See clause 7.1.1 (item d),

d) If|a requested-attributes parameter is specified in the Fetch argument, then these attributes are returped, if present,
for the first selected entry. If no requested-attributes are specified in the FetCh)argument, the MS determines ‘
whether the present abstract-association identified, in its MS-bind-argument, a-UA-registration which specifies UA-
fegch-attribute-defaults. If so, these attributes (if present) are returned. Otherwise, the MS returns the attributes (if
piesent) specified in the general (non UA-specific) fetch-attribute-defaults if the MS-user has previqusly registered

se using the Register-MS abstract-operation; see 8.2.5.1 (item d): \The fetch-restrictions on allpwed-EITs and

imum-attribute-length established by the MS-bind-argument may.limit the information returned; [see 7.1.1 (item

If| the first selected entry belongs to the Stored-message entry-class and has a retrieval-status of new, its retrieval-
Htus is set to listed. Additional rules affecting the setting of retrieval-status may be defined in the Specification

-

evant to a given content-types. If several entries match the search criteria, the sequence-numbers$ of the second
d subsequent entries are returned in the order specified by selector (see 8.1.3). If the number of matching entries
exceeds the specified limit, the next sequence-number beyond the limit is also returned. See 8.2.3.2.

€) The MS returns the Fetch result to the MS-user,

) If|a security-policy is in force, then to ensure that such a security-policy is not violated during the [Fetch abstract-
osIeration, the message-security-label is checked against the security-context by the MS. If the requpsted operation

is| barred either by the security-policy or by temporary security restrictions, the Fetch abstract-opgration shall be
abandoned and a security error shall be indicated.

16.1.4 Performance of the Delete abstract-operation
‘When the MS-user invokes the Delete abstract-operation, the MS performs the following actions:

a) e MS wverifies that the supplied arguments are valid for the Delete abstract-operation. See 8.2.4.1. If an error is
fqund,the procedure terminates and the error is returned.

b) The MS establishes which entry-class is addressed by the abstract-operation and identifies the entry or entries
specified in the argument. If no entries are selected, the MS returns a Delete result to the MS-user and the
procedure terminates,

c) If an entry is encountered whose deletion is prohibited by a delete restriction (see 8.2.4) then an error is generated

which includes an indication of the sequence-numbers of the entries successfully deleted (if any), and the procedure
terminates. As a local matter, the MS may verify that no delete restrictions apply to any of the selected entries
before attempting their deletion. If an entry in the Stored-message entry-class is deleted, then the corresponding
entry in the Message-log entry-class has its deletion-time attribute set to the time at which deletion occurred.

d) The MS returns a Delete result to the MS-user; see 8.2.4.2. If the Delete argument contains a selector parameter to
specify the entries to be deleted, then the sequence-numbers of those entries are reported in the Delete result.
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16.1.5

Performance of the Register-MS abstract-operation

When the MS-user invokes the Register-MS abstract-operation, the MS performs the following actions:

a)

b)

c)

d

16.1.6

When the MS-user invokes the Modify abstract-operation, the MS performs the-following actions:

The MS verifies that the supplied arguments are valid for the Register-MS abstract-operation. See 8.2.5.1. If an
error is found, the procedure terminates and the error is returned.

The supplied arguments may cause registrations to be added, deleted, or changed. In general, the registration of an
auto-action has no effect on existing entries; only entries created subsequent to the auto-action registration are
subject to auto-action processing. However, auto-actions whose performance is not initiated by the creation of an
entry (such as Auto-delete, which is initiated by the expiry of a timer) shall be effective for existing entries.

If|the supplied arguments include a reglstratwn-status-request then the requested information is#etuned to the MS-
uger. Otherwise, a Null result is returned.

If|a security-policy is in force then the Register-MS abstract-operation shall be subject to such g policy. Some

sdcurity-policies may only permit user-security-labels to be changed if a secure linki§ employed. Other local means
of changing the user-security-labels in a secure manner may be provided.

Performance of the Modify abstract-operation

a) The MS verifies that the supplied arguments are valid for a Modify abstract-operation. The MS attempts to discover
all possible static errors before applying the modifications,requested. For details se¢ 8.2,7.1. If an error is found,
the procedure terminates and the error is returned.

b) The MS establishes which entry-class is addressed by the abstract-operation and identifies the entry pr set of entries
specified in the argument,.

c) The MS applies the sequence of modifications in the order specified to each selected entry in turn{ If an error is
emcountered then the procedure terminates leaving the entry which caused the error unchanged. Tie modify-error
i\Idicates the sequence-numbers of those entries which were successfully modified, as well as that of the failing
entry,

d) The result is returned to the”MS-user; it contains a list of the sequence-numbers of the entries selected for
njodification (if any).

16.1.7 [(Invocation of-the Alert abstract-operation

When the) MTS_invekes the Message-delivery or Report-delivery abstract-operations, the MS performg the

following pctions;

a)

b)

been attempted If the dehvered message or dehvered-report satlsfles the reglstered selectton cntena,
and the requested-attributes parameter is present (or the alert-destinations component is absent), then the
MS invokes the Alert abstract-operation. (Note that this procedure, in common with the others defined
in 16.1, assumes that an abstract-association exists between the MS and MS-user; if no abstract-

association exists, Alert cannot be invoked.). If the Alert is performed successfully, the MS-user returns
an alert-result.

If the alert-destinations component is present (and the Alert was not performed successfully, or the
suppress-alert-destinations component is false), the MS attempts to -issue the alert to each alert-
destination in turn, until one attempt succeeds, as defined in 13.1.
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16.2

If, after processing all Auto-alert registrations, the Alert abstract-operation has not been performed
successfully, and no alert-destinations have been alerted, then the MS sets the alert-indication which is
reported to the MS-user when an abstract-association is next established.

If a security-policy is in force, then to ensure that such a security-policy is not violated during the alert
the message-security-label is checked against the security-context by the MS. If the Alert abstract-
operation is barred either by the security-policy or by temporary security restrictions, the action taken
shall be defined by the security policy in force.

Supply of the MS-submission Port abstract-services

This claui? describes the performance of the MS-message-submission, MS-probe-submission, and MS-gancel-deferred-

delivery

stract-operations, and the invocation of the Submission-control abstract-operation. The-MS abstract-service

supply of the MS-submission Port abstract-services assumes that an abstract-association exists between the MS-submission
Port suppljer (the MS) and the MS-submission Port consumer (the MS-user), The performance of the-abstract-operations is in

sequenti

16.2.1

allorder, no parallel processing takes place, Not all error cases are described.

[Performance of the MS-message-submission abstract-operation

When the MS-user invokes the MS-message-submission abstract-operation, the MS performs the following aclions:

a)

b)

c)

d

e)

118

Ifla 1994 Application Context is in use, the submission-options parameter of the MS-message-submission-argument
is| extracted and the MTS Message-submission argument is<«Constructed from the remainder. If the submission-
options parameter is absent and the present abstract-association identified a UA-registration ip its MS-bind-
ument, the submission-options are drawn from the “UA-submission-defaults of that UA-regisjration. If the
present abstract-association did not identify a UA-registration, or the UA-registration did nof contain UA-
sybmission-defaults, the submission-options are drawn from the general (non UA-specific) submission-defaults
ragistered by Register-MS. If the submission-options contain any MS-submission-extensions these are acted on
adcording to the rules stated in the Specification which defines the content-type of the submitted message. If the
S is unable to progress the submission because the submission-options are incorrectly specified pr include MS-
sybmission-extensions which are not supported, then the MS shall create an entry in the Submissiontlog entry-class
and attach an MS-submission-error to\it; in this case, the procedure resumes at step (g). Otherwise, the procedure
rdsumes at step (c).

Iff a 1988 Application Context is in use, but the MS-user has registered general (non UA-specifjc) submission-
de¢faults by means of Registér-MS when using a 1994 Application Context, then the submission-options parameter
of the MS-message-submission-argument is drawn from that registration.

Iffa 1988 Application Context is in use, and the MS-message-submission argument contains a forwarding-request
rameter. the’MS verifies that the entry to be forwarded is a delivered-message entry of the Deliyery entry-class
and incorporates the entry in the MTS Message-submission argument according to content-type specific rules.

bmission to the
and optional

attnbute -types for em:rles of the Draft entry-class are mdlcated in Table 2

The MS attempts to establish an abstract-association with the MTS if one does not already exist. If an abstract-
association cannot be established, a remote-bind-error is returned to the MS-user and the procedure terminates.

The MS creates an entry in the Submission-log entry-class and invokes the Message-submission abstract-operation
over its abstract-association with the MTS. The mandatory and optional attribute-types for submitted-message
entries of the Submission-log entry-class are indicated in Table 2. If Message-submission is unsuccessful the MS
attaches an MS-submission-error attribute to the Submission-log entry to record the error and the procedure
continues at step (g).
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g)

h)

)

)]

16.2.2

. When the MS-user invokes the MS-probe-submission abstract-operation the MS performs the following actions|

a)

b)

ISO/IEC 10021-5:1994 (E)

If the Message-submission is successful and the submission-options parameter (or its registered default) requested
the creation of an entry in the Submission entry-class then that entry is created. The mandatory and optional
attribute-types for submitted-message entries of the Submission entry-class are indicated in Table 2. If the Auto-
correlate-reports auto-action is subscribed to by the MS-user then the MS generates the correlation attributes
indicated in 13.3.

The entry created in the Submission-log or Draft entry-class, or the entries created in both the Submission-log and
Submission entry-classes are modified as follows. If the submission-options parameter (or its registered default)
specified one or more message-group-names to be added to the new entry or entries, then these attribute-values are
added. If Auto-modify auto-actions have been registered by the MS-user, and enabled in the submission-options
parameter (or its registered default), then each is examined in turn. If the entry belongs to the entry-class specified
for [that Tegisiered auto-action, and satisties any selection criteria specified, then the sequence of mqdifications is
appllied. If any content-specific auto-actions have been registered they are performed.

thege auto-actions causes an auto-action error, the MS shall attach an auto-action-error- attribute indicating the
nature of the error to the Auto-action-log entry, and shall set the auto-action-error-indication, which fis returned to
the|[MS-user in the MS-message-submission-result. The MS then resumes processing of registered autq-actions.

Ce}:in auto-actions, when executed, cause the creation of an entry in the Auto-action-log-entry-class. If any of

If the Message-submission is unsuccessful (or failed in step (a) above), the erroris reported to the M$-user and the
propedure continues at step (i).

Th¢ MS-message-submission-result is returned to the MS-user. This_shall indicate the sequence niimber of any
majn-entry created in the Draft, Submission or Submission-log entry-class. If Message-submission was requested
(rather than storage of a draft-message) then the MS-message~submission-result shall include the MTS Message-
submission result (for details see 8.2.1.1.2 of ISO/IEC 10021<4).

The MS may choose to terminate the abstract-association with the MTS either when the MS-user ferminates its
absfract-association with the MS, or after a certain period of inactivity.

If 2 security-policy is in force, then to ensure that such a security-policy is not violated during II\M/IS-message-
subimission, the message-security-label is- checked against the security-context by the MS. If the [MS-message-
subimission is barred either by the security-policy or by temporary security restrictions, a security-prror shall be
indfcated.

Performance of the MS-probe-submission abstract-operation

1994 Application Context is in use, the submission-options parameter of the MS-probe-submission-argument is
exfracted and the-MTS Probe-submission argument is constructed from the remainder. If the submission-options
p eter is.absent and the present abstract-association identified a UA-registration in its MS-bind-prgument, the
sul mlssxon OptIOIIS are drawn from the UA-submission defaults of that UA-registration If the prsent abstract-
-defaults, the
2 : Register-MS.
If the MS is unable to progress the subm1ss1on because the subm1ss1on-opuons are mcorrectly specxﬁed then the
MS shall create an entry in the Submission-log entry-class and attach an MS-submission-error to it; in this case the
procedure resumes at step (). -

If a 1988 Application Context is in use, but the MS-user has registered general (non UA-specific) submission-
defaults by means of Register-MS when using a 1994 Application Context, then the submission-options parameter
of the MS-probe-submission-argument is drawn from that registration.

The MS attempts to establish an abstract-association with the MTS if one does not already exist. If an abstract-
association cannot be established, a remote-bind-error is returned to the MS-user and the procedure terminates.

119


https://iecnorm.com/api/?name=d7b855fbecd60a47d85e12bce940d02f

ISO/IEC 10021-5:1994 (E) © ISO/IEC

c) The MS creates an entry in the Submission-log entry-class and invokes the Probe-submission abstract-operation
over its abstract-association with the MTS. The mandatory and optional attribute-types for submitted-probe entries
of the Submission-log entry-class are indicated in Table 2. If Probe-submission is unsuccessful the MS attaches an
MS-submission-error attribute to the Submission-log entry to record the error and the procedure continues at step

(e).

d) If the Probe-submission is successful and the submission-options parameter (or its registered default) requested the
creation of an entry in the Submission entry-class then that entry is created. The mandatory and optional attribute-
types for submitted-probe entries of the Submission entry-class are indicated in Table 2. If the Auto-correlate-
reports auto-action is subscribed to by the MS-user then the MS generates the correlation attributes indicated in
13.3. ‘

€) e entry created in the Submission-log entry-class, or the entries created in both the Submission-log and
Submission entry-classes are modified as follows. If the submission-options parameter (or. its registered default)
specified one or more message-group-names to be added to the new entry or entries, then/these attr{bute-values are
afided. If Auto-modify auto-actions have been registered by the MS-user, and enabled it the submission-options
“pprameter (or its registered default), then each is examined in turn. If the entry belongs to the entry-class specified

for that registered auto-action, and satisfies any selection criteria specified, then the sequence of modifications is.
applied.

ertain auto-actions, when executed, cause the creation of an entry in the“Auto-action-log entry-
ese auto-actions causes an auto-action error, the MS shall attach ‘an auto-action-error attributg indicating the
ture of the error to the Auto-action-log entry, and shall set the aufo-action-error-indication, which is returned to
e MS-user in the MS-probe-submission-result, The MS then resumes processing of registered autotactions,

If the Probe-submission was unsuccessful (or failed in step.(a) above), the error is reported to the NIS-user and the
ocedure continues at step (g).

e MS-probe-submission-result is returned to the MS-user. This shall indicate the sequence numbgr of any entries
created in the Submission and Submission-log(entry-classes. The MS-probe-submission-result shall include the
'S Probe-submission result (for details see.8.2.1.2.2 of ISO/IEC 10021-4).

he MS may choose to terminate the abstract-association with the MTS either when the MS-user terminates its
stract-association with the MS, or'after a certain period of inactivity.

g

h) a security-policy is in force, then to ensure that such a security-policy is not violated duging MS-probe-
sphbmission, the message-security-label is checked against the security-context by the MS. If [the MS-probe-
spbmission is barred either by the security-policy or by temporary security restrictions, a security-error shall be‘

indicated.

16.2.3 |Performance of the MS-cancel-deferred-delivery abstract-operation

When the|MS-user invokes the MS-cancel-deferred-delivery abstract-operation, the MS performs the following actions:

a) The-MS—verifies-tha ."‘.;;‘::.:.““".'
details see 8.2.1.3.1 of ISO/IEC 10021-4.

cancel-deferred-delivery-abstraet-operation. For

b) The MS attempts to establish an abstract-association with the MTS if one does not already exist, If an abstract-
association cannot be established, a remote-bind-error is returned to the MS-user and the procedure terminates.

c) The MS invokes a Cancel-deferred-delivery abstract-operation to the MTS. If the request for delivery cancellation
is successful and the user has subscribed to the Auto-correlation of Reports element of service, the MS searches for
an entry in the Submission and Submission-log entry-classes corresponding to the submitted-message for which
deferred-delivery has been cancelled. If this entry is present, the MS attaches a deferred-delivery-cancellation-time
attribute to it to record the date and time at which delivery cancellation occurred, and updates the AC-report-
summary attribute to record the cancellation.
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d) The MS reports the outcome of the abstract-operation to the MS-user.

e) The MS may choose to terminate the abstract-association with the MTS either when the MS-user terminates its
abstract-association with the MS or after a certain period of inactivity.

16.24 Invocation of the Submission-control abstract-operation

If the MTS invokes the Submission-control abstract-operation, or if for some internal reason the MS requires a temporary
restriction on the submission abstract-operations that the MS-user may invoke, or requires an alteration to the existing
restrictions, the MS performs the following actions:

a) he MS invokes the MS-submission-control abstract-operation; see 8.3.4

b) he MS waits for the MS-user to generate an MS-submission-control result, confirming the- acceptance of the MS-
bmission-control abstract-operation.

c) If the Submission-control was originally invoked by the MTS, the MS returns.the MS-submissi¢n-control result
eceived from the MS-user to the MTS,

=

16.2.5 [Generation rules for general-attributes

The entri¢s of the Submission, Submission-log, and Draft entry-classes Created as a result of MS-messagetsubmission and
MS-probg-submission shall contain the mandatory attributes indicated in Table 2, and such optional e}:lributes as are

supported| by the MS implementation and subscribed to by the MS=-user. The generated attributes form a pew entry, or in
some cas¢s a parent-entry and one or more child-entries; see 6,3.4, Each attribute of an entry in the Submission-log entry-
class has|the same value as the equivalent attribute in the corresponding entry of the Submission entrytclass (with the
exception| of the deletion-time and MS-submission-errorattributes which are specific to Submission-log entries). The
following{kinds of general-attributes shall be generated: '

a) deneral-attributes generated by the MS itself (e.g., sequence number);

b) dgeneral-attributes generated from coniponents of the message-submission-envelope and probe submyission envelope,
dnd from the result of the MTS Message-submission and Probe-submission abstract-operations. For components
hich are not present, but fOr which default values are defined, a general-attribute containing the|default value is

generated.

See Tabl¢ 4 and 11.4 for the rules on how the general-attributes are generated. The generation rules for|content-specific
attributes| are described in the relevant Specification for the content-type concerned (e.g., the IPMS-specific attributes are
described in clause 19-6fISO/TEC 10021-7).

16.3  Supply of the Administration Port abstract-services

This clause describes : F : reder 7 7 T S' abstract-service
supply of the Administration Port abstract-servxces assumes that an abstract—assocmnon exists between the Administration
Port supplier (the MS) and the Administration Port consumer (the MS-user). The performance of the abstract-operations is in
sequential order, no parallel processing takes place. Not all error cases are described.

16.3.1 Performance of the Register abstract-operation
When the MS-user invokes the Register abstract-operation, the MS performs the following actions:

a) The MS verifies that the supplied arguments are valid for the Register abstract-operation. See 8.4.1.1.1 of ISO/IEC
10021-4. Subject to local policy or subscription, the MS may impose additional restrictions on the registrations
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b)

<)

d

¢)

16.3.2

When the MTS invokes the Change-credentials abstract-operation, the MS performs'the following actions:

a)

b)

16.3.3

When the MS-user invokes the Change-credentials abstract-operation, the MS performs the following actions;

a)

b)

9
d)

17

which may be performed by the MS-user; if these restrictions are violated, an abstract-error is returned to the MS-
user and the procedure terminates.

The MS auempts to establish an abstract-association with the MTS if one does not already exist, If an abstract-
association cannot be established, a remote-bind-error is returned to the MS-user and the procedure terminates.

The MS invokes the Register abstract-operation over its abstract-association with the MTS, containing the
arguments of the original abstract-operation.

The result or error returned by the MTS is returned to the MS-user.

eV ; terminates its
a stract-assocmuon w1th the MS or after a certam penod of inactivity,

in|force. Some security-policies may only permit user-security-labels to the changed in this' way if 3 secure link is

‘llc scope of permitted changes by the MS-user to the user-security-labels shall be confined by the fecurity-policy
in
employed. Other local means of changing user-security-labels in a secure manner may be provided.

[nvocation of the Change-credentials abstract-operation

The MS verifies that the supplied arguments are valid for the Change-credentials abstract-operation.| See 8.4.1.2 of
ISO/IEC 10021-4, If the old credentials are incorrect or the new credentials are not acceptable, an efror is returned
arld the procedure terminates.

The MS stores the new credentials for use on subsequent occasions when it binds to the MTS and retirns a result to
the MTS. A

Performance of the Change-credentials abstract-operation

The MS verifies that the supplied arguments are valid for the Change-credentials abstract-operation, See 8.4,1.2 of
ISO/IEC 10021-4. Subject.to-local policy, the MS may impose restrictions on the use of the Chahge-credentials
abjstract-operation by the MS-user; if these restrictions are violated, an abstract-error is returned to the MS-user and
thg procedure terminates.

The MS attempts'to establish an abstract-association with the MTS if one does not already exist. |If an abstract-
association cannot be established, a remote-bind-error is returned to the MS-user and the procedure terminates.

The MS-invokes the Change-credentials abstract-operation over its abstract-association with the MTS{

successfully, the MS stores the new credentials,

The MS may choose to terminate the abstract-association with the MTS either when the MS-user terminates its
abstract-association with the MS or after a certain period of inactivity.

Ports realization

This clause describes how the Retrieval, the MS-submission and the Administration Ports of the MS abstract-service are
provided. For a description of how the MTS abstract-servxce provides the Delivery, the Submission and the Administration
Ports, refer to clause 8 of ISO/IEC 10021-4.
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17.1  Retrieval Port
The Retrieval Port abstract-services are realized on a one-to-one basis between abstract-operations and real operations in the

Message Retrieval Service Element 1988 (MRSE-88) and Message Retrieval Service Element 1994 (MRSE-94) which are
defined in ISO/IEC 10021-6.

NOTE - The MRSE-88 applies when using a 1988 Application Context; the MRSE-94 applies when using a 1994 Application Context.

17.2 MS-submission Port

in the Mesgage Submission Service Element (MSSE) and MS Message Submission Service Element (MS-MSSE) which are

The MS-su£mission Port abstract-services are realized on a one-to-one basis between abstract-operations and feal operations
O/IEC 10021-6.

defined in

NOTE - The|MSSE applies when using a 1988 Application Context; the MS-MSSE applies when using a 1994’ Application Context.

17.3  Administration Port
The Admixlistration Port abstract-services are realized on a one-to-one basis between abstract-operations and real operations
in the Mespage Administration Service Element 1988 (MASE-88) and the Message Administration Service [Element 1994
(MASE-94) which are defined in ISO/IEC 10021-6.

NOTE - Thg MASE-88 applies when using a 1988 Application Context; the MASE-94 applies when using a 1994 Application Context.
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Annex A

(normative)
Formal assighment of Object Identifiers

All Object Identifiers assigned in this part of ISO/IEC 10021 are formally assigned in the present annex using ASN.1, The

specified values are cited in the ASN.1 modules of subsequent annexes.

© ISO/IEC

This annex is definitive for all values except those for ASN.1 modules and for the whole subject matter of this part of

ISO/IEC 10021, The definitive assignments for the former occur in the modules themselves. The latter is fixed. Other

references to the values assigned to modules appear in IMPORT clauses,

MsObject]dentifiers {Jjoint-iso-ccitt mhs-motis(6) ms(4) modules(0) object-identifiers{Q) vers
DEFINITIQNS ::=

BEGIN
-- Prolpgue

~— Exports everything

IMPORTS

ID,| id-ms
FROM MHSObjectIdentifiers {joint-iso~cecitt mhs-motis(®) arch(5) modules{0) object-idey
version-1994(0)};

-- Categories

flon-1994 (0)}

itifiers (0)

id-mod ~- modules -~- ID :s:= {id-ms 0}

id-ot -- ohjects -- ID ::= {id-ms"'1}

id-pt -- port types -- ID ::= {id=ms 2}

id-att -~ attribute types =-- ID s:="{dd-ms 3}

id-act -~ auto-action types —- ID :3=\{id-ms 4}

id-crt -—- gontracts - ID {:= {id-ms 5}

id-cp -- connection-packages -- JID ¥Yi= {ld-ms 6}

id-aae -~ auto-action-errors-- ID ::= {id-ms 7}

id-mr -— matching-rules -- ID :t:= {id-ms 8}

-- Modulles

id-mod-opbject-identifiers ID ::= {id-mod 0} -- not definitive
id-mod-apstract-service ID ::= {id-mod 1} -- not definitive
id-mod-attribute~types ID ::= {id-mod 2} -~ not definitive
id-mod-agtion-types ID ::= {id-mod 3} -~ not defilnitive
id-mod-upper-bounds ID ::= {id-mod 4} -- not definitive
id-mod-matching=-rules ID ::= {id-mod 5} =-- not definitive
-~ Objerts

id-ot-ms ID ::= {id-ot O}

id-ot-ms-user ID ::= {id~ot 1}

~-— Port types

id-pt-retrieval-88 ID ::= {id-pt 0}

id-pt-retrieval-94 ID ::= {id-pt 1}
id-pt-ms-submission ID ::= {id-pt 2}

--— Contracts

id-crt-ms-access-88 ID ::= {id-crt Q)
id-crt-ms-access-94 ID ::= {id-crt 1}
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—-— Connectlion-packages

id-cp-ms—connection

L)

D ::= {id-cp 0}
-~ Attribute-types

id-att-ac-correlated-report-list

id-att-~cdntent

id~att~cgntent~type

id-att~creation-time

id-att~dgletion-time

id-att~ertry—-type

id~att-mgssage-token
id-att-mg-originated

id-att-ogiginal-EITs

id-att-priority

ID ::= {id-att 42}
id-att-ac-report-summary ID ::= {id=-att 43}
id-att~ac-uncorrelated-report~list ID ::= {id-att 44}
id-att-auto-action-error ID ::= {id-att 46}
id-att-~auto-action~registration-~identifier ID ::= {id-att 47}
id-att-~auto-action~subject-entry ID ::= {id=-att 48}
id-att~auto-action-type 1:= {id-att 49}
id-att-cHild-sequence-numbers := {id-att 0}
t= {id-att 1}
id~att~cogntent-confidentiality~algorithm-identifier s= {id-att 2}
id-att~content~correlator B {id-att 3}
ld-att~cgntent~identifier ii1= {id-att 4}
id-att~cgntent-integrity-check 1= {id-att 5}
id-att~content~length ID ::= {id-att 6}
id-att~cgntent-returned ID ::= {id-att 7}
ID ::= {id-att 8}
id-att~cdnversion-with-loss~prohibited ID :3;= {id-att 9}
id-att~cdnverted-EITs ID ::= {id-att 10}
ID ::= {id-att 11}
id-att~ddgferred~delivery~cancellation-time ID ::= {id=-att 50}
id-att~ddferred-delivery-time ID ::= {id-att~51}
ID ::= {id-att ' .52}
id-att~delivered-EITs ID ::= {id-att 12}
id-att~dglivery-flags ID ::= {dd~att 13}
id-att~dlj~expansion-history ID ::=~{dd-att 14}
id-att~dl-expansion-prohibited ID 1a+& {id-att 53}
ID = {id—att 16}
id-att-internal~-trace~information ID\s:= {id=-att 54}
id-att-lgtest-delivery~-time ID s:= {id—-att 55}
id-att-marked-for-deletion ID : {id-att 56}
id-att-mgssage~delivery-envelope D {id~att 18}
id-att-mgssage~delivery-time ID : {id~att 20}
id-att-mgssage-group-name ib : {id-att 57}
id-att-mgdssage-identifier ID : {id-att 19}
id-att~mgssage-notes . ID : {id~-att 58}
id~att-mgqssage-origin~authentication-check ID : {id-att 21}
id-att-mgssage~security-label ID ::= {id—-att 22}
id-att-mgdssage~submission-envelope D {id-att 59}
id-att-mgssage-submission-time ID 1:= {id-att 23}
ID ::= {id-att 24}
ID ::= {id-att 60}
id-att-mg~-submission-error ID ::= {id-att 61}
ID ::= {id—att 25}
id~att-ofiginally—-intended-recipient-name ID ::= {id-att 17}
ig-att-ogiginating-MIA=certificate ID ::= {id-att 62}
id-att-ofiginator-gertificate ID :1:= {id-att 26}
id-att~ofiginator=name ID ::= {(id-att 27}
id-att-ofiginator-report-request ID ::= {id-att 63}
id-att-ogiginater-return-address ID ::= {id-att 64}
id-att-offher-recipient-names ID ::= {id-att 28}
id-att-parent—-sequence-number ID ::= {id-att 29}
id-att-per-message~indicators ID := {id=-att 65}
id-att-per-recipient-message-submission-fields ID ::= {id-att 66}
id=-att-per-recipient-~probe~submission-fields ID ::= {id-att 67}
id-att~per-recipient-report-delivery-fields ID ::= {id-att 30}
ID ::= {id-att 31}
id-att-probe-origin-authentication-check ID ::= {id~att 68}
id-att-probe-submission-envelope ID ::= {id=att 69}
id-att-proof-of-delivery-request ID ::= {id~-att 32}
id-att~proof~of-submission ID ::= {id-att 70}
id-att~recipient-names ID ::= {id-att 71}
id-att~recipient~reassignment-prohibited ID ::= {id-att 72}
id-att-redirection~history ID ::= {id—~att 33}
id-att-report-delivery-envelope ID ::= {id-att 34}
id-att-reporting-DL-name ID ::= {id-att 35}
id-att-reporting-MTA-certificate ID ::= {id-att 36}
id~att-report~origin-authentication~check ID ::= {id=-att 37}
id-~att-retrieval~status ID ::= {id-att 15}

ISO/IEC 10021-5:1994 (E)
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id-att-security-classification ID ::= {id-att 38}
id-att-sequence-number ID ::= {id-att 39}
id-att-storage-period ID ::= {id-att 73}
id-att-storage-time ID ::= {id—-att 74}
id-att-subject~submission-identifier ID ::= {id-att 40}
id-att-this-recipient-name ID ::= {id-att 41}
id-att-trace-information ID ::= {id-att 75}
-~ Auto-action-types

id-act-ipm-auto~forward ID ::= {id~act O} -- Reserved for use in ITU-T Rec. X.420 | ISO/IEC 10021-7
id-act-auto-alert ID ::= {id-act 1}
id~act-auto-correlate~reports ID ::= {id-act 2}
id-act-aufo=deIete ID = {Id=acr 37
id-act-auto-modify ID ::= {id-act 4}

-~ Auto-pection errors

id-aae-auto-alert-error ID ::= {id~aae 0}

-- Matchling-rules

id=-mr-con
id~mr-con
id~mr-ms-
id-mr-ms-
id~-mr-ms-
id-mr-ms-
id~mr-mss!
id-mr-msst
id-mr-~mss
id-mr-~mss
id~mr-mssf
id-mr-mts
id-mr-ora
id-mr-ora
id-mr-ora
id-mr-orn
id-mr-orn
id-mr-orn
id-mr-orn
id-mr-red
id-mr-red
id-mr-red
id-mr-red
id-mr-val

END -- of

ent~correlator-match
ent~identifier-match
ingle-substring-list-elements-match
ingle-substring-list~match
ingle-substring-match
ubstrings-match
ring-case-sensitive-match
ring-list-elements-match
ring~list-match

ring-match

ring-ordering-match
tidentifier-match

idress~element s~match

idress-match
ldress~substring~elements—-match
hme~elements-match

hme-match

bme-single-element~match
ime-substring-elements-match
rection-or~dl-expansion~elements-match
lrection-or-dl-expansion-match
lrection-or-dl-expansion=substring-~elements-match
lrection~reason~match

be~count-match

MSObjectIdentifiers
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Annex B

(normative)
Formal definition of the Message Store abstract-service

This annex, a supplement to section 2, formally defines the Message Store abstract-service. It employs ASN.1 and the
MHS-OBJECT, PORT, ABSTRACT-OPERATION, and ABSTRACT-ERROR information object classes of
ISO/IEC 10021-4 Amendment 2, and the CONTRACT and CONNECTION-PACKAGE information object classes of
ISO/IEC 13712-1,

NoTE - The use of the MHS OBJECT PORT ABSTRACT OPERATION and ABSTRACT-OR information object classes, which

are derived fi information object dJasses of ROS,
does not imply that the abstract-operatlons and abstract-errors are mvoked and reported across the boundary between open-systems in
every instance. However, frequently this will be done. Just how this is accomplished is the subject of ISO/IEC 10021-6.

MSAbstractfervice {joint-iso-ccitt mhs-motis(6) ms{4) modules(0) abstract-service(l) version-1994(0)}
DEFINITIONE ::=

BEGIN
-- Prologue
-- Exportls everythilng
IMPORTS
-~| MTS information object classes
ABSTRACT-ERROR, ABSTRACT-OPERATION, EXTENSION; MHS-OBJECT, PORT,
-—| MTS objects and ports
admipistration, delivery, mts-user, submission,
~~| MTS abstract-operations and abstract-errors

canceél-deferred-delivery, element-of-service-not-subscribed, inconslstent-request,
new~-gredentials-unacceptable, old-credentials~incorrectly-specified, originator-invalid,
recipient-improperly-specified, remote-bind-error, security-error,submission-control,
subm}ssion-control-viplated, unsupported-critical-function,

MTS abstract-service data-types

Credegntials,( TnitiatorCredentials, MessageSubmissionArgument, MessageSubmissionResult,
ORAdfiressAndOrDirectoryName, ProbeSubmissionArgument, ProbeSubmissionResult, ResponderCrgdentials,
SecupityContext, SecurityLabel
FROM MTSAbstractService {joint-iso-ccitt mhs-motis(6) mts(3) modules(0) mts-abstracj-service(l)

version-1994(0)}

-- MTS abstract-service 1988 ports

administration-88

FROM MTSAbstractService88 {joint-iso-ccitt mhs-motis(6) mts(3) modules(0)
mts-abstract-service(l) version-1988(1988)}

-~ MTS abstract-service upper bounds

ub-content~types, ub-encoded-information-types, ub-labels-and-redirections

FROM MTSUpperBounds {joint-iso-cecitt mhs-motis{6) mts(3) modules(0) upper-bounds(3)}
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-- MS attribute table

AttributeTable

FROM MSGeneralAttributeTypes {Jjoint-iso-ccitt mhs-motis(6) ms(4) modules(0)
general-attribute-types(2) version-1994(0)}

~— MS matching rule table

MatchingRuleTable

e b

AutoActionTable, AutoActionErrorTable

© ISO/IEC

PROM MSMatchingRules {joint~iso-ccitt mhs-motis(6) ms(4) modules(0) general-matching-rules(5)}

FROM MSGeneralAutoActionTypes {joint-iso-ccitt mhs~-motis(6) ms(4) moduleés(0)
general-auto-action-types(3) version-1994(0)}

-- MS object-identifiers

K-cp-ms~-connection, id-crt-ms-access~88, id-crt-ms-access-94, idfot-ms, id-ot-ms-usej
d-pt-retrieval-88, id-pt-retrieval-94, id-pt-ms-submission
FROM MSObjectIdentifiers {joint-iso-ccitt mhs-motis(6) ms(4) modules(0) object-ig

version-1994(0)}

-- MS Access abstract-operation and error codes

r-attribute-error, err-auto~action-request-error,\err-ms-extension-error,
r-delete-error, err-entry-class-error, err-fetch-restriction-error,
rr-invalid-parameters-error, err-message-group=error, err-modify-error,
r-range-error, err-security-error, err-sequience-number-error, err-service-error,
r-register-ms-error, op-alert, op-delete/ op~fetch, op-list, op-modify,
-ms-message-submission, op-ms-probe~submission, op-register-ms, op-summarize
FROM MSAccessProtocol {joint-iso=¢citt mhs-motis(6) protocols(0) modules(0)
ms~-acecéss-protocol (2) version~1994(0)}

- M$ abstract-service upper bounds

-attributes-supported, ub=attribute-values, ub-auto-action-errors, ub-auto-actions,
~auto~registrations, ub-default~registrations, ub-entry-classes, ub=-error-reasons,
-group-depth, ub-group~descriptor-length, ub-group-part-léngth, ub-matching-rules,
-message~groups, ubsmessages, ub-modifications, ub-per-entry, ub-per-auto-action,
~gservice~informdtion-length, ub-summaries, ub-~supplementary-info-length,
-ua-registration-identifier-length, ub-ua-registrations, ub-restrictions

FROM MsUpperBounds {joint-iso~ccitt mhs-motis(6) ms(4) modules(0) upper-bounds (4

version-1994(0)}

-- MATCHING-RULE information object class

TCHING-RULE

entifiers(0)

b-extensions,

PROM InformationFramework {joint-iso-ccitt ds(5) modules(l) informationFramework(l) 2}

-- Remote Operations

CONTRACT, CONNECTION-PACKAGE

FROM Remote-Operations~Information-Objects {joint-iso-ceitt remote-operations(4)
informationObjects(5) versionl(0))

emptyUnbind

FROM Remote-Operations-Useful-Definitions (Jjoint-iso-ccitt remote-~operations(4)
useful~definitions(7) versionl (Q)};
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tract Objects

ms MHS-OBJECT ::= ({

Is {mts-user}
RESPONDS {ms-access—-contract-88 | ms-access-contract-94}
ib id-ot-ms }

ms-user MHS-OBJECT ::= {
INITIATES {ms-access-contract-88 | ms—access-contract-94}

D

-— Contra

ms—access;jontract—94 CONTRACT ::= {

CONNECTION ms-connect
INITJATOR CONSUMER OF {retrieval | ms-submission | administration}
ID id=-crt-ms—access-94 }
ms~-access~¢ontract-88 CONTRACT ::= {
CONNHCTION ms-connect -~ with all 1994 extension additions omitted --
INITJATOR CONSUMER OF {retrieval-88 | submission | administration-88}
D id-crt-ms-access-88 }
-- Connedtion-package

ms~-connect

BIND ms-bind
UNBIND ms-unbind
1D id-cp-ms~connection }
-- MS Ponts
retrieval PORT ::i=
CONSYMER INVOKES {summarize | list | fetch | deletfe | register-Ms,
w..=— 1994 extension addition) --,
modify}
SUPPLIER INVOKES {alert}
ib id-pt-retrieval-94 }

retrieval-B8 POR

-— With all 1994 extension additions to the abstract-operations absent --
CONSUMER INVOKES (summarize | 1ist | fetch | delete | register-Ms}
SUPPLIER INVOKES {alert}

ib id-pt-retrieval-88 }

id~ot~ms-user }

cts

CONNECTION~-PACKAGE ::= {

1= |

ms-submissfion PORT ::= {

CONSPMER INVOKES ({mstmessage~submission | ms-probe-submission | ms-cancel-deferred-deliy
SUPPLIER INVOKES {ms#submission-control}
D id-pt-ms~submission }

—— ATTRIBUTE information object class

ATTRIBUTE [::= CLASS {

ery}

&id AttributeType UNIQUE,

&Typk

&equalityMatch MATCHING-RULE OPTIONAL,

&substringsMatch MATCHING-RULE OPTIONAL,

&orderingMatch MATCHING-RULE OPTIONAL,

snumeration ENUMERATED {single-valued(0), multi-valued(l)},

-~ 1994 extension =~

&OtherMatches MATCHING-RULE OPTIONAL }
WITH SYNTAX {

WITH ATTRIBUTE-SYNTAX

{EQUALITY MATCHING-RULE

[SUBSTRINGS MATCHING-RULE

[ORDERING MATCHING~RULE

[OTHER MATCHING-RULES &0therMatches, ]

NUMERATION &numeration,

ID &id }

&Type,
&equalityMatch, ]
&substringsMatch, ]
&orderingMatch, ]
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Attribute ::= SEQUENCE {
attribute~type ATTRIBUTE.&id ({AttributeTable}),
attribute-values SEQUENCE SIZE (l.. ub-attribute-values) OF ATTRIBUTE.&Type
. {{AttributeTable} {Rattribute-type}) }

AttributeType ::= OBJECT IDENTIFIER

-= AUTO-ACTION information object class

AUTO-ACTION ::= CLASS {

&id AutoActionType UNIQUE,
&RegistrationParameter OPTIONAL,
&Errors AUTO-ACTION-ERROR OPTIONAL }

WITH SYNTEX—
[REGISTRATION PARAMETER IS &RegistrationParameter]
[ERRORS &Errors]
IDENTIFIED BY &id }

AutoActionType ::= OBJECT IDENTIFIER

AutoActiohRegistration ::= SEQUENCE {
autg~-action-type AUTO-ACTION.&id ({AutoActionTable}),
registration—identifier [0] INTEGER (l..ub-per—auto-action) DEFAULT 1,
registration-parameter [1] AUTO-ACTION.&RegistrationParameter ({AutoActionTable}
{Rauto-action-type}) OPTIONAL}

- AUTOTECTION-ERROR information object class
AUTO-ACTIQON-ERROR ::= ABSTRACT-ERROR

AutoActionErrxor ::= SET {
errqr~code {0] AUTO-ACTION~-ERROR. &errorCode ({AutoActionErrorTablel}),
errqr-parameter {[1] AUTO~ACTION-ERROR.&ParameterType ({AutoActionErrorTable}{@error-codel}) OPTIONAL}

~=- MS-EX[TENSION information object class

MS-EXTENSION ::= TYPE-IDENTIFIER

MSExtensipnIltem ::= INSTANCE OF MS-EXTENSION

MSExtensipns ::= SEQUENCE SIZE(l..ub-=extensions) OF MSExtensionItem
-- Commopn data-types related\to the information model

EntryClasp ::= INTEGER {

delivery (0)}
-~ 1994 extensions(-=
subfission (1},
draft (2),
stofed-message (3),
deljvery-log (4),
submpission=log (5),
message-~log (6),

aut¢-action-log (7) } (0..ub=-entry-classes)

EntryType ::= INTEGER ({
delivered-message (0),
delivered-report (1),
returned-content (2),
~~ 1994 extensions --
submitted-message (3),
submitted-probe (4),
draft-message (5),
auto-action-event (6) 1}

SequenceNumber ::= INTEGER (0..ub-messages)

RetrievalStatus ::= INTEGER {
new (0),
listed 1),
processed (2) }
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MessageGroupName ::= SEQUENCE SIZE(l..ub-group-depth) OF GroupNamePart
GroupNamePart ::= GeneralString (SIZE(l..ub-group-part-length))
~—- MS-bind abstract-operation

ms-bind ABSTRACT-OPERATION ::= {

ARGUMENT MSBindArgument
RESULT MSBindResult
ERRORS {ms-bind-error} }

MSBindArgument ::= SET ({

initiator-name ORAddressAndOrbirectoryName,
initilator-credentials [2] InitiatorCredentials,

securlity-context [3} IMPLICIT SecurityContext OPTIONAL,
fetch~restrictions {4] Restrictions OPTIONAL -- default 1s none--,

ms-configuration-request [5) BOOLEAN DEFAULT FALSE,

-- 1994 extensions =--
ua-registration-identifier [6] Registrationldentifier OPTIONAL,
bind-extensions {7] MSExtensions OPTIONAL}

Restrictions ::= SET ({
allowed—~content-types [0} SET SIZE (l1..ub-content-types) OF OBJECT IDENTIFIER OPTIONAL
-~defaudt_is no restriction-f
allowed-EITs {1] MS-EITs OPTIONAL =-~default i1s no restriction--,
maxinmum-attribute~length [2] INTEGER OPTIONAL ~~default is no restriction--}

-

MS-EITs ::3 SET SIZE (l..ub-encoded~information-types) OF MS-EIT
MS~EIT ::=|OBJECT IDENTIFIER
Registrati¢nIdentifier ::= PrintableString (SIZE(l..ub-ua<registration-identifier-length))

MSBindResult ::= SET {

respdnder~credentials [2] ResponderCredentials,

availlable-auto-actions [3] SET SIZE (¥.\ub-auto-actions) OF AUTO-ACTION.&id
({AutoActionTable}) OPTIONAL,

availlable-attribute~types {4] SET SIZE.Y1..ub-attributes-supported) OF ATTRIBUTE.&id

({AttributeTable}) OPTIONAL,
alerfj-indication [$5] BOOLEAN DEFAULT FALSE,
contgnt~types-supported {6] BSET) SIZE {l1..ub-content-types) OF OBJECT IDENTIFIER OPTIONAL,
-~ 1994 extensions ==

entry-classes=-supported [71 “SET SIZE(l..ub-entry-classes) OF EntryClass OPTIONAL,

matcling-rules-supported (8} SET SIZE(l..ub-matching-rules) OF OBJECT IDENTIFIER OPT[ONAL,

addifjional-capabilities 9] MSExtensions OPTIONAL,

messdge-group~depth {10} INTEGER (l..ub-group-depth) OPTIONAL,

autotaction~error~indication [11] AutoActionErrorIndication OPTIONAL,

unsupported-extensions [12] SET SIZE(l..ub-extensions) OF OBJECT IDENTIFIER OPTIONAL,

ua-registration-id-anknown [13] BOOLEAN DEFAULT FALSE,

service-informatian [14) GeneralString (SIZE(l..ub-service-information-length)) PPTIONAL }

AutolctionFrrorIndication ::= CHOICE {

indi¢ation-only {0) NULL,
autotactionslog-entry [1] SequenceNumber }
ms-bind-erpor VABSTRACT~ERROR ::= {
PARAMETER CHOICE {
unqualified-error BindProblem,
-~ 1994 extension ~-
qualified—error SET {
bind-problem [0] BindProblen,
supplementary-information [1) GeneralString (SIZE(l..ub-supplementary-info-length)) OPTIONAL,
bind-extension-errors {2] SET SIZE(l..ub-extensions) OF OBJECT IDENTIFIER OPTIONAL} } }

BindProblem ::= ENUMERATED ({

authentication-error 0),
unacceptable-security-context 1y,
unable-to-establish-association (2},
ce. == 1994 extension addition -~ ,

bind-extension-~problem (3) 1}
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-~ MS Unbind abstract-operation
ms~unbind ABSTRACT-OPERATION ::= emptyUnbind
-~ Common data-types

Range ::= CHOICE {
sequence-number-range [0] NumberRange,
creation~time-range {11 TimeRange }

NumberRange ::= SEQUENCE {
from [0} SequenceNumber OPTIONAL ~- omitted means no lower bound=-=-,
to [1] SequenceNumber OPTIONAL -~ omitted means no upper bound--}

TimeRangg ::= SEQUENCE ({
from [0] CreationTime OPTIONAL -- omitted means no lower bound~-,
to (1] CreationTime OPTIONAL -- omitted means no upper bound--}

CreationTime ::= UTCTime

Filter :3= CHOICE {
item {0l FilterItem,
and [1] SET OF Filter,
or [2) SET OF Filter,
nofy 3} Filter }

FilterItgm ::= CHOICE {

eqyality {01 AttributeValueAssertion,
suldstrings [1] SEQUENCE {
type ATTRIBUTE.&id ({AttributeTableé}),
strings SEQUENCE OF CHOICE {
initial {0] ATTRIBUTE.&Type ({AttributeTable} {@substrings.typel),
any [1] ATTRIBUTE.&Type\({AttributeTable} {@substrings.typel),
final [2] ATTRIBUTE.&Type ) {AttributeTable} {@substrings.typel)}|},
grdater-or-equal [2] AttributeValueAssertion,
legs-or-equal {3] AttributeValueAssertdion,
pregsent {4] ATTRIBUTE.&id ({AttributeTablel}),

apgroximate-match {5] AttributeValueAsgertion,
~= 1994 extension =
otHer-match [6] MatchingRuleAssertion }

MatchingRuleAssertion ::= SEQUENCE ({

mafjching-rule [0] MATCHING~RULE., &id({MatchingRuleTable}),
att{ribute-type {1] ATTRIBUTE.&id, :
mafch-~value [2] MATCHING-RULE.&AssertionType ({MatchingRuleTable} {@matching-rule})}

Attribute¢ValueAssertion ::="SEQUENCE {
atfgribute-type ATTRIBUTE.&id ({AttributeTable}),
attflribute-value ATTRIBUTE. &Type ({AttributeTable} {@attribute-type}) }

Selector|::= SET {
chilld-entries “[0] BOOLEAN DEFAULT FALSE,

rarnge {1) Range OPTIONAL --default 1s unbounded--,

filter {2] Filter OPTIONAL =-- default 1s all entries within the specified range-f,

linit [3] INTEGER (1..ub-messages) OPTIONAL,

override [4) OverrideRestrictions OPTIONAL -- by default, any fetch-restrictions in force apply=-~}

OverrideRestrictions ::= BIT STRING {
override-content-types-restriction (0),
override-~EITs-restriction (N,
override-attribute~length~restriction (2) } (SIZE (1.. ub~restrictions))

EntxyInformationSelection ::= SET SIZE (O..ub-per-entry) OF AttributeSelection

AttributeSelection ::= SET {
type ATTRIBUTE.&id ({AttributeTablel}),
from [0] INTEGER (l..ub-attribute-values) OPTIONAL --used if type is multi valued--,
count [1] INTEGER (1l..ub-attribute-values) OPTIONAL --used if type is multi valued-- }
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:= SEQUENCE ({

sequence-number SequenceNumber,

attributes

SET SIZE (l..ub-per-entry) OF Attribute OPTIONAL,
-= 1994 extension =--

value~count-exceeded [0] SET SIZE(l..ub-per-entry) OF AttributeValueCount OPTIONAL }

AttributevValueCount ::= SEQUENCE {

type fo]
total 1

ATTRIBUTE.&id ({AttributeTable}),
INTEGER }

MSSubmissionOptions ::= SET {

object-entry-class [0] EntryClass (submission|submission-log|draft) OPTIONAL,
disable-auto-modify {1] BOOLEAN DEFAULT FALSE,

add-message-group-names [2] SET SIZE(l..ub-message-groups) OF MessageGroupName OPTIONAL,
ms~-submission~extensions [3] MSExtensions OPTIONAL }

CommonSubmissionResults ::= SET {
created-entry [0) SequenceNumber OPTIONAL,

aut¢~action-
ms—~gubmissio

-— Retrileval Port abstract-operations

summarize| ABSTRACT-OPERATION ;:=

ARGYMENT
RESPLT
ERRORS

CODE

Summarizefrgument
entfy-class
selgctor
sumpary-regu

suinrize-ex
SummarizeResult ::= SET {

nexg
coupt
spap

Span ::= |SEQUENCE
lowest [0}
highest [1]

Summary := SET-{
abant [0]

prefsent ;7 [1]

su:Earies
sumpharize~result-extensions [4] MSExtensions OPTIONAL }

error-indication [1] AutoActionErrorIndication OPTIONAL,
n-result-extensions [2] MSExtensions CPTIONAL }

SummarizeArgument
SummarizeResult
{attribute-error | invalid-parameters-error | range-error |
security-error | sequence~number-error | service<error,
vve == 1994 extension additions -- ,
entry~-class~error | ms-extension-~error}
op~summarize }

;1= SET {
[0] EntryClass DEFAULT delivery,
[1] Selector, )
ests [2] SEQUENCE SIZE (l1..ub~summaries) OF ATTRIBUTE.&id ({AttributeTgble})
OPTIONAL ~-\dbsent if no summaries are requested--,
~- 1994 extension --
tensions [3] MSExtensions OGRTIONAL }

[0] ‘SegquenceNumber OPTIONAL,
{1M\L INTEGER (0..ub-messages) —-- of the entries selected--,
{20 )" Span OPTIONAL =-- of the entriles selected,

-- omitted if count is zero --,
[3]1 SEQUENCE SIZE (1l..ub-summaries) OF Summary OPTIONAL,
~- 1994 extension --

{
SequénceNumber,
SequenceNumber }

INTEGER (l..ub-messages) OPTIONAL ~-count of entries where attribute is absent--,
SET SIZE (1..ub-attribute-values) QF --one for each attribute value presefit--
SEQUENCE {

type ATTRIBUTE.&id ({AttributeTable}),
value ATTRIBUTE. &Type ({AttributeTable} {@.type}),
count INTEGER (1..ub-messages))} OPTIONAL }

1list ABSTRACT~OPERATION ::= {

ARGUMENT
RESULT
ERRORS

CODE

ListArgument

ListResult

{attribute-error | invalid-parameters-error | range-error |
security~error | seguence-number-error | service-error,

ve. == 1994 extension additions -- ,
entry-class-error | ms-—-extension-error}
op~list }
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ListArgument ::= SET {
entry-class [0] EntryClass DEFAULT delivery,
selector [1] Selector,
requested-attributes [3] EntryInformationSelection OPTIONAL,
-~ 1994 extension --
list-extensions [4] MSExtensions OPTIONAL }

ListResult ::= SET
next [0} SequenceNumber CPTIONAL,
requested [1] SEQUENCE SIZE (l..ub-messages) OF EntryInformation OPTIONAL
--omitted if none found=--,
-= 1894 extension —-
list~result-extensions [2] MSExtensions OPTIONAL }

fetch AB - DR
ARQUMENT FetchArgument
RE{ULT FetchResult

ERRORS {attribute-error | fetch~restriction~error { invalid-parameters~error |~ range-error |
securlty-error | sequence-number-error | service-error,
ees == 1984 extension additions ~-- ,
entry~-class-error | ms-extension-error}

[oe]0 1] op~fetch }

FetchArgument ::= SET {
enﬂiy-class [0] EntryClass DEFAULT delivery,
it CHOICE {
search [1] Selector,
precise 2] SequenceNumber},

requested-attributes (3] EntryInformationSelection OPTIONAL,
-~ 1994 extension --
fetlch~extensions [4] MSExtensions OPTIONAL }

FetchResylt ::= SET (

enfry-information [0] EntryInformation OPTIONAL ~--if an entry was selected--,
ligt {1] SEQUENCE SIZE (l..ub-messages) OF SequenceNumber OPTIONAL,
next [2] SequenceNumber\ OPTIONAL,

~- 1994 extension -~
fetlch-result-extensions [3] MSExtensions OPTIONAL }

delete ABSTRACT-OPERATION ::= {
ARGQUMENT DeleteArgument.

RESULT DeleteResult

ERRORS {delete-error ¢ invalid-parameters-~error | range-error | security-error |
sequence~humber-error | service-error,
ees == 1994 extension additions -- ,
entry~class—error | ms—-extension-error}

CODE op-delete }

DeleteArgument :¢=\SET {

entfry-class [0)] EntryClass DEFAULT delivery,
items CHOICE {
selector {1] Selector,

sequence-numbers [2] SET SIZE (1..ub-messages) OF SequenceNumber },
—= 1994 extension—
delete-extensions [3] MSExtensions OPTIONAL }

DeleteResult ::= CHOICE {

delete-result-88 NULL,
~~ 1994 extension --
delete~result-94 SET {
entries-deleted [0] SEQUENCE SIZE(l..ub-messages) OF SequenceNumber OPTIONAL,

delete~result-extensions [1] MSExtensions OPTIONAL } }
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