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A list of all parts in the IEC 63152 series, published under the general title Smart cities — City
service continuity against disasters, can be found on the IEC website.
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0.1

INTRODUCTION

General

It is important that organizations providing services are able to develop and implement
preparedness measures to maintain and restore required services in the event of a disaster.

Because many of the services depend on electricity, an electricity continuity plan (ECP) and an
electricity continuity system (ECS) can help maintain and restore necessary services in power
failure that is caused by a disaster. |IEC 63152 describes the concept and mini

requ

rements of ECP and ECS based on a business continuity plan (BCP)

mum

How
resp

This
proc
norm

It is
servi
relat

0.2

Serv
servi

bver, depending on the type, degree, and quality of services, there are various\ywa
bnd to disasters, and ECP and ECS cannot be created in the same way.

document is designed to serve as a guideline for the design of basic pafts by showin
bss and points to be noted in the preparation of ECP and ECS for power outages base
al service.

assumed that ECP and ECS will be useful to urban developéers, urban operators, p
ce providers, disaster managers and system integrators, @nd manufacturers of sys
bd equipment and facilities.

Why ECP and ECS are needed

ces in cities are not just public services. There\are a lot of different types of services
ce users such as residential services, {ransportation services, medical serv

manyifacturing services, etc. These services are‘also composed of various services.

Elec
unayv

disruption affects the surrounding areas, making it impossible to maintain normal services.

For 6

ys to

j the
don

ublic
fems

and
ices,

ricity is a very important resource to provide these services. Physical damage can be

oidable due to a disaster, but even in areas not directly affected physically, the p

xample, what about the transportation system when there is a blackout due to a disa

Road transportation, logistics

pwer

ster?

Road traffic Crossing
v Traffic light stops and traffic v The railroad crossings were
jams closed, and the traffic was cut
v Grid lock occurs at city centre off.
intersection v | ogistics and movements are
v The emergency vehicles can’t delayed due to traffic
move. congestion.

v Traffic congestion worsened
due to cars left by gas or

electricity shortage. IEC

Figure 1 — Impact of power outage in traffic

During normal times, traffic signals display instructions regularly, and the traffic centre can
control traffic signals based on traffic volume sensor information.
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As shown in Figure 1, a power failure causes traffic jams in many places because traffic lights
cannot display instructions. In that case, the traffic centre will not be able to grasp the traffic
jam situation and will not be able to give appropriate instructions to emergency vehicles. Of
course, the distribution will be delayed due to the traffic jam. Also, if the signal display
disappears, there can be many accidents. (See Annex A for more examples.)

It would be helpful to have a system (ECS) in place to back up the power supply to important
traffic signals, traffic sensors, etc., and to plan (ECP) activities to minimize the adverse effects
on traffic with the minimum necessary information in the event of a power failure.

It is
small
powgr outages can be opportunities to check the effectiveness of ECP and ECS as|wgll as
idenfify points for improvements.

0.3 | How to develop ECP and ECS using this document

With|this in mind, this document shows as much as possible what should-be considered yhen
continuing service in the event of a power failure.

Herelis how to develop the core ECP and ECS (See Figure 2).

Assumption of hazard, ECP&ECS
damage and loss to the —
city resulting in disaster Documented
procedures
Services to be provided p| Use case for > (ECP)
and resources for them ECP & ECS Management
timetable
System
Policy to respond to the ) (ECS)
disaster
Conceptual design Basic design Detailed design

IEC
Figure 2 — Design flow image of ECP and ECS

First|of all, a conceptual design is performed while clarifying the following points:

o assumption of disaster and level of damage to the city and to the organization;

o 4l services provided in the organization in normal time;
o pwmmwmmwﬂmw ' ' i ' i ured

at the time of disaster.

Next, use cases for establishing ECP and ECS are described using templates to match the
conceptual design, and basic requirements are summarized in the description as a basic design.

Finally, in the detailed design, the basic design is described in detail in the management
timetable to clarify the overall picture of the disaster response, and then the ECP document is
prepared and the ECS is designed.

0.4 What is the benefit?

There are many benefits to ECP and ECS, in addition to maintaining a certain level of service
after a disaster. They include the following.
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Increase of the likelihood of early recovery.

The implementation of ECP and ECS not only ensures that basic services are maintained
for a period of time after a disaster, but also increases the likelihood of early recovery.

If ECP and ECS maintain basic services during a power outage, they reduce the burden of
responding to services that need to be restored after a power outage. In addition, they will
reserve the capacity to create scenarios and preparation for the recovery during the power
outage.

e E

c

upply chain.

CP and ECS collaboration across multiple services.

y considering ECP and ECS for each of the important services, and by understanding and

ultiple ECP and ECS.
s a result, we will be able to cover more facilities, more areas, and even apply them t

these efforts are accumulated, it will become possible to build cities that can respo
variety of power outages, not just in times of disaster.

reparation and application for multiple disasters response (e.g. coronavirus + earthqu

ometimes multiple disasters occur at the same time. For examplg).an earthquake can ¢
here an infectious disease, such as a coronavirus, is widespread.

CP controls human activity and ECS controls systems. When disasters are compou
this way, staff shortages also need to be addressed. Several additional measures ¢4
eeded to identify gaps in staff and maintain ECP and ECS.

he effectiveness of ECP and ECS can be enhanced\by considering them in various dis
tuations.

pxpected that the use of this document will‘énable many service providers to aim for
tive and advanced disaster response.

d by
b the
hd to

hke).
ccur

nded
n be

bster

more
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SMART CITIES - CITY SERVICE CONTINUITY -

Part 2: Implementation guideline and city service cases

plementation of city service continuity (CSC) specified in IEC 63152 and includes

e cases for various target organizations (municipality, town developer,! bdi
nistrator, etc.). The city service cases to be included are not only for emergency us
or normal time use.

ormative references

ollowing documents are referred to in the text in such a way thatSome or all of their co

htent

constitutes requirements of this document. For dated references, only the edition cited applies.

For
ame

IEC
supp

For t

ISO
addr

3.1

busi
BCP
docu
reco
obje

Terms and definitions

undated references, the latest edition of the referenced document (including
dments) applies.

63152, Smart cities — City service continuity against disasters — The role of the elec
y

he purposes of this document, the following terms and definitions apply.

bnd |IEC maintain terminological databases for use in standardization at the follg
PSses:

EC Electropedia: availablerat http://www.electropedia.org/
5O Online browsing‘platform: available at http://www.iso.org/obp

hess continuity plan
mented(ihformation that guides an organization to respond to a disruption and res

tives

any

frical

wing

Lme,

er and-restore the delivery of products and services consistent with its business contipuity

[SOURCE: ISO 22301:2019, 3.4]

3.2

electricity continuity plan

ECP

documented procedures that guide organizations to ensure continuity of electricity supply to
maintain city services in a business continuity plan that addresses disruption caused by a

critic

al event

[SOURCE: IEC 63152:2020, 3.2]
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3.3

electricity continuity system

ECS

system required to ensure reliable and effective implementation of functions which are

nece

ssary for ECP

[SOURCE: IEC 63152:2020, 3.3]

3.4

city service

servi

ce that is performed for the benefit of the public

Note

[SOU

3.5

to entry: In this document, services depend on provision of electricity supply.

RCE: IEC 63152:2020, 3.4]

city service continuity

CsC
statu

cominunication services) that are provided to users in normal times;continue to be fully or g

prov
inter

[SOU

3.6

s in which, and capability with which, city services (i.e. publie;-'medical, transport

ded, even in a state of emergency in which the normal fupc¢tions of city infrastructure
upted

RCE: IEC 63152:2020, 3.5]

disagter

rapid

or slow onset event that causes significant disruption to one or more city services f

extended period of time

Note
softw

[SOU

3.7

use
spec
is, ty

[SOU

3.8

to entry: This can include natural disasters, failures of key components or systems whether in hardw
re, physical damage to systems, andcyber attacks.

RCE: IEC 63152:2020, 3.6]

case
fication of a set '‘ef’actions performed by a system, which yields an observable resul
pically, of value-for one or more actors or other stakeholders of the system

RCE: IEC 62559-2:2015, 3.1]

use
form

~

htion
artly
5 are

DIr an

Aare or

that

which allows the structured description of a use case in predefined fields

[SOURCE: IEC 62559-2:2015, 3.4]

4 Overview of electricity continuity plan (ECP) and electricity continuity
system (ECS) based on IEC 63152

4.1

Necessity of electricity continuity

Smart cities aim to provide more convenience and efficiency to their residents often through
useful functions built on information and communication technology platforms powered by
electricity. A smart city is advanced and complex due to the numerous functions it provides.
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Therefore, if a smart city loses power, it will lose its ICT infrastructure and every function
implemented for the smart city. This is one reason why electricity continuity is vitally important
in smart cities.

There are various types of hazard that can bring damage and loss to a city resulting in disaster.
Each city has its own weaknesses, and there are high-frequency disasters, depending on the
nature of its location, climate and city composition. Loss of electricity due to a disaster brings
big damage to the city. In situations where a hazard as shown in Figure 3 strikes the city, the
first action to establish the countermeasures is to grasp what happens to electrical equipment
and what problems will occur with each location, service or industry in a city, and then to assume
damage when a hazard strikes a city and electricity is cut off.

Earthquakes

Tsunami Pandemic

Volcanic eruption x
e

-

——

Figure 3 — Examples of hazards that can strike cities

Anngx A shows a lot of issues as "impacts of power outage" caused by disasters in va
field$ of city services and activities as follows.

c)

ife, home and buildings fields

hen homes or buildings lose electricityall electrical equipment stops, such as lightin
pnditioners, refrigerator, elevators,;~Communication line, power supply to smartph

ater supply also stops due to Jack of power for pumps, then bath, shower and toilet ca
e used in addition to lack of.drinking water. Fuel for emergency power generators will
rin out. Daily life will drastic¢ally change.

L
V)
c
cpmputers, TV. Electronic keys of deors cannot work and mechanical parking locks up
V)
b

obility, transportation, and logistics fields
oad and air trafficgpublic transportation, and logistics are affected.

hen the road (traffic control system loses electricity, traffic lights stop functioning
heavy traffic jams can occur, and many accidents can happen especially at n
mergency/vehicles cannot move, logistics and movements are delayed. The fuel sho
gets worse) Logistics is disrupted by traffic jams and fuel shortages. Stores are out of s

IEC

rious

y, air
one,
Cars.
nnot
500N

and
ight.
tage
fock.

henTailway networks and airports lose electricity, power and signal systems are dowr|

and

tfaifs,Cannot operate, the airport control system stops and aircraft are unable to take tfff or

|and-

Medical and commerce fields

Hospitals, medical services, retail, banking services, tourism, entertainments are affected.

Medical equipment, lighting, waterworks, pumps, air conditioners, refrigerators, elevators,
etc. will stop working when a hospital runs out of fuel for its emergency generator. If there

are more patients than usual due to the disaster, there will be a serious shortage of me
supplies and materials, combined with supply disruptions due to traffic congestion.

dical

When retails lose electricity, not only do stores run out of stock on essential items including
food, but electronic payment becomes unavailable and cashless payment such as credit
cards or e-money is not possible. Banks are also unable to function; automated teller

machines (ATMs) stop and the bank network stops.
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d)

Public and infrastructures fields

Public services, government services, shelters, education, communication, broadcasting,
information services, gig economy, social infrastructures are affected.

When traffic jams occur due to power outage, rescue, search and fire extinguishing
operations do not progress. Then the damage expands, resulting in a complex disaster.

When communication bases lose electricity and emergency power supply runs out, internet
and phone services will be interrupted. Smartphones become disconnected and information
cannot be accessed, which increases people's anxiety about the situation and prospects for
recovery.

When social infrastructures lose plpr‘frir‘ify] such as drain pumps in lowlands__dams,
floodgates and observation devices, holes occur in disaster prevention.

ndustry and energy fields

When manufacturing or food industries lose electricity, the production stops.The imp4ct of
supply chain disruptions extends beyond disaster-affected areas to factories on the sdipply
chain around the world. Shut down of food processing factories cuts off-food suppligs to
cpnsumption areas. Operations of petrol, oil and fuel refineries stop andtheir supply sfops.
A

griculture lighting and control of greenhouse farming are halt€d, The refrigerator] and
fleezer stop functioning, causing food spoilage in the dairy and-fisheries industries.

Servjces or organizations in a city have complex interrelationships. Impacts of power oJtage
for g service or organization propagate to adjacent or cascaded services or organizatjons,

causjng spread of damage. Understanding the interrelationships is important.

Thege examples, most of which have already beemexperienced in past disasters, seripusly
indicfl;ate the necessity of electricity continuitys in a city, and the necessity for| the
countermeasures.

To soplve the issue, the following points shotld be addressed.

What happens to electrical equipment and what problems will occur with city services?

How do we want to overcome th'e’situation and what level of services do we want to sdcure
alt the time of disaster?

WWhat measures are necéssary and effective, particularly from the perspective of elecfricity
cpntinuity?

Measgures should include plans and systems for electricity continuity that are prepared prior to
the disaster and operational during the disaster. Concept of and requirements for electricity
continuity plan (ECP) and electricity continuity system (ECS), which are collectively called|[ECP
& ECS, are jntroduced by IEC 63152 for this purpose. Specific procedures are given if the

following clauses.

This |[doCument focuses on disaster preparedness and recovery on the demand side. Supply-
side gridefforts witraiso enhance efectricity Testiience in compiementary ways.

4.2

Countermeasures to disasters

As countermeasures to power outage due to disasters, ECP & ECS support city services to
continue their role in the event of disaster, together with BCP. Well preparedness before a
disaster and sure operation during a disaster are key points of effective ECP & ECS.

During establishment of ECP & ECS, desired levels of services to be secured during a disaster
are a key point to be determined. The following items should be considered in determining the
levels.

To assume that all functions, information and things that require electricity in normal time
are stopped.
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e To cover all services in normal time including all electrical and electronic devices and
equipment used in the service.

e To know impacts on services due to stoppage of these devices and equipment.

e To set criteria or priority to continue services during a power outage.

e To determine a mode switching process or rule from normal time to emergency and to

normal time from emergency.

e To reach priority users such as one or both of personnel performing critical services and
vulnerable persons for whom access to electricity is critical.

4.3

ECP|& ECS and BCP are closely related to each other, so coordination among,thém d

Implementation of disaster preparedness

planning, introduction and operation is important.

Figute 4 outlines the process of introduction and operation of BCP and ECP & ECS.

Overlapping of job for BCP with ECP and ECP with ECS indicate that close cooperati

needed in these areas.

( ;
Planning

ECH
(opgration plan)
(majnly human)

ECS

(facflities and
systems)
(majnly things)

( Design of

BCP

Design of

Design
and
installation
of ECS

of structure
and'BCP

Establishment
of structure
and ECP

Commissioning
and start
of ECS

é Education,

training,
maintenance
and
management

Education
and
training

Maintenance
and
management

Planning, design and introduction Operation
BCH

r
Establishment

iring

DN IS

Figure 4 — Introduction and operation process of ECP & ECS

IEC

4.4

Planning, design and introduction of ECP & ECS

The ECP, as a part of BCP, should be prepared to respond to anticipated disaster in advance,
and be operated in accordance with the established procedures and processes in the event of
a contingency or disaster. As a feature of ECP & ECS, a considerable amount of investment for
facilities and equipment is required to ensure electricity continuity.

Therefore, if the facility, service or organization is newly established, renewed, expanded or
remodelled, it is important to seize this opportunity to develop the concept of electricity

continuity in advance and to prepare for the inclusion of ECS facilities in the overall plan.

a) If the facility, service or organization is new:

1) From the planning stage, the functional and performance requirements to be realized by
ECP & ECS should be considered and included in the overall design specifications.
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b)

2) The knowledge and lessons learned from past similar operational experiences, the latest
social and technological trends, and their predictions should be included in the
requirements specifications.

3) If possible, the ECS facilities should be used in both normal and emergency situations
to improve the cost performance of ECP & ECS functions.

4) When planning to implement interrelated ECP & ECSs, for example several facilities in
an area or on a same service chain, collaboration of relevant ECP & ECSs should be
considered to create a harmonized set of ECP & ECSs.

If the facility, service or organization exists:

1 ' king
the opportunities of renewal expansion, or modification.

2) Knowledge and lessons learned from existing facility, service or organization-epérations

should be included in specifications.
3) Furthermore, a)2), 3) and 4) also apply.

Operation of ECP & ECS

The pperation plan of ECP is an important element for effective use-~of facilities and functions

of ECS. For this reason,

CP experts and ECP & ECS technical experts should work-together to develop operatjonal
ans,

itlis necessary to prepare an operational plan and structure in advance so that the ECP &
CS will function from its launch for the new facility,) service or organization, and

perience gained from the actual operationtinithe field should be fed back to the opergtion

B

after the operation of a new facility, service or<arganization has started, the knowledgg and
€

plan regularly.

The following elements should be includediin the operation plan in order to be always reafly to

execpute the operation plan.

b)
c)

d)

5

5.1

Inpitial education and training should be conducted to familiarize managers and staff| with
CP & ECS facilities and fupctions.

ducation and training should be provided to maintain and improve the proficiency leyel of
anagers and staff in charge.

CP & ECS facilities and functions should be put into test, training and maintenpnce
operations periadically to prepare for disaster.

Lessons andsknowledge gained through the actual operation of ECP & ECS facilitieq and
fiinctions,-sduch as exercises or activation, should be immediately reflected in the operption
plan and.updated.

esign guideline for ECP & ECS

Design flow of ECP & ECS

In this Clause 5, firstly, a template based on IEC 62559-2 to describe use cases for city service
continuity is illustrated. Secondly, a procedure and recommendations for creation of ECP &
ECS are shown. Lastly, an example of use cases for ECP & ECS and derivation of ECP and
ECS from the use case are explained.

Figure 5 shows design flow diagram of ECP & ECS. During ECP & ECS design, conceptual
design, basic design and detailed design are performed in order.
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Assumption of

hazard, damage N Documented
and loss to the city — procedures
resulting in disaster| (ECP)
Services to be Use case for Management
provided and ﬁ ECP & ECS ﬁ timetable of
resources for them ECP & ECS

System
POIICY {0 reSPONG |y E— (éCS)

to the disaster

In the first step for conceptual design, IEC use case methodology is applied to create the

case|

a) 4

CP & ECS is designed,;

b) all services provided and all electrical or electronic deviées and equipment used for thd
the organization in normal time;

c) pplicy and intention of the organization to establish the ECP & ECS, such as what se

a

In the second step for basic design, the template of the use case for ECP & ECS is comp
by defining required information of the template.

In the third step for detailed design, the management timetable is derived from the use cas

ECP

In th¢ final step also for detailed design, ECP and ECS are completed as shown in the follo
manmer.

e H
e H

n
5.2

5.2.1

ecessary for ECP.

Conceptual design Basic design Detailed design
1EC

Figure 5 — Design flow diagram of ECP & ECS

for ECP & ECS. The following points need to be clarified and inpub to the use case:

sumption of disaster and level of damage to the city and to.the’organization for whic

d what level of service to be secured at the time of disaster.

& ECS, which gives a whole picture of ECP & ECS.

CP is documentedsprocedures that guide organizations to ensure continuity of electr

CS is a system;required to ensure reliable and effective implementation of func

ECP & ECS creation by using use case template

Short use case template for city service continuity

use

h the
min
Fvice

eted

e for

wing

City.

fions

T bl 4 I 4 Lok 4 4 CoD Q QT 4 Lot FHH I
a C 1 JSTTUWOS a UST LAsST TTIPIalc U LITAle all LUl G LUo. TIIC ITITTPIalc Ulllice©s a STTUI

use

case template defined in IEC 62559-2. Descriptions in items of "Narrative of use case" are
specially adapted for city service continuity.
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Table 1 — Short use case template for city service continuity

Items Contents

Name of use case

Date

Name of author(s)

Name Institution E-mail

Narrlative of use case 0
25 e

Shoft description Following items should be included:

1. A kind of disaster assumed

2. Location where a disaster will strike
3. Service(s) in normal time
4.

Service level(s) to maintain during disaster peXgd

Complete description Actions prepared for or responding to issues due to gowWer outage caused by th
disaster should be listed along time-based 5 phasgs~aound disaster occurrenc

w

2

1. Preparedness for disaster

Disaster strike

Recovery

2
3. Response
4
5

Review for next prgpasation

Diagram(s) of use case 5\\}‘\

Actdrs . C?

Gro m&/ Grouping description

"Grouping" may be used to classify actors by role or
connections, or may not be used.

Further information

Actor name Actor type Actor description specific to this use case

Procedures to fill in the template and recommendations for design consideration are explained
step by step in 5.2.2 t0 5.2.5.
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5.2.2 The first step: conceptual design

5.2.21 Procedure

The first step is to assume and determine the following items, in order to determine services
and their levels to secure in the event of a disaster:

e the kind of disaster and the location where the disaster will strike;
e services provided during normal time;
e issues with services due to power outage caused by the disaster;

e SETVICES 10 be Secured even In power outage;

e |g¢vels and durations of the services to maintain.

Figure 6 illustrates "Short description" in the Narrative of use case. This field should inclufe:

1) the kind of disaster assumed;
2) Igcation where a disaster will strike;
3) sprvice(s) in normal time;
4) sprvice level(s) to maintain during disaster period.
Narfative of use case
Shoft description Following items should be included:
1. Akind of disaster assumed
2. Location where a disaster Wit strike
DTN MY .
N ¥y period
Vertical axis is { Vertical axis|is| } N
"service level" "service level"
at this stage. Disaster at this stage. | ) Disaster
occurs “ oceurs
100 % [pesmes=s \ D 100 %
E
i !
I i
] !
i /
4
? I"\
) /No disaster With
i c,t')untermeasure E disaster
! : ! jcountermeasure
0% - 0% L
Disaster Time Disaster Time
period period
Discontinuity of electricity suppl Establish and implement
due to disaster causes all facilities electricity continuity for CSC
for city services to stop functioning
- = IEC

Figure 6 — Short description in the template

5.2.2.2 Recommendations

The following is a list of items that should be considered when implementing the procedures in
this step.

a) Collaboration of ECP with BCP
In the conceptual design step, ECP should be studied as a part of BCP. Assumption of a
disaster and damage caused by the disaster are a common base for the consideration for
ECP as well as BCP. Policy, service level and organizational structure are also common
issues to be resolved by the organization.
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b) Characteristics of disaster progress

Because the extent of damage varies with the type of disaster, it is redundant to consider
the design of each disaster.

For each possible disaster, it is recommended to assume the progression of damage (See
Annex B). In addition, measures that are specific to disasters and measures that are
common to anticipated disasters should be considered.

5.2.3

The second step: basic design

5.2.31 Procedure

elec

e R

Figu
actio
Actig

1) F
2) O
3) R
4) R
5) R

In th
to th

In t
sudd

In thf
situation justafter the disaster strike.

Thetlsecond step is to analyse and determine the following, in order to estimate neceq
r

icity and ensure means to secure services at a disaster.

ower required to maintain each service:

electricity and its securing period; for evaluation of necessary electricity, capacity,
to Annex A of IEC 63152:2020.

eans to ensure necessary electricity and disaster preparedness:
events at the moment of a disaster and emergency responses;
temporary measures taken immediately after a disaster;
full-scale measures implemented during the disaster récovery process.
e 7 illustrates "Complete description" in the Narrative of use case. This field should ing
ns prepared for or responding to issues due to~pewer outage caused by the disa
ns should be determined for each phase! belowby unfolding the above means:
reparedness for disaster;
isaster strike;
esponse;
ecovery;
eview for next preparation.

b Preparedness for disaster phase, to assume a disaster and its location, to assess
b target services, and.to-list the countermeasures to address the disaster risks.

e Disaster strike_phase, to assume what will just happen when power outage o
nly due to the\disaster, and what will help the situation.

Response phase, to assume what will be needed and how to use it to respond t

sary

refer

lude
ster.

risks

curs

b the

In th

b ‘Récovery phase, to assume what will be needed and how to use it to recover fron

n the

disaster.

In the Review for next preparation phase, to review the effectiveness of the prepared

coun

termeasure and update the plan against the disaster for future.

All actions above are for the first cycle for the disaster response, and after the first cycle, to
return to the Preparedness for disaster phase and to update the countermeasures against the
disaster.

T JEC White Paper, Microgrids for disaster preparedness and recovery, with electricity continuity plans and systems
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Figure 8 illustrates "Diagram(s) of use case" and "Actors" in the template. Means to ensure
necessary electricity and disaster preparedness adopted in the "Complete description" include
various resources.

The diagram(s) in the template should include all major facilities, equipment, systems, functions,
personnel and their connections and interactions. These resources can also be selected as
"Actors" in the template from detailed actions in each phase or from system diagram. Actors
may be grouped in order to provide a better overview.

5.2.3.2 Recommendations

The following is a list of items that should be considered when implementing the procedures in
this step.
a) References of multiple phases

Similar concepts and useful information for disaster management cycle, consistir]g of
multiple phases are disseminated by several organizations such as UNDRR2, FEMAS3 |etc.

b) (larification and quantification of means

(larification and quantification of means to secure necessary power will make the means
efffective in the event of a disaster. The following items are typical 'specifications that should
be taken into account in the ECP & ECS design:

system configuration;

e| division of roles;

| communication or sharing channels;

e| time limit or deadline;

o| electricity sharing rules and regulations;
e| maintenance of resources;

o] supply chain, etc.

2 United Nations Office for Disaster Risk Reduction

3 Federal Emergency Management Agency
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Narrative of use case

Complete description

Actions prepared for or responding to issues due to power outage caused by the
disaster should be listed along time-based 5 phases around disaster occurrence:

1 Pre

. : 1

E_me
Recover )

[E__Review for next prdodration A

<

1. Preparedness for
disaster

(At the first cycle)
1. To assume a

4 ‘VV VVV U

5. Review for next
preparation

3. Response 4. Recovery

2. To assume what

3. To assume what

. To assume what

5. To review the

disaster and its
location, to assess
risks to the target
services,

and to list the
countermeasures
to address the
disaster risks.

(Rfter the first cycle)
1. To update the
countermeasures
against the

will just happen
when power outage
occurs suddenly
due to the disaster,
and what will help
the situation.

will be needed and
how to use it to
respond to the
situation just after the
disaster strike.

will be needed and
how to use it to
recover from the
disaster.

effectiveness of
the prepared

countermeasu@
n

and update

ster

?o%afiu”;{jﬁ,
N\
S0

IEC

& )
Y

N
Figure 7 — Complete des@tion in the template
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1. Preparedness for 3R 4R 5. Review for next
disaster - hesponse - Recovery preparation
1. To assume a 2. To assume what 3. To assume what 4. To assume what 5. To review the
disaster and its will just happen will be needed and will be needed and effectiveness of
location, to assess when power outage how to use it to how to use it to the prepared
risks to the target occurs suddenly respond the recover from the countermeasure
services, due to the disaster, situation just after disaster. and update the plan
and to list the and what will help the disaster strike. against the disaster
countermeasures the situation. for future.
to address the
disaster risks. i
g
. Personnel 1
Efuipment 1 - o
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- Main facilities, equipment and personnel are selected as "Actors" @&
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"Grouping" may be used to classify actors by role or
connections, or may not be used.

Actor name Actor type

Further information
specific to this use case

Actor description

Figure 8 — Diagram(s) of use

case and actors in the template

IEC
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5.2.4 The third step: detailed desigh — Management timetable of ECP & ECS
5.2.41 Procedure

The third step is to create the management timetable of ECP & ECS.
Figure 9 illustrates derivation of management timetable of ECP & ECS from the short use case.

Detailed actions of all actors in each phase are classified in accordance with their roles and
arranged on the management timetable of ECP & ECS. As for management timetable, refer to
Annex D of IEC 63152:2020.

To derive the management table of ECP & ECS, the following steps are effective.
. pecifically, the contents of each phase in "Complete description" are broken down and
assigned to each actor’s cell.

. ctors are sorted into "interoperability layers" corresponding to their0les. An actor[may
span over multiple layers.

. he actions required in each phase will be further detailedyand made into spgcific
specifications in the final step.

1. Peparedness for 5. Review for next
di’taster 3. Response 4. Regcoyery preparation
1. T¢ assume a 2. To assume what 3. To assume what 40'\0 assume what 5. To review the
digaster and its will just happen will be needed an <' will be needed and effectiveness of]
logation, to assess when power outage how to use it to " howtouseitto the prepared
rigks to the target occurs suddenly respond to t eQ recover from the countermeasure
sqrvices, due to the disaster, situation ju§«er disaster. and update the plan
arjd to list the and what will help the disasfg rike. against the disapter
cduntermeasures the situation. %) for future.
toladdress the \"Q
digaster risks. $
N ITTH | 2oy
A\ \— W\ /i — ]

Detailed actions in ea@ phase are classified into interoperability layers.

Sifess N 0‘
lafer
ECP .
2 *
3
5
-
5 ?Gn n
o) layer
\| -
g Informati ’
< |layer '
ECS .
Communicatio
W/
Iayerr ‘ * * *
. - 4

Preparedness Disaster R R Review for nexi
for disaster strike (E{peikss CCoMEY preparation

Phases

IEC

NOTE Management timetable in Figure 9 is quoted from Figure D.1 of IEC 63152:2020 for explanation purposes
only. Description of cells in the figure is not relevant.

Figure 9 — Derivation of management timetable of ECP & ECS
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Management timetable gives a whole picture of ECP & ECS. All major means and personnel
are included in the timetable as elements with important requirements or actions required.

Detai

Is of each element are further designed and linked to or referred from this timetable.

Table 2 shows relationship of interoperability layers4 to ECP or ECS.

Table 2 — Relationship of interoperability layers to ECP or ECS

Content included in each of the interoperability layers is as follows.

a) B
1

b) H
1

c)

1
d) G
]
d
1

mformation layer:

For

sensgd, transmifted-via local area network (Communication layer) to upper layer, interp
as rgisidual electricity (Information layer) at the control centre, and utilized for battery monit
funcfion (Function layer) for a manager. Then the manager makes a decision on distributi
poweér to-demanding equipment according to a priority supply plan prepared in advanc
issugngeof instruction to save electricity (Business layer).

Layer no. ECP or ECS Interoperability layers
5 ECP Business layer
4 ECS Function layer
3 Information layer
2 Communication layer
1 Component layer

usiness layer:

Actions such as planning, decisions and instructions tosealize the objectives or mai
the services, and means for them.

unction layer:
Functions and their elements comprising a service to be realized.

Information to be exchanged between layers.
ommunication layer:

Channel and means for transmitting data from and to components.
omponent layer:

Components such as devices, equipment or facilities to execute operations to re
the function.

Elements included.in“each of the interoperability layers have connection to re
elements in other'layers.

ntain

alize

ated

xample, status of a component such as charge level of a battery (Component laygr) is

eted
Dring
bn of
e, or

5.2.4.2 Recommendations

The following is a list of items that should be considered when implementing the procedures in
this step.

a) Supplementation

After the "Complete description" of each phase is broken down and assigned to appropriate
actors, if some actors do not have actions in some phase, check if the actors need to have
any actions in that phase and then supplement actions, when necessary, in order to make
the overall action consistent across phases.

4 Similar concept in SGAM (Smart Grid Architecture Model) framework.
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b) Flexibility and adaptability

Connections between the elements may vary with progress along the phases and are
subject to a situation such as damage caused by a disaster or restoration from the disaster.

5.2.5 The final step: detailed design completion — Specifications of ECP & ECS
5.2.5.1 Procedure

The final step is to create specific specifications of ECP and ECS.

The description format of ECP & ECS may be freely determined by the organization.

. CP should cover all actions defined in the Business layer and define each procedureé
plan to manage and operate the organization.

. CS should cover the whole system and its components in the other four layefs’and d
specifications of individual components and the system design.

Main|role of ECP & ECS is to formulate and implement measures according_to the manage
timefable in advance: (e.g. prioritization, duration time, electricity level control). Services
demand electricity and their priorities can be listed in a table to/estimate the deman
electricity. For further detail, refer to Table 4 and Table 5.

Basi¢ model of ECP & ECS is introduced in IEC 63152:2020y.Clause A.2, where the follo
are defined.

|
m

CP is included in BCP. ECS is implemented baséd)yon ECP.
HCS should be able to receive disaster information in order to trigger the ECS and wa
HCS might need to have two connections “<”“status information and power to help
exchanging electricity among other ECSs:-

Figute 10 shows Basic model of ECP & ECS and its configuration.

Basi¢ model of ECP & ECS consists.of three basic functions (electricity or energy receiving
gengration, storage, utilization),"¢ontroller and manager.

Further details of Basic modetl are shown in Figure 11.

and

efine

ment
that
d for

wing

ke it.
with

and

Electricity demand and’supply should be balanced. Electricity flow and stock management to

contiol the three, basic functions (electricity or energy receiving and generation, sto
utilizption) is thesmeans to balance the demand and supply, which is a core function of E
ECS

age,
CP &
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Status information

Basic model of ECP/ECS
(IEC 63152:2020 Figure A.2)

Disaster information
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Power (energy/electricity)

1A Y

1
]
[ /

:
3

Status information 9 _ tl.______________
« Connection status to power grid S o s ity G ]
* Time disconnected i ]
* Operating status i
¢ Latest power consumption status : 1
il
S v, 1
Disaster Electricity/energy ¥ Ly S T I
i Controller Electricity | o "
information Power receiving and ot
(Trlggerto ECS) By generation i Utlllza.tlon = -’I-
- o function >
Los< of power ‘r'*'
* Timg dlsconnected B =% Information
 Switg¢h order Electncny/ene_rgy — Electricity/enesdy
(fror grid to ECS) BCF’ ECS siterge i | ] - » Instruction/order
\ ) LN P
~* VvV
IEC
Figure 10 — Basic model of ECP & ECS and its configuration
» x| Manager LW E out<E_in+E_st
E f Output flow : E_out:
\ A
> Grid = Controller »{ Communication [ == = m= = ofe ==
™ Renewable energy > & P Lighting oo e e e s o -
»| Replenishing energy = —_— »{ Air conditioning External
1 »| Elevator communicafion
& Power interchange »{ Pump
Electricity/ HE -
ectricity/energy : 1 Charging
receiving and generation 5 |
; ¥ : Exte_rn_al
rovision
Battery Power interchange P >
\%el tank + generator — —
Electricity utilization
------ * Information
—» Energy/electricity EIectnmty/energy
------------ » Instruction/order storage
IEC
Figure 41~ Basic model of ECP & ECS - internal configuration
Refefring to the internal configuration in Figure 11, the design policy for three core functiops of
ECP|& ECS js.generalized as follows.
a) Hor electricity or energy receiving and generation function:
1)) \fo’get the necessary power in a timely and reliable manner.

b) For electricity or energy storage function:

1) to save up the necessary power on storage in a reliable manner;

2) to provide the necessary power to demand side in a timely manner.

For electricity utilization function:

1) to prioritize the target and estimate the necessary power;

2)
3) to save power consumption;
4) to communicate with external parties.

to utilize the necessary power in a timely and reliable manner, according to the priority;

All actions taken by ECP & ECS can be sorted to one of the above objectives given to the three
basic functions. ECP & ECS should be so designed as to identify all actions related to the above
objectives and to specify the detailed actions.
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5.2.5.2 Recommendations

The following is a list of items that should be considered when implementing the procedures in
this step.

a)

b)

Estimation of electricity balance.

At first, electricity demand should be estimated by summing up the prioritized utilization,
then electricity supply should be estimated by summing up received and generated power,
or provided by the storage if the demand and supply need to be balanced. Example is given

in 5.3.5.
Implementation on EMS

asic model of ECP & ECS is a kind of energy management system (EMS).
organization has a plan to introduce EMS, then implementation of ECP & ECS of‘the
ill save the introduction cost and bring better resilience against a disaster.

In-depth considerations for a timely and reliable manner.

order for the power receiving and generation functions to obtain the.pewer required
ely and reliable manner, and for the storage functions to store and supply the p

preparation for possible disasters.

ilar considerations should be given to wiring, plumbing and ancillary equipment to the 4

itselfl, and to human resources required to operate it,

5.2.6 Useful information for ECP development

The following is a list of information that is useful in developing an ECP.

b)

CGonsideration based on services:

1) to organize activities by service element for regular services provided within the f3g
(if possible, prepare a procéss for entire regular service);

to extract activities from'BCP activities items along the phase;

to list electrical equipment and devices used in the extracted activities and also v
that each piece oftequipment and device can work on battery power;

timetable.

f an
EMS

in a
pwer
H not
from
is in

cility

cility

erify

4)) to confirm the\location of each equipment (excluding battery-operated equipment)] and
the connected’power distribution system;

5) to determine the required power capacity of each distribution line along the phase;
to plan-how electrical equipment and devices are powered according to the management

Hor effective and flexible ECP:

1) identify what kind of electrical equipment or devices are installed and where they are

located. Most of them cannot be easily moved,;

2)

3)

4)
5)

develop ECP & ECS with the distribution system in mind. If the ECP & ECS is developed
without considering the power distribution lines, it might not be possible to accurately
distribute power to critical equipment;

consider those who are not familiar with electricity in each of the ECP activities. Their
sense of security is one of the necessary factors for the proper implementation of ECP;

prepare backup ECP in case the period of blackout is longer than estimated;
have a program that asks for help in case of running out of power.

Useful information for ECP activities:

1)

lists of electrical equipment and devices (ID and details) and their locations (map of the
facilities);
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2) locations of outlets and their distribution line, outlet types;

3) list of electrical equipment by each distribution line (or a list of electrical equipment and
the IDs of the outlets to which the electrical equipment is connected);

4

) storage locations for accessories and assistive devices, and lists of accessories and
assistive devices stored by storage location. Examples of accessories are

i) portable batteries and their types and sizes,

ii) power extension cords and hubs, and

iii) lighting fixtures, light bulbs and fluorescent tubes.

seful information to help each other (e.q. site. facility. area):

B W N

5.3
5.3.1

procedure to connect to and disconnect from power grid;

operational status of emergency power supply;
remaining capacity of emergency power supply;

spatial location of priority users, priority equipment and emergency supply.

ECP & ECS creation example

System configuration (example) - Community centre and-public shelter

b are various locations, services and industries where electri¢ity continuity is requireg

Ther

exa

This
and

Figu

ener
for e

city ip the event of a disaster. A community centre in a city is\taken as a typical example.
will :i:a a good tutorial of ECP & ECS design for an organization in charge of ECP & ECS. Fu

ples are shown in Annex C.

facility is used for community meetings, club.activities and meeting places in normal i

n the event of a disaster it will be used as a‘public shel

e 12 shows the system configurationcof a community centre and public shelter
electricity viewpoint. Each actor has one;or more connections with other actors by informe
gy, and instruction or order. Here\energy includes electricity and its sources, such as
mergency generator, solar for_solar power generator or wind for wind power generato

ter.

Meteof
agen
ove

() %

ological Disaster
y/ local information . Manager
nment receiver :

yvy

I ommunlcatlo
— system

reF:g:\V,?r:g ] __rCircuitbreaker Distribution
equipment J / switch system
Emergency

L|gh ing I
Iy

equipment J)

_.[Solar power Battery

generator

ina
This
rther

from
tion,
fuel

=

ntactl

[sonfon
[ company Ptk = Goncer
[
[Lvms }—

Wind power

Electricity/energy receiving and generation

generator —» Energy/electricity
Actor || » Instruction/order

Ou| %

Figure 12 — System configuration of a community centre and public shelter

Electricity/energy storage

Electricity utilization

IEC

The facility is managed by a manager both in normal time and during a disaster period. An
earthquake is assumed to strike the city, then grid power stops, and the community centre loses
power.
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During a disaster, the community centre, functioning as a public shelter, provides minimum
necessary lighting and air conditioning, communication lines for external communication,
outlets for charging smartphones, PCs, TVs, radios, etc., and disaster information reception
and information display services to people in the facility.

An example of use case is described in 5.3.2 to 5.3.5 to explain how to prepare for a power
outage in the event of a disaster, according to procedures using a short use case template
shown in 5.1.

5.3.2 The first step: conceptual design

Short description in the Narrative of use case is described to determine services and their,|¢vels
to secure in the event of a disaster.

Figute 13 shows Narrative of use case "Short description".

Items Contents

Nanpe of use case Community centre / temporary shelter
Dat¢ 2020/2/20

1
Narlative of use case

Following items should be included:

Shoft description : )
1. AKkind of disaster assumed
2. Location where a disaster will strike
3. Service(s) in normal time
4. Serviggrquel(s) to maintain dugifig disaster period
Vertical axis is 3
"service level" J
1. An earthquake. atthisstage. J . o
2. Large city is attacked, grid power stops,.and 100 % oceurs

the community centre loses power.

3. It is usually used for community megtings,
club activities, and meetings.

4. In the event of a disaster, it willbe used as a

temporary shelter. With
It_prowd_e_s minimum negessary Ilghtlng and ; I disaster
air conditioning, communication lines for i icountermeasyre

S . 0 %
external communication, outlets for charging ’ Dl_<—>| Time
smartphones, RCs, TVs, radios, etc., and ;fiztjr
disaster infortmation reception and information - -

i X Establish and implement
display services. electricity continuity for CSC

IEC

Figure 13 — Narrative of use case "Short description”

5.3.3 The second step: basic design

Complete description in the Narrative of use case is described to estimate necessary electricity
and ensure means for the electricity to secure services at a disaster.

Figure 14 shows Narrative of use case "Complete description" for the Preparedness for disaster
phase, as an example.

Similarly, Figure 15 through Figure 18 show the Narrative of use case "Complete description”
for the Disaster strike phase, the Response phase, the Recovery phase and the Review for next
preparation phase, respectively.

Figure 19 shows the procedure to extract a list of actors from the system diagram.
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Table 3 shows completed Header and Narrative of Short use case using the template.

Table 3 also shows completed actors list of Short use case using the template.

IEC SRD 63152-2:2022 © IEC 2022

Narrative of use case

Complete description

Actions prepared for or responding to issues due to power outage caused by the
disaster should be listed along time-based 5 phases around disaster occurrence:

¢ Assuming the damage at the time of disaster and the number of evacuees, the director degg'nes the
@

content of the services to be provided, and introduces the equipment necessary for electri

provide the services.

ontinuity to

b A disaster information receiver is installed to receive information such as emerge@ ulletins issued by

the meteorological agency and local governments.

b It usually receives power from the grid. In addition, solar and wind power

ggefators and a power storage

battery will be installed to maintain a predetermined amount of charge irﬁwe battery while supplementing

grid power.

b An emergency generator and a fuel tank are installed and filled

b Conduct regular operation checks and exercises.

<
K

(. L breparednese for di
- : :
e RSSRONSC )
N/ AV4 AV 4 X
I P_raparedness for 2. Disaster strike 3. Response 4. Recovery 5. Review f_or next
digaster preparation
1. Pleparedness for disaster %V

Figure 15 — Narrative of use case — Disaster strike phase

IEC
Figure 14 — Narrative of use case — Preparedness for disaster phase
1. P_lLeparedness for 2. Disaster strike .|\ '8"Response 4. Recovery S- Review f_or nex
dipaster preparation
2. DOisaster strike . c}~
G\\
» When disaster occurrence information is received and the grid power outage is
detected, the community.centre is disconnected from the grid connection.
+ Calculate the power, y available period from the remaining amount of
emergency powe ration fuel and battery, and the estimated power
consumption. ¢_
IEC
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1. Preparedness for

—-31-—

disaster

2. Disaster strike

3. Response

4. Recovery

5. Review for next
preparation

3. Response

in the city.

instructions for saving electricity, orders for refueling, and contacting the disaster response headquarters

« After confirming the damage, the power supply in the community center will be switched to independent
operation under the instruction of the manager.

» Demand is predicted from the nhumber of evacuees accommodated, power demand prediction, and actual
power consumption, and the available supply is calculated from the capacity of emergency generators and

the remaining amount of fuel, the amount of power generated by solar and wind power generation, the
weather, and the remaining amount of batteries.

» The manager determines the available time for electricity supply from the demand forecast and the

1. Prgparedness for

Figure 16 — Narrative of use case — Response phase

dispster

2. Disaster strike

3. Response

4. Recovery P

@‘ 5. Review for next

1. Prgparedness for

preparation

4. Recovery

schedule.

» Contact the electric power company to understand.the grid power recovery

» Check the safety status of the community gentef, stop independent operation, and

switch to grid-connected operation underthe instruction of the manager. Cancel the
power saving measures and check forabnormalities.

Figure 17 — Narrative of-use case — Recovery phase

IEC

dispster

2. Disaster strike

3:Response

4. Recovery

5. Review for next

preparation

5. Review for néxt.preparation

» Improvements in emergency generator capacity, fuel storage and replenishment
metheds, solar and wind power generator capacity, battery storage capacity, power
supply usage during independent operation, power saving planning and actual
operation, cooperation with external parties, etc. will be examined.

Figure.18 — Narrative of use case — Review for next preparation phase

IEC

IEC
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Diagram(s) of use case |

Meteorological Disaster .
agency/ local |--}-»| information Manager |------=memmemmmmmeeeeeees | Display [---»
overnment receiver, = "
H i i T HEEH
Power Powe ]:, Circuit breaker Distribution ommunicatio Lot we Contact
company ipment J 1 switch system J: L system

FueI Enel !ank Emergen Lighting I
company J | generatqr
1]
[ I__~
(]
L]

equipment |V
L]

z
Ho

Sun
| )

[ ] ¥ « ]
'] . -
[ Wind # }_ u [Wingl power L E— » Information Outlet || %
geperator N —» Energy/electricity y
¥ F . l Actor || e » Instruction/order
L L re
]

EIedricity/.énergy;eceiving and'generation Electricity/energy storage Electricity utilizatior} C

Actqrs = '\0
] " . ' e L. [ b

Groyiping A X Grouping description A
Infofmation transm.fssmn-and ovgYaII control Receive external information,,make decisions, issue

¥ . . ' instructions, and provide information
Actqr name’ . . . Actor type Actor description %K | Furthgr |nformat|on

. L[] = - specific to this use case
- -
Manager N " . ' Person
Disgster anormqtlon rewlver Device
Disglay A Device
| Grolipifig N Groupiug&scription
Pow er:supply.equipment Facilities.that receive power from outside or generate
I ) and supply power
Actd r‘name * Actor type Actar description Further information
3 x "\ specific to this use case

., . .
Pokr receiving equipment Device
Fue| tank v Device

IEC

Figure 19 < Diagram(s) of use case and actors list
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Table 3 — Use case using the template

Items Contents
Name of use case Community centre / Temporary shelter
Date 2020/2/20
Name of author(s)
Name Institution E-mail
Nakane Kazuhiko Mitsubishi Electric Corporation Nakane.Kazuhiko@ .........

Narrative of use case

Short 1. An earthquake.
description 2. large city is attacked, grid power stops, and the community centre loses power.
3. Itis usually used for community meetings, club activities, and meetings.
4. In the event of a disaster, it will be used as a temporary shelter.
It provides minimum necessary lighting and air conditioning, communication lines for extgrnal
communication, outlets for charging smartphones, PCs, TVs, radios, etcs) and disgster
information reception and information display services.
Complete 1. Preparedness for disaster
desdription Assuming the damage at the time of disaster and the number of ;evacuees, the dirgctor

. Disaster strike

. Response

. Recovery

. Review for next preparation

determines the content of the services to be provided, and introduces'the’equipment necegsary

for electricity continuity to provide the services.

A disaster information receiver is installed to receive information such as emergency bullgtins
issued by the meteorological agency and local governments.
It usually receives power from the grid. In addition, solar-and wind power generators ahd a

power storage battery will be installed to maintain a predetermined amount of charge in
battery while supplementing grid power.

An emergency generator and a fuel tank are installediand filled with fuel.
Conduct regular operation checks and exercises

When disaster occurrence information is reéceived and the grid power outage is detected
community centre is disconnected from the_grid connection.

Calculate the power supply available period from the remaining amount of emergency p
generation fuel and battery, and the gstimated power consumption.

After confirming the damage, the power supply in the community centre will be switchd
independent operation under-the instruction of the manager.

Demand is predicted from_the number of evacuees accommodated, power demand predic
and actual power consumption, and the available supply is calculated from the capaci
emergency generatorsiand the remaining amount of fuel, the amount of power generate
solar and wind power.generation, the weather, and the remaining amount of batteries.

The manager determines the available time for electricity supply from the demand forecasf
the available supply, and takes necessary measures such as instructions for operating p
sources, instructions for saving electricity, orders for refueling, and contacting the dis
response headquarters in the city.

Contactthe electric power company to understand the grid power recovery schedule.

Check the safety status of the community centre, stop independent operation, and switq
grid-connected operation under the instruction of the manager. Cancel the power s3
measures and check for abnormalities.

Improvements in emergency generator capacity, fuel storage and replenishment methods,
and wind power generator capacity, battery storage capacity, power supply usage d

the

the

bwer

d to

tion,

y of

d by

and
wer
ster

h to
ving

olar
ring
rnal

mdependent operatlon power saving planning and actual operation, cooperation with extg

PdlllUb Vl.b VVIII UV U)\dllllllvu

Diagram(s) of use

case

Meteorological N
agency/ local Display %
govemmen

Power
company

Disaster
information Manager

Circuit breaker,
E— : I switch
-[ Fuel tank} -[
Solar power |
generator
Wind power
generator

Power
receiving
equipment

vevy v

Distribution i ommunicatio %
system ‘T‘ i system

nghnng l %

equipment JJ

| —I %
oy

Emergency

generator ] i

Actor

Fue\
company

—

Battery

~—= Energy/electricity
* Instruction/order

IEC
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Actors

Grouping

Grouping description

Information transmission and overall

Receive external information, make decisions, issue instructions, and

control provide information
Further information

Actor name Actor type Actor description specific to this use
case

Manager Person Manage power supply in the community centre

Disaster information | Device Receive information from agency on disasters

receiver

Display Device Provide information for community centre

GrC' .L‘i“g f‘rnnping Aaenrip{inn

Powgr supply equipment

Facilities that receive power from outside or generate and supply.'poyer

Further inferpratjon

Actdr name Actor type Actor description specific(tp this use
case
Powgr receiving Device Receiving power from the power grid
equipment
Fuelltank Device Fuel tank for emergency generator
Emegrgency Device Emergency generator used during power outage
gengrator
Solar power Device Generate electricity with sunlight
gengrator
Wing power Device Generate electricity by wind
gengrator
Battery Device Store electricity generated by solar power and
wind power
Circpit breaker / Device Send or cut power frommsource to distribution
swit¢h
Distfibution system Device Distribute power inside the community centre

Groygping

Grouping description

Powgr demand equipment

Equipment that'consumes power

Further informatjon

Actdr name Actor type Actor-déscription specific to this use
case
Communication Device €ommunication means for contacting outside
system
Lighfing equipment Device Indoor lighting
Air donditioner Device Indoor heating and cooling
Outlgt Device Power outlet for electrical equipment
Groygping Grouping description
Extgrnal parties Outside of the community centre
Further informatjon
Actdr name Actor type Actor description specific to this use

case

Metgorological
agency / (ocal
govgrnment

Organization

Send information on the occurrence and situation
of emergency situations such as disasters

Power-€ompany

. m
FgarzZatoh

(«d | i +h il
oHpPPry-powerihmepower—gna

Fuel company

Organization

Supply fuel for emergency generators

Sun Nature Power source, depends on time and weather
conditions

Wind Nature Power source, depends on weather conditions

Contact Person Outside contacts of the manager during

emergency
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5.3.4 The third step: detailed desigh — Management timetable of ECP & ECS

Management timetable of ECP & ECS is derived from short use case descriptions to make the
means determined in the second step effective and to secure power requirements at a disaster.

Figure 20 and Figure 21 show management timetable of ECP & ECS and its derivation process.
Use case descriptions for five phases are broken down and assigned to each actor’s cell.
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5.3.5 The final step: detailed design completion — Specifications of ECP & ECS

5.3.5.1 Specifications of ECP

ECP should cover items for the Business layer. As an example of summary of ECP, Business
layer related descriptions for Manager are selected from the management timetable shown in
Figure 20 and Figure 21, and listed in Table 4 with items to be clarified or executed for each

description.

Table 4 — Summary of ECP (for Manager)

Phage

Description in the management timetable

Items to be clarified or executed

Preparedness for disaster

Assuming the damage at the time of disaster and
the number of evacuees, the director determines
the content of the services to be provided, and
introduces the equipment necessary for
electricity continuity to provide the services.

Disaster to be assumed
Number of evacuees to be assumed
Services to be provided

Introduction of equipmentnecessary for
electricity continuity te-provide the services

Emergency response, system and rules

Cooperation with\external parties

Install a disaster information receiver to receive
information such as emergency bulletins issued
by the meteorological agency and local
governments.

Contact wihdow for disaster information

Contract with meteorological agency and Iqcal
governments

Install solar and wind power generators and a
power storage battery.

Specifications of solar power generator
Specifications of wind power generators

Specifications of power storage battery

Install an emergency generator and a fuel tank.

A fuel tank is filled with fuel.

Specifications of emergency generator
Specifications of a fuel tank

Contract with fuel company

Conduct regular operation checkssand exercises

Specifications of regular operation checks

Plan and execution of regular operation
exercises

Manager decides to diseonnect the community
centre from the gridiconnection when disaster

occurrence inforniation is received and the grid
power outage_is, detected.

Procedure to make decision

Contact window for power grid information fand
disaster occurrence information

]

= Calculate the power supply available period from Means to get information on remaining amgunt

» the remaining amount of emergency power of emergency power generation fuel and

o generation fuel and battery, and the estimated battery

0 power consumption. )

® Means to calculate the power supply availgble

o period
Means to estimate power consumption, or ¢lata
prepared i advance
Persons in charge for each job

Confirm the damage Procedures and means to check damage

Persons in charge for each facility and
equipment

o Switches the power supply to independent Procedures to switch the power supply to

2 operation in the community centre. independent operation

o

% Agreement with electric power company

o

Persons in charge

Predicts demand from the number of evacuees
accommodated, power demand prediction, and
actual power consumption.

Means to predict demand from the number of
evacuees accommodated

Means to get power demand prediction
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Phase Description in the management timetable Items to be clarified or executed

Means to get actual power consumption

Persons in charge

Calculates the available supply from the capacity Means to calculate the available supply

of emergency generators and the remaining .

amount of fuel, the amount of power generated » Data of capacity of emergency generators
by solar and wind pow_er_generahon, the . e Means to get the remaining amount of fuel
weather, and the remaining amount of batteries.

e Means to get the amount of power
generated by solar and wind power
generation

e Means to get the weather forecast

e Means to get the remaining amount,of
batteries

Persons in charge

Determines the available time for electricity Means to determine the avaitable time for

supply from the demand forecast and the electricity supply

available supply, and takes necessary measures . .

such as: Authorized procedure'to take action such gs:

— instructions for operating power sources, e instructions/foroperating power sources,

— instructions for saving electricity, e instructions/for saving electricity,

— orders for refuelling, e ordeys for refuelling,

— contacting the disaster response » contacting the disaster response
headquarters in the city, etc. headquarters in the city, etc.

Power saving planning

Persons in charge for each item above

Contact the electric power company to Contact window of the electric power complany
understand the grid power recovery schedule( ) .
Predetermined procedure to get grid powe
recovery schedule
Check the safety status of the commuhity centre. Procedures to check the safety status of thje
community centre
2] Persons in charge
(]
§ Stop independent operation|_and switch to grid- Procedures to stop independent operation,|and
& connected operation. switch to grid-connected operation
Agreement with electric power company
Persons in charge
Cancel the _power saving measures and check for Procedures to cancel the power saving
abnormalities: measures

Procedures to check for abnormalities.

Improvements in the following will be examined: Plan and execution of the review
— emergency generator capacity,

Review for next preparation

= fuetstorageanmd reptenishment methods;
— solar and wind power generator capacity,
— battery storage capacity,

— power supply usage during independent
operation,

— power saving planning and actual operation,

— cooperation with external parties, etc.

Following the summary of ECP for Manager in Table 4, each item which needs to be clarified
or executed is extended to individual specifications or actions by quantification, identification,
contract, etc. Items listed in the phases from "Disaster strike" through "Review for next
preparation" are executed in each assigned phase, but the phase of "Preparedness for disaster"
should be prepared in advance in normal time.
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As an example of quantification in the ECP, estimation of electricity demand is illustrated in
Table 5. As for evaluation of necessary electricity capacity, refer to Annex A of IEC 63152:2020.

All components of electricity demand side are listed, and the purposes of each component are
classified into four priority levels. Most important thing is to correctly evaluate the priority of
purposes and properly assign the priority, according to their importance by analysing the
minimum level of services acceptable for the facility with the standing time.

Definition of the priority is given in Table 5. Four priorities are set in this example. If electricity
for purposes of priority 1 (Fatally essential) were not provided, the most important service of

the facility, public shelter in this case, would be stopped and evacuees could not stay |ong.
Purppses of priority 2 (Necessary) have next importance.
Table 5 — Estimation of electricity demand
No. Component Purpose Electricity demand
name
Normal Emergency time
time . - - -
Priority 1 Priority 2 Priority 3 Priority 4
1 Communication Phone, SMS d10 d11
Internet, ECS control d12
d13
Private chat for fun d14
2 Lighting Control room d20 d21
Basement, Toilet d22
Living room (night time) d23
Corridor, Entrance d24
3 Air conditioning Living room, Control rogm d30 d31
Equipment room d32
Corridor d33
Basement,-Toilet, d34
Entrance
N dNO dN1
dN2
dN3
dN4
Accumulation For priority 1 DO D1
For priority 1 + 2 D2
For priority 1+ 2 + 3 D3
For all demands D4
Definition of priority To match electricity demand with electricity source and
. ) storage, taking variations into account.
Priority 1: Fatally essential
Priority 2: Necessary
Priority 3: Convenient
Priority 4: Reducible
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Electricity demand of a component is separately estimated for plural purposes. Accumulation
D1, D2, D3 and D4 give electricity demands estimated for four cases, each of which
corresponds to a case to meet the electricity demand for different priority. Since electricity
demand depends on actual consumption by electric facility and equipment, so it varies with time.

Estimation example of electricity supply from source and storage is illustrated in Table 6.

Five kinds of electricity sources and storages are listed with their characteristics. Grid power
goes to zero in emergency time in response and recovery phases, when the electricity supplied
by the other sources will be necessary Actual supply can be different from the planned one.
Supp ( and time
condjitions. Battery and emergency use 0|I generator have I|m|tat|on on the maximum capa
so charging or refuelling in time is necessary to continue electricity. Accumulation..of these
suppllies gives total capacity to meet the demand.

Table 6 — Estimation of electricity source and storage

No. Component Characteristics Electricity supply
name
Normal Emergency time
time
Planned Actual
Response/| Recovery | Response | Rgcovery
phase phase phase phase
1 Grid No limitation in normal time, s10 0 0 0 0
but down at disaster
2 Solar power Variable power supply, s2Q s21 s22 s21a s22a
generator depending on climate and
time
3 Wind power Variable power supply, s30 s31 s32 s31a s32a
generator depending on climate
4 Battery Limited maximum capacijty, s40 s41 s42 s41a s42a
need to charge
5 Oil generator | Limited maximum, _capacity, 0 s51 s52 s51a sb52a
need to refuel
Total SO S1 S2 S1a S2a
To match electricity demand with electricity source ahd
storage, taking variations into account.

The pstimated electricity supply is one of S1, S2, S1a, or S2a, which is the maximum limit of
elecfricity, and/it will be provided to satisfy the prioritized estimated demands, whi¢h is
determined<from one of D1, D2, D3 and D4. Since both electricity demands and supply|vary
with |time; eharging the battery or refuelling the tank and providing the electricity should be
carefully scheduled. During emergency time, D1 should be secured. Whether D2, D3 and D4
are decured aor not_and how to make the decision, should be defined in the ECP

The solar power and wind power generators with battery, controlled by an energy management
system, work in normal time as well as in emergency time.

5.3.5.2 Specifications of ECS

ECS should cover items for the Function layer, Information layer, Communication layer and
Component layer. ECS related descriptions can be selected from these four layers on the
management timetable shown in Figure 20 and Figure 21.
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Action items in Business layer, which is defined in ECP, require actors in the lower four layers
to upload information and issue instructions or orders to actors in these lower layers. Therefore,
specifications defined in the ECS should correspond to specifications required by the ECP. Also,
specifications for elements in different layers within the ECS, which exchange information and
instruction, should be consistent with each other.

Table 7 shows a part of summary of ECS, for Battery, as an example. Similarly to Table 4,
descriptions related to the four layers in the management timetable shown in Figure 20 and
Figure 21 are selected. The descriptions are examined and items to be clarified or executed
are listed.

Table 7 — Summary of ECS (for Battery)

Phase Component Descriptions in the Items to be clarified orfexecuted
management timetable
Pregaredness Battery Maintains a predetermined — Method, person in_charge and
for disaster amount of charge in the battery. procedure to define predeterminged

amount of charge in the battery

— Predetermined amount of charg¢

Disaster strike Battery Reports the remaining amount of | — Means(to report the remaining
battery charge. amount of battery charge

—¢ ,Procedure of how to report the
femaining amount of battery chgrge

Response Battery Report the amount of power — (Same as above for battery)
generated by solar and wind
power generation and the
remaining amount of batteriés.

— Means to report the amount of
power generated by solar and wjnd
power generation

— Procedure of how to report the
amount of power generated by dolar
and wind power generation

Follow the instructions for — Means and procedure to receive the
operating power sources. instructions for operating power
sources and execute them.
Recovery Battery (same“as Response phase) (same as Response phase)
Review for next Battery Maintains a predetermined — Predetermined amount of charg¢

preparation amount of charge in the battery.

Follgwing the summary of the ECS, each item which needs to be clarified or executéd is
extended to individual specifications or actions.

6 Operation guideline for ECP & ECS

6.1 —Outline of ECP & ECS operation

Once the ECP & ECS is implemented and operational, the ECP & ECS executes the following
three operations in rotation, depending on the disaster situation:

e normal time operation;
e emergency time operation;

e update operation.

Necessary actions executed or assumed during the operation of ECP & ECS should be prepared
in advance, by defining in the ECP and implementing in the ECS.

Figure 22 shows relationship of the ECP & ECS operations with the disaster phases.
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Figure 22 — Relationship of the ECP & ECS operations with the disaster phases

Normal time operation

timefable. ECP & ECS runs with the normal time operation almost all period. ECP &

man
by a

r{al time period corresponds to the "Preparedness for disaster" phase in the manage

gers and staff should carry out the defined actions.to prepare for emergency time ca
disaster that rarely occurs.

In ogeration, the following actions should be exégcuted in accordance with the ECP:

a)

6.3

Hducation and training:
1) initial education and training for managers and staff (including new members);

2)) periodical education and training for managers and staff to maintain and improve
proficiency level;

review and follow-up afté€ptraining.
xecution of ECP & ECS<(in the event of a small power failure or abnormality).

eriodical mainténance of key equipment.

3

B

Qperation check of ECS.

P

Replacement.of consumables.
F

ixing theTissues found from the above actions.

dmpanying the actions above, the following should be recorded:

ment
ECS
used

their

history ofeducatiomand-traiming for mamagersand-—staff;
history of ECP & ECS execution with results;

history of ECS operation check with results;

history of maintenance of key equipment;

history of replacement of consumables;

history of improvements.

Emergency time operation

Emergency time period corresponds to "Disaster strike" phase, "Response" phase and
"Recovery" phase in the management timetable. ECP & ECS for disaster response shall activate,
ECP & ECS managers and staff shall carry out the defined actions to respond to the disaster
and take necessary actions to recover from the disaster, referring to the established ECP.
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Actual situations caused by the disaster often differ from assumptions such as number of
evacuees or victims, electricity demands and ECS facility performance. Therefore, managers
and staff should respond flexibly to the actual situations and make effort to ensure essential
electricity for the priority demand by electricity flow and stock management of the ECS.

In operation, actual needs and actions taken for the needs should be recorded.

6.4 Update operation

Update period corresponds to "Review for next preparation” phase in the management timetable.
Actual situations caused by the disaster, actions taken for the situation and the results should
be rqgviewed based on the records, in accordance with the ECP, to find improvements for|next
prepgration.

In opleration, ECP & ECS should be reviewed in accordance with the ECP from following aspects.

Assumption of damage due to disaster.

Given role and actions of managers and staff.
e Proficiency level of managers and staff.
Management status of consumables.
Hrocedures defined in the ECP:

- Identify and update procedures that are insufficient, inconsistent, unreasonpble,
wasteful, unsuitable and incompatible. Add missing procedures.

e Jystem functions implemented in the ECS:

Identify and update system functions (that are insufficient, inconsistent, wasjeful,
unsuitable and incompatible. Add missing*functions.

7 Collaboration across ECP & ECS*for plural city services

71 Collaboration between related services

Few |city services can play theipgiven role by themselves; most of them require cooperption
with pr use of other services.

For ¢xample, an ambutance for medical service is affected by road traffic. If a traffic sigrjal or
road|control stops dug’to a power outage and a traffic jam occurs, it cannot fulfil the rdle of
patignt transportation.

For gnotherlexample, web business or gig economy depends heavily on communicatjons,
trangportation and distribution, so disruption in communications and traffic congestion dyie to
powgér Qutages fatally impact the service.

While implementing ECP & ECS of a service, it is important to have a broad understanding of
the dependencies on other services. If ECP & ECS did not have a step to consider situation of
other related services in a design of ECP & ECS, it would not function effectively in the event
of a disaster.

When a service or facility has a management timetable on which some part of the Business
layer relates to other Business layer for another service or facility, actors involved on both
layers should be bridged to collaborate with each other, in order to develop an ECP which
effectively realizes the electricity continuity.

Figure 23 shows an example of collaboration between management timetables for two facilities
providing different services. The horizontal axis is phase, the vertical axis is interoperability
layer, and the service or facility is located along the depth axis.
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Management timetable (for service-2)

Business Disaster response Emergency Emergency
plan formulation response plan response plan-2

|Recovery planl | Review plan |

o layer /
% Function P

Business Emergency Emergency I ! - !
Recovery plan I I Review plan I
response plan response plan-2

layer

Disaster response
plan formulation

Function
layer

Information
layer

T

Communication 2

laver Review f
y L0 ;L next

Interoperability layers

Component
layer

Preparedness

Phases for disaster

preparati
DIEEEED Response Recover Rewem; for
strike P ¥ next
preparation

For 4
adv
exch
a po
prep

Management timetable (for service-1)

Figure 23 — Collaboration between related services’on management timetables

xample, if two facilities, both of which have electric vehicles (EVs), make an agreeme
nce to collaborate together in the event of a‘disaster, they can incorporate procedur
nge power status information with each other. When one facility runs out of power d
wer outage, the other can dispatch a fully charged EV to provide power that has
bred in advance.

In thjs case, management timetables~are bridged not only between the Business layers

also
(com

7.2

Whe
esta

between the Component layers (EVs and their charging), the Communication Iz
munication channel) or the-Information layers (exchanging power status information)

ECP & ECS collaboration model for city services

N multiple services and facilities jointly develop their ECP & ECSs, it is not efficie
blish collaboration among them by repeated bilateral bridging of the relevant manage

timefables.

Inste

ad, itisypossible to design the ECP & ECSs efficiently and with good visibility by expar

invol

IEC

ntin
bs to
e to
been

, but
yers

nt to
ment

ding
the

the Ipyer plane horizontally to cover all target services and facilities and by arranging

ed. actors and their connections on the layer plane.

Figure 24 shows a collaboration model of ECP & ECSs utilized for joint development for plural
services and facilities linked to each other. The horizontal axis is phase, the vertical axis is
interoperability layer, and the depth axis is service or facility domain.

While Figure 23 is viewed as a depth-wise arrangement of management timetable for each

servi

ce or facility, Figure 24 is viewed as a vertical stack of five-layer planes.
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Figure 24 — ECP & ECS collaboration model for city services

By ekpanding the layer plane to cover target services and facilities in a city, it will be possible
to dgvelop a broad coverage ECP & ECS that includes @ broad range of relevant serviceg and
facilifies. In this way, resilience of the whole city is sttengthened by cooperation of the ECP &
ECS|of related services and organizations in the city

The [3D structure of ECP & ECS collaboration*model is an integration of 2D management
timefables and provides a complete picturg of the electricity continuity for the relevani city
services, so it can be called an ECP & ECS reference architecture for city services.

A mgnagement timetable for a serviceis a vertical slice of the ECP & ECS collaboration model
for the target city service.

7.3 | Adaptation of 3D ECP)& ECS collaboration model
7.3.1 Adaptation procedure of ECP & ECS collaboration model

The procedure to create a set of ECP & ECS for relevant city services by adapting the ECP &
ECS|collaborationimodel is as follows.
o Tlarget a.city service and collect relevant city services.

e (reatea use case of each service, including actions served by actors that belong to anpther
blevant service.

—

¢ Derive a management timetable for each service.

e Arrange the management timetables of all relevant services along the Domain axis and pull
out each layer to confirm the collaboration situation among relevant services.

¢ When alayer of a service (demanding service) includes an action served by actors belonging
to another service (responding service), check whether the responding service includes the
actors and actions in its management timetable and fill in the gap if it exists.

By checking similarly all actions served or requested by actors in relevant services, the
integrated set of management timetables for the target city services is completed.
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7.3.2 Application to CSC planning

CSC planning method is given in Annex C of IEC 63152:2020 to ensure the sustaining level of
city services. ECP & ECS collaboration model is a suitable tool to apply for CSC planning.

Figure 25 shows how to use ECP & ECS collaboration model for CSC planning.

Each service has its own ECP & ECS to ensure necessary sustaining level. ECP & ECS is
derived from the management timetable and is implemented based on Basic model of ECP &
ECS, which becomes the unit of ECP & ECS. Or in other words, an organization which provides
the service is a unit of ECP & ECS.

Wheh ECP & ECSs of many services in the city relate to each other, the many management
timefables can be soundly harmonized by applying the ECP & ECS collaboration maodel.

Figufe 25 illustrates an example to construct Power Cooperation Area (CSC type 3)| and
Information Cooperation Area (CSC type 2) in a city, where the Area and,the CSC types$ are
defined in Clause 4 and Annex B, respectively, of IEC 63152:2020. Power status informption
and gdlisaster related information, etc. are shared among organizations that belong to the game
arealand between organizations connected to each other and, in addition, power interchpnge
is dgne in the Power Cooperation Area in the event of disaster.-Collaboration model s an
effeqtive tool to plan and implement such a complex cooperation-scheme.

MIF= i e
- Al i

[

-
=
&
=
= - , .
B Service-6
= { i
8 | communicstion o Service-5
ol il o) Service-4
c f e
Lo Service-3 .

~

Unit of ECP & ECS:
A basic model of ECP & EGS
with management timetabl

Phases

Service-1

Power cooperation
area (CSC type3)

area (CSC type2)

IEC

Figure 25 — ECP & ECS collaboration model for CSC planning
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Annex A
(informative)

Necessity of electricity continuity in a city

Impacts of power outage

To assume damage when a disaster strikes a city and electricity is cut off, it is important to
grasp what happens to electrical equipment and what problems will occur with each location,

servi

Serv
for 4
caus

I " . "
C Ul TmJuuostry 1 a CIty.

ces or organizations in a city have complex interrelationships. Impacts of power ou
service or organization propagate to adjacent or cascaded services or organizatjons,
ng spread of damage. Understanding the interrelationships is important.

In Cllause A.2, typical examples of impacts of power outage on variousocations, servic

indus
conti

A.2

A.2.1

Figu
and

nuity in a city.

Examples of impacts of power outage

Life, home and buildings fields

puildings fields.

e A.1 illustrates typical examples of exposure to’risks during a power outage in life, h

tage

ES Or

stries in a city are listed. These examples give a strong message of.necessity for electricity

ome

Lighting

Elevators

Expe

b) A

Lighting v Elevagk |
S — =]
=== " e )
=] : ™

B )

Eigure A.1 — Life, home and buildings fields

rienced so far Or,possible problems and damage are as follows.

he lights go out and it goes dark.
ir conditioner stops:
risk)of heat stroke due to heat and water outage in the hot season;

danger to life due to lack of warmth during the cold season

IEC

c) Electric water heater shuts off:

1

) bath or shower cannot be used.

d) Refrigerator stops:

1

) food goes bad.

e) Electric cooker cannot be used.

fy F
g) T

ood preparation is not possible.
V, radio, PC are dead.

h) Smartphone is dead:

1
2

) information cannot be accessed;

) unsure of the situation and outlook, increasing anxiety.
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i L

ife support equipment for home medical care will stop.

j) The more people there are, the faster the stockpiles of batteries, fuel, food, and water will
run out.

k) In an apartment and building:

1
2

3

) emergency power supply stopped due to fuel shortage;
) elevator stopped:

i) no access to upper floors;
) the water supply pump stopped:

~

bW N =

A.2.1

Figu
and

i) thewater buppiy was cutoff;
ii) the toilet and bath are not available,
iii) cleaning and washing is not possible;

relief activities to deliver water to upper floors are increasingly
communication problems;

automatic door and electronic key cannot be used;
mechanical parking locks up cars.

M a business building:

control centre is down;

LAN in the building is down;

information communication with the outside is stopped;
security management stopped;

workers need to work from home:

i) productivity can drop.

4 Mobility, transportation and logistics fields

ogistics fields.

e A.2 illustrates typical examplesiof exposure to risks during power outage in road t

difficult du

e to

raffic

Figure A.2 — Mobility, road traffic and logistics fields

Exp

+ al £ HIN | ol ol ol £o11
TTCTILTU S U Tal UT PUSSTUTC PTUUTTTITS  alTTuUdiTiayTaicdS TUTTUW S,

Traffic lights stop and traffic jams occur.
Gridlock occurs at city centre intersection.

)
)
c) The emergency vehicles cannot move.
)
)

The railway crossings were closed and the traffic was cut off.

f) Logistics and movements are delayed due to traffic congestion.

g) Traffic lights and road lights went out at night, causing many accidents.

h) The road is dark and pedestrians cannot walk.

i) The filling pump might not work at the petrol station.

Traffic congestion worsened because of cars that are left due to petrol or electricity shortage.
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j) Cars rush to the petrol station, and the storage runs out.
k) Unable to carry refill to petrol station due to congestion.
I) For electric vehicle recharge stations, without electricity EVs cannot be charged.

Figure A.3 illustrates typical examples of exposure to risks during power outage in public
transportation and logistics fields.

M%% .4

IEC

Figure A.3 — Public transportation, air traffic and logistics fields

Expgrienced so far or possible problems and damage are as follows.
ower and signal systems are down:

a train cannot operate;

a train gets stuck between stations and traps passengets;

b)

F

1

2

3) the air conditioner stops in the car.
A station or airport becomes unusable:
1

lights, signs, ticket and check-in counters, gates, elevators, air conditioning, water,
toilets, etc. are disabled;

2)) a large number of passengers will require a large amount of power during a tempégrary
evacuation, and the emergency power supply will run out quickly;

3]) surveillance equipment will be shiut down, making it impossible for managers to mdnitor
the situation on site.

annot commute.
ubway trains stop in a dark-tunnel.
ghts go out and passengers are left in dark trains or stations.

ccess traffic stopped:

irport controlsystem stops.
he airpart)radar stops:

aifcraft are unable to take off or land.

g
S
L
A
1) passengers are stuck at stations and airports.
A
Tl
1
T

he cargo management system stops.

i) The crane does not move:
1) the port function stops.

k) The transport equipment does not work:
1) the warehouse stops.

A.2.3 Medical and commerce fields

Figure A.4 illustrates typical examples of exposure to risks during power outage in medical and
commerce fields.
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Figure A.4 — Medical and commerce fields

Experienced so far or possible problems and damage are as follows.

a)
b)

c)

q)

oncentration of patients in disaster-based hospitals, requiring more resources thanu

ospitals other than disaster-based hospitals have limited emergency power sources
are unable to accept external patients.

un out of emergency fuel.
edical equipment, lighting, water, pump, air conditioner, refrigerator, elevator, etc. sto

he supply of fuel for the emergency power supply, medical supplies and materials
stopped.

evere patients (dialysis, ventilation, and heart disease) are ab risk of death if there
ppwer failure.

sual.
and

bped.
has

is a

hen the power supply runs out, the hospital equipment €annot be used. Severe patients

ed to change hospitals.
isk and heavy burden to change hospitals due toltraffic jams and fuel shortages.
ommunication problems make it difficult for haspitals to work together.
pgistics is disrupted by traffic jams and fuelsshortages.
he product sorting system stopped:
time delay and backlog caused by-only human labour;

food is lost without refrigeration;
food supply chain is stopped.
ashier stops, cannot pay:

cash only.

n
R
g
L
T
1
2)) stores and supermarkets are out of stock;
3
4
g
1
B

noney cannet'be used).

ATM stops:

1) unable to dispense cash.
Secdrity door of a bank is locked:

lectronic payment is not available, cashless payment is not possible (credit cards and e-

1) bank staff cannot enter without a physical key.

Transport of cash stops:

1) unable to meet cash demand.
Risk of bank network outage:
1) financial functions stop.

Figure A.5 illustrates typical examples of exposure to risks during power outage in tourism and
entertainment fields.
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Figure A.5 — Tourism and entertainment fields

Experienced so far or possible problems and damage are as follows.

IEC

a) Ir|| hotels, in addition to A.2.1 a) to I):

y
2
3
4
5

b)

1
2
3

c)

1
2
3

d) ¢
1

e) M

f)
g)

f

—

q

J

hy T
i)
S
k) @

S

m restaurants:

m shopping centre, in addition to A.2.1 a) to I):

electronic room key disabled;

phone extension will not work;

wi-fi service for guests stops;

credit card cannot be used when checking out;

reservation or cancellation cannot be done.

cooking is not possible;
refrigerator stops. Food and wine go bad;

lighting goes out except for candles.

discomfort to the customers, unhappy, when air conditioner stops;

wi-fi service for customers stopped;

shop theft or facility damage can happen when security management has stopped.
ommercial loss due to customers.|eaving the mall:

mid- to long-term brand damage.
useums and theatres cannet.be operated without lighting.

the air conditioning stops;'the storage condition of the collection can deteriorate.

he lights in the musgum can go out and the exhibits can be damaged when the audience

evacuated.

he lights in largesscale theatres and stadiums go out, a packed audience is at risk of p
ater and séwer pumps shut down and many spectators cannot use toilets.

ignage and audio systems used to guide spectators and crowds will stop.

ameéras and sensors stop working, making it impossible for administrators to monitg
tuation on site.

Anic.

r the

A.2.4 Public and infrastructures fields

Figure A.6 illustrates typical examples of exposure to risks during power outage in public service
fields.

Figure A.6 — Public service fields
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