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all rjational electrotechnical committees (IEC National Committees). The object of IEC is to promote inter|
co-gperation on all questions concerning standardization in the electrical and electronic fields. To this)en
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Publications is accurate, IEC cannot be held responsible for the away in which they are used or

mis

4) In grder to promote international uniformity, IEC National Cémmittees undertake to apply IEC Publ

tran
any

5) IEC
ass
ser

6) All
7) No

members of its technical committees andAEC National Committees for any personal injury, property dar
othgr damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and eX

aris

8) Attgntion is drawn to the Normdtive references cited in this publication. Use of the referenced publica

indi

9) Attgntion is drawn to the passibility that some of the elements of this IEC Publication may be the subject o

INTERNATIONAL ELECTROTECHNICAL COMMISSION

LIFECYCLE REQUIREMENTS FOR FUNCTIONAL
SAFETY AND SECURITY FOR IACS

FOREWORD

International Electrotechnical Commission (IEC) is a worldwide organization for standardization co

prising

tion to other activities, IEC publishes International Standards, Technical Specifications, Technicdl R

dardization (ISO) in accordance with conditions determined by agreement between-the two organiza

formal decisions or agreements of IEC on technical matters express, as nearly-as possible, an inter
sensus of opinion on the relevant subjects since each technical committee has representation f
ested IEC National Committees.

Publications have the form of recommendations for international use“and are accepted by IEC |

nterpretation by any end user.

sparently to the maximum extent possible in their national‘and regional publications. Any divergence i
IEC Publication and the corresponding national or regional publication shall be clearly indicated in th

itself does not provide any attestation of conformity.”Independent certification bodies provide coj
pssment services and, in some areas, access 10 {EC marks of conformity. IEC is not responsible
ices carried out by independent certification bodies.

sers should ensure that they have the latest-edition of this publication.

iability shall attach to IEC or its directors; employees, servants or agents including individual exp¢g

Epensable for the correct application of this publication.

ng out of the publication, use of ~0treliance upon, this IEC Publication or any other IEC Publications|.
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f patent

rights. IEC shall not be held 'responsible for identifying any or all such patent rights.
A PAY is an intermediate specification made available to the public and needing a lower lg¢vel of
consepsus than{an*International Standard to be approved by vote (simple majority).
IEC RAS (63325 has been processed by IEC technical committee 65: Industrial-pfocess
measyrement, control and automation.
The text of this PAS is based on the This PAS was approved for publication
following document: by the P-members of the committee
concerned as indicated in the following
document
Draft PAS Report on voting
65/813/DPAS 65/826/RVDPAS

Following publication of this PAS, which is a pre-standard publication, the technical committee
or subcommittee concerned may transform it into an International Standard.
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This PAS shall remain valid for an initial maximum period of 2 years starting from the publication
date. The validity may be extended for a single period up to a maximum of 2 years, at the end of
which it shall be published as another type of normative document, or shall be withdrawn.

IMPORTANT - The "colour inside" logo on the cover page of this document indicates that it
contains colours which are considered to be useful for the correct understanding of its
contents. Users should therefore print this document using a colour printer.



https://iecnorm.com/api/?name=15fa884253de6e881703c4fb305e31a8

IEC PAS 63325:2020 © IEC 2020 -5 -

INTRODUCTION

Safety and security are becoming increasingly interdependent. Traditional safety-related
systems are not isolated any more, as required by connectivity and inter-operability, and threats
and vulnerabilities can increase the probability of attacks to safety-related systems.
IEC TR 63069 gives some top-level framework recommendations for functional safety and
security.

This specification concentrates on how to consider the lifecycles for functional safety and
security in different stages, optimizing risk assessment, improving efficiency of safety and
security related activities included in engineering processes, avoiding conflicts between safety
functigns and security counfermeasures. This document also will give some safety and_security
co-eniineering guidelines to make the implications to systems more safe, more secure)and cost
efficient.
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LIFECYCLE REQUIREMENTS FOR FUNCTIONAL
SAFETY AND SECURITY FOR IACS

1 Scope

This PAS provides requirements and guidance for ensuring and assuring functional safety and
secur|ty in dlfferent stages of the Ilfecycle It WI|| help the coordlnat|on of risk assessment
[ anags z j A al-safety

This specification does not aim to define a completely new lifecycle, but based on the fung¢tional
safety| lifecycle, security lifecycle and other state of the art engineering procésses, it ajms to
providr requirements and suggestions to support coordination between functional safefy and
security

The opjective of this document is Industrial Automation Control Systems (IACS), includipng the
Equipment Under Control (EUC) system and the safety-related system.

2 Nprmative references

The fdllowing documents are referred to in the text in such a way that some or all of their cpntent
constifutes requirements of this document. For dated-references, only the edition cited applies.
For undated references, the latest edition of\'the referenced document (including any
amendments) applies.

There|are no normative references in this’7document.

3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the purposes of thiss<document, the following terms and definitions apply.

ISO apd IEC maintain terminological databases for use in standardization at the following
addregses:

e ISD Online browsing platform: available at https://www.iso.org/obp

o |EC-\Electropedia: available at http://www.electropedia.org/

More definitions could refer to the IEC 62443 series and the IEC 61508 series.

3.11

conflict

situation when one or several safety measures and one or several security countermeasures are
not in coordination with each other and one or several safety measures cannot achieve its
required target performance

Note 1 to entry: This conflict definition is in the context of this document.

3.1.2
safety
freedom from unacceptable risk
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[SOURCE: IEC 61508-4:2010, 3.1.11 and IEC 62443-1-1:2009, 3.2.94]

3.1.3

functional safety

part of the overall safety relating to the EUC and the EUC control system that depends on the
correct functioning of the E/E/PE safety-related systems and other risk reduction measures

[SOURCE: IEC 61508-4:2010, 3.1.12]

3.1.4
security
a) mepsures taken to protect a system

b) condition of a system that results from the establishment and maintenance of measyres to
protect the system

c) corjdition of system resources being free from unauthorized access and from unauthoriged or
acdidental change, destruction, or loss.

d) capability of a computer-based system to provide adequate confidence that unauthprized
pensons and systems can neither modify the software and its data.nor gain access [to the
syqtem functions, and yet to ensure that this is not denied to authérized persons and sylstems

e) prejvention of illegal or unwanted penetration of, or interferen¢e-with the proper and intended
operation of an industrial automation and control system

Note 1 fo entry: Measures can be controls related to physical secutity (controlling physical access to computing
assets)|or logical security (capability to login to a given system andiapplication).

[SOURCE: IEC 62443-1-1:2009, 3.2.99]

3.1.5
threat
potenfial for violation of security, which.exists when there is a circumstance, capability, action,
or eveant that could breach security and-.cause harm

[SOURCE: IEC 62443-1-1:2009, 3:2.125]

3.1.6
vulnefability
flaw or weakness in_ a.system's design, implementation, or operation and management that
could pe exploited to‘violate the system's integrity or security policy

[SOURCE: IEC2443-1-1:2009, 3.2.135]

3.1.7
asset
physical or logical object which has a perceived or a defined value for an IACS combined safety

and operational functionality

Note 1 to entry: This asset definition is in the context of this document.

3.1.8

coordination

activity of the IACS, which means:

— all risk-related factors have been considered and are controlled;

— risk management process is reasonably implemented;

— no conflict exists between safety measures and security countermeasures.
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Abbreviated terms
Equipment under control
Industrial automation control system
System of interest
Safety integrity level

fecycle stages

Cross-communication and interaction between the functional safety and security sh
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5 Management coordination requirement

5.1

Techn
specif]
includ

Techn
the sg
requir
shoulg

P A\ ola o o o
oo U trroagrroot ot WITOTC e Ty CTe—to—C oot

reasonably foreseeable attacks and misuse are identified and are controlled;
risk reduction requirements are achieved;

en there is a conflict between safety measures and security countermeasures, rig
0 increase, so while striving for compatibility, the appropriate -design compr
suring that the tolerable risk is achieved shall be found.

Ily, the following stages need to be considered during the whole lifecycle:

hcept and scope;

kK assessment;

velopment and implementation;
eration and maintenance;

commission and disposal.

Different standards have different lifecycle requifements (IEC 61508, IEC 61511, |IEC 62443, et
nt just extracts some typical and important stages. Those stages also are very critical to achieve saf
compatibility.

General

ical management procésses shall be considered at the beginning of the lifecycle,
ed organization,(ityis recommended to plan the overall technical management prog
ng safety and security people.

ical management processes shall be implemented through the whole lifecycle. Exc
fety and-security management requirements specific to a domain, if some cros

ements: between safety activities and security activities are identified, responsi
be clearly assigned to ensure that requirements are implemented.

k can
omise

.); this
ety and

or the
esses

bpt for
sover
bilities

The basic objectives for achieving safety and security should be to minimize the risk of human

harm,

major property losses, environmental damage and reputation effects.

Risk control concepts are used both for safety and security, safety measures and security
countermeasures are designed to achieve the tolerable risk target. When there is a conflict
between safety measures and security countermeasures, the appropriate design compromise

ensuri

5.2

ng that the tolerable risk is achieved shall be found.

Organization requirements

Responsibility:

— All people, related to common safety and security activities, shall be clearly aware of their
responsibilities and tasks;
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5.3

communication mechanisms shall be set up, especially between safety-related people and

se

curity-related people;

Special coordination procedures and mechanisms shall be established to deal with
functional safety and security crossover work.

Management of change

An interrelated modification management shall be established.

Procedures should be developed to assess the potential for negative impact on safety and
security, when changes are made to IACS (including configuration, execution status, etc.).

Changes due to functional safety should be cross-audited by security staff to confirm the-y
and effectiveness of the security countermeasures.

Changes in functional safety-related systems often lead to new vulnerabilitiesyInrthis cas
information security measures are usually added, and a special risk assessment needs

carrie

When
requir
impac

The dhanges may affect the integrity of safety andi<annot immediately impleme

securi

risk agsessment may be conducted when necessary o identify compensation measures t
not affect the integrity of safety. The implementation of these compensation measures re
the approval of the security management person;,

6

6.1

L

It is

perimeter, giving the list of the"SOI (system of interest).

All the facilities, contrelhsystems and network environment shall be considered to achieve
and s¢curity objectives, including but not limited to:

types and application of the plant/workshop installation and its control system;

ph
de

co

| out if it is necessary to re-confirm the security capabilities.

the security measures are changed (including patching), corrésponding analysis
bd, appropriate tests) shall be conducted to confirm that these changes will not neg
the safety function.

ty-driven change process, and its vulnerability should be tracked and managed. A s

fecycle requirements

Concept and scope

necessary to identify thevsafety and security related systems, their scope ang

alidity

B, new
to be

and if
htively

ht the
pecial
hat do
quires

their

safety

en all

sicalstransmission medium and communication protocol for data exchange betwe
Eices, control systems and the public network;

the boundaries of various virtual networks and physical areas should be clearly identified,
including the functional boundaries of typical systems.

The system response or the response mechanism after a critical attack shall be determined.
Response mechanisms may include:

continue to maintain the original state of operation, remain unchanged in the short time;

isolate the system until the fault is fixed or the threat is removed;

directly shut down the production operation process and achieve a safe state.

EXAMPLE: if the operation station fails or is infected with a virus, it may only need to be temporarily isolated, and the
failure of the safety controller may require immediate shutdown.
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There shall be a classification of all the systems and devices, see an example for the process
sector in Table 1; this table does not describe a generic classification, as different applications

may h

ave different classifications.

Table 1 — Example of classification of all the systems and devices

Systems or devices Safety-related Security-related
Non-electrical/digital instrument used for basic control No No
Electrical/digital instrument used for basic control No Yes
Non-electrical/digital instrument used for protection control Yes No
electricpl/digital instrument used for protection control Yes Yes
Basic cpntrol unit No Yes
Safety ¢ontrol unit Yes Yes
HMI for|basic control No Yes
HMI for|protection control Yes Yes
Firewal|, gateway No Yes
There|shall be a documented architecture description including systems and network| This
description shall consider:

— Cdmpletely isolated;

— End-to-end communication connection;

— Isqlated monitoring layer network communication connection;

— Shlared monitoring layer network communieation connection;

— Figldbus network connection;

— Sdfety / non-safety control hybrid system network connection.

6.2 |Risk assessment

6.2.1 General requirement

There|shall be a high-level risk assessment before traditional safety-related risk assessment
and threat-vulnerability_ assessment.

There|shall be a.conflict resolution process after traditional safety-related risk assessmept and
threativulnerability assessment.

There|should be one team to execute the whole risk assessment, or two teams to execute safety
and security related risk assessment with enough cross-support or communication.

The general process is shown in Figure 1.
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Hazard and threat/vulnerability study

Determination of risk criterion

Zone and conduit division
Determination and allocation of SIL Determination and allocation of SL

Preliminary design and other risk \
Reduction measures

Preliminary design for safety

Yes
Vulnerability added? :

No

Preliminary design of security

Check and resolutionof conflict

No Aliconflicts removed?

Yes

Development and implementation

IEC

Figure 1 — General process of risk assessment

6.2.2 Hazard and risk analysis / threat-vulnerability assessment

Identify~alpotential hazardous events to defined domains of interest emerging from IACE, use
and coordination of funciional safely, security and other safety technical meas
comprehensively, to maintain the risk below a tolerable level.

All relevant hazard factors and threat possibilities shall be considered, including people, devices,
regulation, material. The following situations need be identified:

— systems operations mode;

— complexity of systems;

— human competence.
6.2.3 Risk criterion

Safety measures are used to reduce the risk of human harm, environment damage, and property
damage. To achieve functional safety and security objective, the relevant safety criteria shall be
defined for the specified application.
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For different applications, different measures could be chosen, the stake holder of specified
applications shall make sure the risk is maintained below the risk criteria.

Risk criteria could be coming from:

— regulation;

— standards;

— society situation;

— others.

6.2.4

Confli
specif]

If somle conflicts exist, changes should be made:

— in
ca
int

— in
inf]

they may introduce an alternative fingerprint identification to allow an operator that
the password to send a critical command to safety systems), or

- CO

mgasures, some of the security measures could be reduced.

6.3
6.3.1

If somg security countermeasures argsintegrated in the safety-related systems but not pr|

segre
2 and

After development and implementation, testing must be done to prove that there are no ac

impac

In cas
the te

Testin

a) Satety functions can be executed, without blocked or prevented safety signals that nl

be

Conflictresolution

cts shall be resolved at each hazard and risk assessment iteration, ingludin
cation of compensation measures if judged necessary.

safety design, to achieve the overall risk reduction, different safety, protection med
h be adopted; safety design should take into account from the very-beginning that th
roduce new vulnerabilities, and seek alternatives to avoid the‘Conflict, or

security design, some alternative security measures <«could be used (provide
brmation security personnel are aware of or are notified 'of such a conflict; for exd

mpensation measures, through improving the“risk reduction capacity of compen

Development and implementation

General

ated, all those security countermeasures elements shall comply with IEC 61508 p
3.

s between safety-and security.

e testing is done on production systems, it has to be ensured that there is no impad
5ting activities on the desired system performance.

g cquld be done at the product level or at the system level. Tests should show thaf:

g the

sures
s may

i that
mple,
forgot

sation

pperly
arts 1,

verse

t from

transmitted;

b) Reliable operation and maintenance are possible under normal conditions;

c) Fa

ult response is as designed, and a safety state can be achieved;

d) Response times are acceptable for the application.

6.3.2

Response to system failures or security events

eed to

When any failure is detected in the safety-related system, maintenance procedures shall be
performed following the maintenance plan including response to the diagnostic information,

repair

and re-validation after repair.

If any security event occurs during operation and a dedicated security countermeasure responds
to it, the event and the response of the countermeasure shall be logged and monitored.


https://iecnorm.com/api/?name=15fa884253de6e881703c4fb305e31a8

IEC P

AS 63325:2020 © IEC 2020 - 13 -

Additionally, since some response to security events may indirectly cause a safety system trip,
an emergency mechanism shall be in place to avoid undesirable trips.

6.4

Operation and maintenance

There shall be a management system as mentioned in clause 5 also for operation and
maintenance.

During the proof test for safety-related systems, tests must be done to prove there are no
adverse effects between safety and security. Tests are very dependent on the application, for
example an attack can be simulated offline to trigger the security measures and then a check

can be-madeto-seeifthesafetyfunetioneanstibwerle——m————————————————————

NOTE

operati
Here th
That is

IEC 62443-4-2:2019 in subclause 7.5.3 mentions that security functionality verification. during
n needs to be carefully implemented to avoid detrimental effects and it may not be suitable for safety s

he key reason 7.5.3 is not suitable for safety system, because it may cause spurious trip;.and b) 7.5.

functionality verification, while here the focus is more about the potential conflict.

RealiZ

could

be closely related and interwoven. Therefore, the security activities sho

enhanicements to the mature operation and maintenance procedures for functional safe

plant,

and security risks should be considered as part of the ergahization’s risk manag

processes. In general, these activities involve normal operation.and maintenance, respo

normal
ystems.

e situation is different: a) The proof test for functional safety is normally done offline, while-fot)7.5.3 it i online.

B is just

ation of both functional safety and security in the stage of opefation and maintenhance

Id be
y in a
ement
hse to

ild be

safetyfsecurity events and possible modification to safety-felated systems. The measures in
AnneX A for monitoring, logging and response to both-safety and security events sho
considered.

6.5 |Decommission

decommission of any part in the safety-related-system shall be analyzed for its possible i

to fun
functiq
securi
updat
modifi

s/ patches of security countermeasure software as well as re-validation
cation.

mpact

ctional safety. Normally this is covefed by a mature safety management proceddre for
nal safety. When security is cefnsidered, additional management requiremeryts for
y countermeasures shall be included. This includes monitoring, test and release of

after
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Annex A
(informative)

Measures that could be used in the coordination
of safety and security in different stages

A.1 Risk assessment

An interrelated hazard and risk assessment that contains both safety and security aspects

could pffect functional safety could be from human factors, from dewces/systems cennedted to
contrgl system or safety-related system, or from the reaction/failure of)a security
countgrmeasure itself.

Malicipus external hackers/insiders could attack the critical infrastructure or even the
safetylrelated system directly. Well-meaning employees who have access privilege to thg IACS
could pring in security threats by unintentional operation.

Thesel security threats could result in vulnerabilities including hardware failures and systématic
failurgs, e.g. software bugs in control system and safety-related system.

A.2 | Development and implementation

A.2.1 Physical compensation measures areinecessary for access control

Key afeas such as central control rooms, cabinet rooms, and engineer rooms are protected by
physidal access control (guards, access-gontrol, room locks), video surveillance, etc| Only
certaip types of known people are allowed to visit. Visitors need to be accompanied by
authofized personnel, and registration,

Use allocked cabinet.

Unnedessary interfaces such‘as USB, optical drives, and wireless devices on the industrial host
should be removed or(losed. The user should clearly control the important security devices
such gs dongles for the engineer/operation station in the management system.

A.2.2 Segmentation into zones and perimeter protection

Safety networks are not completely segregated but may be connected to control system and

corpotatés networks for the required interconnectivity and interoperability. This could induce
more ‘MMQMMMMMQLWMMQMaCK in

the corporate network could propagate and affect safety-related systems. Additional boundary
protections may be required on the network interfaces of safety-related system including
dedicated firewall for safety-related systems, authentication and authorization on the access
from networks, read-only access for the safety-related system, input validation/integrity check of
data/commands sent to the safety-related system from networks.

A.2.3 Safety and security communication protocol

Traditional safety-related systems normally use proprietary communication protocols for safety
communication. However, general communication protocol, e.g. Ethernet-based protocol could
be widely used in the factory. This increases the risks for the safety communication, e.g.
masquerading of safety messages and DoS attack. Security countermeasures dedicated for the
data in transit should be enhanced especially.
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A.2.4 Remote access control

Remote access is not common in traditional safety applications but could be widely supported in
the factory. The situation increases the risk of eaves dropping and spoofing threats especially,
e.g. man-in-the-middle attack. Security countermeasures for remote access control should be
supported, and security could be improved by detailing policies and procedures for each
deployment.

A.2.5 Wireless access control

Wireless could be a commonly-used technology for intelligent manufacturing, e.g. for lloT and
edge computing. Wireless may be used for future safety applications. Access control is
particlilarly important when using wireless. The usage of Wireless is not discussed |n this
specif|cation.

A.2.6 Device level

Devic¢ vendors need to take measures to enhance the security of their equipment and prevent
the spread and operation of malicious code. Device vendors can enhance”safety and sg¢curity
from dperating system kernels, protocol stacks, and more.

The viilnerabilities in the device operating system and application-software are the most|direct
threat|to the device. The device vendors shall conduct vulnerability scans and mining of common
equipment and devices, discover security vulnerabilities in ©perating systems and application
softwgre, and repair them in a timely manner.

Factofy owners should pay close attention to the security vulnerabilities and patch releafes of
major| field devices, take timely patch upgrade’ measures, and conduct strict security
assesgments and test of patches before patch_ iastallation.

For agcessing field devices, unique identifiers based on hardware features are suppoited to
provide hardware-identity-based identity,authentication capabilities for upper-layer applications,
includ|ng industrial Internet platforms. In addition, hardware-level components (chips or
firmware) should be supported as_a system root of trust to support the safety boot df field
devicgs and data transmission-confidentiality and integrity protection

A.2.7 Control level

The dontrol environment in the factory is displayed by the convergence of information
technology (IT) andioperational technology (OT).

The traditionalproduction control process is enclosed but credible, the change is more and more
Intercpnnections, causing the impact of a security incident to increase substantially. Information
securiry may affect functional safety and may have other consequences.

Identify possible hazard sources, hazardous conditions and incidents, and obtain information on
identified hazards (e.g. duration, intensity, toxicity, exposure limits, mechanical forces,
explosion conditions, reactivity, flammability, vulnerability, loss of information, etc.).

Determine the hazardous conditions or incidents that may occur between the control software
and devices, include the cause of the accident and the types of events (such as component
failures, program failures, human errors, and related failure mechanisms that can cause
dangerous events).

Combine the characteristics of typical production processes, manufacturing processes, and
quality control, analyze the safety impact.
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