Edition 1.0 2016-07

IEC PAS 62264-6

LLl

1

o

<

"_N
S0
- [
V|A <
10 B
O L <
- QO
e [TT N
5o b
A o) o

(u®)£0-9102:9-¥9229 Svd O3l


https://iecnorm.com/api/?name=eec9fad09b49ef4b5dc2ed4dc55b6e6f

THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2016 IEC, Geneva, Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form
or by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from
either IEC or IEC's member National Committee in the country of the requester. If you have any questions about IEC
copyright or have an enquiry about obtaining additional rights to this publication, please contact the address below or
your local IEC member National Committee for further information.

IEC Central Office Tel.: +41 22 919 02 11
3, rue de Varembé Fax: +41 22 919 03 00
CH-1211 Geneva 20 info@iec.ch
Switzerland www.iec.ch

About{the IEC
The Ipternational Electrotechnical Commission (IEC) is the leading global organization th
Interngtional Standards for all electrical, electronic and related technologies.

t prepares and publishes

Abouf IEC publications
The tgchnical content of IEC publications is kept under constant review by the IEC. Ple ve the

IEC Catalogue - webstore.iec.ch/catalogue
The $tand-alone application for consulting the entire t and
bibliogfaphical information on IEC International Standards, ons in
Technfcal Specifications, Technical Reports and other 8, With i terms in 15 addlitional
documients. Available for PC, Mac OS, Android Tablets and [ thnical
iPad.

IEC pyblications search - www.iec.ch/searchpub

The aglvanced search enables to find IEC publicafions\by a erminology entries in Engligh and

variety] of criteria (reference number, text, m the Terms and Definitions clause of
commiftee,...). It also gives information on projects, reglaced ications_isstied since 2002. Some entries have been
and withdrawn publications. collected\from earlier publications of IEC TC 37, 77, 86 and
IEC Jyst Published - webstore.iec.ch/justpublished

Stay Up to date on all new IEC pyblisations, Ju \bli IEC Customer Service Centre - webstore.iec.ch/csc
details| all new publications reledsed. Ayaj aline If you wish to give us your feedback on this publicafion or

also omnce a month by email.

9,

need further assistance, please contact the Customer $ervice
ehtre: csc@iec.ch.



mailto:info@iec.ch
http://www.iec.ch/
http://webstore.iec.ch/catalogue
http://www.iec.ch/searchpub
http://webstore.iec.ch/justpublished
http://www.electropedia.org/
http://std.iec.ch/glossary
http://webstore.iec.ch/csc
mailto:csc@iec.ch
https://iecnorm.com/api/?name=eec9fad09b49ef4b5dc2ed4dc55b6e6f

IEC IEC PAS 62264-6

®

Edition 1.0 2016-07

PUBLICLY AVAILABLE
SPECIFICATION

PRE-STANDARD

colour
inside

Enterprise-control system integration
Part 6: Messaging Service Mode

INTERNATIONAL
ELECTROTECHNICAL
COMMISSION

ICS 25.040.99; 35.100; 35.100.50 ISBN 978-2-8322-3487-7

Warning! Make sure that you obtained this publication from an authorized distributor.

® Registered trademark of the International Electrotechnical Commission


https://iecnorm.com/api/?name=eec9fad09b49ef4b5dc2ed4dc55b6e6f

-2- IEC PAS 62264-6:2016 © IEC 2016

CONTENTS
O T 1 6
LN I 0 7 16 L@ 1 ] P 8
1 ST oo 01 S 10
2 NOIMaAtIVE FEIEIENCES. ... et e 10
3  Terms, definitions and abbreviations ..., 10
3.1 Terms and definifioNS . ... 10
3. A D eV Al ONS . .11
3B CONVENTIONS ...y .12
4 The Messaging Service Model ........coooiiiiiiiiiiii e, . .12
41 Interface model ..o N .12
4p Application to application data exchange 12
43 Transaction model...........ooiiiiii e ... 14
44 Communicating applications ...........coooviiiiii e o NN N e N e e eeeneeen ... 14
46 Managed communication channels .15
4.6 Notification services .16
4.7 .16
48 A7
1.8.1 A7
4.0 .18
1.9.1 .18
5 .18
.18
.18
.18
.19
.19
.19
...19
...20
.21
.21
.22
5.5.1 TOopIiC defiNition ... .22
52622 ST e YT F= 1o I (o o oS .22
5.6 MO M S S S 0N ...t 23
5.7 ST o3 U1 1 P 23
5.7.1 Secure Message eXChanNgeS .. . ... 23
5.7.2 Security tokens on channels..... ... 23
5.7.3 Security token format ... ... 24
5.7.4 MSM service provider implementations...........oocooiiiiiiiii 24
6 MSM service definitionNS ... 24
6.1 Type defiNitioNS. ... 24
6.2 MSM service returns and faults...........coooiiiiii i 25
6.3 MSM channel management SEIVICES .. ...uuuiii i 26
6.3.1 Create Channel ... 26

6.3.2 Add SECUItY tOKENS ... it 26


https://iecnorm.com/api/?name=eec9fad09b49ef4b5dc2ed4dc55b6e6f

IEC PAS 62264-6:2016 © IEC 2016 -3-

6.3.3 Remove security tOKENS ... 26
6.3.4 Delete ChanneEl. .. ..o 27
6.3.5 Get ChannEl ... 27
6.3.6 Gt Channels o e 28
6.4 NOLIfY [ISTENEr SEIVICE ... i e e ea e 28
6.4.1 NOITY IS N ... e 28
6.5 MSM provider publication SErVICES........viuiiiiii e 28
6.5.1 Open publication SESSION ...t 28
6.5.2 Post publication ... 29
5.5.3 EXPITE PUDTICATION L. e e e e enenaanennanennnannennnenn s ...29
5.5.4 Close publication session .........coooiiiiiiiiiiiiiii LNl N ...30
6.6 MSM consumer publication services .30
5.6.1 Open subscription SESSIoN .......ccooiiiiiiiiiiiiiii e NN e N N e N ...30
5.6.2 Read publication ... e N O NG N ...30
5.6.3 Remove publication...........coooiiii e N RO N e NG e ... 31
5.6.4 Close subscription session ... NN NXGom e e =N emeemeeeemenaenns .31
6.[7 MSM provider request SErviCes...........cocvivi e Dagen e 2 R T U ...32
5.7.1 Open provider request session .32
5.7.2 Read request..........ccocoviiininnn. .32
5.7.3 Remove request...........ZA\....... ...32
5.7.4 Post response............h¢ ... (0 ...33
5.7.5 Close provider request s .33
6.8 .34
5.8.1 .34
5.8.2 .34
5.8.3 .34
5.8.4 .35
5.8.5 .35

7 ..36
..36

..36

scenario with multiple messages ...........coooviiiiiiniinn. ...36

cribe scenario without notification ....................c .37

€ PUDIIShers SCeNario ... ..o 38

ishesubscribe scenario with publication expiration ......................... 39

Request channel SCENArioS.........o. i 40

/21 Request-response scenario with notification ... 40
7.2.2 Request-response scenario without notification.........................oon 41
7.2.3 MUIIPIE PrOVIAErS . .. e 42
8 COMPIIANCE .. e 43
Annex A (informative) MSM service provider considerations ............ccoccoiiiiiiiiniininn, 44
A1 Service provider considerations..........c.coooiiiiiiiiii i, 44
A.2 N Lo 1= 4o o 44
A.3 Security CONSIAErations ..o 44
A4 MSM application implementation considerations ... 44
A.5 MSM channel security considerations ............ccooiiiii i 44
A.6 MSM session ID conSiderations ..........c.viuiiiiiiiii e 45
A7 Data format validation ..o 45
A.8 Allowed application CheCKiNg ..o e 45


https://iecnorm.com/api/?name=eec9fad09b49ef4b5dc2ed4dc55b6e6f

-4 - IEC PAS 62264-6:2016 © IEC 2016

A.9 Data exchange 10ggiNng ... .o e 45

A10 Common error handling ... 45

A.11  Data transformation SErviCEeS ........ooiiiiiii i 45

A 12 Cross company bBridges ... 46

A. 13 MeSSage MaiNtENANCE.......cuiiiii e 47
Annex B (informative) Enterprise Service BUSES ........cuviuiiiiiiiiiii e 48
=71 o] ToTo | =T o 4|V PPN 50
Figure 1 — Steps in application-to-application communication..............ccocvieiieeieeiieiieiieiieneenn, 9
Figute 2 — Application communication stack ... ... 13
Figufe 3 — Defined standards at each level..............cocooiiiiiiiinn, ...14
Figute 4 — Messaging service model Names .........cccoevvvviiiiieinnen e AN ...15
Figute 5 — MSM channel management services A7
Figute 6 — MSM publication channel Services ..........cc.cooiiiic e e XAG: o A7
Figuile 7 — Services for request/reSponse .......cooovviiiiiiin i e e NG - N0 e e\ e e eneeneeneennas ...18
Figute 8 — Changes and checkpoint channel example .21
Figufe 9 — Security of channels ... [ e N N e .24
Figute 10 — Publication scenario with ngtifi ..36
Figute 11 — Publication scenario withm .37
Figu ..38
Figute 13 — Publication scenario with ipte ide ...39
Figute 14 — Publication scénario wi ired icati ...40
Figute 15 — GET/SHOW retques ice sce [ .41
Figute 16 — CHANGE [ RESF .42
Figure 17—Mu| ...43
Figute A.1 — Transfq ...46
Figu .47
Figu ...49
Tabl .25
Tabl ...25
Tabl ...26
Tablg 4 —-Add security tOKEN ... ..o ...26
TableS=Removesecurity tokem 27
Table 6 — Delete ChanNel . ... e 27
Table 7 — Get Channel. ... e e e 27
Table 8 — Get Channels ..o e 28
Table 9 — NOtifY [ ENEI ... et eas 28
Table 10 — Open publication SESSION ........iiuiii e 29
Table 11 — Post pUDICAtioN ... e e 29
Table 12 — Expire publication ... ... e 29
Table 13 — Close publication SESSION ... 30
Table 14 — Open sUbSCHPLION SESSION ....iuii i e 30

Table 15 — Read publiCation ..o e e 31


https://iecnorm.com/api/?name=eec9fad09b49ef4b5dc2ed4dc55b6e6f

IEC PAS 62264-6:2016 © IEC 2016 -5-

Table 16 — Remove publication ... ... e 31
Table 17 — Close SUDSCIIPLION SESSION......ciuiiii e 31
Table 18 — Open provider reqUEST SESSION . ....iuiiiiii e 32
Table 19 — Read reqUesSt .. ... e e 32
Table 20 — ReMOVE rEQUEST .. ..o e e e e 33
TablE 21 — POSt TSP ONSE ..uiiniiit it 33
Table 22 — Close provider requUest SESSION .....c.iiuiiiiii e 33
Table 23 — Open consumer request SESSION ... .o 34
Tablg 24 — POSt FeQUEST ... e T .34

Tablg 25 — Read reSPONSE .. ..vuiiiiiii et ...35
Tablg 26 — REMOVE rESPONSE .....euitiiiiiiii e : .35
Tabl¢ 27 — Close consumer request SesSion..........ocooovviviinii S ..|...35

#



https://iecnorm.com/api/?name=eec9fad09b49ef4b5dc2ed4dc55b6e6f

-6- IEC PAS 62264-6:2016 © IEC

INTERNATIONAL ELECTROTECHNICAL COMMISSION

ENTERPRISE-CONTROL SYSTEM INTEGRATION -

Part 6: Messaging Service Model

2016

FOREWORD

1) THe International Electrotechnical Commission (IEC) is a worldwide organization for stahdardization eomgrising
alll national electrotechnical committees (IEC National Committees). The obje t{ of IEC bmote
infernational co-operation on all questions concerning standardlzatlon in the electpiCaNand Iect Qnhic flel is. To
this end and in addition to other activities, tions,
Tdchnical Reports “IEC
Pdblication(s)”). Their preparation is entrusted to technical committees; an ested
in|the subject dealt with may participate in this preparatory work. non-
governmental organizations liaising with the IEC also participate in this repar losely
with the International Organization for Standardization (ISO) in aecordance ined by
agreement between the two organizations

2) THe formal decisions or agreements of IEC on technical matte tional
copsensus of opinion on the relevant subjects since eac m all
inferested IEC National Committees

3) IEL Publications have the form of recomm tional
Cgmmittees in that sense. While all reasphable effgrts\are f IEC
Pdblications is accurate, IEC cannot be keld r any
misinterpretation by any end user.

4) In|order to promote international uniformi icptions
trgnsparently to the maximum extent possi pence
beffween any IEC Publication aqd the corres dted in
the latter.

5) IE[ itself does not pro brmity
aspessment services ard,\n some are' r any
sefvices carried o

6) Al| users should

7) Nq liability shall atta s and
me¢mbers of its techrisal commiftees and hge or
other damage of{an 4) and
expenses ari r I[EC
Pyblications.

8) Atjentio ipns is
indispghsable

9) Atjention s ect of
patent rights. & C shal\not be held responsible for identifying any or all such patent rights.

A PAS is-a technical specification not fulfilling the requirements for a standard, but made

availpbfe‘to the public.

IEC PAS 62264-6 has been processed by subcommittee 65E: Devices and integration in

enterprise systems, of IEC technical committee 65:

and automation.

The text of this PAS is based on the

following document:

This PAS was approved for publication
by the P-members of the committee
concerned as indicated in the following

document
Draft PAS Report on voting
65E/476/PAS 65E/502/RVD

Industrial-process measurement, control

Following publication of this PAS, which is a pre-standard publication, the technical committee
or subcommittee concerned may transform it into an International Standard.


https://iecnorm.com/api/?name=eec9fad09b49ef4b5dc2ed4dc55b6e6f

IEC PAS 62264-6:2016 © IEC 2016 -7-

This PAS shall remain valid for an initial maximum period of 3 years starting from the
publication date. The validity may be extended for a single period up to a maximum of 3 years,
at the end of which it shall be published as another type of normative document, or shall be
withdrawn.

IMPORTANT - The 'colour inside’' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a

colour printer

@C@
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INTRODUCTION

This PAS is based on the wuse of ISA-95 object models defined in
ISA-95 Parts 2, 4 and 5 (Parts 1 and 3 do not contain object models) to define a set of
services that may be used to exchange information messages. It is recognized that other,
non-Part 6 sets of services are possible and are not deemed invalid as a result of this PAS.
This PAS defines a Messaging Service Model (MSM) for exchanging data exchange
messages in a publish/subscribe mode and a request/response mode. It defines a minimal
interface subset to message exchange systems.

The I\/Inqcslging Service Maodel prn\/idn: a _method for nlnlnlir‘qfinne to _send and receive

mesgages from MSM service providers without regard to the underlying communigation
mechanism, as part of a complete application-to-application communicatign pro

This |PAS defines a set of services definitions that are designed i tiopality
needed for a vendor-independent method for sending and receiving\da e megsslages
on a[message exchange system, such as an Enterprise Service

The |knowledge requirements to interface to just one an be
immgnse, and are usually not transferable to a di i:ngle
interface, independent of the underlying services, fo LeveI 3 S tions.
This [removes the need for vendors to build custom i ustom mterface, and for
end psers to get locked into a single yendor blecause théiNinvestment prevents them |[from
reusing any of the integration efforts.

Entefprise-control system integration in¥ 3 e different steps to exchange |data
betwgen different computer system ap i

a) The applications usua
their own local data
tq
r

epresentations of exchanged objegts in
is usually converted from the local fqrmat
The ISA-95 Part 2 standard defines
evel 4-3 data exchanges. The Part 4 standard
for Level 3-3 data exchanges. This convelsion,

is usually performed twice for any twdg-way

ALPHA and BETA: the ALPHA application initiates a data exchange

RETA responds back to ALPHA. The format conversions are: ALPHA’g local

est data, global format to BETA’s local format for the request data, BETA’s

al fopat o gIoba hor| t for b€ response data, and global format to ALPHA’s format for the response|data.

b) ion ormeyd to align the namespaces among the exchanging applications| and

EKAMPLE 2 )Names for elements of data may be codes, tag names, or equipment identifiers.

EKAMPLE. 3 Data which are represented in one element namespace, such as codes 1,2,3,4, may have a
different'namespace in another application, such as codes Ok, Done, Error, Delay.

H . 3 +i H H o labaol £ % HEA N - 3 labal +h L d
Mo ImmurTIiTativiT 1o 11T UTe Yyruuar TUTTTHTat vwWillT dpypPTupIiTalc yiuvvdrl 1T1altivo,  hic TAUITA ge

information is sent from one application to another application.

d) Messages are transported from one application to another, either within the same
computer environment or across computers. Transport mechanisms are defined in other
standards, such as TCP/IP and Ethernet standards.

e) When data exchange information is received, there are specific rules that define what
resultant data are to be returned. The transaction rules are defined in the ISA-95 Part 5
standard.
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/ Application ALPHA \

Collect Local
information

Local
Information

Convert Local
format to
Global format

95 Part 2,4,5
Specifications

/ Application BETA \

Process Local
information

Convert Global
format to Local
format

Local
Information

ISA-95 Part 24,5
Specifications

Convert Local
names to
Global names

Send
information to
exchange

service

N\

Figure 1 — Steps in application-to-ap

W

Exchange
services

=95 Part 6
acification
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ENTERPRISE-CONTROL SYSTEM INTEGRATION -

Part 6: Messaging Service Model

1 Scope

This part of IEC 62264, which is a PAS, defines a model of a set of messaging services for

information exchanges across Levels 3 and 4, and within Level 3, between appliegtions

perfa

information exchange between systems.

2 Normative references

The

cited

ANS
Mods

ANS
Obje

ANS
Attril

ANS

3.1

For t

ISO
addr

/ISA-95.00@01
Manufacturing Tra t

3 7

rming business and manufacturing activities. It defines a stay interface

/ISA-95.00.01-2010 (IEC 62264-
bls and Terminology

/1ISA-95.00.02-2010 (IEC 62264-
ct Model Attributes

/ISA-95.00.04-2012,
utes for Manufaciuxi

System Integration — Part 5: Busines

erms, definiti bbreviations
Te
he purposgs.of this document, the following terms and definitions apply.
hnd AEC maintain terminological databases for use in standardization at the follg

PSSEeS”

for

their

ition
applies. For undated references, the latest editigr S :ﬂding
any amendments) applies.

art 1:

art 2:

and

s-to-

wing

o |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp

3.1.1

channel description

text t

3.1.2

hat describes a channel

channel type
primary use of a channel for publications or requests

3.1.3

channel URI
primary identifier for a channel
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314
filter expression
filtering element that may be applied to messages on a channel

3.1.5
listener identification

implementation defined element that is used to indicate to an application when a new

message has arrived

3.1.6
message content

body|of the message

3.1.7
mess$age expiry
durafion until the expiration of a publication message on a publicati

3.1.8
mesIage ID
identifier generated upon posting of a message to a cha

3.1.9
namespace
colleftion of names or words that defidde a\forg

3.1.;1]0
security token
phys|cal device or software

3.1.11
sessjion ID

idenfffier genera
application for u

3.1.12
topid

3.2 | Abhrevi
B2MML
CB (radio) Citizens’ Band radio

CCOM«ML Common Conceptual Object Model — Markup Language

b the

ERP i tarityg

ESB Enterprise Service Bus

FTP File Transfer Protocol

HTTP Hypertext Transmission Protocol

JMS Java Message Service

MSM Messaging Service Model

MIMOSA An Operations and Maintenance Information Open System Alliance
OAG Open Applications Group

OAGIS Open Applications Group Integration Specification

OMAC The Organization for Machine Automation and Control

OpenO&M Open Operations and Maintenance Group
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OPC-UA OPC-Unified Architecture
REST Representational State Transfer
RSS Really Simple Syndication
SOAP Simple Object Access Protocol
TCP/IP Transmission Control Protocol / Internet Protocol
uDDI Universal Description, Discovery and Integration
URI Universal Resource Identifier
WS _* World Wide Web Service standards
XML Extensible Markup Language
XSLT Extensible Stylesheet Language Transformations
3.3 | Conventions

Inpuf and returned parameters defined in Clause 6 are required
defined as optional.

4 The Messaging Service Model

4.1
The

Interface model

icitly

n or

netwprk service. The services provid icate
using the transaction models defined j The
MSM:

— dpes not define how the s

— dpes not define the|

— dpes not defing any speCcifi

The MSM provid@ any
othell message or fi stem sage
sequencing, and g ing opexchanged messages.

NOTH1 i ifferent implementations are envisioned, such as a service using OPC UA, a service using FTP,
or a service usinyg

NOTH| 2 v ave to include some method for storage or caching of exchanged informatiop, and
some |[method ofguaranteed mesSsage delivery.

The Jevel ofiservices” not defined in this PAS, for example the type of security, reliability,
guaranteed delivery, quality of service, transformation capability, and other features would be
provided, by the MSM Service Provider and provide differentiation between suppliers| and
solutromns:

4.2 Application to application data exchange

Application to application data exchange is represented in communication models as a single
“Application” layer. However, with the development of data object standards (such as ISA-95
models), data representation messages (such as B2MML, MIMOSA CCOM-ML and OAGIS
Nouns), and transaction messages (such as IEC 62264-5 and OAGIS 9.0 Verbs), means that
a simple single layer is insufficient to describe the complexity of object based application-to-

appli

cation transactional communication.

1 See Annex B for a brief discussion on Enterprise Service Buses.
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Two additional elements can be defined for application-to-application communication: a data
object definition and transaction message definition which communicate to the application
layer and the underlying exchange services, as shown in Figure 2.

MSM is a minimal interface subset that can reside on most exchange services and is based
on well-defined and structured data objects and transaction messages.

Appllcatlon ‘A’ Application “B”_*

Data Object
[N

Transaction

[ MSM Interface | [ MSM Interface \\ ] 3‘7\
| Application | | Apglication, )Q‘J\\
| Presentaton | | P’rés\e}\taﬁ@.,w
|| Session | | Sessor \ )/ £
3| Transport | [~ Trasport > b
| Network | / &[N%tv?e(k |
| Data Link<_ ] | (,kVBéteH{'nk |
| Physical |

vn in

ts of

injtions,

n on

layer

c) e MSM’ Seryi Interface defines a minimal interface to the Application layer’'s
change Services.

d) e‘application, presentation, session and lower level layers define the meaning, fofmat,
and structure for coordination, buffering, and exchange of messages or flles. These layers
contain transfer or exchange style specific definitions, such as Enterprise Service Buses,
Enterprise Message Delivery Systems, the OPC-UA specification
(IEC 62541 (all parts)), RSS, FTP, Named Pipes, Ethernet, TCP/IP, HTTP, and others.
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| Data Object | - ISA-95.02, B2MML, MIMOSA, OAGIS, OMAC...
| Transaction | - ISA-95.05 (IEC 62264-5), OAGIS
[ MSM Interface
. . \ \
| Application | ESB, OPC UA, RSS, FTP,
Presentation Named Pipes,
- Message Queue System, ...
= Session SOAP, WS_*...
S _—
(0p]
| Network | Ethernet, TCP/IP, HTTP .
: ~ IEEE 802.xx, ... Q
| Data Link | 802.xx,
| Physical |
The |ISA-95.05 and IEC 62264-5 standards d . ] .| The
Mesgaging Service Model (MSM) defines an i 3C€ or exchange. In a sg¢nse,
MSM defines the standard “on-ramp{ and "a icati ices. It
defines how data is placed into exchange ange
methjods.
NOTE|/1 Message synchronizatieq at the MSM inte isvdist ided by
ISA-95.05 transaction models & we S m_ e’ synchronization mechanisms provided at lower leyels of
the cdmmunications stack.
NOTE| 2 In this PAS, asyn oBsS N eX jes between consumers and producers can be considgred to
be palrs of distinct, @c 0 s
4.3 | Transactiohmode
The |SA-95.05 and dards define three models for business transactiops: a
publish model~a push pull model2
The MS) ndard interface for applications to exchange data following any df the
ISA-95.0 odels using XML schemas to represent data.
The {ransactions supported by the MSM support:
a) A publish-subscribe model with multiple subscribers and multiple publishers, wher¢ the
olublig! | sul i I i I I f ott C P T

b) A push and pull model, also called a request-response model, where an application sends
unsolicited requests for a service and has no direct knowledge of the receiving application

that will process the request.
4.4 Communicating applications
ISA-95 and IEC 62264 define four roles:

1) Information Provider (to receive GET messages and send SYNC messages),

2) Information Receiver (to receive PROCESS, CHANGE, and CANCEL messages),

2 See the ISA-95 standards for a complete description of the types and format for transactions.
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3) Information Users (to send GET messages and receive SYNC messages),
4) Information Sender (to send PROCESS, CHANGE, and CANCEL messages).
In the MSM model, these are simplified to Provider Application (Information Provider and

Information Receiver) and Consumer Application (Information User and Information Sender),
as shown in Figure 4.

The Provider Application is the owner of data. The Provider Application can publish changes
to the data, can receive requests to change the data, and respond to queries for the data.

NOTE_The phrase “owner of data” is used to identify the application that has responsibility for enforcing the
consigtency of data.

An application can be a provider application, consumer application or both. If anapplication is

both) then it should be a consumer of different data than it provides.

Information Provider < ign [User

ISP 95 Names N

Information Receiver < X Sender
Consumer
~ Applicatipn
Provider
Applig&’ﬁ@g Consumer
IMSM Names < . Application
Provid
Applicﬁr}\
Consumer
Applicatipn

g service model names

4.5

The of managed communication channels. A channel|is a
softw . a specific many-to-many communication conduit betyveen
appli gre for requests and responses, some channels are for geheral

NOTE|1 An analegy for an MSM channel is a channel on a CB radio.

NOTE|2 An“analogy fora topic is a conversation topic on a CB channel. Users can choose to listen to some Jtopics
on thg channgél but ignore others.

NOTE-3—Fhre—asstmptionr—of—this—PAS—s—that—the—MSM—services—are—provided—by—a—ecommunicatien—eapphcation,
middleware, or an ESB provider. The implementation method for the MSM services is not defined in this PAS and
multiple architectures are possible, such as an OPC-UA implementation, an FTP based system, shared directories,
a message queuing system implementation, or an RSS implementation.

The MSM provides a definition of the standard interfaces to the services (not how they are
implemented).

A managed communication channel is called an MSM Channel.
The services provided for each MSM Channel are the MSM Channel Services.

An MSM Channel is identified using a URI or equivalent identifier. A URI is recommended to
allow a hierarchy of channel definitions that match a company’s physical or application
structures, such as channels identified by plant site or major application suite name.
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An MSM Service Provider is the application or network service that exposes and implements
the MSM Channel Services.

A recommended structure for the MSM Channel hierarchy is defined in this PAS.

Each

A —
B —
C -

Each
cons

a)

b)
c)

f)

o
O == > C SO0 > oun

4.6
The
a prd

be rq
to po

Notif
requ

The

Ifap

MSM Channel supports three general types of information exchange:
Publications — Information that may be sent to multiple consumer applications.
Requests — Information that may be sent to one or more provider applications.
Responses — Information returned from a request to a consumer application.
MSM Channel supports two way communications between provider—applicationg and
Limer applications.
n MSM Channel may be created to support either publica request
ervices.
Provider Application may post publications to an MSM PublicatiQn
onsumer Applications may subscribe to publicatio the
becific MSM Publication Channel Service) and ma 5 are
bt supported, then the Consumer Application piay poll Publication Channel
s5ing the read publication service.
Consumer Application may post r
Provider Application may subsck pific
(SM Request Channel Service) and a ) S, rted,
en the Provider Application may po ' equest Channel using the read request
Brvice.
(SM Channels have a to a
hannel, when posting
Notification service
hotification dte to
vider or consup ihg to
ad. The notifi Serviees pr ide a method for an asynchronous callback alternative
lling the MSNM s
catign_s riber,
pste
hotificationSservicegs interface is optional for an MSM provider.
rovider/consumer application does not provide a callback identification for the notification
ces? then notification shall not be provided to the application.

servi

NOTE The format of the listener identification for notification will be defined by the implementation technology.

EXAMPLE A SOAP and Web Service implementation may define the Listener Identification as a valid URL that

define

4.7

s a Notify Listener service, which is managed by the application creating the session.

MSM channel services

The MSM Channel Management Services shall be used to create and delete channels and to
control the Security Token specification for channels.

The MSM Channel Services are shown in Figure 5. These services would usually be called by
a provider application, or by a dedicated channel management application.
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Consumer
Provider MSM Application
Provider Management Application
Application Services Consumer
Application
Create Channel et Channel
Add Security Tokens to Channel hannels

Remove Security Tokens from Channel
Delete Channel

Figure 5 — MSM channel manageme

4.8 | MSM publication channel services

4.8.1 Publication channel services

The [MSM Publication Channel Servics ost, expire, remove, and |read

publication messages.
The MSM Publication Chatinel Seryj inMFigure 6. The services allow multiple
Prov|der Applications to post puplicatien yapie channel. Consumer Applications| may
subsfribe to notificatio ifs e_chanpel) and may read publications.
Q Consumer
. Application
Prowder< PP
Applicati :
e SN Publish- o Sonsumer
) . icatjon
Pr%\ Subscribe 2
Applic . Services Consunjer
Applicat|on
Ol sion
Post Publication Read Publication
Close Publication Remove Publication
Expire Publication Close Subscription Session

Figure 6 — MSM publication channel services
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4.9 MSM request channel services
491 Request services

The MSM Request Channel Services shall be used to post request messages and read
response messages.

The MSM Channel Services for the ISA-95.05 Push and Pull transactions are shown in
Figure 7. These are the PROCESS, CHANGE, CANCEL, and GET transactions.

The services allow one or more Consumer Applications to post requests to Provider
Applications; allow one or more Provider Applications o read requesis and post respohses,
and for the Consumer Application to read the response. Each posted request includgs an
additional qualifier, called a “Topic”, which allows Provider Applicatio mine if[they
should receive the request and post a response to the requestor.

EXAMPLE Topics may define the format and content of a message as idenfifj Defjnition

(XSD) used to create and verify a message.

Consumer

Provider Application
Application SR
Provider Application
Application F———
Applicailion

pen Consumer Request Sesgsion
Post Request

Open Provider
Read Request

Pagst Respcg? Read Respponse
Remove Reques Remove Response
Clpse Provigé Close Consumer Request Session

5 Methods<c eration of MSM channels

5.1 | Channel and topic identification

Th AAL lapraant th ot ball b i dFfaor fi1t H =y a-araa " P>
€ wo—eremehtsthatSsShamrpeUSea—+of eIy 1o SSagt s arcoimarmTT

information), and topics (for the type of information).

Subclause 5.1 defines a recommended MSM method for identifying channels IDs and topics
that shall be used in order to ensure maximum interoperability.

There is no restriction on the use of Channels and Topics. However, there are two main
elements that should be used for channels and topics: scope of information and type of
information.

5.2 Channel names and hierarchy
5.2.1 Channel names

Channel names shall be defined as a name hierarchy using the URI syntax.
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2 Channel name hierarchy

Channel names should follow the naming hierarchy:

\ <MSM root> \ <channel scope> \ <information scope> \ <channel use>

EXAMPLE 1 \AJAXEnterprises\Company\Material\Checkpoint

EXAMPLE 2 \AJAXEnterprises\Company\Material\Request

EXAMPLE 3 \SystemTest\Final\OurMaterialManager\Inventory\Changes
EXAMPLE 4 \AJAXEnterprises\France\Personnel\Checkpoint

5.2.3 MSM root

The MSM root shall be the root of a hierarchy defined when the M
initialized. Depending on the MSM Service implementation, there
allowed.

The

EXAMPLE

— AN MSM root may be the name of the company.

- A

bd or
roots

NOTH| pecial

servic utside

the sg

5.2.4

The that

may arhjeal, or logical grouping determined by the enterprise,

appli th as

information only € site,

area

EXAMPLE

- A Ch as:
“

— Alchannel.scope maybe a software system, because the information is provided by a well-known system|name,
slyich as “OurMaterialManager”, “PersonnelTracker’, “InventoryDatabase”.

— A|channhel scope may be companywide because the information is intended for any application in the conjpany.
Il ‘l;lib Cadst i.;IC b;ldllllc; bbU})C b;IUUiUI illulibdi.b' ‘l;IC UII;.iIU b‘ll‘lUl'JliaC Ul bUIIIdeIy, bub;l asS “EII(‘UIIJII' e” or

“Company”, or it may be null.

5.2.5 Information scope

The information scope shall define the range or general type of information exchanged. The
information scope may be related to transaction nouns defined in IEC 62264-2
IEC 62264-4, to other collections of objects.

EXAMPLE

An application which handles all forms of material information may define a channel with an information
of “Material”.

and

scope

An application that only handles Material Lot and Sublot inventories may define a channel with an information

scope of “Inventory”.
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5.2.6 Channel use

The channel use shall qualify the information scope to indicate how the information is being
used. The channel use may be related to transaction verbs or other business or control

process that deal with how the information on the channel is to be used.

To support interoperability, channel use should correspond to the classes of transaction

message verbs, as defined in the ISA-95.05 and B2ZMML or other standards.

EXAMPLE 1 Classes of verbs from the ISA-95.05 standard
Query: GET / SHOW

Cpmmand: PROCESS / ACKNOWLEDGE, CHANGE / RESPOND, CANCEL
Plblication: SYNC ADD, SYNC CHANGE, SYNC DELETE

EXAMPLE 2

Ah application that sends PROCESS, CHANGE, and CANCEL message
uge of “Command”.
A
c

h application that sends SYNC messages may define a chann
annel would be used as a publication channel for a snapshot g

EXAMPLE 3
Publication Changes and Publication Checkpoint chanpe U
a$ shown in Figure 8. Q
—| The Checkpoint channel should be us urrent/snapshot jof all of the exchanged inform

last snapshot.

channel and may clear previous Checkpoint(publiéatidogs:

9,

nay clear all publications from the Chj

annel

. This

cation

htion.

anges

lished
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Provider MSM Consumer
Application Services Application
| | . ) ) |
Qpen Subscription Session on Checkpoint Save
__Open Subscription Session on Changes Session IDs
Post Publication [a] on “Checkpoint” __Read Publication on Checkpoint Session
T T Retums [iDofal ] oo Retumfa »
< Remove Publication
Post Publication [w] on “Changes” ___Notify on Changes Session
__Read Publication on Changes Session %
o Retunw] > g
< Remove Publication &
Post Publication [x] on “Changes” > €
Missed notifications %
Post Publication [y] on “Changes” because consumer D
is not executing . (O]
Post Publication [b] on “Checkpoint” | Ret.ne e o
> Session|IDs
Expire Publication [ID of a] R N
Expire Publication [ID of w]
Expire Publication [ID of x]
Expire Publication [ID of y]
Post Publication [z] on “Changes” N\,
®
l tion on
RN ____\%ty_rniz} ________________ R
C}\ emove Publication
5.3 Message@' 9
Topi¢s shall be i at is
obtained from read ns.
Topi¢s s y will
be puiblis
Topi¢s allow(a)stngle ¢hannel to handle a collection of different types of data, yet still prpvide
a method-forthe recgiver of the data to limit the types of data that it is required to handle
The same fnlr_\ir‘ may. be used across mnlfipln channels

EXAMPLE 1 There may be a ProductionSchedule topic defined for CheckPoint and Changes channels with a site
channel scope, and a ProductionSchedule topic used for Checkpoint and Changes channels for an area channel
scope.

EXAMPLE 2 There may be a QualificationTest topic used for a Request channel at the enterprise channel scope,
and a QualificationTest topic used for a Request channel at the country channel scope.

5.4 Publication expiration

Expired publications shall not be available to subscribing consumer applications nor
accessible to the provider application. If an already read message subsequently expires, it is
still available to the consumer to ensure a Remove Publication call removes the correct
message.
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A publication can be flagged as expired by a provider application via the Expire Publication
service or through an expiration time defined when the publication is posted.

With the time-based expiration, the expiration time is calculated based on the completion of
invocation of the Post Publication service plus the specified duration.

Any publication message may be expired through the Expire Publication service.

5.5 Topics
5.5.1 __Topic definition
Topi¢s shall be used in application services to limit or filter the type of i atioh.that is

obtained from read and notify requests for Provider Applications and Cof ns.

Topi¢s shall be used by Provider Applications to specify the type of i ' hely will
be pliblishing or posting on an MSM Channel.

Topi¢s allow a single channel to handle a collection of differe de a
methjod for the receiver of the data to limit the types of i i

5.5.2 Standard topics

To spupport interoperability, the topicg should” corre g erbs

EXAMPLE 1 Classes of nouns from the ISA-9§%
Equipment Class Capability Test

Personnel Class Qualification Test

Material Class Material Lot
Material@t
Operations Definition Operations Performance
Process Segment Production Capability
Production Schedule Production Performance
Network Transaction Profile Work Alert
Work Definition Work Performance

Work Schedule Workflow Specification

The Uapic names should contain the associated standard and version number of the
associated standard or noun.

EXAMPLE 2 One topic may be defined for messages using B2MML-V0402-MaterialLot definitions, another for
B2MML-V0501-MaterialLot definitions and a third topic for messages using B2MML-V0600-MaterialLot definitions.

The same topic may be defined on multiple channels.

EXAMPLE 3 There may be a ProductionSchedule topic defined for CheckPoint and Changes channels with a site
channel scope, and a ProductionSchedule topic defined for Checkpoint and Changes channels for an area channel
scope.

EXAMPLE 4 There may be a QualificationTest topic defined for a Request channel at the enterprise channel
scope, and a QualificationTest topic defined for a Request channel at the country channel scope.
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5.6 MSM sessions

Communication to channels shall be through MSM sessions. MSM sessions are created
through open session services, which return a session ID.

Session IDs shall be persistent and shall not be tied to the execution instance of the
requesting program. A session ID remains valid even if the calling program stops and restarts,
as long as the calling program maintains the session ID (in storage) and can read it on restart,
then the MSM session is still available.

5.7 Security

5.7.1 Secure message exchanges

Security in message exchanges shall be defined as authenticated a S channel
services.

NOTE| Security in the MSM services is of paramount importance. In the MS € iication
applicptions have no knowledge of their communication partners, and do not know |f thegeyate nor lisher

with np subscriptions), one, or many. Therefore, security cannot be defirfed a sunicati i rtners,
but ag communication through secure channels.

5.7.2 Security tokens on channels

Channel access security shall be managed thro

Security tokens are assigned to channels.

Secdrity tokens on channels may be i MSM
services.

NOTE| While the MSM ser 8 5 may
decid¢ not to assign any secuhi{y/t S J i i lessed

withoyt any authenti{?
Secdrity tokens shdll S : f the
application provide i not match a Security Token assigned to the channel,

then|no channel i

Security tokens are i - icati , such as manual
exchpnge 2
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Provider Applications

Create
Channel

Consumer Applications

Tokens exchanged in an out of
band communication channel.

Assian
Security Tokens To
Channel & Open
Session

ost Publications,
Responses, Read
Requests

5.7.3 Security token format

The pecurity Token format shall be defined e mplementation specification. Different
implgmentations may havg’differermtmethods.and forimats for the security tokens.

5.7.

1)

2) ment

3) 1 o be
urity

EXAMPL e information across companies through open Internet channels. In this cdse an

MSM |Service ntation should provide a strong Security Token system through a public key

mechanism with.sp&cCific Sgcurity Token assigned to specific communicating companies.
EXAMPLE ,2° A system may be entirely contained within a secure environment behind both corporatg and
operations \firewalls. In this case the user may decide to not assign security tokens to channels and rely on| other
measyres. 6 ensure security.

6 MSM service definitions

6.1 Type definitions

Table 1 contains the type definitions that are associated with the service definitions.
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Table 1 — MSM type definitions

Channel Description Text used in browsing channels and to provide assistance in maintenance of an
MSM implementation.

Channel Type Indicates whether the channel is for publications, requests or responses. The
MSM implementation may use the channel type to ensure the correct session
creation service is called for a channel.

Defined Channel Types are “Publication” and “Request”.

Channel URI The primary identifier for a channel.

The Channel URTShoud be a wide SIng alfowing channel names with
international character sets.
See 5.2 for details on the format.

Filte[ Expression An optional filtering element that may be applied to ssag 0 a ch nnel.
The format of the filter expression is not defined i uld
defined in an MSM implementation specificati9\

Sesgion ID An identifier generated by the MSM upon a appW eam\g\sel}ssmn dn a
channel and provided to the appllcatlon/fe\ in the servi

Listgner Identification An implementation defined element thatN te toyan application
when a new message has arrived«

EXAMPLE A URI endpoint reachdb by the-M Sefvice Provider, that Qosts
an MSM Notification SerV|

Mesgage 1D An identifier gene SM po‘\p} of a message to a channellfin a
session.

Mesgage Content The message c

Message Expiry The duration until t Xpir Wubllcatlon message on a publication

annel.

Secyrity token The\sggurity%\e\\{as\rga q\gfehe channel.

Sesgion ID L\ A tgique identifica 'M,e/communication session used in using an MSM

hannel.

Topif < > 2 An éenwat%\o}‘ttye/topic of a message, see 5.5.

6.2 | MSM servige returnshand-faults
Tablg¢ 2 contajns t iceNeturns and faults for the MSM service definitions
Faulfs sho an readable explanation

able 2 — MSM service returns and fault definitions

Channel Fault Error returned when a Channel URI is invalid or the application does not

have the appropriate Security Token to access the channel.

Listener Identification An identification of a listener function, defined by the implementation

technology.

Message ID A unique identification of a message.

Operation Fault Error returned when an illegal operation for the channel type is attempted.

Parameter Fault Error indicating a missing or invalid parameter passed to a service.

Publication Message A message which should be in the format defined by ISA-95 Part 5 SYNC

messages.

Request Message A message which should be in the format defined by ISA-95 Part 5 GET,

PROCESS, CHANGE, and CANCEL messages.

Request Message ID The Message ID of a request message.
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Response Message A message which should be in the format defined by ISA-95 Part 5 SHOW,
ACKNOWLEDGE, RESPOND, and CONFIRM messages.

Security Token Fault Error returned when an invalid Security Token is used.

Session Fault Error returned when an invalid Session ID is used in a service.

6.3 MSM channel management services

6.3.1 Create channel

The freate channel service shall have the function, input parameters an urns defing

Table 3 — Create channel <\

Name Create channel < \ \ >

Function Creates an MSM channel of the specified Channel

If the channel already exists, then a Channel F. u
Any specified security tokens are added to the cpa\nne

Input — Channel URI
Parameters — Channel Type (Publicatiop or Re
— Optional Description
—  Optional list of Security

Returns - Success or error crlter(

(@

6.3.2 Add security

The fgdd Securit ken, service
in Table 4.

fined

Name

Function

hanngl Fault is returned.

If a new Security Token has already been assigned to the channel, then no action is takejn.

Input — Channel URI

Paramatare

O Lo P D |
optomaTSeturtty Toen

—  List of Security Tokens to add

—  Success or error criteria

Returns

6.3.3 Remove security tokens

The remove Security Token service shall have the function, input parameters and returns

defined in Table 5.
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Name

Function

Input
Parameters

Returns

Name

Function

Input
Parameters

Returns

Name

Function

Input

Parameters

Returns

Table 5 — Remove security token

Remove Security Tokens

Removes security tokens from a channel.
If the Channel URI does not exist, then a Channel Fault is returned.

If the specified channel is assigned security tokens and the Security Token does not match a
token assigned to the specified channel, then a Channel Fault is returned.

If any Security Token to be removed is not assigned to the channel, then a Security Token
Fault is returned and no tokens are removed from the channel, even if they are valid.

— Channel URI

—  Security Token

— List of Security Tokens to remove

— Success or error criteria

6.3.4 Delete channel %

The fHelete channel service shall have the function, inpupar turns defingd in
Tabl¢ 6.

Table 6 — Dele(t,e\ ha I

Delete Channel

Deletes an MSM Channel.

If the Channel URI does nqt exist, the anne/ Fault is returned.

s and the Security Token does not matgh a

and messages are no longer available. No
with active sessions.

notificafion is p videdwya I

—~_Chlannel' U \>
th' nal Sesurity<koke

P G G A
%

ice shall have the function, input parameters and returns defing¢d in

Table 7 — Get channel

Get Channel

Gets information about a channel.
If the Channel URI does not exist, then a Channel Fault is returned.

If the specified channel is assigned security tokens and the Security Token does not match a
token assigned to the specified channel, then a Channel Fault is returned.

— Channel URI
— Optional Security Token

—  Success or error criteria
— Channel URI
— Channel Type

—  Channel Description
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6.3.6 Get channels

2016

The get channels service shall have the function, input parameters and returns defined in
Table 8.

Table 8 — Get channels

Name Get Channels

Function Gets information about all channels where the Security Token matches one of the channel’s

Security Tokens.

Input — Optional Security Token

Parameters /\(\

Returns — Channel URIs
— Channel Types
— Channel Descriptions /\

6.4 | Notify listener service

6.4.1 Notify listener

The potify listener service shall have/the fu n érs and returns defin

Tablé¢ 9.

istener

Table 9 — Not
(\

ed in

Name

/\\ D

Notify Llst%er

Function essage)on a channel, using the Listener Identification

the applications can define their local call-back functions

ideg> by the Provider or Consumer application when
t/hé\a rect ter ce.

with

Input ‘ Input par \de'rﬁed by the specific MSM technology implementation
Parameters J

Returrs K\\;s deM by the specific MSM technology implementation

N

NOTE| Notify (listerer se&rvices
RequgstMessagelD.

will generally return a SessionlD, MessagelD, Topic, and of

6.5 | MSM provider publication services

tional

6.5.1 Open publication session

The open publication session service shall have the function, input parameters and returns

defined in Table 10.
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Table 10 — Open publication session

Name Open Publication Session

Function Opens a publication session for a channel and returns an ID for the session.
If the Channel URI does not exist, then a Channel Fault is returned.

If the specified channel is assigned security tokens and the Security Token does not match a
token assigned to the specified channel, then a Channel Fault is returned.

If the channel type is not a Publication type, then an Operation Fault is returned.
— Channel URI

Input
Parameters —  Optional Security Token

—  Success or error criteria

Returns
— Session ID

6.5.2 Post publication

The post publication service shall have the function, input ed in

N\ IS
Name icati §
Function tes a message with the Message Conjent
i ideqtifi és'Q,Qd/ugk/es it available for subscribefs.

spond to a publication session, then a

[

If the Session ID does not
Session Fault is returned.

ult isxeturned.

If a Topic ig'blagk, t

Input
Parameters

ined in

Table 12 — Expire publication

Name Expire Publication

Function The publication is no longer available to subscribers. If an already read message
subsequently expires, it is still available to the consumer to ensure a RemovePublication call
removes the correct message.

If the Session ID does not exist or does not correspond to a publication session, then a
Session Fault is returned.

If the Message ID does not correspond with the Session ID or the corresponding message
has already expired, then no action is taken. The message is expired for all topics associated
with the message.

— Session ID

Input
Parameters — Message ID

Returns — Success or error criteria
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6.5.4 Close publication session

The close publication session service shall have the function, input parameters and returns
defined in Table 13.

Table 13 — Close publication session

Name Close Publication Session

Function Closes a publication session.

All unexpired messages that have been posted during the session will be expired.

f is
returned.

Input — Session ID

Parameters

Returns —  Success or error criteria <

6.6 | MSM consumer publication services

6.6.1 Open subscription session

The ppen subscription session servi
defined in Table 14.

rput parameters and refurns

N session

Name

Function

assigned security tokens and the specified Security Token does
d to the specified channel, then a Channel Fault is returned.

Input
Parameters List of Topics

(subscribed to)
Optional Security token

—  Optional Listener Identification

—  Optional Filter Expression

—  Success or error criteria

Returns

— Session ID

6.6.2 Read publication

The read publication service shall have the function, input parameters and returns defined in
Table 15.
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Table 15 — Read publication

Name Read Publication

Function Returns the first non-expired publication message (if any) that satisfies the session message
filters.

If the Session ID does not exist, then a Session Fault is returned.

If the Session ID does not correspond to a publication session, then a Session Fault is
returned.

If there are no publication messages, then a null publication message is returned.

Input — Session ID

Parameiers
Returns —  Success or error criteria

—  Publication Message

— Message ID
—  List of topics for the Publication Message <\

K\

n, input parametexs and returns defined

6.6.3 Remove publication

The femove publication service shall have the functi
in Table 16.

Table @% ove publ ca

Name Remove Publication

Function i ription queue.

Input Ves ion ID
Parameters
A\

eturns i h\x\)
DX\

6.6.4

The
defined in-Table 17.

session service shall have the function, input parameters and refurns

T ion
Name Close Subscription Session
Function Close the subscription session. If notification has been defined, then there will be no more

notifications.
Any unread publications for the session are no longer available.
If the Session ID does not exist, then a Session Fault is returned.

If the Session ID does not correspond to a publication session, then a Session Fault is
returned.

— Session ID

Input
Parameters

Returns —  Success or error criteria



https://iecnorm.com/api/?name=eec9fad09b49ef4b5dc2ed4dc55b6e6f

-32 - IEC PAS 62264-6:2016 © IEC 2016

6.7 MSM provider request services
6.7.1 Open provider request session

The open provider request session service shall have the function, input parameters and
returns defined in Table 18.

Table 18 — Open provider request session

Name Open Provider Request Session

Function Opens a provider request session for reading requests and posting responses.

If the Channel URI does not exist, then a Channel Fault is returned.

If the Channel Type is not a Request type, then an Invalid Opefatk
If a Topic is blank, then an Invalid Parameter Fault is retw.

Input - Channel URI \ \)

Parameters —  List of Topics

—  Optional Security token

—  Optional Listener Identification

—  Optional Filter Expression

| JAN
Returns —  Success or error criterj U
— Session ID

6.7.2 Read request

The pd in

Name

Function

f is

\s/e&ion ID

—  Success or error criteria

Parameters

Returns

- Reirmned viessdyce
— Returned Message ID

—  Topic of the returned message

6.7.3 Remove request

The remove request service shall have the function, input parameters and returns defined in
Table 20.
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Table 20 — Remove request

Name Remove Request

Function Removes the first request message from the request session.
If the Session ID does not exist, then a Session Fault is returned.

If the Session ID does not correspond to a provider Request session, then a Session Fault is
returned.

— Session ID

Input
Parameters

Returns —  Success or error criteria

6.7.4 Post response

The post response service shall have the function, input parametérs\and retur efingd in
Tabl¢ 21.

Table 21 — Post respon& \

Post Response / 'S \

Posts a response message to a request messagde.

If the Session ID does not

If the Session ID does no Itis

returned.

If there is no request message that 2 bn is

onse

Re
NUAUS
es

A

ag&
SS Or e(ror ‘Criteria
pense\Mess {

6.7.9 request session
The [clo } quest session service shall have the function, input parameterq and
retur i

Table 22 — Close provider request session

Name Close Provider Request Session

Function Closes a provider request session.
If the Session ID does not exist, then a Session Fault is returned.

If the Session ID does not correspond to a provider request session, then a Session Fault is
returned.

— Session ID

Input
Parameters

Returns —  Success or error criteria
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6.8 MSM consumer request services
6.8.1 Open consumer request session

The open consumer request session service shall have the function, input parameters and
returns defined in Table 23.

Table 23 — Open consumer request session

Name Open Consumer Request Session

Function Open a consumer request session for posting requests and reading responses.

If the Channel URI does not exist, then a Channel Fault is returned.

If the channel type is not a Request type, then an Invalid OpeQa/ﬁBQ

Input — Channel URI
Parameters —  Optional Security token
— Optional Listener Identification (\ \

—  Success or error criteria

rowns | //\\\\\/
LS

6.8.2 Post request
The [post request service shall have functio ut parameters and returns defingd in
Tablg 24.

Tab gs request

Name

Function ssage\o thWest-response channel and return the ID of the mess4ge.

exist, then an Invalid Operation Fault is returned.

orrespond to a consumer request session, then a Session Faplt is

Input
Parameters

Optional Request Timeout

Returns

Success or error criteria

— Request Message ID

—  Optional Expiration Duration for the request

NOTE Topics are coordinated as part of the system installation. If any system is posting requests that have no
providers, then the messages will not be answered. Implementations may consider adding timeouts and return
errors if a provider does not pick up a request within a reasonable time.

6.8.3 Read response

The read response service shall have the function, input parameters and returns defined in
Table 25.
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Table 25 — Read response

Name Read Response

Function Read the response message from a posted request.
If the Session ID does not exist, then a Session Fault is returned.

If the Session ID does not correspond to a consumer request session, then an Invalid
Operation Fault is returned.

If the Request Message ID does not correspond to a message in the message queue, then
no message is returned.

— Session ID

Input
Parameters —  Request Message 1D

Returns — Success or error criteria

— Response Message

6.8.4 Remove response %

The femove response service shall have the function, inpuf pa and\eturns defined in
Tabl¢ 26.

Table 26 — Remoyve\response

A
Name Remove Response < (\\ 6 ( U ‘\/

ID does not corre

Function t-reWhannel
If the

o aco
no action\s ta

o
—~
(2]
o
=
=
(0]
o
=]
o8
—
[e]
Q
3
9]
[}
(]
Q
«Q
(0]
5
—
>
(0]
3
0]
(7]
[
Q
«Q
(0]
Qo
c
0]
c
(0]
—
>
@D
E]

Input -~ Session’ID
Parameters eqQest MessageND

Returns A UCE"{g}’Q"W/
\/

t session

equest session service shall have the function, input parameterqd and

Table 27 — Close consumer request session

Name Close Consumer Request Session

Function Close a consumer request session.
If the Session ID does not exist, then a Session Fault is returned.

If the Session ID does not correspond to a consumer request session, then a Session Fault is
returned.

— Session ID

Input
Parameters

Returns —  Success or error criteria
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7 Scenarios

71 Publish-subscribe scenarios

711 Simple publish-subscribe scenario

A simple publish/subscribe scenario with a single provider application and a single consumer

application using the notification services, is shown in Figure 10.

NOTE 1 There will usually be multiple consumer applications receiving publications, but only one is shown in this

example.

NOTHE| 2 Itis assumed that the appropriate channels and topics have been created prior to the scenario.

In th|s scenario, the provider application opens an MSM publication
URI pnd security token. When the provider application has determine
published, it posts publications (using SYNC messages) with a mes§age

A consumer application subscribes to the MSM publication shanne
security token, and list of topics. The session ID is saved’i
stopg unexpectedly.

When a new message with the right topic is posted, {the
posting and then reads the new publication mess

URI,

ation

f the

Whep the consumer application no longer hee unsubscribes from the subscription
sessfon and clears the session ID in sist at it will open a new se$sion
whern restarted.
Rrovider SI; Consumer
Application env Application
Opewr’ Publicatign Sessign R |
NS / P Open Subscription Session
Returns [Session ID] Sa}ve
--------------------------------- > Session(ID
()
&
<\Eo t Piblication [3] (SYNC ADD) S
o\ Rowms Message D] | Z
Notify (Subscription) 3
P Read Publication %
Returns [a] o)
__________________________________ e
Remove Publication
vledl
P Close Subscription Session Session ID

Figure 10 — Publication scenario with notification

71.2 Publish-subscribe scenario with multiple messages

A simple publish/subscribe scenario with a single provider application, notification services

available, and consumer applications using the notification services, for multiple messages is

shown in Figure 11.
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NOTE See the Methods of Operation for a recommendation of the structure of channels for a more robust actual
implementation.

Provider
Application

Open Publication Session

Post Publication [a] (SYNC)

Post Publication [b] (SYNC)

Post Publication [c] (SYNC)

In thi
chanpel. When t
publication [a]

appli

Whe
until

Whe
the d

appli

N the.consumenrs

cation reads and removes all new publications until a null is returned from the

MSM Consumer
Services Application
Save
" < Open Subscription Session Session ID
» Notify (Subscription) N
Read Publication
N Returns [a]
P Remove Publication /‘\
) Read Publication] ™\ ©
- Returns [null] o)
_______________________________ E
o
n
» Notify (Subs€riptio \/ g
P Read Publication ®
N w
""""""" %ﬂ& o
P ,%MQP icati o
D) Read POklicatisq]
R turnS Trull] \/
- T v N N~y ANy N N Retrieye
Q & Session|ID
ead licati
----------------------------- E 3
emov lication Clea
:\ \Close\Subscnption Session Session ID
th multiple messages
an MSM publication session for a given
as determined that data should be published, it posts
fame
umer
ved, the consumer application reads and removes all publications
pplication stops and restarts it retrieves the saved session ID. Begause
onsumer application was not active, there may have been a missed notification s the
Read

Publ

cation.

When the consumer application has finished all processing and no longer wants to receive

subscriptions it closes the subscription session and clears the saved session ID.

71.3

Publish-subscribe scenario without notification

A publish/subscribe scenario with a single provider application, where notification services are
not available or the consumer application is not able to use notification services, is shown in
Figure 12. In this scenario there is no change for the actions of the provider application from

the s

cenarioin 7.1.1.
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In this scenario, the consumer application would poll the MSM channel for publications either
periodically or based on some local event. The returned information from the read indicates if
a new publication was returned.

The next Read Publication call returns either the next publication from the subscription queue
or null if there are no more publications available.

Provider MSM Consumer
Application Services Application
| |
| |
Post Publication [a] (SYNC) <\
< Remgon >

_ ——— N .> N

‘\\) Rowm ol N
Post Publication [b] (SYNCY\ = 6 Poll \.
cycle "'
N icati <
Q ------------ >
Post Pubngafbﬂ [c] (SYNC) 3 Poll |
cycle |
Bos % \) ‘
t Poblication }dIISYNCY N\ > | " Remove Publication >

7.1.

Morg than™~ane-\wrovider_dpplication may use the same publication channel. The scephario
shown in Figure 13 has two provider applications. For example, one application could pyblish
changes with~topicsJor Material Definitions while another may publish changes with topigs for
Matefrial Lots.
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Provider Provider MSM Consumer
Application 1 Application 2 Services Application

Open Publication Session R

Open Publication Session

Post Publication [a] >

Notify (Subscription)

le ReadPublication ?
oo ____Returnfa] »f
- Remove/gj'b%

Post Publication [b] > Notify (Stibsgription)

Post Publication [c]

71.

Mesgage expiration can m a
conspmer application’s\visiby be/ due to a number of reasons, inclliding
changing relevancy of the'r e 14
highljghts expir .

— where a read meé

— where an unré S 3 ) pired.

On the secofd Read Publicatiory call by the consumer application, the MSM Service Proyvider
returps the ne sage invthe subscription queue — although in this case, there is no
mesgage f ad Publication returns the next unexpired publication in[ the
subsgriptio sdge [c].
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Provider MSM Consumer
Application Services Application
Open Publication Session R |
g < Open Subscription Session
Post Publication [a] (SYNC) o
5 . gl
Returns [ID of a]
< Read Publication
Expire-Rublication{B-ofal - _____________R_qty_rg_[g] ------------ >
g < Remove Publication
P Read Publicafion ~_
Post Publication [b] (SYNC) >
R Refurns D ofb] |
Post Publication [c] (SYNC) >
DA Returns [IDofc] |
Expire Publication [ID of b] > i
.>
Efém\:)vxeRublication
N
d Publication
Q.-----R@tym_my_"] ___________ »
|
nario)with expired publications
7.2 | Request
7.21 Request-re
Figute 15 illustrag & GET/SHOW transaction with the provider application,
consjumer applicatio hanmel supporting notification.
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Provider MSM Consumer
Application Services Application
| Open Provider Request Session ~ |
¢ Open Consumer Request Session
Post Request [a] (GET)
€ Notify _______________|
Read Request >
R Returnfa] _______________
Post Response [b] (SHOW) R
Remove Request [a] /h‘ea
Mr
</(7 R@esponse [b]
E Cloge C%n)suqbeﬁiequest Session
T ~—
service scenario
In Figure 15, a provider 3 i ider request session. A consumer application
opens a consumenre 5Si ost a request [a]. The provider is notified and neads
the request [a]. r ider applhicati erforms its appropriate function (in this case tp get
data)] and sends th€ y€spanse age [b] (in this case a SHOW message) and then renmoves
the rg se [b]
and then removes§ the
7.2.2
If the Il for
a reg hario
using for a
resp
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