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avzrilable to the public.

INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
PROFILES -

Part 3-18: Functional safety fieldbuses —
Additional specifications for CPF SNpFAMILY

FOREWORD

Publications is accurate, IEC cannot be
misinterpretation by any end user.

the way in which they are used or for jany

The International Electrotechnical Commission (IEC) is a worldwide organization f ising
pll national electrotechnical committees (IEC National Commlttees) The ote
nternational co-operation on all questions concerning standardization in the e To
his end and in addition to other activities, IEC publishes International < 2 1 ions,
Technical Reports, Publicly Available SpeC|f|cat|ons (PAS) and Guides f € S [EC
Publication(s)”). Their preparation is entrusted to technical committees; a atjona nmittee i ted
n the subject dealt with may participate in this preparatory wag on-
governmental organizations liaising with the IEC also part|0|pate i sely
with the International Organization for Standardization (ISO by
pgreement between the two organizations.

The formal decisions or agreements of IEC on technical matlers & v @S possible, an internatignal
consensus of opinion on the relevant subjects since e i \iitee has representation from all
nterested IEC National Committees

EC Publications have the form of recom onal use/and are accepted by IEC Natignal
Committees in that sense. While all reasonable effqrt o-ensdre that the technical content of JEC

n order to promote internatispal uniformity i i ons
ransparently to the maxi i i hce
petween any IEC Publication Qndi iona i icati indi din
he latter.

EC provides no any
equipment declﬁ?

All users should erglrg

No liability shall atta and
members of its t B or
pther damage_of \any \na and
expenses grising_ oyt o EC
Publication

Attention is\dre i i i i ication. icationp is
ndispensable & 2

Attention is dfawn to the possibility that some of the elements of this IEC Publication may be the subjedt of
patent rights{1 ot be held responsible for identifying any or all such patent rights.

PAS,-is.a technical specification not fulfilling the requirements for a standard, but made

IEC-PAS 61784-3-18 has been processed by subcommittee 65C: Industrial networks, of IEC
technical committee 65: Industrial-process measurement, control and automation.

The text of this PAS is based on the This PAS was approved for
following document: publication by the P-members of the
committee concerned as indicated in
the following document

Draft PAS Report on voting
65C/530/PAS 65C/534/RVD

Following publication of this PAS, which is a pre-standard publication, the technical committee
or subcommittee concerned may transform it into an International Standard.
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This PAS shall remain valid for an initial maximum period of 3 years starting from the
publication date. The validity may be extended for a single 3-year period, following which it
shall be revised to become another type of normative document, or shall be withdrawn.

The list of all the parts of the IEC 61784 series, under the general title Industrial
communication networks — Profiles, can be found on the IEC web site.

IMPORTANT - The “colour inside” logo on the cover page of this publication indicates
thgt 1t contains colours which are considered to be useful for the correct understanding
of jts contents. Users should therefore print this publication using a c/olo\ur printer:

@%
S
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INTRODUCTION

This PAS contains an additional profile — SNpTYPE — which may be integrated into a future
new edition of IEC 61784-3.

@C‘@
S
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INDUSTRIAL COMMUNICATION NETWORKS -
PROFILES -

Part 3-18: Functional safety fieldbuses —
Additional specifications for CPF SNpFAMILY

1 | Scope

This part of the IEC 61784-3 series specifies a safety communig
prdtocol) based on CPF SNpFAMILY of IEC/PAS 62633 and IEC(PA
It igentifies the principles for functional safety communicatio i
arg relevant for this safety communication layer.

nd
PE.
nat

NOTE 1 It does not cover electrical safety and intrinsic safety aspe ectriea \ ates to hazards sjuch

as ¢lectrical shock. Intrinsic safety relates to hazards associated

This part of the IEC 61784-3 series defines
relevant messages among participant
in |laccordance with the requirement
mechanisms may be used in various
manufacturing automation and machin

ty-
ay
se
Fol,

Th of
compliant devices and system

NO fety
con g to
this|

2

Th nt.
Fo edition cited applies. For undated references, the latest editjon
of 1 (including any amendments) applies.

IEC 61158 (all~pacts), Yndustrial communication networks — Fieldbus specifications

IEQ/PAS)61158-3-22, Industrial communication networks - Fieldbus specifications
Palt3-22: Data-link layer service definition — Type SNpType elements

IEC/PAS 61158-4-22, Industrial communication networks - Fieldbus specifications
Part 4-22: Data-link layer protocol specification — Type SNpType elements

IEC/PAS 61158-5-22, Industrial communication networks — Fieldbus specifications
Part 5-22: Application layer service definition — Type SNpType elements

IEC/PAS 61158-6-22, Industrial communication networks - Fieldbus specifications
Part 6-22: Application layer protocol specification — Type SNpType elements

IEC 61508 (all parts), Functional safety of electrical/electronic/programmable electronic safety

related systems
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IEC 61784-2, Industrial communication networks — Profiles — Part 2: Additional fieldbus
profiles for real-time networks based on ISO/IEC 8802-3

IEC 61784-3, Industrial communication networks — Profiles — Part 3: Functional safety
fieldbuses — General rules and profile definitions

IEC/PAS 62633, Industrial communication networks — Profiles — Additional fieldbus profiles for
real-time networks based on ISO/IEC 8802-3 - SNpTYPE

3 , , ,

3.1 Terms and definitions
3.1.1 Common terms and definitions

3.1.1.1

availability
prdbability for an automated system that for a given period of{im
sygtem conditions such as loss of production

satisfactpry

NOTE Availability depends on MTBF (mean time bety (mean down tihe):

Avdlilability = MTBF / (MTBF + MDT).

3.1.1.2

black channel
cofmmunication channel without availab ide ign or validation according| to
IEC 61508 series

3.1.1.3
communication channel
logjical connection bet

3.11.4 <>
mmunication s

jes

Cyrlic Redundancy Check (CRC)
<v$lue> fedundant data derived from, and stored or transmitted together with, a block of dpta

in prder to detect data corruption <method> procedure used to calculate the redundant datg

NOTE See also [2], [3]1.

3.1.1.7

error

discrepancy between a computed, observed or measured value or condition and the true,
specified or theoretically correct value or condition

NOTE 1 An error can be caused by a faulty item, for example a computing error made by faulty computer

equipment.

[IEV 191-05-24], [IEC 61508-4:1998], [IEC 61158]

1 Figures in square brackets refer to the bibliography.
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NOTE 2 Errors may be due to design mistakes within hardware/software and/or corrupted information due to
electromagnetic interference and/or other effects.

NOTE 3 Errors do not necessarily result in a failure or a fault.

3.1.1.8
failure
termination of the ability of a functional unit to perform a required function

NOTE 1 The definition in IEV 191-04-01 is the same, with additional notes.
[IEC 61508-4:1998], [ISO/IEC 2382-14.01.11]

NOTE 2 Failure may be due to an error (for example, problem with hardware/softwa
disnuption)

e~design or-meésspge

3.1.1.9
faylt

abmormal condition that may cause a reduction in, or loss of, the abili ignal unit
to perform a required function

NOTE IEV 191-05-01 defines “fault” as a state characterized by theN i erform @ required functjon,
excluding the inability during preventative maintenance or other § ¢ to lack of extefnal
resgurces.

[IEC 61508-4:1998], [ISO/IEC 2382-14.01.10]

3.1.1.10
fieldbus
cofnmunication system based on seriz
prdcess control applications

and used in industrial automation| or

3.1.1.11
fra’r"ne
denigrated synonym fqg

3.1.1.12
Frime Check Seg

redundant data d
ang stored or

NOTE 1

NOTE 2 Ses.alsoNg];

3.1.1.13
hash function
(mathematical) function that maps values from a (possibly very) large set of values int¢ a
(us1ually) smaller range of values

NOTE 1 Hash functions can be used to detect data corruption.

NOTE 2 Common hash functions include parity, checksum or CRC.

[IEC 62210, modified]

3.1.1.14

hazard

state or set of conditions of a system that, together with other related conditions will inevitably
lead to harm to persons, property or environment

3.1.1.15
message
ordered series of octets intended to convey information


https://iecnorm.com/api/?name=cfdede1c02b69b523e39cdd97619a4d7

PAS 61784-3-18 © IEC:2009(E) -1 -

[ISO/IEC 2382-16.02.01, modified]

3.1.1.16
message sink
part of a communication system in which messages are considered to be received

[ISO/IEC 2382-16.02.03]

3.1.1.17
message source
paft oT a communication system Trom whiCch messages are considered 1o originate

[ISP/IEC 2382-16.02.02]

3.1.1.18
nu|sance trip
spyrious trip with no harmful effect

NOTE Internal abnormal errors can be caused in communication s 9 a ess transmission,| for
example by too many retries in the presence of interferences.

3.1.1.19

prgof test

pefiodic test performed to detect failur
sygtem can be restored to an “as new!

the

NOTE A proof test is intended to confirm that t fied

safety integrity.
[IEC 61508-4 and IEC 6206

3.1.1.20
requndancy

existence of meanis, in
pefform a required fdncti

EXA

to

NO

NO
[E

201 is less complete.

£C 2382-14.01.12]

3.1
reljability
prdbability that an automated system can perform a required function under given conditions
forlaldiven time interval (t1,t2)

NOTE 1 It is generally assumed that the automated system is in a state to perform this required function at the
beginning of the time interval.

NOTE 2 The term "reliability" is also used to denote the reliability performance quantified by this probability.

NOTE 3 Within the MTBF or MTTF period of time, the probability that an automated system will perform a
required function under given conditions is decreasing.

NOTE 4 Reliability differs from availability.
[IEC 62059-11, modified]

3.1.1.22
risk
combination of the probability of occurrence of harm and the severity of that harm
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[IEC 61508-4:1998]

3.1.1.23

safety communication layer (SCL)

communication layer that includes all the necessary measures to ensure safe transmission of
data in accordance with the requirements of IEC 61508

3.1.1.24
safety data
data transmitted across a safety network using a safety protocol

NOTE The Safety Communication Layer does not ensure safety of the data itself, only tha data is transmifted

safely.

3.1.1.25
salety device
deyice designed in accordance with IEC 61508 and which imple i ety

3.1.1.26

safety function

function to be implemented by an E/E/PE safety- ty-
related system or external risk reduction facilitie N a

Sa

3.1.1.27
safety function response time
wofst case elapsed time<followi us,

beflore the corresponding S i of

NOTE This conce
profiles defined in this™ar

tion

3.1.1.28

salety integr

discrete levé of
th ety
int highest level of safety integrity and safety integrity level one has

A

NOTE The target failov€é measures for the four safety integrity levels are specified in Tables 2 and 3 of
IEC|61508%1=

[[ELC ©1508-4:1998]

3.1.1.29

safety measure

<this standard> measure to control possible communication errors that is designed and
implemented in compliance with the requirements of IEC 61508

NOTE 1 In practice, several safety measures are combined to achieve the required safety integrity level.

NOTE 2 Communication errors and related safety measures are detailed in IEC 61784-3, 5.3 and 5.4.

3.1.1.30

safety-related application

programs designed in accordance with IEC 61508 to meet the SIL requirements of the
application
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3.1.1.31
safety-related system
system performing safety functions according to IEC 61508

3.1.1.32
spurious trip
trip caused by the safety system without a process demand

3.1.2 CPF X: Additional terms and definitions

3.1 21
consecutive number
meians to ensure completeness and the right order of transmitted safety P

NOTE Instance of "sequence number" as described in IEC 61784-3.

3.1.2.2
cy¢le
int¢rval at which a list of instructions or an activity is repetitjv

3.1.2.3
delay
trapsmission time of PDUs which is dynamically
sw|tching devices and topology

3.1.2.4

fail-safe

ability of a system that by adequat te
hazards either deterministjcs

3.1.2.5
gateway

deyice acting a@ .

3.1.2.6
redl time frame {ine\(F
cofmmunicatig

cofnmunicat

3.1.2.8
safe application layer management (SALMT)

mejchahism to control the safe application layer sate of safe devices

ous

executed

3.1.2.9
safe delay monitoring (SDM)
safe mechanism to cyclically monitor the delay of transmitted PDUs

3.1.2.10
safe heartbeat (SHB)
mechanism to cyclically monitor the state of safe devices

3.1.2.11
safe process data object (SPDO)
mechanism to cyclically exchange safe process data between devices
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3.2 Symbols and abbreviated terms

3.21 Common symbols and abbreviated terms

CP Communication profile [IEC 61784-1]
CPF Communication profile family [IEC 61784-1]
CRC Cyclic redundancy check

DLL Data link layer [ISO/IEC 7498-1]

DLPDU Data link protocol data unit

EMI Electro-magnetic interference
EUIC Equipment under control
FAL Fieldbus application layer

FCS Frame check sequence
FSCP Functional safety communy
HD Hamming distance

E/B/PE Electrical/Elec [IEC 61508-4:1998]

NSR

PDU [ISO/IEC 7498-1]
PELV

PE]S [IEC 61508-4:1998]
PFD [IEC 61508-6:2000]
PFH Probabilitydof failure per hour [IEC 61508-6:2000]
PhL Physical layer [ISO/IEC 7498-1]
PLC Programmable logic controller

SCL Safety communication layer

SELV Safety extra low voltage

SFRT Safety function response time

SIL Safety integrity level [IEC 61508-4:1998]

SR Safety relevant
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3.2.2 CPF SNpFAMILY: Additional abbreviated terms

AL Application layer
AP Application process
FS Fail-safe

ID Identification

M3B Most significant bit
0OS Operating system

PD[O-I1D Process data object ID

PIL Packet ID

RTFL Real time frame line

RTFN Real time frame network

SALMT Safe application layer mana G
SDM Safe delay monitoring

SHB Safe heartbe

SIL Safe-ID

SPPDO Safe@ abje

Py
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3.2.3 CPF SNpFAMILY: Additional symbols

3.3

The
attri

Symbol Definition Unit

Ta Actuator time us
T awe Worst case actuator time us
Teyle Cycle time of communication us
T, Input time us
Tiwe Worst case input time us
T L oae—B+ sHa-tme

T =ogrTo P g L

Lwe Worst case logic processing time Lus

o Output time ( us

Owe Worst case output time /\Q R
s Sensor time \ \ H\\ >
SFR Safety function response time ( \ \ \\s x

T
T
T
T
T
Tswe Worst case sensor time /\\ \\ us
T
T
T
T

Transmission time

Toi Timeout time of component

[~
Tos FSCP SNpFAMILY timeouttime  \\ > / £\

Twe Worst case transm|s%{\nq /\\

AT Timeout margin

characterizing type for each object as specified

setting of other atfributes (C).

means read and write access right, WO means write access right, while FS denotes
aceess rights except for the safety application and optional read access by SDO servi

Accessrattribute shows the access right to this element. RO means read access right, §

the

on

no

res

as specified in IEC/PAS 61158-5-22 and IEC/PAS 61158-6-22.

SPDO mapping denotes the possibility to map this attribute to TxSPDO or RxSPDO or to

indicate that this parameter is not mappable.

Value range contains the value range of a dedicated element or “No” for no pre-defined

value range.

Value contains the constant value(s) and/or the meaning of the parameter or “No” for
pre-defined value.

no
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Table 1 — Object definition

Attribute Value

Index

Sub-index

Name

Object type

Data type

Category

Access attribute

SPDO mapping (

Value range /\Q (\
Value \ \ >

The FSCP syntax elements related to PDU structure are in Table 2. The
mefaning of the table columns is described in the following li
e |Octet offset denotes the offset of the frame part relative to rt op the safety PDU.

e |Data field is the name of the element.

e |Value/Description contains the cofistant value of the i eQn gf the parameter.

Table 2 — Sa P émeat definition

Octet offset Data t\eld \ \ \/ Description

BN ¥
4 | Overview of ;

l (SafetyNET p™)

Communicatig [ AMILY (commonly known as SafetyNET p™?2) defines
communication sed on IEC/PAS 61158-3-22, IEC/PAS 61158-4-P2,
IEG/PAS A= PAS 61158-6-22. The basic profile(s) CP SNpFAMILY/1 and CP
SNpFAMILYXK S ined in IEC/PAS 62633. The CPF SNpFAMILY functional safety
communication By CP SNpFAMILY/1 is based on the CPF SNpFAMILY basic profiles in
IEC/PAS 62633 e safety communication layer specifications defined in this part of fhe
IEG 61784¢3\series

FSCP SNpFAMILY/1 describes a safe protocol for transferring safe process data up to SIL 3

befween FSCP_SNpFAMILY/1 devices. For the transfer of the safe protocol a subordina

ed

fieldbus is used that is not included in the safety considerations (black channel approach).
Safe data exchanged between communicating partners is regarded as cyclic process data

exchanged between them by the subordinated fieldbus.

FSCP SNpFAMILY/1 uses a dedicated 1:n producer-consumer interaction model for safe
process data communication and a 1:1 interaction model for the purpose of safety device

monitoring. Figure 1 depicts possible communication relationships based on a

CP

SafetyNET p is a trade name of the Pilz GmbH & Co. KG. This information is given for the convenience of users
of this International Standard and does not constitute an endorsement by IEC of the trade name holder or any
of its products. Compliance to this profile does not require use of the trade name SafetyNET p. Use of the trade
name SafetyNET p requires permission of the trade name holder.
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SNpFAMILY/1 and CP SNpFAMILY/2 network. Safety-related communication within cells is
possible as well as inter-cell communication.

Safety Standard
appl. appl.

\| | Safety Standard Safety Standard

1
Root Ordinary Gateway Ordinary Ordinary Ordinary Ordinary

|

|

I

I

I

]

appl. appl. appl. appl.

device device device device device device

CP SNpFAMILY/1

CP SNpFAMILY/2

Safety
appl.

device

Safety
appl.

CP SNpFAMILY/1

Safety Safety Standard Safety
appl. appl. appl. | appl.
______________________ | I

Root Ordinary, 0 rdinary Gatev«iay Ordinary
device device evice d device
%, A
N -~ /
- -

—— Safety@u i

e [Cyclicrredundancy checking for data integrity.

o [Different data integrity assurance systems for safe and non-safe communication.

e Packet delay monitoring for dedicated communication relationships.

Each device maintains a safety layer state machine, which is coordinated by the safe
application. Safety is ensured based on the fail-safe application layer switching to the system
error state (i.e. safe state) as soon as an error is detected.

5 General

5.1 External documents providing specifications for the profile

The following documents are useful in understanding the design of FSCP SNpFAMILY/1
protocol:
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o GS-ET-26 [1]
5.2

Safety functional requirements

- 19—

The following requirements shall apply to the development of devices that implement the

FSCP SNpFAMILY/1 protocol.

FSCP SNpFAMILY/1.

The same requirements were used in the development of

e Requirements of IEC 61508 (see IEC 61508) shall be fulfilled to meet the Safety Integrity

Level of the device.

Th ECOD ORIl

5.3

The¢ safety measures

deyice.

listed in Table 3. All[sa

ication errors and detection measures

ices

ices

hcy

U7

ed

are
ety

Safety measures

nce Time. a Connection ] Data_ I?iff. d.ata
o QAR S R
systems
Corruption > — — — X -
Unintended-fepetition X — — — _
ncorrect sequence X — — — —
0ss X — — —
Unacceptable delay — X — — —
Insertion X — X — —
Masquerade X — X — X
Addressing X — X — —
Revolving memory X — X X _
failures within switches

@ In this standard called “T; g

b In this standard realized by “SID” and “PID".
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5.4 Safety communication layer structure

The FSCP SNpFAMILY/1 protocol is layered on top of the data link layer protocol. Figure 2
shows how the protocol is related to the CPF SNpFAMILY layer. The safety-related
functionality is implemented within the application layer for safety and utilizes the non-safe
data link layer services to transfer safe PDUs. The safety-related application uses the FSCP
SNpFAMILY/1 to transfer safety-related data. The safety layer is designed to work in parallel
with application layer from CP SNpFAMILY/1 and SNpFAMILY/2.

Safe
application

< <

FSCP SNpFAMIL YY1
Application layer ! o
Object dlctloﬁaﬁ\\\

Application

according to IEC

CPF SNpFAMILY SPDO <\§;‘§\\
= D
Data |9@a\§r)/ (\\

P,

If\ software architecture

A gafety PDU (SPO) contalmjng the Qcess data, the identification information and the
required error d is\ine d’in the process data objects of the data link layer
prdtocol. The mapping withi €)process data of the communication system is described
within different objgt tions thieswwithin the application layer for safety.

Safe application layer g is realized using a safe heartbeat service (SHB).

The cal ion the' residual error probability for the FSCP SNpFAMILY/1 protocol takes|no
credit of th Youll

be |transferred la other communication systems.

5.5 Relationships with FAL (and DLL, PhL)

5.5.1 General

This safety communication layer is designed to be used in conjunction with CPF SNpFAMILY
communication profiles. But it is not restricted to this communication profile.

5.5.2 Data Types

Profiles defined in this part of the IEC 61784-3 series support all the CPF SNpFAMILY data
types as defined in IEC/PAS 61158-5-22. The encoding of these data types follows the
encoding rules defined in IEC/PAS 61158-6-22.
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Safety communication layer services

General elements

| General

The FSCP SNpFAMILY/1 provides the following elements.

Safe object dictionary.
Safe process data object (SPDO).

6.1
Th

communication system. It is a grouping of objects and specifi
deyi

wit

dicti

22

6.1

Sa
exd
FS

cofnmunication in the sens

is S

6.1

De
sel

he
de

indfpendent of an

Safe heartbeat (SHB).
Safe delay monitoring (SDM).

.2 Safe object dictionary

b safe object dictionary is the interface between the,. safe

.3

CP SNpFAMILY/1

plit into safe transmit a

4 Safe heartbeg
vices which
vice for applicati

rtbeat messa

ices and re

.5

b safe layX mopitoring service is used to monitor the delay of packets within
munication-“xelatignship of communicating devices. This mechanism is based on

firmed. (service “r&lation between devices. The service monitors that the time betwd

ducing. the service request and receiving the service confirmation does not exceeq
flgurable maximum delay. Further on, the service monltors the time between [

the
nd
ed

ject

-5-

ata
in
cell
on

()
Q
—

is
afe
ng

which it would be p033|ble that the delay arises over the maximum aIIowed delay

6.2

Communication relation

FSCP SNpFAMILY/1 defines a 1:n producer-consumer interaction model for safe process data
communication. Producers shall cyclically send safe process data objects identified by a
unique PDO-ID for packet identification and a unique safety ID for producer identification.
Safe process data object interaction is unconfirmed. Figure 3 shows the safe process data
object interaction model.


https://iecnorm.com/api/?name=cfdede1c02b69b523e39cdd97619a4d7

-22- PAS 61784-3-18 © IEC:2009(E)

Safe process data
object.req v

Safe process data_
object Hird o

~~~~~~~~~~~~~~~~~ Safe process data_

Safe process data: o object .ind —>
object.req = V| T TT----o___
‘‘‘‘‘‘‘‘‘‘ Safe process data
object-id—-___>
ssfe nrocessdata | 1 mmmmeea Safe process dat&
objectr.req L Ik object .ind o
““““““““““ Safe process data_
objéct-ind- - _ _ _ _ g
“““““““““ Safe process|data_
Nobject .in g
Figure 3 — SPDO interaction mode
The state and presence of communication partners (i.e. produyce ohksumeérs) in FSICP
SNpFAMILY/1 is monitored independently by each participating © ic. or all communicatjon
relations from one dedicated device to one other dedjicatethdewicervn beat relationship
is |executed. Thus a 1:1 communication betwee i rtners exists. Spfe
heartbeat communication follows the confirmed- clien-s ¢tion model. Figurg 4
deIicts heartbeat interactions for a s relationship. The cycle timeg of
thg heartbeat service is independent{fro < i cycle times and depends|on

thg safety function response time as allowed growth of message

delfivery time.

teraction

Figure 4 — SHB interaction model

Safety (related process data communication using FSCP SNpFAMILY/1 is based on the two
esgential components:

e safe process data objects (SPDO); and
e safe heartbeat (SHB).

The FSCP SNpFAMILY/1 communication cycle mainly consists of cyclic unconfirmed
exchange of safe process data objects. A time expectation behavior is used on the consumer-
side to monitor safe process data exchange and to detect communication failures. Because of
the unconfirmed interaction model an additional mechanism is required which enables the
detection of a failed device and which also enables the detection of an increased PDU
delivery delay besides the time expectation of the consumer. This is realized by safe
heartbeat service. Both mechanisms in combination define and observe a communication
cycle.
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7 Safety communication layer protocol

7.1 Safety PDU formats
711 Safe process data objects (SPDO)
7111 Safety PDU structure

Figure 5 defines the structure of a safe process data object and its data fields.

PID Length Safe SID 1 [Cons. [ CRC 1 Sare SID 2 | Cons. | CRC 2
data 1 no. 1 data 2 no. 2

Figure 5 — Safe process data object frame

The safety PDU is cyclically transferred via the subordinate field
prdcess data objects consists of fail-safe application objects o
content of a dedicated safety PDU is described by objec
objlect dictionary.

In Table 4 the general structure of a SPDO is listed.

Table {—YD&@ str ct@

Octet offset Data fié/tg \_/6escription

0to2 PID ( cké\lD

3 gth \ Q\ \I}e\nwof the complete packet in octets
i~

4 to 4+(n-1) &afe ta 1 pped safe application process data

Safe ID of the sender

4+n to 5+n l SAB\
Co%

6+n cutive rw Consecutive number for sequencing and
application monitoring
NN\

1
7+n to 10+n C 32 bit cyclic redundancy check covering
data fields PID, length, safe data 1, SID 1
and consecutive number 1

11 toN\\ea\fe\gta 2 Copy of mapped safe application process
data

6+M\g+?\‘ SID 2 Copy of SID 1

13%\\ Consecutive number 2 Copy of consecutive number 1
14+n.te ﬁ\q\) CRC 2 32 bit cyclic redundancy check covering
data fields PID, length, safe data 2, SID 2

and consecutive number 2

NOTE n depicts the length in octets of the data field safe data 1 (safe data 2).

afe
'he
afe

7.1.1.2 SPDO PID

This data field is an identification number of the packet which, in conjunction with the SID field

uniquely identifies the packet.

7.1.1.3 SPDO length

This data field shall contain the complete packet length in octets.
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7.1.1.4 Safe data

This data field shall contain the fail-safe application objects according to the mapping

configuration.

In order to allow the safety PDU to be transported via a black channel whose transfer
characteristics are not included in the safety considerations, the maximum amount of data is
restricted to 117 octets. For this data amount and the data integrity assurance system applied
by this FSCP the residual error probability does not exceed 109 as proven in clause 9.5.2.

7.1.1.7 SPDO CRC

comsecutive number.

The polynomial 0x20044009 is useq fo

7.1.2 Safe heartbeg
7.1.2.1 Safe
7.1.2.1.1 SH

ure 6 shoN ciure ofa safe heartbeat request PDU.

Fi

Q

e CRCs. The mathematical pr
omial for safe data up to 117 oct

rrealculatin
showing that the residual € i he ROl
and a bit error rate of 0,5q 0;Lis incldded in clause 9.5.2.

the

not

gn

nd

bof
ets

PID Len '-sa‘fe ail-safe [ SID 1 | Cons. | CRC 1 | Fail-safe | Fail-safe
&L tate 1 state 1 No.1 AL state 2 |AP state 2

SID 2

Cons.
No.2

CRC 2

N

Table lists the general structure of this PDU.

Figure 6 — Safe heartbeat request PDU



https://iecnorm.com/api/?name=cfdede1c02b69b523e39cdd97619a4d7

PAS 61784-3-18 © IEC:2009(E)

7.1

Fi

Ta

— 25—

Table 5 — SHB request PDU structure

Q

Octet offset Data field Description
Oto2 PID Packet ID
3 Length Length of the complete packet in octets
4 Fail-safe AL state 1 Fail-safe application layer state
5 to 6+(n-1) Fail-safe AP state 1 Fail-safe application process state
6+n to 7+n SID 1 Safe ID of the sender
8+ €omsecutive umber— €omsecutive umber-for sequeTcigaTTd

application monitoring

9+n to 12+n CRC 1

1, Fail-safe AP state 1
consecutive number

13 Fail-safe AL state 2

Copy of fail- sa;\p}&ca\t\\\iéye\a%\/

14 to 15+(n-1) Fail-safe AP state 2

15+n to 16+n SID 2

Copy of fail-safe application

Copy of§1~D\

17+n Consecutive number 2

state 1
o
C/y of NMe nuh\{)er 1

.2.1.2

18+n to 21+n CRC 2 bit\cycliclregdundan heck covering
ields/P D length, Fail-safe AL state
Failfsafg 2, SID 2 and
onsegutivenumber 2
NOTE n depicts the length in octets cﬂe dWF%afeT}P's/tate.
SHB resporse RD Q
ure 7 shows the str fa SW sponse PDU.
\Dﬁ Lengt CMS crRc1 | sip2 [cons.| crc2
no. 2
A(\ \/\

ble 6 Histst eral structure of this PDU.

igure 7 - Safe heartbeat response PDU

Table 6 — SHB response PDU structure

Octet offset Data field Description

0'to 2 PID Packet ID

3 tength tengthof the compiete packet M oTtets

4t05 SID 1 Safe ID of the sender

6 Consecutive number 1 Consecutive number for sequencing and
application monitoring

7 to 10 CRC 1 32 bit cyclic redundancy check covering
data fields PID, length, SID 1 and
consecutive number 1

11to 12 SID 2 Copy of SID 1

13 Consecutive number 2 Copy of consecutive number 1

14 to 17 CRC 2 32 bit cyclic redundancy check covering
data fields PID, length, SID 2 and
consecutive number 2
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7.1.2.2 SHB PID

This data field is an identification number of the packet which, in conjunction with the SID field
uniquely identifies the packet.

7.1.2.3 SHB length

This data field shall contain the complete packet length in octets.

7.1.2.4 SHB FS AL state

This data field shall contain state information about the fail-safe applicati layer. This
information is interpreted by SHB receivers. Table 7 specifies the encgding of the_.conten{ of
thig data field.

Table 7 — Safe heartbeat FS AL state encodi

Value Descriptior( \ \\ \
0x00 FS AL is in BOOTUP state X \\/

0x04 FS AL is in STOPPED state [~ D

0x05 FS AL is in OPERATIONAL tate” / A\

OXTF FS AL is in SREXQPERATIONAL sidte \J) ./
N/

7.1.2.5 SHB FS AP state

Th
en

e fail-safe application. The content and
ent and are outside the scope of this

int 116 octets.

7.1.2.6 SHB

This data field depi ' ifier’of the sender. This value shall be unique across the
nefwork. Each p4rticipa OFAMILY/1 device obtains a SID. The SID of a devicg is

st e 3 bject dictionary entry with index 0x1200. The SID shall pot

This data field-is_an 8 bit consecutive number (cyclic counter) for application layer life-sjgn
monitoring'and packét sequencing. In the event of a response PDU this data field contains the
comsecutive number of the PDU confirmed by this response.

This data field contains the 32 bit CRC covering the data fields PID, length, data, SID and
consecutive number.

The polynomial 0x20044009 is used for calculating the CRCs. The mathematical proof
showing that the residual error probability with the polynomial for safe data up to 117 octets
and a bit error rate of 0,5 does not exceed 1079 is included in 9.5.2.

7.1.3 Safety PDUs embedded in a Type SNpTYPE PDU

Figure 8 shows the structure of a FSCP SNpFAMILY/1 safety PDU embedded in a Type
SNpTYPE CDC DLPDU.
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Ethernet Ethernet Type SNpTYPE | Type SNpTYPE| Type SNpTYPE cyclic data channel Ethernet
Ethernet IP and UDP Frame CDC CDC FCS
header header type header data section
PID Length Data 1 SID 1 |Consecutive CRC 2

number 1

NQTE The presence of IP and UDP header information depends on the used CP

7.2

By

Figure 8 — Safety PDU for FSCP SNpFAMILY embedde
in a Type SNpTYPE CDC data section

Safe application layer management (SALMT)

machine of the fail-safe application layer and thus to control the

of

The application layer management commands asgspecifie

Fig
the

Table 8 — Safe appli

tio

Command

7

o

Reset commugicatiog

Re t\@de\J \\/

(g oo s

&Qrbgmc@ node

Nenteng

reoperational

ate
art

of
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Start-up
T1
\ 4
Initialization T9
A A
T7 T8
. T9
T2 5 In|t|al'|zat|on >
failed
T6
) 4

PreOperational

/'Y
T3 T4

A4

53
T

Operational

The local management commands are(related toth
as [specified in Table 9.

State Description
transit@
T Wc W}}Bn after device start-up

T2 ra |n|t|at d by SALMT command enter preoperational. This
S|t| the transmission of SHB PDUs
T3 ansitjon i$initiated by SALMT command start remote node. This transition
\enables transmission of SPDO PDUs

AN

\4& Transjtion is initiated by SALMT command stop remote node. This transition
i les the transmission of SPDO PDUs

T5 Transition is initiated by SALMT command reset node or reset
communication. This transition disables the transmission of SHB PDUs

T6 Transition is initiated by SALMT command reset node or reset
communication. This transition disables the transmission of SPDO and SHB
PDUs

T7 Transition is initiated by a failure or fault during initialization

T8 Transition is initiated by SALMT command reset node

T9 This transition is initiated by a system error. No further PDUs are transmitted

7.3 Safe process data communication

Safe process data communication is based on a 1:n producer-consumer interaction model. No
confirmation messages are used. Communication relationships are configured during system
configuration phase. There exists no further online connection management.

A time expectation behavior is used on the consumer-side to monitor safe process data
exchange and to detect communication failures. The SPDO cycle time is monitored with an
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appropriate timeout mechanism. Furthermore, producer and consumer monitor the packet
delay to identify an unacceptable increase.

Figure 10 depicts the RxSPDO state machine. This state machine is applied for each
configured RxSPDO. All depicted states shall be supported.

> Init

A

T1 T7
T5 v T6

Delay

valid

J T2 T4 < N\
Active | T3 / "l Failss
X
Figure 1 ate‘machin
Table 10 describes the state transitiong and the ents and actions.

Table(10 > State transit DO state machine

State esoripti SALMT state
transition
T1 Sw% &chssﬁ\y e&e\cut\x PreOperational or Operational
T2 SPDO om nic tlon Operational
T3 indicates-unacceptable/increase in PDU delivery delay Operational
r t| eol} time.expired. Sdafe state is requested to safe
|c tio
T4 SD |%cat nMeptable increase in PDU delivery delay Operational
ti Ut timeg expired. Safe state is requested to safe
lie t|
T5 LMT mmand enter preoperational was received Operational
T6 SAle'/command enter preoperational was received Operational
T7 SDM indicates unacceptable increase in PDU delivery delay PreOperational

To enhance the availability of the service multiple copies of an SPDO PDU can be sent by a
sender. This behavior depends on the configuration of the service. The receiver monitors the
number of copies of an SPDO which are received. If too many copies are received a transition
to system error state is issued to signal a faulty configuration of the network. The timeout
mechanism at the receiver is not influenced by a receipt of multiple copies. The mechanism is
triggered by the first received PDU.

7.4 Safe heartbeat

Devices which implement a safe application layer shall support safe heartbeat. This heartbeat
mechanism is independent of the CPF SNpFAMILY/1 and SNpFAMILY/2 heartbeat messages
and shall be configured independent.
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Safe heartbeat messages are transmitted as specified in Figure 11. Each heartbeat message
contains the state of the safe application layer and the safe application process.

The heartbeat procedure is depicted in Figure 11.

Safe heartbeat.req

_______________ Safe heartbeat.ind

Safe heartbeat.rsp

<

Safe heartbeatenf | _____-----=777TTTC

<«

Figure 11 — Heartbeat procedure

7.5 Delay monitoring

It i$ possible to monitor the delay of packets based/on : afe
heartbeat PDU is acknowledged by the receivexk. i en
prdducing the heartbeat request and s [ time shall not exceed a

configured maximum delay.

Fig
reg

eiver.

ure 12 depicts the general measurement pn nd

Sende snicati Receiver

—

v
Ty —

T Point in time x

D, Resulting delay

Figure 12 — Delay measurement principle

Sending devices determine the times T, and T,. Times D,, T3 and T, are not further
investigated. Based on this information, the sender of heartbeat request PDUs shall
determine an estimation of the delay in packet delivery. The delay monitoring result shall be
compared to a configured threshold value. Is an increase of the delay detected which exceeds
the configured threshold value, the safe application layer shall initiate a transition to SPDO
state FAIL-SAFE and the application shall enter a safe state.
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The determination of the repetition rate for the delay monitoring procedure (i.e. the SHB cycle
time) shall be derived out of the maximum allowed delay (depends on the safety function

response time), the current delay and the configured SPDO cycle times.

Additionally, the sender monitors the time between two successful delay measurements. This
time shall not exceed the time in which the possibility exists that the delay arises over the

configured delay threshold.

The delay measurement procedure shall be executed by all consumers of SPDOs to
determine the actual delay in PDU delivery and thus to determine the validity of the received

infgrmation.

8 | Safety communication layer management

8.1 Parameter handling

The parameter configuration of FSCP SNpFAMILY/1 devices is
failsafe application. All safety-relevant parameters are down

ou

apTropriate device configuration tool. The used mechami

Figure 13 depicts the device configuration sequence

8.2 Object dictionary
8.2.1 General

5GP SNpFAMILY/1
! onfiguration data
Device

Parameter
configuration

__________________________________

Figure 13 — Parameter handling

the
an
ies

The object dictionary according to CPF SNpFAMILY/1 and SNpFAMILY/2 contains the object

areas listed in Table 11.
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Table 11 — Object dictionary structure

Index Section Sub-section Content

0x0001 to 0x001F Data type Basic data types Definition of basic data types

0x0020 to 0x003F — Complex data types Definition of complex data types

0x0040 to 0x005F — Manufacturer specific | Definition of manufacturer specific data
data types types

0x0060 to 0x007F — Device profile specific | Definition of device profile specific basic
basic data types data types

0xP080 to Ox009F — Device profile specific | Definition of device profile specific
complex data types complex data types

0xPOAO to OXOFFF | Reserved — —

0x[1000 to Ox1FFF

Communication profile

Definition of #ie par ters
used for ¢ nication configlication

and dedicated\comamunication putposes

0xR000 to OX5FFF

Manufacturer defined
profile

Defigitiomof \nanufacturer eéﬁic
paralpeters

0xp000 to OX9FFF Standardized device — Definition ofthe parameters defined in|a
profile standa ed\dewce profile

0xJA000 to OXBFFF | Standardized — Definition_of the\parameters defined in
interface profile standardized_ipterface profile

0x[C000 to OXC8FF

Type SNpTYPE RTFN
interface profile

P tiomof the parameters defined in
Typ YPE RTFN interface profile

0x[C900 to OxFFFF

Reserved

(g
~_ AN
3

&,

8.2.2
8.2.21

The safety applic

General

Communication profile secti

ion

D

q_Table 12 shall be supported.



https://iecnorm.com/api/?name=cfdede1c02b69b523e39cdd97619a4d7

PAS 61784-3-18 © IEC:2009(E) ~33-

Table 12 — Objects of communication section

Index Object Name Data type Attr. Cat.
0x1000 VAR Device type Unsigned32 RO M
0x1200 VAR Safe ID Unsigned16 FS M/O
0x1216 ARRAY Fail-safe consumer heartbeat list | Unsigned256 FS M/O
0x1217 RECORD Fail-safe producer heartbeat PDO COM_PAR FS M/O

parameter
0x1218 ARRAY Fail-safe bus cycle time Unsigned32 FS M/O
0x121B Reserved for further fail-safe parameters
to
0x121D
0x121E | VAR SPDO Timeout tolerance ‘ Unsigneds ‘\@ /o
0x121F Reserved for further fail-safe para
to
0x127F
0x1C00
to RECORD RxSPDO communication COM_P FS M/O
O0x1CEF parameter K? /\
0x1D00 N\
to RECORD RxSPDO mappingparaxe i PDO MAPPING FS M/O
0x1DFF
0x1E00 N
to RECORD PDO COM_PAR FS M/O
Ox1EFF [\
0x1F00
to D PDO MAPPING FS M/O
Ox1FFF

proﬂles at objects Ox67FF + X : Ox800 W|th X = mternal number of the device (0 to 7). These

ile
iohal
ct

is

ice
FF
rst
\eir

entries describe the device type of the preceding device. Devices use device profile numbers
from four to seven for fail-safe functions, so that the first fail-safe application objects start at

0x8000.
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Table 13 — Device type

PAS 61784-3-18 © IEC:2009(E)

Attribute Value
Index 0x1000
Name Device type
Object type VAR
Data type Unsigned32
Category Mandatory
Access attribute RO
PDO mapping No
Value range No
Value Bit 0 to 15: Device profile number )
Bit 16 to 31: Additional information depending on@si devisg
profile
XX W
8.2.2.3  Safe ID (SID)

The safe ID object is specified in Table 14. The
deyice. It is mandatory for fail-safe devices.

the safe ID of a fail-spfe

Attribute /l V}Qxe
Index 0x1200 L\ O\ P
Name Sa II?/\\ \)

Object type N\ \QR\‘ ~

Data type

(
Catogol, > 3

Access attrlt@e /F\”{ \/\> )

o@e@ to OXFFFF

N

8.2.2.4 Failssafe consumer heartbeat list

The fail-safe’ consumer heartbeat list object is specified in Table 16. The fail-safe consumer

responses T S 0
OCTET_STRING value is spe

cified in Table 15.

artbeat*list defines all fail-safe devices to be monitored by the device. Furthermore, the
pafameters of heartbeat responses are configured as well as parameters for expec

ed
an
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Table 15 - Fail-safe consumer heartbeat list entry encoding

Octet Data type Meaning
0to3 Unsigned32 IPv4 address of communication partner
4to019 Unsigned128 IPv6 address of communication partner
20 to 21 Unsigned26 SID of communication partner
22 Unsigned8 Transmission type
23 Unsigned8 Reserved
241027 Yrsigred32 Ptbofcomsummedteartbeat
28 to 29 Unsigned16 Heartbeat timeout
30 to 31 Unsigned16 Cycle multiplier for consumed hear}éat
32 to 33 Unsigned16 Cycle offset for consumed heap,{{gqt ) (\
34 Unsigned8 Number of receives threshold \ >
35 Unsigned8 Reserved ( \ \ \
36 to 39 Unsigned32 PID of expected re;pbn\\ \
40 to 41 Unsigned16 Cycle multlpllww bQ\Sé\ )
42 to 43 Unsigned16 Cycle offse)/of expeaw%s;konse
44 to 47 Unsigned32 PID of)@n&mi&(}/ref\po}s%
48 to 49 Unsigned16 Cy}lé\&nulﬁplier éf trén%miite}response
50 to 51 Unsigned16 }w\offs& of t nsmitteyb response
52 to 55 Unsigned32 /k a\«q\w\de?é*m us of expected response
56 Unsigned8 (N“D{Qbe\e\}aget%ns of transmitted response
57 Unsig se ed

N
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Table 16 — Fail-safe consumer heartbeat

PAS 61784-3-18 © IEC:2009(E)

Attribute Value
Index 0x1216
Name Fail-safe consumer heartbeat list

Object type

ARRAY

Data type

OCTET_STRING

Category

Optional

8.2
Th

Sub=imdex

UXUU

Name Number of supported entries

Data type Unsigned8

Category Mandatory /\Q ) (\
Access attribute RO \ \
SPDO mapping No ( \ \
Value range 0x01 to OxFF \ \\ \
Value No \ \ )
Sub-index 0x01 / \
Name Consumer heartbeat A\ \ } / A

Data type OCTET_STRING, A > ( (3 . >

Category Mandatory \ )

Access attribute FS /l

SPDO mapping

Value range

Value

N
Sub-index [ \,m@z\too E
Name (\ } Co%su%‘(he\a\tb}gt/
Data type /\/%)TE\KSNG>

Accgss\at})xkbuk FS
sPbo mappg \ | N
V}m{\gn% No
M\ \ No

.2.5

Fail-safe producer heartbeat parameter

b fail-safe producer heartbeat parameter object is specified in Table 17.

Table 17 - Fail-safe producer heartbeat parameter

Attribute Value
Index 0x1217
Name Fail-safe producer heartbeat parameter

Object type

RECORD

Data type PDO COMMUNICATION PARAMETER
Category Conditional; Mandatory for each supported TxSPDO
Sub-index 0x00

Name

Number of entries
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Attribute Value
Data type Unsigned8
Category Mandatory
Access attribute RO
SPDO mapping No
Value range 0x01 to 0x0C
Value No
Sub-index 0x01
Name RTFL PID
Data type Unsigned32 /\
Category Conditional A(\\ aN
Access attribute FS (\ \
SPDO mapping No \ \
Value range 0X01 to 0X00FFFFFF N NN
Value No Q \ \ \
Sub-index 0x02 RN AN
Name RTFN PID ( ) \/
Data type Unsigned32 ( \\// /\ \
Category Conditional Q < < \ N\ )\/
Access attribute FS > \/
SPDO mapping No ( ~ \
Value range /&{01 to/Oz@ﬁ'\FF \
Value . No \ ™~ \\/
sub-index [ \[axed (N N0~/
Name \ Tr%s}n@si&\\ty}\ >
Data tyw Unsi ned}\ \
Category/\\ Mwat\c}ré\

Access a%(ibb\e

sreo mende

</V\&Qé\rang\e\\ No
ETNNT
Ssupdidex  \ | 0x05

Name Time sync ID
Data type Unsigned16
Category Conditional
Access attribute FS

SPDO mapping No

Value range 0x00 to OxFF
Value No
Sub-index 0x06

Name Event time
Data type Unsigned16
Category Conditional
Access attribute FS

SPDO mapping No
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Attribute Value
Value range No
Value No
Sub-index 0x07
Name Cycle multiplier
Data type Unsigned16
Category Conditional
Access attribute FS
SPDO mapping No
Value range 0x01 to OXFFFF /\
Value No A(\\ aN \
Sub-index 0x08 AN
Name Cycle offset \ \
Data type Unsigned16 \ \ \ \/
Category Conditional \ \ \

Access attribute

<
FS N

SPDO mapping

No (

Value range No \/

Value No Q < ( \< < O
Sub-index 0x09 N N
Name Number of re;@titioP_K \

Data type /tswsigne}k \ \ \

Category . Mandatory \ ~ \\/

Access attribute{ FE»\ \/

5700 abrns", [ S

Value ra

No

Value /\\

Sub-inde&\ \

\/\
oA N

Narfe S\ A\

\Qev@ address

AN

/Ds@\\xpe\\ UMnedm
\SQeM \ >Conditiona|
Accedsattribulg | Fs
SPDO mappivg No

Value range

0x00 to 0x200

Value No
Sub-index 0x0B

Name IPv4 address
Data type Unsigned32
Category Conditional
Access attribute FS

SPDO mapping No

Value range No

Value No
Sub-index 0x0C

Name

IPv6 address
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Attribute Value
Data type Unsigned128
Category Conditional
Access attribute FS
SPDO mapping No
Value range No
Value No

8.2.2.6 Fail-safe bus cycle times

The fail-safe bus cycle time object is specified in Table 18. The fail-s

usg¢d to compute the timeout values for safe packets.

bus cytle times

Table 18 — Fail-safe bus cycle tim(s\

Attribute value, N\ NG\
Index 0x1218 o\
Name Fail-safe bus cycle times / >

D

Object type ARRAY f\\)/ N

Data type Unsigned32{ /\\ % ( U ‘\/
Category Mandatory \ \ /
Sub-index 0x00

Name Number of sur&{)ort@\ev\qies \/

Data type U}skgm\ \) w >

Category [\ \Mind}tor}l—\ \ )

N

Access angutJ\

Ao

¢
SPDO r&pp}g { No<

Value range

C

vae ¢ NN PO )

Ox(}1\

Subjifix \_\

Mfe RTFN base cycle time

<)@& O\

Data e Unsigned32
Cat or?\ \ Conditional
Access W FS

SPDO mapping No

Value range No

Value No
Sub-index 0x02

Name Fail-safe RTFL base cycle time
Data-type Unsigned32
Category Conditional
Access attribute FS

SPDO mapping No

Value range No

Value No
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8.2.2.7 SPDO timeout tolerance

The SPDO timeout tolerance object is specified in Table 19.

Table 19 — SPDO timeout tolerance

Attribute Value
Index 0x121E
Name SPDO timeout tolerance
Objecttype VAR
Data type Unsigned8 T~
Category Conditional (
Access attribute FS /\\ )
SPDO mapping No \ \
Value range Unsigned8 ( \ \ \
Value No \ \\

8.2.2.8 RxSPDO communication parameter

The receive SPDO communication paragryeter ohjechis

Table 20 — Receive SPD i i parameter

Attribute ( . Valbﬁ

CUECRN IR

Name N \Qec;hle SPDO\OQ\ﬁwqunicati(%/parameter

Object type \,R{ RD

Data tyé \ » | PDG COMMUNICATION PARAMETER

Category /\ /(‘\on%'\one,z}\warﬁetory for each supported RxSPDO
Sub-index\

0x0
Namy\\ \ wa\antries
Datg\type \ \ \Ugsi@edS
4 C%be{\\ry \\ Mandatory
AvsessBitribyte ™\ RO

SPBG™ pin9§ No

\/alue range 0x01 to Ox0C
Value No
Stb-Hrdex 6564

Name RTFL PID
Data type Unsigned32
Category Conditional
Access attribute FS

SPDO mapping No

Value range 0x01 to OXOOFFFFFF
Value No
Sub-index 0x02

Name RTFN PID

Data type Unsigned32
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Attribute Value
Category Conditional
Access attribute FS
SPDO mapping No

Value range 0x01 to OXOOFFFFFF

Value No

Sub-index 0x03

Name SID

Data type Unsigned16

Category Mandatory /\
Access attribute FS A(\\ aN \
SPDO mapping No (\ \
Value range No \ \

Value No \ \ \ \/
Sub-index 0x04 N\ N\
Name Transmission type /\ > \

Data type Unsigned8 ( (7 \/

Category . Mandatory (\\// /\ \

Access attribute FS Q < < \ \J )\/

SPDO mapping No > \/

Value range No ( ~ \

Value | No \ Q

Sub-index . OXN \ ™~ \\/

Name I Ti esync(lb\ \/

Data ty;y/\ \ >

CategoW

Access att}N{%{e

SPDO mégpihg

/‘7‘@\ \\ No
AN T

Name \ Timeout
Data type Unsigned16
Category Optional
Access attribute FS
SPDO mapping No
Value range No
Value No
Sub-index 0x07
Name Cycle multiplier
Data type Unsigned16
Category Conditional
Access attribute FS
SPDO mapping No

Value range 0x01 to OXFFFF
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Attribute Value
Value No
Sub-index 0x08
Name Cycle offset
Data type Unsigned16
Category Conditional
Access attribute FS
SPDO mapping No
Value range 0x00 to OXFFFE
Value No /\
Sub-index 0x09 AN
Name Number of allowed receives (\ \
Data type Unsigned8 \ \
Category Mandatory \ \ \ \/
Access Attribute FS Q \ \ \
SPDO mapping No /\ N \

Value range

No (

Valu.e 2 ( \\// /\
Sub-index 0x0A Q QY
Name Device address> \/
Data type Unsigned16 ( \
Category /S\ndltupa\ \ \ \

Access attributek \( \ ~ \\/
SPDO mappingl N}\ \/
Value rey@b\ \ Ox®%\0x2\b(§ >

Value

Sub-indeX/\\

Name '\

TN

\L{ns@edSZ

</Cst\e§er \\ CoMditional
tribgte.  DFs

SPDNppin@ No
Value range No
Value No
Sub-index 0x0C
Name IPv6 address
Data type Unsigned128
Category Conditional
Access attribute FS
SPDO mapping No
Value range No
Value No

PAS 61784-3-18 © IEC:2009(E)
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8.2.2.9 TxSPDO communication parameter

The transmit SPDO communication parameter object is specified in Table 21.

Table 21 — Transmit SPDO communication parameter

Attribute Value
Index 0x1E00 — Ox1EFF
Name Transmit SPDO communication parameter
ObJect type RECORD
Data type PDO COMMUNICATION PARAMETER L~
Category Conditional; Mandatory for each supported TxSPDO (
Sub-index 0x00 AN
Name Number of entries \ \
Data type Unsigned8 ( \ \ \
Category Mandatory \ \\ \
Access attribute RO \ \ )
SPDO mapping No / \
Value range 0x01 to 0x0C /\\ )

Valus No N AN LD

(/
Sub-index 0x01 \ \ )

Name RTFL PID /l

Data type Unsigned32 \ >

Category C\;@m/o/ngl\\ \) )B

Access attributer\

SPDO mappingl

Value

S
o gty o SRR
N >

No A
Sub-inde/\ \on\z\ >

e N\ N P

Da&\type \\ b»\silgkedsz

< C\(BQ\B{y \ Conditional

A\ee\mxmb\\ FS

SpOO mn/& No

Value range 0x01 to OXOOFFFFFF
Value No

Sub=imdex Ox0%4

Name Transmission type
Data type Unsigned8
Category Mandatory
Access attribute FS

SPDO mapping No

Value range No

Value No

Sub-index 0x05

Name Time sync ID
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Attribute Value
Data type Unsigned16
Category Conditional
Access attribute FS
SPDO mapping No
Value range 0x00 to OxFF
Value No
Sub-index 0x06
Name Event time
Data type Unsigned16 /\
Category Conditional A(\\ aN \
Access attribute FS (\ \
SPDO mapping No \ \
Value range No \ \ \ \/
Value No Q \ \ \
Sub-index 0x07 RN AN
Name Cycle multiplier ( (7 \/
Data type Unsigned16 ( \\// /\ \
Category Conditional Q < ° < \ N\ )\/

Access attribute

SPDO mapping

Value range

No ~
/001 0 PR\ N

Value

Sub-index I

NG \CEA Y
B (o

Name \ C)@E\Qset >
Data tyw Unghgqed}f\ \
Category/\\ C}rkditi}ré\

Access a%(ibb\e

N

sreo mende

Fracdrse’S

Mo S

No

P\
N

SubﬁﬁuQ5

0x09

Name Number of repetitions
Data type Unsigned8
Category Mandatory
Access attribute FS

SPDO mapping No

Value range No

Value 2

Sub-index 0x0A

Name Device address
Data type Unsigned16
Category Conditional
Access attribute FS

SPDO mapping No
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