IEC 61158-6-14:2010(E)

IEC

(J
®

IEC 61158-6-14

INTERNATIONAL
STANDARD

Edition 2.0 2010-08

N @
. i Wons =
6-14: Application layer protocol spe fk ion~Type 14 elements



https://iecnorm.com/api/?name=0089f2856f8975676e2c8f6528f7e8c8

THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2010 IEC, Geneva, Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form
or by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from
either IEC or IEC's member National Committee in the country of the requester.

If you have any questions about IEC copyright or have an enquiry about obtaining additional rights to this publication,
please contact the address below or your local IEC member National Committee for further information.

IEC Central Office
3, rue de Varembé
CH-1211 Geneva 20
Switzerland

Email
Web:

. o "
mhramrecTen

lvww.iec.ch

Abouf the IEC

The International Electrotechnical Commission (IEC) is the leading global organijzatis lblishes
Internatjonal Standards for all electrical, electronic and related technologies.

Abou{ IEC publications

The technical content of IEC publications is kept under constant revie ave the
latest eflition, a corrigenda or an amendment might have been published.

= Catalpgue of IEC publications: www.iec.ch/searchpub

The IEQ on-line Catalogue enables you to search by a variety of i tee,...).
It also dives information on projects, withdrawn an ‘ t

" |[EC Just Published: www.iec.ch/online _news/justpu

Stay up|to date on all new IEC publications. Just vailable
on-line pnd also by email.

" Electfopedia: www.electropedia.org

The wofld's leading online dictionary of electronic\and i taining more than 20 000 terms and deffinitions
in English and French, with equi i Iso known as the International Electrotg¢chnical
Vocabujary online.

= Custgmer Service Centre: jnww.ieg. t

If you wish to give us your feedbagk™n this, puklicati d further assistance, please visit the Customer [Service
Centre FAQ or contact ys:

Email: gsc@iec.ch

Tel.: +401 22 919 02 1

Fax: +4

122 919 03 00 %



https://iecnorm.com/api/?name=0089f2856f8975676e2c8f6528f7e8c8

IEC IEC 61158-6-14

®

INTERNATIONAL
STANDARD

Edition 2.0 2010-08

Industrial communication netwo
Part|6-14: Application layer prot

INTERNATIONAL
ELECTROTECHNICAL

COMMISSION PRICE CODE XC

ICS 25.04.40; 35.100.70; 35.110 ISBN 978-2-88912-130-4

® Registered trademark of the International Electrotechnical Commission


https://iecnorm.com/api/?name=0089f2856f8975676e2c8f6528f7e8c8

-2- 61158-6-14 © IEC:2010(E)

CONTENTS
FOREWORD ...ccuiii ittt ettt et e e et e e e e e et et e e e e e e e e e e e e e e e e e et eerenns 7
INTRODUGCTION ...t et e ettt et et et et e e e e e et e et e et e eaaeennes 9
I T o7 o o 1= TP 10
I B €= o =T - | 10
1.2 SPECIHICATIONS .. 10
1.3 CON OIrMaANCE ... e 11
2 NOIMALtIVE FEIEIENCES ...ttt et e e e e 11
3 Terms, definitions, symbols, abbreviations and conventions ................ /s eveee odeenns 11
31 Referenced terms and definitions ... AN O 11
32 Fieldbus application layer specific terms and definitions..... AAN.....\ .02 NG e 13
3.3 Abbreviations and symbols ... N N e e NG N 4 16
3B Conventions ....oooiiiiiiiiii e e NN A T N Ny e 17
4 Abstract syntaX.......coiiiiiiiii e NG NG e T N Y e L 18
411  Fixed format PDU description ..o O N N - e ey e eeeeeene e doenn 18
4  Object definitions in FAL management ASE/.......... 0 0o e\ veveieieeeeee o, 26
43 Definition of objects used in Type 14 applicatign/acces§ entity”.......................|..... 33
5 THansfer syntax .....ccoocovviiiiiiiice G A oo Neeee e e el e e e 36
51 Encodingof basic data types . ... e NN e 36
52 Encoding of Type 14 APDU header N . N A e e e 43
53 Encoding of FAL management entity service pakameters.............ocooove 43
54 Encoding of AAE/SErviCes ...\ .o N ma i e N et e 49
6 Sf{ructure of FAL protocol stgte mathes . Moo e 55
7 AP-Context state machipe,...... . o N e 56
71  Primitives exehanged between ALUand ALE ...........coooiiiiiiiiiinieeen e 56
72 Protocol stateNnaching descriptions ........ccovvvieiiiiiiiie e e 56
718 State traRSitioNg ... oG s S N e e 57
7J4  FunctiGn dSSIiPIMNS N e/ i e 63
8 FAL mapdgement state machines ... e 63
B P IRIIVES L L N 63
8.2 N\ Protocobstate muchine desSCriDtioNS ....oeeee e 65
8.8  SHatEraNSIiONS .. ot 65
81  EunetiomdescCriptions ... e 67
9 Application access entity protocol machine............ccoooiviiiiiiiii e 71
9f—Prmmtives T 71
9.2  AAE state MacChine ... 73
9.3 Event ASE protoCol Machine ... 76
9.4 Domain ASE protocol maching ...........cooiiiiii i 77
10 Application relationship state machine............. 81
0. T PtV S Lo 81
10.2 AREP state desCription. ... 82
10.3 State tranSitioNs ... 83
10.4 Function desCriplioNs ..o e 84
11 DLL mapping protocol machine ... 84
I P B 07T (o7 o 1 APPSR 84

2 P I IV S e e e s 84


https://iecnorm.com/api/?name=0089f2856f8975676e2c8f6528f7e8c8

61158-6-14 © IEC:2010(E) -3-

11.3 State desSCriplion ... 85

T1.4 State tranSitioNs ... 85

11.5 FUNCHION deSCriPtioN ...eeeeie e e 86
Bl OG AP Y e e 87
Figure 1 — State transition diagram ........ ..o 17
Figure 2 — Exchanged primitives of protocol state machine......................coi . 56
Figure 3 — ACE protocol state maching ...........ooiiiiiiii e 57
Figure 4 — FME protocol state machine...........coooiiiii e 65
Figurg 5 — AAE state transition diagrams ..o,

Figurg 6 — Event ASE state transition diagrams
Figurg 7 — Domain ASE state transition diagram
Figurg 8 — AREP state transition diagrams.............ccooiiiiiiiiiomgeen
Figurg 9 — ESME state transition..............ccoooiiiii

Table|1 — State machine description elements ......... /... ... 0NN
Table|2 — Definition of Type 14 MOB header object
Table|3 — Definition of Type 14 device i
Table|4 — Definition of the time synchrom

Table|5 — Definition of maximum respofise time obje
Table|6 — Definition of the

Table|7 — Definition of thexdevieg

Table|8 — Definition of

Table[9 — Definitj domainsapplicatiomninformation header............ccocooviviiiiiiinn o, 29
Table|10 - Defirﬁ of Type 1Alink qQbjest header.................... 30
Table|11 — Definitiognof Type (T4 \FRTNNK object header...........coooooviiiiiieiiieieie 30
Table|12 — Definition of KB, applicatien information object............ccooiiiiiii 31
Table|13 — Definitie S b JECT e e 31
Table (14 initteq .of Type 14 FRT link object ... 32
Table|15 —Definiti dgmain application information object.............cc.cooii 33
Table|16 — Definition of domain object ..o 33
Table|17 ~Definition of simple variable object ... e 34
Table ¥8="PDefinittomofeventobjfect—r——rrr 7 7 7 7 34
Table 19 — Definition of Type 14 socket mapping object.........coccvviiiiiiiii e, 35
Table 20 — Definition of Type 14 socket timer object ...........c.oooiiiii i, 35
Table 21 — Definition of ErrorType ObjecCt ... 36
Table 22 — Encoding of Boolean value TRUE...........cooiii e, 36
Table 23 — Encoding of Boolean value FALSE ..., 36
Table 24 — Encoding of Unsigned8 data type .......ccooiiiiiiiiiiii e, 37
Table 25 — Encoding of Unsigned16 data type ..o 37
Table 26 — Encoding of Unsigned32 data type .......oooiiiiiiiiii 37
Table 27 — Encoding of Unsigned64 data type ......c.coeuiiiiiiiiiii e 38

Table 28 — Encoding of INt8 data type ......ccviiiiiiii e 38


https://iecnorm.com/api/?name=0089f2856f8975676e2c8f6528f7e8c8

-4 - 61158-6-14 © IEC:2010(E)

Table 29 — Encoding of Int16 data type ... 38
Table 30 — Encoding of INt32 data type.....c.oiviiiiiiii 39
Table 31 — Encoding of INt64 data type.......ooviiiiiii 39
Table 32 — Encoding of Real tYPe ... e i 39
Table 33 — Encoding of VisibleString data type ..o 40
Table 34 — Encoding of OctetString data type ..o, 40
Table 35 — Encoding of BitString data type ......ooviiiii 40
Table 36 — Encoding of TimeOfDay data type .........cciiiiiiiiii e 41
Table p—Encodingof Binarybatedatatype——————+——"7"7"77ooo000iemmm—m—— - 42

Table|38 — Encoding of PrecisionTimeDifference data type..........cccooooo fon NG N 42
Table|39 — Encoding of Type 14 application layer service message he
Table|40 — Encoding of EM_DetectingDevice request parameters....\. ...\ .- /NN 2]
Table|41 — Encoding of EM_OnlineReply request parameters ... ... 0\ A\ oo e Ny e eeen e doeen
Table etBIS bt N
Table
Table
Table
Table
Table
Table
Table|49 — Encoding of E

Table|50 — Encoding of

Table|51 — Encoding of sleardevicé

Table|52 — Enco
Table|53 — Enco

Table

Table

Table

Table

Table

Table

Table|60’~-Encoding of EventRoportAcknowledge positive response parameters............J.....
Table '6+—FEnecodingef-EventRoportAcknrowtedgenegativeresponseparameters———..... 51
Table 62 — Encoding of ReportConditionChanging request parameters..............cc.ccoceeeenne. 52
Table 63 — Encoding of ReportConditionChanging positive response parameters ................. 52
Table 64 — Encoding of ReportConditionChanging negative response parameters ................ 52
Table 65 — Encoding of Read request parameters...........cooooiiiiiiii i, 52
Table 66 — Encoding of Read positive response parameters ...........ccooviiiiiiiiiiiice e, 53
Table 67 — Encoding of Read negative response parameters.............coooiiiiiiiiiiiiiiieciieen, 53
Table 68 — Encoding of Write request parameters...........oooiiiii i 53
Table 69 — Encoding of Write positive response parameters ...........ccccovviiiiiiiiiiiiiee e, 53
Table 70 — Encoding of Write negative response parameters...........cccoovviiiiiiiiieiiciieiieceeeen, 54

Table 71 — Encoding of VariableDistribute request parameters ................cooi. 54


https://iecnorm.com/api/?name=0089f2856f8975676e2c8f6528f7e8c8

61158-6-14 © IEC:2010(E) -5-

Table 72 — Encoding of FRTRead request parameters ... 54
Table 73 — Encoding of FRTRead positive response parameters..............cooevvviiieiieieeneennnn. 54
Table 74 — Encoding of FRTRead negative response parameters ...............cooeeviieiieeeeneennnn, 54
Table 75 — Encoding of FRTWrite request parameters ... 55
Table 76 — Encoding of FRTWrite positive response parameters..............coooiiiiiiiiiiiinnan. 55
Table 77 — Encoding of FRTWrite negative response parameters ...............cooeovvvieeeieineennnnn. 55
Table 78 — Encoding of FRTVariableDistribute request parameters................ccoooeeiiiin. 55
Table 79 — Primitives delivered by ALU t0 ALE ... 56
Table B8—PrimitivesdetiveredbyAtEto A —7"mmmmmmmmmmmmmmmmmmmmmmm
Table[81 — ACE state descriptions ..........ooooiiiiiii e

Table|82 — ACE state transitions (sender)...........coocoviiiiiiiiiiieicenenn, ;

Table|83 — ACE state transitions (receiver) .........ccooiiiiiii NG\ D

Table|84 — APServiceType() descriptions.........ccocevveiviiiiiiii e et O\ 0

Table|85 — Primitives delivered by application layer user to AN S N0 U A

Table|86 — Primitives delivered by FME to application layer user . ;.\ S Fevneeneenennfonnn. 64
Table|87 — Primitive parameters exchanged betweeryFME andiapplicatiox layer user ....J..... 64
Table|88 — Primitives delivered by FME to ESME/ T\ . 2. /o et N er e eeeeeeeeeeeeeeee o 64
Table|89 — Primitives delivered by ESMEM0 FMEN...<..... 4. N ono 64
Table|90 — Primitives parameters exchanged\betweerDFMEand ESME .................. . 65
Table|91 — State transitions of Type 14/FME... .. 0 A e e e 66
Table|92 — RcvNewlpAddress() descripfionS ... 0. .. - - N i e 68
Table|93 — Attribute_Set(NdeSBliPtiONS NN a7 N et o 68
Table|94 — RestoreDefanlts()NdesCriptionS N, Sl e 68
Table|95 — NeWAdHress() eSO IO MS, .. N e ettt ettt e e e e e e 68
Table|96 — RestartTypex14RepgatNmen() descriptions..........ccooviiiiiiiiiiin e 68
Table|97 — Clear_PuglicatePdagFlag()ydescriptions..........ccocovviiiiiiiiiiiie o 69
Table|98 — Type MRgpeatTimerExpire() descriptions .........ccoooviiiiiiiiii o 69
Table|99 — Send "EM_ReqgRspMessage() descriptions ........ccooeevviiiiiniiniininien e 69
Table|190 ~SandXN&M”_CommonErrorRsp() descriptions .........ccovvviiiiiiinininin e, 69
Table|[101 >SntPSyRcLest() descriptions ... ... e 70
Table|[102 —IRAddreszCollision() descriptions ..........ccocoviiiiiiiiiiinii e o 70
Table|103"—"RecvMSsg() desCriptions .......cc.oiiuiiiiiiii e e 70
Table H84—QueryMatehdeseriptonrs—mmmm—mrrrmmrmimmmmm m mmm 0/ / - 70
Table 105 — MessagelDMatch() desCriptionS........cceu it 70
Table 106 — Devld_Match() desCriptions ........ooviiii e 71
Table 107 — PdTag_Match() descriptions .......ooouiiiiiiiii e 71
Table 108 — Set_Attribute_Data() descCriptions ..o 71
Table 109 — Set_DuplicatePdTagFlag() descriptions ...........c.ocoviiiiiiiiiii e, 71
Table 110 — Primitives issued by ALU 10 AAE ... e 72
Table 111 — Primitives issued by AAE t0 ALU ... 72
Table 112 — Primitives parameters exchanged between AAE and ALU.............ccoviiiiiiinnne. 72
Table 113 — Primitives issued by AAE tO ESME ..., 72

Table 114 — Primitives issued by ESME to AAE ... ..o 73


https://iecnorm.com/api/?name=0089f2856f8975676e2c8f6528f7e8c8

-6 - 61158-6-14 © IEC:2010(E)

Table 115 — Primitive parameters exchanged between AAE and ESME ...............cocon. 73
Table 116 — AAE state desCriplions ... e 73
Table 117 — AAE state transitions (SENAEr) ........ooviiiiiiiii e 74
Table 118 — AAE state transitions (FECEIVET) .. ... 75
Table 119 — ServiceType() deSCripliONS . ... 75
Table 120 — State value of event management..........coooiiiiiiiii e, 76
Table 121 — Event ASE state transition table ..o 77
Table 122 — Domain state valUe ... ... 77
Table #23—DbemainASEstate-transitientebte—m———r—m—mmrmermrerrerrere——
Table|124 — Domain_DownloadSucceed() description...........ccocceeviiiinin

Table|[125 — Domain_WriteBuffer() description................cooooviiiniinnin, ;

Table|126 — IncreamentinvokeDomainCounter() description ...........\....\.

Table|127 — DecreamentinvokeDomainCounter() description ....{... 0\ A\

Table|[128 — Primitives issued by FME(or AAE) to AREP .../ G N\ oo N e,
Table|[129 — Primitives issued by AREP to FME(or AAE ) o 0 N o e o, 82
Table|130 — Primitives parameters exchanged betweén AREP\and>kME(ar AAE) ........... ... 82
Table|131 — Primitives issued by AREP to ESME/N .\ o2/ it D er e e 82
Table|[132 — Primitives issued by ESME to AREPY...q.....dn. N ono e 82
Table|133 — Primitive parameters exchanged\betweerD)ARERP and ESME ....................... ... 82
Table|134 — AREP state descriptions ../l N e e er e erre et et et et e e e e e 83
Table|135 — AREP state transitions.....\. ...\ o 0 o N N e e 83
Table|[136 — AREPType() desCrRtiONS . Nt e R e enretieiieine e e o 84
Table|[137 — ServiceTypa() deSCriptionS . N S el o 84
Table[138 — The primitives exchanged between transport layer and ESME ..................... ... 85
Table[139 - Priw ..... 85
Table|[140 — ESMErstate desCrRiPON N0 e e 85
Table|[141 — ECFME Statentransitions ... ..o 86
Table|142 —Servis€LypPe()AeSCIPLION ...t e 86



https://iecnorm.com/api/?name=0089f2856f8975676e2c8f6528f7e8c8

61158-6-14 © IEC:2010(E) -7-

INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-14: Application layer protocol specification —
Type 14 elements

FOREWORD
International Electrotechnical Commission (IEC) is a worldwide organization f i 3 prising
national electrotechnical committees (IEC National Commlttees) The gt i romote
intefnational co-operation on all questions concerning standardization in the e alectronic figlds. To
this| end and in addition to other activities, IEC publishes International ica ifigations,
nical Reports, Publicly Available SpeC|f|cat|ons (PAS) and Guides [ € S s “IEC
Pulblication(s)”). Their preparation is entrusted to technical committees; a atjona nmijttee interested
in fhe subject dealt with may participate in this preparatory waork. \ d non-

governmental organizations liaising with the IEC also part|0|pate i i closely
itl the International Organlzatlon for Standardization (ISO 3 it iti ned by

The| formal decisions or agreements of IEC on technical matiers & v @S possible, an interpational
congensus of opinion on the relevant subjects since e i \iitee has representation from all

IEC| Publications have the form of recom ion3 internatiQnal use/ and are accepted by IEC National
Committees in that sense. While all reasonable effqrt o-ensdre that the technical content| of IEC

Pulblications is accurate, i the way in which they are used or for any
mis|nterpretation by any end user

cations

sparently to the maxi i i i i icati . ivgrgence

veen any |IEC Publication Qnd| iona i icati indi¢ated in

itself does not provide & i formity
asspssment ser e for any
seryices carried ®

6) All

7) No rts and
mef| and’lEC National Committees for any personal injury, property damage or
othg tsoever, whether direct or indirect, or for costs (including legal fe¢s) and
exp ication, use of, or reliance upon, this IEC Publication or any other IEC
Pub

8) Attgntion_i A atlve references C|ted |n this publication. Use of the referenced publicafions is
indi

9) Attgntion is_drawn_to the possibility that some of the elements of this IEC Publication may be the supject of
paté i . fratl not be held responsible for identifying any or all such patent rights.

NOTE Use of some of the associated protocol types is restricted by their intellectual-property- nght holglers. In

a” cas th panaddieaant 0- Iimi& dral ‘ iv-.} II ol oo w} v-unl-d- o s l-\ l-\ IA e+s | Hn o5 I'IghtS

FRReRT Hea—Fereas H tHa—proP Hae 1~

perm|ts a particular data-link layer protocol type to be used with phy3|cal Iayer and appllcatlon layer protocols in
Type combinations as specified explicitly in the profile parts. Use of the various protocol types in other
combinations may require permission from their respective intellectual-property-right holders.

International Standard IEC 61158-6-14 has been prred by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This second edition cancels and replaces the first edition published in 2007. This edition
constitutes a technical revision.

The main changes with respect to the previous edition are listed below:

e update the Normative references and Bibliography;

e corrections of editorial errors;
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e specification changes for CPF3;

e up

] up

date of the requirements for all conformance classes;

date of the requirements for all conformance services.

The text of this standard is based on the following documents:

FDIS Report on voting
65C/607/FDIS 65C/621/RVD

Full information on the voting for the approval of this standard can be found in the report on

voting

This p

A list
comm|

The ¢

relate
e re
e Wi
e re

e anpended.

NOTE }

indicated in the above table.

ublication has been drafted in accordance with ISO/IEC Directive

confirmed;
hdrawn;

blaced by a revised edition, or

The revision of this s

9,

e other parts of the IEC 61158 series.

ustrial

H until
data
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INTRODUCTION

This part of IEC 61158 is one of a series produced to facilitate the interconnection of
automation system components. It is related to other standards in the set as defined by the
“three-layer” fieldbus reference model described in IEC/TR 61158-1.

The application protocol provides the application service by making use of the services
available from the data-link or other immediately lower layer. The primary aim of this standard
is to provide a set of rules for communication expressed in terms of the procedures to be
carried out by peer application entities (AEs) at the time of communication. These rules for
communication are intended to provide a sound basis for development in order to serve a
variet} of purposes:

e as|a guide for implementors and designers;

e fof use in the testing and procurement of equipment;

e as|part of an agreement for the admittance of systems into thé~qpe ment;
e as|a refinement to the understanding of time-critical communicationsywi

This standard is concerned, in particular, with the communicati aRd iofe i nsors,
effectprs and other automation devices. By using thig 3 dards
positipned within the OSI or fieldbus reference models ojherwi ' 5 may

work fogether in any combination.

L
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-14: Application layer protocol specification —
Type 14 elements

1 Scope

1.1 |[General

The Hieldbus Application Layer (FAL) provides user programs with"\g { 5s the

fieldbdis communication environment. In this respect the FAL cam be\vi indow

betwelen corresponding application programs.”

This [standard provides common elements for basic critical

messaging communications between application progra nt and

mater|al specific to Type 14 fieldbus. The term 9 it the

presepce of a time-window, within which one or to be

completed with some defined level of certamty within

the time window risks failure of the app i risk to

equipment, plant and possibly human '}

This qtandard specifies interactions b note applications and defines the extgrnally

visiblg behavior provided by the Type 14 fi

a) the formal abstract sy ini it [ veyed
beIween communigati i i

b) the¢ transfer layer
protocol dat

c) th isible
between com

d) the applicatio i t- i ini icati i isible
betweencommunica

The ppryose~Qi\thi

a) define the d

b) definethe externally visible behavior associated with their transfer.

This

with the OSI Basic Reference Model (ISO/IEC 7498) and the OSI application layer structure
(ISO/IEC 9545).

1.2

Specifications

The principal objective of this standard is to specify the syntax and behavior of the application
layer protocol that conveys the application layer services defined in IEC 61158-5-14.

A secondary objective is to provide migration paths from previously-existing industrial
communications protocols. It is this latter objective which gives rise to the diversity of
protocols standardized in the IEC 61158-6 series.
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1.3 Conformance

This standard does not specify individual implementations or products, nor does it constrain
the implementations of application layer entities within industrial automation systems.
Conformance is achieved through implementation of this application layer protocol
specification.

2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the|referenced document (including any amendments) applies.

IEC 60559, Binary floating-point arithmetic for microprocessor system

IEC 6 3-14:
Data-
IEC 6 4-14:
Data-
IEC 6 5-14:
Applid
ISO/IH rence
Mode
ISO/IH hange
betwe Part 3:
Carrid | and
physidg
ISO/IE tation
servic

ISO/IE
Speciri

technology — Abstract Syntax Notation One (ASN.1):

ISO/I| 4 ~ ioh technology — Open Systems Interconnection — Application|Layer
struct

ISO/IEE€ 10731, Information technology — Open Systems Interconnection — Basic Reférence
Model—"Converntions for the defimitionm of OS1Services

3 Terms, definitions, symbols, abbreviations and conventions
For the purposes of this document, the following terms and definitions apply.

3.1 Referenced terms and definitions
3.11 ISO/IEC 7498-1 terms
For the purposes of this document, the following terms as defined in ISO/IEC 7498-1 apply:

a) application entity
b) application process
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c) application protocol data unit
d) application service element

e) application entity invocation

f) application process invocation
g) application transaction

h) real open system

i) transfer syntax

3.1.2 ISO/IEC 8822 terms

For the purposes of this document, the following terms as defined in ISO/I 2 apply:

a) abjstract syntax
b) présentation context

3.1.3 ISO/IEC 9545 terms

9545 apply:

a) application-association

b) apfplication-context

c) application context name
d) application-entity-invocation
e) apjplication-entity-type

f) apjplication-process-invgcation

g) application-process-typ
h) appplication-serviceraleme

i) application co:trol
3.1.4 ISO/IEC 4
purpose

b) tyge
3.1.5

For tHe purposes™e
IEC 6{1158-4-14 apply.

his document, the following terms as defined in IEC 61158-3-1¢ and

a) DL-Time

b) DL-Scheduling-policy

c) DLCEP

d) DLC

e) DL-connection-oriented mode
f) DLPDU

g) DLSDU

h) DLSAP

i) link

j) network address

k) node address
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[) node
m) scheduled

3.2 Fieldbus application layer specific terms and definitions

3.21
access control
control on the reading and writing of an object

3.2.2
access Path

FH £ bali HEY Y H~ N | £ o £ H FH
aSSOC ativiT vl a oyltTvulie TTarttic witlhh a variavic TUT Uicv PJUTrpuott UT UPTTT CUTTITITUTITLatruti

3.2.3
communication macrocycle

set of basic cycles needed for a configured communication ac
segment

3.2.4

comnjunication scheduling

algoriflhms and operation for data transfers occup nistic and repeptable
manner

3.2.5

configuration (of a system or device
step ip system design: selecting functiona
intercpnnections.

3.2.6
cyclid
repetifive in a regular

3.2.7 <}
destination FB In$te

FB ingtance that rgse

3.2.8
domajn
part of r

3.2.9
domajn download
operatiofito’ write data in a domain

3.210
domain upload
operation to read data from a domain

3.2.11
entity
particular thing, such as a person, place, process, object, concept, association, or event

3.2.12

Type 14 bridge

DL-relay entity which performs synchronization between links (buses) and may perform
selective store-and-forward and routing functions to connect two micro network segments
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3.2.13
identifier
16-bit word associated with a system variable

3.2.14
index
address of an object within an application process

3.2.15

instance
actual physical occurrence of an object within a class that identifies one of many objects
withinfthe—sameobjectTtlass

3.2.16
instantiation
creatipn of an instance of a specified type.

3.2.17
management information
network-visible information for the purpose of managing

3.2.18
management information base
organ|zed list of management inform

3.2.19

mapp

set of ntities or values of another set

3.2.2¢
memk
piece L ment of an array

3.2.21
message filteri
decisipn on a me

3.2.2
offse
numberof octetsfronma speciatty designatedposition:

3.2.24
phase
elapsed fraction of a cycle, measured from some fixed origin

3.2.25
process interface
data exchange and information mapping between physical process and application unit

3.2.26
real-time
ability of a system to provide a required result in a bounded time


https://iecnorm.com/api/?name=0089f2856f8975676e2c8f6528f7e8c8

61158-6-14 © IEC:2010(E) - 15—

3.2.27
real-time communication
transfer of data in real-time.

3.2.28

Real-Time Ethernet

RTE

ISO/IEC 8802-3-based network that includes real-time communication

NOTE 1 Other communication can be supported, providing the real-time communication is not compromised.

NOTE 2 This definition is dedicated, but not limited, to ISO/IEC 8802-3. It could be applicable to other IEEE 802
specifications, for example IEEE 802.1Q.

3.2.2
schedule
tempdral arrangement of a number of related operations.

3.2.3
scheduling macrocycle
time ipterval to implement a specific schedule.

3.23

source FB Instance

FB ingtance that sends a specific parameter
3.2.3

time offset
time difference from a specially design
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3.3

AAE
AE

AL
ALE
ALP
APO
AP
APDU
API
AR
ARP
AREP
ASE
Cnf
CR
CREP
CSMA/
DD
DHCP
DL-
DLCEP
DLL
DLE
DLM
DLS
DLSAP
DLSDU
ECSMH
Type 11
EM_
ESME
FB
FBAP

—16 —

Abbreviations and symbols
Application Access Entity
Application Entity
Application Layer
Application Layer Entity
Application Layer Protocol
Application Object
Application Process
Application Protocol Data Unit

61158-6-14 © IEC:2010(E)

Application Process ldentifier
Application Relationship

Address Resolution Protocol
Application Relationship End Point
Application Service Element
Confirmation

Communication Relationship

CD Carrier Sense Multiple Access
Device Description

Rlant Automation

ction Block

FME

FAL Management Entity

Communication Relationship End P

ication scheduling management entity

uhction Block Application Process

Detection

FRT
Ind

LLC
LMP
MAC
MAU
MOB
PAD
PDU
P/S

Fast Real-time

Indication

Internet Protocol

Logical Link Control

Link Management Protocol
Medium Access Control
Medium Attachment Unit
Management Object Base
Pad (bits)

Protocol Data Unit
Publisher/Subscriber
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Req Request

Rsp Response

RTE Real-Time Ethernet
RT-Ethernet Real-Time Ethernet

SAP Service Access Point

SDU Service Data Unit

SME System Management Entity
SNTP Simple Network Time Protocol
TCP Transmission Control Protocol
UDP User Datagram Protocol

.cnf Confirm Primitive

.ind Indication Primitive

.req Request Primitive

.rsp Response Primitive

3.4 [Conventions

3.4.1 General concept

The H specified in a| srate
subcle 5 its class definitions, its
servic . i ined in IEC 61158-5-14. The
protod i i i i

The ¢ i lasses supported by each ASH. The
attribd Qm i c class™\dsing the Management ASE sefrvices
specif Rhé i ation defines the services that are provided
by the

This sftandard u@ given in ISO/IEC 10731.

3.4.2 9

A stat [ e’sequence of an entity and can be represented by g state
transifi

In a s m (Figure 1), the transition between two states represenfed by
circleg i an arrow beside which the transition events or conditions are
prese

R1

N

s
N

Figure 1 — State transition diagram
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Table 1 — State machine description elements

Events or conditions that trigger this state

Current transaction
# state = Next state
Action

Name of The current | Events or conditions that trigger this state transaction. The next state after the actions in
this state to = this transition is taken
transition which this )

state The actions that are taken when the above events or

transition conditions are met. The actions are always indented

applies below events or conditions

The cpnventions used in the state transition table (Table 1) are as follows

Value of an item on the left is replaced by value of an item item on

He right is a parameter, it comes from the primitive shown as a

—

xXx A parameter name.

Example:

Identifier := reason
means value of a 'reason' parameter is assigned tg’a/p
"xxx" Indicates fixed valu®s

er called 'ldentifier.’

Example:

Identifier := "abc"

m omthe left is equal to an item on the fight.
mYen the left is less than the item on the right.
an_itent on the left is greater than the item pn the

item on the left is not equal to an item pn the

Request Primitive; Service.req{} indicates that a rgequest
cation

Seryvicelrsp represents a Response Primitive; Service.rsp{} indicates that a Response
Primitive is sent;

Service.cnf represents a Confirm Primitive; Service.cnf{} indicates that a Confirm Primitive is
received.

4 Abstract syntax

4.1 Fixed format PDU description

Type 14 PDU consists of fixed-length PDU header and variable-length PDU body. The former
contains service type, message type and message length, etc.

Type 14 PDU : : = CHOICE {
confirmed-RequestPDU [0] IMPLICIT Confirmed-RequestPDU,
confirmed-ResponsePDU [1] IMPLICIT Confirmed-ResponsePDU,
confirmed-ErrorPDU [2] IMPLICIT Confirmed-ErrorPDU,
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unconfirmed-RequestPDU

—19 -

(3]

}
Confirmed-RequestPDU : : = SEQUENCE {

PDUHeader,
Confirmed-Request

PDUHeader,
Confirmed-Response

PDUHeader,

IMPLICIT Unconfirmed-RequestPDU

Confirmed-Error

PDUHeader,
Unconfirmed-Request

pduHeader
confirmed-request

1

Confirmed-ResponsePDU : : = SEQUENCE {
pduHeader
confirmed-response

}

Confirmed-ErrorPDU : : = SEQUENCE {
pduHeader
confirmed-error

!

Unconfirmed-RequestPDU : : = SEQUENCE {
pduHeader
unconfirmed-request

}

411 Confirmed request service

Confifmed- Request : : = CHOICE {
EM_GetDeviceAttribute
EM_ConfiguringDevice
EM_SetDefaultValue
DomainDownload
DomainUpload
AcknowledgeEventRoport
ReportConditionChanging
Read
Write
FRTRead
FRTWrite

}

41.2 Confirr@ ,
Confimed- Resporsg ™\

@w Download-RequestPDU,
ma ptoad-RequestPDU,

IterEventConditionMon-Reque
gad-RequestPDU,
Arite-RequesPDU,
FRTRead-RequestPDU,
FRTWrite-RequesPDU

IMPLICIT
IMPLICIT
IMPLICIT
IMPLICIT
IMPLICIT
IMPLICIT
IMPLICIT
IMPLICIT

EM_GetDeviceAttribute-ResponseP
EM_ConfiguringDevice-ResponseP[]
EM_SetDefaultValue-ResponsePDU
DomainDownload-ResponsePDU,
DomainUpload-ResponsePDU,
AcknowledgeEventNotifi-ResponseHR
AlterEventConditionMon-ResponseR
Read-ResponsePDU,

(7]

PDU,
Ua

dgeEventNotifi-RequeerDU,
t

PDU,

DU,
DU,

[8] IMPLICIT Write-ResponsePDU,
FRTRead [9] IMPLICIT FRTRead-RequestPDU,
ERT\\rite MOHMPLICIT FRTWrite-ReguesPDU
}
41.3 Confirmed error

Confirmed- Error : : = CHOICE {
EM_GetDeviceAttribute
EM_ConfiguringDevice
EM_SetDefaultValue
DomainDownload
DomainUpload
AcknowledgeEventRoport
ReportConditionChanging
Read
Write
FRTRead
FRTWrite

IMPLICIT
IMPLICIT
IMPLICIT
IMPLICIT
IMPLICIT
IMPLICIT
IMPLICIT
IMPLICIT
IMPLICIT
IMPLICIT
IMPLICIT

[0]
(1]
(2]
(3]
(4]
(5]
(6]
[7]
(8]
(9]
[10]

Error-Type,
Error-Type,
Error-Type,
Error-Type,
Error-Type,
Error-Type,
Error-Type,
Error-Type,
Error-Type,
Error-Type,
Error-Type
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}
41.4 Error type
ErrorType : : = SEQUENCE {
ErrorClass [0] IMPLICIT Integer8,
ErrorCode [1] IMPLICIT Integer8,
AdditionalCode [2] IMPLICIT Integers8,
Reserved [3] IMPLICIT OctetString,
AdditionalDescription [4] IMPLICIT VisibleString
}
41.5 Error class
ErrorClass := (‘Hﬂl(‘F{ e
Resource [0] IMPLICIT Integer8 {
memory-unavailable
Other
b
Service [1] IMPLICIT Integer8 {
object-state-conflic
object-constraint-cQ
}
Access
dhject a d ).
hardwar: (3),
typeseanfli (4),
Qbject-attripute-inconsistent (5),
gcessxto-element-unsupported (6),
S (7)
}
Timer L Integer8 {
Timer-Expire (0),
Q Timer-Error (1),
Other (2)
b
Other ] [IMPLICIT Integer8 {
Other (0)
O
} N
4.1.6 i request
Unconfirm i HOICE {
ectingDevice [0] IMPLICIT EM_DetectingDevice-RequestPQU,
N ply [1] IMPLICIT EM_OnlineReply-RequestPDU,
EM_ActiveNotification [2] IMPLICIT EM_ActiveNotification-RequestPPDU,
EventRoport [3] IMPLICIT EventRoport-RequestPDU
VariableDistribute [4] IMPLICIT VariableDistribute-RequestPDU,
FRTVariableDistribute [4] IMPLICIT FRTVariableDistribute-RequestPDU
}
41.7 Type 14 application layer PDU
ApplicationLayerPDU ::= SEQUENCE {
PDUHeader,
PDUBody CHOICE {

Confirmed-Request,
Confirmed-Response,
Confirmed-Error,
Uniconfirmed-Request
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41.8 APDU header format
PDUHeader : : = SEQUENCE {
ServicelD [0] IMPLICIT Unsigned8,
Reserved [1] IMPLICIT OctetString,
Length [2] IMPLICIT Unsigned16,
MessagelD [3] IMPLICIT Unsigned16

}

41.9 FAL Management Entity services

4.1.9.1 EM_DetectingDevice service

EM_DetectingDevice-RequestPDU : : = SEQUENCE {

QueryType [0] IMPLICIT Unsigned8
Reserved [1] IMPLICIT OctetString
PDTag [2] IMPLICIT VisibleS
FBTag [3] IMPLICIT Visi
ElementID [4] IMPLICIT

}

4.1.9.p EM_OnlineReply service

EM_QnlineReply -RequestPDU : : = SEQUENCE {

QueryType [0]
DuplicateTagDetacted [1]
Reserved (2]
QueriedObjectlpAddress
QueriedObjectDevicelD
QueriedObjectPDTag

}

4.1.9.38 _

EM_QetDeviceAttribute-

DestinationIP

}

EM_QetDeviceAtttibute
EM_Ge'

1 = SEQUENCE {
IMPLICIT VisibleString,
IMPLICIT VisibleString,
IMPLICIT Unsigned8,
IMPLICIT Unsigned8,
IMPLICIT Unsigned16,
3 IMPLICIT Unsigned16,
DuplicateTagDetected IMPLICIT Boolean,
DeviceRedundancyNumber [7] IMPLICIT Unsigned8,
LAI"‘!‘RCUUIIUGIIU)’I UIL [8] ”\V‘IPL:C:T UIIO;HIIUd‘IC
DeviceRedundancy State [9] IMPLICIT Unsigned8,
MaxRedundancyNumber [10] IMPLICIT Unsigned8,
ActivelPAddress [11] IMPLICIT Unsigned32

}

EM_GetDeviceAttribute-NegativeResponsePDU : : = SEQUENCE {
DestinationIPAddress [0] IMPLICIT Unsigned32,
Error-Type [1] IMPLICIT Error-Type

}

4.1.9.4 EM_ActiveNotification service

EM_ActiveNotification-RequestPDU : : = SEQUENCE {

DevicelD [0] IMPLICIT VisibleString,
PdTag [1] IMPLICIT VisibleString,
Status [2] IMPLICIT Unsigned8,

DeviceType [3] IMPLICIT Unsigned8,
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AnnunciationVersionNumber [4] IMPLICIT Unsigned16,
Device Redundancy Number [5] IMPLICIT Unsigned8,
DeviceRedundancyState [6] IMPLICIT Unsigned8,
LANRedundancyPort [7] IMPLICIT Unsigned16
DuplicateTagDetected [8] IMPLICIT Boolean,

MaxRedundancyNumber [9] IMPLICIT Unsigned8,
Reserved [10] IMPLICIT OctetString,
ActivelPAddress [11] IMPLICIT Unsigned32

}

4.1.9.5 EM_ConfiguringDevice service
EM_ConfiguringDevice-RequestPDU : : = SEQUENCE {

DestinationlPAddress [0] IMPLICIT Unsigned3
DevicelD [1] IMPLICIT VisibleStri
PdTag [2] IMPLICIT Visible
Annunciationinterval [3] IMPLICIT i

DuplicateTagDetected [4] IMPLICIT
DeviceRedundancyNumber [5] IMPLICIT
LANRedunancyPort [6] IMPLICIT
DeviceRedundancyState
MaxRedundancyNumber
ActivelPAddress

DestinationIPAddres
MaxRedundancy

ACIT Unsigned32,
MPLICIT ErrorType

SEQUENCE {

[0]  IMPLICIT Unsigned32,
[11  IMPLICIT VisibleString,
[2]  IMPLICIT VisibleString

= I

DestinationIPAddress [0] IMPLICIT Unsignéd32
}
EM_SetDefaultValue-NegativeResponsePDU : : = SEQUENCE {
DestinationIPAddress [0] IMPLICIT Unsigned32,
ErrorType [1] IMPLICIT ErrorType

}
4.1.10 Application Access Entity (AAE) services

4.1.10.1 DomainDownload service
DomainDownload-RequestPDU : : = SEQUENCE {

SourceApplD [0] IMPLICIT Unsigned16,
DestinationApplID [1] IMPLICIT Unsigned16,
DestinationObjectID [2] [IMPLICIT Unsigned16,

DataNumber [3] IMPLICIT Unsigned16,
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MoreFollows [4] IMPLICIT Boolean,

Reserved [5]1 IMPLICIT OctetString,
DatalLength [6] IMPLICIT Unsigned16,
LoadData [71 [IMPLICIT OctetString

}
DomainDownload-ResponsePDU : : = CHOICE {

DomainDownload-PositiveResponsePDU,
DomainDownload-NegativeResponsePDU

}

DomainDownload-PositiveResponsePDU : : = SEQUENCE {
DestinationAppID [0] IMPLICIT Unsigned16

}

DomajnDownload-NegativeResponsePDU : : = SEQUENCE {
DestinationAppID [0] IMPLICIT Unsigned16,
Reserved [1] IMPLICIT OctetString,

ErrorType [2] IMPLICIT ErrorType
}

4.1.10.2 DomainUpload service

DomajnUpload-RequestPDU : : = SEQUENCE {
SourceApplID [0] IMPLICIT
DestinationApplID [1] IMPLICIT
DestinationObjectID [2] [IMPLICIT
DataNumber [3] IMPLI

DomajnUpload-ResponsePDU : p
DomamUpIoad PosmveRespon eP

DomajnUpload-PositiveRe
DestinationAppIR
DatalLength Unsigned16,
MoreFollows Boolean,

Reserved RBLICIT OctetString,
LoadD MPLICIT OctetString

nsigned16,

}
Doma : = SEQUENCE {
IMPLICIT Unsigned16,
IMPLICIT OctetString,
IMPLICIT ErrorType
!
4.1.1Q. arvice
Event :: = SEQUENCE {
Destlnatlo KpplD [0] IMPLICIT Unsigned16,
SourceApplID [11 [IMPLICIT Unsigned16,
anrr\nﬁhjnr\fln [’)] IMPLICIT ||ncignnr’l1ﬁ’
EventNumber [3] IMPLICIT Unsigned16,
EventData [4] IMPLICIT OctetString
}

4.1.10.4 AcknowledgeEventRoport service
AcknowledgeEventRoport-RequestPDU : : = SEQUENCE {

DestinationApplID [0] IMPLICIT Unsigned16,
DestinationObjectID [11 [IMPLICIT Unsigned16,
EventNumber [2] [IMPLICIT Unsigned16

}
AcknowledgeEventRoport -ResponsePDU : : = CHOICE {

AcknowledgeEventRoport -PositiveResponsePDU,
AcknowledgeEventRoport -NegativeResponsePDU

}
AcknowledgeEventRoport -PositiveResponsePDU: : = SEQUENCE({
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DestinationApplID [0] IMPLICIT Unsigned16

}

AcknowledgeEventRoport -NegativeResponsePDU: : = SEQUENCE{
DestinationAppID [0] IMPLICIT Unsigned16
Reserved [11 [IMPLICIT OctetString,
ErrorType [2] [IMPLICIT ErrorType

}

4.1.10.5 ReportConditionChanging service
ReportConditionChanging-RequestPDU : : = SEQUENCE {

DestinationAppID [0] IMPLICIT Unsigned16,
DestinationObjectID [11 [IMPLICIT Unsigned16,
Enabled [2] [IMPLICIT Boolean

RepontConditionChanging -ResponsePDU : : = CHOICE {
ReportConditionChanging -PositiveResponsePDU,
ReportConditionChanging -NegativeResponsePDU

}

RepontConditionChanging -PositiveResponsePDU: : = SEQUE
DestinationAppID [0] IMPLICIT Unsig

}

RepontConditionChanging -NegativeResponsePDU: :
DestinationAppID [0] [IMPLICIT
Reserved [1]

ErrorType

}

4.1.10.6 Read service

Read{RequestPDU : : = SEQUENCE {
DestinationApplID
DestinationObjec
Sublndex

nsigned16,
Unsigned16

IMPLICIT Unsigned16,
[11 [IMPLICIT OctetString,
[2] [IMPLICIT OctetString

Read- :: = SEQUENCE {
[0] IMPLICIT Unsigned16,
Reserved [11 [IMPLICIT OctetString,
ErrorType [21 [IMPLICIT ErrorType
}

4.1.10.7 Write service
Write-RequestPDU : : = SEQUENCE {

DestinationAppID [0] IMPLICIT Unsigned16,
DestinationObjectID [11 [IMPLICIT Unsigned16,
Sublndex [2] IMPLICIT Unsigned16,
Reserved [3] IMPLICIT OctetString,
Data [4] IMPLICIT OctetString

}
Write -ResponsePDU : : = CHOICE {

Write -PositiveResponsePDU,
Write -NegativeResponsePDU

}

Write -PositiveResponsePDU : : = SEQUENCE {
DestinationAppID [0] IMPLICIT Unsigned16,
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}

Write -NegativeResponsePDU : : = SEQUENCE {
DestinationAppID [0] IMPLICIT Unsigned16,
Reserved [11 [IMPLICIT OctetString,
ErrorType [2] IMPLICIT ErrorType

}

4.1.10.8 VariableDistribute service

VariableDistribute-RequestPDU : : = SEQUENCE {

SourceApplID [0] IMPLICIT Unsigned16,
SourceObjectID [1] IMPLICIT Unsigned16,
Data [2] IMPLICIT OctetString

}

4.1.10.9 FRTRead service

FRTRepad-RequestPDU : : = SEQUENCE {

DestinationObjectID [0] IMPLICIT Unsigned16,
Sublndex [11 [IMPLICIT Unsigned
}
FRTRead -ResponsePDU : : = CHOICE {
FRTRead -PositiveResponsePDU,
FRTRead -NegativeResponsePDU
}
FRTRead-PositiveResponsePDU : : = SEQUENCE\{
FRTData [ON. IMP
}
FRTRpad-NegativeResponsePDU : :
ErrorType

}

4.1.10.10 FRTWrite seryice

FRTWrite-RequestPD
DestinationObjectID Unsigned16,
Sublnde Unsigned16,
Reserv@ OctetString,
Data OctetString

}

FRTWrite -Res

}

FRTWri : = SEQUENCE {

[0] IMPLICIT Unsigned16,

}

FRTWrite ~NegativeReésponsePDU : : = SEQUENCE {

ErrorType [0] [IMPLICIT ErrorType

}

4.1.10.11 FRTVariableDistribute service

FRTVariableDistribute-RequestPDU : : = SEQUENCE {

SourceObjectID [0] IMPLICIT
Data [11 [IMPLICIT
}
4111  Abstract syntax of data type
4.1.11.1 Notation of Boolean type
Boolean ::= BOOLEAN
4.1.11.2 Notation of integer type

Int8 ::= INTEGER (-128..+127)
Int16 ::= INTEGER (-32768..+32767)

Unsigned16,
OctetString

--value is non-zero means TRUE.
--value is zero means FALSE.

-- integer range -27<= | <= 27-1
-- integer range -215<= | <= 215-1
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4.1.11

4.1.11

4.1.11

4.1.11.

4.1.11

4.1.11

4.1.11

Int32 ::
Int64 ::

INTEGER
INTEGER
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integer range -231<= | <= 231-1
integer range -263<= | <= 263-1

.3 Notation of unsigned integer type

Unsigned8 ::= INTEGER (0..255)

i <= 28-1

integer range 0 <=

[
Unsigned16 ::= INTEGER (0..65535) -- integer range 0 <= i <= 216-1
Unsigned32 ::= INTEGER -- integer range 0 <= | <= 232-1
Unsigned64 ::= INTEGER -- integer range 0 <= i <= 264-1

.4 Notation of float data type
Real ::= BIT STRING SIZE (4)
.5 Notation of visible string type

IEC-60559 single precision

VisibleString ::= VISIBLE STRING

6 Notation of octet string type
OctetString ::= Octet STRING

.7 Notation of bit string type
BitString ::= BIT STRING

.8 Notation of TimeofDay type
TimeOfDay ::= OctetString6

.9 Notation of binary date type
BinaryDate ::= OctetString8

--general use

--general use

-- geneyal us

4.2 |Object definitions in FAL managemen
4.21 Type 14 MOB Header
The opject of the Type 14
T
ea rite Octet Octet L
No. Param@z>an%\ g(om \bﬁ{{type offset length Description)
1 Object ID ead /t{nsigned16 0 2 the index of Type 14 MOB
header object in the Type 14
MOB
2 MOB eviWki \R%s only | Unsignedie | 2 2 The version of Type |4
N MOB
4.2.2 e\ﬁd}se\géscriptor object
The opject efthe 14 Device Descriptor Object is defined as shown in Table 3.
Table 3 — Definition of Type 14 device descriptor object
Read/write Octet Octet .
No. Parameter name property Data type offset length Description
1 Object ID Read Only Unsigned16 0 2 the index of Type 14
Device Descriptor Object
in the MOB
2 Reserved Read Only Unsigned8 2 1 reserved
3 Application Type Read Only Unsigned8 3 1 application type
4 Device ID Read Only VisibleString 4 32 device ID
5 PD_Tag Read Only VisibleString 36 32 device Tag
6 Active IP Address Read Only Unsigned32 68 4 current operational IP
address
7 Device Type Read Only Unsigned8 72 1 device type
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Read/write Octet Octet Lo
No. Parameter name property Data type offset length Description

8 Status Read Only Unsigned8 73 1 device status

9 Device Version Read Only Unsigned16 74 2 device version number

10 Annunciation Interval Read Only Unsigned16 76 2 the interval of devices
broadcast its annunciation

11 Annunciation Version Read Only Unsigned16 78 2 annunciation version

Number number of devices

broadcast

12 Device Redundancy State | Read Only Unsigned8 80 1 device redundancy status

13 Deviee-Redundaney Read-Onty Ynsigheds 84 4 deviee-fedundaney

Number nM

14 LANRedundancyPort Read Only Unsigned16 82 2 /}Adu nt messages

processing poftef the
(\xe{/ice

15 Max Redundancy Number | Read Only Unsigned8 84 1 axifum r un\éncy
numberef the devicq

16 Duplicate Tag Detected Read Only Boolean 85 1 this property describgs

ethér the device’s
PD_Tag is in collisiop with
m nother device
4.2.3 Time synchronization object

The o

bject of the Time Synchronization

Table 4 — Definition of ti

is defined

onization object

shown in Table 4:

No. Parameter Read/yrite Data t e\) Octet Octet Description
name prope fset length
1 Object ID Read Quqly, Unsigned 16 /6 2 the index of the Time
Synchronization Object infthe
( MOB

2 Reserved %eh\@ﬂ?\ \O\ctg{kking> reserved

3 Primary Tim d/Wrl W& 4 4 IP address of master timg
Server server

4 Seconé{;y &awm\/ynsigned& 8 4 IP address of slave time derver
TVe\Se er |

5 irae ad On Unsigned32 12 4 the maximum time that time
Requ client waits for the response of
Timeout time server in seconds

6 Time \%adNVrite Unsigned32 16 4 the time interval that time|client
Request requests the time server
il Ii.UI Vdi

7 Capable Read Only Unsigned32 20 4 the synchronization precision
Time Sync supported by time client
Class

8 Target Time Read/Write Unsigned32 24 4 the required synchronization
Sync Class precision as to the time client

9 Current Time | Read Only BinaryDate 28 current time of the device

10 Standard Read Only PrecisionTimeDiffere | 36 8 Standard time difference
Time nce
Difference

4.2.4 Maximum response time object

The object of the Maximum Response Time Object class is defined as shown in Table 5.
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of maximum response time object

No Parameter Read/write Data tvpe Octet Octet Description
i name property ypP offset length P
1 Object ID Read Only Unsigned16 0 2 the index of object in the
mMoB
2 Reserved Read Only OctetString 2 reserved
3 Max Response Read/Write PrecisionTimeDiffe | 4 8 the maximum response
Time rence time of confirmed service
in nanoseconds
4.2.5 Type 14 communication scheduling management object
The opject of the Type 14 Communication Scheduling Management class (is defined 'as
in Table 6.
Ta ect

ble 6 — Definition of the Type 14 communication sched;]i{ man

Read/write Octet ctet \ "
No. | Parameter name property Data type offseg/\\[e gt \DMtlon
1 | object D Read Only | Unsigned16 0 2 thengek of object in t
/\ \QOB
2 Reserved Read Only OctetString N (2 g 7 3 5\ \/éserved
3 Communication Read/Write PregisionTime[ijfe y ()8 the communication m4
MacroCycle rence period of subnet whicH
device belongs to. Thq
is nanoseconds
4 NonPeriodic Data Read/Write PrecisionTi eDif%\ 4 the offset of non-periofli
Transfer Offset ren message begin to transmit
relative to the start of
communication macro|
period. The unit is
nanoseconds
5 Communicatign ead On Unsi eM 16 2 the version number of
Macrocycle communication macro|
Version Numt}ef\ /\ period
4.2.6 ligation i fMon object
The opje pphgation Information class is defined as shown in Table 7.
inition of the device application information object
Read/write Octet Octet .
No Parameter’'name property Data type offset length Description
1 ﬁhjnr*f 1D Read ﬁnly | Ineignad’lﬁ Q 2 the index of nhjnr*f n
MOB
2 XDDL Version Read Only Unsigned16 2 2 the device description
version number
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4.2.7 FB application information header
The object of the Encoding of FB Application Information Header class is defined as shown in
Table 8.
Table 8 — Definition of FB application information header
Read/write Octet Octet .
No. Parameter name property Data type offset length Description
1 Object ID Read Only Unsigned16 0 2 the index of object in the MOB
2 Number of FB Read Only Unsigned16 2 the number of FB Application
Appliﬁatinn lnformation. f\l\jnr\f
Information Object
3 First Number of FB Read Only Unsigned16 4 2 ifsN\Number ofkByApplication
Application formatjon Qbjeci
Information Object
4.2.8 Domain application information header
The opject of the Domain Application Information Header ed as\shown in Tpble 9.
Table 9 — Definition of domain appli at}q; i
No. Parameter name Read/writ Dat Ogtet ;Ectet Description
propert offset n
1 Object ID Read Only LUn& 0 \ 2 the index of Domain Apglication
Information Header objegt in the
( ~~ MOB
2 Number of Domain Read Unsignet16 >*/ 2 number of Domain Applifation
Application Information Information Objects in the
Object ~ )\/ device
3 First Number of D ma\/\ ad O Unsigned16 4 2 first Number of Domain
Appllcatlo bject Application Object in thef MOB
4 Number of Confidurei Re, h\/bnsignedm 6 2 number of Configured Dpmain
Domain Obg:\\ Objects
5 Num er W red \R>d Only Unsigned16 8 2 number of UnConfigured
a| ObJect Domain Objects
4.2.9 i bject header
The o:ject ofithe~Jype>14 Link Object Header class is defined as shown in Table 10.
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Table 10 — Definition of Type 14 link object header

Read/write Octet Octet .
No. Parameter name property Data type offset length Description
1 Object ID Read Only Unsigned16 0 2 the index of Link Object
Header t in the MOB
2 Number of Link Read Only Unsigned16 2 2 number of Link Object in the
Object device
3 First Number of Link Read Only Unsigned16 4 2 first Number of Link Object in
Object the MOB
4 Number of Read Only Unsigned16 6 2 Configured LLink
Configured Link
Object
: N\
5 Number of Read Only Unsigned16 8 2 ber of Un€onfigurgd Link
UnConfigured Link je
Object
4.2.10 Type 14 link object header
The opject of the Type 14 Link Object Header class i ined-assho Table 11.
Table 11 — Definition of Type14 FRT IinQb header
Read/write | / tet Octet L
No. Parameter name property Dat/a\typ %t length Description
1 Object ID ead On nsighed1 2 the index of FRT Link Pbject
\ Header t in the MOB
2 Number of FRT Li ad Bnly Unsi 16 2 2 number of FRT Link Object in
Object Q the device
3 First Nun@FR\K Re dO\N\\\ﬁ nedis | 4 2 first Number of FRT Lik
Link Objec Object in the MOB
/\ N
4 Number of ead Only Unsigned16 6 2 number of Configured FRT
Configured KRT \.in Link Objects
5 N\ Re\aﬂ/OnIy Unsigned16 8 2 number of UnConfigurgd FRT
nCo re T Link Objects
LinkQbjé:
4.2.11 FB apﬁca{i}% information object
The opject of the FB Application Information class is defined as shown in Table 12.
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Table 12 — Definition of FB application information object

Read/write Octet Octet .
No. Parameter name property Data type offset length Description
1 Object ID Read Only Unsigned16 0 2 the index of FB Application
Information Object in the
MOB
2 Reserved Read Only Unsigned16 2 2 reserved
3 FB Name Read Only VisibleString 4 32 FB Name, its length is 32
octets, if the string length is
less than 32 octets, then the
remained-part-are-padded
with/BLANK(0x20)
4 FB Type Read Only Unsigned16 36 2 /F@\&'ypfe\
Max Number of Read Only Unsigned16 38 2 the maximum.instance$
Instantiation er oNKB
6 FB Execution Time Read Only Unsigned32 40 theexecution tixpe of FB in
illisecon
7 First Number of Read Only Unsigned16 44 & N N&il:f}nce Number
Instantiation llo d to FB instancp
en it is instantiated

4.2.13 Type 14 link object \) Q
own ifYTable 13.

The opject of the Type 14 Link Object isdefined as\sh

Table 13 -D pe 14 link object

N Parameter name Read/write, a tyb\_/ Octest Octet Description
o. proper et lengt
N ~ h
1 Dbject ID Re | nsigned1 0 2 the index of Type 14 Link Objgct in
AN the MOB

2 | ocalAppID \é‘aqgQNr%\ sig}gd16 2 2 instance ID of local instance

3 | focal object D AN RéagMite Y Ungigfiedts | 4 2 the index of local variable objekt

4 RemoteApplD \ \and ite _p/({signedm 6 2 instance ID of remote FB

5 ?emoteQ{jth‘D\ eMVrit& Unsigned16 8 2 ID of remote element object

6 BeryiceQOparati s dNVM Unsigned8 10 1 Type 14 service ID used by Link

g\ x Object

7 Bervice X MNVrite Unsigned8 11 1 role of local object in the
communication process

8 RemotelPAddress Read/Write Unsigned32 12 4 IP address of remote device; iff local
and destination FB instance oljjects
are In the same Type 14 device,
then this property can be ignored; if
the Type 14 service use the
broadcast or multicast method, then
this property should be broadcast or
multicast group address

9 SendTimeOffset Read/Write PrecisionTime 16 8 time offset when sending periodic

Difference packet from the start time of a

communication macrocycle. Its data
type is 4 octets of TimeDifference.
The unit is nanoseconds

4.2.13 Type 14 FRT link object

The object of the Type 14 FRT Link Object class is defined as shown in Table 14.
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Table 14 — Definition of Type 14 FRT link object

No Parameter Read/write Data type Octet Octet Description
name property offset | length
1 Object ID Read Only Unsigned16 0 2 the index of Type 14 Link Object in
the MOB
Local Object ID Read/Write Unsigned16 4 the index of local variable object
RemoteObjectlD | Read/Write Unsigned16 2 ID of remote element object
4 ServiceOperatio | Read/Write Unsigned8 10 1 Type 14 service ID used by Link
n Object
5 SeanvcaRole RoadAA\rita. | |neignnﬂg 14 4 role-of local nhjanf intha
communicatiﬁ%oe\ss
6 RemoteMACAdd | Read/Write Unsigned32 12 4 ; |f local
ress jdcts
then
e
ast or
prty
group
7 SendTimeOffset | Read/Write PrecisionTime 16 tiWhen sending periodic
Difference cket the start time of a
G communication macrocycle. lts data
is 4 octets of TimeDifferencp. The
nit is nanoseconds
8 \ValidBitOffset Read/Write Unsig 4 the bit offset when the relevant
message should be sent or recejved
Q from the start time of field of DATA in
(\ ) N FRTVARIABLEDISTRIBUTE Sefvice
9 \ValidBitNumber Read/Wr Unsigned4e ﬁy 4 the bit number when the relevan
message should be sent or recejved
from the start time of field of DATA in
FRTVARIABLEDISTRIBUTE Sefvice
4.2.14 Domain ap
The opject of
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Table 15 — Definition of domain application information object

Read/write Octet Octet .
No. Parameter name property Data type offset length Description
1 Object ID Read Only Unsigned16 0 2 the index of the domain
application information
object in the MOB
2 Domain Object ID Read Only Unsigned16 2 2 the index of the domain
object corresponding to
the domain application
information object
3 ConfigurationStatus Read Only Boolen Z T h nfiguration status of
ean
ue,
e
t
4 Reserved Read Only OctetString 5 3 %\serM )
Domain Name Read Only Unsigned16 8 the wame of the dornain
bjeet, its length is B2
/\ octets, the unused part is
padded with BLANH
A (0x20)
4.3 |Definition of objects used in Type cess entity

application access entity.

4.31 Domain object
The opject of the Domain own in Table 16.
Q/\ Table 1 inition of domain object
ead/wrije Octet
No. Paranée\\}age w Data type offset Octet length
1 objéetib .\ X Read Only | Unsigned16 2 the index of Domain Object
2 /DQnNn Ng\m& \ \RéadNVrite VisibleString 32 the name of Domain Object
3 “Max oges\ \ | Read onl Unsi i i i
y nsigned16 the maximum octets in the dgmain
X
4 Password Read/Write Unsigned16 2 the password used to accesq the
Domain Object
5 AecessGroups Read/Write Unsigned8 1 the access group of Domain Pbject
6 Ar‘r‘nccpighfc Read/\\lrite | |ncignnr|Q 1 the access righf of Domain bject
Local Address Read Only Unsigned32 4 the pointer pointed to the specific
Domain Object. If not used, its
value should be set to
OXFFFFFFFF
8 Domain State Read Only Unsigned8 1 the status of domain object, it can

be the following value:
0 —EXISTENT

1 ——DOWNLOADING
2 —UPLOADING

3 —READY

4 —IN-USE
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No. Parameter name Read/write Data type Octet Octet length
property offset
9 Last State Read Only Unsigned8 1 the status of domain object before
upload/download, the meaning of
its value if shown as follows:
0 —EXISTENT
1 ——DOWNLOADING
2 —UPLOADING
3 —READY
4 ——IN-USE
10 Ysed App:iuatiull Reard Cu:y UIID;HIIU\J‘IG 2 the-rmumber-of pluylmg the
Counter domain ngw, if the_counter value is
bigger, is
domai hnnot
€o hd
selyiceits hed16
4.3.2 Simple variable object \ \)
The dgfinition of Simple Variable Object is shown in Tabl
Table 17 — Definition of sim ariable object
N\
No. Parameter name Read/write \Qa@e % f(d@ P} Octet length
property fse
1 ObjectID Read Only anig d 2 the index of the Variable Objectlin the
MOB
Data Type Read Only \ Unisigned8 \L ) the data type of the Variable Ofject.
Length }ke\adm Unsighned] 6 . the length of Variable Object inoctet
4 Local Address ead\Onl WEZ) 4 the pointer pointed to the specifjc
Variable Object which can be used to
internally address the Domain Qbject.
Q If not used , its value should be|set to
R OxFFFFFFFF
5 Password R dNV\ﬁte Unsigned16 2 the password used to access the
Variable Object.
6 Acc@ésbm@s\ \ Reéd{Write Unsigned8 1 the access group of Variable Object
7 /Agce\sﬁRng\ts\ \ MNVrite Unsigned8 1 the access right to Variable Objgect
4.3.3 en jec
The dgfinitionwo Object is shown in Table 18.
Table 18 — Definition of event object
No. Parameter Read/write Data type Octet Octet length
name property offset
1 ObjectlD Read Only Unsigned16 2 the ID of the Event Object
Length Read Only Unsigned16 the octet length of the Event Object
3 Password Read/Write Unsigned16 2 the password used to access the
Domain Object.
4 AccessGroups Read/Write Unsigned8 1 the access group of the Domain Object
AccessRights Read/Write Unsigned8 1 the access right of the Domain Object
6 Local Address Read Only Unsigned32 4 the pointer pointed to the specific Event
Object, it is used to internally address
the Variable Object. If not used , its
value should be set to OXFFFFFFFF
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No. Parameter Read/write Data type Octet Octet length
name property offset
7 Enabled Read Only Boolean 1 Enabled = TRUE < UNLOCKED
Signifies the event object isn’t locked,
and the event can be sent out.
Enabled = FALSE <~ LOCKED
Signifies the event object is locked, and
the event can not be sent out
4.3.4 Type 14 socket mapping object
The definition of Type 14 Socket Mapping Object is shown in Table 19
Table 19 — Definition of Type 14 socket mapping object
A\ (\
Read/write Octet
No. Parameter name property Data type offset. \ Océ\lbt&th>
1 LocallPAddress Read Only Unsigned32 4 < PRuaddnssoNocal Yevice
RemotelPAddress Read Only Unsigned32 4 4 \ \Ka&resg\of re}{)te devige
3 ActiveUdpPort Read Only Unsigned16 th W used when
/_\ sending message
4 ActiveServicelD Read Only unsignefi1s ()] 2 i€e ID
5 ActiveMesssagLength Read Onl| Unsign d\%/ 6 >the length of the message
(Y\ I waiting to be sent
6 ActiveMessagelD Read Onl Unsigned(6 U Active packet ID, i.e. the
MessagelD
7 ActiveMesssageTime Read Only Jime iw 6 the response time of the agtive
s message, this parameter shows
the maximum response tinje of
the active message, if it does
not need the response, it should
be set to zero.
8 ActiveDaWe Read Only Unsigned32 4 the pointer to the header of the
/\ \\/\ active message
9 MaxMessagelLgngth Read Only Unsigned16 2 the maximum message length
allowed. If the user level
message exceeds the length, it
will be denied to send, and| will
\ return an error flag
10 Ma etrar\vsmi W Read Only Unsigned16 2 the maximum retransmissipn
times allowed
4.3.5 Type 14 socket timer object
The definitiomofthe Type t4-Socket Timer Object s shown i T abie 20-
Table 20 — Definition of Type 14 socket timer object
No. Parameter name Read/write Data Octet offset Octet length
property type
1 TimerID Read Only Unsigne | 2 the ID of the timer
d16
2 ActiveServicelD Read Only Unsigne | 2 Service ID which indicates the
d16 service used to send the message
3 ActiveMessagelD Read Only Unsigne | 2 the active message ID, i.e. Message
d16 ID in the message
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No. Parameter name Read/write Data Octet offset Octet length
property type
4 ActiveMessageTime Read Only Unsigne | 4 the response time of the active
d32 message, this parameter shows the
maximum response time of the
active message, if it does not need
the response, it shall be set to zero.
The unit is millisecond. The unit is
milliseconds for RT applications, and
microseconds for FRT applications
4.3.6 ErrorType object
The dgfinition of the ErrorType Object is shown in Table 21

Table 21 — Definition of ErrorType objecé/\d,\

Parameter Read/write Octet
No Data type tetilen
name property offset
1 Error Class Read Only Int8 1 \F\rr}Kclaﬁ\
2 Error Code Read Only Int8 1 ~N ErWe,Weter gives a more
/\Mete errog destription
3 Additional Code Read Only Int8 1 Addition , this parameter is
optional, and the user can define itg
\gsa\ge cording to its own need
4 Reserved Read Only bs{etshwq }\ \ res}rved
5 Additional Read Only Visi tr|n 32 "_A/dditional description, this parametegr is
Description optional, and it used to add a text
description in the error information. |ts
/\ /] data type is VisibleString

5 Transfer s@x
5.1 i g
511
A Boo
If the alue of each bit is shown in the Table 22 (Bit 7 is MSB, Bjit O is
LSB).

Table 22 — Encoding of Boolean value TRUE

If the value is FALSE, the value of each bit is shown in Table 23.

Octet

Bit

7 6 5

4

3 2

1

1

1 1

1

1 1

1

Table 23 — Encoding of Boolean value FALSE

Octet

Bit
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5.1.2 Unsigned8

The Unsigned8 type is encoded in one octet, the range is from 0 to 255, the weight of each bit
is shown in Table 24.

Table 24 — Encoding of Unsigned8 data type

Bit
Octet

51.3 Unsigned16

The Unsigned16 type is encoded in two octets, the range is from
each bit is shown in Table 25.

ight of

Bi
Octet I}/_\

5.1.4 Unsigned32

The U c% the range is from 0 to 232-1, the weight of

each

5.1.5 Unsigned64

The Unsigned64 type is encoded in eight octets, the range is from 0 to 264-1, the weight of
each bit is shown in Table 27.
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Table 27 — Encoding of Unsigned64 data type

Bit
Octet

7 6 5 4 3 2 1 0

| N[Ol d~|lw|DN
N
2
N
w
S
N
N
©
N
N
@
N
N
~
N
N
=3
N
N
o
N
N
N

5.1.6 Int8

The Int8 type is encoded in one octet, the range is from - Nfihe sign bit (SN) is 1,
the data is negative, otherwise, the data is positive ze i ig”0. The weight of
each bit is shown in Table 28.

Table 28 md?@nts da@y o
it

W

765\4\ 2 1o
5\2\2\3/222120

Octet

51.7 Int16

The It16 type i
is nedative; otherwis

shown in Table 29

e data
bit is

2 27 2% |2° |2* |2° |22 [2' [2°

5.1.8 Int32

The Int32 type is encoded in four octets, the range is from -2%' to 2°"-1. If the SN is 1, the
data is negative; otherwise, the data is positive or zero when bit SN is 0. The weight of each
bit is shown in Table 30.
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Table 30 — Encoding of Int32 data type

Bit
Octet

7 6 5 4 3 2 1 0

NIEFES
N
&
N,
S
N
@
N,
N
N
N
=
N
©
N
(-

5.1.9 Int64

The Int64 type is encoded in eight octets, the range is from -2°° to 2%°
is 1, the data is negative; otherwise, the data is positive or zero when
of eagdh bit is shown in Table 31.

Table 31 — Encoding of Int64 data type

Bit
Octet \
0

7 6 5 4 3 2 1

SN {207 2o favo\[2%8 [o% 12 [ 2%

A ?{“\ QIR

24\ 248\ 2 PRNEENEE

938 —5&8 P 36 & 234 | 938 |oe2
0 (

231 |53 \ZQ 8 \{27 926 [ 525 |24

o Yot [o18 {217 [ote

A
_q \21\\213 3)12 211 [o10 [oe [o8
Y

2% |22 2" |2°

5.1.10 Real

bit SN
wveight

The Real ty ets. The range shall be according to IEEE Std 754|Short
Real Numbe i e value of bit SN is 1, the data is negative, otherwisle, the
data i$ posi , SN is 0. Bits 6 to 0 of octet 1 and bit 7 of octet 2 defines the
exponfent fietd, ed by the fraction field from bit 6 of octet 1 to bit 0 of octet 2. The
weight of & bit-is\shewr in Table 32.

Table 32 — Encoding of Real type

Bit
Octet
716|543 |2]1]0
1 SN |27 2% 2% |2% [2°® [22 |2f
2 20 |2 |27 |2 |2* |2° [2° (27
3 28 29 210 2-11 212 213 214 215
4 216 217 218 2-19 2-20 221 222 223

5.1.11 VisibleString

The VisibleString type is encoded in visible string, the length is variable. The definition shall

be according to ISO 646 and ISO 2375. The encoding is shown in Table 33.
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Table 33 — Encoding of VisibleString data type

Octet

Bit

[efsfafaj2fr]o

the first character

2 the second character
...... and so on......

...... soon......

N

5.1.14 OctetString

The (QctetString type is encoded in one or several octets whic
accordling to the sequence number. The encoding is shown in T

Table 34 — Encoding of OctetStrngda\t

Octet

|6|5L4(IWZNP°\

Bingty data /& \V
C

Bf ary}ﬁQa\
~

5.1.13 BitString

The BjitString ty
arbitrary natural nu

8 9 10 |11 (12 |13 |14 (15

5.1.14 TimeOfDay

is an

The TimeOfDay type consists of a date and a time, it is encoded in total 6 octets. The date
field is encoded as Unsigned16 data (octet 1 and octet 2), it is stated in days relatively to the
first of January 2000. On the first of January 2000, the date starts with the value zero. The
time is stated in milliseconds since midnight, at midnight the counting starts with the value
zero. The time field is encoded as an Unsigned32 data (from octet 3 to octet 6). The encoding

is shown in Table 36.

{
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Unsigned16 Date; /ldays
Unsigned32 Millisecond; /Imilliseconds
}
Table 36 — Encoding of TimeOfDay data type
Bit
Octet
76|54 |3|2|1]0
1 215 214 213 212 211 210 29 28
2 27 106 195 |24 [23 [22 [of |90
3 231 230 229 228
4 223 222 221 220
5 215 214 213 212
6 27 2% (28 |2¢

5.1.13 BinaryDate

The type BinaryDate consists of a calendar date and bwn in

Table|37.

The ygar field is encoded as an Unsigned D04, it
repregents the year of 2004.

value represents one of 1

The dpte field is encod value
repregents one day of

The hjur field is : value
repregents 1 h of 24 K

The npinute i code 5.an Unsigned8 data (octet 6), the range is from 0 to $9, its
value frep T in an hour.

The npillisesqQndXi coded as an Unsigned16 data (octet7 and octet 8), the range is

from ( to 5999 ue represents 1 ms of 60 000 ms in a minute.

{
Unsigned16 Year; /lyear
Unsigned8 Month; /Imonth
Unsigned8 Date; /Iday
Unsigned8 Hour; /Ihour
Unsigned8 Minute; /Iminute
Unsigned16 Millisecond; /Imillisecond
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Table 37 — Encoding of BinaryDate data type

Bit
Octet

O |N|ojjoa| |l DN
N
N
N
>
N
o
N
ES
N
w
N
N
N,
N
°

5.1.14 PrecisionTimeDifference

The type PrecisionTimeDifference consists of second an , it\s encoded in 8
octets|; its value states the time difference.

The Second field is encoded as an Unsigned3
repregents the seconds difference.

to octet 4), its|value

The N
to oc

ed’as an Int32 data (from qctet 5
erence. The sign of Nanospcond

diff
38.

{
Unsigned32 Secq
In
}
g/of PrecisionTimeDifference data type
2 (110
226 225 224
2 223 222 221 220 219 218 217 216
3 215 214 213 212 211 210 29 28
4 27 125 125 2% 12% 122 [2' [2°
5 SN 230 229 228 227 226 225 224
6 223 222 221 220 219 218 217 216
7 215 214 213 212 211 210 29 28
8 27 2% |25 |2t |2° |22 2" |2°

5.1.17 Encoding of SEQUENCE

The SEQUENCE structure is comparable with a record. It represents a collection of user data
of the same or of different Data Types.

A structure may contain a simple variable or further structures as components.
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5.1.18 Encoding of CHOICE

A CHOICE represents a selection from a set of predefined possibilities.

5.2 Encoding of Type 14 APDU header

The encoding of the Type 14 Application layer Service Message packet header is shown in
Table 39.

Table 39 — Encoding of Type 14 application layer service message header

N Parameter QOctet Qctet
T Name Data type offset length
1 ServicelD Unsigned8 0 1 idge

ne

<
(o,
Reserved OctetString A é\\/ / / \*ese@

2
3 Length Unsigned16 4 ) \Jthi parameter describes the lengtt of
the whole message

4 MessagelD Unsigned16 6 this parameter describes the ID of the
(\ message
5.3 |Encoding of FAL mente tit}xiérv'c parameters

5.3.1 EM_Detectin

The EM_Detectvi
_DetectingDevice request parameters

Par ter Octet Lol
No. ame \[ﬁh\t)}e’> Octet offset length Description

1 pe x\ln& ned8 0 1 signifies the query request type:

are coded as shown in Table 40.

0: Query according to PD_Tag. The follgwing
parameter is PD_Tag.

1: Query according to FB Tag. The follo
parameter is FB Tag.

ng

2: Query according to ElementID. The
following parameter is FB Tag and ElementID

2 Reserved Octetstring 1 3 reserved

3 PD_Tag VisibleString 4 32 the physical device tag, its length is 32 octets,
and the unused part is padded with BLANK
(0x20).

4 FB Tag VisibleString 36 32 function block instance tag which is used to

query the information of Type 14 device which
include the FB instance

5 Element ID Unsigned16 68 2 Element ID in FB which must be used with FB
Tag together, because ElementID is unique
only in one FB instance

5.3.2 EM_OnlineReply service

The EM_OnlineReply request parameters are coded as shown in Table 41.
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Table 41 — Encoding of EM_OnlineReply request parameters

Parameter Octet Octet .
No. name Data type offset length Description
1 Query Type Unsigned8 0 1 signifies the Query Type:
0: Query according to PD_Tag.
1: Query according to FB Tag.
2: Query according to ElementID
2 Duplicate Tag | Boolean 1 1 this property describes if the device’s PD_Tag
Detected collides with the other devices’ PD_Tag (i.e.
repeated PD_Tag). TRUE= PD_Tags Collide
Reserved Octetstring 2 2 reserved /\
4 Queried Unsigned32 4 4 IP address of the ried Type @ physital
Object IP device (i.e. th bvice)
Address
5 Queried VisibleString 8 32 e.g.
Object Device gnd
ID 0x20)
6 Queried VisibleString 40 32 rieqgly| hystcal device tag|(e.g.
Object ice tag). |ts lenigth is 32 octets, pnd
PD_Tag /'\}he uitiused part is padded with BLANK (0x20)

5.3.3 EM_GetDeviceAttribute service

5.3.3.1 Request primitive

The EM_GetDeviceAttributéNequ a amare coded as shown in Table 42.

Table 42 —|Encoding o DeviceAttribute request parameters

No. Parameter¢cname ata type Octet offset Octet Description
length
1 Destin?io@\!ﬁ W 0 4 IP address of the target
device

5.3.3.2

nse‘primitive

The EM_G tbute positive response parameters are coded as shown in Table 43.

Table,43 — Encoding of EM_GetDeviceAttribute positive response parameters|

Oetat Oetat
oetet oetet

offset length
1 Device ID VisibleString 0 32 Local device ID

2 PD_Tag VisibleString 32 32 the physical device tag, its
length is 32 octets, and the
unused part is padded with
BLANK (0x20)

3 Status Unsigned8 64 1 the status of the Type 14
device:

No. Parameter name Data type Description

0: no address
1: unconfigured

2: configured, operational

4 Device Type Unsigned8 65 1 local device type
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Octet Octet s
No. Parameter name Data type offset length Description
5 Annunciation Unsigned16 66 2 the interval of the annunciation
Interval message sent out by the device
6 Annunciation Unsigned16 68 2 the version number of the
Version Number annunciation message
7 Duplicate Tag Boolean 70 1 this property indicates whether
Detected PD_Tag of the device is in
collision with the other or not
(i.e. duplicated PD_Tag).
TRUE= PD_Tag in collision
8 Redundancy Unsigneda 71 1
Number
9 Device Unsigned8 72 1
Redundancy State

AN
10 Max Redundancy Unsigned8 73 N 1 O \? maximum redundancy
Number umber of the device, if the
redundancy number is 0, ther]
the response primitive does npt
A contain this parameter

11 Reserved Octe/tst::i{g \ reserved

74X
12 Active IP Addres\\ Ungigneda? 76~ 4 IP address of the active devid
(if no redundancy, then its loch
> IP address); if the redundancy

number is 0, then the responde
5.3.3.8  Negafive\respo sze

primitive does not contain thig
The E

o

parameter

No. Wer name Data type Octet offset Octet Description
length
1 DestinationlPAddress Unsigned32 0 4 IP address of the targqt
o
2 Error Type ErrorType 4 N see ErrorType

5.3.4 EM_ActiveNotification service

The EM_ActiveNotification request parameters are coded as shown in Table 45.
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Table 45 — Encoding of EM_ActiveNotification request parameters

Octet Octet Lo
No. Parameter name Data type offset length Description
1 Device ID VisibleString 0 32 ID of local device
2 PD_Tag VisibleString 32 32 the local physical device tag, its
length is 32 octets, and the
unused part is padded with
BLANK ( 0x20)
3 Status Unsigned8 64 1 the status of the Type 14
device:
0——no add
1——uncgnfigured,
2 onflgurea\qgera' naI
4 Device Type Unsigneds 65 1 |oé| ég\s\e ty&a\
Annunciation Unsigned16 66 2 v
version number messag
6 Device Unsigned8 68 1 number of lodal
Redundancy active device,
Number then this value is 0, otherwise]
followting parameter is
/\ N invali
7 Device Unsigned8 6 1 U theé redundancy status of the
Redundancy State local device:
0—active state
1——backup state
If the redundancy number is 0,
then the response primitive
N )\/ does not contain this parameter
8 LAN Redun aM/\ signed1 70\—/ 2 the LAN redundancy messag¢
Port > processing port of the device
which requests the service
9 Duplicatg Tag Bootea \/ 72 1 this property describes if the
Detegfe device’s PD_Tag collides with
the other devices’ PD_Tag (i.¢.
duplicated PD_Tag). TRUE=
PD_Tags Collide
10 < @e%&i\ \ Octetstring 73 2 reserved
11 M%Re M Unsigned8 75 1 the maximum redundancy
Mer number of the device
12 ActiveMddress Unsigned32 76 4 IP address of the active devicg
(if no redundancy, then its locpl
:P addlcoo), ;f t: 1< chul |da| \%3
number is 0, then the response
primitive does not contain this
parameter
5.3.5 EM_ConfiguringDevice service
5.3.5.1 Request Primitive

The EM_ConfiguringDevice request parameters are coded as shown in Table 46.
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Table 46 — Encoding of EM_ConfiguringDevice

request parameters

No.

Parameter name

Data type

Octet
offset

Octet
length

Description

DestinationIPAddress

Unsigned32

4

Destination IP Address

Device ID

VisibleString

32

ID of local device

PD_Tag

VisibleString

36

32

the local physical device
tag, its length is 32 octets,
and the unused part is
padded with BLANK (0x20)

Annunciation Interval

Unsigned16

68

the interval of the

Duplicate Tag Detected

Boolean

70

annuncialion message s¢nt
out by the device

Device Redundancy
Number

Unsigned8

71

e\rs@ancy number of
the\local device, if its active
device, then this value is

and does not have the
following parameters

I

LAN Redundancy Port

igned

the LAN redundancy
message processing pory
of the device which
requests the service

Device Redundaricy State

AN

ed8

V@/ﬁé :

74

the redundancy status of|
the local device:

0——active state
1——backup state

If the redundancy number
is 0, then the response
primitive does not contain
this parameter

W&u&c}@

Unsigned8

75

the maximum redundanc]
number of the device

10

\%\/e ddres:

Unsigned32

80

IP address of the active

device (if no redundancy
then its local IP address)
the redundancy number is
0, then the response
primitive does not contaif

if

this parameter
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The EM_ConfiguringDevice positive response parameters are coded as shown in Table 47.

Table 47 — Encoding of EM_ConfiguringDevice positive response parameters

Parameter Octet Octet Lo
No. name Data type offset length Description
1 Destination IP Unsigned32 0 4 Destination IP Address
Address
2 Max Unsigned8 4 1 the maximum redundancy
nedaardaricy rnarnoer ortie ueviu—), il e
Number redundancynumbeiNs 0, the
5.3.5.8 Negative response primitive
The EM_ConfiguringDevice negative response parameters coded asxshwn W/ Table|48.
Table 48 — Encoding of EM_ConfiguringDevVn?gx résponse.parameters|
No Parameter name Data type Octetoffset Qo Description
’ yoff |€>5th
1 Destination IP Unsigned 0 \ 4 IP address of the target
Addres device
2 Error Type ErrorType /L 4 N see Error Type
5.3.6 | EM_SetDefaultValue service Q
5.3.6.1 Request prim

The EM_SetDefaultValue

Ta@&\ ncoding

are coded as shown in Table 49.

etDefaultValue request parameters

No. é’%\ek\r N jata type Octet Octet Description
offset length
1 (ﬁéﬁng\fk{nl?\edc}%s \ Unsigned32 4 Destination IP address
2 evice DN\ VisibleString 4 32 ID of the local device
3 \ Ta VisibleString 36 32 the local physical device

tag, its length is 32 octets
and the unused part is
padded with BLANK
(0x20)

5.3.6.2

Positive response primitive

The EM_SetDefaultValue positive response parameters are coded as shown in Table 50.

Table 50 — Encoding of EM_SetDefaultValue positive response parameters

No. Parameter name Data type Octet offset |S:;|t1 Description
1 Destination IP Address Unsigned32 0 4 Destination IP address
5.3.6.3 Negative response primitive

The EM_SetDefaultValue negative response parameters are coded as shown in Table 51.
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Table 51 — Encoding of clear device attribute service refuse packet

No. Parameter name Data type Octet offset I(e)r(:;::\ Description
1 Destination IP Address Unsigned32 Destination IP address
2 Error Type ErrorType 4 N see Error Type
5.4 Encoding of AAE Services
5.4.1 DomainDownload Service
5.4.1.1 Request primitive
The DomainDownload request parameters are coded as shown in Table 5
Table 52 — Encoding of DomainDownload request pakameters
Octet Octet Lo
No. Parameter name Data type offset leng \\Qe}bw)én
1 SourceApplD Unsigned16 0 W%D of the sourcp
\d ic
2 DestinationAppID Unsigned16 2 2 applisation ID of destinatign
o\ <7 j e
3 DestinationObjectiD Unsigned16 ,\4\ 7 0 | domain object ID of the
] destination device
4 DataNumber Unsignety6 \6\ \ download times
MoreFollows Boole 1 flag used to signify if there
are more downloads
following
6 Reserved OctetS}n{; J9 \\/ 1 reserved
7 DatalLength URsigred1 \_’LO/ 2 data length, The range is
from 0 to 512
8 Loag\Da% < etS\ng 12 N domain download data
5.41.2 Positi \c/
The Dlomain
akleN83 = Encoding of domain download service response packet
S Octet
No. \mee\tir name Data type Octet offset length Description
1 DestinatiMpplD Unsigned16 0 2 destination IP address
5.4.1..

DomainDownload negative response parameters are coded as shown in Table 54.

Table 54 — Encoding of DomainDownload negative response parameters

No. Parameter name Data type Octet offset Ig:;‘::] Description
1 DestinationAppID Unsigned16 destination IP address
2 Reserved Octetstring reserved
ErrorType ErrorType N see Error Type
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The DomainUpload request parameters are coded as shown in Table 55.

Table 55 — Encoding of DomainUpload request parameters

Octet Octet L
No. Parameter name Data type offset length Description
1 SourceApplD Unsigned16 0 2 application ID of the source
device
2 DestinationAppID Unsigned16 2 2 application f destinatign
devi
3 DestinationObjectID Unsigned16 4 2 ain objec of'the
destination devic
4 DataNumber Unsigned16 6 2 /\ EQwr}Qaa‘f{nes
5.4.2.2 Positive response primitive \ \/
The DomainUpload positive response parameters are gode hown le 56.

Table 56 — Encoding of DomainUpLo(rd\o j ems nse parameters

No. Parameter name Data‘type \%:tet({ffset Iec ‘:h Description
1 DestinationAppID Unsign 2 application ID of destination
= device
2 DatalLength igney16 3 2 data length, the ranget |s
from 0 to 512
3 MoreFollows Bagolean U 1 flag used to indicate
whether there are mor¢g
/\ downloads data
4 Reserv: Oc%&{trir@ 5 reserved
Load D;ft’a\\ ééte M 8 N domain upload data
5.4.2. nseprimitive
The D ative r&sponse parameters are coded as shown in Table 57.

h10. Parameter name Data type Octet offset Ig::;:\ Description
1 I__Emj_ Unsignea o U Z application 1D of destination
device
2 Reserved Octetstring 2 reserved
3 Error Type ErrorType 4 N see Error Type
5.4.3 EventRoport Service

The EventRoport request parameters are coded as shown in Table 58.
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Table 58 — Encoding of EventRoport request parameters

Octet Octet L.
No. Parameter name Data type offset length Description
1 DestinationAppID Unsigned16 0 2 application ID of destination
device
2 SourceAppID Unsigned16 2 2 application ID of source
device
3 SourceObjectlD Unsigned16 4 2 domain object ID of source
device
4 EventNumber Unsigned16 6 2 number of the event
EventData OctetString 8 N specific Ma

5.4.4 EventRoportAcknowledge Service
5.4.4.1 Request primitive

The EjentRoportAcknowledge request parameters are coded as\show ble

Table 59 — Encoding of EventRoportAckyW'lé*dg\
(zte{kff/sgt/ /\lgm Description

o
1 DestinationAppID Unsig@ 0\\ < (2\))\/ application ID of

No. Parameter name Data type

destination device

2 DestinationObjectID Unsignfd«% \ 2 object ID of destination
~ device

3 EventNumber }m@néqm \ \4\ 2 event number

S/
5.4.4.p Positive re imiti

The EventRoportfkn iti pohse parameters are coded as shown in Tabje 60.

Thble 60 — Encodi tAcknowledge positive response parameters

hra{ne \Bat/a type Octet offset Octet Description
|

AN
No- /QkT&e\ length
1 stinati p Unsigned16 0 2 application ID of destination
/\ AN device

5.4.4.3

ative response primitive

The EjventRoportAckhowledge negative response parameters are coded as shown in Taple 61.

Table 61 — Encoding of EventRoportAcknowledge negative response parameters

No. Parameter name Data type Octet offset Ig:;‘::] Description
1 DestinationAppID Unsigned16 0 2 application ID of destination
device
2 Reserved Octetstring 2 2 reserved
3 Error Type ErrorType 4 N see Error Type

5.4.5 ReportConditionChanging service
5.4.51 Request primitive

The ReportConditionChanging request parameters are coded as shown in Table 62.
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No. Parameter name Data type Octet offset I(e)::;:\ Description
1 DestinationAppID Unsigned16 0 2 application ID of destination
device
2 DestinationObjectID Unsigned16 2 2 object ID of destination
device
Enabled Boolean 4 1 enable flag
4 Reserved Octetstring 3 reserved
5.4.5. Positfive response primitive
The ReportConditionChanging positive response parameters are code Tablle 63.
Thble 63 — Encoding of ReportConditionChanging positive resp s
No. Parameter name Data type Octet offset /\‘2\:3::‘ \ NDMion
1 DestinationAppID Unsigned16 0 \ Wn ID of destingtion
/\ vice
5.4.5.8 Negative response primitive \/
The ReportConditionChanging negati%e re se param tergr oded as shown in Taple 64.
Table 64 — Encoding of ReportC |t|on negative response parameters
No. Parameter name bctet set Octet Description
length
1 DestinationApplD & U ne 2 application ID of destination
t@\ device
2 Rese?éh\ x > \Qctet ing 2 reserved
3 Error W E%\Typ\ 4 N see Error Type
5.4.6 \/>
5.4.6.1 ive
The Re aramegters¥are coded as shown in Table 65
able 65 — Encoding of Read request parameters
Octet L
0. Parameter name Data type Octet offset Description
"1 length
1 : DesfinationAppID Unsigned 16 0 Z application 1D of desfination
device
2 DestinationObjectID Unsigned16 2 2 object ID of destination
device
3 Sublndex Unsigned16 4 2 sublndex of the accessed
object
5.4.6.2 Positive response primitive

The Read positive response parameters are coded as shown in Table 66.
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Table 66 — Encoding of Read positive response parameters

No. Parameter name Data type Octet offset Ig::;:\ Description
1 DestinationAppID Unsigned16 0 2 application ID of destination
device
2 Reserved Octetstring reserved
3 Data Octetstring 4 N returned data
5.4.6.3 Negative response primitive
The P qu nlngat:\'ln raopnncn paromnfnro a+e Cr\ded as Shc'n'llnl |n Tahln 67
Table 67 — Encoding of Read negative response par te<s\
No Parameter name Data type Octet offset Octet Desgrip
) length
1 DestinationAppID Unsigned16 0 2 \ %gvl\ih\h\?destm htion
AN
2 Reserved Octetstring 2 \2\ \ 9§
Error Type ErrorType 4 s%@ Error Type
5.4.7 | Write Service
5.4.7.1 Request primitive
The Write request parameters are coded as sh ble 68.
Tab{‘ﬁe\— d g est parameters
Octet L
No. Parametgr name q\ba\typ \31»ét offset length Description
1 DestipationAp nsi ed\lﬁ\/ 2 application ID of destingtion
device
2 DestinatigObject(> ighedf6 | 2 2 object ID of destination
/\ device
3 Sublnde “Unsigned16 | 4 2 sublndex of the written
object
4 /\ \Béqerv&\ \ Octetstring 6 reserved
D&a\ \ ) Octetstring 8 N data written
5.4.7.2 Positive response primitive
The Write-positive response parameters are coded as shown in Table 69.
Table 69 — Encoding of Write positive response parameters
Octet .
No. Parameter name Data type Octet offset length Description
1 DestinationAppID Unsigned16 0 2 application ID of destination
device
5.4.7.3 Negative response primitive

The Write negative response parameters are coded as shown in Table 70.
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Table 70 — Encoding of Write negative response parameters

No. Parameter name Data type Octet offset Ig::;:\ Description
1 DestinationAppID Unsigned16 0 2 application ID of destination
device
2 Reserved Octetstring 2 2 reserved
3 Error Type ErrorType 4 N see Error Type

5.4.8 VariableDistribute Service

The Variahlnnicfr‘ihnh: reaguest narametarse are-coded-as shown in Tahla 71
Hapr8HSH - Hte-+e-que8St+paiaiete8s—ao-60 a6 aas—SHoWhHH—aote—1—

Table 71 — Encoding of VariableDistribute request pa etCJs\
A\

Octet N\
No. Parameter name Data type Octet offset length \ DW

1 SourceAppID Unsigned16 0 2 %SI ati&@he solirce
\ device
2 SourceObijectID Unsigned16 2 /\\2\\ &' ct ID’of the source

vice
3 Data octetsing |4 ()N | VatiableDistributed datg

5.4.9 FRTRead service % O

n inTable 72.

5.4.9.1 Request primitive

The FRTRead request parameters are (coded as

request parameters

[N
No. Paramet{r}a(yfe\ @\Qpe \Oét offset Igr(:;‘::\ Description
1 Dest@bj@/\ %}6@\/ 0 2 object ID of destination
device

2 Subind D{m ¥1 6 2 2 sublndex of the accesspd
object

5.4.9.p iti esponse ptrimitive

The FR response parameters are coded as shown in Table 73.

— Encoding of FRTRead positive response parameters

No. Parameter name Data type Octet offset .OCt?.t_ Description
Icllslll
1 Reserved Octetstring 0 2 reserved
2 Data Octetstring 2 N returned data

5.4.9.3 Negative response primitive

The FRTRead negative response parameters are coded as shown in Table 74.

Table 74 — Encoding of FRTRead negative response parameters

Octet

No. Parameter name Data type Octet offset length

Description

1 Reserved Octetstring 0 2 reserved

2 Error Type ErrorType 2 N see Error Type
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5.4.10 FRTWrite Service
5.4.10.1 Request primitive

The FRTWrite request parameters are coded as shown in Table 75.

Table 75 — Encoding of FRTWrite request parameters

No. Parameter name Data type Octet offset Igr‘:;‘::\ Description
1 DestinationObjectID Unsigned16 0 2 object ID of destination
device
2 Sublndex Unsigned16 2 2 sublridexof the writtén
opject
3 Reserved Octetstring 4 2 / <tqserv
4 Data Octetstring 6 N \ }igé\writtél\ >

5.4.10.2 Positive response primitive

The FRTWrite positive response parameters are coded as

Table 76 — Encoding of FRTWrite positi espanseparameters

N\ A,
No. Parameter name Datad type /&teé:ffseé ( ;Z:tet Description
1 DestinationOjbectID Unsigned6 0 2 object ID of destination
device
5.4.10.3 Negative resp itive % \)
The FRTWrite negative responss param are cpded as shown in Table 77.
Tabte\77 < Encodi Wrjte negative response parameters
No. Paranpteter name \ta\t,%e Octet offset Octet Description
length
1 Error &pe\ rrolype 0 N see Error Type
5.4.11 ribite Service
The FR i ibutedrequest parameters are coded as shown in Table 78.

Octet Lo
| Parametername | Datatype | Octet offse escription |
No.. L terrgth D
1 SourceObjectID Unsigned16 0 2 object ID of the source
device
2 Data Octetstring 2 N VariableDistributed data

6 Structure of FAL protocol state machines

Interface to FAL services and protocol machines are specified in this subclause. Conventions
used for the descriptions are given in the generic part of this standard.

Figure 2 illustrates the relationships of primitives. The primitives exchanged between each
other will be described as follows.
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Application layer user

confirmedservice.req

confirmedservice.rsp

confirmedservice.ind

confirmedservice.cnf

confirmedservice.req

confirmedservice.rsp

*

confirmedservice.ind

confirmedservice.cnf

A 4

FAL Manageme

nt Entity (FME)

EPA Application Laver

Application Access Entity (AAE)

DTC _req * DTC_ind DTC_req “ DTC_ind
DTC_rsp DTC_cnf DTC_rsp DTC_cnf
DTU_req DTU_ind DTU_req ind
4 _ A 4 _
Socket Mapping Entity A (\
EPA-PDU_req EPA-PDU_ind \ \

Figure

4

<

A
Transport Layer

XN

2 — Exchanged primitives o

N

0 ta

hine

7 AP-Context state machine

71

Table User

(ALU)

Primitive namA &sourcé\ \Asst}c{aM parameters Functions

ConfirmpdService.req AL M This primitive is used to send a confirmed |service

Reriote IP Address request primitive to ALE by the user of application
- layer
ConfirmpdService.rsp AL \> Data, This primitive is used to send a confirmed|service

O\

Remote_IP_Address

response primitive to ALE by the user of
application layer

UnconfifmedServi e.r&

élb\/

Data,
Remote_IP_Address

This primitive is used to send an unconfirmed
service request primitive to ALE by the user of
application layer

Table 80 — Primitives delivered by ALE to ALU

Primitive name Source Associated parameters Functions
ConfirmedService.ind ALE Data, This primitive is used to send a confirmed service
Remote IP Address indication primitive to the user of application layer
T by ALE
ConfirmedService.cnf ALE Data, This primitive is used to send a confirmed service
Remote IP Address confirmation primitive to the user of application
- layer by ALE
UnconfirmedService.ind ALE Data, This primitive is used to send an unconfirmed
Remote IP Address service indication primitive to the user of
T application layer by ALE

7.2

Protocol state machine descriptions

The AP Context Entity of Type 14 is always active. Its state is described in Table 81.
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Table 81 — ACE state descriptions

States Descriptios

primitives from ALU and FME(or AAE)

ACTIVE The ACEs in ACTIVE state prre to transfer service primitives to ALU and FME(or AAE), or to receive

7.3 State transitions

The state transitions of ACE are defined in Figure 3, Table 82 and Table 83.

/\ A~ S1.S73

S5 ACTIVE

=>

confirmedservice.req {

user_data := Data,

Destination_ip : = remote_ip_address,

}

ACTIVE
R1~R23
Figure 3 — ACE protocol state mac
Table 82 — ACE state transition@Ker)\\
E wgn N
M Current vent or=<;o ition \> Next
state actio (7 X sfate
N \/
1 ACTIVE ?:)mamDownIoad.req O ACTIVE
confirmedservice.req {
user_data := Data,
Destination_ip : = remote_|p_adgdress,
}
i . -/ ACTIVE
S2 ACTIVE
S3 ACTIVE ACIIVE
sS4 ACTIVE WentCondltlonMomtor.req ACTIVE
confirmedservice.req {
Usci_Udla .= Udld,
Destination_ip : = remote_ip_address,
}
Read.req ACTIVE
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Event or condition

# Current = Next
state . state
action
Write.req ACTIVE
S6 ACTIVE -

confirmedservice.req {
user_data := Data,
Destination_ip : = remote_ip_address,

}

EM_GetDeviceAttribute.req ACTIVE

=>

S7 ACTIVE

confirmedservice.req {
user_data := Data,

Destination_ip : = remote_ip_address,

}

EM_ClearDeviceAttribute.req ACTIVE
S9 ACTIVE

=>
confirmedservice.req { G

user_data := Data,

. A QW
S8 ACTIVE Ei/l_SetDewceAttrlbute.req \§ rVE
confirmedservice.req {
user_data := Data,
Destination_ip : = remote_ip_address,
) N
NS

Destination_ip : = remote_ip_address,

}

DomainDownload.rsp ACTIVE
S10 |ACTIVE
ACTIVE
S11 |ACTIVE
ACTIVE
S12 | ACTI
user_data := Data,
Destination ip : = remote ip address,
}
AlterEventConditionMonitor.rsp ACTIVE
S13 [ACTIVE -
confirmedservice.rsp {
user_data := Data,
Destination_ip : = remote_ip_address,
}
Read. ACTIVE
s14 |acTive |T220TP

confirmedservice.rsp {
user_data := Data,
Destination_ip : = remote_ip_address,

}
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Event or condition

# Current = Next
state . state
action
Write.rsp ACTIVE
S15 |ACTIVE -

confirmedservice.rsp {
user_data := Data,
Destination_ip : = remote_ip_address,

}

EM_GetDeviceAttribute.rsp ACTIVE

=>

§16 |ACTIVE

confirmedservice.rsp {

user_data := Data,
Destination_ip : = remote_ip_address,

}

. A QW
s17 lacTive Ei/l_SetDewceAttrlbute.rsp \§ rVE
confirmedservice.rsp {
user_data := Data,
Destination_ip : = remote_ip_address,
) N
NS

EM_ClearDeviceAttribute.rsp ACTIVE
S18 | ACTIVE

=>
confirmedservice.rsp { G

user_data := Data,
Destination_ip : = remote_ip_address,

}

EventNotification.req ACTIVE
S19 |ACTIVE
ACTIVE
S20 |ACTIVE
ACTIVE
S21 | ACTI
irmedservice.req {
user_data := Data,
Destination ip : = remote ip address,
}
EM_FindTagReply. ACTIVE
s22 |AcTIVE [~ MTAITERY e
unconfirmedservice.req {
user_data := Data,
Destination_ip : = remote_ip_address,
}
s23 |AcTIVE fi/l_DeviceAnnunciation.req ACTIVE

unconfirmedservice.req {
user_data := Data,
Destination_ip : = remote_ip_address,

}
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Table 83 — ACE state transitions (receiver)

Current state

Event or condition
=>
action

Next state

R1

ACTIVE

Confirmedservice.ind

APServiceType(data) = “Domain Download”
=>

DomainDownload.ind {

Data := user_data

Destination_ip : = remote_ip_address,

ACTIVE

3

R2

ANCTIVE

Confirmedservice.ind
APServiceType(data) = “Domain Upload”
=>

DomainUpload.ind {

Data := user_data

Destination_ip : = remote_ip_address,

}

ACT|IVE

R3

ANCTIVE

Confirmedservice.ind
APServiceType(data) = “Acknowlodge Evg
=>

AcknowlodgeEventNotification.ind
Data := user_data

ACT|IVE

R4

ANCTIVE

ACT|IVE

R5

ANCTIVE

ACT|IVE

R6

A\CTIVE

\;yrmedservice.ind
ServiceType(data) = “Write”

=>

ACT|IVE

Whritemma—=
Data := user_data
Destination_ip : = remote_ip_address,

}

R7

ACTIVE

Confirmedservice.ind

APServiceType(data) = “EM_GetDeviceAttribute”
=>

EM_GetDeviceAttribute.ind {

Data := user_data

Destination_ip : = remote_ip_address,

}

ACTIVE
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Event or condition

# | Current state => Next state
action
RS | ACTIVE Confirm‘edservice.ind . . ACTIVE
APServiceType(data) = “EM_SetDeviceAttribute”
=>
EM_SetDeviceAttribute.ind {
Data := user_data
Destination_ip : = remote_ip_address,
}
Confirmedservice.ind
R9 CHVE - - - ACSHIVE
APServiceType(data) = “EM_ClearDeviceAttribute”
=>
EM_ClearDeviceAttribute.ind {
Data := user_data
Destination_ip : = remote_ip_address,
) N
Confirmedservice.cnf W
R10 |ACTIVE ) ) ACT[IVE
APServiceType(data) = “Domain Download”
=>
DomainDownload.cnf {
Data := user_data
Destination_ip : = remoteNp_address, G
}
~11 | hcTIvE Confirmedservice.cnf . " N_ ACTIVE
a
R12 |ACTIVE ) e ACT[IVE
elype{data) s “Acknowlodge Event Notification”
ntNotification.cnf {
remote_ip_address,
onfirmedservice.cnf
R13 | ACTI . " ) ACT[IVE
erviceType(data) = “Alter Event Condition Monitor”
AlterEventConditionMonitor.cnf {
Data := user_data
Destination_ip : = remote_ip_address,
}
R14 | ACTIVE Confirmedservice.cnf ACTIVE

APServiceType(data) = “Read”

=>

Read.cnf {

Data := user_data

Destination_ip : = remote_ip_address,

}
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Current state

Event or condition
=>
action

Next state

R15

ACTIVE

Confirmedservice.cnf
APServiceType(data) = “Write”

=>

Write.cnf {

Data := user_data

Destination_ip : = remote_ip_address,

}

ACTIVE

R16

Confirmedservice.cnf

APServiceType(data) = “EM_GetDeviceAttribute”
=>

EM_GetDeviceAttribute.cnf {

Data := user_data

Destination_ip : = remote_ip_address,

}

€HIVE

b 3

R17

NCTIVE

Confirmedservice.cnf

APServiceType(data) = “EM_SetDeviceAttribute’
=>

EM_SetDeviceAttribute.cnf {

Data := user_data

Destination_ip : = remoteNp_address,

}

ACT[IVE

R18

NCTIVE

Confirmedservice.cnf
APServiceType(data) = “EM_ visgAttribute

»

ACT|IVE

R19

NCTIVE

»

ACT|IVE

R20

CTIV \

WdService.ind
ARServiceType(data) = “Distribute”

Distribute.ind {
Data := user_data,

ACTIVE

Destination_ip : = remote_ip_address,

}

R21

ACTIVE

UnconfirmedService.ind
APServiceType(data) = “EM_FindTagQuery”
=>

EM_FindTagQuery.ind {

Data := user_data,

Destination_ip : = remote_ip_address,

}

ACTIVE
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# Current state

Event or condition
=>
action

Next state

R22 | ACTIVE

UnconfirmedService.ind
APServiceType(data) = “EM_FindTagReply”
=>

EM_FindTagReply.ind {

Data := user_data,

Destination_ip : = remote_ip_address,

}

ACTIVE

UnconfirmedService.ind

AUTT E

R23 CITIVE

APServiceType(data) = “EM_DeviceAnnunciation”
=>

EM_DeviceAnnunciation.ind {

Data := user_data,

Destination_ip : = remote_ip_address,

}

7.4 |Function descriptions

Table[84 describes the functions used by ACE state t

Table 84 - APServic/e{ﬂs&

Name APServiceTypﬁ\ \Use(}\in ACE
Input b\qut\ "
Data h&g&\g the'service type of service message
Functio
To judg ent
notification, alert event condit
EM_Clg iation.
8 F
8.1
8.1.1
Table|8 layer
user.
Table~85 — Primitives delivered by application layer user to FME
Pilimifive name Source Associated parameters Functions
ConfirmedService.req User of Data, This primitive is used to send a confirmed
Application Remote IP Address service request primitive to FME by the user of
Layer T application layer
ConfirmedService.rsp User of Data, This primitive is used to send a confirmed
Application Remote IP Address service response primitive to FME by the user
Layer - of application layer
UnconfirmedService.req User of Data, This primitive is used to send an unconfirmed
Application Remote IP Address service request primitive to FME by the user of
Layer T application layer
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Table 86 — Primitives delivered by FME to application layer user

Primitive name Source Associated parameters Functions
ConfirmedService.ind FME Data, This primitive is used to send a confirmed service
Remote IP Address indication primitive to the user of application layer
- by FME
ConfirmedService.cnf FME Data, This primitive is used to send a confirmed service
Remote IP Address confirmation primitive to the user of application
- layer by FME
UnconfirmedService.ind FME Data, This primitive is used to send an unconfirmed
Remote IP Address service indication primitive to the user of
- ICation Tayer by
8.1.2 Primitive parameters of FME and user of application layer

Table

Talhle 87 — Primitive parameters exchanged between FMEKan

87 shows the primitives parameters of FME and the user of appl

ser

Parameter name Des@upt}m\ \
Remotd_ip_address This parameter transfers the IP address of r ev\é \'H'( destination adqdress
sent by sender and the source addyess /esgzlve
Data This paramenter trasfers the qafa\s\g /Q/ }Jeny}e\r aNe dﬁ received by receiver
8.1.3 Primitives exchanged betwéen"EME and(ESM
Table|88 and Table 89 show the primitiv etw FME and ESME.
Table 88 — FME to ESME
Primitive Sour e As\s&)aated eters Functions
name
DTC_rgq FM r e_ip> dbﬁ> This primitive is used to send a confirmed service fequest
ta primitive to ESME by FME
DTC_rgp enote_j }@ye)ss, This primitive is used to send a confirmed service
(\ Da response primitive to ESME by FME
DTU_rqq E rerqote_ip_address, This primitive is used to send a unconfirmed servide
‘Qa request primitive to ESME by FME

AN

Table 89 — Primitives delivered by ESME to FME

Primitive Souyrce Associated parameters Functions
rname

DTC_ind Type 14 Socket |remote_ip_address, This primitive is used to send a confirmed service|
Mapping Entity Batar indication primitive to FME by ESME

DTC_cnf Type 14 Socket |remote_ip_address, This primitive is used to send a confirmed service
Mapping Entity Data acknowlage primitive to FME by ESME

DTU ind Type 14 Socket |remote_ip_address, This primitive is used to send a unconfirmed service
Mapping Entity Data indication primitive to FME by ESME

8.14 Primitive parameters exchanged between FME and ESME

Table 90 shows the primitives parameters exchanged between FME and ESME.
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Table 90 — Primitives parameters exchanged between FME and ESME

Parameter name

Description

Remote_ip_address

This parameter transfers the IP address of remote device, namely the destination address
sent by sender and the source address received by receiver

Data

This paramenter transfers the data sent by sender and the data received by receiver

8.2 Protocol state machine descriptions

The states of Type 14 devices can be one of No address, Unconfigured or Configured. The
protocol state machine is shown in Figure 4.

8.2.1 No address

In thig state, the Type 14 device waits for IP address assignment. ¥ ) an be
appointed statically by user or assigned by DHCP server. After the d dress
through DHCP, it will change its next state into Unconfigured or,_corfigt pending|on its

state when it was powered off before. That is, if the state whe
is Configured, then the next state is Configured, vice versa.

8.2.2 Unconfigured

before

In thig on IP
addreps to send EM_ActiveNotificatio 3 855 i i of its
presence. When this request messagé €IVe query,
clear pr set the attributes of this dev i Device
and EM_SetDefaultValue services. Afte g ‘ AE  will change its stat¢ into

Configured and start normal operation.

8.2.3 Configured

In thip state, the de

applicgtion informatio
predefined cont@w

ofmal operations. Users can configyre its
s prqvided by application layer to implement specific

Unconfigured

8.3 State transitions

Configured

S4, S5
R2, R3, R4, RS, R7, RO,

Figure 4 — FME protocol state machine

The state transitions of FME are defined in Figure 4 and Table 91.
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Current
state

Event or condition
=>
action

Next state

S1

No Address

RcvNewlpAddress (address) = TRUE && Attribute_Set ()=
FALSE

=>

RestoreDefaults ()
NewAddress(address)
EM_ActiveNotification.req {}
Restart_Type 14RepeatTimer()

Unconfigured

S2

No Address

RcvNewlpAddress (address) = TRUE && Atiribuie_sei()- TRUE
=>

Clear_DuplicatePdTagFlag()

NewAddress (address)

EM_ActiveNotification.req {}

Restart_Type 14RepeatTimer ()

EM_DetectingDevice.req {}

Condigured

S3

Unconfigured

RepeatTimerExpires ()

=>

EM_ActiveNotification.req {}
Restart_Type 14RepeatTimer ()

9configured

S4

Configured

_ N
EM_UnconfirmedServic

_Unconfi ice.req {7 % O
|| EM_ConfirmedService.req {}

|| EM_ConfirmedServic
=>

Send_EM_ReqRspMe sage((am

Configured

S5

Configured

irmedService.&rr {}Q
or

Configured

S6

Unconfigured

Unconfigured

S7

Unconfigure<

ddre SCW TRUE
\no ctions taken)

No Address

S8

TRAddressCotlision () = TRUE
= >

o] fons taken)

No Address

R1

Unconfigure

yvl\ﬂsg 0
Any Confirmed Type 14_FME Rsp Message” ||
RecvMsg ()="Any Confirmed Type 14_FME Error Message”

Unconfigured

EM_ConfirmedService.cnf{}

R2

Configured

RecvMsg()=" EM_DetectingDevice”
&& QueryMatch (em_svc) = TRUE
=>

EM_OnlineReply.req {}

Configured

R3

Configured

RecvMsg()=" EM_OnlineReply”

&&

_MessageldMatch(em_svc) = TRUE
&&

Deviceld_Match (em_svc) = FALSE
=>

Type 14Set_DuplicatePdTagFlag ()

Configured

EM_ActiveNotification.req {}
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# Current Event or condition Next state
state =>
action
Restart_Type 14RepeatTimer ()
RecvM =" EM_OnlineReply”
R4 Configured &ZCV s90) —oMiNeReply Configured
_MessagelDMatch(em_svc) = TRUE
&&
Deviceld_Match (em_svc) = TRUE
=>
/IDo nothing-the response is from this device
RecvMsg() =" EM_OnlineReply”
R5 Configured - nfigured
EM_OnlineReply.ind {} /(/‘\
) RecvMsg() = ” EM_GetDeviceAttributeReq” )
R6 Unconfigured - conigur
EM_ConfrimedService.err {}
RecvM =" EM_GetDeviceAttributeReq”
R7 Configured _fcv s90) —>etbevicentiributeneq \ Cohigyf%d
EM_GetDeviceAttribute.rsp {}
) RecvMsg()=" EM_ConfiguringDeviceReq’, )
R8 Unconfigured Unconfigured
RecvMsg()=" EM_SetDefaultValueReq”
&& Deviceld_Match(em_svc)= FAL
EM ConflrmedSeercg\\
R9 Configured - Configured
R10 || Unconfigured Configured
) \ e? g=" EM GetDewceAttrlbuteReq“ ]
R11 figu Configured
_GetDeviceAttribute.rsp {}
cvMsg()="EM_SetDefaultValueReq’
R12 || Configured \:55) 90 @ Unconfigured
ResoreDefaults ()
EM_SetDefaultValue.rsp {}
EM_ActiveNotification.req {}
Restart_Type 14RepeatTimer ()
8.4 Function descriptions

The functions used in FME state transitions are listed in Table 92 through Table 109.

NOTE The em_svc represents the message that comes from user configuration programs.

8.4.1

RcvNewlpAddress()

The RcvNewlpAddress() is illustrated in Table 92.
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Table 92 — RcvNewlpAddress() descriptions

Name RcvNewlpAddress Using FME
Input Output
Address TRUE or FALSE

Function

This function is invoked when an IP address is received. The input parameters identify the interface of the device and IP
address received.If this function is invoked correctly, then it returns TRUE, otherwise it returns FALSE.

8.4.2 Attribute_Set()

The A I.IIIJUI.G oct() ;O IIIUOLIGLGU III |ab|c SS
Table 93 — Attribute_Set() descriptions
A QX
Ngme Attribute_Set Using \ \ FME\ >

Function

Input Output v
None TRUE or FALS§/\

Returng true if the attribute of the Type 14 device has been set by the EM_ Config
Otherw|se, returns false.

8.4.3 RestoreDefaults()

The RestoreDefaults() is illustrated in

Ndme RestoreDefdults~ \ FME
Input \k
None
Function
When this functlon is in ;6\ are ISCOI"I cte and the attributes of EME are set as default value.
8.4.4
The NewAddre S i tedNin Table 95.

Table 95 — NewAddress() descriptions

Name \ NewAddress Using FME
Input Output
Addresp TRUE or FALSE

Function

Returns true if the IP address is updated correctly when Type 14 device received a new IP address. Otherwise, returns false.

8.4.5 Restart_Type 14RepeatTimer()
Restart_Type 14RepeatTimer() is illustrated in Table 96.

Table 96 — Restart_Type 14RepeatTimer() descriptions

Name Restart_Type 14RepeatTimer Using FME
Input Output
None None

Function

This function is invoked to restore and restart Type 14RepeatTimer.
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8.4.6 Clear_DuplicatePdTagFlag()
The Clear_DuplicatePdTagFlag() is illustrated in Table 97.

Table 97 — Clear_DuplicatePdTagFlag() descriptions

Name Clear_DuplicatePdTagFlag Using FME
Input Output
None None

Function

This function is invoked to clear duplicate detected state

8.4.7 Type 14RepeatTimerExpire()
The Type 14RepeatTimerExpire() is illustrated in Table 98.

Table 98 — Type 14RepeatTimerExpire() dgscri

N3gme Type 14RepeatTimerExpire Using 4 \ \\ FNE

Input Output \

None

None

Function \)
This funpction is invoked when the Type 14 Repeat}(\a{explpzé(x (\

8.4.8 Send_EM_ReqgRspMessage()

The Send_EM_ReqgRspMessage() is ill strﬁ Jable 99.
Table9Q9 - e pMessage() descriptions

Name Sendr\EM_R\qupl\lLeskqge \/Using FME
Input \> Output
Em_swv X < \ None
Function
Constrycts and sendsé}ké\k}sp@@es

8.4.9 ommonE rRsp()

The Sg onE orRsp() is illustrated in Table 100.

100 — Send_EM_CommonErrorRsp() descriptions

Name Send_EM_CommonErrorRsp Using FME
Input Sutpurt
service_type, None
Spec_params

Function

Constructs and sends error response information.

8.4.10 SntpSyncLost()
The SntpSynclLost() is illustrated in Table 101.
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Table 101 — SntpSyncLost() descriptions

Name SntpSyncLost Using FME
Input Output
None None

Function

This function is invoked when the state of synchronization of time between the device and the selected remote time server
changes from synchronization to no —synchronization.

8.4.11 IPAddressCollision()

The |RAddressColtistont)is-itustratedinmTabte—162-
Table 102 — IPAddressCollision() description

Name IPAddressCollision Using \ \\EME\
Input Output v
None TRUE or FALS)i\ <\\
Function | \ \>

If the IH address is conflict with others, return TURE. Otherwise, return F LSE\ \

8.4.11 RecvMsg()
The RlecvMsg() is illustrated in Table &0 Q
Table 103 cvMsg(). descriptions

Name R.ecvMsg \ \ bﬁ\g FME
Input _,b)utRut>
Em_svi Em )svc message type
Function
This function is |nvon message is resgive des the em_svc and returns the type of the Type 14 management
service
8.4.13 AQuery
The QueryMatc ilhystratedNn Table 104.

Jable 104 — QueryMatch() descriptions

Name \ QueryMatch Using FME
Input Output
Em_swvi TRUE or FALSE

Function

Returns TRUE if the queried object is contained in the device.

8.4.14 MessagelDMatch()
The MessagelDMatch() is illustrated in Table 105.

Table 105 — MessagelDMatch() descriptions

Name MessagelDMatch Using FME
Input Output
Em_svc TRUE or FALSE

Function

Returns TRUE if the MessagelD contained in the messages matches that contained in the EM_DetectingDevice service.
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8.4.15 Deviceld_Match()

The Deviceld_Match() is illustrated in Table 106.

Table 106 — Devid_Match() descriptions

Name Deviceld_Match Using FME
Input Output
em_svc TRUE or FALSE
Function
Returnsg i is device

8.4.14 PdTag_Match()
The PdTag_Match() is illustrated in Table 107.

Table 107 — PdTag_Match() descrip@}s\

Ngme PdTag_Match Using 4 \ FNE
Input Output \ \/
em_sv( TRUE r FAJ\SE

Function
Returng TRUE if the PD_Tag contained in the mesgag matc S Ta of é;ie\/\ce

8.4.171 Set_Attribute_Data()

The Skt_Attribute_Data() is illustrated [n Tahle 1

Table — Set_Attri a() descriptions

Name é\e\f\[\m\b\ute dat}\ \/Using FME
Input \> Output
em_sv( X < \ None
Function

Updatep the attr|butes®¥i‘%}$\i>@wce

8.4.18

The Sg Tag ag() is illustrated in Table 109.

le 109 — Set_DuplicatePdTagFlag() descriptions

Name Set_DuplicatePdTagFlag Using FME
Input Cutput
None None

Function

The value of DuplicateDetectedState is set if the device has detected that another device has the same PD_Tag.

9 Application access entity protocol machine

9.1 Primitives
9.1.1 Primitives exchanged between AAE and application layer user

The primitives exchanged between AAE and Application Layer User (ALU) are shown in Table
110 and Table 111.
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